1 "Managenent control of pharmaceutical substances” Technical Field The

i nvention concerns a conputerised identity matchi ng nanagenent process and
system for the authorised supply of a pharmaceutical substance to an
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Disclosure of Invention

In a first aspect, the invention is a computerised identity matching management
process for the supply of a pharmaceutical substance to an authorised person, the
process comprising the steps of:

20 identifying a person who is requesting the supply of the substance,
comprising the steps of:

a management computer receiving a request, from capture apparatus
waiting to commence a biometric capture process representative of the person to
initiate the capture process;

25 the management computer responding to the request to return a
message to the capture apparatus at a first instant in time, the message containing a
unique code, and where receipt of the message containing the code at the capture
apparatus causes initiation of the capture process;

the management computer, after returning the message, receiving a

30 captured biometric representative of the person from the capture apparatus coded with
the code, at a second instant in time; and

the management computer operating, when the second instant is less
than a predetermined time later than the first instant, to decode the captured biometric
and initiate a matching process to find a match for the decoded captured biometric
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than a predetermined tinme later than the first instant, to decode the
captured bionetric and initiate a matching process to find a match for the
decoded captured bionmetric 35 2 against stored bionetric records and to
retrieve an identification code representative of the person when a match
is found; retrieving a date stanp and Esing the identification code to
retrieve a stored data record of the person which includes at |east a
substance the person is 5 prescribed, a quantity in which the substance is
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The matching process may include generating a template image of the decoded

20 captured biometric for matching against stored records.

The stored biometric records may include, but not be limited to, a biometric
enrol template of the left iris, a biometric enrol template of the right iris, and a unique
customer number. The stored biometric records may further include a portrait image of
the individual. All biometric records maybe securely stored using a certified

25 cryptographic algorithm such as 3DES. All biometric records maybe uniquely keyed to
the hardware on which the database resides using a transformation process. There
maybe stored biometric records for all individuals who interact with the system from
groups of individuals including, but not limited to patients, doctors, clinicians,
prescribers, and systems administrators.

30 The biometric records may be stored in a database in the management's
computer cache.

The data records may be physically separate from the biometric records.

The date stamp may be retrieved from the management computer's internal
clock.




30 The bionetric records nmay be stored in a database in the nmanagenent's
conputer cache. The data records may be physically separate fromthe

bi onetric records. The date stanp may be retrieved fromthe nmanagenent
conputer's internal clock. 3 The stored data records may include, but not
be limted to, any one or nore of a patient database, a prescriber
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prescription was made out to, and a customer identification number field which is the
20 same number that resides in the stored biometric records.

The assessment database may record details of the patient including details of
the patients past and current medical condition. Such an assessment may be made
before any patient is prescribed medication.

The drug register database may be a governmental requirement and may be used

25 for stock taking purposes. For example for particular types of substances such as
methadone, suppliers such as pharmacists may be required by law to maintain a register
of the total daily supply of the drug. Therefore, the database may include information
relating to the quantity of methadone received and supplied on a daily basis, or any
other time convenient or required period. The database may further include fields such

30 as the name and address of the supplier of the substance received into stock; the name
and address of the persons to whom the substance was supplied; the original
prescription reference number of each person to whom the substance was supplied; the
name of the prescriber; and the identity of the person making the entry.

Each of the databases may be linked so that, for example, for any patient, the

35 prescriber or supplier records which have common fields may be easily retrieved for

reference.




relating to the quantity of nethadone received and supplied on a daily
basis, or any other tinme convenient or required period. The database nmay
further include fields such 30 as the nanme and address of the supplier of
t he substance received into stock; the nane and address of the persons to
whom t he substance was supplied; the o&iginal prescription reference
nunber of each person to whomthe substance was supplied; the nanme of the
prescriber; and the identity of the person making the entry. Each of the
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Prior to storing a biometric record of the person's captured biometric the

20 management computer may perform a fraud check to ensure the person is not already
enrolled on the system.

Having decoded the captured biometric, the management computer may
transform the captured biometric into an enrolment template in order to store a record
of the person's captured biometric.

25 ~ Similarly, the method may include the step of identifying the prescriber who is
prescribing the substance and identifying the supplier who supplies the substance to the
person. The supplier may be a pharmacist.

The step of identifying the prescriber may include the steps of:
a management computer receiving a request, from capture apparatus

30 waiting to commence a biometric capture process representative of the prescriber to
initiate the capture process;

the management computer responding to the request to return a message to
the capture apparatus at a first instant in time, the message containing a unique code,
and where receipt of the message containing the code at the capture apparatus causes

35 initiation of the capture process;




of the person's captured bionmetric. 25 Simlarly, the nmethod may include
the step of identifying the prescriber who is prescribing the substance
and identifying the supplier who supplies the substance to the person. The
supplier may be a pharmacist. The step of identifying the prescriber may

i nclude the steps of: a managenent conput er receiving a request, from
capture apparatus 30 waiting to comence a bionetric capture process
representative of the prescriber to initiate the capture process; the
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comence a bionetric capture process represent ) ier to
initiate VAENEApt (amempncEce HiometHe v FReets eavpeniatve o ghadipr)iar dot he
request t@;id theRapuf®soaas;, to the capture apparatus at a first instant in
time, the nessage ontainin%ra unigue gggg, 1@ and where receipt of the
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the management computer, after returning the message, receiving a

t he

captured biometric representative of the person from the capture apparatus coded with
the code, at a second instant in time; and

20 the management computer operating, when the second instant 1s less than
a predetermined time later than the first instant, to decode the captured biometric and
initiate a matching process to find a match for the decoded captured biometric against
stored biometric records and to retrieve an identification code representative of the
supplier when a match is found.

25 In a second aspect the invention is a computerised identity matching
management system for the authorised supply of a pharmaceutical substance to an
authorised person, comprising:

a data depository for storing records which include, for each person, at
least the substance a person is prescribed, the quantity in which the substance is to be

30 supplied and the date at which the substance is to be supplied;

a computer programmed to:
receive a request, from capture apparatus waiting to commence a
biometric capture process, to initiate the capture process to identify a person who i1s
requesting the supply of a substance;
35 respond to the request to return a message to the capture apparatus at

a first instant in time, the message containing a unique code, and where receipt of the




a predetermned tinme later than the first instant, to decode the captured
bionmetric and initiate a matching process to find a match for the decoded
captured bionetric against stored bionetric records and to retrieve an
identification code representative of the supplier when a match is found.
25 In a second aspect the invention is, a conputerised identity matching
managenent system for the authorised supply of a pharmaceutical substance
to an authorised person conprising a data depository for storing records
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rrp he delivery o? such prot?ucts and the %nus is on the dispenser to ensure that the product

is only supplied to persons who are entitled to receive it, is only delivered in the dose

20 that is prescribed, and is only delivered at pre-determined intervals. A further
constraint on the dispenser is the maintenance of dose changes, prescription expiry and
general patient management issues. Furthermore, for many pharmacists, the delivery of
methadone therapy to former drug addicts is a time consuming and very stressful part
of their business because of the tight constraints, which are placed upon them and the

25 possible adverse results to the recipient if an incorrect drug or incorrect quantity is
delivered, or if a drug is delivered to the person more frequently that prescribed.

It is therefore, an advantage of at least one example of the invention that
pharmaceutical substances are supplied to authorised persons in the correct doses and
correct time periods.

30 A further advantage of at least one embodiment of the invention is that the
individual’s transformed biometric data and the individual’s patient data is logically
separate. A further advantage of at least one embodiment of the invention is that the
identification of an individual is completed via an anonymous procedure. No
information other than the captured biometric is required to perform a search of all

35 enrolled persons.




which is strictly controlled. Generally it is the government that places
strict controls on the delivery of such products and the onus is on the
di spenser to ensure that the product 1is only supplied to persons who are
entitled to receive it, is only delivered in the dose 20 that is
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W?ient software 108 I’lIOI‘ to sending, the cl?ent Soﬁware 108 ensures that the

images are of sufficient quality for processing by the Authentication Server 140, In

20 addition, the server 140 confirms the image integrity and then sends it through the iris
recognition process for verification against biometric records stored in its cache 145
which in turn is drawn from the secure database 148.

The Records Database Server 150 stores a patient database 160, a prescriber
25 database 180 and a drug register database 190. The patient database 160 includes three
sub records; patient details 165, an assessment record 170 and prescription details 175.
The patient and prescription details for each patient include:
« a ‘name and address field’
+ a Customer Identification Number field (this number is the same number that
30 resides in the customers record within the Authentication Server 140. It is
linked to their biometric templates),
+ a ‘create date field’ .
« a prescription ‘issue date field’ which indicates the date at which the
prescription was prescribed. This field is important as the duration period of
35 some controlled substances is determined by the date on which they were
prescribed;




15 software 108 works with Privatel D software 110 and an iris recognition
canera 120 such as the Panasoni c BM ET300 which includes a special |enses
to photograph the eyes. The Authentication server 140 accepts the iris

i mage(s) which is(are) sent from the client software 108. Prior to
sending, the client software 108 ensurgs that the images are of sufficient
quality for processing by the Authentication Server 140. In 20 addition,
the server 140 confirns the image integrity and then sends it through the
iris recognition(gﬁgcess.HoQ veri%iqation agai nst bionmetric records stored
inits caché 1ESHRIERITESHAIPR FE°8Fawn from the secure database 148. The
Recor ds Dat abas &rSeribed dhi fiskdor @sreaoipatncent noad attasancds Presariiprdemctheber 25
dat abase 180 . . regi ster database 190. The patient database 160

i ncl udes threg&gnﬁggﬁgggéﬁs; patient details 165, an assessnent record 170
and prescri ptidrftigagthi &or ypgntity Thedd paf peoht subsianes preserihedi torthd evagtiduéarf or
each patient ipglge: a name and address field a Customer

I dentification Nunber field (this npunher is the sane nunber that 30
resides in theé dsgpenm s teawismd figld mytich Hys fsdatsie dald meeessay Jos i, 1t i s
linked to theiat d&ii&llﬂfed reiaéi} ?@F@ib@ﬂ@lﬁﬁghmaﬁbé Slippidee tﬂﬂ!‘eg)afticﬁlﬁ'p&}i]@lt;h
prescription |ssue date field' i ch i ndi cat es e date at i ch..the
prescriptiof V\%sdsrﬂg E%pcph B&EY egﬁlegnf“f%é‘f}ﬁmg a%ﬁglbercﬁaé‘?ﬁma‘gﬁltcﬁéh%ﬁreﬁcﬂbgﬁ peri od
of 35 sone codmgdhs eebnsupglicinest i s deternined by the date on which they
were qprescrihed; . i P40 jSia=at i : ) i bed
drug flpel d '?1 0 Preég%nrpéi% gﬁgﬁ%ﬁnnﬂ;érlg g’&k@% g‘%{::lglgg Eﬁ%@??‘g@@@ OS%P ng;_&f)@%ti cul ar
patient; a  sPreEHged @rpris doaisese yIHs slete corespards Hubwt lastenfsy dacthebed to
the parti cul al‘fre(?_‘eﬁ@st bR atmed fidd equency of treatnment field which lists
the dates, and it necessary the tinmes, at which the each prescribed drug
may be supplied to the particular patient; a "drug supply received field
whi ch i ndi cat &hetdsscsdatesreosrdWiviochh drdiged eadctimbachevd pugennas rdfeesd suppl i ed;

and 1 e ripti dur at.i ield which specifies the date at which
suppl aso?prf%cg%gifoégg%ﬁcﬁjgggfé?ﬁ%ﬂeﬂge%gg%nge 585 hi s date corresponds to the
| ast entry in the

The prescriber database 180 includes:
« a‘name and address field’ of the prescriber
« Customer Identification Number field (this number is the same number that
20 resides in the customers record within the Authentication Server 140. It is
linked to their biometric templates for circumstances where the prescriber is
required to use iris recognition;

« and a ‘create date field’ for when the prescriber prescribes a prescription.

25 The patient 165, assessment 170 and prescription 175 records are linked for each
patient.

The drug register database 190 includes the following fields:

+ quantity of methadone received;
30 » the name and address of the supplier of the methadone received into stock;

« daily quantity of methadone supplied;

» the name and address of the persons to whom methadone was supplied by the

pharmacy;

« the original prescription reference number of each person to whom methadone

35 was supplied;

» the name of the prescriber;




frequency of treatnment field. The assessnent record 170 is created each
time a new patient is referred to a 15 prescriber for participation on the
Met hadone program The prescriber database 180 includes: a nanme and
address field of the prescriber Custoner Identification Nunber field
(this nunber is the same nunber that O resides in the custoners record

Wi thin the Authentication Server 140. It is linked to their bionetric
tenpl ates for circunstances where the prescriber is required to use iris

recognition; ngd a " creat ate field, for en the prescriber prescribes
a prescriptroﬂﬁegga*ﬁﬂjdBWF@ﬁFef%g?85§@%§?ﬂ%ﬁ%“fgﬂnhnd prescription 175
records ar e« ithkatbnfinrofdhe perspamiaking thelderydr ug regi st er dat abase 190

i ncludes the follow ng fields: guantity of nethadone received; 30 the
name and address of the supplier of the nmethadone received into stock;
dai | y quanti t yIndhis gsethplgosmens opibe iceapongnteoithasysier 188 draswly tfe Rhélper sons
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3 ed,
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t ransact i Other coinpéndntiest tht ¥yatmt 109, panslonheploi@titARnESHver. 140Dits Bidhe

exanpl e, t he conponent.s .1 he syst 00, nanely.the PC 115, 5
sof tnar e ToBGls Hiost eV 0 b gt BEbaes 38 TeBIRAEPA 15t on ¢ he
client medtworkkl 2B0%mothired thodicht betwarlph@¥.macy or a clinic and the prem ses
of a pfescriber. Qher conponents of the system 100, nanely the

Aut hentication_Server 140, its cache 145 and the records server 150 with

i ts associ at edVihtgBadels, tharrharmpagiss/clheicanfagilisies.vibe P dilwols kecesssed bt e

from the glan@Rtistd o WpEHtckd WholRvWikdadiBEddafioh % URBeRRA REH ?trﬁétﬁéddﬁ'bcal
facilities, the Pq?é 5is cesse har naci sts . or égera ors who have

t he aut holPi RRYEN SN C@plbeﬁaeﬂé 154 Seg Lti(ﬂ)%lf lp%ﬁeqaﬁ%%ﬁ% iris 1mage of a patient who

presents themselves at the pharmacy for the supply of methadone.
15
Fig. 2 illustrates a flow chart which indicates the steps undertaken from when a
patient approaches a Methadone prescriber, step 205, to when the prescribed
methadone is dispensed to the patient, step 280. After a patient has approached the
prescriber, the prescriber draws up an assessment form and assesses whether the patient
20 qualifies for the methadone program, step 210. If the patient qualifies, then the
prescriber proceeds to enrol the patient and a prescription is produced, or a referral to
an authorised person (ie: a doctor) so that a prescription can be produced 215. The
prescription includes details of the patient and the quantity and frequency of
Methadone to be supplied to that particular patient. 1f the premises of the prescriber are
25 not biometrically enabled, step 225 then the patient is required to take the prescription
to a pharmacy at the required time 245 whereby the patient is verified in a traditional

manner.

It is also possible to have an authorised operator scan in a hard copy of a

30 prescription from another authorised source (eg: the patient’s local doctor).

If the prescribers premises are biometrically enabled, step 220, then the step of

enrolling the patient involves creating a record of the patient in the patient database 160

of the record server 150 and of creating an enrolment record in the biometric database

35 148 of the Authentication Server 140. At step 230, prescription details 175 together

with the patient's assessment form 170 are captured and are entered into the appropriate




to patients. The canera 120 is used to at |least capture an iris inmage of a
pati ent who presents thenselves at the pharmacy for the supply of

nmet hadone. 15 Fig. 2 illustrates a flow chart which indicates the steps
undertaken fromwhen a patient approaches a Methadone prescriber, step
205, to when the prescribed nethadoneujs di spensed to the patient, step
280. After a patient has approached the prescriber, the prescriber draws
up an assessnent form and assesses whet her the patlent 20 qualifies for the

met hadone 21 t t| ent ual, i f. en. t he rescri ber
o oceeds 1R0R & e prtBuls dipbats 0. ARe iR BoCRl St ol tdisnGre BeRor er ral
to an autdpturedeteppEilson (ie: a doctor) so that a prescription can be
produced 215. The prescription includes details of the patient and the

quantity and frequency of Methadone to be supplied to that particul ar
pati ent. Enrollinethe Baiienss of the prescriber are 25 not bionetrically
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dat abase ent| cati on erver step prescription
details 117‘3)‘%%@?@?@?‘ CaIWJHCth Aieniséns s assessment form 170 are captured

and are enter P&ie o T’foh%e&]@@P%bﬁE%MﬁET%@%ﬁféﬁa Piott }t)eﬁﬁht ﬁ@bessthﬁiﬁt abase
160. The bla F;él c.det ail ;?I)‘tlth ati ent re then ureglP ep 240.

Enrol | i ng'% £ TDRY C87 &% Otb neve et TEPE Ha e FaHe o #ad and
capt ures lidad aPrai disthuecel d appaftimately 436 49 ciraldd todist inchesptrotrhthedame Mhe120 so

as. 0 5eCof AN hTBAR 1 LIS PRLIENES of koo YRk eLholbl 568, Step (D). The
DEBAE flpetd) ¢ 10§ héhidine ) et} for

cllent so nessag
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Private ID so 110 commences catureo , Lents iris.
images or svfﬁment quahity and 1ris contgnt to ensure 1gﬁ crc))n dence for a successful

match outcome. Once a satisfactory images have been culled, the software 108

20 provides a feedback signal to inform that the image capture session is complete, this
usually issues within seconds. If a satisfactory image cannot be captured within the
allotted time (the default is set at 10 seconds), then the software provides an error
signal. The patient would then have to restart the process of having images of the iris
captured.

25 Step (). Once captured, the process of creating an iriscode templates for the
patient begins. The PrivatelD software 110 encrypts the captured image using an
appropriate cryptographic algorithm. Then it compresses the captured image, codes the
compressed image using the previously issued MAC and assembles a message for
transmission to the client computer 105. This transmission is handled by client software

30 108.

Step (f). The authentication server 140 receives the message and checks it for
validity using MAC, that is to ensure it has been received while the MAC is still valid.
The message then has its integrity checked using a checksum, and is decompressed and
decrypted. It is then passed through a Daugman Algorithm, or similar, to create the

35 iriscodes.




Step (c). To use the Panasonic BM ET300 canera 120, the patient noves their
head so that they can see both of their eyes in the mrror in the centre of
the canera head at a distance of approxinmately 43 to 48 cm (17 to 19
inches) fromthe lens. The 15 camera 120 sends inmages to the software 108
runni ng on the conputer 115. Step (d).1 The Privatel D software 110 captures
a series of digital video images of the patients eyes. Image quality
metrics within the client software 108 inspect the inmages for suffici ent

quality and |r§t cint nt. to ensure hi nce f.or a succ f4 |, match
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and assenbl es a rressage for transm ssion to the client conputer 105. This

transmni ssBic 8 30 108. Step (f). The
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deconpr esseeeadth hadeehalpbiothetrld cabfréd)@RpR3ssed through a Daugnman Al gorithm
or sinmilar, to create the 35 iriscodes. 11 Step (g). The iriscodes are
t hen sent to the authentication server cache 145 to ensure that the records
do not al r eadystepsi(s} to(ﬁ] afitheGhtiekt) adnidsdvn diengpédiel. r Hoords stip (@9tin tleik r eady
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correctl ciate th riate patient record 16 dat abase
160. Bi Oﬁ}él%?li? gnt!@%vﬁqtﬁ Itlé:\!I regplt. S%B]efegﬁt }I\gbet ﬁ@ggﬁéon failure, that result 1s logged S

and the process stops, step 255. The pharmacist checks the frequency of the treatment

20 field to determine when the drug is prescribed to be supplied. The patient is informed
of this date.

If a match is found, step 260, the result indicates that the patient has been

identified and the authentication server retrieves the relevant patient record data step

25 265, and returns to the requesting application 108. If the patient is authorised to receive
the prescribed supply of methadone step 275, the pharmacist checks the quantity and
strength of the drug and accordingly dispenses to the patient step 280. Should the
clinic/pharmacy be equipped with an automated dispensing platform, this will then be
used to dispense the correct amount of Methadone as required 130. The prescribed

30 supply will be administered or packaged according to the information on the
prescription. The supply of the drug is recorded in the ‘drug supply field” of the

patients record 160.

If the date and time stamp does not match the prescription details 270, the
35 pharmacist checks the frequency of the treatment field to determine when the drug is




10 At sone |ater date, the patient approaches a pharmacy to request the
supply of the nethadone, step 245. The patient is required to be
identified by iris recognition and proceeds to have their bionetric
captured, step 250. Steps (a) to (f) of the patient adm ssion are repeated.
However step (g) in this 15 C|rcunstaﬁﬁe is different. The recognition
iriscode tenplates are sent to the authentication server 140 which
attenpts to match it agalnst all records in its secure cache 145. The
authentlcatlon gturn ult .t h

ahi o1 oy ed 5 HESatign i el f BRriecied ¥ Bafi P s E 830 o
result |smbmgéﬂdikawﬂeuhhepmmmesszsmpﬁgo step 255. The pharmaci st checks
the frequency of the treatnent 20 field to determ ne when the drug is
prescribed to be supplied. The patient is informed of this date. If a
match i s foundt v&lidy ammecipted hepemens sdiledaine sha pdtthethenmperppe verigipssbeen

i dent :ijId e%d%}d nid¥gfi @ubhe %h}ﬁ 356' %[hd% €V Ghe r1ﬁ¢/éﬂti%ﬁe gs tABwhe e vaat sp@éfﬁb ent
recor a

25265, and s taq.the re plication 108.
the pati cb RS R RbdepgRG dih dha FRIrih P& SE9R b%ﬁé'@dﬁ}s?r{})wafas%f)ﬁﬁaone
step 275, déstdbgalh el trgresdnt ehﬁekmdltmarqua&tefdry, e combiderdtih atifredpeetsdsug and
accordlnqr tgﬁ%ﬁ%ﬂé%gt%%nk e patient step 280. Should the «clinic/pharmacy
be eqU|ppe 1 HR “ah Tautd et ey di spensing platform this will then be used
to di spense the correct amount of Methadone as required 130. The prescribed
30 supply will be adm ni stered or packaged according to the information on
the F prescription. The supply of the drug is recorded in the "drug supply
field of the patients record 160. If the date and tinme stanp does not
mat ch the prescription details 270, the 35 pharnaci st checks the frequency
of the treatnent field to determ ne when the drug is 12 prescribed to be
supplied. The patient is infornmed of this date. The patient details 165
are updated to reflect the occurrence, step 270. It will be appreciated by
persons skilled in the art that nunmerous variations 5 and/or nodifications
may be made to the invention as shown in the specific enbodi nents w thout
departing fromthe spirit or scope of the invention as broadly described.
The present enbodi nents are, therefore, to be considered in all respects as
illustrative and not restrictive. 13 CLAI NG




1. A conputerised identity matchi ng managenent process for the supply of a
phar maceuti cal substance to an authorised person, the process conpri sing
the steps of: identifying a person who is requesting the supply of the
substance, conprising: 5 a nmanagenent conputer receiving a request, from
capture apparatus waiting to connence%f bi onetric capture process
representative of the person to initidate the capture process; the
managenent conputer responding to the request to return a nessage to the
capture agggﬁ us at a first instant in tine, the nessage containing a

uni que codts; and where recei pt of the nessage containing the code at

t he captute ap@asrcmﬂplserésadlsidmtityrrhaﬁchih'gcmam‘gemhm paptss orpthocapply dhe

managent n£ a?ﬂlgpéﬁttl% SuBgtEI%e th %h ld{lﬂlloﬂge(f rﬁi?so'ﬁe S“Cesg ?&ﬁ%ﬁ@l@%’th% 53‘8}" ur ed

bi onetric represen perso rom e ca ara S "coded
with the codeldelsttfmgw Whistsamuesmnghhﬁéupnimf tb@ subsameneyeprising: conput er

operatisng, when the 3669 &Heﬂtn%rgﬁﬁteﬂ $edeftSe N Aucd, RIdL &l ﬁﬁ% %ﬁaﬂahﬁe later

than the first instant, deco the captured biometric itrate a
mat chi ng HRGEESS EYIPEhes & HAmEHIG aﬁtptﬁq@epr@é%%d@areé%fﬁﬁweeaf Bhwsfsnopcthga. nst
stored blmﬁltﬁitéthéchﬁt@%ﬁ&c@l@d to retrieve an identi f| cation code
representative of %grson whe 0 retrievi gg% a date

stanp and using t H&® ?W?néﬁ?mquﬁﬁa%or@Slgrtgtt{l? ]ée\%ésé LTGIBE BEPEEC Pecor d
of the pethseapnhi apparated stde Siraitindtansh tme dbhstrasmege thetappings onnigie godscr i bed,

a u i t I ich
he "sust i At S MR AR Soplaib? (TR PE R BolBlE dhet”

| ogi cal | ymisté‘ﬂél&fla)féhefqaﬁ?ﬁ“@ h@%ﬁsonet ric records; 25 determning whether the
date stanp matchesh¢ hgadatReat cmipﬁﬁrtaﬁeﬁwaﬁﬁaﬁgc% sme§s9 dercstifl gd. and

if a mtch is t erm.ned, the su celn rescri

quantity %ﬁaﬂef?E@&W%&WWE@B&%P%@%@&% %Me@@p plrs cad ?Cﬁ'é’lﬂéuppl y
of the suthstcam;atﬁ@ecbhemsp&ut&ouﬁne%dZ The process accordl ng to claimi1,
wher e tthe bionetri ds _are securel q’g vvlth

computiérs cache. - 3¢ RENRRELEmBIE bikrtind SR hecoyd i FRRRRR
cl ai ns, wheredetehpingd dimeglatiattban B8 frelciostdst, aq: ée@ldysh@ adityred dypemettie afidom t he

bi omet ri ¢infiBEOL Hfching process to find a match for the decoded captured biometric against
stored biometric records and to retrieve an identification code representative of the
person when a match is found;

20 retrieving a date stamp and using the identification code to retrieve a stored data
record of the person which includes at least a substance the person is prescribed, a
quantity in which the substance is to be supplied and a date at which the substance is to
be supplied, where the stored data records are logically separate from the biometric
records:

25 determining whether the date stamp matches the date at which the substance is
to be supplied, and

if a match is determined, supplying the substance in the prescribed quantity and
recording information to form a record to update the supply of the substance to the
person.

30
2. The process according to claim 1, where the biometric records are securely

stored within the management computers cache.

3. The process according to any one of the preceding claims, where the stored data

35 records are physically separate from the biometric records.




14 4. The process according to any one of the preceding clains, where the
mat ching process includes generating a tenplate i mage of the decoded
captured bionetric for matching against stored bionetric records. 5 5. The
process according to claim4, where the stored bionetric records include a
bi ometric enrol tenplate of the left iyjs, a bionetric enrol tenplate of
the right iris, and the identification code. 6. The process according to
claimb5, where the stored bi onetric records further 10 include a portrait

i mage of jhe process._ac of t he precedi ng
ol a s ilier e b Opee ascti CrgepaaTRAE Pl SHmE o e 2eBhERG
prescri beprodessabelades g&ettinghve tqmpate smage obrthié dgedded c:laahumd7b1omumefarh e
stored d e drug regi ster database and a
supplier a%%cgg%gg%sﬂfa%g%&%%ég&gg%or ding to any one of the preceding
clainms, further including the step of enrolling a person into a program so

that the persomnd sroast m@édraﬁg th QIdiﬁQﬁ'\beré t}% st&@d %‘rﬂ?ﬁétﬁ@?&:orcﬂ&ncﬁﬁ@apr ocess
accordi nglPto claim 9 rson I.NCl uges a

. enr.o
managemen? ORGSR tFRP fw%@ Tetf gﬁﬁéiﬂ@fﬂ?@&ﬁp@é m%teggﬁéﬁ%lt}gns P ¢ ng
t 0 comenite ideniifionmin ¢oclecapt ure process representative of the person to
initiate the capture process; the nmanagenent conputer responding to the
request to return a nessage to the capture apparatus at a first instant in

time, theb.nmessHyepwoessaicnodingatoudagued, odaes theasidredHeometriscetptls dhrthdre
messagg cptakyi Bﬁréﬂ%a%@@?ﬂﬁt Jddg capture apparatus causes 30 initiation
of the capture process; nagenment conputer, after returning a nessage,
receiving a captured bi orretrl c representative of the person fromthe

capture appar al”ﬁbsprﬁé&@dcd@r&lhg fté’@lyﬁ@ﬂaeof th@bre%e&iﬁg Qnené, AP thel sforkd ARa t he
managerrent cgr’rﬁ) ﬁﬂé{ %{? d? %ﬁ 8 d]fl nstant is less than 35 a
pr edet er mHEES {1HE ?%‘?’u%ﬁ ‘?Pr?fcq 504AP25Ct 0 decode the capt ured

bi onetric; generating an identification code representative of the person;

?Rd 1%5 sg or i nﬁle%rgée%g%cro;&\iné %0851% 9,fwltlg}g 1RE&: 52l Idﬁta%@c%tr&'sr 1%9}1911 191%%1& iac with

drug register database and a supplier database.

9. The process according to any one of the preceding claims, further including the
step of enrolling a person into a program so that the person is authorised to receive the

20 substance.

10.  The process according to claim 9, where the step of enrolling the person
includes:
a management computer receiving a request, from capture apparatus
25 waiting to commence a biometric capture process representative of the person to
initiate the capture process;
the management computer responding to the request to return a message to
the capture apparatus at a first instant in time, the message containing a unique code,
and where receipt of the message containing the code at the capture apparatus causes
30 initiation of the capture process;
the management computer, after returning a message, receiving a captured
biometric representative of the person from the capture apparatus coded with the code,
at a second instant in time;
the management computer operating, when the second instant is less than
35 apredetermined time later than the first instant, to decode the captured biometric;

generating an identification code representative of the person; and




identification code. 11. The process according to claim 10, wherein prior
to storing a bionmetric record 5 of the captured bionetric, the nmanagenent
conputer performng a fraud check to ensure the person is not already
enrolled on the system 12. The process according to claim10 or claim 11,
wher ei n havi ng decoded the captured bhpnetric, t he managenent conputer
transformng the captured bionetric into 10 an enrolnent tenplate in order
to store a bionmetric record of the person's captured bionetric 13. The
process accordi ng one of i

0..an t he precedi ng gl ai ere, the.
predet ermi ned ti rrestt?r%ngdgtbé?%etﬁlgdreﬁgrgo?g| FoPYa %gaﬁﬁgvﬁlgﬁlﬁmcegﬂpoﬁhet he
bi onet ri cidedfificéipt gode. pr ocess. 14. The process according to any one of the
precedi ng clai ns, where the substance is a controlled substance. 20 15.
The process according to any one of the preceding clains, where the nethod
further ihbl udel precssasgpremgte etaims 1, rvgleéplrarpé@égq perngadipmetpicasedribi ng
the suBstgngR 4Rl ibibMericheheshRRssctien? ORDAEL TRMoraRFPH IR &8k MtbNY a
request, fromcapture, a at us i.ting to comence a bionetric capture
brocess. rEIPECARPSSTYES 1ok Alrdy sredpiondie 3515 i ni tiate the capturo
process; the managenent conputer responding to the request to return a

ressage ) the CopLULe BRRALALUS.AL 1 i oty RSLARL Roli IR Lo qrSsage
cont al ni ng a Unl_ e (_ZO e, a ere recelrpt O _the nmessag _con .al.nl ng t he
code at téwtweabbiomstng py @magagenanseasnputer ttanaformmgrhe comursd piameripimeess; 30
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bi onetric representative o e person fromthe capture apparatus coded
with thebieBgBIic at a second instant in time; and the managenent conputer
operating, when the second instant is |ess than a predetermned tine |ater

than the fjrst.instant, to decode the captured bionetric.and 35 initiate a
mat chi ng Hocéége DISERh oSO 150 OHE. O T gt T GHEE 1 ®agai nst
16 st or gatetitamehed cinreeodetemanel] taocardihgitevihe aimé deqtirefli foattho bicoddc

repr esent at | f..fhe prescriber when a match is found. 16. The process
accorgﬁnd%%hxgﬁﬁwg%é of the preceding clains, where the nethod

14.  The process according to any one of the preceding claims, where the substance
is a controlled substance.

20 15.  The process according to any one of the preceding claims, where the method
further includes the step of identifying a prescriber who is prescribing the substance
comprising the steps of:

a management computer receiving a request, from capture apparatus
waiting to commence a biometric capture process representative of the prescriber to

25 initiate the capture process;

the management computer responding to the request to return a message to
the capture apparatus at a first instant in time, the message containing a unique éode,
and where receipt of the message containing the code at the capture apparatus causes
initiation of the capture process;

30 the management computer, after returning the message, receiving a
captured biometric representative of the person from the capture apparatus coded with
the code, at a second instant in time; and

the management computer operating, when the second instant is less than
a predetermined time later than the first instant, to decode the captured biometric and

35 initiate a matching process to find a match for the decoded captured biometric against




5 further includes the step of identifying a supplier who supplies the
substance to the person conprising the steps of: a managenent conputer
receiving a request, fromcapture apparatus waiting to commence a

bi onetric capture process representative of the supplier to initiate the
capture process; 10 the management conputer responding to the request to
return a nessage to the capture apparatus at a first instant in tinme, the
nmessage containing a unique code, and where receipt of the nessage

contai ni ”&o}eH%iBngﬁica}ecmﬁ SAPh W SRPAY ﬁfeﬂ??&a@%ﬁe%delr@ 1Ie|s attéthfre]: c?ff tgt he
capture process; the nmanagenment conputer, after réiurnlgg € nmess Se,
recei vi ngpgscribsr whpn amstchhisderstdi i ¢ representative of the person fromthe
capture apparatus coded with the code, at a second instant in tinme; and

t he managepent__conputer operating, when the second instant is less than a
predet er mthed THEMRIOPEE ACCHREg tond@yr 9neset thesarappding elamess odhere e mapodr ed

bi omet 15 cfugther irichides @i st@p FALIEEUTYINR D GEPpHiet Whbi sigpReseCAbbtaficet faethdecoded
captured bionetric. a&gt'bnst 20, stored bionmetric records and to retrieve an

i dent i fi cATFBHOCRISTBE 86812t i ve of the supplier when a match is found.
17. A conput eri sech nthaagdéngnt natnghiterg ravaivage merdgusyt s them foapturd eppathfuer i sed
supply : r i.cakh. r r rising:
355 tat o yEnE 18, CRGRHI L bRt 305rd BralsPHIREARL REHRE g RTRE
person, afitjaade capthe aesstance a person is prescribed, the quantity in

whi ch fiphe subst angge inindR@nR&t cGHRRbI SRR B hIREEestto MG R hdiGagtuhst ance

is to be %Upgl i ed; a managenent conputer progranmed to: receive a request,
fr om capt if RPEFAFRPRTAUS R TR Y SriBie 16MeS08H FYHBNMISR BBIgHE 1% ocess,
to initiadm wheeeagiptrof the amesge lconfatlénd tHeycode RE HEOPMIO apParafu GueREi Ng t he
supply ofimeha%g?%%ﬁlnce' resI}F)Jond, to the request to return a nessage to the

capture apparatus 5t tur%a S¥%instant in time, the nessage containing a

uni que code, and whermearagemipt cohpuls aftegs sageingpbaimessged hecgotlg at t he
capt ung a&?ﬁfr@& Hi%nféﬁﬂ'itsﬁ:?rés@ﬁtﬁﬂi@é &Ofhe g)ferstoﬂ ‘?‘r&fﬁgme%a ture R g?e[rgtﬁg%ﬁéledl\%th af ter
e.nessage, pture PFom t

returning fecelving a C I ometric fhe capture
appar at usthe serse b sasoRthstaptia tire; adsecond instant in time; and

the management computer operating, when the second instant is less than

a predetermined time later than the first instant, to decode the captured biometric and
initiate a matching process to find a match for the decoded captured biometric against

20 stored biometric records and to retrieve an identification code representative of the

supplier when a match is found.

17. A computerised identity matching management system for the authorised supply
of a pharmaceutical substance to an authorised person, comprising:

25 a data depository for storing data records which include, for each person, at least
the substance a person is prescribed, the quantity in which the substance is to be
supplied and the date at which the substance is to be supplied;

a management computer programmed to:
receive a request, from capture apparatus waiting to commence a

30 biometric capture process, to initiate the capture process to identify a person who is

requesting the supply of a substance;

respond to the request to return a message to the capture apparatus at a
first instant in time, the message containing a unique code, and where receipt of the
message containing the code at the capture apparatus causes initiation of the capture

35 process;




when the second instant is less than a predetermned tinme |later than the
first instant, to decode the captured bionetric; 5 an authentication server
to performa matching process to find a match for the decoded captured

bi onetric against stored bionetric records and to retrieve the
identification code representative of {-he person who is requesting the
supply of a pharnmaceutical substance when a match is found, the server
further retrieving a date stanp and using the identification code to

retrieve the persop [ ta recor 0. 10_det ernm ne et her the date
stanp matches the %E%é%g?nﬁgﬂggI?ﬁggéﬁb%?éﬁg' Fé??qqub“E@%BFi " ad it oa
mat ch i s ehoteeapparatug pedead wigh theeoparas e seendtingtad inltime; amlcord relating to

the supply of the gpbstaneeoddidk tgr§§scfhia9% ﬁ&&%i}ﬂd&iﬁwtqa&r@ﬁﬁ% wher e

the data _records stored in the data depository are [ogically separate from
the bi omefl§st B1staab by decode theygpturpbbigpetisin according to claim 17, where the
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records imuehtifilatian @de papicentiatilat abdrepanch avhor Bsoxubeingdat alnpply. o2@. The
system ac [ : im.1 h r ords. further. include
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supplied, and if a match is determined updating the person's stored data record relating

to the supply of the substance in the prescribed quantity to the person, where the data

records stored in the data depository are logically separate from the biometric records.

15 18.  The system according to claim 17, where the data records stored in the data
depository are physically separate from the biometric records which are stored within

the management computers cache.

19.  The system according to claim 17 or 18, where the stored data records include a

20 patient database and a prescriber database.

20.  The system according to claim 19, where the stored data records further include

a drug register database and a supplier database.
25 21.  The system according to any one of claims 17 to 20, further comprising a

privacy protection layer between the management computer and at least the capture

apparatus.
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