-1- SYSTEM AND NETHCD FOR DI STORTI ON CONTROL I N LI VE- SCAN
| NKLESS FI NGERPRI NT | MAGES FIELD OF THE I NVENTION This invention mt es
to the field of automated bi ometrics where through the nmeans of toucdp 1318
sensi,ng, a subject gives an inpression of a body part. This is done @%
authenticating or identifying the subject, possibly over a network. Mre
specifically, the invention relates to a system and nethod for controlling
dis-“tortion in live-scan inkless fingerpdrnt i mages and rejecting
fingerprint i nSYSTEMANDMETHOD FOR DISTORTIONCCONTIROL INOLIVE-SEAN
BACKGROUND OF THE | NVENTI ON INKEESS FINGERPRINITIMIAGHES onetrics 1s concerned
with establishing or authenticating the rdentity of a subject (in general a
human bei ng) based upon characteristics that are in the possession of the

subj ect. Thi s ANGIIRGF THERVRENTION med renotely over a network. A whole
spectrum of biometric identification and authentication characteristics are
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There exist systems that accomplish automatic verification or identification of a
person (subject) using his/her fingerprint. A fingerprint of a person comprises a
distinctive and unique ridge pattern structure. For identification/verification
purposes, ridge pattern structure could be characterized by endings and .
bifurcations of the mdmdual ndg&s These features are popularly known as
minutiae. v

An example of part of a fingerprint is shown in Figure 1A. The minutiae for the
fingerprint shown in Figure 1A are shown in Figure 1B as being enclosed by
“boxes.” For example, box 101B (in Figure 1B) indicates a bifurcation minutia
of a bifurcated ridge 101 A in Figure 1A while box 103B indicates a ridge ending
minutia of ridge 103A in Figure 1A. Note that minutiae on the ridges in
fingerprints have directions (also called orientations) 105 (Figure 1B) associated
with them. The direction of the minutia at a ridge ending 103B is the direction
113B in which the end of the ridge points. The direction of a bifurcation minutia




-2- 101B, on the other hand, is the direction 111B in which the bifurcated
ridge points. Mnutiae also have |ocations which are the positions of the
mnutiae on the fingerprint with respect to sonme coordi nate system ( not
shown) .. The preval ent fingerprint identification and verification nethods
are based on these mnutiae features. Ildentification/authentication
systens that use mnutiae features need to process the fingerprint inmages
to obtain accurate and reliable minutiae4eatures to effectively determ ne
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It is often desirable to use inkless methods of acquiring fingerprint images. Such
systems require the fingerprint to be placed on a prism surface and, using the
frustrated internal reflection method, the image is captured by a video camera.
U.S. Patent 5,467,403, for example, to Fishbine et al. discloses the means and
methods for live-scan ﬁngerpnni image acquisition. This method of image ac-
quisition is also known as thé_ l1ve-scan method.

STATEMENT OF PROBLEMS WITH THE PRIOR ART

The use of contact sensing to obtain a biometric characteristic pattern has the
associated problem that the sensing inherently distorts the pattern. The subject
can actively distort the pattern if he or she so wishes which is especially true for
remote, networked. authentication or identification. One of the sources of dis-
tortion is that the subject has the ability of exerting pressures and forces during



-3- the image acquisition. U S. Patent 4,120,585 to DePal ma and King

di scl oses a fingerprint inmage acqui-sition apparatus using frustrated
internal reflection with a pliable optical prism The prismw |l deformto
enl arge the contact surface with the finger and a certain anmount of
pressure has to be exerted by the subject. For the |live-scan nethod of
fingerprint image acquisition, the subject exerts dif- ferent kinds of
pressures and forces. The skin, being el astic, deforns when forces are
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1. Method for optical comjg"ﬁrisen of skin friction-ridge patterns, to W. White,
U. S. Patent Number 3,200,701, issued Jan. 29, 1962.

2. Fingerprint ldentification System Using a Pliable Optical Prism, to V. A.
DePalma and R. W, King, U. S. Patent number 4,120,585, issued Oct. 1978.

3. Portable Fingerprint Scanning Apparatus for ldentification Verification, to G.
M. Fishbine et al., U. S. Patent number 5,467,403, issued Nov. 1995.



An object of this invention is an inproved pressure and force sensing
mechani sm whi ch ensures that contact sensing of a bionetric characteristic
is achieved wth mnimal distortion of the true bionetrdc_pattern.
Anot her object of this invention is an accurate and rel| EHISESHEE@
acquisition systemthat detects application of excessiv forcp& ]
during the inage acquisition. A further object—of—tr+s- /Pntl n
is an accurate and reliable fingerprint a%‘qw sition systemthat restricts
the applicati OBECTSRE THE INWENEION be in an acceptable range during
the i mage acqui sition. A further object of this invention is an
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communi cates over a network to a server using well known technol ogi es.
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SUMMARY OF THE INVENTION

The invention is a computer system and method that determines the force and
torque applied during the image acquisition stage of a biometric characteristic.
While the invention is specifically concerned with fingerprints as a biometric
characteristic, it also applies to other characteristics that are measured through
contact.

In one preferred embodiment, the force and torque exerted by the subject is con-
tinuously monitored by a computer while the image of the biometric is'optionally
displayed. At the instant of grabbing the image (as per user choice), the force and
torque are analyzed by the computer. Images with very high or very low pressure
or high shear torque are rejected. The user/operator can be notified to re-acquire
the image. '

-

- -

In other embodiments, the a—’_pplication of force and torque by the subject is re-
stricted mechanically so that most images are acquired while the force and/or
torque are within acceptable ranges.

BRIEF DESCRIPTION OF THE DRAWINGS

| The foregoing and other objects, aspects and advantages of this invention will be
better understood from the following detailed description of preferred embod-
iments of the invention with reference to the drawings that include the following:
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upper' limt and a predetermned lower limt; and c. - means for

detecting liveliness of the captured bionetric neasurenent by
measuring a variation of one or nore of the force conmponents over a tine
peri od. Accordi ng to anot her aspect of the present invention there
I's provided a nethod for ensuring the acceptability of a bionetric inmage
conprising the steps of: capturlng the bionetric i mge of a

bi onetri c; acquiring one or nore~Porce conponents used by the

bi ometric to create the bionetric inage; rejecting the bionetric
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detecting liveliness of the captured bionetric nmeasurenent by measuring a
vari ation of fa I pd.
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Figure 4A shows the highlighted overlap of the commonalities of ﬁngerpr;nts in
Figures 3A and 3B.

Figure 4B is a detail of the differences between fingerprints of Figures 3A and
3B.

Figure 5 shows one coordinate system which is used in this invention to express
the forces and torques directions with respect to the biometric image acquisition
system.

Figure 6 is a block diagram of one preferred embodiment of subject
identificationfauthentication system with a force sensor of this invention, includ-
ing one networked embodiment of this invention.

Figure 7 is a block diagram of an alternative embodiment of a force sensor in the
biometric image acquisition system.

Figure 8 is a block diagram-~showing a mechanical device that insures that the
force normal to a measuring location is within a predetermined range.

Figure 9 shows a mechanical restrainer that can be used to limit forces in x-
direction and torque in y-direction.

Figure 10 is a flow chart showing the steps performed by the force/torque meas-
urement method of this invention.



The foregoing and ot her objects, aspects and advantages of this invention
wll be better understood fromthe follow ng detail ed description of
preferred enbodi nents of the invention with reference to the draw ngs that
i ncl ude the foll ow ng:

-5- Figure IAis a prior art drawing of a typical bionetric
characteristic, nanely a fingerprint. Fi gure 1B Is a prior art draw ng
showing mnutia of the fingerprint in Fi gm Figure 2 is a flow chart
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also shown These coordinate systems are well known and any equiv-
alents thereof can be used.
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Figure 6 is a block diagram that shows a general image acquisition and processing
system 600 for fingerprint identification or authentication. This block diagram
representation shows a general computer hardware environment that is used for
processing. An example of the computer 610 may be one of International Busi-
ness Machines Corporation (IBM) Personal System/2 (PS/2) family of Personal
Computers, a RISC System/6000, or Power Parallel System (SP/x), or equivalent.
The system 600 includes one or more central processing units (CPU) 615, which
may conform to any general computer architecture (e.g., Intel Pentium or a re-
duced instruction set microprocessor.) The CPU 615 is attached to a system bus
(not shown) to which are attached a read/write and/or random access memory
(RAM) 620 that can include one or more cache memories, a read only memory
(ROM) 640, and an input/output adapter 625. The RAM 620 typically provides
temporary storage for one or-more application program pracesses containing code
and/or data while the ROM:640 typically includes the basic input/output system
(BIOS) code. Direct Access Storage Devices (DASDs), here represented by hard
disk drive 630, are also connected to the CPU by an appropriate adapter (not
shown.) The hard disk drive 630 typically stores the computer’s operating system
(OS), such as IBM’s OS/2 operating system, and various application programs,
data, and/or databases. These databases include intermediate results and
fingerprint image data 635. Optionally these storage units 630 can be remote and
connected through an optional network 666 using well known technologies. In
this network embodiment, the remote server 690 is a computer similar to 610. The
remote server communicates with the local host/client using LAN, WAN tele-



- 6- DETAI LED DESCRI PTI ON OF THE I NVENTION I n person

i dentification/authentication based on automated bionetrics, inmaging of
t he conmon bionetrics such as a fingerprint, a palmprint, or a handprint
in- volves contact sensing. Qther esoteric bionetrics include toe prints,
ear prints and tongue prints where contact sensing-based inmaging nay be
i nvol ved. In contact sensing-based inaging. the force and torque applied
during the contact play an inportant role in the quality of the sensed
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Cor poration ( gl\%h rencéo uters, a
RI SC Syst ent Géq;?tgaggera?gs%gv ng bl :cg EE?& %,E%%‘{TC‘E )
system 600 in Lil e

f t Fé d or unatip
" oo ﬁ%@“é’%ﬁp% Eg T

Qices/lorqyes eXpelly o 4
syst em bus o%ﬁéq)mﬁémmr’i? Oea%t‘t" EFd tor\?ﬁJPW|sF’és°ér§é d? Bandom
access menorym 456 D08 ATQdMEss Jhe StEagn of forgs date aRd, the SOmAUITSs | o
read only rrerfB thg f g switablg igteztace reads WJPEG@“QG%‘[&P%FUWS of §3la. RAM 620
typically provides terrpora storage for one or- nore I I cation program
processes conkeisqnah§yderne, P p§f2 835@ Smpméﬁqoﬂel’mml’@m SyteamlSPyX.i ncl udes
t he basic i npARd e wsademanks ¢fghedytemational Brsdusss Machings $aspergtiomevi ces
( DASDs), her elnt@dpPessism isga yademeark oﬂ ithek Intel @@rmﬂmﬂarﬁ@daT%hMé%Fed to
t he CPU by artradsmaskof Mier &@t%fste(nsdnc shown.) The hard disk drive 630
typically stores the conputer's operating system (0OS), such as IBMs OS/2
oper ati ng sysAdppicalniaklesy fingerprint stannar neas 2 prsm and, total frustratedcintarnal
dat abases.  TieBemsiogaeciinigues td imsige the finger tonshing the pris isedacen (Fof exager pri nt
i mage data 63de s@ifiSoRatehts 3,200501 &1 Bi. Ahitaarid §4673403¢aFishbineetral. k Thed
connect ed t hrawargnt dmvepion aclisglosesetheenmpld@@tny oif ndjffereht kindsvof foerftonjuegi es. | n
t hi s net wor k sensinglzndyot limiting techniques ¢ measuré e foscecbeingnplied. iguré &r to
610. The r entshews @n\ezterrcad d\'ommsansqré‘zﬁ\mtwmelh thel inkie$s scamriel 660 ésnplaceditog LAN,
WAN t el e- measure the force and torque being applied during fingerprint image acquisition.

This sensor 665 measures the forces exerted by the subject during contact sensing

of the subject’s fingerprint with respect to the coordinate system 500 shown in

Figure 5. The exerted force perpendicular to the prism surface is the force Fy in

the negative y-direction 530; while the forces parallel (510, 520) to the prism are

expressed by Fx and Fz. The torque Ty (540) is the force times unit of length

around the y-axis, 530. The measurement/control of the force and torque during

image acquisition is described in Figure 10.



-7- phone, radio link, or other standard tel econmunicati on networks 666
that are well known. Typically, the input/output adapter 625 has attached
to it a key- board 627, a nouse 628, and/or other user interface devices
(not shown). The system 600 al so can include a display 638, here
represented as a cathode ray tube (CRT) display, but which nmay be a |iquid
crystal display (LCD) or other suitable di sgl ay and/or graphic user
interface (GQJ) 638. The display 638 is confiected to the systembus via a
di spl ay adapt While Jagure |§dgsgrives pRe preferput embeglimentof 4his dnyention aapkeabld t h a
framegr abber '@50RgeAPTN imageecquisitionieyice.ithminyestianecan degsed in any\genesalan

equi pment  660PioBBHisracgpisiyion s¥Hemr a 670 and i magi ng subsyst em 680
arrangenent to capture the fingerprint inmage into the conputer nmenory/di sk
630. A for ceFigercet shonys denrisoe 706 Sorsimage sicquisition slavice 664 wihipheisdppii-ed to

t he fi nger primentedriydorcgsensorsntlOs yistanm prafeged gpmbedimentherd areFiguioece6 uses a
force sensor sensors (Adchia{E3,ACH S)ow the eeoters off the unerposedr(tputheipressumgi t al
formwi th refartbedbimetric eqdingérrti)sidey of the irispet0at Thehfrorevieve is shbwinhe
sensor. A typndaD with sensaxs 712,301,dind Haj thesidstviaw isshewmnim730with gensers5. | n

t hi s arrangeridd 711, 17¢5. Avprishe holdér Tdfdrofdsi this assearblyngf phiswi aml HGkensws.| ocat ed
on the top ofTHeepridnesurfdce §60 é0the contacttimaging d¢nsingepline; oils 866 i3rthé 6én-( not
shown in fi guoeseppord frainbl Onewidecsf eafinfoe@ssehf (iftitached ey the pemcblder t he

i magi ng devi CR10GHA the 6ther S0E dfatiefbricteidoe islatfahed0 NBOen S Supsorbiraneasur ed.
The force senmol Wy RGeASDY forceSdenifdn M Bf FA Brgiventit Rraendndone7 LOARIIVES; W t h
the hel p of aFsudidiverl 9 fonéedech@Re 71E£AMS7LI)CAS 6L Be SWafl blyQr sitsonSdkilRaMof dat a.
Personal Systi88ha, thebrgue 3 520 chil HE-deriel BF1aB8MA0 adMiGVR4] sEiRbR! th leasiet em

SP/x, and | BiYh&ii8atidnP6Ie f62E fno 'shbWf ih Thé g ie).ONGiheBUSH 3R F1iolE G ifbRS
Corporatlon skidofd a/28o! dnisioned trademark "of "the Intel Corporation; and

TouchMate is a trademark of M croTouch Systens Inc. A typi cal inkl ess

fingerprint %?@&%d RGE m&&m Jnaa@'wﬂ‘xéhuc% fladiBdIfT B@ictsShb ect i on

t h t I
see UL & Pt & E’gg}%% e g eac yﬂr@ec i mea™, Pl e
The current i Dbk @ ']{2?% EE?E‘W

6cr

i&o 806k fE} al .
s%ﬁea

force/torque %a%@ 55 %y AAEGE 58 R Sed b a Q{ege bei ng
applied. Fi noves o & | nkl ess
scr:)gnner 66og| ?2 g'qeée C ,e g ilaégb% €4 during
fingerprint inﬁ‘iél %F 15 gsg sbé’ th 6%1 B 0{ e 5 t?j exerted
by the subje 0;' i} g ‘HF%{'CQP% g"%‘f 1 ‘i’ g with
respect tot | Y force

per pendi cul a eFBmf i}‘ (s ﬁ‘fel“éfegls cgmf‘ﬁ@j %s ‘ggcg)"? il
y-direction 5392 H’ethﬁbﬂl'? AL EWiAFSeF e(@iﬁho g ’Pﬂté PRYR ar e
expressed by ??(‘ﬁ% etlg%tors-m-g e’(‘ﬂf‘&‘lf"é‘ Ty (540) is the force tinmes unit of
| ength around, th axis, 530. The rerren /control of the force and
t orque duri n%ofr‘?gadéy ayt omitted g“% #’j'lcﬂﬁ’éls ism ghat allows the
prism to move whxle maintaining proper onentatmn (m igure 8). A computer-
sensed device 810, such as the opto-electronic coupler shown in Figure 8, detects
the displacement. In this way; the-image can be captured while the force level is
optimal or close to optimal. ™ -

In an alternative embodiment, restrainers 900 for the palm, as shown in Figure
9 activate the image sensor after sufficient force by the hand palm 925 on the
palm rest 920 is exerted. The force exerted by the palm is measured by palm-
force sensors 930. The idea behind this embodiment is that if the palm exerts
sufficient force it is hard for a subject to exert torque Ty 540, especially at the
finger tip where the image is taken. The fingerprint of finger 910 is acquired
through fingerprint window 840. Many variations of these sensing techniques are
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-8- Wiile Figure 6 describes one preferred enbodi nent of this invention
applicable to a fingerprint inmage acquisition device, the invention can be
used in any general biometric acquisition system Figure 7 shows a prism
700 for inmage acquisition device 660 which is instru- nented by force
sensors 710. In one preferred enbodi nent there are five force sensors
(711, 712, 713, 714, 715) on the centers of the unexposed (to the pressure
of the bionetric, e.g. finger tip) sides of9%the prism 700. The front Vi ew
|s shown in JaQinw 44 SENEOSisiohed b;Jalper lLﬁl ! diown i n
730 WD senshbie i/ opid i b g % iml: hé taéa nb'y of
prism and f'Vﬁhc%EH %"f orce 1Rﬁé sy
sensing pl aneys %b‘? W‘?zfﬁpg d h each
force sensor | e ot er SI e
each force selhi%}% 'S a ?erg he sénsor hssﬁpepor rbarre 760 Fy S g| ven
by force sensgr, |s | LNSor.s 71 I's given
by force senslgr Z‘% lﬁi’ %ﬂ nhebélcce an?ce cn rgm 15'% b§ ] anlﬁ t he
art, the torg;"e (p’es ef)gs b% ?sf % rF]e 'r‘i‘sé‘P%g
neasure | ocal? E p i p°'
confi gurati on¥%5t 0 %rq'éT ?/f%"l y PR nt of
the current i¥epm ?\r ° cFé PVP(‘,’E@Q‘HE
t he negative gh oot TeisH 6“"135 eg;gl? “)Ys‘gﬁ? "% 'F\Vlce an| sm
in Figure 8. nTsRamRley igure; & olf desty IZRE G Bisel Oé‘fet er
suffici ent fo‘%"(’f’b‘"’“F‘}fL Fﬁ&kayﬁ)é ‘%ﬁ)l"‘i’l@d In ﬂ'@“ﬁ"@l oAty t?@“ﬁr'ré’s%@ Hfai nst
the top plat¥erBoRd 5 (1aaiss130) And 2B three Aores (PBROBENS OFx. I TOAFIIPED of a
phot o- eni t t ercongidgredg photo detector 812, and an optical stop 814 detects
the vertical displace- nment of the prism 700 which is caused by the
subj ect' s fi nigeyet hoptber embadiments aleo intanded fog cpenerative sppipg® the figgegmmnt The
notion is detssasasds maurted oB aspmple alatiorm jngmumengrdieundasiysonlycthayerticglnsni t t ed
between the phoedFrnfor exanples tanen atrangsmenbsuchdstode vb Figy199, uspé to de-
di spl acenent teet ternalm|fbrse, dap hehwsed (10 isnppasb thet entire sengon heit fapd gueasum@y
appl i ed. Not eFy.hahe ithageds capturgd iwhes the forepoteacies wpredetemminedoaluen and/ or
position detectors are envisioned. For clarity, we have omtted the | ow
friction sli déignech@rs anflowathast! 1@08sshawdng phe steps ©f nbe eowtli foecefarqueai ni ng
proper ori entsahsop+baedn distogiiore nidnitodicantrod fbe fingerprints émagteacquisit@bOwithuch as
t he opt o- el ediveapar equipbretr Fiedivst step FIQuinehé prodess dctosacqhinretiel tasélimeenent .
In this way, fole indagequeawitheutctptsubjecks irigee prddentl OThe blaseliae forge amdt i mal or
cl ose to optitdRjue canl be differeht dépeating conctheadowiting, méchahismi a1l theQfkledsor t he
pal m as showoan devicegused. For aGhmallaiesiol o€ timpgee Hedesand widueris seddf frement
force by the thagéhspal dad%3eraged.t After fikl taselarRtdad? @ determisrd] thd.subjeet daqr ce
exerted by thfaqeathefingen®absd intiged on RaE Inagih dedics €AS AL MR achliRitioflea
behi nd this efh©q026 R ihiétsistdier détefnifed Bl TheXRkdns opethatordrahé siviedorit is
hard for a suli&flinddmRdRiticallP (iHdRatld byHUecisith B6L 1030 andPdecisivn fo3paas tip
where the i nme@84), s pati@ilar fiife argaired (m300iﬁ1dfchié6€!fy “GfvrsindFighte’ ) t hrough
fingerprint wnadge 840 anlfff ol TaR thAEstaht HIRE$6ms SMall TeactiBs bR itimes ar e

measured (and, if necessary: averaged) 1040. If the resultant force and/or torque

components are beyond the thresholds determined empirically (1060: |F| > =

Thl or {T| > = Th2), the usér/operator is informed 1080 and the image is re-

jected. If, on the other hand, the resultant force and/or torque components are

within the thresholds determined empirically (1070: |[F| < Thl or [T| < Th2), the
image is accepted 1090 and stored on storage device 630 (Figure 6). Here |F| and
|T| represent the acceptable range of force and torque, respectively.

In a preferred embodiment (Figure 6), Fy should be in the range of 300 to 1500
units, Fx should be less than 110 units, Fz should be less than 200 units. Torque



-9- possible and can be envisioned by a person skilled in the art. Not
shown in this figure is an optional slotted support for the other fingers
whi ch prevents the ap- plication of force Fy in the y-direction 530. _
Nat ural-ly, the size and positioning of the pal msupport, finger support,
and prismw ||l depend on whether the device is to be used with one finger
at atinme, or with several fingers. It is possible to inplenent the
acceptance criterion in many ways. For exaapte, with a palmrestrainer as
shown i n Fi guFe 540 arqunyvertidabaxio§30 shogld be lesy then 2Shamitsndierponepgungased on
the vertical iseapdrteri00ahits Fur fore areakyres amd end ineh-pbhed iscgupalenhent?® of
force (Fx andufits)fontqteomgasurasTy) are control |l ed by the pal mforce sen-
sor. Simlarly, with the self-adjusting force device shown in Figure 8, it

wi |1 be possiphig iiwenti6h @84 aRb He”ﬁ%g@ iD2GRSke MRafd ScduRiiCot!S ivifinelridsOsaue
measuri ng deVihfefesdSFor Qﬁs 53! the foftedrdUioRq iR ddth i€ St "t81tRE teéindk RodtS ed

(Figure 9), thgng %&uﬁem Eé?n B 66, AeUSertis Pven Vit fddliBack! N @
gener al scenaaraoqt tﬁe%&gg D& ‘Ls% \{Eli&o'r haﬂl’é'xﬁx kx%e ﬁéﬁ& d al |
three force gg ﬁ g suh 43; § in g; Aot her
nbodi nent , nsor
empodi ment Oallsﬁ& {h@ Ef; 1109109 bvs,%@ &ee Jn§ms - ;ﬁ itﬁrﬁ aﬁ%rts?aCZIo

oree By tﬁzfco%ﬁ U Sagsed o

i
u@%ﬁ% su o ?&ﬁ‘n {:0 2GS Cunlt and
measure Fy. {?ﬁ% ﬁgsse t“h POlFe Yt THE remot? 52 Infomg PRt i ned
val ue. Fi gur thejmage Ay %H?ﬂ‘% ﬂf(ﬁ?&“%‘fﬂ}%tlﬂg "Fhvé gs of the novel
force/torque sensor-based distortion monitor/control for fingerprint inmge
acqui si ti on Whehteimippealsvasiation)iri pheesensor Tiignalsi aretansindjsation of the mPRSUpE-ocess i s
to acquire thmemssortinating foom @ liva person,qathenthan antelectronic impges €.8., B istagicr
present. The theasutement,f(perbapsanolen)mf dheefingerpring of ithe Byeeparsane pEkisi faaguren t he
mount i ng necltaniterexploited e detekl i she biometritameaserensatlis fFan adive paisbn p¥ri od of
time, the fordifferantiatingr sjatic measueemienits front He meassioemsenas driginatingyfrom Af t er t he
basel i ne dat dive perboheWhanele bidnestriciinessutenvmmn isptramsenitiérbover agetwark 666 | naged
on the i magi fgpmlavienmie Matichded semger o€ Quilenticadion tarridentifizftionndll idéntitg ei t her
det erm ned byftahsersystimineariontcah veruséd1® fathpeedrifp thatahe bivmeade meas-

aut onati cal | yurémexti i€ drighhatie €ofi thedive BRisod 8 Gppotddec biomatricOmeasared 1034) ,
a particul ar rhémdFRaudsleadylbfigiRstilgioeiR a provibGatesldiny of SSmABPmeisirdmeagied. e 10)
and the forceorngiagipld, OslebtRdnit trafisictibnds bt intdriét HedE t6 Nedkire§ thactthen of

time is nmeaswidflettie Beingiuked R RA Eate War ABEEIon iOAS: orlgindtig ffoabalkiaibt force
and/ or tor qug,r&%gf&am&? pre beyond the thresholds determned enpirically
|

(1060: |F| > = Thl or > Th2) t he user/operator Is informed 1080 and

Lor que. CompothdF %*fe“% r%t 13 b Bl Sﬁ‘aé’% é‘?"é‘ & raéﬁieé%ﬁwa ML

F| < Thl aIY‘Fﬁ reed & 1Y ‘r‘1 t

hevi se esoOE ingpd mﬁg 24 f'etf 5 %rygdwagm f%‘éﬁ%‘f"ﬁ i S
force and to ’é”’“? %E‘&‘Y’ ’r fingprprin 6), Fy
shoul d be in g H n ubgdﬁ f?ffgﬁti“ ?ﬁt‘PE f% ‘g’?:ﬁlﬂﬁ 110
Uni tS, Fz Shaﬂ OTB OWIﬁgme 1cient to prOVI € more

4us ;
12 two or three t%rce torque readings. In a prefe red embodiment, this takes be-
tween 5-10 frames (at 40 frames/sec). The amount of variation of force/torque,
e.g., above a threshold, is used to verify that the biometric is a live image.

Additionally, when remotely authenticating or identifying a subject, the subject
may be asked interactively by the remote system to move his/her finger in certain
ways. In this embodiment, the system uses the different force/torque measure-
ments (and optionally position of the image on the image acquisition device 660)
to verify that the biometric is a live image. This will make breaking into the



Clains W claim 1. A system for ensuring the acceptability of a

bi onetric image by neasuring the force of contact, the system conprising:
a. an i mage capturing device that captures bionetric inages by contact
and receptive to one or nore conponents of the force of contact;

b. an acceptor which accepts the bionetric image only if one or nore of
the conponents is within a respective rangalef force having a predeterm ned
upper limt and a predetermned lower limt; and means for
det ecti ng | i s¥Ftemebisunguthorized élﬂumwtblp@chmded rbmmmmzfrﬂuthonzed sub- by
measuring a \ests morodifiifultone or nore of the force conponents over a tine
period. 2. A systemas in claiml1, where the bionetric imge is a
fingerprint iTengesehijetts whe ekhibi signalstafiisirasy, like/irembling: atr alsote detevtpst pri nt

i mage when a Hyi observing the! eriationninathef meaperedr foceept Heee Futhmecis, toamaudbhe
finger receptvaviatisurif dorcehtariqng the Sipragsiiudicites ahat the persor mrowidingemtes of t he
force appli etdbidvmeiricds numdee ptresec This hakes foieed bethbntivgeon ot kienfificagion ofraccepti ve
surface capaBubjecf hgrdeduci ng a force signal used by the acceptor for each
of the conponents of force. 3. The system as in claim?2, where the

finger receptGiven 3hildaeRsire ARERGIE eyGiviient a@mbidihbres GANRESNE apparkey ce t hat

I's normal to tbhRoskiskilled id QR | Viess einbadifientsthre also with fe@dhtedfplationC| ai m 2,
where the rangenOfnveftorse i s between 0.42 and 2.14 pounds. 5. The

system as in claim2, where the finger receptive surfaces uses total
internal reflection (TIR) to formthe i mge.

13 6. . A system as in claim5, further conprising a restrainer that
i s capabl e of



restraining the novement—of—the finger in one or nore directions other than
the normal di 1Y A system as in claim6, where the
restrainer re gﬂmumamml!r"m} 8. A system as in ic.lai m-6....uhere
the restrainer Yegtrains toe awist. 9. A system as |iThiS ISHERT GASVBERNE
the restrainer further restrains the finger from applying a taREMAGEDoOUt |
the normal direction. 10. A system as in ¢|laimé6, wherethe-frmger
receptive surface produces a torque signal r'e]&r'esent ative of the torque
and the accepCdidEd8epts the biometric image only if the torque signal is
within a torque range. 11. A system as in claim10, where the torque
range i s | essWehdaint. 42 pound i nch. 12. A system as in claim2, where
t hree orthogonal conponents of the force are determ ned. 13. A system
as in clai m 1], stsgsiemtfbeershangitiecl acepbatikty OfRBiomeétrit inBge by nRakuPMGIthe
network for deired 6f ddntgt, thesystéfnédmptisifg: @ person. 14, A system as in
claiml1, where the variation is used to determ ne that a subject is under .
stress. 15. 5 af\irdehapiutiak d€ﬂ§élfﬂa@%1§tﬂl?esélﬁ&ﬁ&}i€tﬂnb dsybyPbonaddi EEEL | C
| mage conpri sgdpgivk BoneSdraRere @bmponents of the $6tBé Uf ¢ddthcy;ne bionetric image of a
bi onetri c; acquiring one or nore force conponents used by the
.b' onet _r:cc LO 6! 888 ﬂﬁ‘ wfﬁ R Ecli) CtHe"8fetric imalge ony: & tbﬂﬂxoﬂ@%f Qﬁeonﬁt rre
(mge 1 the g Oy Gk f B BICEAEOIPRAGNTS 1o outsrdeta fange having
a predeterm né upp%r ‘SRS pregll ermned lower [imt: and
#g asurin df.t;g ngrsltgxg als IiI\l/ glla{n? ??\Svhgrfe t Q %io%lae rtiéJ {Ir?adgel%sl g mtgérlpgin‘rtr?lggguer aenr(rient by
g a . . . s .

the image capturing device creates the fingerprint image when a finger is placed

on a finger receptive surface, and the finger receptive surface being responsive to

one or more components of the force applied to the receptive surface by the fin-

ger, the finger receptive surface capable of producing a force signal used by the

acceptor for each of the components of force.

3. The system, as in claim 2, where the finger receptive surface is responsive to
only the component of force that is normal to the finger receptive surface.

4. A system, as in claim 2, where the range of force is between 0.42 and 2.14
pounds.

5. The system, as in claim 2, where the finger receptive surface uses total internal
reflection (TIR) to form the image.

6. A system, as in claim 5, further comprising a restrainer that is capable of re-
straining the movement of the finger in one or more directions other than the
normal direction. )

7. A system, as in claim 6, where the restrainer restrains the finger.

8. A system, as in claim 6, where.the restrainer restrains the wrist.

9. A system, as in claim 6, where the restrainer further restrains the finger from
applying a torque about the normal direction.

10. A system, as in claim 6, where the finger receptive surface produces a torque
signal representative of the torque and the acceptor accepts the biometric image
only if the torque signal is within a torque range.
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varl ation he force corfponents over a time period. 16.

A et hod, ' rther conprising the sLepsmaL._..m,“- i

ach| ri ng 3m’m ,ﬂ"‘nﬁmﬁ ﬂ'ﬁ conponents used by tihE1Bi SHE T AS t;a.;*mieate t he

bi ometri c i rfage; an rejecting the blonétrlc REepesdd thetone or :
nore of the torque corrponents is outside a torque-threshotcd:= e A
system for ensuring the acceptability of a biometric image by measuring the
force of contact, the system conprising: ™7 an image capturing device
t hat captur esxbwasmrm CasiireRat 10ywiepdthaabrqdB ange is leSCBRA 12 poln@fEhOr NDre
conponents of the force of contact including variations in said one or
more conponenis QkydhiR, sOmCGaifi 2 qﬁ{e}eaﬁﬁeer&mo%éﬁﬂtcbﬂ@oﬁén\f@bf 18 96rcelaré
person; and determined. an acceptor whi ch accepts the bionetric 1nmage if one
of nore of the conponents is Wlthl n a predeterm ned range of force, said

acceptor for geter t&h“gs i Yl %e 'bﬁ’o%‘f&h %e%&ur%ﬁlgmp@rtgaqﬂmx{t@d“ the
captured bi ongl P& c‘} ]fe mf (i \Pae§o nore .
conponent s -of t & Torce of ~contac maasurg(? 0 time period. 18. The
systemas in m17 whe.relln tﬂe bi opetric i 1s tr nsm te over a
networ k for ﬁ‘fﬁﬁjﬁ 25 W LAl WY SERRer on?_pg © use %ﬁ{e&n as in
claim17 V\/ner efingss of t?’ﬁ’f‘f"%‘r‘ié“eéﬁ e Fapyir %Fﬁ?ﬂ’é‘“ﬁ RafarigHan ohen& o | s
under stress, OF more of the force components over 2 time period. -13- 11,

A system as in claim 10, where the torque range is |less than 1.42 pound
inch. 12. AlSyASE#Maas imclaimlf Whergsibe diometae mSATUTeR e t%ﬁ'ﬁ'@ﬁ@ﬁt s of
the force areoven@inerworkdor determining the identity 058 NEFFOBY ai m 11, where t he
bi onetric nmeasurenent is transmtted over a network for determ ning the
identity of alfeAsystem, addn ciim i< athereatheiviarigtion is tsed thedetermine St sor
i nformati on coubjdobisumder steessliet ect | i vel i ness of the bionetric rreasurerrent
captured by neasuring a variation of one

17. A method for ensuring the acceptability of a biometric image comprising the

steps of’

capturing the biometric image of a biometric;

acquiring one or more force components used by the biometric to create the
biometric image; and

rejecting the biometric image if the one or more of the force components is outside
a threshold.

18. A method, as in claim 17, further comprising the steps of:

acquiring one or more torque components used by the biometric to create the
biometric image; and

rejecting the biometric image if*the one or more of the torque components is out-

side a torque threshold. -
19. A system for ensuring the acceptability of a biometric image comprising:
means for capturing the biometric image of a biometric;

means for acquiring one or more force components used by the biometric to cre-
ate the biometric image; and
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or more of the force conponents over a tinme period.. 15 A systen1 as in

O
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where the variatiolf i & ued*to deternmine that a er stjress

17. A method for ensuring the acceptability of a bi onetric inmage comnpri si ng
the steps of: capturing the bionetric |na e of a bionetric; acquiring
one or nore force conponents used by. the tric to rea e the bi onetric
i mge; and ng oy FFg"q‘Hé the B}?Bieﬁr“‘c“‘iar%ﬁé‘le)“’ief°"tet?é 8978 Erthenifree 69mPPre for ce
conponent s |§m8 ig pieide 2 thegsheldo) q. 18. A nethod, as in claim17, further
conprising the steps of: acquiring one or nore torque conponents used by
the biometric to create the bionetritT image—and rej-ecting the bionetric

image if the one or nore of the torque 't%]ﬁgﬁ nt s |s out- side a torque

t hreshol d. 19. A systemfor ensuring c¢dy of a bionmetric

i mge conpri sing: means for capturing i mage of a bionetric;
means for acquiring one or nore force c by the biometric to
cre- ate the bionmetric imge; and

-14- means for rejecting the bionetric inmage if the one or nore of the
force conpo- nents is outside a threshold.



