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S302
Va

DEVICE, AND OBTAINS ENCRYPTED INFORMATION THROUGH THEF INTERNET

S304
Va

THE FIRST DEVICE ENCRYPTS IDENTITY INFORMATION OF AN ACCOUNT THAT IS
LOGGED INTO THE SECOND DEVICE USING THF ENCRYPTED INFORMATION, AND
SENDS THE ENCRYPTED IDENTITY INFORMATION TO THE SECOND DEVICE

S306
Va

FIG. 3
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INFORMATION RETURNED FROM AN AUTHENTICATION SERVER, WHEREIN THE
ENCRYPTED INFORMATION INCLUDES AT LEAST ONE OF THE FOLLOXING: A KEY
PAIR AND A DIGITAL CERTIFICATE

THE FIRST DEVICE GENERATES ENCRYPTED IDENT/TY INFORMATION ACCORDING TO

THE LOGIN ACCOUNT AND THE ENCRYPTED INFORMATION

-

~N

THE FIRST DEVICE SENDS THE ENCRYPTED IDENTITY INFORMATION TO THE SECOND

DEVICE

FIG. 4

S402
Va

5404
Va

S406
Va
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S502
Va

THE FIRST DEVICE ADDS A DIGITAL SIGNATURE OF THE FIRST DEVICE/TO THE
ENCRYPTED IDENTITY INFORMATION

S504
Va

THE FIRST DEVICE SENDS THE IDENTITY INFORM
SIGNATURE TO THE SE

ION ADDED WITH THE DIGITAL

FIG. 5
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THE SECOND

CERTIFICATE(S)

THE SECOND DEVICE
EXTRACTS THE PUBLIC KEY INCLUDED IN THE,
DIGITAL CERTIFICATE, AND VERIFIES WHETHER
RECEIVED DATA IS TAMPERED WITH USI
DIGITAL SIGNATURE

THE FIRST DEVICE RECEIVES
A RESULT OF IDENTITY
VERIFICATION FAILURE

FROM THE SECOND DEVICE

IF THE DIGITAL CERTIFICATE

IS NOT TRUSTED

No

\ /- 5610

THE SECOND DEVIZE DECRYPTS THE
ENCRYPTION RESUAT USING THE PUBLIC
THE LOGIN ACCOUNT
AND/OR THE FIRST RANDOM NUMBER

THE SECOND
DETERMINES WHETHER THE LOGIN ACCOUNT
EXISTS IN A TRUSTED LIST

Yes 616
/ y

THE/FIRST DEVICE GENERATES A SHARED

YES

THE FIRST DEVICE RECEIVES
A RESULT OF IDENTITY
VERIFICATION FAILURE

FROM THE SECOND DEVICE

WHEN THE RECEIVED DATA

HAS BEEN TAMPERED WITH

No ,S614
/

Y ACCORDING TO THE FIRST RANDOM

NUMBER AND A SECOND RANDOM
NUMBER RETURNED BY AN
AUTHENTICATION SERVER

THE FIRST DEVICE RECEIVES
A RESULT OF IDENTITY
VERIFICATION FAILURE

FROM THE SECOND DEVICE

FIG. 6

No 604
y /

5608
v /
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$802
Va

~
A SECOND DEVICE ESTABLISHES A COMMUNICATION CONNECTION WITHA A FIRST
DEVICE, AND RECEIVES IDENTITY INFORMATION TO BE VERIFIED THAT IS SENT
FROM THE FIRST DEVICE
J

S804
Va

THE SECOND DEVICE VERIFIES THE IDENTITY INFORKIATION TO BE VERIFIED THAT IS
SENT FROM THE FIRST DEVICE BASED ON VERIFJCATION INFORMATION TO OBTAIN
A VERIFICATIONARESULT

FIG. 8
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S902
Va

( )
A SECOND DEVICE RECEIVES IDENTITY INFORMATION TO BE VERIFIED TH IS SENT
FROM THE FIRST DEVICE, WHEREIN THE FIRST DEVICE IS A DEVICE AT IS
ALLOWED TO ACCESS THE |NTERNET, AND THE SECOND DEVICE IS A/DEVICE THAT
IS NOT ALLOWED TO ACCESS THE INTERNET
\ J
/‘ S904
THE SECOND DEVICE VERIFIES THE IDENTITY INFORMATION TO BE VERIFIED
ACCORDING TO VERIFICATION INFORMATION/ AND OBTAINS A VERIFICATION
RESULT
/- S906
4 N\
A SHARED KEY USED FOR CRYPTING AND DECRYPTING DATA IS GENERATED IF
THE VERIFICATION RESULT INDICATES THAT THE IDENTITY INFORMATION IS
TRUSTED
\_ J

FIG. 9
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MEMORY

A COMPUTING DEVICE 10

y

MEMORY
CONTROLLER

A

COMMUNICATION DEVICE
1001

-

PROCESSOR 1003

FIg. 10
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A FIRST DEVICE ESTABLISHES A COMMUNICATION CONNECTION WITH A SECOND
DEVICE, AND OBTAINS ENCRYPTED INFORMATION THROUGH THE INTERNET

THE FIRST DEVICE ENCRYPTS IDENTITY INFORMATION OF AN ACCOUNT THAT IS
LOGGED INTO THE SECOND DEVICE USING THE ENCRYPTED INFORMATION, AND
SENDS THE ENCRYPTED IDENTITY INFORMATION TO THE SECOND DEVICE

THE FIRST DEVICE RECEIVES A VERIFICATION RESULT RETURNED BY THE SECOND
DEVICE, WHEREIN THE SECOND DEVICE VERIFIES THE ENCRYPTED IDENTITY
INFORMATION BASED ON VERIFICATION INFORMATION

FIG. 3

S$302
Va

S304
Va

S306
//_
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THE FIRST DEVICE OBTAINS A LOGIN ACCOUNT, AND RECEIVES ENCRYPTED
INFORMATION RETURNED FROM AN AUTHENTICATION SERVER, WHEREIN THE
ENCRYPTED INFORMATION INCLUDES AT LEAST ONE OF THE FOLLOWING: A KEY
PAIR AND A DIGITAL CERTIFICATE

THE FIRST DEVICE GENERATES ENCRYPTED IDENTITY INFORMATION ACCORDING TO
THE LOGIN ACCOUNT AND THE ENCRYPTED INFORMATION

THE FIRST DEVICE SENDS THE ENCRYPTED IDENTITY INFORMATION TO THE SECOND
DEVICE

FIG. 4

S402
Va

S404
Va

S406
/_
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THE FIRST DEVICE ADDS A DIGITAL SIGNATURE OF THE FIRST DEVICE TO THE
ENCRYPTED IDENTITY INFORMATION

THE FIRST DEVICE SENDS THE IDENTITY INFORMATION ADDED WITH THE DIGITAL
SIGNATURE TO THE SECOND DEVICE

FIG. 5

S502
Va

S504
Va
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T T 5602
THE SECOND /

~DEVICE DETERMINES WHETHER THE DIGITAL -
“CERTIFICATE INCLUDED IN THE IDENTITY INFORMATION TO BE i
- VERIFIED IS TRUSTED ACCORDING TO PRE-INSTALLED ROOT
~ CERTIFICATE(S)

i YES No <604
o 5606 /
/ THE FIRST DEVICE RECEIVES
- " THE SECOND DEVICE - A RESULT OF IDENTITY
““EXTRACTS THE PUBLIC KEY INCLUDED IN THE " — VERIFICATION FAILURE
_ DIGITAL CERTIFICATE, AND VERIFIES WHETHER THE > FROM THE SECOND DEVICE
-~ RECEIVED DATA IS TAMPERED WITH USING THE IF THE DIGITAL CERTIFICATE
- DIGITALSIGNATURE IS NOT TRUSTED
No YES

S608
/- S610 v /

THE SECOND DEVICE DECRYPTS THE
ENCRYPTION RESULT USING THE PUBLIC
KEY TO OBTAIN THE LOGIN ACCOUNT
AND/OR THE FIRST RANDOM NUMBER

THE FIRST DEVICE RECEIVES
A RESULT OF IDENTITY
VERIFICATION FAILURE

FROM THE SECOND DEVICE

WHEN THE RECEIVED DATA

T /' S612

— ~/ HAS BEEN TAMPERED WITH
T THE SECOND T
DEVICE DETERMINES WHETHER THE LOGIN ACCOUNT
) —__EXISTSINATRUSTED LIST

YES 616 i No S614
y / /

THE FIRST DEVICE GENERATES A SHARED
KEY ACCORDING TO THE FIRST RANDOM
NUMBER AND A SECOND RANDOM
NUMBER RETURNED BY AN
AUTHENTICATION SERVER

THE FIRST DEVICE RECEIVES
A RESULT OF IDENTITY
VERIFICATION FAILURE

FROM THE SECOND DEVICE

FIG. 6
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A SECOND DEVICE ESTABLISHES A COMMUNICATION CONNECTION WITH A FIRST
DEVICE, AND RECEIVES IDENTITY INFORMATION TO BE VERIFIED THAT IS SENT
FROM THE FIRST DEVICE

THE SECOND DEVICE VERIFIES THE IDENTITY INFORMATION TO BE VERIFIED THAT IS
SENT FROM THE FIRST DEVICE BASED ON VERIFICATION INFORMATION TO OBTAIN
A VERIFICATION RESULT

FIG. 8

S802
Va

S804
Va
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A SECOND DEVICE RECEIVES IDENTITY INFORMATION TO BE VERIFIED THAT IS SENT
FROM THE FIRST DEVICE, WHEREIN THE FIRST DEVICE IS A DEVICE THAT IS
ALLOWED TO ACCESS THE INTERNET, AND THE SECOND DEVICE IS A DEVICE THAT
IS NOT ALLOWED TO ACCESS THE INTERNET

THE SECOND DEVICE VERIFIES THE IDENTITY INFORMATION TO BE VERIFIED
ACCORDING TO VERIFICATION INFORMATION, AND OBTAINS A VERIFICATION
RESULT

A SHARED KEY USED FOR ENCRYPTING AND DECRYPTING DATA IS GENERATED IF
THE VERIFICATION RESULT INDICATES THAT THE IDENTITY INFORMATION IS
TRUSTED

FIG. 9

S$902
Va

S904
Va

S906
//_
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MEMORY 1006

A COMPUTING DEVICE 1000

\ 4

MEMORY
CONTROLLER 1008

A
EXTERNAL
\ J COMMUNICATION DEVICE
A | INTERFACE - 1002
1010 D
Y

PROCESSOR 1004

FIG. 10
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