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account nunber associated with the transaction account and the 25 nerchant
plug-in will query a directory server which can deterni ne the issuer
associated wth the account nunber. The issuer is typically a bank where
t hel@onsuner mai ntai ns an accountBAGKORQAYNIbt her types of issuers are
possi bl e. [0004] The directory server may then query an authorization
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i s not BPP‘E‘Q(??S OF £80RES In pHher transactions. Electronic commerce accounts include

credit cards, debit cards, prepaid purchase cards, travel cards, or any other accounts

that can be used to purchase goods or services or engage in other types of

15 transactions. The ever increasing reliance on electronic commerce accounts, which
can also be referred to as transaction accounts, has resulted in the need to ensure

the security and reliability of transactions conducted with such accounts.

[0003] The 3-D Secure authentication protocol and framework is one such system
to increase the security of transactions conducted online. In a typical transaction

20  utilizing the 3-D Secure protocol, a consumer may desire to purchase a good or
service from a merchant. The merchant, using a merchant plug-in, which is a
computer program running on the merchant’s transaction processing system,
identifies the issuer of the consumer’s transaction account. Typically, the consumer
will provide an account number associated with the transaction account and the

25  merchant plug-in will query a directory server which can determine the issuer
associated with the account number. The issuer is typically a bank where the

consumer maintains an account, although other types of issuers are possible.

[0004] The directory server may then query an authorization controllserver
associated with the issuer to determine if the consumer has enrolled for the

30 authentication service. In some cases, if the consumer is not already enrolled, the
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the participant's %
nga8 d in purchasé transactions. However, transaction accounts are frequently
being used for other types of transactions that are not direct purchase transactions.
Furthermore, these types of transactions may have authentication needs that are
different from just authenticating a consumer who is engaging in a transaction. It
20  would be desirable to enhance and extend the existing 3-D Secure protocol and
framework to extend the capabilities beyond simple password authentication of the

holder of a transaction account.

[0007] Embodiments of this disclosure address these and other problems

individually and collectively.
25

BRIEF SUMMARY
[0008] Systems and methods for authenticating parties involved in a transaction are
disclosed. Some embodiments of the disclosure are directed to systems and
methods for authenticating various identification attributes of a participant in a
30 transaction. The attributes can include items such as the participant’s name,
address, social security number, date of birth, or any other identifying attributes. In
some embodiments, all participants in a transaction may have identification

information authenticated. The 3-D Secure protocol and framework is extended and
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screen shot of a transfer transac s teciplent
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transaction with data stored by an issuer; and send an authorization response, the
authorization response including an indicator that indicates results of the

comparison.

20 [0011] These and other embodiments of the invention are described in detail below.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] FIG. 1 depicts an exemplary money transfer transaction.

25 [0013] FIG. 2 depicts exemplary an exemplary screen shot of a transfer

transaction.

[0014] FIG. 3 depicts recipient authentication.

[0015] FIG. 4 depicts recipient authentication using encoded values.
[0016] FIG. 5 depicts a high level flow diagram of recipient authentication.

30 [0017] FIG. 6 depicts a high level flow diagram of authenticating a participant in a

transaction.



30[0017] FIG 6 depicts a high level flow diagram of authenticating a
participant in a transaction. WD 2011/094591PCT/ US2011/ 022995 [0018] FI G
7 depi ct swa 2nigl439evel fl ow di agram of authenti cati ng aprparuseaiipaaywsin a

transac FI.G 8 depicts a high | evel diagramof a computer.
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and checks, are generally inefficient or inpossible to use online. [0021]
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day, the 20nmerchant submts all authorized transactl ons to an acq q)l’l ng
bankO f odlebisior ceartineard masoubl @srmae tﬁawmomle‘nrmeq:uegymehurmlmhfamasmmd

e 11 SQoRih e SeRCH B bRRLBE ST usBRINB, (he mer chant' s

account . &%022_4 I n order to reduce the |ikelihood of fraudul ent
transacl® heaugswet ke dd q Wepd tipnsactiprsagoeunts awbishreamealse et simaly
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prior to a nerchant requé ation ¥ ransa tion,
comuni eedlliestablishedt dlypicaiigiah eteeent Hdh@ermurchasag g@ndstdnsena@esawnlof t he
purﬁ:aser' S account The ﬁsuer uest an authentication of the
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aut hori zation and settl ement process above nay b con
issuer of the account to determine if sufficient funds or credit are avallable to make
the purchase. If sufficient funds are available, the transaction is authorized, and the
purchase is completed. Periodically, typically at the end of each business day, the
20 - merchant submits all authorized transactions to an acquiring bank for settlement.
The acquiring bank then requests funds from the issuers of the authorized
transactions. The issuers transfer funds to the acquiring bank, and those funds are

then credited to the merchant’s account.

[0022] In order to reduce the likelihood of fraudulent transactions, frameworks such
25 as 3-D Secure, also referred to as Verified by Visa (VbV), have been developed. In
the 3-D secure protocol, prior to a merchant requesting authorization for a
transaction, communication is established between the purchaser and the issuer of
the purchaser’s account. The issuer may request an authentication of the purchaser,
for example by requesting a password. If the password is correct, the purchaser is
30 authenticated as an authorized user, and the authorization and settlement process

above may be conducted.
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by typing ers into e or swp e sender may
t hen entfmwetdﬂmlaﬁmhm wnhraheacqmﬁrm@bamma@dmismaedplF@ﬂtexaﬁmwlsa semddrhen be
transferred direct fromthe sender's accgunt to the recipient's account,
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using their respec e accounts. However, ere are additional concerns
rai sed fwithouhramiing the m&johataauqtunngshmk perspective. For exanple, if the
transfer only requires the sender's account nunber and the 30 recipient's

account [0p28lerOné RAER dirscna@cdtint t@adsture MayArin® sERecER hak Je@ per son who
is receiving the funds. |n_many countries, for ur poses of security, S
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transfers. The sender may provide his account details, such as a credit card

number, by typing the numbers into a website or swiping his card. The sender may

then enter the account number of the intended recipient. Funds can then be

transferred directly from the sender’s account to the recipient’s account, bypassing

25 the need for an acquiring bank.

[0026] Such a service would be a great convenience for transferring money
between individuals directly using their respective accounts. However, there are
additional concerns raised from a security and account issuer perspective. For
example, if the transfer only requires the sender’s account number and the

30  recipient’s account number, there is no way to authenticate the name of the person

~ whois receiving the funds. In many countries, for purposes of security, it is required

that the name and potentially other identifying information of an individual receiving
funds be known. This name needs to be authenticated by the issuer of the

recipient’s account. For example, in the United States, certain individuals may be on
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extend the 3-D Secure 20aut hentication framework functionality to transport
new dat §2BIbenithenti¢aied bydhe secipient’sissuesn eval uat e agai nst the issuer's
data. Cardhol der nane verification has been identified as one such data
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[0030] g o e PR |
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I ssuer in,the form of,a Payer Authentication request asking the recipient's
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provided in the request. 30 [0031] Enbodinents of the disclosure extend the
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ised o TolTFRMr Ve BioRpadif R ok BEF ol RRAon Ts Rk eRTE RS, “ne
consunewhenabe@egbuniwas establisbedt Ehitsstiments étiend tas3HESecure
20  authentication framework functionality to transport new data elements that the issuer can
then evaluate against the issuer's data. Cardholder name verification has been
identified as one such data element that requires authentication in a money transfer
transaction. Additionally, compliance requirements rhay require that originators of
money transfer transactions be able to verify that the recipient name provided by the

25  sender of the transaction matches the name on the receiving account.

[0030] In a money transfer transaction, embodiments of the disclosure will enable a
funding originator to send a query to a prospective recipient issuer in the form of a
Payer Authentication request asking the recipient’s issuer to verify that the

cardholder name in their records matches the name provided in the request.

30 [0031] Embodiments of the disclosure extend the 3-D Secure authentication
protocol and framework to include authentication of identification details. The current
framework, as described above, is used for authentication of a consumer as part of a

payment transaction. The consumer’s account issuer is identified, and the consumer
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i bk ol HANSRFIPN: Gltacel'arS A0REURbRBY Havarigasn Provldset by o jssiee 14Bnder
102 may TReQdndRrs @%Cﬁ@ﬁ'ler%air LfdShE gacgﬁéér!@ P}/ HPGs¥ r{‘(ngﬁél% J). qforiorgﬁgoses

transacti on such as account to tr e om an o, and the 3 unt. In
addi t i onf simi@icity fof emplanafion rtheirondyiransfer transadtiomt isaledcpbsd rdibtive tre sender

are al Sthe Feoc\é'iv%ef.d 'Ho'%/\r/]eveexr,e ﬁghgﬂlﬁ b'enBHéer%%o%et?\a{ ﬁweseb& enfigat’f)ln%f 2.
identification details performed with respect to the receiver can also be performed

20  with respect to the sender.

[0035] In order to engage in the money transfer, the sender 102 accesses a Money
Transfer Server 106. The Money Transfer Server may include a computer readable
medium 106(a) which contains computer code that when executed by the Money
Transfer Server 106 causes the server to execute the steps described herein. The

25 method of access can be in any suitable form. For example, sender 102 may access
a web site provided by money transfer server 106. Alternatively, sender 102 may
visit a physical location containing a kiosk operatively connected to the money
transfer server 106. The sender 102 may provide the Money Transfer Server 106
‘with details of the transaction such as account to transfer from and to, and the

30 amount. In addition, identifying information for the recipient and possibly the sender

are also provided. An exemplary input screen is shown in FIG. 2.

[0036] Upon receiving the transaction information from the sender 102, the Money

Transfer Server 106 may send a Verifying Enrollment Request (VEReq) 130 to a

7



[ 0036] Upon receiving the transaction information fromthe sender 102, the
Money Transfer Server 106 may send a Verifying Enrol |l nent Request (VEReq)
130 to a wo@020mi799094591PCT/ US2011/ 022995 di rect ory ser Per/US0@.1/071905
directory server 108 nmay al so contain a conputer readable medi um which
cont ai n$lirgstasviserverJ@8. t g difgrianeseivear £0B piay algo gontain argerseuteer 108

Cr ansactasafe icdibh FHER SRS BMERTer iR, b BefiekeRurerady elirectory
account seh 198 caaicsrthic Sergito ER8ciernthdetastescrived Heysiner Baked bf

recipient's account. For exanple, the first six digits of a transaction
account tianspetion deigilscgenarally ke aesaunt RaMbes of e fasipiaricpasgounttheone

cases, tg | e SUR-Y=1 I . ] t t he

oot B ctegir SEhetoaatercliling fE bolet S et Sy BB i on. 1
such cassampdehdifirstabodigits @f aerariittion metyustetpgiecally Yetarinjnathelfarffnihat | ment
Response %SRES% 136 that indicates that the issuer is _not capable of

veri fyi IRPUCEANBiaGHPUNI RSO Gesem e diertery sarverils iiggds able tRean t he

recipi e'&fetérﬁniﬁé’ﬁhé’t%@?@éitﬂ%nt@‘igsu'éﬁéqﬁl?%ﬁolg?? ia?ﬁ%é?ﬁic&%‘iﬁ@htiﬁlfatﬁhooses ot to

I npl ement the authentication system n nost cases, the directory
server Irfermalion.bln sidhecases trendirégtopnsarse ALO® simply senda aCdertfyivly Ser ver

(A g BpB05E Mo Mo 25 B VIS 5 RLBrabeB ™
Aut hor i zakifyiy feUpient idSBAfi@Rtion TR rMafod 1ThiBdodd 86t heRh Ihé réciSiBRPI RSt

readabl e medi um whi ch contai ns conputer code that when executed by the ACS
110 causwthamie, bl radheritbe dsausiicannakoksehgnsesawi to naplemantithe The directory

server . the VEReq 132 to the ACS 110. As depicted in FIG 1,
Purdficaioniie

the ACS’I [négrat ed within the account issuer's system However,

this configuration is for purposes of explanation and not Iimtation. In
some caf@@37] He mesrases, thesliragiony servar 08 willlhg able tordentég@sr' s syst ens.

L0, 8 eI SAFRL SN AN PRl St Gt Hitilorty i Oe2 S
who hav eecipiehEsecteuhte niedAGEN B0 nfaytdigo Begefermsad © as ah Agcoss Qenanl ACS 110
Upon 1 oSer BrAdhomfalimicetfekS e Thariestabynesalrerconsan 4 HamRes 110
can t hepesledité MdtfumiwihibR cBatding BbRbutétdoRicqRht RAER WRbciMeals/ thesa@l! e to be
110 causes the server to execute the steps described herein. The directory server
20 108 forwards the VEReq 132 to the ACS 110. As depicted in FIG. 1, the ACS is
shown as integrated within the account issuer’s system. However, this configuration
is for pUrposes of explanation and not limitation. In some cases, the issuer's ACS
may reside external to the issuer’s systems. In other cases, the ACS may be
provided by a third party that provides ACS services for multiple issuers. What
25  should be understood is that issuers who have implemented embodiments of the
disclosure will provide an ACS 110 that is configured to provide the functionality

described below.

- [0038] Upon receipt of a VEReq message from a directory server 108, the ACS 110
can then determine if the particular recipient account number is able to be
30 authenticated. This step does not authenticate the recipient, but rather determines
that the ACS is capable of authenticating the recipient. The ACS 110 then sends a
VEResp 134 to the directory server 108. The directory server 108 forwards the

VEResp 136 to the money transfer server 106. If the recipient can be authenticated,



30aut henticated. This step does not authenticate the recipient, but rather
determ nes that the ACS is capable of authenticating the recipient. The ACS
110 t hen woends/@43EResp 134 to the directory server 108PCThS2ailnemddry
server 108 forwards the VEResp 136 to the noney transfer server 106. If the

reci pi edbe VERew wiltinelge cantast infoymatinn, /sochss130F addess) tor e AGHad 10EResp

will in - L.nf l such as an | P address, for the ACS 110
t hat caﬁhau rﬁ%@%@fnc&é@ﬁ@é@%b%ﬂ%nt [ 0039] The Money Transfer Server 106

t hen analyzes the VEResp 136 to determne if the recipient can be
aut hent ﬁgég%h 'hpq Mastey f’ﬁ@s“l@lﬁwelfr%ﬁ@ﬁ analyzss th@é/'%ﬁ?SFéﬂ@ﬁé‘P al | ow or

deny t h%&érﬂﬂﬁé?ﬁth@@e&ﬁ%ﬁ cAA BRURHABRTCRE ﬁ%t,at{h%rMoﬁ%S{ E‘?ans'fé’if S&P%gg' e if

there is a requirenent usi ness or legal, that ere I ent nust
aut hént 168t redy gither alaw ar dengyhe transdetion bhdsaa dribusibasy ofl redbtery Rdes.er 106

ld d the t tion. |If authenticating a recipient js qgptional, then
the NondiPr AREMAS! B2 3 [eRUIEBTPY: BroBEst Chiads el edRSRRTORISHRS | 0040]
| f the fghiesichgy %ﬁ&*t%aé fon gf%rdr\%?érptﬁéﬁth%%ohéy ?%H&?&Sé@%ﬁi&gq iypney

Transfer Server 106 can send Payer Aut hori zation Request 138 to
t he ACSdeng thedtanaastiond elfauthandicating RaevipiRed jis opitonalthendhenMraneayr

Aut hori zati on Request should not be .interpreted as inplying the request is
associ atﬁgﬁn {gegledm%uﬂd REQG ,W@mﬂj%{&&éﬁaﬁ'gna request type that is
defined in the 3-D Secure 15protocol. Enbodi nents of the instant disclosure

ext 8d 18@4QlnttheoMEResp 8bondigatesietrreipiant sanhg authesiicaied, thedvieaey . The

dont 1 151 A o Ry et FE ReEr Buicrlon HTRERL (BARHT T8I o 1
FIG 2. AGCSddoehenbadidenified i tree PERegp 135, Wihd terat Payed Agieoriggtivn fi cati on

details, but rather encoded versions of . the identification details. 20 In
yet ot hétequashaheid ot beraterpieied asymplyidile reauesidaasereiatadowitlia: ai | s

ther t b i ant | - : i1
be. deschNmir iy e, Y EARRGS Yoglshibe its teflhed Py s T SefEY T
ACS1110 preipcoheembetimaents of tie mstent aiscadmure extend thei fphetidnalityopravidiat apase
110(b I nt af. the i ' t t nber. B 25t h
"ssuor 186 PBIBACrISacie Prathe TP ARCRLE PeNa et inichEge
i denti f iggabliimiabar, abatdnytdlinbechibentifyingSddtBilS abohtahERbERRNMOBthd1ave

been required to initially establish the account. Assum ng that the issuer
pr oper | gxaeple detpilsiase sbowpiiemilGs 2i i somet ¢émhodiveentesthell?ABad 1§8twil not

account , th L.RL.ent tar l se A10( houl d be .
aut nent N0k BB 6k Yl et SnbRTp SR AR A TGaef oBys
20 Inyet other embodiments, the PAReq may include no identification details other than
the recipient’s account number. The contents of the PAReq will be described in
further detail with respect to FIGS. 3 and 4.

[0041] The ACS 110 may then retrieve information about the recipient from a
database 110(b) maintained by the issuer by using the account number. Because

25 the issuer is the entity that issued the account, the issuer will have identification data
about the recipient, as this information would have been required to initially establish
the account. Assuming that the iséuer properly verified the recipient’s information
upon establishing the account, the recipient data stored in the database 110(b)
should be authentic. For example, when establishing an account, the issuer may

30 require the presentation of credentials, such as a passport or driver’s license, to

ensure that the person establishing the account is providing legitimate information.

[0042] The ACS 110 may then compare the identification information in the PAReq

to data retrieved from the database 110(b). In some embodiments, the ACS will



30require the presentation of credentials, such as a passport or driver's

| icense, to ensure that the person establishing the account is providing

| egi ti matwoiznfioomsti on. [0042] The ACS 110 may then conmparaseéna/022995
|dent|f|cat|on |nfor tion in the PAReq to data retrieved fromthe database

110(b) . SAPYJRBKRADES %H?T@me?émﬂ@wf the rgoipienthasoasss aaheoticaed/ 022995

Sut hent (e EmbpanfiiE the diHcafloRaPod mdiBrafbier, P} ckRPRREH e

gr anul arAC%dr Ods abid ®, authemﬂmlfatéﬁ& hafe, bubhbiea UtatheaUtAtljéghtdrts@_bfaé_Bb@ttm‘t@trrﬁét byt
' e can indicate [

has on Jugies, s Afisran Peicaie Bt wadoBl Ae e AdtpiEae BoTaRRof hevar | on

i nf o mitré&ﬁren?é F@Jérﬁﬁ‘lbé{tl onl nfér‘?ﬁatﬁfﬁﬁ %ﬂﬂldrﬁl ﬁ‘%@A%?X%E&e%Ig%ta%ﬂﬁ%ﬁicat

recipient's | ast nane, I st “hame can indicate it
was onl ;th@mwpleot alasheatie; buenat tbxerﬁrsbmamé tHeeAGSNE10 é@tdirtdiccatalit wabodiyment s

wil | d\Mthre ect 004 t he ACS 110
has nad@%%{: ﬁgﬂv‘f%gﬁ %9198&0&&'?7? Rame rﬁdfﬁ?’gﬁﬁﬁ& Y" P& an be

retur ne@eg@ntgéwwwﬁrpgy ddtao$1E66. 8ainged. 106 in a Payer Authorization Response
(PAResp) 140 nessage. Aga| n, the term Payer Authorization Response shoul d

L e o A AR e b S Rt R

pr ot@colinfentakdsrboshn bentiireéd tdthePMopepiTrahsiel Sered 10T If’M érhe exi sting
protocol to provide functlonal [ tiét hat did not previously eX| st. [0044] The

Money TraMRgrizationResponse (ayiase ﬂQéW%‘@QBAR%@%in&m tersNayer andf det grm ne
f th ansfer Server
I106t cgn%ai  ow EIPR$%%HE§ SP?’Q%E@%&%%%%@ nY@RJtF§5%%§¥1 I{t]t henti cati on.

For exaftmphsactidn Bft@uﬁ)&oﬁd&te? Blagherethe PAFmspﬁMmmﬁEQég@lé an Eamstln% q q
t hent t 2 M uire that the transacti on be denie
T B noaSSRGE A e A 1 RECHS BioNata! ABd AEONIERN® P! NG 6eRRyAiSpeBmsy t hat

| 85 N0 njcuify@REIeRHN rol%'éb Ho@ﬁfe'fﬂﬂclflér%mt fHat P HET prelMushy as@ct i on may

f WI I

proceed, but the ope or of e noney transter server hen assume
e o A R SRR e R VR At il o
and determine if the transac’uon should proceed. Just as above, the Money Transfer
Server 106 can allow or deny the transaction based on the level of authentication.
For example, if the ACS 110 simply returns a yes/no value for authentication, laws
20  and rules may require that the transaction be denied if a no is returned. In the
alternative, the laws or rules may specify that if a no is received for authentication
from the issuer, the transaction may proceed, but the operator of the money transfer
server 106 will then assume liability for any consequences of allowing an
unauthenticated recipient. This flexibility is also available if the ACS responds with
25 an indication that only portions of the recipient’s identification could be authenticated.
For example, if the ACS 110 is able to authenticate the last name but not the first
name, or was able to authenticate the name but not the social security number, the
Money Transfer Server 106 could then make a decision to either allow or deny the

transaction.

30 [0045] Although the above description has been in terms of authenticating the
recipient, it should be understood that the exact same framework could be used to
authenticate the sender. For example, a fraudulent sender may have stolen a credit
card and thus has access to the account number, and typically the name of the

account holder, as embossed on the front of the card. However, if identification
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25an indication that only portions of the recipient's identification could
be authenticated. For exanple, if the ACS 110 is able to authenticate the

| ast nanewbubviwmoassihe first name, or was abl e to aut hentrczatseoioe2ssmane but
not the social security nunber, the Money Transfer Server 106 could then
make a digtail ofthesesdehauchidassspaial agentity membenosdatei of birttsarg capdiedant hough

th bo chiptli Lo terns ,of thenticating the cipient, it
shout d ORI sBBEr veR Tk afleBURaRp ARG KAt dsiocguse

aut hent ita@frRudORNE @8ERWouRPotRIMD ssedsibha ddsNbicees de infomyativh/e stol en a
credit card and thus has access to the account nunber, and typically the

T T aontPPRR S oot aBiAt R AR OB A FINER . Sonder

suchsas teoghstios.eTheiseyndermagrspecifg ahearnbumt 202hthat Bendighées esltrapser.aldgl ent
sender would not be able to use the stolen card to transfer funds because

the frad@fifehnay=lFo #BAFY Wentikeation iptpsmedion s94uibaut e spnerre Ao
| N oF MRlehfained 886ve, ThiS infortERbAIAnBLITAN in FBVEXEIPLALNDAREERELANGE Of @

transfer transaction. e sender may speclfy a W shes
t o trandfan trahbierdeg derdsre§ermderdnfopmatiby 20darani ihcicdeiinforinafion sath as tBe4

bout th der. expl ai ned,.above, this information can be useful in
o ovent TG BAZOHBE PUEBL SXPIRLOR SBIR of HieadsPHh GacketRs Al AP ARGr mat i on

204 16an dopfl 88Ut ntiBEr s Shslld B dIB&r, R RIenBRERION détd [P 8Fe siﬁmr ation

date of the account, addre_ss, _da_tte of birth, and 10soci al secu nunber .
As shoulexahwples,end amhethied idantifyicginformatéracowd decusadhas welix dingre ss alsnd any

th i denti fyi L nf ti | d be.used .as, wel |l.. There is S0 .Nno
b r extineopith ol Mg TRt uhE okaiielar Bistar oM rtion Rt oGl
Recei velinforhatiombDertadle Siafllabeo séndéranhfdrmalieNIRIth isbhfd RdrhpRry Pidces Hpme
exenplaéé§$|eces of identification information shown. Again, there could be

nore, | tifigation frifarmaation showrnAgrins dherercaallé hemoerey irss, ordifierentnor e,

there i el L r ei.v i of
| dent 1 1aditisEih pEHiCtts 1R0 FAMEmBRS thefREl Rl rediohiy BRATSRBE R, ¢
name andeckiver ade ther $ame piedes afritigntification difpireatiors Fanexardples aesssaley .

[0047] Furthernore, the exenplary screen shot depicted in FIG 2 is not

' nt ended ®%noed insbeciftianaEin sndraiaat biBerbia oBly Bensrpientisdipe s
transactjg@Bssgdfat her, FIG 2 depicts one type of transaction in which
enbodi nents of "the invention can advantageously be used to provide inproved

aut hent i j.on-of transaction rticipant identificatiaon.i.nformation while
cvant aGBEG F FnstigE e SReRal. feB3F shot Srbicia i Fife adf ROt RGPS o
t r angactififemBotithdits dtiheaistoalion PonBftianstdrarinsaetislent Rhirfet Fry getail s
woul d be beneficial has been contenpl at ed.
depicts one type of transaction in which embodiments of the invention can
advantageously be used to provide improved authentication of transaction participant
identification information while advantageously reusing the 3-D Secure protocol and
framework. Any type of transaction in which authentication of participant

25 identification details would be beneficial has been contemplated.
[0048] Exemplary Methods

[0049] FIG. 3 depicts recipient authentication. A sender (not shown) may provide
identification details 302 of a recipient. For example, the sender could provide such
information on a webpage provided by a money transfer server 106 as depicted in
30 FIG. 2. In this example, the recipient information 302 includes the recipient’s first
and last name, his birthdate, and his account number. The money transfer server
106 may determine if the recipient can be authenticated by sending a VEReq and

receiving a VEResp as described above with respect to FIG. 1. If the recipient’s
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[ 0048] Exenplary Methods [0049] FIG 3 depicts recipient authentication. A
sender (not shown) may provide identification details 302 of a recipient.
For exanpWwe,2otime4®ender coul d provi de such infornmati on ecTasSaabpazyes
provi ded by a noney transfer server 106 as depicted in 30 FIG 2. In this
exanpl e demndicatien gifemationr eambeiasitheydizatett by thes radigientés ispbenthe pregess and
| ast nape Q}O%eghrthdate, and his account nunber. The noney transfer server
106 may ot BIRSRE i f the reci pi ent can be authenticated by sending a VEReq
and receiving a VEResp as descri bed above with respect to FIG 1. If the
reci pi en®020]" e aeneydrensiescar? 61 maye spesificatieatlyg-tninstalledinoiheat i on
can be | t | P "roa gt , . d.
[0050] Phe RapraeterCon iy W) Skl PhReq s moctt BIREACS I 1BHREEET o
on the meeegiatachwiili die sipient’s issyet.nAs shewtl, thePRRERR3B0Y, wisslagan tntorehe ACS
110 that.is iﬁ}as ocCi &ed with the recipient's issuer. ﬁs,gho%m, .the PAReq
304, whiSERP AP rRberEed iops nrvtheizaticadeayests may iagtudsithe ddeficrligiest, nay
i ncl ude jehaisl SRk 'réﬂﬁﬁm fHht 464 8 be ﬁ%‘ihéﬂiﬁaf&f' 7 BBLprbBatt Slefnple, e

t t ncl udes’ t he

aut henticated. In e present exanpl e, e I nformation i

reci pi emnfogméiiorsincludds! thetrecipiemt’sirsttdrthlast name, hirtholate, andhéderoun10 [ 0051]
The ACS 110 may then receive the PAReq 404. Using the account nunber

cont ai nEY"M9rein, the ACS ny query a database 110(b) associated with the

issuer to retrieve the identification details provided by the recipient
whehOt hé0@&Houke AS 1 mslyi thradeceive e PAGIRI4@boUsing thei accounbeuabenmed

the acoSanREL ERbn, HECARS i iR & Ui ST k) EBEACREA PRLISEIRY ST on
det ai | s rétrieVbehrfsptificbrnesiady providéd biréhe eddipieriedhdatine becdit was

determine if there is a match. [0052] In sone enbodi nents, the ACS 110 may
make t h&stablighedefsmentianashakave, it is ke bedssumaddhat Bie igaues vayifigddhe

aut hent i ) . : Weqol] d i an
it oot LS IRIIAEAOH BromBidhamer thdBealibas sqbbidhed, (MRCS 70,
det &5 | s nmayt ihlenazoncipanedhe iddrdificafitnu detdilbén AESPARRG 304 hwskbhgalwithribiet er of

t he authenticat,ion g the recipients identification informati on. The ACS
110 may r@é’@"%@ﬁ?&"@ Qe dtarmpedhibere §aMatehdet ermine to what |evel the
identification details nmust natch before the details are consi dered

aut hent {@0533orin spmepembodisnenisyine ACE! 130 Baytrhekekreting eieterssivatien ohif| udes

ot ai | < S EenHipale Serhy S et onBa P ERArIS RRACS +10%AY gty o

return a value in an indicator in the PAResp message that indicates that the

20 identification details match or do not match. Thus, the ACS 110 is the final arbiter of
the authentication of the recipients identification information. The ACS 110 may use
policies defined by the issuer to determine to what level the identification details
must match before the details are considered authentic. For example, as shown in
FIG. 3, the PAReq 304 message includes the recipient’s first name as John,

25  whereas the stored identification details 306 indicate that the recipient’s actual first

' name is Jonathon. It can then be left to the policies of the issuer to determine if such
an error in identification details is sufficient to indicate that the details in the PAReq
message could not be authenticated. Thus, in such an embodiment, the issuer is

given flexibility in determining if identification details are sufficiently authenticated.

30 [0053] In alternate embodiments, the ACS 110 may not make a yes / no decision
with respect to the authentication results. For example, for each piece of
identification information, the ACS 110 may respond with a match / no match

indication. For example, the PAResp 310 message may include the exact
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nane is Jonathon. It can then be left to the policies of the issuer to
determne if such an error in identification details is sufficient to
i ndi cat e wbabiirdeessdet ai | s i n the PAReq nmessage coul d notrcChasawuti loeasws cat ed.

Thus, in such an enbodiment, the issuer is given flexibility in determ ning
i f i deninforreatioropravided that was ahle to be authgntwatedsnin thetex@m@e gschBBIN inn

al terna e i tS.»ihe ACS 110. oL ,,ake.a S,/ .no decision with
Cespect FIG: pracdRHenA0dfeSrra bR o iR ikiReTs ofst Mot (i el of

i dent i f wkabitRe idsie? ra@rds hditdte théShblecipRantsSiBOMEmBiis DoRatiBhC THis no nat ch
I ndi cati on. For exanple, the PAReskSIO message may include the exact WO

2011/ 094sireoyidsecrmmapipated baet teathednoneyiraasier sraerni®s inghe forpn pka

i £at Do apicaRer e AR o dfainellde Fyailie hlfped BRI /720 o,

i ndi cat éndidet td ehat @leigpeeetie sarhie meatchase Fos estamdld) dramd indicdtesiable 8o2l d be
communi cated back to the npbney transfer server 106 in the formof a 5 nane

i ndi cat §OWsIREOMRESTIbIg waes fariie naReUadicataral ihe ramae coald Bave RPer pr et ed
to indi grgétéh,té)ﬁ%ﬂ%n@ma?ﬁktahlﬁspﬁéﬁgﬁéﬁheﬁrst BRY IX3IIHE {%éﬁéﬁ,ﬁ%ﬂepd' cat or

table 3 shows sone possi Bl e val ue or the nanme 1 ndica e nanme could

have nocomipidte matchr dh soareecasssc hdditiohakindicaters meutthbe brodtied fat dorsonane
itional indicator oul d be

match, or a conplete nmatch. |n, sone, cases, ad
or 008 e 810 e s0ab match, rOUBRNAES 4TSl 1HS GHNoP ATGAREISEPe A ot and
l'ast napBmbr of %GEﬁﬁéﬁ'ﬁ)[ina‘N&Yl]ste@rﬁcléa&hinctﬁ@tHd?ﬁé iffiatepul d be included

in the nane indicator. [0054] Furthernore, 1 n sone enbodi nents an indicator
can als provided for. every other piece .of.identification infarmtion
Chat | < RdFC FtrRERer & o 85 ele Rodfiaeius S ReicaldtEen 458 baros8iBhes cage
i ncl udegvarytithehgilce df dbritiicationMHfeinaior ik &foase hlithehtcient hkate in the
PAReq 304 nessage nmatches that which is in the database 306. It would be

cl ear Léeaict%} 0T Gof3, $he PAResPtH0 messagainclygesa bivthdate indieator whickat grz
For 1 Eac s ftifle nldhdf i S PAREY S peSRAG Rt flet B e °°

aggr egatiathbiasdi30®. dt svoukliod clearttb@ porsonles skill irethd ar thdtaaramembboge, may be

20 provi ded, \Wat shoul d be understood is that the PAResp 310 nessage nay
"ncl udeSHeIndigaIPE Fate %smrewdﬁﬁe ISAEE eMRAGINRANISeR SaPakade dieatal fe t o

what exfﬂ%ﬂ}idé forlBeRtddiaif & E)é’guﬁ%trﬁibét%dofmh‘ﬂ@?n g@f?bt@xie‘?%b&i‘j‘{rﬁehf’se”
aut hent 'cated. Using those Tndicators, the noney franster servel nay
det er m aggicgated inmlisAots, eucts hethel obe deistobed faradhp macsedbo?h[rBapbE FI G 4

S S T N I T N

Secur i t idivHIBRS thaPBANWR e oMY abarisiasdresr ©edetefmib8Goathtidi@edtapger 110.
The network, such as the intefnet, used to transfer the information my be

i nsecur islentificaliaredetads of thectssipient havedvean autheptietiedmUsing Heset han send t he
act ual |n%$c9}tbrfs', fid }n%r?ley transfer server may determine if a transaction should be

allowed to proceed.

25 [0055] FIG. 4 depicts recipient authentication using encoded values. In some
cases, it may not be desirable to send sensitive informatioh, such as a social security
number, between a money transfer server 106 and the issuer 110. The network,
such as the internet, used to transfer the information may be insecure. In order to
overcome this potential problem, rather than send the actual identification

30 information, encoded versions of the information might be sent. Ideally, the original

information should not be recoverable from the encoded version.

[0056] Continuing with the example presented in FIG. 3, an exemplary recipient
402 might be John Doe, born on 1/1/1990, who has an account number of 12345. It

may not be desirable to send John Doe’s actual name between the money transfer
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30i nformation, encoded versions of the information m ght be sent. I|deally,
the original information should not be recoverable fromthe encoded

ver si on. WwOQbajos@mt i nuing with the exanpl e presented i RCFIUS2013/02205
exenpl ary reci pient 402 m ght be John Doe, born on 1/1/1990, who has an
account senMedi06andihesissuen 1ty Themdaneydsansfabservenmayridstgaticobvertshact ual

nanme be en, t transfer. . WD,2011/094591PCT/ US2011/ Q229 erver 106
Pt e NEEED i 415 oEBSR VABRS [ one PRER DR, S78 ol e LY A DR i o
to an ewntadrdhvabosthn, BsuehaseHBAd .mrﬁasﬁabérimﬂmw@du?rpraaucé@aihashhe form
of a hash alt%orlthm such as SHA-1. A hash algorithm typically produces a

hash vavabiethat isiafixed |epsth.| Wit & pragery designgrthash algsirighedtheatgiaglgor i t hm

Front ¢ neREdae B betERL e ad L 8RahBE bR bR Fof R Ha Rt he
art. Fuctdmtionsfesuchiteashagfonthinisisnerivimintthe @i, eBpamstnicreathel mghevalas a
el ement. For exanpl a hash algorithmcould take as an input a |last nane

and a beeddet éprrﬁﬁgérpﬁ asindle Ratselemant. Fangxaspls, fbaghalgorithne eenids
" | . o t
hash valt&af afElic REphakeaddla Birthodte, SR pRodIBe tPhih Jatd DEREC S 205

t he noneypmibirsatoincof elemeats, sibh ashhslelembnis depictetén EGEr 2s¢mnd begisecicount
e in a PAReq 404 nessage to the issuer 110. The

nu r can then be sent
i srsﬁﬁ@r gRERrate @ Rash Y"‘H\ée'account number to retrieve identification

i nformati on 406 for the account holder from 15 the issuer's database
110( b) . [006]i Hsosimewn énFl.w4,d hgsh valueymay bewdmputed 4608dunthelroboey ' s name

200 S0 2R oS! S8 R b Pl Al B S o b

retri evedntia PAMBG 4 Arisehgs to tHd iskher MeehTHalissiddened pisgtOBeequal s the
hash val ue received 404, it can safely be assured that the nane and

bi r t hdageceutausabeittozetriene ideniéicationmfpanatien ¢66 forthetaccodnthaldet fram

stored | Is N a This | i | o0

di f;%re?\ %lgg%gagﬁbgg?gﬁ Cﬁﬂé%wﬁgﬁne%tﬁgﬁ@Sg@? H%gﬁ)élg,clﬁﬁaaesﬁl n%cct%&n{ he sane
val ue i holdecsedintd ynd amlyl othéit infampitiopet05/ uskestcgcsdulbistheah gy vdlng) Thaus i f
the sane hash value is generated, this neans that the sapne input, in this

case a IPSHE' A6 cBNbayREEOMMdRe game hash algerthr ke gnstA-dnd0pionithastada 25 can
be aut hefihibe&d | gé@gb t r?%rh% ' t% L Lt hdat e
fromthe I\I/bneyQflbrsz,i\‘lr%@gdr"ua erveérgéiolgtﬁﬁ%ﬁﬁal/?“g% er %%d Oggl ﬁ'mae ﬁ%:%{ 110
may t hemalverrpaeized 4O4hisan\safely becasswed that théeaPsReod bithdabs satpred iadl
determpe if it matches the yal ue co ted, 408.by the ACS. If the_yal ues
mat &h, HamREEY HEDSTRiSE Ve TS BinsepeAD N SI0TPH i tha BSuehRdRibasTaTh

is because the likelihood of different pieces of data, such as names and birthdates,

hashing to the same value is incredibly small with a properly designed hash

algorithm. Thus if the same hash value is generated, this means that the same

input, in this case a name and birthdate, was used. As such, the name and birthdate

25 can be authenticated without having to actually transmit the name or birthdate from

the Money Transfer Server 106 to the issuer 110.

[0058] The ACS 110 may then compare the hash value received in the PAReq 404
message and determine if it matches the value computed 408 by the ACS. If the
values match, the ACS may return a PAResp 410 that indicates the hash values

30 match. The Money Transfer Server 106 may interpret a match in the hash values as

indicating that the identification details of the recipient have been authenticated.

[0059] In a slightly different embodiment as described with respect to FIG. 4, the
money transfer server 106 may not include the hash value itself if the PAReq 404

message. Rather, the money transfer server may only include the account number.
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30 match. The Money Transfer Server 106 may interpret a match in the hash
val ues as indicating that the identification details of the recipient have
been aut hwotzotiamwesdr [ 0059] In a slightly different enboscwarstoia®2mescri bed

with respect to FIG 4, the noney transfer server 106 may not include the
hash vallle ACSel 1O wbuldribepAsiay el samegrgeediRatineomputiagrtbe dash vahss, er

|y, include.th count n er..
2011/ 00458 FRbe b el Giness saRER AR salal YRACE IRy Pt theArual
pr oceducemputé® FaYh valie ineh8 FNRyEH €0, b rhahé\eirahsieP sbRleY iy hed Mat ch/ no
mat ch i ndicator, the ACS may return the actual ‘conputed hash value in the

PAResp #o0paraéherpryjousiyaemputestthgsh vaug wiﬂ*ethecwmrr@turrﬁd by the Aaﬁl. yif
' R t .
ot oh 03k haantErbey YahHBr Sy heldh AT bors MR o

aut hent iacttiertlicaldte The teoreatbotimeatsiessiibeadrevery Similas] With &fe mdii h t he
mai n difference being which entity is given final authority in determ ning

i f the ciftargnembeing Waishiantibais given finalraribordy in detrrmiringiitthelracipiat’si r st
enbodi P : 7P tiernl [ [ d
enbodi %qtnﬁ%ﬁ@orﬁon%@ﬂ%}d;ﬁg?a ethﬁ%(’atg\?/elﬁ tﬁéq régg%%%ﬁﬁ’gﬁe[%%gﬁoiﬁggﬁoul d be
cl ear, thedateominatiopl, ameréeasin therseicehy eenisogimzny,. thémyormeyearisiof sevepid ng
sch s, other than SHA-1 have been contenpl ated. Furthernore, conbinations
of &ggnﬂ"?wml?'%n el ements may be used. For exanple, the name and a soci al
security nunber may be conbined prior to hashing. The issuer 15 would then
per f or m[@0R&0]s dAesipowd ddéuslear, Thaiabavé axplanatior ismmecdly waahghlamdifogt e t hat

both th d sqci al ] nb b t hent i cat ed.
Embodi nEHPDR ! BeSangachtes. Plar i HA TR RS L ST RAPAY encoded
val ues @ivthBHABRNWOMbiRatichY éi@ehiifrRAatibhitathbAtd Mgy el iselfl ForBlmmbp@at in

a transaction to be authenticated, without having to transmt those
i dent i f Neaa and adogial seadiityswinroepvay e camiingd psiontehashing: e issuer

' , di. h
' 17 30 Vo B Sl SRl Bk b3 iie 10 nearl Sy STRDENCRE ren
deal i ngtivattotiv #ieé abine drengddlaldsdcarityshginbas hagawesn dudiditicaldds 5 depicts a

hi gh | eyel flow diagram of transaction participant authentication. Just as
above, Eﬂ@ocgme@t%@&@@i%aowetteah%t"@ﬁ ailipraiationtusing ancosestyalient of a

money t LalshBgeblA)SA6H tRB idRMRLESN WRtalis' ot d PAriRINERPHES t3hsaction to be

authenticated, without having to transmit those identification details across
20  potentially insecure networks. Furthermore, because hash values may be of a fixed
length, embodiments that utilize hash values may advantageously avoid the

complexity involved when dealing with variable length data, such as names.

[0061] FIG. 5 depicts a high level flow diagram of transaction participant
authentication. Just as above, FIG. 5 is described in terms of authenticating a

25  recipient of a money transfer transaction, however this is for purposes of
explanation. Embodiments of the disclosure advantageously allow for the
authentication of identification information for any type of transaction where such
information needs to be authenticated. The process may begin at step 502 wherein
the recipient’s account number and identification details may be received. At step

30 504, the directory server is queried with a VEReq message to determine if the issuer
ACS is capable of authenticating the recipient. At step 506, if the issuer is not
capable of authentication, the process moves to step 518, which will be described
below. If the issuer ACS is able to authenticate recipient information, at step 508 the

VEReq is sent to the issuer to determine if this specific recipient can be
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expl anati on. Enbodi nents of the disclosure advantageously allow for the
aut hentication of identification information for any type of transaction
wher e sucwoinficon®tii on needs to be aut henticated. The pPrarasgoumayPbegi n at
step 502 wherein the recipient's account nunber and identification details
may be Pgthaniicatedat The issugoresponds ivdthda Vedieapythebingisates if duespedifioi th a

VERe t r aut.henticating

the recraiannt o SEhRARsq b Reb TRt aEr 32 B2 sPeCle PakREh: i cat 1 on.
t he procamsoty asthicntisaien, fikBproobss Bomiindedt® sles GrBbadsdiicavbelbly, t he i ssuer
ACS is able to authenticate reci pient information, at step 508 the VEReq is

sent to | f. WO
So IR n $9 B SR esab o B eigaoh RelagR 8, 1O,
VEReSp t'éra;blehhd;ismﬁmthé isther. spestepi 516, ¢d PAREspdeam llee &Bﬂjbﬁl‘ﬁne@étv@d at
step 510 At cific recjpient cannot be aut hentlcat ed,

st €
the pr ol tlf‘&r?ﬁ?rfﬁ%‘ét Pt)thbe( @thg catigps A gleguerahaboyn deeTesit cauid bsay o
PARe t sent
A SRRSO 8 BRI by SRRl b Pl IS URSHRERS! ohe
i ndi cat wmhgt was nadsoit an ufdld;a‘t@nanfta“\matta:rcat hash valsesd ercaibastl valoevitselft he aflesul t

S0t hent PSRt MBI AIThes ALREb g E Rt EieteMied! e R R e val wes,
or g hapBey %bﬂ%léﬁtﬁ&hehﬁba%d PaERualifies RE QGARTAR duikentRlatéd RP 518 where

it is determ ned he recipi ent has 10been sufficrently authenticated.
What quéexibleesA #areshold raawwlqstabitsrh@dtamhnww agthentisatigreresaltimites hol d may

or oxcobArpmBRFade iedt BHERRIASTEnfahR e hubalh TR ReFERBRRS, ™

aut hent safficizmtly [208esHtichesd. exarrpl e, in cases where specific elenents, such
as a first and |l ast 15nane, are individually authenticated, the threshol d

o be ST E0r RN Sn'che Buie GPedfio e sfafEs A fandiilll oo

suf I3 ci pamne, av@mdnﬁdmddb/rmjthaatwa!edathehhmhbltbcduld$)te mmmcﬁﬁtéltlﬁ@ 4 he
t hr eshol d %zg gg?yer erX| bl e, and can be adapted to the needs of the

speci fi B34 i hapms alopg s cansidgiedstio pr sullinienh Jhvecd PARESEsed, 20 the
t hr esho|iceRingh %té’neﬁi Rt ﬁahﬁ%%éulﬂ%ea&ffl&@nh%% ‘éﬁhlér‘e Wb&hﬁmgﬁ:thca’?s or it

does not. In Cases where data elenents are In aut henticated, the
t hr eshothe frstinamiee Sedting the tivestaeld candie werryﬂtexfbl@farwl can baladaptﬂd:)terthef

ooy o Dok SR ST B RO s R b v Pl o ST =
- 20 the threshold could be a snmple yes / no as the hash value either matches or it does
not. In cases where data elements are individually authenticated, the threshold
could be set to indicate that a match of a certain number of elements is considered
sufficient. For example, matching 3 of 5 elements, regardless of which elements,

may be considered sufficient.

25 [0064] The recipient being sufficiently authenticated can then be used as an input
to determine if the transaction should be allowed or denied. As was explained
above, a transaction may still be allowed in some cases even if the recipient is not
sufficiently authenticated. However, the responsibility for allowing such a transaction
may shift the liability of a fraudulent transaction to the party that decided to allow the

30 transaction, despite failure of the authentication process.

[0065] FIG. 5 has been presented in terms of recipient authentication, however it
should be understood that the same process could be applied to a sender as well.

Furthermore, the same process could also be applied to other types of transactions,
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25[ 0064] The recipient being sufficiently authenticated can then be used as
an input to determne if the transaction should be allowed or denied. As
was expl avoediizbvasse, a transaction nmay still be all owedpPcm/usons/ocmses even
if the recipient is not sufficiently authenticated. However, the

r esponsidsid istnpt figrited|tp dreinsgckiershinawhich tiseret is @anseraler sinidfa rededvelrj abtiol i ty of a

f r audul Pt St rﬁnsact i f)n to the lparg‘(%/ that decided to allow the
30t r ansact ] 88,0%?&’ Ving MongY &4S1§Mhe aut hent i cat i on process. [0065] FIG 5

has been Bresent ed in ternms of recipient authentication, however it should

be unded8966k Flkat6 depicisaarbighrieoveldlow diagrampef autherdigating a participantin awel | .

t ansactipaciof FRTa ROgRERRsE o 180 TR E8 o1 8 ReBlioR alliasud
t r ansac tasta mdneywhirtsfert $8ver. | Th@ pAiede may Bedin' £&8éY 602, Wheich bNAPREgL | ons

i nvol ving noney transfer. [0066] FIG 6 depicts a high |evel flow diagram
of aut héhe$39E inGent ioa direrioanserver fo detaraing if grparticipantin atrppsadioned from

th ' . : Al d 5 e erver.

The b oCBfHevEaBhiftatibiRRRIS AlnaAfdRby, AYSlirpad? £VERRSY hESHRIaR®]

plijr ect ?rbp rxe_eeiweg, the nlzhetssaigé 'mmlljdingiifglam R’actiqqmlt' t’gi)igeratiftoh\}ggﬁ aetailrcarave haveb
entificatio etai]s authenticated. At ste , a esp. nessage nm e

Irecei ve(ﬂ“%?%{éﬁﬁ%ésaé@tieﬁcﬁq%dﬂ?%“ﬁﬁﬂ%”E)%Vﬁ spAfe analyrssk ﬁf theat | gn de%/ai | s

canihe GO e By St e : t al yzed.

"G PartaphtsietictiioR afdCan hofhd btefiofied I HiodES e pitRaR X7 e

pr ocess stey 618t whicheayll 6&&jesaribet beldw. be descri bed bel ow. [0067] If the
aut hentication details can be authenticated, the process noves to step 608,

wher ei n [g06ARAAtHESRKABRIICAHINCILtAIS EANIBE M dhtRiabad (thé g%ﬁés_fsirﬁa\yés% step
information, is sent to the participant's issuer's authentication control
server . 688, wheeein e BAReqBessageavhicteimcludesaqarteipant identificadioncan i ncl ude

data el . L 'd e_val uc s hash vg| ues. The
speci f1 AMoABaITTE sETL R BBl A L Sp LT ai e I e s it o
At s5ep desbribed RHGAs nhetdaaifieaiion rfo@hatish Edromclute dasudsmabishahi gation
control server which indicates the results of the authentication. 20 [0068]

The prof@E¥s HerrmBetle Rlueepuen as hapralues: ne sreaiicidentitisationaresp are
anal yzegd e ARlHE Mol babd§ upsh theE hPpiatidas AekSp BYbNE AR FHeskigd Ne

parti ci pant
is received from the issuer authentication control server which indicates the results of

the authentication.

20 [0068] The process then moves to step 612, wherein the results of the PAResp are
analyzed to determine if the participant has been authenticated. If the participant
has not been authenticated, the process moves to step 618, which is described
below. If the participant has been authenticated at some level, the process moves
on to step 618. At step 618, it is determined if the level of authentication of the

25 participant meets or exceeds a threshold, and based on this threshold, the
transaction is allowed or denied. As described above, the threshold is flexible. In
some cases, the threshold may be set such that if the participant can not be fully
authenticated, the transaction is always denied. In other applications, the
transaction may be allowed even if none of the participant identification details can

30 be authenticated. In yet other cases, the threshold may be somewhere in between.

[0069] FIG. 7 depicts a high level flow diagram of authenticating a patticipant in a
transaction. FIG. 7 is presented from the perspective of an issuer authentication

control server. The process may begin at step 702, wherein a VEReq message is
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has not been authenticated, the process noves to step 618, which is
descri bed below. If the participant has been authenticated at sone |evel,
t he procewe 2novmssson to step 618. At step 618, it is detrernisa@d/oefoos he

| evel of authentication of the 25participant neets or exceeds a threshold,
and basdeceived fiom alslirestasy servendo detergune ifdhe ACS canwsithenticatma epecifis

describ ol I n_sone case e th eshol d
oy b SevRA offansiERA” A st 7be VEResR meReRed A e talimet ot ed. t he
transacﬁmmaamrsg i@kﬁ@pﬁéﬂi@ﬁi@irﬁdan'b@ Althenticed.i cations, the transacti on nmay be
all owed even it none of the participant i dentification details can 30 be

aut hent i Y

pet ween. 00 i} 1 #tioREHEbarf B3Zunentalol B 3o 5 PARRSIERERGR cat i ng
a pafti evhpetnincludes partcipant identifiddtion ifformapionseay bd récaived.hat pRIpsTES;t | ve of
an |ssuer aut hen&ecatlon control server. The process may begl n at step 702,

wher ei n the (aeivedRarispant denjifisatiominfyasdiopcan e gempareh ve r"éf@émﬂﬂ@ﬂf rom a
di rect oigyo 38"y }fﬁ\he O A Eﬁrtfxtpa%% d%%ﬂﬁ@QA%E%@fﬁéoC%&/@ tﬁlgec' f Ic

partici pant of a transactio message
r et ur ned¢pmipadisontdangaké dtffwema‘orms; fpamtcammaﬂim)rammhdeuaatobdmfl{:ﬁQﬂﬂ] I f the

partici p nt can be authentl S 7 PARe a 5whi ch
hel ude BRHPRIRdP SRR ATBER MECAVALIPS: rMoHRAL O AP S PERE CauPAREOTLt ep
70810t heah®eticY@fenarti ci pant | dent i fication infor rrat i on can be conpared
with information stored by the issuer of the participant's account. As

of i neti 10O oo EBER MR o compar  son of hash val bes. AL Step
710, the results of he conpari son _

[0072] FIG. 8 depicts a high level diagram of a computer. The various participants

and elements in the figures may operate or use one or more computer apparatuses

to facilitate the functions described herein. Any of the elements in FIG. 1 (e.g.,

15 sender 102, receiver 104, directory server 108, ACS 110, etc.) may use any suitable
number of subsystems to facilitate the functions described herein. Examples of such
subsystems or components are shown in FIG. 8. The subsystems shown in FIG. 8
are interconnected via a system bus 875. Additional subsystems such as a printer
874, keyboard 878, fixed disk 879 (or other memory comprising computer readable

20 media), mohitor 876, which is coupled to display adapter 882, and others are shown.
Peripherals and input/output (I/O) devices, which couple to /O controller 871, can be
connected to the computer system by any number of means known in the art, such
as serial port 877. For example, serial port 877 or external interface 881 can be
used to connect the computer apparatus to a wide area network such as the Internet,

25 amouse input device, or a scanner. The interconnection via system bus allows the
central processor 873 to communicate with each subsystem and to control the
execution of instructions from system memory 872 or the fixed disk 879, as well as
the exchange of information between subsystems. The system memory 872 and/or

the fixed disk 879 may embody a computer readable medium.

30 [0073] Any of the software components or functions described in this application,
may be implemented as software code to be executed by a processor using any
suitable computer language such as, for example, Java, C++ or Perl using, for

example, conventional or object-oriented techniques. The software code may be
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10 can be returned. [0071] Exenplary Operating Environnent [0072] FIG 8
depicts a high level diagramof a conputer. The various participants and

el enment s wWo 20hi@9fisogur es may operate or use one or nore ECEUS2EN/O29pRT at uses
to facilitate the functions described herein. Any of the elements in FIG 1
(e.g., Shyeddsra seres phipsiruetions)or cdmnaands gn aezoymnuteﬂeaadm& iris@liymet c. )
may use _any .suitabl e nunber of su cilitat functions
descri b@HCﬁ&Se"’} Wndggh%q:e&s @P%%Kﬁé%s%?% rmgm%z@bt@ grgagieith in
FIG 8. rﬁémuﬁmﬁh%seahaﬁdl@welomaﬁlc@; VS, QridM SHRNARGIGH SUch & §)0th-em bus
875. Additional subsystens such as printer 874, keyboard 878, fixed disk
879 (or REMerA mwwcmnpﬁrge@@aw@mmlem meydaside aroomwithin)a single t or 876,

and P npueliiruihe) ApbyfludiaclPel fe iEan et P ARkt BBt oo g

connect egphmtuses winipud systepssemetpriany number of neans known in the art,
such as serial port 877. For exanple, serial port 877 or external |nterface

k
551, Canih AT s ESi R RIBUAn SRR AL Rl B SR
i Nt er cotimeirviention il bgmmmalpparaitltomos&ﬁlmwmb gt opes seview 63 the

communi cate with_each sub emand to control the execution of
i nst r ucOiSSIRSUreo §)§§P€ﬁ1°ir¥rﬂﬁ)we§t79” §hote tharetoge dra detgrainegsnQliawith as t he

exchang fiar.
he 1 e A R RS shd B e S B TR ISR, o
t he sof tathecperdipgckims abong wﬂbﬂhmn&lbmpa@mhunvale#ﬂss application, may be
i npl enented as software code to be executed by a processor using any

sui t abl eOEZBIPWRS of ATHEE dekRURECHRoMSany ShbBYMEHt Pnay Bé%on%#ﬁe@wltﬁedr{e ggi ng,

for exanple, conventional or object-oriented techniques. The software code
my be MAredjeaturematanpoheuspbrdimenbeihetigienarting osethiesscaple ofter uct i ons,
or cormﬁpvgﬁ“ L a conputer readabl e nedium such as a random access nenory

(RAM, a rea only nenory (RO\/) a magneti c medi um such as a hard-drive or
a flopp or an optical nedi umsuch as a CD-ROM Any such conputer

r eadfabl i M%‘ﬁ? iR of e, AN @ “he’ i intendgdhigl weapnpie & Mwral valesar at us,
and mayg t fferent conputati onal appar at uses Wi t hi n
a syste %?'WF:@ \Aﬁ?'lggfé[ootrg%% C?)hﬂ gtiove description is illustrative and is

t t f th t t t
hose sl447T7q At patpEte. batca ahPliyioas BroldRUSRP <RI Sereriotons TSRaREesh « he
i nventi gRovd gk Herdih Bc@l ¥ ratedSy ASERITEENRSh&PEnME I for all purposes. None is

admitted to be prior art.

20

19



10 reference to the above description, but instead should be determ ned
with reference to the pending clainms along with their full scope or

equi val enw®.20{100F8jI One or nore features from any enbodiPoeEntS20mi219es
conbined with one or nore features of any other enbodi nent w thout
depart i ¥YHATIS ELAIMEBIS: of the invention. 15[0076] A recitation of "a",
"an" or "the" is intended to nean "one or nore" unless specifically
indicated to the gontr : - J '

publi cati ons, andqdesc?l{%?T%%ggﬁéﬁdénn@%%gE%@@@?h%?@%ﬁ%ﬁ%{reggégged by
r ef er enget bhinstractiorenihichtwhdroexeduted byropetesdonsause taeprotestor ¢o:be prior
art. 20 WD 2011/ 094591PCT/ US2011/ 022995 WHAT | S CLAIMED | S:

1. A non-transi t oS§NE GRAKIBPrIZEINISIEERER AmAYhentigatiamerrisd sered: ther

I NSt ructy whi %Yﬁ@? : 4 s .to:
send antagmlﬁg\réfﬂ!gg?? n ré@fg@b b%tiﬁs%ﬁﬁgﬁ@g? I'on Cg@ﬁ&ﬂggﬁ%@ht he
aut hori zat i on r equestive anlauthorigadiahacascmss frbedthel duthentjpatiphcopant in a
transacti on; ... _receive a ut hor.i zation response fromth

aut hent FEREGHeciRoGRation pEPonseinchsiing An ndipaer thalaliseios rariens.g e

i ndi cat Qptd Agdodidtdb GairPheRdHitipast iﬂfthéﬁﬁarﬂébﬁoﬁﬂ%‘??ré%ﬁﬁéﬂ;t h the
participant in the transaction that are verified;, determne if the

i ndi cat or neet s odeterorrel| the indieathohetantescrdus 4 Hoesheldt anthsacti on i f
the threshold is nef_ or ceeded. .. . 2. The non-transitory
conput er readabl e r@ﬁﬁﬁﬁ@”&?ﬁ%‘% 'f\)‘\ﬁ\%p'érfaﬁh?lﬂésmé}égr?é@ﬁeg%d'al | of the
data associated with the participant in the transaction. 3.

The non-transitorp, confiieaion-gansitdrg corTpuier Riadabr mediuint of BRIMCIOMPr i si n

i nstructions which cause the processor to: i . _
wherein the threshold is all of the data associated with the participant in the

transaction.

3. The non-transitory computer readable medium of claim 1 further
comprising instructions which cause the processor to:

send a verify enrolliment request to a directory server, the verify |
enroliment request including information to identify the authentication control server
that can verify the data associated with the participant in the transaction; and

receive a verify enroliment response from the directory server, the
verify enrollment response indicating if the authentication control server is configured

to verify data associated with the participant in the transaction.

4, The non-transitory computer readable medium of claim 1 further
comprising instructions which cause the processor to:
compute a hash value based on data received from a user, and include

the hash value as the data associated with the participant in the transaction.

5. The non-transitory computer readable medium of claim 1
wherein the participant in the transaction is a recipient of funds in a money transfer

transaction.

6. The non-transitory computer readable medium of claim 1
wherein the participant in the transaction is a sender of funds in a money transfer

transaction.
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send a verify enrollnment request to a directory server, the verify

enrol I nent request including information to identify the authentication
control swowveri/mk®t can verify the data associ ated w t hpCmaspantemppant in
t he transaction; and receive a verify enroll nent response from

the directory server, tHe Reniepsienysianpuier reagdebismadimedciaig 11 t he

the par Lvﬁﬁ%r%@ﬁr%‘*ﬁa@% or B4 e fesOibAY bPthe' Gatt SOyt iR Tie it o1, "
conput emparisidait ia the tansactiorcihat melvémﬂé&@ra SdTAb lirsdifdtor BRE NG trafBaCti¥H Ch

cause the processor to: onpute a hash val ue based on data
recei veds fHRriged ydien @ﬁdnd'ﬁémid%sﬁh@ ¥&8sh val ue as the data associated
with the participant in the transaction. 5. The non tran5| tory

conput er readabl e gredi ‘K‘é?va fb?h{r@}'s el ,g}n% Rak4 ?,'sl??&tcdnqp

transaction is a reC|p|en ranst ansaction.

6. The meadablamsediomyofaadaiput er readabl e nedlun1of claim1 wherein the
participant in the transaction is a sender of funds in a noney transfer
transaction. 011/ 9453 /U82011[022995 7. The
non-transitory co ute PRMRESI9m of claim 1 wherein the indicator

that indicates poiskhaig éﬁ alitRridatich ?éf!&s't?é 8A aldhticBBoR@bhir6i fa0kr,i N the

transaction that are vérified is a yes/no indicator and the transaction is

aut hor i 2eelauinermizatien reglesiinnludieg slata assqaiated with a participantdn aA ser ver

comput e, @gg}g{ ing the non-transitory conputer readable nmediumof claim 1.
9. A neth 6@“ si ng: sendi ng an authorization request to an

aut henti cati on conégalVingeirvgiithotibgtichidspbnéa fiodi tHeeaashticatidniebritebl dat a
associated with a Bal‘tl ci pant in a transaction; receiving an

aut hor i £8fesnthecalBkzationgiespaBSe ICHidig antindiaaios Hhatdndisateseortions of the
th t f
the dat o A8:4AR8G Y rHefRAttbBHntR hBtARABoA ik A0 YRHRES, POT 1 170" ©

verified; determldlagewlmra mjyemcdirhpataﬁnfm inciioaot weetd 6r &veeds
i ndi cat or rr%%toiﬁeor exceeds a threshold; and authorizing the transaction if
the i ndiddhf or exceeds the

authorizing the transaction if the indicator meets or exceeds the
threshold.

10.  The method of claim 9 further comprising:
computing, with the server computer, a hash value based on data
received from a user, and including the hash value as the data associated with the

participant in the transaction.

11. A non-transitory computer readable medium storing thereon a
set of instructions which when executed by a processor cause the processor to:

receive an authorization request, the authorization request including
data associated with a participant in a transaction;

compare the data associated with the participant in the transaction with
data stored by an issuer; and

send an authorization response, the authorization response including

an indicator that indicates results of the comparison.

12.  The non-transitory computer readable medium of claim 11
wherein comparing the data associated with the participant in the transaction with

data stored by an issuer further comprises instructions which cause the processor to:

21



t hr eshol d. 10. The nmethod of claim9 further conprising:
conputing, with the server conputer, a hash val ue based on data received
froma uswo,20and4iomcl udi ng the hash val ue as the data agsoaisatied22avs h t he
participant in the transaction. 11. A non-transitory conputer
readabl e nedi um stcalculgie ehkasioyalde Hasedon thetdaia stasad byrihe fissmesrartskecut ed

aut hot 1 25t 1 on r equEgiiR A FASRVaf 5 e eamees e FEERBSARe Wb ot ca

with a pariidigarpamt transactiolitsgciaincluded in the authorizafibaréqide. dat a
associated wth the participant in the transaction with data stored by an

i ssuer; and send an authori zation response, the authorization
response i ncl udi nd3an iThEi R BRNSIELY compuier eadablamediusp of gRiMdrpar i son.

12. The sith i i & RN L i [

conpari @%{R‘ﬁé tggﬁﬁ aalgés&ssgm at e%g\g)vlnt[LJ ﬁﬁ;ﬁ%&h gﬁﬁgﬁp@gﬁﬁm%ﬁé@éﬁ%ﬁ@%ﬁ%n with

data stored by an issuer further conprises instructions which cause the

processor to: WO12011/Tbedsstiransitdsg commaao@adable medaint of alaénd thash val ue
nd determne if the hash value is

based gﬁxr&rgee dat a. storegr b?{ thehi suer ; E ]

the samt!d¥RERYRAY BSTHENRTHNG FAUSEIRPRIRFESEN 19 a transaction that
was included in tRsehg B%i?éhl%ﬂlnfe@ﬁ'#@éﬁest from a directory skver{He verify
non-transitory conputer readable nmedium of claim11l whérein the indicator

i ndi cat esralimenifreguestaneudinganiormiationte idendify aomerceurt arsociated with the

14. The - ASht O onpput readabl e medi um of claim 11 further

conpri sP%ﬁ%ﬁﬁﬁ% %%@g%ﬁ;fgﬁhgé%use t he processor to: receive a
verify enrol | ment serguesrify earolitnghitrespshise Behealirectdty sedrdrf theasrity | nment
request including information to identify an account associated with the

parti ci pRMIMentrasPansesdicatiag if thadprocessor is configispd tvesfyidajaenr ol | ment

responsgqto.itig \ﬁiiﬁﬁ{étﬁérii’icifﬁm’ﬁ{mettpaens%%{igﬁy enrol | nrent response indicating

if the processor 1s configulred to verl ata associated with the
participant in the transaction. 15. The non-transitory
conput er readabl ethedi Uieoforetransitaly comprudénreataebleamediinpahtlaim 1tihe
transaction -i§ a recipient  of fundﬁ. in a none trz%nsfer transacti o?.
wherein the participant in the transaction is a recipient of funds’in a money transtér

transaction.

16.  The non-transitory computer readable medium of claim 11
wherein the participant in the transaction is a sender of funds in a money transfer

transaction.

17.  The non-transitory computer readable medium of claim 1
wherein the indicator that indicates portions of the data associated with the

participant in the transaction that are verified is a yes/no indicator.

18. A server computer comprising the non-transitory computer

readable medium of claim 11.

19. A method comprising:

receiving an authorization request, the authorization request including
data associated with a participant in a transaction;

comparing the data associated with the participant in the transaction
with data stored by an issuer; and

sending an authorization response, the authorization response

including an indicator that indicates results of the comparison.
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16. The non-transitory conputer readable nmediumof claim1ll wherein the
participant in the transaction is a sender of funds in a noney transfer

t ransact iw0.2011/094591 17. The non-transitory conput ecTrisadabbmosredi um
of claim1l wherein the indicator that indicates portions of the data
associ ated with t#29.parthemeiimd ohclaime 10faribaccoroprisingt are verified is a
yes/ no i ndi cat or . 18 seryer ,co ter c sing the

on- transi tory. coffidRiNGanash e ih e pRiasored BY te'tsdter. 38y
met hod conpri si ng:determining if the ﬁ@&ﬁVMU@Qsﬁfé@&hB@s‘tﬁéHa@é‘aé@@é@@U withg

aut hori zation request including data associated with a participant in a

t r ansactiagtigipant in a transactionphat was invluded in the swdherizationiregueste parti ci pant
in the transaction with data stored by an issuer; and sendi ng an
aut hori zation response, the authorization response including an indicator
that indicates results of the conparison. WD 2011/094591PCT/ US2011/ 022995
20. The nethod of claim 19 further conprising: cal cul ati ng a hash

val ue based on the data stored by the issuer; and determining if the hash
value is the sanme as the data associated with a participant in a
transaction that was included in the authorization request.
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