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10[ 0001] wWbeoosmaeri on rel ates to conputer-ai ded aut henPcratSean/oofe9security
docunents, such as passports, driver's licenses, birth certificates, or
financi al docunments, based on inmage pattern confirmation. BACKGROUND
15100021 Conputer-ai ded techniques are increasingly being used to validate
the authenticity of security docunments. Exanples of security docunents

i ncl ude passports, credit cards, ID cards, driver's licenses, birth
certificates, commercial paper and financial docunents. In sone cases,
security i M€ UMENArAUGTHENNCATHONdSINGITEMPEAYEAMATCHINGWIKHd to t he
security docunent SFAST MASKFETENORMAIIIZED CRO$SICORBEDATISN of

unaut hori zed docunents 20generally. That is, the security inmages can

i nclude one or nore security features, such as ultraviolet ink,
retroreflective 3M ConfirmIM i nages, and retroreflective virtual inages

that are difficult to reproduce,laﬁ‘kdeNtIa rLefTﬂf]?D | ead to nore reliable
val i dation of the security docunents and increased detection of

unaut hor i pEod1poas imeehison RERIYBRY pROAPE hithgaivatien of dcberityrioeivhes, rel at es
to techniques for authenticating security docunents having security inages
that i ncoP{draatassrortsidpiver s Beqrses, Pirt feaies, afEnapgighdnrugicnisabasehoin i mage

tenpl ate IRt SaRARhANES IS to detect a strong signal pattern froma
qui et bac@%ﬁjﬁg, or wﬂ?ﬁ[ weak noi se interference. Ccclusion caused by

300t her security features conplicates the confirmati on of an expected i mge
pattern, especially when the occluding objects have a stronger signal than
the image pattern. The techni quesBRRYKGR@PBND cul arly useful in validating
a security docunent having a security imge conposed of one or nore

“virtyal RoLRFLIE 1 TRREGS: 4125 f 96 QuiReh Ofhe dufhERESL! N9
retrorefl ({:@?Lgbc%hﬁ:r rﬁélﬁnéage. %{éléo%6%%81?%%%&?%@2%87%%7%685111%00‘52{%" As
further deSscibgdoeements, Exireples of sealirityetocomerts ecludegasspagesradit dards, t he
security i provi,de stro r si.gnals that may dom nate anal ysis and
val i dat ] ofD GFIOEHSNESE RGrSEh b HER T ERPErcEl RFPT AN CGR A BBy
resul tingyd Hnhd\&REY, SEluriBHnRRE b iR on! BRLOKENT, Gh%{\ﬁv&f Avbagfidedmdhd i ed
normal i zed cross-correl dation analysis that masks ou

security documents to aid detection of counterfeiting or use of unauthorized documents

20  generally. That is, the security images can include one or more security features, such as
ultraviolet ink, retroreflective 3M Confirm™ images, and retroreflective virtual images

that are difficult to reproduce and, therefore, lead to more reliable validation of the

security documents and increased detection of unauthorized documents.

25 SUMMARY

[0003] In general, the invention relates to techniques for authenticating security
documents having security images that incorporate multiple security features. The
common situation in image template matching techniques is to detect a strong signal
pattern from a quiet background, or with weak noise interference. Occlusion caused by

30  other security features complicates the confirmation of an expected image pattern,
especially when the occluding objects have a stronger signal than the image pattern. The
techniques may be particularly useful in validating a security document having a security
image composed of one or more “virtual” retroreflective images formed over a

background of a repeating retroreflective confirm image.



5 the strong signals contributed by the additional security features, such
as the one or nore retroreflective virtual inmages, while still allow ng for
fast and wbfoesiam9ot enpl ate nmatching to be perfornmed w PRTASS@EOT260D t he

background i mage. 100051 In one enbodi nent, a method conprises capturing an

i mge of at |east portion of a security docunment, wherein the portion of
t he secur fq(ﬂ?“ﬁéé é?l@?ﬁr dF??EII%E@I ggre‘él’ g@c"d‘?‘ilatl )‘}etm?ﬁfg‘i?“ﬁ%\lfp?ﬁfs Avighin the security

retroref | gtdMRotig@ bt cARBnAs BRERRY db Rt Slal RIS afi@Rlod Ftheal cul ating a
nodi fied normal i zed cross-correl ation between "a reference 1 nage associ at ed

wi th the bidkgtoundtretoarefl¢atiot icorfimemageetharelly réseltmgpn incedeitraenusitiog. a
maski ng i enerated .from¢the captured i mage nd out put.ting . ndicia of
one. or ot B EEAS TEY dearmadia ERRMIAEEr Fagleufan et B el PR Hhge.
15[ 0006] tie sAE Kighale bREbIRAbY ti HRRIHhLE JecHGUBRBes 2t 8Nh Gat bPmofteVi ce
conprises an inage capture interface to receive a captured i nage of at

| east a poittordiecore wituakimagpse WhilsstibjaHowhg fpofast ad adficiepderplateanaching| udes
a security. 4 e fi t ive feature and a second
retrorefl goc i Ezeﬁo{'ggi{w%.rgsﬂ?g{tg&lﬁ%ﬁ#g@aw %ﬁég’f‘evi ce also includes a fast
masked no[00@E] rechccenmisatiment £hathodrtoipMbESCGaptimidy lag ithageal £ Wast £patiowdi f i ed
20normal i zed craoss-correl ati on between a reference i nage associated with

the firstoF@sc8FibrdasEmee Mhetiing PRRIPYH dhc sorip clochmarfdntludong seoWl¥ki ng
| MgE genfh nrqu NS GRPLURLTRAf AR E{réﬁht@%ﬁxle(fe@cu%e?“t i ndicia of

one or nor e@é’?at (\:7{1 sr%et ween the re%'er ence | mage an e captured inage.
100071 | ncdodbtiver a swbdatdmenhalizzad sessHeotrylatiocbetenen adtftrendd iomige assosyetiem

conprises _an 25j.mage capture.device that captures at |east. a.portion of an
e of - HANAR MO EoGBERY GIEE Ok OF oG RESSY RS BeTHES IREE a secur | ty

i mage havifgraed fbith BiftAE8ith8sd bYEohBakiHE S BAOE oRoREGARGBAtEIREET | ective
feature, and a host systemthat calculates a nodified normalized

Cross- cor befvati the rbfetanee magerasfldheeppeurtdrimgageassoci ated with the first

retrorefl i feature.and the captured i e, using a  masking imge
gener 4t eafiP8h #ER sEPdncsd % aGLY B TRt el ¢S o BRE TR ror e
mat ches bahyReAptufeint@fRl ekecil fRgeptaRd itbge shRldisedpiriiBaef anlBGORBL | n yet
anot her enbodi nent, a method conprises capturing an i mage of at |east a

porti on ofharegothameriton afiiles atipledn@dugss arseeitpy imegehayt t repraedflgdieee an

el ades. CarEd b iisohd Rl Rt R oDl Rt Bine i
nor mal i zethaskedswrivoalizedl cadds@orbhtive FIMNAOmsdIc® dattadec agndificdt ed Wi th the

first feature and the captured i nage ysing.a nmasking i nage generated based
on t h&° capPiadigeq Fagsco %tl%eﬁmeﬁli%rggqrﬁmeémagf‘o%SS%@ewﬂ%ah%E%t ches

bet ween t g & RHCORG TR @th{nt%ﬁ iﬁlﬁ@é ﬁ'sriﬁéja hﬂ@l&ﬁg image generated from the

captured image, and a display to output indicia of one or more matches between the
reference image and the captured image.
[0007] In another embodiment, a security document authentication system comprises an
25  image capture device that captures at least a portion of an image of an article, wherein the
portion of the article includes a security image having a first retroreflective feature and a
second retroreflective feature, and a host system that calculates a modified normalized
cross-correlation between a reference image associated with the first retroreflective
feature and the captured image using a masking image generated from the captured
30  image, and outputs indicia of one or more matches between the reference image and the
captured image.
[0008] In yet another embodiment, a method comprises capturing an image of at least a
portion of a document, wherein the portion of the document includes an image having a

first feature and a second feature. The method further includes calculating a modified
2



5100091 The details of one or nore enbodi nents of the invention are set
forth in the acconpanyi ng drawi ngs and the description below O her

f eat ur es,wobkp@atiggeoand advant ages of the invention w || Pog/tsp@anesys from
t he description and drawi ngs, and fromthe clains. 10BRI EF DESCRI PTI ON OF

DRAW NGS 100101 FIG | is a schematic.representation illusirati an

exenpl ar yn%‘@&?ﬁ%é‘g?méﬁ?%’éﬁ‘ii‘ti%ﬂjﬁ%ﬁnﬁ?#é CARPESISPSIaEd W ‘g‘éfh‘? ﬁﬂ/ R‘%BE?J ment s
in accor dane@ic\vh thretdhﬁlagé L E’hfé%kiﬁ% iﬂnﬁﬁ‘e SRR f3led on ﬁl@%ﬁdﬁéﬁ'iﬁag@, s a

bl ock diagramillustrating an exenplary host systemthat uses a fast
15masked mot outhbuttied iclios of ey orghakinmichtes bhiwegn tha rofeaerak ymegsadithe t y
docunents in accordance with the principles of the invention. [0012] FIG 3
is a flonEHWFEPisfstr at i ng exanpl e operation of the document

aut hens i cpipo9n THY 8ét@iR &f orkcldfemoke embodi@RABL i Gnvéntion ade §dt ByveIthe
illustrating exanple operation of the host systemof FIG 2. 20[0014] FIG

5 is a repecogwenyng gegangy andshe descriptiehbassmpitieer degsergs. i dctppaed of an
Copr baacod ! ¥ ERASAA0h BiEEEHat ABEAIERLecabid S biing i Ry

is a repradutdimon of an exanpl e masking i mage detected fromthe exanple
captured image of FIG 5. 25[0017] FIGS. 8A-8C show actual results obtained
when different tenplate nmatching techniques are perfornmed to anal yze the

exarrplé@ captured i mage OfBIq]ﬁ?D ! O OFBRRIPASGEF conparison. [0018]

FI G illustrates an exenplary display i mge presented by the host system
L0015) 7 sl R S SR R Sl Svotem

authentication system that analyzes security documents in accordance with the principles
of the invention.
[0011] FIG. 2 is a block diagram illustrating an exemplary host system that uses a fast

15 masked normalized cross-correlation technique to analyze security documents in
accordance with the principles of the invention.
[0012] FIG. 3 is a flowchart illustrating example operation of the document authentication
system of FIG. 1.
[0013] FIG. 4 is a flowchart illustrating example operation of the host system of FIG. 2.

20  [0014] FIG. 5 is a reproduced image illustrating an example captured image of an
exemplary security image on a security document.
[0015] FIG. 6 is a reproduced image illustrating an exemplary reference image.
[0016] FIG. 7 is a reproduction of an example masking image detected from the example
captured image of FIG. 5.

25  [0017] FIGS. 8A—8C show actual results obtained when different template matching
techniques are performed to analyze the example captured image of FIG. 5, shown for
purposes of comparison.
[0018] FIG. 9 illustrates an exemplary display image presented by the host system.
[0019] FIG. 10 is an exemplary output window presented by the host system on a display,

30 illustrating example template matching data.



WD 2008/ 014090PCT/ US2007/ 072695 DETAI LED DESCRI PTION [0020] FIG 1 is a
schematic representation illustrating an exenplary docunent authentication
syst em 10wDaposanai99zi ng a security docunment 12 in accor @amas2e7omnebhe
principles of the invention. Security docunent 12 includes at |east one
security image 13 5 that incl r rity features. Docunent
aut hentication system 10 may ﬁgﬁs&gﬁﬁﬁk§gﬁﬂgﬂﬁ6§§t e or validate security
docunent 12, such as by verifying that security docunent 12 possesses
certai n sH930] FIG flelatapclematichepissantationylfssuating as cxemplivy, dofwmerix anpl e,
retrorefl Lve | roreflecti Vi T [ th pes of
mmges pr {arelftaloP 8RR LG e ikl ShiRhor T2 RFGroaBlanlLbih

10[ 0021] peneiplict yf o crvsanidn. 1oty deundcar 1 Bnanidbeat [easpassyotitity ithapy €3 ' S

i cense, 1 dentification card, title docunent, or_ other article. Docunent
aut hent i c 8t Bisludos praRrmoieagcusiy fragiget dPoaimeny aythenticatieieisted 1 may behe
passport Qy. 446t GiiThl RHAE SRR iddhch RIS dPa RN R B i
retrorefl g%letdi §eﬁt|r ﬁr&agg%{% %inat8 (%:%czls%g&%%loreed r’gyéf%sn e e?fe?lr or eaft Feecclzlﬂ Ve

i mage, al docuneded? pdssteascrain scenplyatatireds riye seddagufrettesandyhlenforcat i on

system 10 may 15 tperEormt.hi s determ natian by. cag{luri g an i e of the
security F C 18P B‘Ft%VFH@a%% fotarg SEVeoYmPﬁle‘m&% 1Pt ?@1 AREEANEY  and
anal yzi nngth%dQﬁ%rh'&cﬁ,ﬁjediﬁ?&%fﬁ?edj@tsgédﬂtﬁﬁom%n@%. one or nore occurrences
of the reference inmage are present wthin the captured inmage. If the

r ef er éhcel003dpEciwitpdesarnt W iy et foe cxamilaraphshpreig drivetoclines s,

aut henticati ystem rovides an indication (e, q. udi. bl e and. or
oisoaly | ¢ b OBeaRitR R0 il AR Alhet B Souls Bt Aimo LG B 1 € e

r ef er enceniayig@séBtonetifPihe 28fhentiditydMhd P&sFARAPbE& 6 iFRgeyhcHRe Yoty

aut henti cation system 10 provides an indication that security docunment 12

cannot beimageoFerontaans areirercfleptad ignec Hay mschgenpterpd reponee rotipreftaetive

embod menj s, SCAYE Hikrd dBYE oL Rrilc DELHID AU QMR SRR kel RARKY €5 FOr
exanpl e, I SHddre 1on o cont aj I'ng oneor Ir 6 I mage regli ons nmatching the
r ef er encepafornmhgedctEainitiohpyicaptdeind 3n irygd sfehaisteudtyrigiapol @bt ethe ¢atingi rt ual
i mage (e. ? a "floating" i rraglle) as an addjtional security feature.

Exenpl ar yace OhHiCqae 1ty dpcurpsihl Agend anplyaingibe sapiyed Wnaasitn detsepmp txhethivhge 13
are descrj ' FEE 1 ' '

Compos e T nagB e SRt o o e e B R e e A her ei
by ref er eficecfeAsicannigdeas pesentpiithin fecapiuted inmmggelot@mamtyauiheaticedenslsteravi ol et
30patterni Pri. ted.v'.siblz Eatt [)GS or bi tric f.eatures such %'se

i nger pr i KO 81ovidsh 33 indifatop de BopudiblEding 8 viol) ek srruBBHacvSERUH By et ur es
cont abfled pMipbil, De$R&HITE i rbfBRGRe IdadBiyY nbERERNht WRAR! B Saftile hAg, nor e
difficult en” usi ng conventi onal teggl ate matching techni ques. In

parti cul adocunieat getbenticatporf systant &8 proyigsh ansndi¢agion shat secafibededupent/iZ t ual WO
2008/ 014090PCT/ US2007/. 07,2695~ r.oduce a stronger signal wthin
the capt uf&Hof ﬁ%aglﬁog%éca 1?'\73“?8&1?1%51’11%%%%&1? spresentative of the reference
i mage, thepoaly im¥hdembddigibtl keaukity infhgéaBirhyy hbatic s@Ht6nA YedufiBIR atlides.

i ncludes an authentic reference inmage. For this reason, host system 20 of
docunent Eot tramle dt pdhitiany ©rceR{along s oramoeBIRgerEesiald nideiiig the geference

Crossygor frﬁig%t, Le%ﬂ;ity image 13 may include a retroreflective virtual image (e.g., a “floating”
image) as an additional security feature. Exemplary techniques for forming a floating
image within security image 13 are described in U.S. Patent No. 6,288,842 , entitled
“Sheeting With Composite Image that Floats” to Florczak et al., hereby incorporated
herein by reference. As another example, security image 13 may include ultraviolet

30  patterns, printed visible patterns, or biometric features such as fingerprints.
[0023] The retroreflective image and other security features contained within security
image 13 may render template matching more difficult when using conventional template

matching techniques. In particular, the security features, such as the retroreflective virtual



5(FMNCC) technique described herein to effectively and efficiently mask out
any signals present in the captured inage that arc due to the additional
security Wweatwwmes9oHost system 20 applies the FMNCC t eclrairgiseooro7iche
captured image to provide fast tenplate nmatching anal ysis and

aut hentication or denial of security document 12. 100241 In operation, a
user pl acHea&eldY PF]PUGDR SHYHCT figng 18“9?‘15\/95‘?% MAZC TGRS ?F%ﬁﬁ%g&%m

accur at el ye )k QeRh g% §ﬁﬁé“féf&1¥n€&%g€, her@‘g%ﬂ'fakfhgriﬁcﬁﬁ%h th QeRbNBA seajmgnent s of
docunent authentication system 10. In the exenplary enbodi'ment of FIG 1,

docunent awgeeidtindadésom aiensarderenecimages Far thisghasogohust systedn 2@of | | umi nat e
security docunent %2 t1E)I‘aced gent govi ew“frﬁme 1?. Li ght .source 16 .may be
arranged SPCUFOLAYPEM A PR &0 B ite i h PSS torBRI LT LS HE B REYY ment s,
docunesnt eRNINEIT)itehhi(dB dS¥EibedhdRin®\eficbeikden dLEMBRt Y RRkk enank isgaklssour ce.
Docunent aut hentication system 10 further includes an inmage capture device

18 ar r angeseit in the ogplayidrigage diat pisriluc togaddibipnilrsecudy ifeasureg Hest speer

, | ' | i
opt cal 1 aprr e eCRANET KT odR LTS s B okt F: BSAROPl b
cont rol | edndbysihast aushedtieatioar dEhial offdeendty tdpcwherdtiight source 18 may be

adj usted through a range of intensities froma 20 mnipumvalue to a
maxi mum vHI034] B enesstion. @ ypear1acas sspuBly dasumert i aiie siewoiramaddd Visy fTAl&t from

t he user. f t > i i Vi ew
rone 1 A0SRl et LSy R, B SR Lk ORTRAN: dhontT e,
t hat i ncl awtbentgaetan sytsten hiagh thd exdiiydayampthodedent wi &G Maylocwpesent all or a

portion of security document 12, provided the.25 portion.includes security
e 1. atRSGE LR HoUcbEes oottt dS b HBTgEaraty Aged Aost

system Zopfa@éd SIBIRWHRAGE IS E%h‘{'h&hr@é: %‘ﬁ‘ﬂayl%%ﬁa@g%d AP ELIATRASS
processed by host system 20 can be displayed for exam nation on a displ ay

(not showmiewaspesitane dnwomb chibgdinepsst doqup@nt #HobentsyderesysRm hagnaj énclidsy

| e, ter,. J.aptop, ~obil | di gital i st PDA

o P BT L7 el BB BB PR 5 on P Bk 30 AT A o o ces

to anal yzgnideeapapd &B’V@@jmge&éﬁﬁﬁ@b@w@v.{g}%dSFWnatﬂifggez 8 feRieviat i1 ®magf host
el OwW.

system 20 are described in further detai ' FIG 2 is_a block
di agr am i b¢ astmenej yughap a shagp ceunleddaicod{§ildns bioe segancrps @shos opted inpis k ed

R R A e
i mage dat 20.5TMOIRRERRY OLUPRBBETE USARY HeQidABRA through a range of intensities from a
20  minimum value to a maximum value either automatically by host system 20 or based on
input from the user.
[0025] After the user has placed security document 12 into view frame 14, image capture
device 18 captures an image of security document 12 that includes security image 13.
The captured image may represent all or a portion of security document 12, provided the
25  portion includes security image 13. Image capture device communicates the captured
image to host system 20 for image processing via signal path 22. Captured images
processed by host system 20 can be displayed for examination on a display (not shown)
associated with host system 20. Host system 20 may be, for example, a computer, laptop,
mobile personal digital assistant (PDA) or other computing system having sufficient
30  processor and memory resources to analyze the captured image. Example configuration
and operation of host system 20 are described in further detail below.
[0026] FIG. 2 is a block diagram illustrating an exemplary host system 20 that uses a fast

masked normalized cross-correlation technique to analyze security documents in

accordance with the principles of the invention. Host system 20 analyzes image data
5



received fromimage capture device | (FIG | ) to determ ne whether a given
reference image may be found within (i.e., matched to) the captured inage.

[ 0027] HowO 20085t1€09020 i ncl udes an i nage capture interfa®eTA%2000/0rmeei ve t he
i mge data frominmage capture device | 8 via signal path 22. |Inage capture

interface 24. be, for 5examl e, rial .or parallel hardware interface
for commmceagﬁrgwaﬁe%r@@ &FdﬁzFﬁgdb i defernii WL%@@% BN THGedat a. As

anot her exaplifay baRARA GARLEI S ik &lel AN A iM¥d BRa. uni versal serial bus

(USB) interface.” Host sys;en126 may store the received image data in inmage
st orage 28102¢] lost systeond) iocludey an ihiage saptaredniseycartmtrecaiet thb amege3ita o

reflect the l.ocation of,the imge data,w.thin inmge stor 26. e
tor age 2BORH s CaNuRentE Rare ge L efrkahier SREFs i CLES bl such
as a har deginglte, 0RFhCA pathlRKhar ARR, infcBABYRP LEmARARENNE Fitd iRhgd hprlrk ke.
100281 Host system 20 nmay al so receive user input 32 via user interface 34,

and may upeldee! Handusedieingompge dais pdharothes cxp@ples Bagersppture stace Ahory32 may
i ncl ude, ; : iQr f i f Li br. f
o er ence’t BB R EEME SR, PELPORRGR20 FRY SO AR IRGEe O

| i brary ofiathéf Bi®RGeragelyes. gy oha ot mde: flefladd alaytupdak daabeseeddae reffmges of
particul ar securité features associated with different types of security
docunent sthetpgtioapg therdpaes g adthit Bnagsstprigs Aerlmpge R ORI it y of a

securidy ﬂR&HQFd?texﬁg%g ﬂ%ﬁtﬁwﬁﬁ gc%%g g%h%n? LB éléeirh %?sﬁ%?@pticfai J(ij@lgﬁé document

or other security € I mage data recelve | rage
capt ur e i rdnevibleen@oryicardsorghalikpat h 22 may represent a captured i mage of

all or a rti of secyrity docunent 12. di.scussed .abqve, the captured
"mage. mayEBAL BPy R med b Fr s el S SIA P anaR WY y
features, uﬁ&h@@dﬁ%a@e BELA fé&ﬁdﬂ_s@?& h¥ @sdt! iﬁﬁd%ﬁbsbﬂﬁgﬁ-szﬁﬁa%l ine MRIk efgk 3}Qample,

f
calculates a nodified normalized cross-correlation between the reference
i mage andsdlémtiopapuefetknicerigrge fram 2 5bpay of midramce imags, sigrddrrademplerse 28t or 36

gener at es " masking i e representi-ng the regions of the captyred imge
Sont arhi g LIT RSSO 4 he Py REFTaBusdeerrge else a S AL o e
addi t i onalcfeeaedf infaycd SRjauti@Sar s8ARitR ERkIreSaskH@attR ShthREFEraRGepds@fised@ive t he
effect of the additional security features fromthe normali zed

cross- cor Aequadngn Theirelgrance dnagc3p[oosdfo midkithrputhrageityehesstitly 36
dynam cal h%!% ot Q8cit e ﬁ%ﬁ@r{‘%ﬁw@@ﬁce@ﬁ%rﬁ%ﬁﬂ ¥y \@{&eorr%'tﬂér%&%ﬁgﬁs‘“ ng

i mage has e sane dine nali'ty as portion o he captured i mage
associ at edosnidnt.secure i mage 13. I n one enbodi nent, mnasking i mage gener at or
36 may build the naskk£g1inage by. threshol ding. the imges of the captured

i mge2on H5Pk&he Byagsidekr ropeErdDY Bnacs caRrT IBlTRe 2oy iRl BitBRam&t r engt h,
i.oe., i mage Leel L0D kP m RS 81 ¥ 20RRN QF40PRFISMREAP 12,0428 Bussed

above, the captured image may contain primary security features and additional security
features, such as a retroreflective virtual image. Host system 20 calculates a modified
normalized cross-correlation between the reference image and the captured image. In

25  particular, masking image generator 36 generates a “masking image” representing the
regions of the captured image containing stronger signals, or other obvious image
features, due to the additional security features, and applies the masking image to remove
the effect of the additional security features from the normalized cross-correlation
calculation.

30  [0030] Masking image generator 36 dynamically builds the masking image in real time,
wherein the masking image has the same dimensionality as the portion of the captured
image associated with secure image 13. In one embodiment, masking image generator 36
may build the masking image by thresholding the images of the captured image on a

pixel-by-pixel basis to locate regions of high signal strength, i.e., image regions that are
6



very bright or very dark. Msking i mge generator 36 may al so perform sone
nor phol ogy processi ng. For exanpl e, nasking inage generator 36 nay produce
t he maskiw@ 20084ge09by setting the pixels of the maski ng iPoagsS2e00/0eicvher a
hi ghest brightness value (e.g., 255 for an 8-bit pixel) or a | owest

bri ght ness v Iug (ek%ﬁ, g)hfaged.on whet her 5a bri htn?ss val ue of a

cor r espondFHPTISI& vehy f#HKn MarEingdpegs sdcriigigd Pay fEC RFHHITHSBRE out si de a

pre-defingg, HOMAS bodtihghroess WeRki DR LXANR 3B W'}%déce%ée' of the
captured ing%e haéﬁacbfi%htnessn¥§%ue &ﬁéﬁ?dgg%f a ranég from 50-200 (i.e.,

| ess t hanmBsking irgagediyenettirigethe pi3Ols, of theskisking imnge tgeitter ahghegdrightneset a
correspondi,n i X i t hi,n..t he sking i to bri ghtness val ue of 0
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that fallgbwhhtabdd vahR dranescffondMgtpdxe? Qthid e %hﬁtﬁreidrﬁiﬁ%e SE0QNifiOsr 36 May
set the correspondi ng pi xel of the masking inmage to a brightness val ue of

255 (whi t eytsidsewse-detineduness affbrightngss wiuendseneskanpleouhen spigal dfiteant | y
| mprove t Q%u?é@ﬁﬁa ol tsﬂeorigﬂﬁl‘ék&galﬁee&ltﬁﬁe of} i‘Fangé‘%h%U—%o {(i?él%ss%ﬂﬂl st hod
used to bui e %aéklng mage may vary according 1o a type or

char act er bsgrcatsr thhn L0@), sRcking injagen@@eralod 36rmdyhet 4 bemespasdieg pel wihaf t he
security features contained within the security ipnage. NMasking inage

. ) g . g
gener at or theenapkingdmese fow bigfengss velup g0 fhlackletid wbers Sisgusel of thsrqaghietesss,
whi ch yar (R t t } I ] range of
bri ghi os ARl ag DA A BT o BRI g L PO, Ko Rne Fhike,
gener at or g8Gratary3G@ingp setttiat catdspalding pixe-af oimpmbekithenaga sk i g ghtmasggealue

st maskBH HoRVHIe) 25t B R BF AR 6R S AN BRI E S, TRNCC fodul o 38

obtai ns t e cAPIHREAKINEEISIoR! M pARIRaSLALAHR! REihoR NskPBMuIIE Shd MgsKRSKI Ng
image to the captured image to produce a "nmasked"” inmage. The nasked 1 nmage

may be comsigtenadvary wegosdiog tod tpher chgracierdics nfithe sehuity whagde 18y the r ong
signal s caused by. the. additiopal security features 5e. Q. .

Cetr orr 1 ENERTR e AR S g BB et LB Wy e Raskinseance
nmodul e 38ifialci¢habes 38 mshyndiomtiudesulthfe ffeQfFme® Fingtabl Bihbekyeaict he
ref erence i nmage and the nasked i mage, and conpensates the result by

mul ti pl yi Fefyisigperseng et the tyife afidecymaers|baing agplyacd. olhaangrefidsthinceqvatcst he
ti : .of . ' , . i vel
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30pi xel r pg-angputd thointsking imags iwreidanorage that sufficiently match the
reference inma referred to as matching regions. 100321 FMNCC nodul e 38

may f#hd {Wél?ﬁaéki@ae@a%%@raéqr%qsm%% the yasking dgpg'® faitoksked he masked

e, g R il sy e P e eCHBICTE RER e
exanpl e, bagdtred ywagnirdm image storage 26, and applies the masking image to the captured
image to produce a “masked” image. The masked image may be considered a version of
the captured image, but with any strong signals caused by the additional security features,
25  e.g., aretroreflective floating image, being at least in part filtered. FMNCC module 38
calculates and normalizes the cross-correlation between the reference image and the
masked image, and compensates the result by multiplying by the ratio of the template size
to the masked area at the respective match. Based on the result of these calculations,
collectively referred to as one embodiment of FMNCC, host system 20 may determine
30  pixel regions within the captured image that sufficiently match the reference image,
referred to as matching regions.
[0032] FMNCC module 38 may find the reference image at a plurality of regions within

the masked image. When a match is identified, host system 20 produces a positive

indication, ¢.g., an audible and/or visual indicator of the match. For example, host system
7



WO 2008/ 014090PCT/ US2007/ 072695 20 may di splay a visual representation of
all or a portion of the captured i nage and the matching regions within the
capt ur ed woeges/aik@odi spl ay 40. Alternatively, if FMNCC mouaiseo3®7f6phds no
sufficient match to the reference image in the nasked i mage, host system 20

outputs a at i ndi c tor (audio r vi sual ) ndi cat e deni a| _ of
security %GH%Mrﬁjléﬁﬁfayl%Vls repé%%ﬁtarleno gLer %mlewgéleﬁavuaﬁdga% %A%ssage

i ndi cat i nﬁla&‘ﬂn{?&% ﬁ§w‘{‘tﬁfneth3 Qéﬁifﬂreeﬁm%%ﬁ d?sﬁla"y@@ %l%h{a%e QEFWMQCC[ 0033]
FIG 3 is a flowhart illustrating exanple opération of docunent

aut hent i catoidole 3§>fgtdemm30ffwient:n@.tchlto thamefaralcleymagmmtthey@sladumgsthostes one or
nore reference

26
Cotar| Ly GORGT2h BRER ekl MAREE LRUROS iRinulS isle S8 PR ce 16

(42) . ¥osHoamsdnems ZPoﬂ&ﬁﬁipYeeﬁo@@?stéﬁl@OQﬁa iSFRY Uh%@saﬂggﬁgﬁc&fnéhb%aﬁ&fe@“ ty
docunent 12 using inmage capture device 18 and |ight source 16(44). 100341

Host syst eiRi2undgr etbemuitellecier mppecof security docunent 12 being
aut hent i Cﬁ]ﬂggl ﬁ?(ﬁ'%‘%% a)ﬁchth!f'hﬁféE%ﬂng&{aX}%ﬁ%Wat oA'd doclaﬁl ﬁgéu%ﬁén%: tfon

Based on dentification s one or nprere ere

i mages f ogystdne 100CHIGNT Thiyipky, fhoesystemi) steret em)d)ﬂhe@ ré@tehog im&ges 28xanpl e,
the user may nmanual I% sel ect the reference image via user interface 34.
Al t er nat i VB48f,Staiaee 26y Nedng oor e%ﬁﬂcwtyawcwe@fnl&e puchdis @usespeTt Welet i fi er

to autpmaj I r ed on
Char ol IR Sh (R AR RRLSPLLK LA e LS aRed RS P
nmachi ne- r ssdabl docnonst IZ\;RZQg intage@hprare dogite I(Spmddlght mareakﬁt(éﬁ) recogni t i on

ot her - cltHAR] HovtyaEro Lk 2o e b 8 sy factFionC P ETRE PWBgRIH  cach

type of S%Hﬁélfy%rcil%‘dﬁ%‘aﬁll}lgsm 0ORRk cﬁﬁﬁa@c&nﬁi’c’se@a&é@l%ntth@ 1&6@3}%2@{0&% h&@St
system 20 perfornms fast mesked normalized cross-correlation (F

anal ysi s swtaeeselidieore ormwes-refsranst anigen frethodecundne typa ditom emiongmge and

the refer 48). 1 n thi,s manner 0 deternm nes 25

whet ndt -oRBgHel P el B alel % (R PEY Bl PR AT SRR T b e
capt ured {gmR@@erfdddils. afkySivelyl BostSyxednh DO ehalyenfplisy Aeduter@h@d doddgdeaw. Host
system 20 may di splay results of the FMNCC anal ysis on display 40 or

produce aifgnbfigrdp ayiomatipglly errgmirapiomatisalhl selastheaeisrence opage[ROBHIN FIG. 4 is
ol LS 0, SRR 0L R Db YE SRS Bl Dy
anal yzi ngosother text optical character recognition (OCR) or automated recognition of certain pre-
20  defined markings). As another example, host system 20 may use a default reference
image for each type of security document 12.
[0035] After selecting the template, host system 20 performs fast masked normalized
cross-correlation (FMNCC) analysis to determine a cross-correlation between the
captured image and the reference image (48). In this manner, host system 20 determines
25  whether one or more instances of the reference image are present within the captured
image. This analysis is described in further detail below. Host system 20 may display
results of the FMNCC analysis on display 40 or produce any other suitable audio or
visual indicator (50).
[0036] FIG. 4 is a flowchart illustrating example operation of host system 20 of FIG. 2 in
30  further detail. Host system 20 authenticates security document 12 by analyzing a
captured image associated with the security document. As described above, host system
20 receives a captured image of security document 12 via image capture interface 24 (52),
and may store the captured image to image storage 26. FMNCC module 38 generates a

masking image m(x, v) from the captured image, ¢.g., by thresholding the captured image
8



captured i mage associated with the security docunent. As described above,
host system 20 receives a captured i nage of security docunent 12 via imge
capt ure iwDendsaueo924 (52), and may store the captured | FagaSt@7iomsge
storage 26. FMNCC nodul e 38 generates a maski ng image m x, y) fromthe

captured i e,. e qg., by threshol capt u e

2008/ 014080POT RS9 %ﬁswegéoégégf(Ségdl oo S¥§%§§)@C<ﬁe§sq&|ae 2
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i mage to [(Hl?vﬁl/El\mfa@mcrdelbb iﬁ)qhe@useSftlna)m%kmgmmenqe@nweomdesmdo@jeatﬂ on

bet t f f |

v moalPs SRR ERL SRR ioh g R RS Sinags HRLEe ARSRREIERY 2 0 a
maskeds i MyERE Epocificall{ INNCEMNGE 1888 b ?he%&hé@]ﬁslgﬂg Irhdge thyhd dAphPéiighdpg t he

maski ng i mage, represented by into a normalized cross-correl ation

cal cul ati 8P @ﬂ\ﬂé@%k@%énfr@ffe@ceh)dggl Natemperglg 88 anay do) thisrdy intieducai ur ed
% e R B S SR B OO RERAER LG gy s
r(u,v) —betwe%the(r&ﬂerenwwr@lﬁtem_aagervex Ve il of chftarddémppatie )ahdhéL is the

mean of the captured image/ 7x, j) in the region under the terrpl at e i mage.
15[ 0038] TG ERETOBCT attqﬁlévehw%h@ teaplae a%ge@élfdrtm gntyRd ymageds gypnw t h

t he i mge applied onto the captured inmage is given by: Etn(x + u, y
+v)[t(x g) ITif (x +u, y+]

D, ) —FILf (x+u,y+v) - £,
O, -7 D f ru,y+v) = £, 173

y(u,v) =

(]‘)’

where 7 is the mean of the template and fu,v is the mean of the captured image f(x, y) in

the region under the template image.
15 [0038] The equation for the normalized cross-correlation y,,(x, y) with the masking image

applied onto the captured image is given by:
2 m(x+u, y+ Ve, ) T (e, y+v) = f, ]
X,y
{Zm(x+uay+V)[t(xay)_f]zzm(x+uay+v)[f(x+uay+v)_]‘u,v]2}0.5
X,y X,y

VW, v) =

S G 9) —TIL (5 + 0y +9) = P ]
T m+ t y ) T D L Gttt YY) — T T

2)

20  where ¢ is the mean of the template and fu,v is the mean of f(x, y) in the region under the

template at the position (u, v) and fm(u,v) is the respective mean of the masked image,

Jm(x, ¥).

[0039] Rearranging equation (2) results in the following equation:



rm(u, v) -
y)-1-][f

regi on under the tenplate at the position (u,
mean of the masked i mage, fnOc, .%@100391
in the foll owing equation: WO %

"L(xou, y +Vv)[t(x, yYETfi(xy + v)[f(x+u, y+ v)- f ]21 I[t(x,
Th.(x +u, vy +v)- f _ {Ey + Vv)[t(x, y)- ELf (x + u, y +}05 (2)
20 wher e wWoi2eos/heoonean of the tenplate and L is the nmearC®ftiSeoo7/0y2695 n t he
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10

15

20

25

O m(x+u,y + )t y) — 11

X,y

3)

where 7', (u,v) is the normalized cross-correlation between the template image #(x, v) and

the masked image f,.(x, v), and y', (u,v)is corrected by a modifier. The denominator of

this modifier is in the form of cross-correlation between the masking image and the
reference template image. In some instances a fast Fourier transform (FFT) may be used
to improve calculation efficiency of a cross-correlation. However, introduction of the
masked image complicates the matter by introducing another convolution in the
denominator, thereby increasing the overall computational complexity of the cross-
correlation as well as making it more difficult to improve calculation efficiency.
[0040] In order to improve the calculation efficiency, it is recognized herein that the
denominator of the modifier is the sum of the square of each pixel in the portion of the
captured image that is filtered out by the masking image, so this modifier in equation (3)
represents the ratio of the sum of the square of each pixel in the reference image to the
sum of the square of each pixel in this masked out portion. In many embodiments, the
reference image consists of a graphic pattern that has approximately equal lightness
throughout. For these embodiments, we can assume that the signal is uniformly present
throughout the reference image, i.¢., that the signal exists equally in every part of the
reference image. By assuming that the signal is uniformly distributed throughout the
reference image, we can assume that the variance o of the whole reference image should
be close to the variance o, of the masked part.
[0041] Thus, based on this recognition, we can simplify equation (3) to obtain the
following equation:
{M.xN }xo

{Zm(x +u,y+v)* xo,

x,y

Y (U,v) = 7' @,v),

“4)
N M, x N}
- Zm(x+u,y+v)

Yy

Vi (Us9),

()

10

y) and fis the respective
Rearrangi ng equation (2) results
(eXHOOBPCT/ US2007/ 072695 t1[t(X,.})-
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(3) where
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y'", (u,) is the normalized cross-correl ation between the
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y' (u,v),the normalized cross-correlation between the reference image and the masked

image. This simplification enables FMNCC module 38 to apply an FFT to improve the
efficiency of the calculation. FMNCC module 38 obtains the final result by calculating
the cross-correlation between the masked image and the reference image using FFT (60)

and normalizing the cross-correlation (62) (in other words, calculating ' (u,v) ), and

modifying the normalized cross-correlation by the masking effect by multiplying

7' (u,v) with the masking effect modifier (64). In certain embodiments, FMNCC

module 38 may make this calculation at a speed on the order of hundreds of milliseconds
where host system 20 includes a general purpose processor, ¢.g., a 2 GHz processor.
[0043] Host system 20 determines whether any matching regions exist based on the
results of the fast masked normalized cross-correlation analysis described above. In
particular, host system utilizes the results of the fast-masked normalized cross-correlation
techniques described above to determine whether any regions within the captured image
sufficiently match the reference image. Host system 20 may determine whether any
matching regions are found within the captured image based on a predefined score
threshold. As one example, a predefined score threshold may require a correlation score
of at least 75 on a scale of 0 to 100. In some embodiments, host system may determine
whether any matching regions are found within the captured image based on a minimum
required number of matches having a correlation score above the predefined score
threshold. As one example, host system 20 may be configured such that for any matching

regions to be found, at least 3 matching regions must have a correlation score above the
11
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Ini(x + tt, y + v) W 2008/ 014090PCT/ US2007/ 072695 where a is the variance
of the whole reference image and o-", is the variance of the masked part,
Al ; and AVQ 2desiiim@ot he di mensi ons of the reference i nag@CTAIsA07/07260%1, i S

t he nornalized cross-correlation of the reference inmage and t he masked
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efficiency of the calculation. FMNCC nodul e 38 obtains the final result by
cal cul at i Ay serwity degunens widithe motehbnarragiens highliphiskeds prathey canapichiost

ref or ence | RAS Al IGC.ET, (OO kAt ROINRIJ ! Mkl A7 SRl gt | on (62)

(in other
region of the captured image that matches the reference image. The matching regions

may be shown with a corresponding correlation score, ¢.g., from 0—100. FMNCC module

10 38 may identify matching regions even where the matched image is rotated with respect
to the reference image. Host system 20 may indicate such rotation when the matches are
displayed. Alternatively, host system 20 may simply give a pass/fail indication of
security document 12.

[0045] FIG. 5 is reproduced image illustrating an example captured image 70 of an

15 exemplary security image on a security document. Captured image 70 shows a security
image having a plurality of security features. In particular, captured image 70 includes a
retroreflective background pattern 72, which includes multiple instances of a reference
image shown in FIG. 6, as well as an additional security feature in the form of a
retroreflective virtual image 74.

20  [0046] As illustrated in FIG. 5, the retroreflective background pattern 72 includes a
repeated pattern consisting of the word “CONFIRM” and a circular emblem design. A
retroreflective sheet material having glass microspheres may be bonded to a security
document into which the repeated pattern is formed. The pattern may be retroreflective,
such that it is visible when viewed under retroreflected light. The additional security

25  feature of a retroreflective virtual image 74 is formed over the background pattern and, in
this example, is a wave design with the symbols “3M” appearing along the wave.
Retroreflective virtual image 74 may be a floating image that may appear to move relative
to the document. The captured image 70 may be captured by image capture device 18
(FIG. 1) when a security document is placed onto view frame 14.

30 [0047] FIG. 6 is a reproduced image illustrating an exemplary reference image 76 from
which retroreflective background pattern 72 was created. In this example, reference
image 76 includes a retroreflective security emblem. Reference image 76 may be stored
in template data structure 28, and may be manually selected by an operator of host system

20 via user interface 34 (FIG. 2) after the user has viewed captured image 70, or may be
12



nodi fying the normalized cross-correlation by the masking effect by
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security MeHtastighting diegedressn of a retrorefl ective virtual inmge 74.

[0050] FIG. 8B shows actual matching result 84 obtained using normalized cross-
correlation (NCC) without masking out retroreflective virtual image 74, i.e., using
25  equation (1) above. As shown, lighting unevenness was improved, but the results are
overnormalized due to the strong signal from retroreflective virtual image 74.
[0051] FIG. 8C shows actual matching result 86 obtained using the fast masked NCC
(FMNCQC) techniques described herein. As can be seen from matching results 86
compared to matching results 84 and 82, the FMNCC technique provides much more
30  distinguished and consistent matching evaluation for all eight occurrences of the
reference image 76 within the captured image 70, as shown in the white peaks of the
matching points.
[0052] FIG. 9 illustrates an exemplary display image 90 presented by host system 20. For

example, host system 20 may output display image 90 on display 40. In this example,
13



20[0046] As illustrated in FIG 5, the retroreflective background pattern
72 includes a repeated pattern consisting of the word "CONFIRM' and a
ci rcul ar wolzbemid®si gn. A retrorefl ective sheet nateri alPCnas2003/001695 S
m crospheres nay be bonded to a security docunent into which the repeated

pattern is forned., The pattern .na retrqreflective, such that it is
Visi bl e wher SYiTned ninaks drse[%m_é ?gﬁtoemuga REP VPP EMagfy F oS Sudur ty
25f eat ur ef@fheRidcRIdeOIRMIRGS hiﬁﬁ(ii{g h{a't@l:ineg 1EBRRs 94 fdundfto @m@ieﬁﬁf #awme

background pattern and, in this exanple, I's a wave design with the synbols
"3M'  appewf¢myccalogg 76 hés wawen, tRetmatwhafg resstl s wensritiof oaly therageshing maipnbe a

floating Lnmage ,tha ear, 1o ve relative to,the docunent. The
capturod Fiagaeh B AR bE A Fbbaiins Ei et et D) when
a secus i t KadloSUR® Rfatdhinge o869 D I Markt @ With raakfBark AwitB QAW &l infilcindthes a
reproduced imge il lustrati ng. an exegﬁl ary reference imge 76 from which

It

r et r or ef | egkiof éhayaeikbing yegiopaispler e atzheeentarof gadicbquang. Thie sankyfmpitehing

reference_jr 16..1 o ef j ecr i e erence

e 76 e {8 HARRY fud SR LR CRE LIRS T ETCP
sel ect ed OSANFIRE0E o cxdmiasiougys viidondoV pies¢is&l by dsekfsede 26 4n (kbEy 2)

after the user has viewed caﬁ)tured image 70, or may be 12 WO

2008/ 014099 P uSErMprRis 0w ae mgtelinecdita. yOWBIrevndavisl aske hosidn 20 by
anal yzj ng i St | 85 gfmg i

t echnﬁ%uegﬁggg?r@it(gre%%g?%i Hr%’gt ‘ﬁg%t syfé%gg‘%gl%éd&r:a%gggies cgig\t%&)trt%%&{]ﬁrr%%e 70 to
i dentify Orecaritpdpernport tl 2 oorshis mesultsudyf hecioemttihgd wigh other pdrerafneairityrage 76.

100481 FI G i duct i of le. i i 8 t ect ed
from the centbmuion ef CHuRGREN RREly 3Bs RREReS PRy 10 St dndiy 37" macks ng
| mge 78 WRRiEERRSAKSLaBY of SiRiaRIOk dhitdhcs 2GR \BhiiEla ARk #81 AmRge 70.

For exanple, each pixel of captured image 70 was anal yzed to determ ne
whet her t hwaiiont envsdingte of thehrenisi rik! igasadhunatichieg acgoredeisihspdayed my egluimne . |

whet her tRhe.pi xel .was ve | ight.or very. dar.k. sed gn the.analysis, the
oot odhondF bt L GBSy ETRE uphdbn SomEEYnd ik, TBR TR had DGRBS A |
ot her pi Xginked B@brdifetomBsiK coficlh RO ofS skt BSMRth Dg Wikclisehnbdrt hi n
captured image 70 that fell within the pre-defined range were set to a

val ue of bgween f anthil Q0,180 beimgdhe highestaBetatign galymgeldrindiedcs e mefatorpit
portions e | . Y ) e the

under | yi ngé%%%kogfr% g@%‘é&rtggﬂa@ %ﬁgf%.glo%lggé @ﬁgﬁ%gﬂtg%ﬁﬁ:&%gg%%g 6mas ki ng i nage
may vary §sdr ¥arigud @nbodiyipts of thehaveadbe hingd bees dederibbd s&hduphettsiritrge.

15[ 0049] FEIGS. 8A-8C show actual results ?bt ai ned when different tenplate
mat chPhg tEMNHYee sxelRatiel ViR resgeqt &0 eamlsfs st theneXdpsrstledpedmesesi mage 70
of FIG 5 r Shave : il : G 8A
hows an_ S Bl B i R P T AR PSP isTb

t r ansf or nothEFDrm$ of s@uotyofsstuosrané tanplak ncadlong situacons. These and other

embodiments are within the scope of the following claims.
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wi t hout normalization and without” masking out retroreflective virtual
image 74, i.e., 20using the nunerator of equation (1). As shown in
FIG 8A, matching result 82 shows heavy interference by the

addi tional security feature of the retroreflective virtual inage as
wel | as lighting unevenness. [0050] FIG 8B shows actual matching
result 84 obtained using nornalized cross- correlation (NCC) w thout
maski ng out retroreflective virtual imge 74, i.e., using 25equation
(1) above. As shown, lighting unevenness was inproved, but the
results are WEROILAIW | zed due to the strong signal from
retroreflective virtual inmage 74. [0051] FIG 8C shows act ual

mat ching result 86 obtained using the fast masked NCC ( FMNCC)

t echni ques dkscri bed her eiAmmetied eamprisingseen from mat ching results 86

dt tch
mch ore 3001t 1 SRt gl SE 8P Rald poieth SNk Wbl B BUiGRS
ei ght occurr@ﬁib%dommhmcmsé‘ﬂMEe havingen frst faptiteiand aisecond featured i nage
70, as shown in tQacutaﬁﬁgeans@diﬁe@t,oﬁmme&tmwenmdﬁ sctﬁJg&Q%Z}e {é.{ée :

illustrates an exenp] ary .di spl.ay i mage resent ed
20. For exari5Iage W%’tﬂtegy@théh? S5t nay out put g jhe %&Eectatma@ﬁ using a

di spl ay 40. m&ﬁﬂgﬁﬁggm@}mmm MQ,@M&SZOO?/ 072695 host
system 20 presentsP%uﬁ@gd%dél mage 90 to includ % ﬂ’@ed |ma€e 70 of
FIG 5 and furth cie PhaRR 91 ORe nalEeR PR CHR e P REEIOR Jresiend o
found to suftheeapmed ymaget ch reference i nage 76. As shown, the

mat ching results consist of only the matching regions for whi ch host
system 20 found the entire reference I%Wthl n the captured inmage.

5Each of the2.nmat chbagnethediofieleind, wherein lannghhvamgdfﬁadgonnahznd £r0ss-
nunber i ndi ¢ eih@ioh'%@tv&e%ﬂiﬁe?éfe&ﬂ@elﬁﬁ & Md'de Eé:;%@d" gg ﬁiﬁﬁ%s?‘t the
1,0NS

center of each square e rank chi ng at were
rotated 180 from gﬁ'@ﬁ@ﬁéﬁ@ﬁ@éﬁ’ﬁﬁ%}&%ﬂ&r"@ W#8g% brackets. 100531

FIG 10 is an exegpp 19&1? 1R tnkbidking 1ALV 0 4hdd caRERE Gehaby 16 Wbtai® MSing§ked O
on display 40 illustrating exanple tenplate matching data. Qutput

wi ndow 94 nel@B& shown on 10di splay 40 (FIG 2) after host system 20
has anal yzed capt dsledlatingpg aorfihliatt ajosscbrielation between the masked image and

the reference image; and
modifying the calculated normalized cross-correlation with a masking effect
modifier representing the ratio of the size of the reference image to a masked area at

each matching region.
3. The method of claim 2, wherein the masking effect modifier is of the form
M XN}
Qom(x+1,y+7)
o

, where M, and ¥, define the dimension of the reference image, mfx, y) represents the
masking image, and @ represents the modification strength.

4, The method of claim 3, wherein modifying the calculated normalized cross-
correlation with o masking effect modifier comprises modifying using a measking
effect modifier in which a =1,
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the security docunent 12, or this resul t may be co%ﬂ%&ﬂﬂ76933695

parts of security confi rrratl on of docunent authentieity. Aﬁ "['
illustrated in FIG 10, output w ndow 94 includes a row fo 7eg1c4n 29[08 -
six tenplate matches found within captured i mage 70. A | ocation
coordinate of the center pixel for each matching region 92 is

di splayed in colum 1596 in [X, 43 formw th the upper left corner as

the origin. 5The nﬁ‘b@ﬁn‘i}ﬁjl) Fl”bgml@,o of elpimn | awheeingepiv¥ine 45 imege pbatleast 2
correlation i

and 100, 200 R of 3 88t CObifes Beptihe in imafe R fealtid goRRonC0f 2
rotation in sgggrtw@c@me@a@md sherai thenpemhien T ke Wﬁ%t}géowmw reepding an
to referencep, EE\SK 3 ﬂlﬁ%ét]nevﬁ{d be%oﬁﬂ@%h%ﬂﬁl risds & %ufxﬂvﬂﬁgb%avm

have been desc descri bed 20f or ses o explanatlon
with respect? ﬁfé’f lteéﬁiﬂf@fﬁé‘fenfﬁ%@m@fglwecf”& Peélloéffﬂeé%‘t'q f%émi%ges Wi t hin
security docunents, the FMNCC techni ques descri bed herein may be
applied to other forms of security f uresadte | at e tchin )
situations. fThese{(Amgndadhet! 1%%&94@% émé’r & W eh‘?lﬁ Feses é‘e%Ql‘egﬁ:glVG
foll ow ng clfgitife is WErddtobietite rtiEt hﬁﬁigepoafﬁdr l\h&lbfb‘ih calculatingapt mbtifd
an image of at |east a portion of a docu V\/ner LN the po;tél on of
t he docunemnomeh@éég%wwrﬁka@nwampﬁlge%aﬁﬁlgs teazeekiRE ieehiodhe GRiured
feature; imag€ @ Gehatdsngt RasiedbbitRd FOMEBkirdgRdeativestirtaal fredget from the
bet ween a. refere ce imge associated with the first feature and the
capt ured m’ﬁ?@%t ¥§8& nmasking i mage generated fromthe captured

i mage; and out putt| ng i ndicia of one or nore matches between
the referen 2. The nethod of claim1,
wher ei n cal cul atl edeFWB@F%%d@ﬁBged cross-correl ati on between

the reference i rrag.ehemud thmmashlpgummgmmmlg‘éxecmppucckmaggeraepamm@pdaof a
maski ng i nagﬁﬁlrfﬁgggftph)g%%%ﬁ&ured i mage; applying the masking i mage to

the capture farn a masked i mage; calculating a
nor mal i zed cross- wdiereit @ehemtingtaveeaskinge imagsk eompriseg eseliig whpixel of the

reference i 1 cll
I r%ai%tgﬁ to a fird Qe el%?le &L)uca% In HeAligd JFeh [p:t\%r@@ 1mage has

cross-correlati maski ng I 61" represen
rati o of the biightness wah@ quiside @ﬂﬁédquéé’alﬂgﬁ of Mmﬁs ypbigs.andeteing the

mat ching r e%)@é] of the masking image to a second value when the corresponding pixel of the
captured image has a brightness value within the pre-defined range of brightness

values,

8. (Amended) The method of claim 7, further comprising selecting the
predefined range of brightness values from among a plurality of predefined ranges of
brightness values based on a type of the security document.

9, (Amended) The method of claim 1, further comprising determining
matching regions within the captured image based on the calculated modified

normalized cross-correlation.

10. (Amended) The method of claim 9, wherein outputting indicia of one or
more matches comprises displaying the determined matching regions and a

correlation score corresponding to each determined matching region.

11. (Amended) The method of claim 9, wherein outpuiting indicia comprises
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3. The nethod:of .claim2, wherein the masking ef f ecd®RCibdIS2007/873695
the formEn(x + it, y + v) , whereand NI define the di nenéi[)o[]ob& .
reference image, nit; y) represents the masking i mage, and‘'a'*"-*-*""-!
represents the nodification strength. 4. The nethod of claim 3,

wher ei n nodi.f yi { . | i -eOr i.0 i .
maski ng eff é%%{lc%%fﬁ %]?aélﬁ?éc%%ﬁ %&slﬂ%gﬁgﬁ %@gﬂsﬁéﬁﬁ% tglg r‘.}é@ E?eﬁdn%gwe‘@{h étn
modi fi er in adiilofe to find any Batclirgengieny isTtlﬁmmintrb@a@ﬁ @1 aipredefined score
wher el n_captitindqany hTRAS:0h 1Bk EAikpg QIR of a docurent
conprises capturing an'inmage of' at I'east a portion of a security
docunent, and wherein the portion of the security docunent including

an i mage hawisng a, fir I LS :
security i nalgzé ha\(fiurlllgeﬁ&aed? ??%%J.Il?%{?é]%rogf ?lg@?inge%ﬁ ggﬁjﬁg&gﬁghg @gc%ﬁ_glﬁed
ret ror ef | ectriovmalizedt eross-corglationnkstwest) tiphislavencedeage aafdhencaptuyadeindgs
t he second r i W 3§ - i Vi :

| mage, and VROFLS CARUHE EMddifiod SorfbaliEhd OB (AR Whig HBlst Fourter
cross- cor r elteanstomeconpri ses appl yi ng the nmasking i mage to the
captured inmage to renoves at | east a portion of the retroreflective

virtual image fromthe caﬁ_t ured irraﬁge., 7. (Amended) The net hod of
claim 2, 13, whérmiendadhd hearatharhof dleigel .amipreindhe st ardsecopd fretugpsare

conprised ofga Yldleabid ¥1n@lioPitpaltems, 2 wherein cARSNRING LRBEHRE ndemAlized
maski ng i mage conprises settjng a pjxel

| ] of the masking,i mge t.0. a
first val ue crpisreorelabion é@ﬁ&%%@pmwsﬁh%ﬂn%fﬁ@gdmgﬁ rtﬁgh? ﬁﬁ%@r%@la&e to

bri ght ness vgldge AUESH dPoriod GFdBd §deBAH f1aRURIR hattérh $ftinh R ScapRitdititnagand
setting the pixel of the nasking inage to a second val ue en the

correspondi ng pi xel of the captured i mage has a brightness val ue
Wi thin the pre- defARRHIII THS n@dthdd bLUIIREE SwikabitaBe firsB and Avsend échiurdhare

thod of claim7, furt . | ecti th defi ned
of bri ght neddsy P cternd, Friaighy ol Bhlere gl PpEmR SR, 8 cBoged
brig hfj n g)s S T\r/]rﬁirmeﬁzhddgcﬁ-e?-@:ﬂrefatio{ipﬁnqﬁ'itséd1@;ﬂ3€ingl thet magdng ireage. to tBe captured
Al e e nethod of cl.al .ur [ k r I
et chi g r ogPERE FTRRYE B bl of i SUERL L8 of R P papporec

nodi fi ed norimage.zed cross-correlation. 10. (Anmended) The nethod of
claim9, wherein outputting indicia of one or nore matches conprises
di spl aying the determ ned matching regions and a correlation score,
correspondi nig.t o éAmiendtel) eThd nuethoditafhlaim r bghbarein the (sapemdd depturehis a
met hod of clgj . ei t k:ndi.Ch84; i —eorralat
e/ Us2007/ . Bk H4Aats oy McRith caltflate oCip B o fzelbross comelation
mat chi ng r eciomsised applyingithe ceaskingdmapedethe capared Amagys ia rapevera leasha

any matchin é:'i’ﬁ‘&{ ONfie bRl S FahRe B oRABE datiied iRRSslef | ned score
threshold arfd a mninmum requi red nunber of natches.
16. (Amended) A security document authentication device comprising:

an image capture interface to receive a captured image of at least a portion
of an article, wherein the portion of the article includes a security image having a
first retroreflective feature and a second retroreflective feature;

a fast masked normalized cross-correlation (FMNCC) module to caleulate a
modified normalized cross-correlation between a reference image associated with the
first retroreflective feature and the captured image using a masking image generated
from the capiured image; and

a display to output indicia of one or more matches beiween the reference

image and the captured image.
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12. (Amended) .The. nethod of claim 1, wherein cal cuIVIIS2007H0726848
normal i zed cross-correl ati on between the reference i rrag‘ejﬂg dl&éﬁzn{]g ‘
captured i nage conprises calculating the nodified normali T
cross-correl ation using a fast Fourier transform 13. (Arrended) The :

met hod of cI e the,firs f are .fi

and second L} tr avF%Ifn ’%‘T“%ﬁ lg?lr\t&em}fﬁﬁ Q/\gevl"%e ?f@%fncﬁ?tfwﬂﬁ% BB P ed
normal i zed cross- emaskingtinage gewa’uos&sgemﬂtmangaﬂimg meagei fivgm i thea gaptired
t he captured image to renove at |east a portion of the second

ul travi ol et 16155? ern fromthe captured inmage. 14. (Amrended) The

met hod of claim 1whmﬂr dienFMNC € meduleadplesc thednpgkang imsgate tlig capfured
and second F?fna élﬁ'a%fskgg rﬁ%nc?alcﬁ&gs %%ﬁh&h%'c@bﬁs%p%&tﬁn bﬁtween
nodi fi ed norna |ze cross-corre I'on conprises

i mge to theéheapskadeithageryé thorafermmecinsge, zmaﬂsmoél p@ﬁﬁla @fgctdated mgrmahzed
second vi si 589%

nmet hod of cll%zg(?s% ?hleﬁvmen mﬁn% hﬂﬁqﬁggﬁfﬂ{tﬁ% adtlur e resélﬁl n@fg? é}eﬂ)e@tgtggrrazg of
and wher ei n thefeferbrde inggatamuiasheddrerct wagli lzlé’@hmgdéglﬂﬁor rel ation
conprises applying the nmasking inage to the captured i nage to renove
at least a portion of the bionetric feature fromthe captured i mage.
16. (Amendedp. A sésmended) dbe avibenticatiomdsitieecefialdm Hevi ce conpri si ng:

an imge capture Wﬂ]&%ﬂ %ﬁeerﬁagmh GRIaYE aBd CRPIUpRRed TREge Afe BémpSRAtoRa
portion of an arti ereln ortion of 'the article includes a
security i muyealimafpixeds, end st r et ror efiective feature and a second

retrorefiective f%%z‘é'ir? the maskm% fridnk l‘a%i' BendiRle 2Ré maskmg 1mage by
cross-correlatjon i‘m)ueto caﬁgjatea dified norgﬁ ﬁ(}
Cr 0ss- cor r elS§HINg R P}éiﬂv@é e Masking IgRee 19 ’g% Vé’%‘%eo%’ e agoweinending pixel of
retrorefl eCtthé’@aﬁt&@H‘ifrﬁg@ﬂQs h%gﬁﬂl@isufaﬂu@b birside aupﬁeﬂﬁ'nfedrmﬁgd ﬁgbmgl’ﬁ@ﬁs
generated from the tured ipa

|
i ndi ci a of JR&%sr2 Is lﬁ%ltﬂé‘?lé’éxegé’ffv@%ﬁlﬁsh’é]gr’é?a&eeﬁgea%ﬂggi OEQH%) Whep the
Cap';]ur ed i M@gres é)’bﬁdﬂgﬁﬁﬂmﬂ)ﬁﬂﬁﬁiﬁpﬁmf 1m%49) hasld brightmesdealje 'ﬁntkhm the pre-
aut entlcatlggg (fVI ce g chéﬂ;aluml]g1 urther conprising: a masking
pe b RS-

.i mge gener BRgeA WS¥ASRY'ng i mage from the captured i mage,
wherein the FMNCC nodul e applies the nasking inage to the captured
irragetoobtlna sk g a

Cross-corr eI ti on( @F{}\ig% 'J’['T% gur?%ésiﬁ gﬁ’dn H&?icé %g Jl‘ﬂlter{r?é‘f gv(rﬁgrr?(l:neﬂ}e FI&]/INCC
and nodi f i esnodde cietarmires exhatvbinga rdgiod mtbmsi:hﬁ)rcﬁpﬂumd dinagd tased on the
masking ef f et | Bssl 0 Roi? e ai9bla} RBspl
reference i rré cuﬂ}[PéH quﬁfﬁeéei@ﬁ%%gfabtda Sesacﬁlegrﬁo?h?l%%l%gllon 18§ ay Weplays
( Amended) Tl‘the alstemmitted cmpichingdrmgione a3 elcqitelatipn score’ compepBAing tipeeach
maski ng 'mgﬁtéﬁ%erd%atglﬂﬁép{%‘?a i mage are conprised of a plurality of
pi xel s, and maski ng i mage generator generates the
maski ng i mage by setting a pixel of the masking inmage to a first

val ue when acorr g ﬁgﬂ&gdﬁ‘9‘119'aﬁﬁx’ent‘i’cfahbﬁﬁeﬁ@@bﬂél@ﬁn Il Haﬁﬁelﬁﬁﬁ:héamcle is one
bright ness val ue outsid predefi ned, range of Hbtne val ues, anpd

setting the qfiapasspat, t%@eﬁﬁﬁl%@nllﬁﬁﬁﬁoﬁ@%c@é‘céﬂﬂ Sie AT Pﬁé‘*umy
correspondi ngeRinksl of the captured inmage has a brightness val ue

wi thin the predefined range of brightness values. 19. (Anended) The

aut henti cati on device of claim 16, wherein the FMNCC nodul e

delt er lm nes rm& Cpl f'%méﬁ‘&d?”ﬁw%ﬁtﬁérﬂwhﬂi& ﬁéﬂlﬁ@l{oﬂblamﬁgg m@@dl mt Ehﬁ\lcc
cal cul ated nodified normalize ation erein

di spl ay di spredie calsuigés 1%1H%@%ﬁ§tn€mlﬁ ﬁeﬁ?@n‘é‘”’fﬁﬂi‘o sing 8 &84 E‘ﬁunm
score correspeefiag to each determ ned matchi ng region. 20.

(Amended) The aut hentication device of claim 16, wherein the article

is one of a passport, a credit card, an identification card, a birth

certificate,nor a(sgenddd)Theactp@itation device of claim 16, further comprising:

an image storage module to store the captured image and a library of

reference images that includes the reference image; and
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e -
21. (Anended) .The authentication device of clai m 1@CHEIS2A07HT2695
FMNCC nodul e cal cul ates the nodified normalized cross-cordefdl dodfig

using a fast Fourier transform 22. (Anmended) The authenticatioen. .

device of claim 16, further conprising: an image storage nodule to

store the captured.i L s r g i . .

i ncl udes the ref e?’élﬁ%ggi&r:r%géei?oalfﬁ%l%ggé{ﬁﬁq@ﬁﬁ%e{ﬁg%ﬂgm. g%)lﬁlggé from the
a user i nt elibaarg dfaefeesnes imagesewhersputhe suihsoticatigntdericeatuicuecibeispiegied
fromthe |ibrar f f | in the authentication
device retr ilér\%é%‘c%H%géeeﬂerg%‘%ﬂrl@%r&}r%\g@?&r}g%e fromthe i nage storage
nodul e. 23. (Anmended) The authentication device of claim 16, further
s '”ﬁﬁﬁeﬁ&éﬁg‘ﬁiga{@gﬂé&ﬁfnﬂgéﬁ%ﬁf&ﬁﬁl CARHAESolfREReANd @

i brary of réference Images that 1ncludes the reference i mge, .

wherei n an aut omaah drdge Lstenge inwhile 10 sfore ghe cepiuftk Iage AR de Lty o f
fromthe i %ﬁ%\ﬁ%@ﬁ%ﬁ%&“% fga&@qmg characteristics of the

captured i mage, _ € authentication ¢ Vi ce ref_lri eves the ]
sel ected ref er encahiersimen priomatisclocwagel ideniHisg sclvplg fhe reforency ipagsdEem

A security qugqgsﬁégy S’Méi&‘%hé&%h%% 5554 O CRAFRESIRE of the capbfted TREEe,

capture device t captures, an_Trmage of at Igést ortion of an
article, whevlsreintthe qydientientiont daviee wetricves & srRlpqierbaciareast (reae, TPRaE
“having a fi (ra-ﬁltagé%{.&@%flgcg@é_l ve feature and a second retroreflective
feature; and. a host systemthat calculates a nodified

normal i zed cross-correl ati on between a reference i nage associ at ed

with the first reiasieabdda ioartedioimentiithdlicainapyseatcdnpbing:si ng a
maski ng i mage generated fromthe,captured i mage, and.o s_indi

of one or nore nafB H@ég%éi‘%’?ngqvﬁ‘& ﬁ?‘@tf %pg'ﬁgsem?rﬁﬁ%e %ﬁﬂeﬁ% ac%?ﬂﬁgrrl (ei)g%n
i hmagﬁ- 25. Frfrenol@ekin iR Sitibe km_ffitbahi'timte B%chidemaosfecuﬂiazi mefgg,hm @ifirst
t he host system generates a masking, i 1 . tured i mage,
appl i es t he TRESIEFREHY E}g@#&fﬁ@@%ﬁ%ﬁ%ﬁleﬁhﬁp&?g&tﬁ&%ﬁ?ai n a masked

i mage, cal cul at es at hestngystahi thet! calealtesc er metHtedonotreslined ncrosrecariedation
i mge and the reference image, and .pdif. . '
cross- cor r el EHVEH it reé\c%%ﬁg%assgg n{éégt&lﬁrlgzlﬁ ?gsrt (}Eﬂé%?ggéé[ﬁ?i %&?ﬁ%ﬁg%
ratio of theaphzed dhagdesingfeneskiagi innge geocratedafredther eaptured dmage, and
mat chi ng region., .26.. (Apended) T nt, 1 ' L & h
21, wherein ?U%émg elgglr?ﬁl P ferfor][%rsci,\llf negc}gir@ée{h%ga%%% ;{H%Srggt}fﬂg? ghagcta%d\?et °
virtual i nmgaptaedinedger ei n t he host systemrenoves at |east a portion
of the retroreflective virtual inage fromthe captured i nage by

appl ying the masking image to the captured i e. .27..  (Arended), The
aut hent i cat i2fh syiﬁmgnd*t(gc'ﬂwi authepticatipn HEETEHnHAIS ?ﬁgW]éerP’i“gtﬁ? %g%}lﬁ’ sgm
to illum ”a}\%ngg&?ﬁf &%iﬁ% iﬂ’i‘%@é Gloth {HR & abiughat infue] Sfplies tas raslgeg imbgen
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angle 19 F 4 .
o image tg obtain a masked image, calculates the normalized cross-

the capture
correlation between the masked image and the reference image, and modifies the
caleulated normalized cross-correlation with a masking effect modifier representing

the ratio of the size of the reference image to a masked area at each matching region.

26. (Amended) The authentication system of claim 21, wherein the second
retroreflective feature is a retrorefiective virtual image, and wherein the host system
removes at least a portion of the retroreflective virtual image from the captured

image by applying the masking image to the captured image.

27. (Amended) The authentication system of claim 24, further comprising a

light source to illuminate the article, wherein the light source is arranged at an angle
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reI ative to a-viewi ng position, and wherein the | N%GWS@DQ7M2§85
i s arranged at the viewi ng position. 20 WENDED SI |EET (ﬁlfﬂ'ﬂ 4343003 g-
n, exe. =

relative to a viewing position, and wherein the image capture device is arranged at

the viewing position.




