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WD 2004/ 023305 PCT/ GB2003/ 003418 1 REMOTE DI RECT
MEMORY ACCESS ENABLED NETWORK | NTERFACE CONTROLLER

WOEWICENER AND SW TCHBACK SUPPORT BACKGROUND R¥T/GIHE003/003418

INVENTION 5 1. Technical Field: The present invention
general ly relates to communi cat}on protocols between

a host conputer and an input/output (1/Q device. Mre
10 specifically, the present invention provides a

et hogubye Whkedy ﬁE»Bﬁ&DL&ESQ ﬁﬁiEm&d&KAﬁﬁ@é&ﬁB@m}Romm
enabl ed Network Interface Cont %‘}?gﬁ ﬁ)

support a redundaﬁfﬂ"é‘a‘i’f’tp‘ﬁlﬂuﬁt?wcﬁ Y Pﬁ)ﬁTof a

primary and an alternate RDVA enabled NIC (RNIC). 15
BacKoneowd ptimie okviiekat ed Art: In an Internet Protocol

(IP) Network, the software provides a nessage passing
mechani smthat can be used to comrunicate with
Enfigerernpuiiadéyi ces, general purpose conputers

(host), and special 20 purpose conputers. The nessage

passi 'ﬂlge %Qg@{y me%%&k %ﬁeﬁll? 1d123PSPRbLT conttuRl QGQbn protocols

| evel rotoc
BrtsRR Ry Gombirage pnal(-SRRhaErR) (ispor oo
prestibtetld vusew presept L ) pPERiEfles & @eghpd by which a Remote
I1:808 ME®EP Rdcesd r@bvAr ehacield (dteikByk antdetfimeUs@itroller (NIC) can

%&% @]rgﬁﬂ{ﬂﬁglcon@%ﬁatlg&%oﬂéﬁ\é ﬁi Srda rr_ﬁlﬂ‘né'p} &nd an alternate
Servic UDP es an unreliable 25 service. In

e Fﬂ%ﬁﬁﬁg Pie ¢ @% 3am Control Transni ssion Protocol

(SCTP) w Il also be used to provide a reliable

S EUsEL: ptRbRCRSREGBYEGULI Ng on  devices or conputers

access the I P network through Upper Level Protocols,

such as Sockets, iSCSI, and Direct Access File System
( DAFS)n ayntmqruﬁiatPerbyocqlhéIPDCPM@rsoﬂthmas@ftovens resides a

- RONRLE8ABL 8y aBBRHHI sAf tHRE0ERS 5erurAde MRBRIYHiI30te with

Ex%ﬁ.&ZB&[fp%t JdY; 8L Lgfglhgérﬁkéggnco%g%gé’r%d 1?3gt§nsin\{ieL¥ec1al

Iterature see

pﬁﬁ?ﬁ?l?%“‘%ﬁm r é'a’&c‘i“‘?ﬁfaﬁ? &a@gg?%&e%lﬁ@acasgﬁ.ﬁts of a transport
FQR/oCPY, ahEBEeACMVEL aprsaotdbnsnd ranNepmc kg, piesiragming

Noser@acdp. Ble k82 &tanbRks tﬂ:&%arﬁﬁtﬂ*o&cc@s 3 kn ™. networks today
JAL Q:plg Qﬂ:’angml éggﬁ%( %%pt%%é@é%%m(ﬂ) ﬁﬁalﬂ){é‘ hef fDa-lt-gg%aén Protocol

processi ng Over ni cations I\/B azlin

HHRime: T%Prﬁ‘@éﬁ% & éellﬁ%?ﬁ% SRFEECe Fpd 2B FoByovirRs {3 inreliable
fetvice. t Te vt forkee shadkrenn Coxonefli Frpashissionskpmgocol (SCTP)
ﬁi(IZI_eS.SSéc\/%er@@aUE@Q&oerIe severiablg %aw_nfe prksiaNgkecuting on

%QSoe;d cHrﬁ;%tQLs %%E@er l&hF g.T.l.p }Qe@%‘} 381[1] SUp 4p %eggl Protocols ‘

netmork secur e un

|1 C
BATURP drseHie 1?%%‘-‘?@%‘? rl?gr%ﬁt Aacerﬁsgﬁ’e]re F’é?%emt r‘n’gphps’ Unfortunately
hive IT6B/ B @sSorerancboveney ¢ bardiechbis . arPynt dufr eseceshps and memory
AE: U084 e i @rbsuinS hiy besn Aok el ieRgerdshieenetinoide literature

%ééé3%.Pﬁé}99§§”pggq&éie?”" ing and reducing processing overheads in
TCP/IP", IEEE/ACM Transactions on Networking, Vol 4, No. 6, pp.817-828,
Dec. 1996; and D. D. Clark, V. Jacocbson, J. Romkey, H. Salwen, "An
analysis of TCP processing overhead", IEEE Communications Magazine,
volume: 27, Issue: 6, June 1989, pp 23-29). In the future the network
stack will continue to consume excessive resources for several reasons,
including: increased use of networking by applications; use of network
security protocols; and the underlying fabric bandwidths are increasing at
a higher rate than microprocessor and memory bandwidths. To address this
problem the industry is offloading the network stack processing to an RDMA
enabled NIC (RNIC).
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enabled NIC (RNIC). WD 2004/ 023305 PCT/ GB2003/ 003418
2 There are two of fl oad approaches being taken in the

WO naume33ys The first approach uses the exi stiPQr/GBRBMB03418

networ k stack, w thout adding any additiona
protocols. This approach can of#load TCP/IP to
hardware, but unfortunately does not renove the need
for receive si de copies As noted 5 in the papers

above a@é t@vro o&l% Epga%lgg g:?e%. gc@éﬂaﬁ' :Qf“i:ﬁé SantdQstry The

ut| i zati on. e need faor copies, .the
ffhmfsﬁmrqaghpltﬁeeuﬁﬁg et(hgetmge%%af’ ASHPIHC AER gt Without adding any
eddidiiohsl pirobehtilng Trarropgoadd ceetofBheal PLBCEntpthardware, but
CRER)cunaned yReda @oDidefSle MRETIRA ALie 56cdiRDMA)dcO¥E ik Ne As noted

;:[gp tl%ng Op%gg CRIrEOtQO%QE arlh&é??m %nilg.[g%gt NLGetBNGs to cru

urr to support these roac €S 1S

SFhizaFion- heTcké?;?‘m%I‘f? 87 &ivee 13 H@P’t’eﬁat”}enl?‘ﬁ’est?éc’&naursumg the
appygiashrrcheh hdmed weame 1 st L sadsipoy tFranencadditdcdngdta Placement
RbOE)OCahS rRehb: BN-&etPlaV §ehic@RsPEGIRPEE PFRSSLHRYJTCP and SCTP

%ga%h.gm EHQtRD‘&Qn J%%lé'c?‘%qcbVRN %%Ef‘red’ §g%u @x@' these two
e

conmruni cat et ween no rocesses
BRRCFCRTY 16nSHYSET ¢ FRputer glffarefmﬂosegg tB%‘i:e@st%ée?‘ﬁ‘d
pepiveck the pasiveng musereifpecieithe adssiged peptocols.
send/ recei ve work queues on an RNIC. These processes

al so q{lg I{I\EE %%gdééj aarﬁessgggéagggir?g megﬁqngﬁ r\:q{aEe&eﬁ'J Bg used by

wor k queues consuner as a
ﬁﬁ%‘i?éspa’rsicsEQ%nd RS ﬁ%é?&ﬁ%%lcééﬁ RsEweEhPodRfer %weﬁa?s
éxéduriemton hosinspopitekypes: déviadst iagneds TOP, TPRDNACTERY posting

YORs / Qb el Res 530S W ESnd /fBLE iRV Rodkh GuéReUbL SnOknidI€Sthese

nessages fron;u:ae gg{g}lrggl on_gueue , through RNIC

BERTENA FECeT Ve Work corplet ion gueues. The
source RN C takes care of segmenti ng out bound
nessages snd/serdieagorhemetes tWe) 25edestionad itona cEpgumer as a

desid patd RN @h& akeegag&r @ax@fber Ea5S80dY isBGedalb@UITdrent
ranngg ng pclg]: 1t ntf rl{D‘iVLReI‘éEE nPJSly ggascC%P Consumers
esi 8 des ati ons consuner’.
%qum*fereﬁmeesmm%%%e fnsS%?@@esfsr%e copphRitiorgreue (CQ)
sbppoit R petd en®NeCeivih @osiofdonatet ibhatWC) nqueups et Fhe source
YREDSaRBE callh rSCELYNRAE SRS $8EbdhE TRYsEgds akAOYMIIBSy tthém to the
NI C Ia@%. erf a"Lﬂ‘he (dglsi)_:lfna§hon ?é( taﬁg% £601°_I Qe%%%sngf‘% inbound

per or s nost ranspor
ﬁ‘éf%&ﬂeﬁ g, glagigggthen by the JpEegY ni?ac? gn3qed Wy Ehe
typticakion perdronmsr { hEhégenkohayers (vwegRNICEVémdISNEd )access the
RLAEESSE NEhpRBE A0S | ik YR . NMOARS bo@RAYAthat {dtaRSRALt verbs and

E.recectl\QD é(c gg rthgffgl\]llea:g g(%b ’asq]hec WI%@eICHacLO?E&))
Tty HeRost

Software alns all the state
| nfor mation associated w t h TCP/ | P connections in
host [Tod=t, wefitowye ieépe rgsal¢Put herfoghatmesk rdfothattirensport
I(8.50Stch0GAl ARGBEY 18OV . § he 1hpSIroseddingl erdily, the wIC
%:yBP al'ELy performs the link layer (e.g., Ethernet) processing and possibly
a modest amount of transport or network layer offload (e.g., Checksum
offload). Today, the host software maintains all the state information
associated with TCP/IP comnections in host local memory. Keeping all the
state information in host local memory allows the host software to support
switchover, and switchback, between a primary NIC and an alternate NIC.

That is, if the primary NIC
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swi tchover, and sw tchback, between a primary NI C and
an alternate NIC. That is, if the primary NIC WD

waQaoeane3ss805 PCT/ (B2003/003418 3 fails, the hPsT/GB2003/003418

software noves all the connections to the alternate

NI C and continues conmmuni cati oh processing. RDVA
enabled NICs offer a higher performance interface for
5 comuni cating to other general purpose conputers and

1? det\!ﬂec %.ES %Nki%‘?are l;lg'\legaglf tll,ﬁe tﬂﬁé(%. LS (t% ghe a-{ggl)nate NIC

'ayer into
ﬁ’i“br"&?ﬁ‘fﬁleﬁh‘&%“é‘wlﬁé?@l PRPSCSSABI RNI C, the host
software is no |onger able to support sw tchover and

SW t Ciamc knsisidaoni@daytes HRGRARE Y formbRes efmbeetaca for

h | )
S L S0 RS hL0cpL YNGRt TUAGS L. e
(’%ﬂ@adT"éf?) LEUREET | (Gng- -aneR é‘lnlio‘?ﬁt&@?ﬁnfﬁl Sat it BEslaéfsr into the
BIOIL.i Bueniggataingeshse bifyeas plronedt NIGNpharimst s@WwWge is no
Qéﬂg%eabl%UW%¥pg;c TR JRWVENELONwitonhddte desetdday’s mechanisms.
E@%ﬁ?@é}:? 2 aagf I%;lgl neq}th:meOYé ql%%deé r11,o a_{lo(/vsltu\]ﬁ,%pgg ts’upﬁort

' orm ng hover between m% a
REHSEREV S PéﬁtS%ﬁ%ﬁ? %E%E?béﬁafbﬁaé‘af"r\%t \f\Br@k Fhtle PPARESELons an
€oltw obhremi ¢RNIo@} t@ndomtrinad teer AateesuRNIC ajplaganedtoy unplanned
BERCRSEIf System conprising: creating a conmon queue

pair for 20 the primary RNIC and the alternate RNIC

such that the primary RNIC and alternate RNIC share
FHEREE o FEHUBYENDr ; detecting a switchover event;

and responsive to a detection of a sw tchover event,

Swi tCBh@%rQ&gﬂt J.H@eglqhbﬂ]ga_c@érdllﬁ@lﬁlﬁgeufé@' rid raom.ﬁsﬁeaspect, a

¥ er orm:.ngh € al:t er nat e RNI C. 1mar§ I?em%pé X)lrect Memoxry
creeﬂlngg onmon qeue a|r| cu&g assi gni ng

jeerse eli‘aéﬂ%@é Ny veHe IpEPHFAFy RRFECET {HECAI 6 fadtermate RIC
RNl :C da ti€ hprbbeds ihh esypr ema cymp:RNE Ry ardead ingr a atoendNIig@zue pair for

ShANE 1 MU RS TMaLAT thet BE: SHSUE rir2AdRch Rt ef@d bylmatrbemc and
gyihe&élavtvang%c q’10| Ud&lsé gon(m%plgqetﬁ?fe fgau'eue Qca E sv?itci%gver event;

conpl et on queues rabl Y, crez
eptTrSAPeffdTe ’ﬁh?rdfi’tl‘?éFJoRi’egf s SEHINYE $VERGe SWb‘fchm‘J over
hendiriyigt sfanse ajueod gaiotBohi dre pableeyerNIC es tthe éii@rnate RNIC.
pri rrary RNIC and alternate RNIC. 35 The net hod
br ef e30L4c,48 fc§§a 1823 bk B EOMIRN, GRIBLEL! Alligning a queve

queue erna

seRde Fﬁa‘%het H‘é“‘ﬁ‘FY n%w m Eh%u?&teﬁll"’ttér%“éﬁcesm EhPg primary
RNEC @ofmainecmans BRI Rhgee gesueandi gint tie ngewy epnge.
operation of the conmmon conpl etion queue to the

al ter %%etateermg ItIme aqueue range includes a range of queue pairs and a

range of completion queues.

Preferably, creating a common queue pair includes assigning a range
of memory translation protection table entries to the primary RNIC and
alternate RNIC.

The method prefeably comprises: creating a common completion queue
for the primary RNIC and the altermate RNIC such that the primary RNIC and
alternate RNIC share the common completion gueue; and switching over
operation of the common completion queue to the alternate RNIC if a

switchover event is detected.
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40 switchover event is detected. WO 2004/ 023305
PCT/ GB2003/ 003418 4 Preferably, the primary RNI C and

wo b@4abizes nat e RNI C send checkpoi nti ng nmessageST/GB2003/003418

each other via one of a fabric and a shared system
menory. 5 Preferably, the fabri€ is one of a | ocal
area network, a wide area network, a nenory mapped
I/ O expansi on netvvork and a system area network.
Prefe he ¢ kpoi n g u

cr ot et EURRAL R R AORR G e depa o
f= %ﬂf@omtfegwee‘ﬂrsea%lty eatcllile"%}fér %3 GRe Ydé FapsheiFded shared
thecemypencal . checkpoi nting mnessage as one of a alive
nmessage, update worKking send queue swi t chover send

conte ;_- %Q%%{ €k %Ltce sen oguaeligcglwag.’%g%\é%&oﬁ{eng wide area

cont ext ueue swt
BeRMG €d§ﬁ’é‘i’ﬁy E‘%Pﬁe@xi[ L?ESE%RSéOE O ed 21% 3% SR Fuetfe network.
swi tchover acknow edgnent cont ext, update worKking

recei \peemeyey SWé t&ﬁekwlnee@einwsa@estﬁmuw peadgration code
glge?%t&elde £LG; Y8 AUEHE, S L CRONELT,, fgCei ve context,

e vior R I'ng recei Vé queue sw t chover acknow edgrrent
context, update conm tted recei ve queue sw tchover
acknowrketgabht, tbhatoprtationpaateeidmrtkiing cbapiyeeian checkpointing
ﬁ@@éé%eséﬂﬁ tebaver &Jﬁ%eﬁféssaéé]d uﬁ@% Qoﬁ&'ﬂgl tdRdqelhe switchover

(s:gn lceltqtlz on qtlljec'tl'l%escyvI \l}: \cliege Cé) SZ“ Sﬁﬁ %xaké Xd ctoggext update

§W T ShoVar ' eVant ci s non-Tec e|p t'erna
mlengo%enﬁl IRk PBEHTROTRES §‘é]§‘é’wﬁ?ﬂ?:ﬁﬁﬁeflh ecoﬁFF’FFar ypmeccomtted
wetdiquege pridgiosemangdovipdonad ofntekihe.up@stPmetlaimgblgceive queue
§Mﬁc@1@bé}9R J:*@&‘@fveh%}d:'e&ﬂg Whatdeomaied p@icérfré @ﬁbﬁeh &witchover

[l nary to Lhe n

o roor et ril RenEilpGorll gkl HEESic P Abagmen
ERE-eFt armare weteﬁam%gve [Fepe .%F SVRR) RSRowledgnent. context,
up@oeessiking ¢apaetsitnt gleueosiplteboter t:cbretepm rradyug ek € committed

abfbiteR o3 Quakd ernadRvBNIencand making the address of
the primary RNIC recogni zabl e as an address for the

alternate RNIC in the switch. Preferably, swtching

over REPFATPRE of Pt FYLiEERAYET pRiePt froRPE HECSHRG it ;Fher\ﬂﬂéemate
RYIC hetfad tcberiatodnRMe€sagre fucte She pdinhyy RYIPiithiy agpkdetermined
doradd ef nake. RNI C identification context information

for a conpletion queue context so that the alternate

RNIC is recognized as the primary RNIC,. and nodjfying

pri maPyeEETaPaY 1 SFHAPERRVET | AL IHY At Fon TeBHf BxAF Trom the
pafrgrmyeRNIgnto fide altgpueae pNI¢ ioohidest abliphan tfdress for the
Bkifiaker R Go §3dRe8NHIA B AShé NA tePid @By FNking the primary
RNIC inaccessible to a switch coupled to the primary RNIC and the
alternate RNIC; and making the address of the primary RNIC recognizable as

an address for the alternate RNIC in the switch.

Preferably, switching over handling of the queue pair from the
primary RNIC to the alternate RNIC includes: modifying primary and
alternate RNIC identification context information for a completion queue
context so that the alternate RNIC is recognized as the primary RNIC; and
modifying primary and alternate RNIC identification context information
for a queue pair context so that the alternate RNIC is recognized as the
primary RNIC.
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40 WD 2004/ 023305 PCT/ GB2003/ 003418 5 The net hod
preferably further conprises maintaining state

WO ndoanaasvi on within the primary RNIC and al t er Per/€B2003/003418

RNIC, the state information identifying a sw tchover
state of the queues. 5 Preferaldy, maintaining the

state information includes maintaining a primry and
alternate RNIC identification context data structure

t hat gn gﬁioeds Pgéfﬁﬁ%%f}; fggt?he(}f c rp@lm 9&§1W:a191919|\ﬁ/ %q:a

state tif rimar

F’él%?ﬁ“?ﬁ%’r Wlféﬁna\ﬂteepﬁa%aéymfé Pla%mlrﬁr&te Eice
dhfemabte RMCifpity pdartridwer. sféls?@eP@%ftéﬁacme}ueS

mai ntaining the state information includes mnaintaining

a CoBPefeetra_pr qH%Pn%aEQPr}geéﬁe s%g#g J.E@an&glgrptl&lﬁﬁﬁiéfsorﬁad.ntalnlng a

each conmon rimar

BF teFH et R}\ﬁeenaii% Rhe 116‘F’é"s’efr’r€aHR?eﬁ?Ii‘t€ﬁt p?aé'rﬁe?‘a%ﬁure that
proitidde satalemithode of sendNAEQ sdatchovsegrene s a Rrinagd#@tBAIC
REQGRS ST 2 SHSERY h.@!d': Qﬁar& ﬂfeinﬁﬁfnbérRNeraaﬂ&n&Be RNIC identifier,

ald eLnal &, RN ConfOTRL slalge s fig6ei ving a data segnent;
pdat’i ng  wor ki ng nd ‘queue sw tchover context

|nformat| on in the primary RNIC, sending an update
wor ki Rgefeendlygusaetewiirghohe steontiefermghéek jordeggnaintaining a
BBRSREEor Quihe 3Pt efv1at Ba RNy Gnihr@eLirdlk NghcdNcaifdat émpletion

oSWt ext checkpoi nting
%ﬂgaég%?lr o§1 qnﬁ er%ﬂéit gb%&lﬁéte gtl ng a | ocal
copy of a conmtted send queue svvltchover context with
cont emhs roksddte invgpdate pcefersbledrowhdksqaetghod of sending data
§&@ﬂe@1lagva-§{ acmtaeﬁocqabsﬁigp g&mejmnga«mgsa@emmd RNEE REE NG
Lhe0ate Re0Tel %aqg%arzﬁgmggeg acg s grnsrﬁ ) @b nd WRrking

ernat e oca ueue

§G0Y GHBR IBWZ:Eﬁ%‘P@i‘f SRPEFFtC SR RTHREL VY 1{1 VORK nsgfndlng an
spdrt equetidng sweintl civeuer swi.onhesetr cmkpmhﬁpkmnmalgésage to the
aick 5Pk Q@u& he !\Qéé&krﬂﬂg &anapdaquewm@wédc BeNE e s@Xd chover

contex% gﬁn cE: (“rjnegéJ gga f§g\n tth 8:@: ﬁﬁ‘fc u}?(%tﬂ?& a local

present |nv |on secon

eawae? cowﬁgﬁanﬁe@é@% ﬁ‘@ltrSB?r’fﬁft sPnfp%gv% e?ﬁfénts of the
ebé&rentomtiofedvsend lapade dwii ittepvar @onpxit ehegipstippingngessage; and

gxebibethd hgfLeagndAUS S Al sbrogiileer to performthe
steps of a nethod according to the first aspect.

Preferred features of 35 the second aspect conprise

pr ogr SRPEFERE| Ehe RS It IGr IRtePps™ 1067 dSpoNdi AgPd dueue
boitdievertchotextt epsh gfntehes prietbe redateavukiey efnd hreue
il &hovasS RBEtext checkpointing message; and copies the working send

queue switchover context to a committed send queue switchover context.

The present invention provides, in a second aspect, a computer

. program comprising computer program code elements to, when loaded into a

computer system and executed thereon, cause said computer to perform the
steps of a method according to the first aspect. Preferred features of
the second aspect comprise program code elements to perform steps

corresponding to the method steps of the preferred features of the first

aspect.

In a third aspect, the present invention provides an apparatus for
sending data segments in a data processing system having a primary RNIC
and an alternate RNIC, comprising: means for receiving a data segment;

means for updating working send queue switchover context information in
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In a third aspect, the present invention provides an
apparatus for 40 sending data segnents in a data

w@r@amessIhg system having a primary RNIC and BOT/GB2003/003418

alternate RNIC, conprising: nmeans for receiving a data
segnent; neans for updating wo? ki ng send queue
swi tchover context information in WO 2004/ 023305
PCT/ GB2003/ 003418 6 the primary RNIC, neans for
%Eg%rqgal%n P@%@aﬁ@ E‘Egi* %ngﬁ{l]d ag'“{ﬁ)hgte ert %gﬁd c%eue

cont'ext chec ol nt I n% nessag e alternate g c
FELTLOTOF C°F‘e i FreFPariipe a{’feésé%‘?nhot tRsd a%%"ﬁ&a&% eﬁﬁ“& means toxr
seftighny em vpdatextommhbeddhepmt iangue s syt roont ¢tte checkpointing
abéeigeat nRMC a1 58aR% e foiT ey pglahk Nraupdaahg CORYc capp of a

%?M%Jt&&dsggﬁncﬂle%eéﬁé%x}&hg ftlext Q,Jlttﬁxéon‘é'leﬁ& %@néh%”hﬁdate

comm t send queue sw tchover context
CREEYESET rﬁePﬁ oTITHE SHGE LT T"fﬁ‘&ﬁ§t %Fk%"éﬁajrrﬁg MERRPIGatPd means
Segreentifa ohe aasentogeeudrod re spreéfaered enbodi ment s

of the present invention thus provide: a 10 nethod,

ConpuigL r&%@&&%@ Q{b?)g%éntsagfj b %Jﬁﬁgﬂé e.LQvQ?c%n thus provide: a

processi system or su g hover an

BGFi%n b‘é%‘l?“tflh EraySY P’Eﬁﬂ"é Ffadisir 6’&1&3& ?thas%‘f‘"eeﬁfmg system
conpuppes-ien RNIGdes!t chowetre hed swvtmlﬂoepls, thadiisitpidyited data
bhé = O eGL Y cbmlggma%@s, t 8 tensk, Nesla® s anSeTithk s

%ngxrcgﬁr% \é?{_ﬁél q:%léeco gh&?‘c ﬁer %E? rHottiegqg;er :?éil%l Xﬁd receive queue

e end es pre erably segnent
ﬁé%*‘ssagé "r‘ﬁ‘flﬁm’steﬁﬁ‘érﬁegeh‘f?d mEFSATERT t TR ’?eﬁﬂdeeﬁt Rr¢fipgpbly segment
tthe neispdkee ifhe segmdritghesl anahamobt Eres seapnintoyet otheedinks. The
shecand fp0esuriRe Ul e drldenfRENMERY Snd trddkfe@nd route the segments

%Epl{‘h%péé% ?r?an:% Qr?cg%%de TheTﬁQ%mH %Icé WE’:X/ £§£%%ﬁ£‘ﬂl %he segments

Into nessage at t desti nat i on.
hee ﬁr@?ﬁaﬁéoateﬁﬁ?)dieﬁﬁiﬂ%%? t he pr esent inventi on
provi de a nechanismfor supporting RNIC (RDVA enabl ed
NIl C) swuétrrheyefeqadtboasmidtehbacke pisdsBat tiheeiohesrtlde a

FEGHARLR BN %p‘é%&n‘eh%@x@ (R+@L\” QSQM% DEM%QVQHE&QG
occurs on a rinar connecti ons
SFEEchdaftic Hébngb\‘iE? HISf Srres) ‘E‘%ﬁhﬁﬁ’c%“ PRH"C‘ gnfiefpp planned or

abplemnad evRMI<€C ocoms pues p2Enoanfifi.catl ontpraodéns jaguections are
Addi dHeanaddryto léSli ag-rherdreeh@nizam ﬂlfeoéliti&dati& rnid@ontinues

%Eﬁﬁu% E:gig\.o% an gFﬂ% OfA&cﬁ\%L €§§gntusllﬂél &R r%%hanism provided in

connectl ons S bac

BESERERTTEN %ﬂ*O?FiEerﬁRﬂWtﬂespreﬁan WSF%HOFedC"é’HﬁB‘a‘roﬁén‘fa“ also be
ekitdredpraggent invention will now be described, by
way of exanple only, with reference to the

ARG BRSO Ba et System i 11 ustratec

in accordance with a preferred enbodi nent of the
pr esent pidfeedd @fibodiment of the present invention will now be

described, by way of example only, with reference to the accompanying

drawings, in which:

FPigure 1 is a diagram of a distributed computer system illustrated

in accordance with a preferred embodiment of the present invention;

Figure 2 is a functional block diagram of a host processor node in

accordance with a preferred embodiment of the present invention;

Figure 3A is a diagram of an IP Suite Offload Engine in accordance

with a preferred embodiment of the present invention;
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Figure 2 is a functional block diagramof a host
processor node in accordance with a preferred

wenimad2izent of the present invention; 40 Fi guPET/882008/003418

a diagramof an IP Suite Ofl oad Engine in accordance
with a preferred enbodi nrent of Yhe present invention;
WO 2004/ 023305 PCT/ GB2003/ 003418 7 Figure 3B is a
di agram of a switch in accordance with a preferred

enbOdl nent 9& he B gr!ﬂtof' Qv ;:&9 %écg)g&%c%cwléa g %referred

di agra ‘of a router rn accordance wth a preferred
ERpRSHFTARN T 0Fhe RECTESEHIS Nt i on; Figure 4 is a
diagramillustrating processing of wor k requests in

accor gapee w:tl@ 2 PLekef eda %@Qf MantcRbabfte PIESENbreferred
i nvention; F??reslsa diagramillustrating a

SBPI SR tl?ﬁ BEFIBGt EF e EbMbut er system in

accordance with a preferred enbodi nent of the present

| nvench.QLﬂ:el B i’!"laffllaﬂgyrzmlqlﬁsﬁg?né rﬁﬂ&fﬁﬁhglcﬁf u&:ﬂd;requtests in
Fi is.an i stratleno

Seiate o TR, PE T hPRaBie® SE L Re iRHBg Bppeneion,
present invention; Figure 7 is a diagramillustrating

a por trigureot &= di Siargirbmtaadusmrpng er peysibenef @ distributed
clallnﬁ{ﬁ:tegfagﬁtéxﬂ 1%Q%xﬁa£@éq%§§ﬂ &B%ﬂ%gg@%ﬁg&%ﬂé of the present

transaction j n_accordance wt ef erreg enbodi nent
PV P rigsEhtet ?OTCf QlérﬁGTSntraﬁFﬁ e*8 1°§°4 di agram

illustrating the network addressing used in a

di st r irhgied e Nas War Kilnge SMXSbRMH B &RGOFEEAACEn \Mckbrdnce with a

% ee::‘rrre d Odl geong tgf fpreggntp g§§rﬂ:tl nventi on; 25

|s a agramo portlon of "4 di stribut ed
conputer system containing subnets in a preferred
enbodirtgure 0f id hedjeesentl lusventin@y pofiigur e 20disrabuted

%ﬂa{taem afstem ! @/%iﬁgtgmw &@aanb@@ x%aﬁ@gtt 86d %ﬁnm%@gmem

in a erred_enbod] resent |n e ti
BB AT QBTrE PSR BT B n BT F: 1 Phepent
RMventiont er f aces to the host softvvare in accordance
wWth the a preferred enbodi nent of the present

I ”Vemf‘l&ﬂ:e gslf Iag&:[a?grlt% 1q§.95§fa?t1§? Sc%'%eﬂ@c%& (gdﬁgé%? used in a

illustrating an_exenpl ar connection state related
SHPUEHIbe TRREPTEPT CRBATK PHAToorastag KL ﬁe%refsyrﬁt%smmdment of
RNE Gsresentadoverddnse With a preferred enbodi nent of the
present invention;

Figure 9 is a diagram of a portion of a distributed computer system

containing subnets in a preferred embodiment of the present invention;

Figure 10 is a diagram of a layered communication architecture used

in a preferred embodiment of the present invention;

Figure 1l depicts a schematic diagram illustrating the RNIC
interfaces to the host software in accordance with the a preferred

embodiment of the present invention;

Figure 12 depicts a schematic diagram illustrating an exemplary
connection state related to switchover and switchback that is maintained
by two RNICs in accordance with a preferred embodiment of the present

invention;
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40 WD 2004/ 023305 PCT/ GB2003/003418 8 Figure 13A
depicts a flowchart outlining an exenpl ary

WO pootioadsnzat i on  process of a connection acr 0OSBCT/GB2003/003418

RNI Cs in accordance with a preferred enbodi nent of

the present invention; 5 Figures 13B depicts a

flowchart outlining an exenplary resynchronization

process of a connection across two RNICs in accordance

wth g, preferred enbodinent. of the.present .j
Fi our B985 BE e JTEbRh SUSRLERER e UEIY Biciattmation
Preasse reft RngPReT0 Ehaekqssi Hio RBESR R arfseniaeewsidh § preferred
Brvamanghtand et prax@he #Nketian;accordance wth a

preferred enbodi nent of the present invention; Figure

14 depjcts xenpl ary..schematic.diagramillustratin

a Sen 1gu§ﬁe§%p§|e%{£|&ﬁga n%ggcgkbag‘:% f ?Igtv%/lﬁh% P 0CEs. Ic""hrged bs
roRYyIRIN @Y 2R PLoRC R AR . R5CHineRt ¥PpRrefaser ol NG il Reficordance
eftd heppyresesd envERELORE Fhepresehh fepheis;an

exenpl ary schematic diagramillustrating a Receive

checkpoi ntin ssage fl ow and process, used by t .

Rl Cs PR ab ol DRtTS OF (HOUP 3P KPP S ioa Al gpErating @
theckppigenesjaveentddohet 2R Pyiparyoagepileemagn RVIC in accordance
RXEITR| et Sedie BRbd G meh B Prathd plésdntaidwegtson;Conpl eti on
checkpoi nti ng nessage fl ow and process used by two

RNICs in accordance with a preferred enbodi rren{ oL ,

the pFEEEst 11 SFBLTTSOAT TS piafr &oheraliliegragy i lustrating a Send
ekerkpbanting cesrage ¢ 1dv cgriapradeksSisedt hyingva RNPES gy pecordance
BNEC ot OrNel-Béd 3o RANLE: DM Ligd Q¥ &den¥eSBRGELdd ;0w and

process used by two RNICs in accordance with a

preferred enmbodi nent of the present invention; and 30

Fi gur Bigugredthidepictan 2o PPy Seaatq diagaaygr shhustrating a
Rbddiskr @dcRgoiat indnteesant €1GP 2AG tirvatsonsak Syage RNDVs in

205h RLRGL I3 S Dt d) RMbESeht oEROHBNGE Wildhtdon;
preferred enbodi nent of the present invention.

DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENT 35

The pFiduwer @ depbudi prmxepplavespraagbin diagmsmt Lbypstrating a
P&V ESn @he@ﬂﬁ%&ﬁ&ﬂﬂétﬁéEéé@BTﬂﬂbhnéhd§ﬁS$dE§bh@ﬁédﬂﬁy two RNICs in
SQ§H¥%Q§€E w§¥£taCB?%?er&Qgté%Bgdiﬂgﬂg Af @ﬁé'present invention;
I'nterconnecting these conponents. The endnodes can be

Internet Protocol Suite Ofload Engi nes or

tradi Fional 1hcebisof bnasenbbsgdsthrmet iretdipriotblusfating a
§Hi$5%§-Rﬁ%%chofﬂ1@8£ﬁk%e9§ﬁ¥é SENdnaRd: HesRIMer CHEI RRbESss used by

o transmt and. recejive nessages, The .endnoc}e
. ol T t
%3‘@ % S PRe*HELSEYE At ¥ Jéenef%gr%% mﬂ? Fansm t ?]ﬁee presen

firgeredonyvéndt he | i nks. The switches and routers
i nt erconnect

Figure 18 depicts an exemplary schematic diagram illustrating an
Alternate QP Activation message f£low and process used by two RNICs in

accordance with a preferred embodiment of the present invention.
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

The preferred embodiment of the present invention provides a
distributed computing system having endnodes, switches, routers, and links
interconnecting these components. The endnodes can be Internet Protocol
Suite Offload Engines or traditional host software based Internet protocol
suites. Each endnode uses send and receive queue pairs to transmit and
receive messages. The endnodes segment the mesgsage into frames and

transmit the Fframes over the links. The switches and routers interconnect
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WD 2004/ 023305 PCT/ GB2003/003418 9 the endnodes and
route the franes to the appropriate endnode. The

wendaoesss reassenble the frames into a nmessageCEGBRIVS/003418

destination. Wth reference nowto the figures and in
particular with reference 5 to°Figure 1, a diagram of
a distributed conputer systemis illustrated in

accordance with a preferred enbodi nent of the present

Itﬂé/ %[.&Eﬁ&{és ;—Iﬂie rowgtl,eS tl:ﬁé %ﬁg Ct%“ﬁﬁ’é gg z%b% §{Q endnode. The endnodes

resented in Figure 1 ta fmof an I nternet
6? sGEBte BT VigPReT 1B N6t }“eSWha%§hFPier?§fnaltﬁﬁn and is
provided nmnerely for illustrative purposes, and the
enbodiuint-scfentlendpr esant SQui-8y @Rl 0N paeSGuLREGrith reference

pglﬂ uggq_ b dl m@t§ :ngr Q'Q&Jtc%{npt?‘c)é§t egfls :Llllustrated in

nuner ous O pes an con uratl ons. ,’%%Qr% exa
BETRTGERTS gfg/tsl% éngreﬁ%?% ﬁgﬁ?‘?lﬁfﬁn’é Hr e W@ﬂe%%‘m%m The

disttrfieuprdesentutenvanteorepadsenanden Fioweal Saked the form of an
$REAGEL \%xrobomenpmgﬁsw n@@)d GuiLWsi APUELL OloPUWnd hé Qrovidea

ada te massi vel er conp ut er sy
T SHE SR LS VrOteaRu e g: i SUReRlreie,aY ¥re Brosent

tth*(ﬁy@a% sleg¢ribed kalapt s be ﬁmﬁeﬁiﬁ'c@@ em SOMPYERT efviséems of

atioduseithedfcybbe fhcesaittigitutabhs ONFeaRxbeplaypt@ipanéedystems

ﬁlﬂpl%gxenélqlfgr Q%H&Hé@%ﬁiod&%ﬂ%t E¢ GQIP Slen8YSLVEMBion can range
%onnect b an Internet or intrane 20 1P

100
£ 2 PR BTG dE R PEWPFRTETTeY for lnput?"“tpug (x/0)
Reanferd Mvetrdsigelnpdeal il plOerEpPUdRs tTvishbete il Myndends or
Sy¥Giafls ANER ek SolNYnd alpanaids oAty aciiadtéxs.oMBir@hermore, a
gpéfer&w@wém@npeafweﬁg p@@glerftoam&ﬁlw%agrwIlmpm%@éd in an

tination of nessages wth he net wor k N
GRSt B ez a i §e‘“°itﬁ C?i‘é‘tut%o‘zyfﬁ%‘f 8%?8888%% ?\n tIr‘i1 sxnet or
fiprranet- host processor node 102, host 25 processor
node 104, and redundant array independent disk (RAID)
su bsy§£ q’[@t W%s ]‘legﬂ-h:%nﬁgﬂﬁi I ic!u“ §£1!é?1tc?dnét[aloﬁjc Q%E@réonnectlng

are for 1llustrative ger poses 00 can

BTt Ut 1ty et A EReh Rome 55 Bf R cpeT e 25y Canbonent
prochsddro pxies, nstol e rbdesetent apbdpratinguiipposigin and/or
PEOGRS61d1] o AR Sagd Vi tiaRetd nbbeorRodes €8 defD@iddOBkample, IP

§t Ao %}ﬂﬁ%@s n%é§qnl éleh%él b e dﬁéét“ﬁ?octegs@le n3fe A02, Jost

eV|ce ori ginates_or ConNsunmes nessages
PRGRBECT fofp 194t a%éed%‘ﬁaﬁhe“éﬁ%ddlfiﬁ%‘ﬂideﬁ? FifE (khiD) subsystem
poBsSENG. | Mientddes, ildnserate hramddunegl arechaniidhustrative purposes

dhsf r kb %pegee: %B Uéa%{ cSHRIE By ﬁmege%sgm a%e%gc& ;N8 pendent

error 35 hand mechani sm al | ows

BOPATHPT ACFBH ﬁé‘t" N &t Fn othes SPﬁcﬁldﬁ”‘é@PF%Lﬂ%iﬂe“mg nodes.  Any
et Firgy noget eap Suchias ak Rmepdi@e, Rigbskafereigsdefined to be
dS@s ibereian, odigiddkappt | Gakl BN cdeduinae dndsBbdesObr dAtafles in IP net
g¥ghange, which is a primtive unit of communication

bet ween cooperating 40 processes. A frame is one unit

of data encapsul ated by Internet Protocol
In one embodiment of the present invention, an error handling

mechanism in distributed computer systems is present in which the eriror
handling mechanism allows for TCP or SCTP communication between endnodes

in a distributed computing system, such as IP net 100.

A message, as used herein, is an application-defined unit of data
exchange, which is a primitive unit of communication between cooperating
processes. A frame is one unit of data encapsulated by Internet Protocol
Suite headers and/or trailers. The headers generally provide control and

routing information for directing the frame through IP net 100. The
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Suite headers and/or trailers. The headers generally
provide control and routing information for directing

wo b@4hesoe t hrough | P net 100. The WO 2004/ 023BOBEGB2003/003418

PCT/ GB2003/ 003418 10 trailer generally contains
control and cyclic redundancy dfeck (CRC) data for
ensuring frames are not delivered with corrupted
contents Wthin a distributed conmputer system |P net

n | S a ata
RS SR St A e 0 o

§BE IPREE S FEYES &8 Coltiin FRETFERS c("PF’%fjts

file access, and sockets. IP net 100 shown in Figure
1 inchuges a Swckoheda eaputdy catid)S1d abei moldbntains the

é@m&mé%%%%@ %%‘B %\Vg% ets 1%9 on& ugcgné ﬁorgln%néirelous forms of

at tenc In a
FEHIEEr YUl %ﬁ&@%@%nw%ﬁﬁws EHEHBHES 102 (IFC), file access,
codmeckeat.e OF erctnio Epbver porRigueend ¢acliudesid isgtched

@Mﬂ:ﬂh&mg hJ.sabtrtﬂE ough fihien! ;Jalra@g Jaﬁpraé;mérgw & oNubdduRl-ént1y
Eorts an shown |n Fi

1
Ot eand PaLhS,Lrouah Lhe L5 [etjshoun. LD FLOUES Trenorery
BarrRPfiddetyigareents arfgfapdes AR o8y CebfPyAL MY tiple ports and can
svilichediicaphal pacad ithasudnabrée apldd, fhoricadmue stl@ble®ports and
ga&mm\g@amee 10 It TBY o f2C S 75 KJIEI-& 4oR..£ %@Sgi.fﬁ%y;&%r fhault

he I P net” 100 in Flgure 1 includes swtch
Feleraghg Aot radery PandwiFh deth st rangEfAisce 49750S tO components in
ewiivdetl scommimiqaitéons ARisricogdd hépr sgminidtiraern aud imgntenance,
gsyfcrc@ﬁ?shhfrr)@gfﬁ @BgsdieBkiioQ another link using the
| ayer 20 destination address field. Wen the
Et her net |s used as the link, the destination field
i s kndhh Esnethd fel Higeeed sincdnieorvitkC1hdgresd 1¢, and
t-ouiear 115. aadaxicer ishatddvadé asatrammsctrasecignet hiemks together

S?%fagl?; ?Etﬂﬁ} bggfé'raﬁg%rfggrﬁ cf ei:gtk Y@%@m‘aﬂ@ﬁ"l%& us1ng the layer
QTR MHPES TIPS PP SR Todah afeisedas | heotigts, che

datiodiphEmnt figld ilakkroyngad Gthe wpdpd edcceprarmetrdetiMg@naddress. A
aeycdrWis NabwideK chab bt efmlksShasmdChn &ﬁe&ﬁdfﬁ@dff‘destlnation

RS SO 0 U Bl EX AIBLE.01 St AbL @i chool e
BabBeT. it PN G PR CUBhRrs FadBont oee-

backpl anes and printed 30 circuit boards. For reliable
servi gg dngpesbddlkihignd SCkP)s epanodeslexSukdhnes BSken any two

BE%%%SPa{br%d&%ﬁSéténguéﬁ Qs a&%ﬂ&%és,eg@{’c%ﬁ% SEREIALE. Example

q'taf’ﬁ[ ramss 3 E)eturn ack g rrc\)sntc franes optical
&8s tets ﬁ‘ésas:ef?c’atrrésmaﬁe 0 Py S?ﬁ’]teﬁe P
sobrase sl PH@‘*@@SF#W&F’F OIPPPEN tiePegfeon Igkpkanes and printed
chteigtredsadsin Figure 1, host processor node 102,

host processor node 104, and RAID subsystem node 106

i ncl ude at st one
For rel 1abale serv1ce types (TCP and SCTP), endnodes, such as host

processor endnodes and I/O adapter endnodes, generate request frames and
return acknowledgment frames. Switches and routers pass frames along,

from the source to the destination.

In IP net 100 as illustrated in Figure 1, host processor node 102,
host processor node 104, and RAID gubsystem node 106 include at least omne
IPSOE to interface to IP net 100. In one embodiment, each IPSOE is an
endpoint that implements the IPSOI in sufficient detail to source or sync
frames transmitted on IP net 100. Host processor node 102 containg IPSOEs

in the form of host IPSOE 118 and IPSOE 120. Host processor node 104
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IPSCE to interface to IP net 100. In one enbodi nent,
each I PSCE is an 40 endpoint that inplenents the |IPSO

w0 poogiobi3ngi ent detail to source or sync frameBCT/GB2003/003418

transmtted on I P net 100. Host processor node 102

contains IPSOEs in the form ofllthost | PSOE 118 and

| PSOE 120. Host processor node 104 WO 2004/ 023305

PCT/ GB2003/ 003418 11 contains | PSCE 122 and | PSCE
%%ﬁtal'ﬂgsiPS%%Ofﬁsigé 6ﬂ’%§}g 1qu2 Q—loég r%r‘?)%leyéjo%sno&eeabﬁ aallso includes

processing units

SRR B oA D b 12 §y’§l"eﬂﬁ1d1 34me"|96gt13&r ORETSGTNGTGaS by bus
bpdrsi nB4 ar Hyst mebockesr certer 204 ploiciesdy ngcludest sentral processing
136ed 49 4% BndBMRENo424d BLELCAMNGGLEDPY BudUPstem 144,

system 144. 5 | PSCE 118 provides a connection to

switch 112, while I PSCE 124 provides a connection to

SW t cﬁPiqm,llarm-”OIVP&%EQ q@@eghtbn] 2 bl dd2a while IPSOE 124

@RARRELI HNtchle&WchCheswidadh and, 1i4.1pkBrd N20Nhd 122 provide a

enbodi nent, an | ad Engine is inplenented
Com%atrlanmf’es“élrtcge%or%l ngll(%% of hardware and of fl oad

m croprocessor(s). In this inplenentation, IP suite
pr ocegsi o esbafimkbogded 1m0 sthie: PPSEd Fyise is implemented in

'hgp&v@fgncngual chhlkﬁlrﬁ\@lc‘?legfnﬂa%dmget hﬂ% %f@%b@uﬁl{%krocessor (s). In
at i ove net.wor K..wi e

EPA PP G BEiS et DRSO ACR g (U 15" BBIRGRCar ABSCE: This
preteEstationnakire PG| MEHEPlG FENTPSEHS cafpipafiqns over a
EQDtdHed detgorie witpowyitde tirheicionslneeshald bi@ciated with

@bﬁxﬂ&ﬂlgéﬂﬁ 5959?3‘&5% SYSt&l &%ﬂothméﬁf Oy 96658H0ba & ‘_}L@ynet 100 in
data transfers w thout involving the operati nglés%/ tem - ien

FAPYRA Lpriseds  thantPERBT oy 8T ndta bt & 1P st

rzeke alybesesdogutdryt dhter &ninsfepsmminhewst uom\fl@@ ths operating system
kadh&abeskdsa , Ri@UERp1bys NHaRsrel 14 hoveiple@thidie, ARt tolerant
area.network (WAN) and/or |ocal area network (LAN)
connections to other hosts or other routers. 25 In

this exanple, RAID subsystem node 106 in Figure 1

i ncl udesindgicacebdorFib88e Ivemowberl¥l, ik c@ple@ tOf Fldgagrea network
ERgiN&nd) 2SW6a1l E2ea aREworRI(1AN)| BodrRAUNEANE, aRAEBMosts or other
stliped storage disk unit 174. 1P net 100 handles data
connunlcatlons for storage, interprocessor 30

conmuni cations, file accesses, and sockets. |IP net 100
supporrhsthitsi g*mﬂpalad\mdv hsuspatebheje anél iexFiswmel ¥ includes

I%&@B@%@ cmgl p;a;t | NSy LR r1&dd 8 1§1eC@fbsBﬁPa§I§, and
ker nel process an

el TR BT FLaer O CORDoRE S Ut s

I PSCOEs, V\,hl ch enable efficient nessage passing
pr ot 0@l Set LB NRhal&D abta Tohk@d choi gl F@NteFRUt iM@rprocessor

%%guﬁ%qggélﬂ%gd :JE:LS.Le ap(%lslsgé ngng lQ o%iéef or {1@\@(6(:0{658 sggports
high- bandw1dth, scalable, and extremely low-latency communications. User

clients can bypass the operating system kernel process and directly access
network communication components, such as IPSOEs, which enable efficient
message passing protocols. IP net 100 is suited to current computing
models and is a building block for new forms of storage, cluster, and
general networking communication. Further, IP net 100 in Figure 1 allows
storage nodes to communicate among themselves or to communicate with any
or all of the processor nodes in a distributed computer system. With
storage attached to IP net 100, the storage node has substantially the

same communication capability as any host processor node in IP net 100.
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general networking conmmuni cation. Further, |IP net 100
in Figure 1 allows storage nodes to conmuni cate anong

WO b@awedsves or to comrunicate with any or al | POf/GBR@3/003418

processor nodes in a distributed conmputer system Wth
storage attached to I P net 10012t he storage node has
substantially the 40 sane communi cation capability as

any host processor node in I P net 100. WD 2004/ 023305

PCT/ 091%/ nr&%ﬁlﬁentlztfl@ 19 I’]r'leete (ﬁann t:LG ;.'rb%rle Pl I’E%Eports channel

100 shown i ure supports ¢ semanti cs .and
ﬁ%tf*?ﬁ’rtﬁrc%é‘l’?én‘t‘?“k?é'y THARHSS - s SHaRLTc SePntdGfets faetimes referred
tefeaar pedd/receias semwh/shmmmc@tlcprushemw c§hymorel semantics

Qpe Akl 121 Q&M@Llé@i@ﬁt LS oydd Gnt hecrdbpei @kl 1/0 channel where
Co%glgcc?etvllgg S ggﬁgl %ya_ga ang. % dtesé‘ q‘lattlgn gieviérae d%pgﬂrﬂﬁgs a final

whe a sou evi ce st nation
BERHiGRT Y 6F rilHodate 1 | HalDatest f»ﬂ%?flitb?ﬁ'ofﬂh% HE=BRrFanp tted from
ehaurek meresd ispseiftike 4 KasEinar bors proceded f grpmmgnication port,
B IRs Q{&Cgﬁe%l%?eﬂie&beﬁl andeskt nathon R6eEQ/SeSmemory space the

mm n I tbl o Q‘E TE W d 0F Schg.r%tief %gﬁ%]rft)ic%'h Gk &é% tltlﬁ%lon

esti na Brocesses ﬁennr ace
W?ctetSénPrerﬁb CAtRE SRR EIC Ejearﬁ?n %§Fa?%ta%%tdﬁh%m on
10 process pre-allocates where to place the

trans Ehtxﬁé?n@r‘fl@eﬁanﬂl@smfﬂrc%eﬁ%ﬁésﬁsdu%cﬁgu fe8ds or writes the
Ptceﬁs?gcirr €g ts 8303 Yol 188 Jd18:na ﬂloguﬂﬁcgggr e%ﬁ‘e remote

e node es |na IOﬂ process he renot

&é%‘%%nﬁ*a%%ﬁr%ée%%edné@d’ GPIPnd AL AR drE2 R PB@aPP%ﬁ?r for
détzg buod fdeesfrart déedab dhe dnebideésimote rigedsfey p& any data. Thus,

|1H\41@m\'5€§l deahi@st r@%ﬁ%e oloany &alsa. o HAYS, framB $BRBIYing the

ée 1nal:£6c’ri b ffe ut Ce %g’s So n?h % ggfn%tg_gr? ocess., In memory
Sontarnt gt |na I'on buf fer nenory ress of

EREIFESE | ﬁ*&?l%ﬁ?thP%@§§r°FﬁSWﬁﬁYVusé%r?&ﬁ??*“c?er‘?’rﬁ?mn for the

destdenpto@as prooeesssspley imeustyy grants perm ssion for

the source process to access its nenory. 20 Channe

Sen‘amciacs e%nsemango gn‘anglr Csser%artrﬁlax paltrcea\L_gél CQQW both necessary

necessary €,

Ae¥ VSPKRIRy EbHFEHAI @é‘% @?fserahr{ew?la%rlg %ot‘“ﬁ‘l"%Jg"é‘tlonS A typical

speratl arerendo pspoysoahhionatnaghonfofc hieamel awdmerenor yemantics.

S[E r@ptlh%tratfbea@xﬁﬂlﬂséﬂﬁﬁéé/ %p@i‘ﬁﬂ@heoﬁ ttﬁé ag@tributed computer
SLAL LN, LG AL SLTL DL e COMBUL T ofe 8Y 8! O RWrocessor

ure a oSt process r node,
s@@%é@éorlﬂlﬁw@smftorfmet |°E?Té’§lan§:tyol=1ﬁ3g'éf sb%ffn@% ghArapyics to send
WSk Ghad¥ebme@ABtY it HrOD SamdysttendIBIOBMLTE & CHEATRAND subsystem

tegarﬁll?x%s Rﬁl c§nldlg§1)ﬂsarl d‘gs%nJrZ/Z SeJ&Hl%l &th §ég&$ Xﬁé &k buffer

exani nes the connan uses menory semantics to r
ChES Y af 5t Fost mea?%émf Pt dThct h@%@ﬁ%ﬁsgwe geof A?h%r the data
kosferphiocesdortheoBdlD Aflhsystemengbeys Saingf f egmansiqsese, push an
tthe RMbL:Svhsysd=age xRk 0y tehanbel preesddt-i fsdd.0 push

an |1/0O conpl etion nmessage back to the host processor

node. L1,one, exeTpl ary Smhod Tenty, L5, I8! LLANLE svotem shown

in Figure 1 performs operations that employ virtual addresses and virtual
memory protection mechanisms to ensure correct and proper access to all
memory. Applications running in such a distributed computer system are

not required to use physical addressing for any operations.

Turning next to Figure 2, a functional block diagram of a host
processor node is depicted in accordance with a preferred embodiment of
the present invention. Host processor node 200 is an example of a host

processor node, such as host processor node 102 in Figure 1.
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in Figure 1 perforns operations that enploy virtual
addresses and virtual 35 nenory protection nechani sns

WO 0008/02330® correct and proper access to all nePOT/B2003/003418

Applications running in such a distributed conputer
systemare not required to usé3physical addressing
for any operations. Turning next to Figure 2, a
functional bl ock diagramof a host 40 processor node

' > deﬁhcghqg é%%ﬁ&orh%{‘%%o%éé&ranﬁeeﬁﬂ r %Ho‘ﬁm%ﬁdf 5&%@& 2,

resent "1 nvent| rocessor node 2 )
ﬁcjé&iﬁﬁp? &°bfofa CRBETeTHriscedYor ?r%@dfﬁc‘%fsseﬁo%’iecutmg on host
PEOSES80 Mmoo 010 2Hdsn piapasgor] nod¥D2000:4/=02880%des IP Suite
Bgio%Z%%Qo%%ém Jz?zol dhd Eb&ﬁ%%' epsdiOsio REAELSEOports 214

200,7 shown in ure 2, udes_a _set
eaﬁﬁ}ﬁev%ﬂzo‘é?%sﬂwg@waﬁePOﬁFsc?e‘ésa%d &8Clﬁa]°HgP°dﬁ% connects to
hosink. prjeepsors nadecf@d:t Hosmepidoessonabdy POLiplegtP net
sG6ndtdeSscR SMitbenetOhbb oadrEn@ene. (1 PSCE) 210 and
| PSCE 212. | PSCE 210 contains ports 214 5 and 216
while IPSCE 212 contains ports 218 and 220. Each, port
connefPRSYIGTs 2021348 LYRRSISEIESRIFF EBNHECET tetole? [the verbs
AaterFubaet220&ndkliplecatd daed sesubectss. sac‘hams iR emedce is
laggeﬂ%@afiaggﬁeab]strgpﬁﬁgggfl tgcg'g ogoélet 9ﬁa1m%§399%§1 IP Suite

VI a ver I nt erface

REERGEaeHEe g fiTh OREAT I ES Sﬁﬁﬁem mayleﬁxggs? rﬁog? fofcé‘ alf QF the verb
dunerichality brrcabbtitacprragseningt {eieréfce.- heBaSlcallyl this
fivosifaenaldri YeDfchabdhRv Gt be thef idsrad ARGLD@alMi, host processor

?188& %tob n%c%%&ése @ H@Q’sa@é pé}i%edé&ngelp&;‘lc@l i2‘1Of wﬁ:.h:% Y€ I‘AO higher-level

unctional it rou h™its progranmm n% |nter ace

BRESTEALE fhaflh’f%e VF‘fﬁ éF‘Y%fi:énﬂlelfsl He tRPIPSRET TEFSBTes: gl data
hes¢:.veAdlc11rbumma1PB9E 210s4np bW 8d?. 1Besrpde @BPdata service 224

@Q\Lll&gsar@ 1HESSRE9E N ol eSSyl sl 28%rowkis Iﬂleis§a9%s and other
her-level interface than the verb layer and is

Y to process nmessages and data received through
| PSCE 210 and | PSOE 212. Message and data service 224
provi desh aerferdreefl ase tb Figans BERr s A0Zra08f tan pPoDEss Offload

%E&fﬁg&‘é &g%@édﬁ% ac@ekéanc% 1\@&4 Q g&%@f&@cgﬁ&%&& of the

ure

di
6’@ ?ed“tteﬂn‘feﬁté%rbora%r?@éthfﬁl%adpF’é?Jé’rer %%A%ﬁ‘g%‘ﬁl ﬁg lflggf S
nhelquseas@lﬁﬂc Pivmeats Erird ROBe BR2OBLLBadhEngiare BBYALo transter

e'sntd:|tgé|r.ﬂ383£\ pdrﬂsludasmaseﬁuf@fermgeue Pkl o IPSOE ports
tr ans

ich_a
i 2 U 5 0,08 P iy o i i
dapeF )trof?IPS@Eri'@rt’éhe ?I%Sl@;@sﬁsfﬂﬂ%énﬁéltée RS Vﬁ’@sjtoﬁes
RetWHikat @yer 3aqRadA.t Yadf nseforkCEaylel-ednehl i ¢ )OGFperfior field has

Q.%Q%eflckh %oﬂ-{:ﬁ)f f 'ﬁ'ltgcﬁects Efw_éﬁlegrir% tI'QQ{ IFBré@r(%E@ﬂ gtandard

pecl fication 18A-334A h net wor

e
SR, PEIFPPLY FRAESH £ AR Bl Bont Pobad (L a7 He padzesses of
BAYi TR Eni ey OTEiadFBraias (IETF) coppagicsl fo the network. Two such

protocols are Address Resolution Protocol (ARP) and Dynamic Host
Configuration Protocol. Memory translation and protection (MTP) 338A is a
mechanism that translates virtual addresses to physical addresses and
validates access rights. Direct memory access (DMA) 340A provides for
direct memory access operations using memory 350A with respect to gueue
pairs 302A-310A.

A single IP Suite Offload Engine, such as IPSOE 300A shown in Figure
3A, can support thousands of queue pairs. Rach queue pair consists of a

send work queue (SWQ) and a receive work queue (RWQ). The send work queue
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30 network protocols are used to configure the Ilink
and network addresses of all IP Suite Ofload Engine

w@oorim2330hinected to the network. Two such pr oPOL/GIB2003/003418

are Address Resol ution Protocol (ARP) and Dynam c Host
Configuration Protocol. Menoryltranslation and
protection (MIP) 338A is a nechanismthat transl ates
virtual addresses to physical addresses and 35

djﬁggtt’% s%& ?1 lglhltxo‘?' menl%rr e%&méﬁggrryesgg gss S 'g'lg\/}%)acelve work

rovi nory access operatio

ﬁ‘é?"r‘?grﬁ‘éed'ﬁ??/ @Sﬂlﬂal\msﬁﬂanrtég PEEE9Y -qud RS §alls an operating
8PRANIABALLIC Pirpgeemify Sut¢faChf [whddh Ergheesinsoeferasd to as
hPE 30QALSAWICHN rElgHke (WRd) 3hhtoCawoRi PRRIE .

thousands of queue pairs. Each queue pair consists of

a send work eue (SWQ and a receive work queue

( RWQ) Figuze g%%apmskaq@@@@h,v\@ugle@@/ §935h53008, in accordance with
PG/ EBROB L3 éEt bd tie pse@dnt Girsenti@hanselktcamboB includes a

E?é&%yr&%ga%ésc HESSR08%t 10E i B£ S M&wﬁ’&?r& p%!é@é‘%ou through

recel ves anne semanti ¢ nessages. consuner cal

o pErfaRYS 1eyet ahpsicPt |St?r?5’r‘6fglféﬁ1rﬁs @u?%taér?l)aé’&’fsmn 4's
Wo<lofi servéceifieldf efemd fied s QUSFeBRER., Ceonephabe woswitch such

5@%@&@ 30 RDanORL R car WK HdmUbne Poft dr £ny3 Btﬂ@@'p@i@ on the
switch, such as switch 300B, in accordance with

ﬁ?’“é? &8 enbodi ment of the present invention. Swi tch
300B includes a packet relay 302B i n conmuni cati on
W th aimilabey, ehgper te BP4Bd Ar odigler 3doekimracretdspr with a

iigé/§&pe Ybldinhe S8 VAES-LLE DR foRS LEGR! 0@ 18 udes o

ervice fie

EFJra;Y gudnit s Eﬁ',qlfet aelayi 1R %‘E)(?Bm‘&%c%{&“emth a number
bf aroess fa0am dneugo metvorkahyyent hexrliporéf eartive fidde such as IP

%&41%51 a9 M%kysﬂ%agyrfge%l Qgpﬁ%_sﬁ@ asotééﬁ?; 3880CLRe switch
accor dance rred enbodi nent_o

e roary S BRL AR B GUCaP I PR SPftsom one port co
petr phesprolt o GRH spaekeuterl ay 302C in comuni cati on

W th a nunber of ports 304C t hrough network | ayer

qual | wupfre? g&%oy I(i? 0'2 ag '1Egrsfnea§imrétﬁqg ¥RRessing of

of Service Li ke sw
Ri03)2) refﬂbe&ttérl%éﬁ?:l%efil lfgéﬁfé%ﬂam}e Wétam @rF%eﬁrsateé"bodlment of the
bregees frventiome por Figwre2®, anyeotiver vpdy tuare #he, sane work queue

93t Qhg é&n&)betrl%ﬁe&&ﬁge‘i(ﬂo%é QrEEQH @oﬁ:pr@cgésag&af@quests from and
i.llustrati ng%eor 0Cessi n rk reguesti Ls

FRE £OBDVIAN wi THeSS ﬁg%‘feg‘ﬁ \g%o@rﬁfél PHeIL £O ofarehgvens:uglly sent to
brebene 408ventn bhis lepa@ilgur eondumer “8E edoperainsk vetkeyequests 410

49@ 419 emi \A@éé&vay e&&kzéi?n@@&loandi@oapl ol N 0] uemém work
e%q: 5'6% Q.Pﬁe ao%rce)r I ng a%ueStherre m an dlgr]? Qéleue elements

co sumnmer se req Fom consurer 4
¥R ual |y sent to hardvvare 408. In this exanple,
consuner 406 generates work requests 410

Send work gueue 402 contains work gqueue elements (WQEs) 422-428,
describing data to be transmitted on the IP net fabric. Receive work
queue 400 contains work queue elements (WQEs) 416-420, describing where to
place incoming channel semantic data from the IP net fabric. A work queue

element is processed by hardware 408 in the IPSOE.

The verbs also provide a mechanism for retrieving completed work
from completion queue 404. As shown in Figure 4, completion queue 404
contains completion queue elements (CQEs) 430-436. Completion queue

elements contain information about previously completed work queue
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and 412 and receives work conpletion 414. As shown in
Figure 4, work requests placed onto a work queue are

WO edogemsdst o as work queue el enents 30 (WQES) PCBEBA003/003418

wor k queue 402 contains work queue el ements (WQES)
422-428, describing data to bé5transmtted on the IP
net fabric. Receive work queue 400 contains work
gueue el enments (WQEs) 416-420, describing where to 35

gi%fe%tgn%%&%{‘%l%ﬁaﬁllﬁla foenﬁ‘g‘tds‘édd%t %réa(t%'% %%g}';é:’ 8he of

ment_ I'sS processe vvare
&B‘g’%eﬁl?rhé‘oFP@GEthFhéW/é‘PBEl%Hes@ueﬁ’FoQ?Hé a %Bﬂ%%ﬁtéﬁ? queus
Ebemempt 13 evilay conpltetednwardompietpimncorgueet s (riement describes

éoéompéstédwm iqae&é QlEsRertt.. Gﬂﬁpb&ﬁﬂleel&uqu&léeﬂem&@ contains
%OPé %lé‘ét GaPpLELL 9n [Jueye el ement s CQrEp%}Lr“a%% 438 Reific work queue
16 e’T‘ 1t nf ormat

t1ron queue enents contaln Ion a

SLEWROUSY COMIREEEd hOTRPUTEGR 20T E3S 3052 block of
PETHGBR0DGLDO34E8: 2108 Bhienent So, Comptiel iod ieneLnfodmation

hSedtS€Ho iAnbgE£ahe hasiNiae BQipitedn q@&fé@[ etion
notification for nultiple queue pairs. A conpletion

gueue elenent is a data structure on conpl etion
queueZxaTRle ¥PENBERTUSEES (FPBRECdat W ﬁﬁ’ll%f‘”éﬁk viBeRe fif@yghown in
ei@ent . arEhes cionpbet.i on sguéuere| snpebt Cienh atirendl semantic

%y&fgt%@% b@éﬂ)%'@éé gR io@age&a%gngég%ew@ rgughe dQ@A lsetfiht s

I enen
EBRRBE bR LORPRY," FE% "Bl 1A Bheud TR | G cxanele,
ot atewr silegeniofdd e‘p@tatl@,s fefisgerresahe theyegment 4 438, data
kBdmAnt 220, fAreded tegreanageasbhe Haodi 0 dHalsend work request’s

fo0p 'sgg,'n OfLed %&%ms %gag%%npl r‘éﬁéﬁ’g S%%aﬁéuss Mgzeoolr} eyion. The

f’bﬁ“&\}vsadqé(e%?ﬁj uﬁiﬁ Eor eRfiesteq §he 1é’F’ié:I'l r?éltas%ﬁ??sc are in the
epéreati omtest pufs hha psetessf thac aked@tiatisefoeait quéwe Pher.
data segnents referenced by a renot e node's receive

wor k gu & l'rln%tgl c?l It: mez'tzlgr %X ca,e ?RDMAV)\DJrrgacf:1 f{grzkilg é:gqsdéﬁnbﬁ%v1des a

428 contalns Teference ata se

EEHNEoBRTEAD CPERY- PRt B éf@@ilréhf’lBt%&%Y OE&EW"(S’FSt’PFé‘OW space on a
senztewnede .r efjuegbls spaed &as egirbet Pecorpaithen Pdr# mefrogy region or
ybfdibal bty aCRIIGURLRICWE NS Merﬁcﬁ*gi %:m;[ hesfe¥éddedad previously

%gglrs%§§$i sl'éi?e (fgr{u%.tl? [ e&%@l%ﬁo%s r?e%%k%ga%gigess%gnggﬁled by a

dress cont ext ess
Ei”é%\’taédacﬂ’Fés‘F qe4l 1‘?11?§Be ﬁa?‘?mOrZOW’AldPgn’Eﬁférﬁ‘i‘oreéc? set of virtually

renpioyoat ressry RBMEssee ddhanordver legrpeboungy by iadesediously

FEfM ¥ r&EFRRLHL operation to read a virtually
contiguous menobry space on a renote node. A nenory

space can either be a portion of a nmenory region or

or 1 Be JER TEoFS A RESHE RReTor - T et Breiicagory space
anpr eendis eydragi std rettssethofdays ritcual Yirtoahtyi gemuiguous local
B spLldy. esses 1gefronett BY¥nd wdbk Wehhieldd, adfusSaditdsses used by

LE00k0n AEIBLY ISR LEOEER R85Ol ) blments are
ﬁpeqhegag Vss context of the process that created the local queue pair.

The remote virtual addresses are in the address context of the process

owning the remote queue pair targeted by the RDMA read work queue element.

A RDMA write work queue element provides a memory semantic operation
to write a virtually contiguous memory space on a remote node. For
example, work queue element 416 in receive work queue 400 references data
segment 1 444, data segment 2446, and data segment 3 448. The RDMA write
work queue element containg a scatter list of local virtually contiguous

memory spaces and the virtual address of the remote memory space into
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regi stered region. The RDVA read work request reads a
virtually contiguous nenory space 30 on a renote

wenaaoesoand wites the data to a virtually coptT/GBowS/003418

| ocal nenory space. Simlar to the send work request,
virtual addresses used by the IRDVA read work queue
el ement to reference the | ocal data segnents are in
the address context of the process that created the

LAcA AUl Paldmo I.,%Qcése'i% &MkELpal addr Eﬁ@e%e@&fép' fork queue
t he address .cont e?{ rocess 35 ownin

CRBTY BtoUEHA P‘e‘[‘%ﬁygé?“@&t Sy PREXROMAE? é’&‘d’g‘%‘r R™ et
ebefriren opAaREMIRtAridrd - witbk RBuBetshepermrkprepredetengnt is a
BRI e dSEIVRNR L], ORETiAY | Qhd RiMAMAE1®: Bpditattival | Yhe ROMA Fetchop
%Pﬁ' %9&%1@%&% )éaﬁ'%?Soﬁnsé‘vér%qoiédnﬁg&fyﬁgflte operatlons, such

exanpl e, ement in receive work gqueue
TR bS GHCCS ot 5 T Loghe T HFROR dear Soghetie in current
ROV @ver kP dbanfagdiantacn 2L448:s, Thet RBMiessriped hepg kbecause it
e U abenapt a Gantéiddted 2aattccinl dcak QiplkA&idations.

virtually contiguous nmenory spaces and the virtua

addr ess_ of the repnte menory_space into WD 2004/ 023305

PCT/ GB2BtPS) 063418 °‘v'6h|aé’ﬁ %é‘e%@aﬁe%’er‘?’i?‘r’]? Qg dgement
arevigest 2 exenmandRDVAIReIR B@pt vk lepse Braing| bamsdyare to modify

e deS L mERSEB YiSRNBBY Ia6s6@Ritahd O k&Pl iing) athe memory
Lo thooaP%E%éyOQe&%na rﬁ%‘)ﬁ eKe:QO,gQ Igapaeo Q%/& FR%@& NRess and is

Wor ueue elerent” I s sy
Eigloh S\WPPER SRR e ‘6?1“°t?h%r°ﬁﬁﬁmhﬁét%€f¥@bt%e%?ﬁe S to the
fuefrr-el enent can support several read-nodify-wite
operations, such as Conpare and Swap if equal. The

RDVA Rt &I@Qmﬂ&h{ﬂ ' 9&&&[@8%&& ureeE%e gﬁﬁbﬁ“ iQVPIgukE 4 on1y

standardi zat1 on e or s, but 1s descri

[FERRAFEE ?1° ¥Ry obe"Fkedine SlamsPhe RifRdSf BatGTrEd R as & receive
gorie quapd edendrdt.i Offe. rddrifebirard @uaviei atbment mutogidesc @sshannel
Isemar(tag@é)rammrk SR8 @) aNMBddal PERLU8Sc8 COHFTRINEL! Oncoming

%ggd In@s§%§. a:g ﬁv!r?%nEngIlhger&?e gw&ckt ﬁgdé]fe\(nent includes a

estro menory w ndow_by assocl ati
ES?%%S%H%?FWI’%% Sﬁ‘é‘?ﬁi‘tly“%uﬁﬂjdwc%tléfuﬁ’é?rﬂleww spaces. An
Aegidmg Serd Redteyeiis patttenftedbhsRBMicraT epssandrhiesvirtual
H8&Ekds@s Vilel dattdet dtrebNRoh e BF HHRCHES:BASEHRR! fidat8d the local
\%(E)&Eesa)aip the 15 buffer. I n one enbodi nent, receive

ueue 400 shown in Figure 4 onIy supports one
type of work queue elenent, which is referred to as a
recei ver i\makpmﬂsreﬂeorebem@nﬁcat'ﬁhesr ecesee mpde lsofuere process
ekaiEls 04| €8%ugh Gandghi ) SesRNYy ErHPehatd @Re buffer resides

46SE dénlogg”g it é&cé&bﬁﬂgﬁty §§Z§%§ah£‘§e‘} m.lo%?ﬁ'&%o%h&% pairs

sen sages are writ e recelve W

BYRHE Wﬁ: PRRIES 139 Sé’é‘é&“t &8R4 | GoBpURRss EBY B°fig Jé’é\f/‘é‘f%ﬂmn cycles.
Qieta @hixs Eortitguets PRerESEY L SPar eda taAnransfien ming ®enperating
RPSSRA) Retfe I MLhJtd108mdr . | NBSEzERTBEYcSRAE DDy R aViFdnbddr provides

ggreef%%@f'en%r lha%rF & flggq{ 855a:500h 8%k 2w b€ 066 Rni cation.

at created t

When a queue pair is created, the queue pair is set to provide a
selected type of transport service. In one embodiment, a distributed
computer system implementing a preferred embodiment of the present

invention supports three types of transport services: TCP, SCTP, and UDP.

TCP and SCTP associate a local queue pair with one and only one

remote queue pair. TCP and SCTP require a process to create a queue pair
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25 queue pair. For interprocessor conmmunications, a
user - node software process transfers data through

worede2pairs directly fromwhere the buffer reBCTIEB2008/003418

menory. I n one enbodi nent, the transfer through the
queue pairs 30 bypasses the opéi’ati ng system and
consunes few host instruction cycles. Queue pairs
permt zero processor-copy data transfer with no

QQ?re%tch%océé@t gm: kl%rPngjld E‘ylpla\fgr@qt:onulﬂﬁc;@é Qn.th over the IP net

processor - cop ata transfer provides _for efficient

SOFGrt 01N Yh B HUIPARY FOU Fabafiy conains ¥ processes, and
ebhTiipirecsisen . or3Sadihanda wiskue peinunicater whtledll tihe processes on
GUEURePaiteri ol dc@hPRENH BfodkssSelnoat etbqliypss of x (v - 1) queue

%sms POfid SQLY I GELyr c%sgmenegps%@ag@ﬂa el 544 @uta%gth?r queue

onput er. system.i enenting a preferred enbodi nent
PRE FeEhrame rﬁ?égﬁpl on supports three types of

transport services: TCP, SCTP, and UDP. 40 TCP and

SCTP ass&eiiah efial QiGkkisitedecdipltemistBran ensitgion|HCr or SCTP to

ggrﬁmunlggg %egmll&lﬂed:ps@rﬁbut-légp% sggr r?ﬁ.ﬁg{;&t%dpéé}fegéﬁy in
to create a %ueu o air WO 2004/ 0233

BeTrEB2003/6 f?m%frere%eﬁr%"@eég TaEe Peprghtfes = host
SCTdesagpe rnodechmauivstapeocsisthr apde 2, hend P hest piratgsser node 3.

BASIS ,prbéesfs%ghn&fe i\| HRs$tady 9CRseEs ROIES. CﬁﬂéiﬁipE*Scé%sor node 3
ocesses e W.sh

ses, ch .no
: a
BT ChTEoR T Cal1! PR ‘P oeessal B dPR REcaTie, % 2
ﬂB@b@FSéaGKOH@§tEpﬁﬂbessor node requires P2 x (N - 1)
queue 5 pairs. Mreover, a process can associate a

queue HBQ& r rEQ%?sggt Me 4l (L:}L Weuaddd l;[ﬁel.%n pgﬂ% 2 ar@s al’xg szeaé}l having a

portion of ISstribyte

ut € 3%/)st em enp cge TGP
SPREEPEF tBeUE GHTURT AT R "f?é{‘u%beﬁedl FFb‘ift"Sﬁ spo oE% s@ghas @ queue
peiy |9 and mepednyentsoxl hqdd A M Biguer eabes B &S Pbutt®g TCP or SCIP
%@l'ﬂ[hlgteibuﬁ:}é&t &ipR &) ispstHngHI € aBsbdliclcddes 1acd0slieue pair with one

roces one %‘S t% ‘I@ﬁ% gllpro,_phql%soghe g-gguezp%fl{q 25 h&%& to

rocessor udes

ﬁP’B‘E"é’s‘Lga’i@ g Pﬁ.la s GBI BEE 3 1F REFAd Cqpminicate with
preee $8iC 5528ndndete pricasss DB80to Hogtupracesdoh qvode pair 9.
2 includes a process E 540. 15 Host processor node 1

i ncl u%eV?Q}’:.q lfﬁggedo gh rcﬁae Serﬁi %que in ea?‘:lja‘P h@rv ISB’SP %au§§§1 qata to be

wor k quete“and recel ve wor ueue. processor ode
zvrh‘afsenalfq%feaae rﬁ&F+Ve9m%fﬁ?th6%accepF%f€€§§6‘? REcfo *8ORi@ WOE of the
geevs apad reele grrdr 5. RPMe SPERatgionSCERrabd odi the pBdnesd space of
GQaTHH=6E1 £)at Qaua0fhiassoci ates a | ocal queue pair with

one 20 and onIy one renote queue pair. Thus the

queue pair is used to conmunicate with queue

queue TPatte *?m]i’%dl{?g%td OFotl?:eoﬁﬁ?ﬁﬁnEaJtréve%tf?F Goede p%ﬁ rngP is made
Seliaid egomaase diard@riesmyigd it seowmesi cabersiand gekaguledges all
Babke Yransfers. A combination of hardware and IP net driver software
retries any failed communications. The process client of the queue pair
obtains reliable communications even in the presence of bit errors,
receive underruns, and network congestion. If alternative paths exist in
the IP net fabric, reliable communications can be maintained even in the
presence of failures of fabric switches, links, or IP Suite Offload Engine

ports.

In addition, acknowledgments may be employed to deliver data
reliably across the IP net fabric. The acknowledgment may, or may not, be
a process level acknowledgment, i.e. an acknowledgment that validates that

a receiving process has consumed the data. Alternatively, the
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A WXE pl aced on one send queue in a TCP or SCTP causes
data to be 25 witten into the receive nenory space

wo edognesseed by a receive WQE of the associ at eBCTIGBa@3/003418

pai r. RDVA operations operate on the address space of
t he associ ated queue pair. In 8Re enbodi nent of the
present invention, the TCP or SCIP is made 30
reliable because hardware nai ntai ns sequence nunbers

0@9 %@%9%@'&@ tfha@r@nlty" mfcgﬁés tﬁag OJI;@' &E?Ja' R4k reached

re and 1P net driver software retries any
f‘%ﬁ Id\?ﬁt’é’@ﬁfﬁfhl cations. The process client of the queue
pair obtains reliable communications even in the
pr esefige vebr WatafadOPatocbGRl ¥enreddesleBsS, ane upp is employed

B,Zﬁnvagg m%afa wglcmh% &l gfgc%@u va%dpﬂéggrgeg agwlg%léénes,

net I‘I C € cammuni cat)] ons can

Retttersi ied %R?é‘ﬁd‘?sn Phe 2 ﬁ%‘é?’eﬁé%t%f"u'f FaIP%’ste’éfSYf%Bfﬁ The UDE
dosst cheprovidek she grelidiguiy auekinisad EnghadCPper t56TP | nThe TDP
adei i Oy 36kR0v: eHEREIIsS ARyt cben ®ARbtyRdndimtdelddv et each
g%%déo reliably across the IP net fabric. The

acknow edgnent may, or may not, be a process |evel

acknow edgnent, i.e. an acknow edgnent that validates

t hat Taerniegeiexicngp Figews §, has i¢brdgaent he aldpke frame is
éégl%rte@tmv gbdbrabite WO Q0AL 023305 REJdiB200Y 0R34Lk8sent

18, Qgknow gdaent. IRy; 0o GRS Lhal, Bk LAdLER! €5 bhala througn
the data has reached estination T 1.th

Bag dgr 28h Pﬁ%ﬁlﬁcolﬂ}esd%'if‘nﬁ&‘?‘i 6ﬁ|%‘§§?dﬂlei‘?§ Ubﬁnfigpde construct, and

espihoy eckeabed pnferagensh by appinpde | ORsr ttoamkss destened i an

EPROr el tdQ@éN FSWhd L R8s neib el %Eﬁera@_?_d 086 dRGed myouae switches
en | Stri oSY o a

gné/ a Jishe o Ig%%]%gpégb%g %glg'{g d Pgr gQEaT é% gﬂgt re

provi 'ty guarantees o
FREFIEBP Sone’ GREPRyIV PEFatEL TR BUPIE B equest frames or
Aeifromireddrent Mxen¢aicleseratoedehul elrdhe diest i@ tior nimegifying the

0 easd htané% @id1R1s6in Q:‘Re'ﬂxldéégé at ket maydabdi fy e firSme’ s network
e aPAe%t il Mh2Ge0rdance, W Lo 0L lRhhed CTROdL iR o subne,

invent rane a unit
Fnﬁfléﬁgﬂrﬁtﬁréﬁetsrﬁtfsl%’ F‘o?}tn@aetslﬁrﬁh@% 1e¥fe | P net fabric.
The data franme is an endnode-to-endnode construct, and

15 i SM&%&&%eC&aﬁ:@t 660 %B&ﬁ%g&&ﬁ@dﬁ@fneﬁﬁdﬂ?dﬁﬁ daE@rsegment 2 604, “
esti ne { rqnes are .
c?{l%%? segﬁ%r a?eégsﬁo‘rﬂhjf:%l are Sdmhfa]i %eatshv?ll a aegegmenas illustrated
anewse |4n t Fre this rrepmplgor r—leesel ﬂ%itaeaegme@iwd%ﬁré frigmeg 608, which
ib Q:tlaaé@ 1n@63ﬂﬁafﬁécbaiyﬂloﬁﬂ e PSR 15 Walt 6 hBSmanalLer. o d@i 8ionally,

gftip:ao f¥ax{xreo \é?% rceogl?é sts c%glg%z rchundQIcl\rik}ﬁ %ﬂéﬁg g Hg&t 6&% a%§ch is used

oser tinatio
FPhierHenddeckingl dsAqdﬁt%wlﬂﬁoé@ggln%%&d&rsﬁ}ﬁgﬁnﬁﬁﬁﬁ—}POrt headex

the dfreapmsenneiwadta frame 612. Routing header 616 is used to identify
source and destination ports for data frame 612. Transport header 618 in
this example specifies the sequence number and the source and destination
port number for data frame 612. The sequence number is initialized when
communication is established and increments by 1 for each byte of frame
header, DDP/RDMA header, data payload, and CRC. Frame header 620 in this
example specifies the destination queue pair number associated with the
frame and the length of the Direct Data Placement and/or Remote Direct
Memory Access (DDP/RDMA) header plus data payload plus CRC. DDP/RDMA
header 622 specifies the message identifier and the placement information
for the data payload. The message identifier is constant for‘all frames
that are part of a message. Example message identifiers include, for

example, send, write RDMA, and read RDMA.
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header when the frame crosses a subnet boundary. In
traversing a subnet, a single frame stays on a single

W@ e0nioess0s evel . Message data 600 contai ns dat aPCEGBR0UB/003418

1 602, data segnment 2 604, 25 and data segnent 3 606,

which are simlar to the data segnents illustrated in
Figure 4. In this exanple, these data segnents form a

frame 608, which is placed into frame payl oad 610

within data frame 61 it | data fra

cont ai nsglcgyc |7§’ r % %Ihco(% ché;ck %5& %’Tﬁuter g%%te% such as
F4eribhped épwmteéh@@%ieﬁ g7°°AéI%I|dlePb‘FF§|di 90 1rlél!|*ftrrﬁ§e ek §Epmple
Gtuanitdatd aasmﬂtedémdefra’ﬁ@a&h&nar @iptLikentd iddnf@ter system 700

l;‘la%ugé% gei'ﬁdegga E%@ggﬂrogég or n ec}o% Cku.'ngﬁ'%[ %f:é/cess A 716 and a

source and destination ports rame
TrahgPoresREat 638 rPﬁmntghP%OC@ianEpWéssp@BF‘f iPESCEffer node 702
dequeescamumber 7a6d thet Iouresocamnbae?4 natlwies POIPSOE 708.

WQQE_ tf:%utgatc%mg{l@é]ée s@g-l?e'm T@%ﬁ@%%@&ﬂﬁ@@% hél: fabric 710,
|n|t|a|zedvvh t1on_is established

Wﬁt?fbr’rﬁﬁ{%deﬁys‘&ltFBr"léaﬁ‘Ffl k?;“/f‘é‘:ho? ¥y arge 3% ﬂ%%&&?“c includes a

DDRY ROMALirgadedOE @ed &opswiltohdll2and 1GRE. cdepaing kwhiddy 712 to

€20cd 78h] SinaexXaARPL &cSPEGIL kst hes destdiRahixan queue

pai r number associated with the frane and the length

of the Direct Data Placenment and/or Renote Direct

Menor yoAelse §32EDBPHRERAJt iveaddospl rRrecaatox pedA d8% iFrtgdes a

GRCeniDBPéﬂBUAA heastebr62eksspatidk B thel uies sa@geient process B.

59?@ g!ri? g”zgf%l@sra@técﬁ%”%oé ?éd@%@%ﬁlgug[hoﬁué%e?air 23 720
€ nessage identifier Is cons

éPl“PIf%Séﬁ%ssentiHé’teuar7e?4pa’?<% rgrelyengedKg b2t Ex‘éh‘pﬁné process B

messages i went iddsterssoentéalderodor quexapiire 24 Sedeompriisng send

738 dax{deégceR%e\éQ 7AJ04/ &%ﬁé Opilﬁ?gisGﬁgQ%/ 003418,

19 I'n Figure 7, ortion, of di stri buted conputer
SYELEreS bRt a’§‘°1 SEr Pott 88r’t&Hﬁ‘ﬂﬁ &P R SEET VFOYCT s queue-
depicted to illustrate an exanple request and

ackno%e@g@ntlmmmcaimsa@ stihduit 8@ eEY @brk queue elements
%Séh%mszlﬁ)@ N4 E%Ie%e ﬂalﬁcﬁydeéu@ih ho5L . PLOGES é?émé?@ deg,

2 runnin process ost processor node
PORsFRRPhg pFeeEsst-B TAaB reRRge ﬁ‘?‘ﬁ’@éEs‘Hif Chiffe FYoress 2 is
ireEénehesd a1y b RSCRe7 06 st HasttapredC és e sdewd ¥4 queue element.

|EB.§]J1 wdes EIE%_S@E Mgatxﬂielpdtsbamtét esl et g.rvz.rtually

stemln |ncludesIP net fabric_ 710,

PR T LBl i) TR phten TR o plpcior Y issase, sun
|aﬁc+11?d€§t%ii bVl‘?ﬂ\tac%ﬁ?ﬁ‘lePF@ 1y PSOB2E 0% f”Bl‘"éMFP%H?CH‘Q?lYahOM message
lpepks aQupl iang sWihcHighit@ 4.0 10 switch 714; and a link
coupling IPSCE 708 to switch 714. In the exarrpl e

transactions, st pr node, 702 i.ncl ud

cli enﬁaﬁia%afgs’sn %ﬁosmggoﬁr@ge’%‘?&s‘ HSUE 70 A Fve | ua%%nt and segments
¢he erssprocEssedBin Writemt cporbireys AULfiers 48ts dafe frames, such as
hﬁ&tddﬂanE_mE05l]Iu|§EW guedgupAiel X3tZ26amdd are routed through

gﬂgpfﬂ %EQ%ai?Pc,d QHS l‘f%r7gé]llgﬂge t?%x%éé% %geg g.rﬁ rackn%wledged by

I ent rocess I nt

(f[t}@ufelnﬁ qesf&na?tffnc%}‘?ﬁi’?%1 n dsuccessfully acknowledggd the data

frame is retransmitted by the source endnode. Data frames are generated

by source endnodes and consumed by destination endnodes.

With reference to Figure 8, a diagram illustrating the network
addressing used in a distributed networking system is depicted in
accordance with a preferred embodiment of the present invention. A host
name provides a logical identification for a host node, such as a host

processor node or I/0 adapter node. The host name identifies the endpoint
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gueue 728 and receive queue 730. Queue pairs 23 and 24
are data structures that include a send work queue

wapah4m23zecei ve work queue. 20 Process A initi aP@€BGB2003/003418

nmessage request by posting work queue elenments to the
send queue of queue pair 23. S@€h a work queue el enent
is illustrated in Figure 4. The nessage request of
client process Ais referenced by a gather Iist

ngnalsgag%s g,hcthh afﬂ:ﬁﬁgs g a&léeggst%hgm& pl%%%gs&atrésn.dlng on an

poi nt

ﬁl "r%?c?%leé]og |t§‘6o]&%5tl B%I%ﬁ nﬁm’ﬁryt}iegﬁl Onﬁ/rﬁo(?ﬁ name per
U@dﬁ abws aanpdr tanfhavhenuibssbg@Ps@sch as i ndi cated by
data segnments 1, 2, and 3, which respectively hold

1055200 ok 1 e Wihrdee 0, oG b, B Ridab Mayer
adyrrEat S0438° pREiTSEsEy &2k cﬂoéa §9% OF ruSPINOORt FPRoLRE 802. A

borfifoaest icat oedat ardsoamesiitshuclorasoutehe dat aPSpamed router

b&%ﬁéﬂaﬁ@g @dsd Makl W hBc GagbBda f £ 3RS HREO WAL on a switch is

afso ags nege IMECneé fabric, and for reliable transfer
eg%are acknovv[aedged by the final destination

endnode. If not successfully acknow edged, the data

f r ameons neetysxnsdddetsed(dy. t Tre Adduasee EFRdheodesiPetdato each port

EB@'Z&Saﬁ ﬁdﬂ&{éeagrﬁg%ge% s'@! %%Bﬁ&n@ﬂg%‘ﬂeﬁe QiﬁdIPSOE, switch, or
consuned i est |£at| on endnodes. fLer efere

FPthe 81 SPTaaPAdeH TLEDPRTIRG (HEC Aot o work Sadress.
neitiee sstasg m@@@ ¢m agsditshr ipeted aret oAk R §39%e/Ft s
depicted in accordance with a preferred enbodi nent of

the p%%av,e ggré egvtlltgg SIf%O Bgec‘é é@ Iﬁ.@gea S19] QMI ld;l%r %hddress

| ogi ca enti |cat| on ost node, such’ as a host

BPOReEtET "HBHG tor I RAABL R ALIG R THY B ha Eeose port 814
Lo thié 23 ithaagadpdinéss\\@OL @GR4/ H2880&k layer address 808
PCIIB20034 003418 20 for nmessages such that messages

are destined for processes residing on an endnode

speci fied by the host nanme. Thus, there is one host
nane PeRortipRief Bt HOMHE CIHTPRER e SHENA bR @oPpShpse with a

Braidigh® enbokinleay eif anelesserte igverttberiseilMetrated in Figure 9.

{s\%&a%ué&ysg dpléggrs%%zm 804 ir?blﬁééé gnggoﬁe@ mcan@oar gubnet 904.

an en conponent A onponent % 9 g 908 3
éhbfierss&’* iBGHtdeR, swPoreut é}wh /i‘rsl b PESRAEY GATER , an
ebMpoeres AU tinhindes aerdhGdasidseds ashrridbroc@seas sodes 912 and

@9& Nt sQbhet 544 tlﬁbldd%s &):3ends shgnaf 91dPCoadidiess idQiudes
One net wor k gg gss (e.g. I P Address) 812 is assigned

FHSRER 150 B of an endnode conponent 802. A
component can be an | PSCE, switch, or router. Al
| PSOE raditbris Ottt el e CAIBP OHERES sQtabraVveon efeip¥al, Ksubnet 902 is

%glgt{e%%&i tA F\)%%U%QC %?tc’t? fggi:‘g:ts 94y %nﬁ"‘ézts‘?h ins oﬁls S'e(}ample
assi dress.
embo 1ment a subnet has up to 216 endnodes, switches, and routers.

A subnet is defined as a group of endnodes and cascaded switches
that is managed as a single unit. Typically, a subnet occupies a single
geographic or functional area. For example, a single computer system in
one room could be defined as a subnet. In one embodiment, the switches in
a subnet can perform very fast wormhole or cut-through routing for

messages.

A switch within a subnet examines the destination link layer address
(e.g. MAC address) that is unigque within the subnet to permit the switch

to quickly and efficiently route incoming message frames. In one
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Each port of switch 810 does not have a |ink [ayer
address associated with it. However, switch 810 can

whasa/nas3nedi a access port 814 that has a |i nkP¢BGBR003/003418

address 816 and a network | ayer address 808

associated with it. 20 A porti @} of a di'stributed

conputer systemin accordance wwth a preferred

enbodi ment of the present invention is illustrated in

Ej : j .| put.ed SY: jnc ;
R LT s i e B e L
SFRHEERESY &8 ch S4BT HoSPEIFGERL SIFoHTdes? BB e ER™ ByYg hundreds to
250@bgds Qfbpednoded fomped doscavddedieyitehesh as host

processor nodes 912 and 914. Subnet 902 incl udes

sw t ches. 918... net 4 ] lL.ude j t

920 a%g ]d%%.gt%(}ufi egrhsF(Ji;g%t g' atﬁo %%ﬂr%r?]lcse%tgn gabrﬁlé%hsg%%rr systems,
éﬂ%ﬂ?ﬁr‘-"e‘?‘re’s GERRActeB vitE rayerHniEeh 8§ YO LELHMEE Yoy 926. The
whiter thteapsetd?4hantks9dhribn ook aapde adérdsadil@rnt IP address)

ansubknets has MRk0 216 endnodes, swi tches, and
routers. A subnet is defined as a group of endnodes

and cascaded switches that is nanaged as a single
uni t . AFygsiegale prbediawBhett aceisrsisaikiusgireted3generally in Figure
geogrEaphiyoopathuba td eRatchbeaoubor naxadpoes . acsha@ley, a switch
' e 0 I [ S ;
SAPRAEL UBLETLA ARRERT 0Y (s, B, DRl ethe puicon.
S iFep f BB SFoR £5t SWRTTHE% °5r SEBEE t R oLy RAFB UTRg? Souree
Pport toesskgesnatdOn Adogwi i devedrihed dystipnétinle Xapenegidress (e.g.
he Lestddabl el dddeihayn Roldr e5sor b6rid. MAGedd M BRESYs, a path
t'rs]a etie§ unneidql*.iI St . txlﬂeitrvbo%h%.asgzp rz]a.%girésqs Qflg @d&ré&? §th118hdestination
£6 qur cKI y and effi o enlfl yyr out'é 1 ncom ng nessage
fPERFeBorY RReny Wer 2004/ Bos30idpeTy cész@oﬂf%@oasiﬁfssﬁsz -the router
enbodwhkeit withéeswsddcho ieagh ridleadestéhytionnpleboet cui t,
and is typically inplenented as a single integrated
circuit. A subnet can _ha undr eds t housa 0
endno éso o?‘#fgﬁ ?f?tcaég%g’%&g%v‘f £ %ﬂoé’sw% rﬁg‘? ?E‘ﬁ gg%ﬁea%%% the
FRIESGUF NS ' s fOrre3RRAT D ROBH 1R cIFRar P es/s t(BRF), frame are not
sabniets t@r eecoymmectied Wit lone cubediyens ugiplasingogbkivdous routing,
34c akd s|9ea_@ct E?leau’tfﬁlﬁt Bdrd B&fégpﬁgtt%et hﬁlkd@&%émaaa@as (e.g. MAC
net wor er_ addre e.q. . res e o
PR e Hipa RSN ReE T gl eS0T oBE Rl Ry dectaton
CFH iR R ot d 2 A& ol RPHES gt &R FWitEch IT/BepSEHPOR
amsadimeft orche owueindhdscisipor¢ritCeirerat | apptairsdi ixghpne routing
€aPLd.0ULe ohl RSN SDRA:, 1 8 ARYcOIhBIoROB sQArate set of

tcyclletesr geﬁosrwsél&p.invgtt Eiont.a subnet, such as subnet 902 _
or subnet 904, a pat ffom a source port to a

destination port is determ ned by the link |ayer
adch‘e@sd{ﬁg gransaction in the distributed computer system of a preferred

embodiment of the present invention is typilcally composed of several
hardware and software steps. A client process data transport service can
be a user-mode or a kernel-mode process. The client process accesses IP
Suite Offload Engine hardware through one or more gueue pairs, such as the
queue pairs illustrated in Figures 3A, 5, and 8. The client process calls
an operating system specific programming interface, which is herein
referred to as “verbs.” The software code implementing verbs posts a work

queue element to the given queue pair work dueue.

There are many possible methods of posting a work queue element and
there are many possible work queue element formats, which allow for

various cost/performance design points, but which do not affect
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15 MAC address) of the destination host |PSCE port.
Bet ween subnets, a path is determ ned by the network

wo aye2308ir ess (1 P address) of the destinati onPCT/BB@DIA3/003418

port and by the link |layer address (e.g. MAC address)
of the router port, which wlPR2be used to reach the
destination's subnet. 20 In one enbodi nent, the paths
used by the request frane and the request frame's

9196«3&‘85&%%@11\% p01§'&%¥%&%5Q&%@M€§ntmﬁ%ﬁﬁﬁé’&e%& verbs in a

not rfﬂqﬁ OIE)a[nin\?FOlfgl r mref%JrérLac’:c g#tpgﬁ%%coggl gfl gega transmitted

@wq@at theokP tsasbebrdn mrE b rivffigient hid gpegisied. p afpfgy devices
addmessperhte QRea aihatidmBbys &esWirt etiviteaser@ne set of

routing decision 25 criteria for all its input ports

in the swtch. one_exa the rou

deci si® r?nsr‘?’fb&lﬁ‘&en&r eI%S@ﬁ?g?Wgar%eSﬁce 5 8?1’%5 g7 §
bestangalandr araesves dith oditremicucacsiereh éﬁp‘%ﬁserﬁoodment the
SeQAr adRivaet WhnsTitekedidviDidaeas khenpitk @ofe. eBbeAt’s virtual

Q@éx%s%éé‘%ﬁécédc{%gséé”tLQeda%St ributed conputer system of
a preferred enbodinment of the present invention is

typi cally conposed of several hardware and software

st epsAn Rusgdimgt npygoests galit tnbhoperer geryideea dagnmepe In one
amibte hedd) d€hd® IT PBOK @1 Pe@bar¥D 8P & Onrrg ROMAT headdr, eftame header and
B (9 C%f:‘%ns%%?@ %@ﬁe* %.ndS&“nte@wcgkf thﬁgerEQ(gleg.gh rﬂraﬂéévar fhe transport

r'ou ne or nore ueungal rs, .suc

S
benaee 1 naltaes SeBERH g0 C 1 B oRC L AR P e The
petocek shapdbt gncénd@pepwatmaglrsfysmmospm@@ﬁ the destination IP
REQG-aMAANg:hdH aeface, roMtiad infoleitebm. ©TRé annkthda@eAontains

tf{ee k Qét:l_lna-{hgn S].Q.Ht "!@Ji/@r C%@eémleege %& nagid\égé- ;’S oP Qﬁ:thér Hocal

queue el enent 'to the given queue pair work
ﬁﬂ@ﬂ@g WS OFEre ar e nany possi bl e nmet hods of posting a
wor k queue el enment and there are nmany possible work
queuerelemrentod germtis, emhlbgy ,avh@Waf Béquedarda@eSframe reaches its

/ 0 a ey r S t e
ag§~ém2€{crn Elg%%;a 2330%9%6_0%%1&%{2% 3 %gsmsca dQ,c08thy tn

ARt ErBpEFaBPFRYEY. tA ﬁEe‘i’hepF%‘E’@§§ Eﬁsméif&e SSRj§F know the request
SarrmintTates tlisates prd accepsiel. defthaclpshimniapn. afgknowledgment
bhe: freammt aandbwle@ic0 60t Sorofiofat/alid ans rdctekd aeqess data

t.EF%n P nﬁxte L@tﬁfeSGeML Ig%‘eSMftllﬁi@%hlzyta?ﬁ% fr'e&tgegtodata frames
ow devices to mter(ﬁ»aerate I n a heteroge eOUS 1 L imber of

VRIS o FerPomitedty 85T a AT S Boditferte e‘i‘%ﬁe“ o Ehe

haktinde coudet arting iRskagRi S - ©f ERBIFST et EFRFSSantP determined

AREGE IS ESedchpa Ok dpeauesel ement. I n this enbodi nent,

the | PSCE hardware transl ates and validates the work
queue el enent’' s virtual

gres%es %nd ﬁ(éggz‘%es,tqe ting a
dat a. °10 SBROGMEGGi Hy an%%yseé"@ FERLRCES R 1) & - et
gattiéerﬁfﬁ@rm@odnlmngnef the present invention is generally illustrated in
diagram form in Figure 10. The layered architecture diagram of Figure 10
shows the various layers of data communication paths, and organization of

data and control information passed between layers.

IPSOE endnode protocol layers (employed by endnode 1011, for
instance) include upper level protocols 1002 defined by consumer 1003,
transport layer 1004; network layer 1006, link layer 1008, and physical
layer 1010. Switch layers (employed by switch 1013, for instance) include
link layer 1008 and physical layer 1010. Router layers (employed by
router 1015, for instance) include network layer 1006, link layer 1008,

and physical layer 1010.
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enbodi nent, the | PSCE hardware adds a DDP/ RDMA header,
frame header and CRC, transport header and a network

wheadme33vd each franme. The transport header iPCl/GBe®3/003418

sequence nunbers and other transport information. The

15 networ k header includes routa3ng information, such

as the destination IP address and ot her network

routing i nfor rrati on. The link header contains the
destinatio ress addr ) 0O

ot her’qf%ca a]?%lﬁ e% f(’% r?eg%ﬁy%ow%s %bg%ﬂ%éﬁ
Féa%ﬁ#ﬁﬁb)ﬁé’dm“%ﬁ’éﬁl% rséwesfl Hdea o SAEPIEEGCHRPS UG operations
desd iofiat i=ma f endng dixtaatdtiewh edgrenirsdadoa &5 ar @ith respect

g§elgleb¥r£&%ol 2&:{%‘53' Qr[bﬁ‘éﬁg%% tf_%rl S}Eamyﬂg n.l‘]?)gé@sﬂével protocols

frane sen now t he request data frane
93 &Q‘Péﬂfsaﬂ%ffbéc&%ﬁrédt%t‘“efﬁ%gede%'i iTHERFRoRTt laver 1°°4 Transport
Askaronp et gpaesds mdadagehr B stackhewndketlgeroh@oéor Nerwerk layer 1006

Y‘Quil.éé ?Mne@cﬁ@oﬁltegﬁi I{e%lg%lﬁtstsug@été 2(5168rai£%§ 15-15&& 1008 routes frames
re uester can ave nmJ | ple oy andl n

SHRFORe SPoeo 8 os SRR b ISR SAQ TS FieoRe Srouws of
bnrb@dtnorrekrﬂ physieanulryers off ophdnt dgticesut @taahd?fnghe layers is
ARSRAGESE HowCthd EHHLES br datvar f1:§88S peirSorlet REiA Bafkbtionality.

when a queue pair is created. 30 One enbodi nent of a

| ayered architecture 1000 for rrgl ement i ng a
pr ef eFPREIMERD IO e 3P0% REPTHSERE APPL HAEIPRD P Rrocesses that
gepEvakhy dthénskeyatedor romginaigeaind behvden FEidpgdes 1 QTransport

Theed aWEL QoM R &Qf-ttléréiddin@@ag@ fvelbHIr eIrlQ)neséhQW&lment the
?agrés\l;/?%; i) us l (a#éovzc.fi?s f%.lhr 4 s[ g ortr%at I O ??%vﬁ.scbs as escribed

Bb?‘(ﬁeé’ﬁl@a?é? straSS‘:JIOF‘SUEVCé’mdﬁ"%ec"fﬂ'ro?%'olsc?%'yéﬁg UPE.  Network

ey ayed dayfemaneghknel O4iking dhroludls bamdekt i mc hutlieiple subnets to

Yeper, alc €YE lenaﬂ&i(ag co lLS.Lnﬂ' Ql.%eg elfo'o g epeIQergso @§Wonf19&§ed 1020,

transport |ayer 1004; networ k éﬁ 06, a er

b0 Chiidiny SIC B Coikyer T, SSEEH AekgEr dinke

(enpl oyed by switch 1013, for instance) include 40

i nk |Pﬂyﬁi.rca10ﬁ§reanfblmhy§ﬂf€3@lns |t@¥ﬁlﬁ01¥@§lmepgﬂdﬁrﬁr bl@tesBSsmission.
enpl gye 0 n i

%e V\DI‘ kg]fouyérog %bég r% né s]segq{etkg%é%g§@cgh ﬁiy%gg 'Tla links 1022,

L85er afemzGvolzebﬂ/@zmsmmF@B%%P@@gﬂ%ed gireuit copper

ayede dcarrehi ¢t uraptl 800 cgener ak | withodtihewsswinably [links.

%Ef&régxé acc%g Eg@lﬁ@{)ﬂﬂgg&@%ﬁ%ﬁh@%ﬂﬂg Q‘il%elgNe]{‘CoInterfaces to host

u ions S

GAF B oGP HORe HOPCC OO 1 o] S VA Y Gupaifhent oF che

Phesgptoiweolkidmy eFle okrieminsdeer]1 B156, afesssexkdmsl primary RNIC 1100

Wppeltkevale piitd 0C6d ThbhodPO02ne By A1verha i s @river and

sage I transpart nspor
ToorAotdl, | RRNSBALS phiShs "13F, ot PPERY by B¥Elary muzc 1200

Nétivﬁirtﬁrwfemfbego‘i HaREE ﬁvwﬁg"%ﬁmie@ﬁbﬂ@f v &) vy invoking
subnetrs ddhbGemdritnkudmy esrbl QB maat S 6f ramestively. The RNIC

management query verb returns the RNIC capabilities, which, in this
exemplary embodiment, include a field that indicates the RNIC supports
switchover/switchback (S/8). The verb consumer 1156 next uses the RNIC
management modify verb 1124 and 1136 to assign a range of Queue Pairs
(QPs), Completion Queues (CQs), and Memory Translation and Protection
Table (TPT) entries to S8/S and non-8/S support. As a result of
successfully completing the RNIC modify verb, the primary RNIC 1100 and
alternate RNIC 1104 share a common QP, CQ, and Memory TPT range.
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within a network subnet 1018. Physical |ayer 1010
sends bits or groups of bits to the physical |ayers

wobooatbisns devi ces. Each of the layers is 10 unp@BEGB2@8/003418

how t he upper or lower |ayers performtheir
functionality. Consunmers 10032and 1005 represent
applications or processes that enploy the other

| ayers for conmmuni cating between endnodes. Transport

loﬁgere 03'4er sr Oc\élnges e :I(.jSGt greal?:es ng%éaggmnog e(!}%QEe dquerb which

tr ansp ort oVvi
ts?JpﬁSowhetthaﬁstﬁ@r@Q S’éH/lS@QEO%SSG%'séPF]bé‘G CRQUEAVE A &0, or mnot,

atéh beagh tieanaTORs . RDOWAthY elerd CRnsSfskPsebat@ls UDRR support, then
%‘%Qé%te Cayw%‘rb]'?gcguegg fa%ﬁﬂ&oﬁa&ﬁ%d&@:}:ngsngo tl@@% fhe primary

net. or e sub ttgiat desti nation en

Bk Fag o7 LT0B 55 0T e PP REC GO ORI TH5600 HiEpppate Rurc
pbrick eBhe BNEC pidepti fiey exhnf bame B eVt igentg€iet | nREe port
28erfehy 5é:€ abn | 1y ar pd@ 10unpRE-{ OB riac ANgdagyiwe pOMHEBE to use the

fc'tsrﬁ‘z&s%ézsés%nt iBLhS: b&{hoyﬁé RQISZC baln‘iistﬁé %OP@SS%G the verb
et ween %ri ysi cal 1%ers Vi a

FoRFBmeT | AREC LAt/ Bet W%nﬁﬁ?%&hw%“ﬁcp?rfdnf’%t &F?‘&‘iﬁftlers are
pbppEdr in tthaces conopyietlWabh@,114pt | 4l theabbel copswpisfrhdoes not

gthek s kapbsrtl, i s c12d rREE QLRI Mt OadnicgEl & sldre @ot placed in
9{1? \%g&ﬂtzlel}cgfjflogt?n%glipze RNIC Interfaces to host
t

ed1'n ‘accordance with an exenpl ary
enbodi ment of the present invention. The verb
consumes veibd wes@ssetlichecpirstans o RMh@yli€fionauging one of the
ﬁ!eél%rtgﬁtl\ﬁamm q{e 1914 v%ﬂ';é)l{g t &@gﬁ’&%@smé%?; I@&Qoﬁh%eglster Shared

ver bs dri ver h% he ver bs consu

Y TP (BB PR PR RRIC IOV 30 AR Serect whether the
BEnEYNEe ORNFIG 11 $@RPoshipi/6r t Suhi 2 WeTery $epiehpbhtk and 1132, or
ﬁ& Skuby dsnM&Kﬂr@gregﬁBﬁ Rk Grmnagenent dgdesarby esdsuhd?dbelects

re
%j %é Gﬁtheél%%lc Ehca peé% ﬁ'}fmgﬁsﬁ&§ mﬁéﬁ‘iﬁﬁ‘%”#c‘iﬁgéé’ a\éﬁ[tg.onal
@sz%raa? Voo MR FE ihe PHEPHE&ECf | BPPTAETY NP Rrds the
aheerRAE€ RIP p omtisthes pil t omeve RN (i pagtib a dlee ( BIIS) idSijdfier can be a

¥ef aCONS UBBHLiELEH. Next Josesidehei RNkCeadbpabN@getmitinber. Another
gwémxt v%ges)&ﬂ@%e du;&%@q ko, @aé'%&@sg a.-ggfde%l@%@h the NIC

tron eue
e e e =0 e e surc ana
aoct ndentS/fSesupporie phaced Legiet meyory suagéen'st Yehgry Translation

sﬂgmret;éaﬁohhﬁbiiéﬂ @pﬁpdéxftyyvgrzb, addhe1psi mar BNV &bl 288sumer does
an

te RN C 4 .
e T=o B R 20 0 5004053708 ber/ e B gt Placea
put: tHﬁ’em%‘@?rBsr%ﬁMﬁréﬂﬁm@L%GPrEreé‘éﬁésu%@duéjr%?g a Create
CQ verb, which selects whether the CQ will support

S/ S SHE hregﬁs QQnéMe@ @Dﬂ? l:l'égjeso& di’otlm.ngs!a!c&eééeq% verb, which
1168 and 118 cons?ner sel

SEPISPt hetheh g’ &ﬁéiu%lpwfvé B e ol AddR FuhaFs. o= mot.
FoCh faise@® 1164 iaddnliFy tlfe the ivegbyconsumer selects S/S support, then

the create QP verb includes additional modifiers to identify the primary
RNIC, the primary RNIC port, the alternate RNIC, and the alternate RNIC
port. The RNIC identifier can be a EUI-64 bit identifier. The port

identifier can be a port number. Another alternative would be to use
RNIC’s MAC address to identify both the RNIC and the port. If the verb
consumer selects S/8 support, then the RNIC and port identifiers are
placed in the QP context 1112 and 1116. If the verb consumer does not
select 8/8 support, then the RNIC and port identifiers are not placed in
the QP context 1108 and 1120.



10

15

20

25

30

35

40

5 RNIC, the primary RNIC port, the alternate RNIC, and
the alternate RNIC port. The RNIC identifier can be a

WaERN040233b5t | dentifier. The port identifier cROT/G82@3/003418

port nunber. Another alternative would be to use the
RNIC s MAC address to identify2both the RNIC and the
port. If the verb consuner selects S/ S support, then
the RNIC and port identifiers are 10 placed in the CQ

cont 1 a 1 DELNRADL L QRS VAR 085S eRBple aft
sel e?’tﬁe@ %]sgs 81grltJS J%rghirtl%e tRNI Ct: and p %%Jtledent |ef| elz g e
a

écﬂ‘b‘ferthaacte ?‘H‘”reii HE*ecEy E8nteseTe 1 51597 Fhe
sker MedigigngRimerb 1 Es6quisgics tae S¢S Breawtty ap &l dh7d1snAglis4, and

%%s@gfm tahealtléng@gkﬁi@ﬁnlﬁ@@éYSﬁ@gQ@&uﬁB&@S ﬁ‘ﬁe Modify QP verb
Recgugt 2! g/E‘ %denq:lf}/ ?r%lelmagg : on ary RNIC port,

glon egls sel ect,
Hirererrmehe RNﬁémw‘ FregPOIFTRAF R§55|{Rﬂrf: S/T§e %‘%&Ch deprifier can
e RDEYI 6@ ghion idd8 faemd 1182 poor idputifisyctrnabe rrewprly number.
irﬁ:&h@f‘ a:h%gﬂnﬁ{iﬁe ]w:\L)?L@d def td hR VRl s anSURBIres€l ©Cti8entify both

ppar en r ) r

POy DOED| 168 SR TRl o 1n. e
pritanr L IRRIE@S LR primary RNIC port, the aI ternate
RNIC, and the alternate RNIC port. The RNIC identifier

can bgna Bl fdrdisk éﬂé@@ﬁirfg‘ ﬁ[thoﬁhearpgﬁ.ﬁeﬂrﬁeatﬂérl &fample after
can be a Eort nunber altern

er R b
el e Sveet T8 Teh Py ThoRe et toheiley 1156 uses
thee Rperic, Régisthatinar erko n’SQJ r?éﬁe%té-laéé‘t g es?%’reéfuﬁjpf‘o Memory TPT
édenet NeuBNIL angk 261 okhe idestidieersraray be pl aced in
the nenory region's Menory Translation and Protection

Tabl e éﬁﬁT) entry 1128 and 1132. |If the rb_con pph b

does BHoEr 86 8¢F Wesrraashared vites FhED %and %8 as been

ogteatifg eflsharteamctltptrted have hdva awipsryd rtdigi virbs consumer 1156

%%%g[:ﬂe -l\-'PtglﬁptCEQYVe’L::isgéltcaQQ1és%%6a s e) E@e s\é@lﬂkh% G%W&Uﬁesfnd 1180,
creates a a I.C

S G et h S TR R T b PP Ml | mhgroaicy co

TP ingkides gepdigiensoto 1d§ﬁ‘€rf¥a§hﬁ9rﬂ%f4’ RV 1 Ho pijary RNIC

bhe ,VEed aCoasianeIrREe| ectistis S1seppoe tRNICherrt .t HEhe RNIC
g&&ﬁ&?lg ch@r]cg 5”@1“6@%1@(:@&4&1:9&@416 Moflef h&FS iliéntifier can be a

%?ﬁeg%iﬁlg%/eg R,@!%rth (TYLF?] nat ee rWﬁlal%CP r}olﬁgﬁa%){ggl\l:h% Qﬁféli’s ltutteaddress

R R T R
phided ilenki g ebnean DELOAapditidiunber. Anot her
alternative would be to use RNIC s MAC address to

identify both'the RN nd the port v
consu %e sEfed8 ¥ L%%%ﬁgntwlﬁ e tF}h ﬁﬂ? Y %é YsgPyis used to
PHraet £he dlosimrag apliyeesrata fﬂh@h@s @oheasht tq UF2 %&?&e) and for
3446 s/k fort Besabbed @AsShITRE Ceshaoloddify Ll eete B Sised to place
§ DRRI 1, ahhg&ltvlaes@ﬂlec(%g POrbeiAeRL I {d 8LSa ak8ediot

aced I n e QP context 1108 and 1120. WO
2004/ 023305 PCT/ (GB2003/ 003418 25 Wien a S/IS QP i
oper aRpfry g HouFigureald e Anditagrfp rilé%%‘ifﬁ?ltén%@ﬁle?xe&@lary

connection state related to switchover and switchback that is maintained

6 uses

by two RNICs in accordance with a preferred embodiment of the present
invention is provided. In a preferred embodiment, each primary,
alternate, or single RNIC maintains the state information shown in Figure
12. The state information can be maintained, for example, within the
RNIC, in a host memory location accessible by the RNIC, a combination of
the two, or the like. Figure 12 shows an exemplary case where the state

information is maintained within the RNIC.
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switchover that occurred due to an outage, the verbs
consuner 1156 uses the Mddify QP verb, to quiesce a

WeLB4Q3305uch as QP 1172 and 1184, and reassi BOT/&B2003/003418

alternate RNIC with the same QP nunber. The Mdify QP

verb 5 includes nodifiers to i@ntify the primary

RNIC, the primary RNIC port, the alternate RNIC, and

the alternate RNIC port. The RNIC i dentifi er can be a ]
EUI - 6ﬂa%l)tlm!téi%t |£ c%r as ‘E{}elpﬁrthéggn&]%g EEe}&agnPﬁ/ Asuch as QPCEOQ

rt n er alternative wol
‘c SFRIC A é%% QPEEF dehti i B CORIEE NP EnRRHAS, such as
pect 120he R QPandizoor is iadesdsiefli ©rrough ehpl O @dntaxtt ieble

%’gls:l:gr,c%tcﬁxats égé‘]? R@Egsiélal'lﬁz44vw1ﬁﬂcﬁ %&aﬁ'ﬁ! Qhésaddress of the

%?ratln W t hout an alternate for exanp
Qo cAbe st BT BLEErP e *duelo? AT gttt é’&eth‘? I‘P@c%'ersblgh as QPCT
comshne521 1 Shadhsestryt ive tResyMCoRegitsTaldel 8200/ &pd,a fixed size,

53] t Jﬂ fdﬂc)f' #8491 186l loi VedRpyr TRE-18s eBhid 83s0o BéChsed. Each

grsl’tr .111 ‘th é\npct"]‘Ir] contalliﬁg i tf%\rggho?ﬁqg t%{fo%lgrlttl%/nsag %1ated with

assocl at e gl ven

5P P&t M Jf?f@a?n%ﬁ# Bp% éPRatBtrhaVer FEeRPtr 88Ced LHe2-
veitzsne aeuQerstiid G nfuses ibh e shbdisftpd GRtuepd nuiilger N. The state
gUJI: %‘%Cﬁn@)eg‘/ 1$ :LQQiucﬁ}éCh %aﬂhﬂ:ﬂﬁ Q@ngor;ueﬁg’ st%.QearHi.lch as

[ea an al ternate

A TR RS RN M T S

peitrsk ystRNEC, sucheap Monking FNISELtgomver/diechibackr mttext 1224, a
B 8 Gt B@i rrhbesdyat e bk & fé@ﬁﬁextTB@ai'BN' Qach as Committed SQ

l'sdecn%w{relare Sw:.@cﬂabbek con\L:J 642% t Ivgo %?1. R%r SW opeglr/tswn.tchback

r can nurfber her a ternative
FRRHCEHT At - Lﬁé’é’ht%WRNP(EgsRWl%W%éS“QSCWCF‘d%?ﬁtPFS/ 1232, a
batni tthe RNEG @hdvddiewathbackl kentMtCseat@d, poudh as Committed RQ

bg%biréxe/r&sh@&ﬁ)ac]p l &9@&:6 F.I].2 it: J] € a&Q &L Bgln@ﬁl Qr;]d]- Ql@@ﬁ’late RNIC

After th been
A o Ll e e
tderdti £ entd on ey exto 1@3@ state) and for 30 each SIS QP
associated with the CQ the Mdify CP verb is used to
pl aceq, h;‘?r gﬁepaf‘rbpa%ﬂteﬁ’ﬁsét@tg 134ch géaﬂbe Wb PR I0 op

send St at errl I agram
FPW&Pé‘Fr%Ftﬁtﬁg“éfrﬁ’r@%@r?ﬁl' afdph %Soﬁﬁ%c%‘iaaﬁ %ft éP% Fe| Hhedred of
saitich ovearocanckdswl tic hbacle, t Tert sosrarapottapn@ dles8indiyjon numbers
amﬁalté&s wh Bh G065l ARE 653D AdPi&fcens@dnesidbi@ntsdciated
ehg LES t invention is provided. in a preferred

n% , each primary, alternate, or single RNIC
mai nt ai ns the state information shown in Figure 12.
The sth¢ alorhimy wat$vincoarrbevivahvicki ned ext o¥224xemrplaéns the
o1 RAnd Ne oM tGon | Rmach1QSt s DI YerbOGiin ORe ABCES Hrbhua:
by the RNIC, a conbi nati on of 40 the two, or the IiKke.
Figure 12 shows an exenplary case where the state

nformati on i s nai Mogkied CvkaehE See"EPELaRD

20047/ 023305 PChbEBE2GUBy{H)38fddt Ao current Send WQE

Working Sequence number for next Send TCP segment

Working Window for value for next Send TCP segment

Working Current Receive Ack WQE Number

Working Byte offgset into Current Receive Ack WQE

Working Sequence number for next Rcv Ack TCP segment

Working Window value for next Rcv Ack TCP segment

All the Working SQ SWitchdver/Switchback fields contain information

that has not been checkpointed through a Checkpoint ACK by the alternate
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Each RNIC QP, such as QP 1172, has a QP context entry,
such as QPCEO 1204, QPCE1l 1208, and QPCEN 1212, in a

weRvdonizext Table (QPCT), such as QPCT 1200. HEGBR@SE/003418

1200 i s accessed through the QP Context Table

Regi ster, such as Q:’CT Regi st eE71244, which contains
t he address of the 5 QPCT, such as QPCT Address 1248,
and a length of the QPCT, such as QPCT Length 1252.

15\?1‘31 eﬂtﬁytﬂé’]pgﬂﬁ gmﬁ%ngﬁa(tt Z%t@rﬂ@t@omﬁﬁ c@nttall)ﬁegll these

t hou wth variable size .
By 08 BBl Spttot: s B e R LT BRRQICE that is
Feirevhit bEm execaspbd ot fend yeirat edhed terkingebge offset

b etrdent ese@pcegh f OferthaleLRhé VnexEasytexadeeprdd@ekedNtor the
ﬂ@ﬂ&n&&r?@z@ %Eﬂ‘é W%Ee %e S‘tﬂkglﬂgnfsg&t@t:é qgm%§§ %lraLég: Send TCP

nper N_i ncl ude
PR 8?1‘H1flab t&“ﬁn’f‘épxtse%%e&tcé N"é“ﬁ&ﬁ s 1554 19% ﬁ%ﬁ Vioxking
IyreCoftaskt Li8carertERR (Beng WRT-K i ’ﬁga SEprking Window value for the next
Sé‘hidt oD \seh@tt t CHdIRERi esC O @XP WilnALR,si%HCAvaaSaBMY kbNGhe next
eqlfeo ﬁo/e%r{gagbﬁ%n QL EXS wherthg é?%métt §9t§9urrent

SVVI tc over SW t ck con ext stat eK Suc u.n%) ]Em h
%‘?3“1@ Bni ftho %’F’?% TERBAL KEohte R tr 12882 "R ho r 1ihY iries the wWom
syirephiw epingpredasaek oncbirg Erepd Qdugte theeclkﬁsaee%ekkmledged by
BQ Dendtzhay®y./ Smd (‘)h&ﬂzﬁ_lﬂg a@ttaedﬂfs&%toacumnmnebeﬂvd?@cx WQE”
%&9&\@6%@%&9 h;%g Et&&oﬁe@ged bévue mGOIL b4 e@r the

t chover/ cont ext , a_primar
wotding tcélFﬁ%QteR?éf\‘ﬁl(’fe %‘%H??fl &8t i FRTE 8‘?(‘?“??%\t”ém‘b§ﬁc?ﬁr next
RexrelPre PEKy TG ediensf rigdeat FNIE 268 hdehtTCPi $sauprge Number which is
&arbexd £13dGhe Thenckkadiaki Ak s QRsCod@xt wiatRe 120ing byte
&ﬁ%%@' ﬂ%omﬁdﬁreﬁi‘%‘@'&?% AEQ%E“ ﬁ%atv%rkﬁé’wm&émp%lue for the

such he st at € % servi.c

SECORTED At AT FERPL TRISRE otiase Lo FeBfR Ln e Send Window
thedt replicot’ frpunivet STES Wandwe stdedeni hck Hero@the| pemote node and
BOUESEciangd dashi t1al werkiagd diasSess sas siftbatedentHdiei e AcK WOE.
QP. The Working SQ vai tchover/ Swi t chback cont ext 1224
contains the follow information, which is set to

zero WefPTHEteP Sioss‘&“rtéﬁ?‘é?/ Switr bRtk iCREC TRl A2 coRiRgns the
TEoninth énforWétr ikamgvwiBycheinfdes eto izato whanrBw OSdmd ci@Eed:

Wor ki ng Sequence nunber for next Send TCP segrrent

rlei e \W ndow £

VI.TI rTI'IIy VA B BRAYAYA'A'S ITr -V CAI1 T Obg‘l‘fUth'
rking CQurrent Reﬁ%mﬁge%c%rﬁ Iﬁ%eL W Emo Byt e

of fset into CHPPHEATREZES RETARK THEE CUABPKI $§°Ba@Eence

nunber Torcamexttddc secﬂehcél' (ﬂamse:g Eentnéﬂﬁ r :kemfg TWmégment

val-te—for— Cﬁﬁﬂﬁttéﬁijﬁﬁéw EBE GE%&HUfBr ﬁ%kt SHH&TTéﬁ“ééEheﬁﬁJ
itchover/Switchhack fields contain intfao t_.hat

has not been cHEERGSGEAtEI EHr S6GH- % %ﬂ‘e&"&o‘?‘ﬁ?erACK by

the alterng8pmmitted Byte offset into Current Receive Ack WQE

Committed Sequence number for next Rcev Ack TCP segment

Committed Window value for next Rcv Ack TCP segment

All the Committed SQ Switchover/Switchback fields contain
information that has been checkpointed through a Checkpoint ACK by the
alternate RNIC. Both the primary RNIC and the alternate RNIC contain all
these fields. The “Committed current Send WQE number” identifies the WQE
that has been checkpointed and is currently being processed on the Send
Queue. The “Committed byte offset into current Send WQE” identifies the
next byte to be checkpointed for the Committed Current Send WQE. The
“Committed Sequence number for next Send TCP Segment” identifies the TCP
Sequence Number to be used for the Committed byte offset into current Send
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WD 2004/ 023305 PCT/ GB2003/ 003418 27 RNIC. Both the
primary RNIC and the alternate RNIC contain all these

wo p@a330The "Worki ng current Send WQE nunber "PCT/GB2003/003418

identifies the WQE that is currently being processed
on the Send Queue. The "Wrki ngrébyte offset into
current Send WQE" identifies the next byte to be
processed for the 5 Worki ng Current Send WQE. The

r Ki ﬁé[gg L pext, Send, T nt". .,
§gnt |T1I‘ﬂfges qﬁ§&%%P uenclg n‘otérrle o S%Ege'gﬁggfg?eﬁt
W?F‘R ifges vyeeTot iWé%‘M AtEe e&ﬂleﬁ%e seﬁdtwextrr?’@l’ Segment to be
'SPpF ldtagtitandoviheataumitord bhiee rEfset Send ciCRBegamhtiQE. The

ivgemhilth b€ S BntT QE-ARARW FbE SruaMald aBb& i 9Ls ttlﬂ@ rﬁl‘%)Et recent WOE

ar at,t he rkin
?gs%%q?ﬁ% O%:1ur re S&%é %‘l BEVQ% S THE ?Iépnl?l JrL1gcﬂ’cur Peppe remote
ﬁeé% vEPACKOMEE thRg rFB’éF"Oﬁfd*éhtJrnftPesurtrﬁet \REESitUAFR MR identifies
5&¢ rrepxpr mces Se dbeoacknorl Serd Quebe tdrate hagebB@enthe Committed

acknow eedgadeiyex e I eRDteoBded -E{é%u ﬂ%r K’jll%rbYC;lE next Receive
%Ef(sl%% bégm%n{::“r rden(%(lfl eé‘\ég%éby i\,%yée en en{ﬁl i esxfzhlc% is expected

next yte to be ackno e no

fhem %rﬁ“ﬁfjecﬂj’fiﬁeﬁ'ﬂd R ASS0elakER VAR t%éommtﬁﬁﬂg’te offset into
SereriCReqriND S1CKf WIE .neXie lBorRgceed ariAQKy TERuSEGREIHe” next Receive
mdenidel s@mmehbe 1&@%&&1@? e‘é%qeel%!?l%@ NIRRErsAh| ﬁi?ldé)% thaﬁ resulted

0 e e node.an S a s00|a e .
%E&?%’gdﬂg’t g&g %mé%%ng ®h %bgﬁ]?réern ScEFVE oA e\/\&d 8
?ﬁ%W%‘F%WﬁQhW‘ﬁd%wn%?%%ﬁ* offget ABKR CRéE%fftvée%P(e ACK WQE.
TCP Segnent" identifies the change in the Send W ndow

that res tﬁoﬁ:‘ﬁﬂ“agf RO revlleaﬁovz%wtegp%&% b;&e%e%zstzs\%&tfam@the
not.e .no i S _associate e r

% o"&??sé]tf 6°%urw %e% *ReTE \%8 TER Eherfg 1s €:88kea.

Corrm tted SQ S\M t chover/ Sw t chback cont ext 1228

cont al ns tﬁe forﬁmfumg ¢1ﬁfceﬁtrrmlabeme meeﬁmbsr set to

zero—when Lllcwéfk A =°Bf§% 1 Yt
numher Jnrrrnlt fg’t yte ?)?PEIEP ?%?Enﬁefgﬁi’e gend

WOE  Conmmi ¥ ELPSSEGREREE HURBE = oF ofThe RECSRJTFOpegment
segrrent @gﬂmngt‘i@dldw nﬁd:evwilone Yt Lmextﬁ O?feca:evet TSR g &R

of-tted %ﬂwLﬁf_ﬁ Hato ” ‘

mitted SeqUence. theber 5 lrrﬁtecxtcu c nEA%T(na; %lé g@gment
Commi t t ed"ANEHEDWeTance Tubeh e xXior ResKEABRAAT BPk SEGneFement
25 Al the hﬁ@hﬁﬁﬁﬁtﬂoﬁ@a‘i\ﬂetmmeﬁd Sehl GRatde seghdds

: . . ok .
contarnm—rnformat+on—that—has—been—eheckpointed

t hr Ougﬁma ChecF%_L i nt ACK %/ P alternate RNIC. Both

the prid A8 THECAPYRY Aut EPRAFCECBiftarit@te Hiformation
Fhric Baf |re1td§eeffrhle°‘~0k@mheﬁt deroudh rae fhe Smedn\BEXNpyn1bde "alternate
RugiENt | Botes thdheorWEy kiad ahdasnbesncheekpotditedrandal B these

SLUIRNT I DG B QGESSRIRON D8RR hbers identifies the WOE that

is currently being processed on the Receive Queue. The “Working byte

offset into current Receive WQE” identifies the next byte to be processed
for the Working Current Receive WQE. The “Working Sequence number for
next Receive TCP Segment” identifies the TCP Sequence Number expected for
the Working byte offset into current Receive WQE. The “Working Window
value for the next Receive TCP Segment” identifies the TCP Window size
available for the next TCP Segment to be received starting at the Working
byte offset into current Receive WQE. The “Working current Send ACK WOE
number” identifies the WQE currently being processed on the Receive Queue
for which an acknowledgment has been sent to the remote node. The

“Working byte offset into current Send ACK WOE” identifies the next byte
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Queue. The "Conmmtted byte offset into current Send
WXE" identifies the next byte to be checkpointed for

wWo b@4@023sns tt ed Current Send WQE. The " Conmi tt BGT/GB2003/003418

Sequence nunber for next Send TCP Segnent" identifies
the TCP 35 Sequence Nunmber to b2 used for the

Commtted byte offset into current Send WO 2004/ 023305
PCT/ GB2003/ 003418 28 WX. The "Commritted W ndow val ue

frr Ié& %kﬂ&)ﬂed@&ﬂ ;ioT@Ra ?gmqhode irde rgéﬂsf ﬂé&%lh@ Q’:ujr_ggnt Send ACK
o I val e 1ror e "
W E wf‘h% ZV?or% r? ﬁu nég nun%b dthD ext c? %Q:En{'CP gegment

nt starti

o E R AN Wf_E T?ﬁéewww We?halﬁae%%ﬁ%t AKthe remote
\WOEe s &% "asisdeirttiefli wisht thee Wositingelognt ofget5into current Send ACK

Glec kRl M ieg V\ilhao@ez@.@ueqﬁf%yetﬂe"‘ﬂ&xih@&&cb%@ﬁ TCP Se%nent"

%@%H@-‘Mlggg&d DY, Tr{?ﬁ 1880 &4 T%% & etrte%g Yi8e and is
t T nto curren ece ve C\/\ﬁﬁ Gent ifi the

FERPCI5Fee W!&hb@%ﬂﬂﬁwewgédoweﬁhénﬁoeﬁﬁr@nﬁo%%df PYK WOE.

the Committed Current Receive ACK WQE. The "Comm tted

Sequengg mgied‘ 6 NBxtnRecehV:e chﬁgﬁ I&Re% gfﬁ%@t contains the
equence

[

e R PR et FRb e A FLeth bg Pl is Freatea:
with the Conmtted byte offset into current Receive

CK V\QE . The Co:mﬁniﬁt%a mh:ﬁ@ﬁw Regkile WOE ﬂuﬁeeﬂext

AL *.
L

Recetve—ACK I CESegmBnt sHaeptiHdesahi ‘R 2 &
Send \Mndnwlhat rem;ﬁi‘tpdo from t?plll e We?i@

$i ze sent CHFELETE SRALTRESr BHEEE ?ﬂfd@e’étn&e?%“’eaE%PofFﬁi‘eé’&
M t h t he @@mmiteldeulfWWefcoi ﬁfsme £t regtl rHeevaeR@cm segment

‘m. ch is set ?mmi?ée%%%eeﬁftfﬁ%t dst?ﬁsreefatt ggpd AﬁMg

Current Rewditied \SeEuerAshawagr kiargnesit Send okt Tantsegment
CUT T ent  Rec@imY et Sk L n T &an@ b@ﬂlﬁ%ﬂﬁ GeRu e Tto rsegﬁéﬁt

RDapral TOCOD - capnpprk \AAr ndaow f or al o £ A neast
CbCI VC o chllclll \Iul f\l II\‘J \I' IIULT\TV 17 U1 VQI‘UC T UI IICI\L

Recei v? TCP segnent . Wor ki n% Current Send Ack WQXE

Numbe P& fi F%d Rf SEEPAYSE éUthrcé‘Hf‘C]"Séﬁal%EOan
WHEqimeg iSe dhah desnurith dpetd ghepladinSehdhiolehTEheggpaimt ACK by the
\Mbe kirizg e INTAOW Begh Uehd pimext renghd\eke BIRes0@FERLTC 2bntain all
'%Ihgsé t}g M Ki ‘ﬁ% R@)Mt%&lﬂ% ?Léré\MRL eencdf% 'n §,,, identifies the

contalnlnforrmlon has not olnte

MRFb UG ChECKFGI s ReR WerlﬁF?deﬁﬁﬁtle* cﬁf\‘ﬁeetlis&iehng
Precersiefadry tRAIREcaitte Lheual Tee MgpeniRNEC kygpt @fifisen| dnto current
RRessre gl daencliies \MiEkidI@ BiHd €8thRERIKBedNEBr the Committed

%We%r Réga%@gl Ee S 'f‘k[ée “%éﬁ% %ﬁuén M&r&)gptflbo% R&Lngecelve TCP

pr ocesgle Recel ve
PR h?e&t&a%se Hbe FSE o7 VRSN PR £ [TRE 1 Hl Efe e Committed

@yp@ afds¢ie iptocrssent Receive WQE. The “Committed Window value for the
next Receive TCP Segment” identifies the TCP Window size available for the

next TCP Segment to be received starting at the Committed byte offset into
current Receive WQE. The “Committed current Send ACK WQE number”
identifies the most recent WQE checkpointed on the Receive Queue for which
an acknowledgment has been sent to the remote node. The “Committed byte
offset into current Send ACK WQE” identifies the next byte to be
acknowledged to the remote node for the Committed Current Send ACK WQE.
The “Committed Sequence number for next Send ACK TCP Segment” identifies
the next TCP Sequence Number which shall be sent to the remote node and is
associated with the Committed byte offset into current Send ACK WQE. The
“Committed Window wvalue for the next Send ACK TCP Segment” identifies the
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for the working Current Receive WQE. The "Working
Sequence nunber for next Receive TCP Segnent”

wo deanefnes the TCP Sequence Nunber expected fPBCT/GBR@3/003418

Worki ng byte offset into current Receive WQE. The
"Wbr ki ng Wndow 30 val ue for ti#® next Receive TCP
Segnent” identifies the TCP Wndow size available for
the next TCP Segment to be received starting at the

\%\% I'I%g Wl%g‘g é%.f f SLBO %ﬁ% V\&t‘% r Bn%%%' e% .1;- assoc:l.ated with

rking current I es
WeE Q?ﬂ‘F‘?‘étr?til ?Ytt’f"ePﬁﬁseﬁr Heles SBEFHh SEEFPé1 ?fé“é:&’?@e QJeue

for which an acknow edgnent has been sent to the
r €MDt @n8GH@ma ) @nd 1 EWOKdteN ity t8erftfi k81t bAI@nEEY QBEO contains

ggﬁ_d@g V\g dent ifies the next byte WD 2004/ 023305
953 ffg Jf§ to be acknow edged to the renote
node for the Working Current Send ACK WQE. The

[Vrking Sequence mumt ewiToiovasici Gamd AEKTEr

cglrenl —identifies lPEmHF?LRNWIdQEMé}C Norbet
pMaich shall be sent to the renmpte._ node and is

associ ated with t he SPRTPAGBYFE=HF FEBE 10 current

Send ACK 5 WQE. The "erelchﬂge WRd gwevaifderf or t he next

Send—ACK™ TCP SEUITETRT terh&EITRIT ¢ 85t RIcAERieF CP W TTHOW

:i ze—to hn sent—to fhn renpte nnrln nnr*l |c aeenr\l at_nrl

with the working byte offset into current Send ACK

WCE. Then chamRR tlédcqa@tgwttheh%i?@r PGichetRydcRvidohbask (S/8) state
i23mscofiteal AS inpet nblifiodd onitig Cirda@eneH iverk. WRE cihel BNIC S/S

EQSté Qs ZR1Q, WiRNob h@s@/st talgékﬁ@?e&df oz@wrml& :[%ng.ﬂy '£¢Blas are
ecel ve, ed e o0 into rr

ﬁegec% ve %& %‘% Stoggm?e uerh° e nurf’o%ﬁ’e r Qnef ¥1dBlea ana botn
Ree givjBarCPre cgfferate Fetae Whidow for val ue for

next Receive TCP segnent Commtted Current Send Ack

WQE N@H@%ﬁﬂgﬁi@%@ﬂ&%@ifl%ehséontte &gﬁ%}: é@mf Ckhe primary
e or
ontor ST T oB W oW TT (151 GPorEX (- GaRY - RoTep of the
SEEfrenthaPrity BEHFPT e d IR IGHPT cifoverd SRi treigBatk identify the

pbet dse cpntiai assdbiateovimt borttehptirhag RWIC. @enexample, the RNIC
@B@@K_—aeﬁmf@drté%%@@ 90@%@&%}1 BE aA%mmlatb@n of the MAC and IP
a %er nat Zl‘hﬁk%lgerna e RIVPCe enti 1¥r fcfp%o.l.lhnlquely identify the

er nat COI’] ai n al ese

2ttt e S Eur rTéﬂtAlRéE’é@t\?eRWPﬁﬁ'i‘rﬁéﬁntﬂifdéﬁtllsf pead ftReuniquely
Hoeitifecent pVEE thdalP hassbeetnteheckpobmitdd @n@riste RNIC.
currently being pr ocessed on the Receive QJeue The

" Co mrtie off i to rrent 0 Rc
i dent i ?l egm% exlf to ééj %r 0Cessed T of tﬁtry' such as coco

E3hevi CRERL 1&%0r end %E@ikﬁéﬂ/\@ tI €0 ContheikE tTe@le (CQCT), such as
Becrianse. nmﬁbe:rgcﬁrms aeaséssBacamsegﬁr @ERe @g@ﬁﬁth Table Register,

| tif ue [ t ed t
qgl[] as &%ﬁ“ %Q e¥ flggg vphtg Cclj)rnr i ece ve :\fQQ:}QCH] B&:T such
eoq.'ﬁﬁrt %%ew I’H@W \Pé‘ldu% ]fe@gtlf, Wé the CQCT, such as CQCT Length 1292.

Each entry in the QP Context Table has a fixed size, though a CQCT with
variable sized CQCT Entries could also be used. Each entry in the CQCT
contains relevant Context information associated with the CQ number
referenced for that entry. For example, CQCE N 1264, contains all the QP
state associated with CQ number N. The state for CQ number N includes:
traditional CQ context state, such as Traditional QP Context State 1268, a
working CQ switchover/switchback context state, such as Working CQ
Switchover/Switchback context 1272, a committed CQ switchover/switchback

context state, such as Committed CQ Switchover/Switchback context 1276,
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next Receive TCP Segnent" identifies the TCP W ndow
size available for the 25 next TCP Segnent to be

WO e@eioymds starting at the Conmtted byte of f sSePCT/GB003/003418

current Receive WQE. The "Conmitted current Send ACK
WXE nunber" identifies the nostl recent WQXE

checkpoi nted on the Receive Queue for which an
acknow edgnent has been sent to the renpte node. The

Fié% nrgt‘r#)%}.n?a@yb%ﬁc? alQé]I ‘?‘:1%& I!NE.IE O%geﬁggfl%gﬁ?&p go@%§ V\%atte, such as

_ I'es t he next. b now e
PEHIE HHALFI™ath n?ﬁePFé’EFceEi‘?’bﬁf’n@éﬁdl WWCQE.
The "Committed Sequence nunber for next Send ACK TCP

Segnea«he ﬂx@@ﬂé:ﬂo@xbﬁscg E&&&exgtatgplz%@quwﬁglwméﬁ known CQ

o
SepRErACK apoFiesTRB theCE@mi tt ed W ndow val ue for the

next Send ACK TCP Segnent” identifies the WD

2004/ 923303 o&%f /C%QQSA&%%%%W%M&MLQE’ W?B.%é%t%&ﬁ@ the

t o, be sent t he renmpte node and 1s assocj ated
ERE SR PE Ty PR dﬁ*‘f‘%*étlﬂ fit'o "RutT et Be e /QéKl‘W%eated
The Primary and Alternate RNIC Identification Context

2240 contai NS Swd@nd Wdro¥hd1Gohbil Rl FRI008 MaurBSE C ]

Primary RNIC Port ldentifier Alternate RNIC Identjfier

Al ter ﬁé? dioRki %Y B8 FwitgReMery Pt ik fheldopenigipp elpfegmation that
the il BBwchatpubriedSuhtcobb ac Khé$Hp8jinis tAeKeby tBeislternate RNIC.
R8&S @t ASriRRr{ HNEE amadtlflé %ﬁ.t&fnat:QQ?N@Ee@n%a%) Mer breskf fieras.

g.lg% ‘o%mlr:]g.ri%{] §urr§=}1§t 8omp?e eJ]eo(rlilg(’,‘ gmb%:;"hgge %l §Jf% %%%l (%g that 1s
S}ag%tté?( PEI rﬂifRC%%?e& o ﬁ@ecj@ffﬁégtﬂs?fls@%bl ed and both

the primary and alternate fields are valid. 15 The

Pri marye RNbfmideRt dd isaitd'h%v&ls/e@wmhuam L&%hfz’e}j:tdQﬂ'ti fo¥ntains the
tfgﬁ I'In’&l‘)é RNI.C. For exa theR Ck tPerI‘

EANBEY RETBIE 6T v aPE of t CORGEE. W ry R

Por t Identlfler is used to uni quely |dent|fy the port

he QP 1s assocraimdted iduroehtd Demglet i@t yoERNumbeFOr I

nunber or a combination of th P 20 addre
The AlTP%r‘i’fﬁ‘F’ettﬁﬁl & |SéYéFfffof"F’é/rSWl§c‘&§‘§8 ?’ﬁlﬁnﬁ"’dﬁéﬂs 1Rormation

thietn thipf yoeehechegkpeintgtctiRRPGh aTRkeckpperth ACE RNFIE: Pdernate RNIC.
Baentthe i @rimksy keed dna thid queddhate denti donthhe ar thdsBefields.

%’e' Fo2RRAC bﬂﬁﬁt%&ﬁlgﬁ&h p?'nh%élﬁt Edé%@h&es'f@ﬁ@ d&lé" fhat has

such , has a ontext entry

S SPIIsRe Tl IOt AR BOPEREERE O E Bl tion
Qofeext Table (CQCT), such as CQCT 1252. The CQCT is
accessed through the CQ Context Tabl e Register,

The Primary and Alternate RNIC Identification Context 1280 contains

the following information.

RNIC Switchover/Switchback State

Primary RNIC Identifier

Primary RNIC Port Identifier

Alternate RNIC Identifier
Alternate RNIC Port Identifier

When the QP is created the RNIC Switchover/ Switchback (S/8) state
is passed as an input modifier of the Create QP verb. If the RNIC S/8
State is zero, the CQ has S/85 disabled and only the primary fields are
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such as CQCT Regi ster 1284, which contains the address
of the CQCT, such as CQCT Address 1288, and a |length

wWobRooloe33@)CT, such as CQCT Length 1292. Each POT/GB2003/003418

the QP Context Table has a fixed size, though a CQCT
with 30 variable sized CQCT En€fies could al so be
used. Each entry in the CQCT contains rel evant
Context infornation associated with the CQ nunber

*[}c%. iQr e%eghfso aLQatCJn@ﬁtd'P)é tl'FQr hﬁ?&aﬁﬁi@s WQ@E/N cila.%@.ﬂled can be

cont ai ns state associated with CQ nunber

RESOPRR- 51’%1 ftg? nunber N includes: traditional CQ
context state, such as Traditional QP Context State

1268 18 tBh morcks fig sE s Wist tdioverd shetahbacls/Sosiadied and both
@:Lmai?cgnd?‘%li\_/g}.rniéltggfl@ds %\Q‘et\‘%hgﬁer/ I%WCEQ‘]QQQEL‘ only QPs with

con ext te sw t chover/ sw.t k

BOMDOH PETATY, SR N BT RO oGt <osostared WAtk the co.

Swi t chover/ Swi t chback context 1276, WD 2004/ 023305

PCT/ @?@@3ixﬁb&&4ﬂnﬁcc Idemnidier pii merdy tanchighdlgr hédre iBXItBe primary

%@ﬁ{]t ' Ech:c@ émﬂﬂ C%xteeiéﬁlcsﬁé&ﬁzlf%@ I?:aﬁsbe Eﬁé rm:'f]yGe.a%lue of the
ate SNEC | dent i fic

vl PR Beimtes t0 BRt: SOaraishge Al EonmiiErlY ddesity the
Bt Shasht e&taSSP%\TtaéefirffflG#lnﬂt itha, PRy ﬂl@h@ogt%ﬁaepb? the RNIC
bhie CRmMAdidéheahdabh povtnheibeaf ont toBEnatidohef GQe MA® and 1P

X&g&ﬂgggg %%tggm\éeﬁ&ﬁmzhmég& qgnﬁee&t tézzéq@éw A&t ify the

t oW ng_J nt Qrmati on eé)er i usedwgen iquely

FHETBRS §Nﬁ? eat &% A%tiﬁla\mrlﬁbl%g ?i}:r &t 1o1
hiarse £y The MOk EirRy CRQ Bwistetigred /Wt@hl‘s‘be lelfteerllad—e RNIC.
contains information that has not been checkpoi nted

thr Ougﬁfe@r%c&%p}?fg&&e% by ftl%@c@rttexﬂ%@rﬁ!&lg an +Remplary

Both t rimar he alternate RNICcontal 4 n
IPACLeRECELPF GORSSoTRS & REPRTTIOB BNt SCOnYISeE| oh Seraance it
awrséetreddenitadings phetl@QBredeat inyenginn datdrpvidddg As shown in

PLAGeSER] eRe toBSraQﬁB'ﬁ' S8 MauL. qugbﬁ FComanirivi @4 t6Qletermine if
ﬁ\é\% :: CQMQPVO%EC/ S o tcLo erzg‘n%lt\c/:a%gt ﬁ(Xt g‘ %BEQ)nt a‘&‘lp'sw%b(%p qﬁgrles both

orrm et to zero

e RYIE Y &Fe‘ﬂlll o e ¢TR @S Celter 8mmae@5nﬁ’§11§t|%ﬁwwe& as the RNIC that
riiber dHieefComihd edt&Q=Bai RITITOV ForSehdic RRET khi elugports 8/S,

RNt AL NS NG HIBL b Qs %ﬂe hat ;has/Harfesherk m@bﬂtl%@ues a Modify

%ﬁ%‘p r}i‘rg(lgtelhﬁl?ggl i er nNa Iet BR L gor?Ngcgﬁ rainlgg of oP

W@@éSf |télled?§angeTﬁ% OQ\/\BWGF?Q cadr em ré}@ﬁ?ppétl‘ﬂ%ﬁrlﬂfansmtlon and
pigHeeElon depld kehesidshenEQrithat dagighednteherkpoidnbheds/s.
and is currentl y bei ng processed on the Coan etion

Queue,. 30 The Pr vy and nat
| dent F?Jf cegf:{} é&‘?’ﬁ é’%t CLEFEH C&%?a S 1ssues a Create CQ verb (step

1306). The Create CQ verb specifies the Primary RNIC, the Primary RNIC
Port, the Alternate RNIC, and the Alternate RNIC Port associated with the
CQ. For each Memory Region that is registered through one of the Register
Memory Region verbs, the host specifies the Primary RNIC, the Primary RNIC
Port, the Altermate RNIC, and the Alternate RNIC Port associated with the
Memory Region (step 1308).

For each QP that is created, the host issues a Create QP verb (step
1310). The Create QP verb specifies the RNIC State (Primary or
Alternate) , Primary RNIC, the Primary RNIC Port, the Alternate RNIC, and
the Alternate RNIC Port associated with the QP.
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the followng information. RNIC Swi tchover/ Sw t chback
State Primary RNIC Identifier Primary RNIC Port

wo deanefsoer Alternate RNIC Identifier AlternaPer/RBR@3/003418

Port ldentifier 35 Wien the QP is created the RNIC
Swi tchover/ Sw tchback (S/'S) stdte is passed as an
i nput nodifier of the Create QP verb. If the RNIC S/ S
State is zero, the CQ has S/S disabled and only the

p ri na féﬁ%h%(ﬁt%&? Wx?dng Q:é{ag 23?’39§1CE gé(ﬁ%?’xgg%kp %gé’ ]A%Iﬁcate Memory

e L LT 6 S ot e M St e erimary
RNEC B8£S, Sthat &l tiegnaign REET,0 ahd e hEQ @asnB/cSRENG Poed amsdciated with

RAL Niemery hﬁn@évb By, and >al t gL raatrssdlltel SN aaﬁléeahbxd beween the
se, r
R e g e B

Primary RNIC Identifier is used to uniquely identify
t he prigarey 13RNsCa Fokcexanpt en ehepRNHC redemthirbhtation process

) Q‘,%nl:lg;ﬁ:lg}l L&c@%sy E‘:Iu}deRl\ngtﬂ? az‘lzgoﬂghge wIQﬁ ? rp'r@?é:%:ed embodiment
RNIC Port Identifier is used to unll%étjp entli

Bor e ﬁ’ée%‘f@t Js“"&&%b%% at Btf WeEPBhoR Rﬁ?iﬁsﬁN%{i:used to assign
ForAlbeanple RNIGEoRNIQE tiRgy has deat | dandigwed be aaSpHHrAP, on a
By RATA cETiha B abde@Ncdif i biedVRE saBgoddPs/addiuesss operating

'I‘;,gghdgttglgr}ﬁtcgﬂggg%]@ent ifier is used to uniquely
identify t alternate RNIC. The Alternate RNIC Port -

Identifier is used to uniquely 15 identify the port
t he C®sishaynsitiFagere WAk h tba quesabiloneptrite WNICa query of the
Refliy Rgrd Qo FdgurRink3fhe Fahdd\We hew tnuin]lJéxléSt £ rBfgaRE Co

X aré’nd kﬁﬁt aﬂ%;é Zt M%égrfpzca%§§aﬁ% naarPdoEl?St%dthn Table entries

acr oss accor nce wt erre
ERlo cwlﬁ% rﬁe GPtigEret E8B M/ Si AR RPRUH S éStpﬁPo?/? fdd. e Alternate
shotwisi alR0 ghegiedetd $Aretniee offed At suppostsast aliotér witchback

%!ﬁédl ot tﬁesﬂiﬂ £524)0 det @ENGANE | | fhent HEY oBHRRALH continues to
55?]% fi er/ vvltchbaqwI 1(}ste 13Q2). This step queri es

e RRFCEhRat™ 1%’h6§e%er§%“ﬁe& Primary
RNI C, as well as the RNIC that w Il be chosen as the
Al t er nat ecdgNLE22, Fore @asth iBMLE thadaiSypparct sef So tindlternate

tRB?C %ﬁt séﬂ%gr:% % :S.:é:}%fel (93‘!"" % ﬁ @:?‘s S/t§ Ingé’ og ?/gdﬁ%litars, and the

i ssues a verb 1304

BRIES V& TeEY e‘yd‘la?SJtarFéoP e B‘Tte Onh'u" §?t:‘f]1’?§ F‘?ﬁ'y gill be
chnBQunediFor s$/Sapdd trdee- $/a9ngetem‘ 1p&or yFolr aash &0 bhtatamal to be

Reed et b@&hzaﬂolt%rﬁaﬁé R&Ec,t RAd ﬁ@gkllsgaegwﬁkgweedgf@&b (step

§é§4 andT ré:!ttsé 8% ver E-Jlscplﬂlect:.e g% f%b r%/a%.ﬁgc tt‘,ﬁe lﬂ.’gSt y RNIC

es a gﬁ; ‘Create
\?@F‘b §b%cpf]ftle‘é%atteh%1“¥5r| )Fhﬂmleer’%al’f@ W]iqTBPVC Rﬂﬁ@lated with the
cQ.

For each Memory Region that is to be shared between the Primary RNIC
and the Alternate RNIC, the host uses the Register Shared memory verb to
register all shared memory regions on the Alternate RNIC (step 1326).
Registered through one of the Register Memory Region verbs, the host
specifies the Primary RNIC, the Primary RNIC Port, the Alternate RNIC, and
the Alternate RNIC Port associated with the Memory Region.

For each QP that is created on the Alternate RNIC, the host issues a
Create QP verb (step 1328). The Create QP verb specifies the RNIC State
(Alternate), Primary RNIC, the Primary RNIC Port, the Alternate RNIC, and
the Alternate RNIC Port associated with the QP. For each Memory Window
that is allocated through the Allocate Memory Window verb, the host
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Port, the Alternate RNIC, and the Alternate RNI C Port
associated with the CQ For each Menory Region that

w0 20neg338i er ed t hrough one of the Register MPOT/$B2003/003418

Regi on verbs, the host specifies the Primary RNIC, the
Primary RNIC Port, the Alternate RNIC, and the
Alternate RNIC Port associated with the 35 Menory
Regi on (step 1308). For each QP that is created, the

%& el 8988 AL EPLRrOD BT (SLP QI&%% JheA S8 e, ana

éilﬁ%ﬁr’éj:e WFn%‘?r)F Péf\ﬁcéla‘f??eWPW ﬁwmrt“bafi?w =hep 1330).
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assockat @dcmideheidie 1R YO 22044023305 on the Primary RNIC, the
E to%%gegséﬁ?oo%ﬁ%ﬁ C%Pﬁgerl:or egutles%%%r yQP S?Vgsg. hr? ttkc)DI §he QP: the
@&liceﬁtal%elz?mtaﬁ@ hébe RYFeeTY RELC tme m%ﬂfi RAFEnaff KNIC and
PritTdeyep RBBZD .Pordr, ebdie CAl tleitnas ecoRdE Gesamchrbhiézed on the Primary

QMC‘:—‘ rQ@Ee% gﬂ %E oe{sISJ_Qﬁéprat;}%dCWﬂak}e JSJQB% @Eéﬁd Wtﬂg%st issues
a res nnectl enthe ENI% state

st 131

CoRet bt 2o B Shit e S AR AIEELE 90 B
(P imaaY ) iz &le il pyeyrve RERE ang J%PrM o%@héﬁer@ﬁt%nﬁd“éﬁérﬁﬂ BeuF (step
LEsynchroni zati on process of a connection across two

RNI Cs in accordance with a preferred enbodi nent of

the present_invention. The Res%gnchronl ation process
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that nQ&fs l@@% ﬁ@@ﬂcﬁﬂéﬁ@eﬁ%rﬁ ﬂH@@I}lm&ySRNb@ht thS host issues a

r Wit hout  an t shown in
'ﬁ_‘ﬁﬁf bg‘%@ T reacé:rlg élaélotﬁgétrbg)r?s&\% t% Asquery of the
15 Primary RNIC to determ ne the range of QP nunbers,
t he raagerofy CQ Fipmrberx;, andhbheicadl@reh iveporyided that

Ifﬂl%%!r@éésogn 3&9{‘2 s?faqjyegﬂécﬁlﬁoﬂﬁzblngss%ﬁgrﬁseeﬁ bé@ﬁt&nv\iﬂel prmary and

h
APILEPRR SO EPCT SR e o 5 THEd SPRPHESHT ] the present
sw@ws Shr e Adgere Shi (PERPRoK RNTAL300 Faft Algferaitlep RVIC 1104 use
B2 boidtinh i medRBGes thes toheonaei @ddeOthe @NEE RMASQE @t2€es. The

%ﬂeec‘?cp%gx‘g%ngorh&%%%éss %an tlnaec r&&k}g&éf%ﬁ %:?re%@i@t@l@gg& I f]abrlc that

I SSuUes
B T HSCPRHITE oPi 4 HECT HIGES of T R Sing messages

tére alande obmnOQL caedeimliranilyt, héor ﬁaﬂrgéeothmbray shared system

hétgl addicn and Pf QlcesddidNe Tabbetierhe i @S nbRAtanW diltebfate rRNICS.
25 configured for S/S and non-S/S (step 1322). For

each CQthat is to be created on the Alternate RN C

the hBt9utestlghous Cheapeei e Ry hefe tighrcknpigting messages
ereaket CQreetly spherighi £Fabhie PhatraimyeRMnGecttsheh®romipany and the

BMeQnaE’@rR&\TIC$ h@'h@" fernatenRN G 160d LAe AbtRiRabes RN Gessages
Portbeass ciated with the

sen over one Or more Tcg%onnectlons The fabric can also be a
Memory Mapped, I/O Expansion Network, such as PCI, PCI-X, or PCI-Express.
Finally, the fabric can be a system area network, such as InfiniBand.
Figure 11 shows the exemplary case where the fabric is a Local Area

Network.

Figure 13C shows common fields between all checkpoint messages, such
as checkpoint message 1340. The first field of all checkpointing messages
is the operation code, such as OpCode 1344, and it describes the type of
checkpoint information included in the message. The next field of the
message is the length, such as Length 1348, which describes the message

length in bytes. The last field of the message is a well-known, iSCSI, 32
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rstehag%ﬂré%gg@lgﬂnﬁeg%eaﬁ&” beg %‘5@3& GaL8YDy two rNICs in
LY REFS e crb s o Ao s

stem

t ﬁpvmn is

anelisleter Tap RN Bxoks W e eQFl fostirinsattreieseshpltl yn outbound
ras esepherte bl hes i6h ek @Ok HroBg:ITRS SAGesi &t . SeMe following is the

ghé%t)!l.ﬁ(tltngr Qé&gg@ El%@ rds%dt t@ hé&lp%&ﬁ@ r)c.@l%cgétﬂonﬁd TCP segment

ent }Ergm the SQ 1408 of QP Context 1412.

scheduling.

Assume that SQ 1408 has an TCP Segment ready for outbound

The Primary RNIC 1404 updates the following four fields of

its local copy of the Working SQ S/S8 Context 1224:
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Mapped, 1/0O Expansion Network, such as PCl, PCl-X, or
PCl - Express. Finally, the fabrie can be a system area
network, such as InfiniBand. Figure 11 shows the
exenpl ary case where the fabric is a Local Area 35
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REP Pt ﬁ’gttlaz igure 14, a schematic diagram
illustrating an

Working Current Send WQE number

Working Byte offset into current Send WQE

Working Sequence number for next Send TCP segment

Working Window for value for next Send TCP segment

The Alternate RNIC 1480 then copies its local copy of the Working 8Q
8/8 Context 1224 to its local copy of the Committed SQ S/ Context 1228.
The following four fields of the Committed SQ S/S Context 1228 are updated
on the Alternate RNIC 1480:

Committed Current Send WQE number

Committed Byte offset into current Send WQE

Committed Sequence number for next Send TCP segment

Committed Window for value for next Send TCP segment
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exenpl ary Send checkpoi nting nessage flow and process
used by two RNICs in accordance with a preferred

wenimad2izent of the present invention is provi BeDiGBIING/003418

RNI C | ooks up the QP Context associated with an

out bound TCP Segnent by using 3P WE processing
algorithns. The followng is the 20 checkpoi nti ng
nessage fl ow used to checkpoint the outbound TCP

Segne%ftﬁ:?%ﬂ% ]_o?(msgﬁ}it% ]'S%:L%T%% beg?l ?8 ate tl 14&%‘1@, local QP
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Context, the Primary RNIC 1404 sends an Update Whrki ng

5Q S/'S Cont ext SerfePMEEies SxgE™t 436t B RE“XR er nat e

RNI C 1480. The:oanﬁoxée Hyﬂfm40f$se$einﬁoocu(ﬂ%2 sdﬂ@dm}e

T KTNSO ceRH l%&hexﬁ%"ﬂtﬂ&!‘ekbfw néﬁﬂ-%encf”l‘tP'—EéB?ﬂeﬂt

:N)r ki ng s&%}‘% B vSh R Eﬁé neﬁfh%egﬁ F rearas

that follow the length are set as follows: QP Nunber

VOr ki mge Qs ment Rﬁe@mw&e&um th&\upldh B9 CBMi\ﬂ:t@ﬁf@ts/s Context

i r ki ng en r

AR UL M a1 00 e CERINIDE g Bl concere sena
HexgadSe htP4TER ‘é?égﬁerﬁor FERPhe tAEt @Hiat &= RRLEl14Ben the Primary
mﬂmelmes dddetddpdat eI kidpg SQtht Sdmabt edd sdend context with the

M%ﬁ@ Jéﬂcﬁe;ﬂ&%@gﬁé dg/g% 'éofﬁgt t@@%&g&g%ﬁqu, it

Cont ex IS va
é‘RQ"i‘ﬁﬂS the) foEkwing 17488 #Jsel 8195 167 HoRmi Hed180 A/ eFonsprt 1228:
RNI C 1480 updates its |ocal copy of the Wirking SQ S/'S

mext— Wt e Gt B s cR reh s T FdE THumtdrs ©

E _ |
sopy of the ﬁgroﬁ“l“héc“egdg%/esc’%;ﬁttefx?tolE’ﬁre&ﬁ T8 Wk

Al t er nat e RNMEtragGegpertcesutes fol Rovk FgnfdidP fewleds

DT T he V‘Or&nﬂllt’éﬂi Wbi(bwbﬂcm @¥luel £64 nokd YOKITCHR segment

Aand \ANE i \WArler na- Ryt a nffaont 1+ Nt

T
wl | Clll Ucllu V% ||ur|UC| VUI I\T I'Iy Llyl. < UT T O9CT LILILLY \J

current Send
SQ 1408 places the TCP Segment in the outbound scheduler and the

scheduler sends 1400 the TCP Segment the next time it sends TCP Segments
from SQ 1408.

If the Update Committed SQ S8/8 Context Send Message 1424 is invalid
or if it is not received within a checkpoint timeout window, the Primary
RNIC 1404 will resend it up to the number of times defined by the
checkpoint retry number. If the Alternmate RNIC 1480 receives a duplicate
Update Working SQ S/S Context Send Message 1416, it will resend the
previous Update Committed SQ S/S Context Send Message 1424. At this point

the outbound Send has been checkpointed.

Now, the checkpointing message flow used when a TCP ACK segment is
receive by Primary RNIC 1404 and is associated with the SQ 1408 of QP
Context 1412 will be described. First, the incoming TCP ACK Segment is

received in an intermediate speed matching buffer. If the TCP Ack Segment
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Wor ki ng Sequence nunber for next Send TCP segnent
Wor ki ng W ndow for value for next Send TCP segnent The

wa@bkaognosv® RNI C 1480 then copies its | ocal coppCcDiGBRIVS/003418

Wrking SQ S/'S Context 1224 to its |local copy of the
Commtted SQ S/'S Context 1228. 385 The foll owi ng four
fields of the Commtted SQ S/S Context 1228 are
updated on the Alternate RNIC 1480: Committed Current

n rs d te o Kl r.r.ent .
ggn:go :[H’mJQE 1s g%%é%‘g ncgy ntgle ‘f['(f,‘é &éﬂe&é’l is \Dillég, then the
SEYTRI %%Prﬁ*?"c t“QGaWnBB%vaHOWEu%OUFoFl‘ﬂé’ito%éﬁa frepl copy of
sbgrmenkid sR094 023365 PLRB.GB2003/ 003418 37 After the
above four fi el ds have been updated in the Iocal QP

Sommi t t ed SO g I rreélécnae‘f\?éé’gapdc o5 FOrBes he

Primary RNl @orlbw, Bt oOpidénte Sarients Becaiye AFBRE

Jpdare Commbiiig S4dushss GaRT ©or SaTid NBsSagercktadgnetie

h - nf +hnpn
)_Cllg’l_rl TDT& ‘Lll L %= iy T
ndat e Commii l&%&%ﬁ‘%"é&%‘% o %eéxntfd‘ Pk e Sqgment

five fields that follow the | ength are set as follows:
QP Numifeer Chamadolve dicdur £iritls Served Mdn npddyend irCabmi Idced QP

Byhes:ef f sat pkmag§cm51rce 0i0458B88L MGE U emv&otrﬁﬂnvi%guysc Bontext Ack

next d TCP se

DATEEre L8 B e R SERTb g, R dseede MOV BOL <o ooos,
1464 Urdes Veskitge SQUFI &t EorCotvmiAckelles5@0S/ 18 3@on Tkt Length is set to
getich Mess Agae lldezlguami vid ivgajes Wgri‘klnbf sc|§ g s Canrekt @dx Message.

t n ssag s
e s PR "t AR 0 o el sl g
1404 updates its local copy of the Commttted SQ S/ S
Context with the contents off thebdzomm tt ed SQ SI'S

Context— Vessage Wb‘i"l%i'ng tUE‘ferﬂtSRedélx;éDAakPWQE Fombate
nllnmnn fnur fie Lnf ite Committed SO S/ S (‘nnfnvf

1228:  Comi'F S 9CHY e it - Sn iR CRt e F oo A T e i
Byt e of f seffofirg Wﬁé@ﬁ ngend fppEmexCohtid AredCBesemset
hunber Tor nexXdinderithddicHasegnmat ne:étoﬁm R OrolY BEewent Or

al o f ~ nast Cand TP camnpnt 1409 Nl anac + ha J'f"n
vartde—Tof—hmext oSEert rorr—SCTyrictit Q\( LU0 'JI ac TS l. I o

Segnent in the outbound schedul er and the

scheddPErASERtRF 1A LAY FepeiSegnit UPﬂaeten@%kwn%? i Context
sehdesTER J4gtrentisvaliidomsSQ 1408. tid woheingpsatsds Context Message
@@mmtst eglll%Q @ﬁe@ml@xaeseﬁ&zl\@%mgdl%énl hel RY@lhdte rzc

i s.not. recei ved w t hi

%4%% &ﬁdai{,??e .'LF_.,? 1%?§/ copy of the Wor]ecllng EPSI gctmttelxt 122t4 with the

contents of the Working SQ S/8 Context Ack Message 1432. The update of

the local copy of the Working SQ S/S Context 1224 on the Alternate RNIC
1480 updates the following four fields of the Working SQ 8/S Context 1224:

Working Current Receive Ack WQE Number

Working Byte offset into Current Receive Ack WQE

Working Sequence num. for next Rcv Ack TCP segment

Working Window value for next Rcv Ack TCP segment

The Alternate RNIC 1480 then copiesg its local copy of the Working SQ
S/8 Context 1224 to its local copy of the Committed SQ S/S Context 1228.

The following four fields of the Committed SQ 8/8 Context 1228 are updated
on the Alternate RNIC 1480:
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25 RNIC 1404 wll resend it up to the nunber of tines
defined by the checkpoint retry nunber. If the

wa@bkaognosv® RNl C 1480 receives a duplicate Updp¢EGB2003/003418

Working SQ S/'S Context Send Message 1416, it w |
resend the previous Update CoRfitted SQ S/ S Cont ext
Send Message 1424. At this point the outbound Send
has been checkpoi nt ed. 30 Now the checkp0| nting
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AGP WREHRN MR AMieriihe ahavefouy chi e.l.egétlb%.\f@ :Q—:Q:eﬂs follows:
updated 1n the local QP Context, the Primary RNIC
1404 sends an Update Worki ng SQ S/S Cont ext Ack

Message 1432 to the Alternat® Rher1480. The OpCode

T4541TS Set to o@ﬂhﬁ.)@beﬂ@mreﬁt RQQG&P@ MFWQEngwﬁQrb/ S

ont-oxt  Acle N NTaYoVYaW.|

NN i T ) e e R

Ak Messa§e™ityad SeRyence| Bffits F%Pei"BII‘iC&’\AﬁT%é’C?’ TGPt

are set ascézﬁmthswlﬁ@%vd\luah&r £Y reixn QRABUACKR ITCP Reg@eve

Ack—WE—Nurrber—YWorking Dytb of-fset—ntoCurrent

Recei ve Ack uence nu f r n. xt v

Ack TEF 56@#10\\}%&%4{% SR VAT ﬂi]é’g‘]f1 tﬁév s{(s Context

xQp @egermsntmelsmarh@lwatasnate RA i@elﬂefﬂ)nlrtée‘éls@e§/ g Fentext Ack
5@&3@ MGkhﬂgragS@ SleSr Rk Xd thécdrd¥essagel dd32nandhe Primary

}E%% QBE Sugidtai(:]es ]g.ts och rﬁi(ogg,?%fs 9&%@ 1’cr§tee<yit Sd\/%‘?? a&%text with the
h@temtﬁ &habe qwn@teﬂ%@ S dermE st tAs—‘kl W&Pg‘é dp9s of TPﬁ"e is, it

WodddeB gr1BQr Sl mwCantmxt 1i224s wift hrd hexrR{hoC 80t Bist Somfext :
the Working SQ S/'S Context Ack Message 1432. The

SLS
Cont ext 1224 o PHECEAC BFHSPE BGPEYS Ack WOE umber

Committed Byte offset into Current Receive Ack WOE

Committed Sequence num. for next Rcv Ack TCP segment

Committed Window value for next Rcv Ack TCP segment

If the Update Committed SQ S/S Context Ack Message 1436 is invalid,
or if it is not received within a checkpoint timeout window, the Primary
RNIC 1404 will resend it up to the number of times defined by the
checkpoint retry number. If the Alternate RNIC 1480 receives a duplicate
Update Working SQ 8/S Context Ack Message 1432, it will resend the
previous Update Committed SQ S/S Context Ack Message 1436. At this point

the incoming Ack has been checkpointed.

Referring to Figure 15, a schematic diagram illustrating an
exemplary Receive checkpointing message flow and process used by two RNICs

in accordance with a preferred embodiment of the present invention is
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1480 updates the follow ng four fields of the Wrking
SQ S/'S Context 1224: Wirking Current Receive Ack WQE

woOlvbee33050r ki ng Byte offset into Current ReceP@EGB2003/003418

WXE Wirking Sequence num for next Rcv Ack TCP
segnment Wbr ki ng W ndow val ue fot0 next Rcv Ack TCP
segnment 25 The Alternate RNIC 1480 then copies its

| ocal copy of the Wbrki ng SQ S/'S Context 1224 to its

OpY...af n
POpTsaine TR 4 o R T B € Gy Gl snoonios
ff?Ss%ﬁmén‘a PlatEds vatl H%O"N FePATAL euRrEl e 480K - ‘@Oamrlthms When
20041 D23BH FCPCIF9EBRO(3/ 0OR4$8d t38 TP tdwedt Qller odk-up is used
ReCeli@mACK MOERNUIRG! 2 LONTEE tied BWogi@f HeBtsdgnbex.
Current Receive Ack WE Conmtted Sequence num for
next Rcv Ack TCP segnent Conmmtted W ndow val ue for
next RE§ TRMROTEY $8gHeRremPARTE cheREPOdBBIRY Petadri Blqysused when
hageiesingiFdatednent tthegdtacahe @@ 1X0BNLEXIP, Coltext 1512. The

%E&ﬁl@l@t @CERME&;ne’L&SQs %@gﬁe@nlp%glagﬁte%gméttet ﬁqaeg(gnﬁ/cglng buffer.

%nt ex%ol? ﬁe%ﬁ%rh'\ée 15 8211%4339: f(f)(R}'g' i?rl nai%&?{}!’!tl destlnatlon,

Géhﬂaf"ti‘{sédl‘s@si%c%‘iﬂdext Ack Message 1436. The Length
is set to x0004, i.e. the length of the Update

Conmi tAfegr %Qe Sfc% g@g‘ﬂﬁe@xﬁt 1s ‘%@gcé\ée Saage. fﬂ-rnﬁ Eéé@ngi::@nd Sthe

b E L bR B SR e i S h Eeat. copy of

Bje dlarffinetRO| N%C@?%nﬂﬁecel ve Ack WQE Committed
Sequence num for next Rcv Ack TCP segnent Commtted

Ml o fAar navt v/ An|/ TPD cnnnpnt 10_-The
f\tgl C LA >3

:)'II IIdUVV vVar o T Ul Imekiﬁé\léuﬂ. t ér T

Sont ext  Ack KeesiageBue36tieg 9 gafwestiRecefye (e

o mYa ala)

[
(
Comm tted BXENG Canicexé ndak ﬂ%smgerégbaﬁelmpvaégn@pt
|
f

or—exanptept ienE ol Svat gt iy LaeMREbE B+t Yanic
RNLC 1404 updm‘ eS its |l ocal copy of _the Committted Qﬂ

S/'S Context with the contents of the Commtted SQ SIS
Cont ex¥ftée kKhvbeahoygefaud36ielfiy dpaviesbednt updpi@dt &% thaelocal QP
fooht o, Nnghd euimddyekthis 0§04 sSna ki RGO WwrlilPmrbhexts context

g‘ggg@\;e stgﬁgrm% 8? Cc%l natv%%% %&T‘prc&?ed 1554 is set

te of set “Irnto Current Recei ve
é‘;@q{fé}?ée $riem UBdsite s ing \ROASAS ?ept%gﬁ%fﬁlve Message 1516. The

Length is set to x0004, i.e. the length of the Update Working RQ S/S

Context Receive Message. The five fields that follow the length are set
as follows:

QP Number

Working Current Receive WQE number

Working Byte offset into current Receive WQE

Working Sequence num. for next receive TCP segment

Working Window value for next Receive TCP segment

The Alternate RNIC 1580 receives the Update Working RQ 8/8 Context
Receive Message 1516 and validates it. If the Working RQ S/S Context
Receive Message 1516 is valid, for example the CRC32 1562 is wvalid, then
the Alternate RNIC 1580 updates its local copy of the Working RQ S/S
Context 1232 with the contents of the Working RQ S/8 Context Receive
Message 1516. The update of the local copy of the Working SQ S/S8 Context
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Committed Wndow val ue for next Rcv Ack TCP segnent
20 If the Update Commtted SQ S/S Cont ext Ack nessage

wadaasioesos nvalid, or if it is not received w POT/GBA003/003418

checkpoint tinmeout window, the Primary RN C 1404 wil |
resend it up to the nunber of t4ines defined by the
checkpoint retry nunber. If the Alternate RNI C 1480
receives a duplicate 25 Update Wrking SQ S/'S Cont ext

ag 1432 i resend th i
Gitiar By e osrleen B Rite 08 1A ToRr Fee or wne
petkimg $hé&/$ riwhtrg 1A8%: has been checkp0| nt ed.
Referrl ng to Fi gure 15 a scherratl c di agram

3 o éflll Ilg
ssage fl ow and nrnrpqq qud_h\/ twn RN A

accor dance wi PHFRARHrEEr PEFEI5ai ﬁﬁﬁtembeeFﬁJevepr%ent

nventi on Werkiy 28Q4£823806. PEFL GBRO0B{ 8084 I8P Zyment

provided TN Giheok Tt tFIe AR CREBRFE RPSHEd@nhed

TCP/ I P qui ntupl e | ook-up algorithnms. When an incom ng

TCP SEbmeAtermnte cREICy &8 KESTCPPIE dtif nogpl PRt (e Working RQ

ls$s ustext @23eter Maneotdie Yy assatd abethteed R s context 1236.
Qﬁﬂgfgﬂl;!; fo %gg}?éltds ?}i -Elﬂg é‘ grgkahygdnthsﬁ/ Sa@orﬁ:)égngeyare updated

ol nt message Tlow use e tncomng T
§%gfrP@nf*1bceéF@%it SNEhSRE 1508 of QP Context 1512. The
[ ncom ng TCP Segmsnt is received in an internedi ate

speetmatchi "y ”@bﬁuﬁ.t‘ted'duﬁ!‘cé‘:‘?c R%%Wﬂ'&lﬁber"d' o,

t IQJHB_CPF{ Lnh its estination 10 ot
s di scar ded SOBHEEPT BHES TIPSR dHERt CHE P £EE %I”fenw?é s

i nal desﬁpmmttltedh SeHh@flcePrlwmar ﬁOJRNb@t 1@@41‘{:&) d8P esompret

REsegment

O n'ﬂ:frm QIQ f"nntnvj: 12 Q’)- 1L'. Worki—Be—Cae-F

aont
0 o ikc—Trg—Sor-T Tt

Recel ve WOE nunber  WorKi na Byte offset_into current
T

Recei $ECRAQEDS \IBPKR? HEUSEHiRe AR dioffBniesPorPhieRt etlf ecal QP
TORt e g et AGarkih gy RWEQ AP0 vadnde 40 UpAebet CReGigiced ROCP/S Context

§@9€§5§/@t Meos‘(%g%g rishlne. Ay QPIfJ.QQJ.ry ket dsohavend Qﬁ:ﬁ:o&@ dakedis set to

Primary RNI C 1504 se
AoUsain s PTG G 66 o (PP S FBRUILVE REsaind - The
LEAGN bs thee Y EPHaL & - RNIt@elmthﬂfet@@@éetel%mlr@ﬁ RQ 8/8
28htext ORROVE Mk s&ye . Upthad elV@rﬂin& RELS/51Ganttaxtlength are set
Rgcied \iﬁ JEssage 1516. The Length is set to x0004,
e length of the Update Wrking RQ S/S Cont ext
Recel ve Message. The five fields that follow the

ength are set QP Number

Committed Current Receive WQE number

Committed Byte offset into current Receive WQE

Committed Sequence num. for next receive TCP segment

Committed Window value for next Receive TCP segment

The Primary RNIC 1504 receives the Update Committed RQ 8/8 Context
Receive Message 1524 and validates it. If the Committed RQ S/S Context
Receive Message 1524 is valid, for example the CRC32 is valid, then the
Primary RNIC 1504 updates its local copy of the Committted RQ S/S Context
1236 with the contents of the Committed RQ S/8 Context Receive Message
1524, That is it updates the following four fields of its Committed RQ
8/8 Context 1236:
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as follows: 25 QP Nunber Working Current Receive WXE
nunmber working Byte offset into current Receive WXE

wowIkionzp0Sequence num for next receive TCP sSePOEGB2003/003418

Wor ki ng W ndow val ue for next Receive TCP segnent The
Alternate RNIC 1580 receives th& Update Wrking RQ S/'S
Context Receive Message 1516 and validates it. if the
W)rkl ng RQ S/'S Cont ext 30 Recel ve I\/lessage 1516 is

Al 1A fAr EA2 i< val han t ha
art+a,—1 LR A~

UT \, I\ ul T ’J
N Lernate BN G LARB i Sh eepe Hesetye dgk ! ﬂ‘”‘tb?’f he
NOr ki ng RQ SCIMIERE Stte19855ek 1ot fierreBhtRasesvoMEhe
AT ki ng RQobmTteanieexiende @emnye fok/as&agﬂecb'iiis Tcliheegment

?nnAln?QQDRtDFT/CR?DO?/DD?41R 41 12??gnn41he

Al t er Hat EPRIPEEESF ST &8 £t SPRFPSWRIRF LS Ufeseres &§24 is
Ghveahg o\irik i g sSapiS/rSc€rdent thi 232 .chgirkiing Guepentwindow, the
E@@ﬁax\yeRNﬂEwaﬂnl 280eki ng BYt® ofd $ekbdNbe €ikhek 8ffined by the

ng S nce, .num receive
RO et kTR W OVt T it WG Lo CRIok Fcp dopticate
éJe@mWorlenwh@: A/# eqécnﬂétset RNFELVES Bosaagent W6pi &5 wilk resend the
lp@6ed ousOMyEa0t ddivi MK RO G5 /BQorlelt GRrbeXd Mbdsdel 0534.S At this

:pggf?totagp Bhidh8e mtget%g B&%q Rt ext 1236. The

w ng four firelds of tte RQ S/'S Cont ext

1236 are updated on the Alternate RNIC 1580: 10

Conmi tThe df@lpviast iRewe pyeandNOE miprblerointomninesedeBfia used when a
@&ﬁsmtx b&dnn€ W< 8Bkt Ffe%%lp mmMRtmf@mfbt t8d SePLEPERted with the

o[ . Next, receiy segnen
I (e °f OF rbr%f bod egels\%/‘é TP 9rlmar¥%ﬁ?t{51°%t ﬁ%ﬁaé:ﬁ?)v%he following

ffetéﬁ ffleé%efhwelbe@n cemd@tfeﬁhq Horkimgl R &I/S Fontext 1232:

Cont ext the Al ternate RNI C 1580 sends an Update

A

hp pLLWHrVARN|C

k0007, i.e. Upaaie® E3Rmiattast RQt‘S/OS‘rE%TtFt Exd RekJFe
Vessage 15»2ﬂrk1ﬂ'd1@equem@thgm S St nket XBO9%Acki TeR skhgent

ENgUT of ey dRee Sk L ie s B ke adk0ntE e oaReT Ve
set as foll ows:
After the above four fields have been updated in the local QP

Context, the Primary RNIC 1504 sends an Update Working RQ S/S Context Ack
Message 1532 to the Alternate RNIC 1580. The OpCode 1554 is set to x0008,
i.e. Update Working RQ S/S Context Ack Message 1532. The'Length is set to
x0004, i.e. the length of the Update Working RQ S/S Context Ack Message.
The five fields that follow the length are set as follows:

QP Number
Working Current Send Ack WQE number

Working Byte offset into current Send Ack WQE

Working Sequence num. for next Send Ack TCP segment

Working Window value for next Ack TCP segment

The Alternate RNIC 1580 receives the Update Working RQ 8/S Context
Ack Message 1532 and validates it. If the Working RQ 8/8 Context Ack
Message 1532 is valid, for example the CRC32 is valid, then the Alternate
RNIC 1580 updates its local copy of the Working RQ S/S Context 1232 with
the contents of the Working RQ S/S Context Ack Message 1532. The update
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20 QP Nunber Committed Current Recei ve WQE nunber
Commtted Byte offset into current Receive WQE

w@oeomiorizesl Sequence num for next recei ve TCP BET/GBRG03/003418

Conmi tted W ndow val ue for next Receive TCP segnent
The Primary RNI C 1504 receives 4he Update Comm tted RQ
S/'S Context Receive Message 1524 and validates it. If
the Conmtted RQ S/S Context 25 Receive Message 1524

i % t\!}‘?el Ilg&a,\J" %E)Tg d)%nphee W%:t.:lkel %R% ({Iczfcyn%lelxg 12%99 te?qn 't:ple Alternate RNIC

rimar dates 1ts opy ©

é&ﬁ?nLtP@FE%F Rtgestoeleeﬁtgeitur fze?eiswpf HhehBorksng & §/9fContext 1232:
the Conmi tted RQ S/'S Cont ext Recel ve I\/lessage 1524,

Sormitted RQ__S/ Horklng o FShe.

PCT/ GB2003/ 00K Bytesffeet e“dltaﬁ‘tréﬁtt BEBLIAFE VEE
nunber  Cofarkihe dSeByer@eofl@set fontnext LﬂanenAckRECJewegmM@

ﬂﬂm Tted Seqw&*]&ﬁ‘g ﬁN‘iH&ov& %11&@%r'1&'€x@ﬂ&: Téﬂf' s%@ﬂé‘i?&”

the UpdateCorrmtted S/S Cont ext Recel ve l\/lesage
1524 iT&e Rpearate BFIG 1589 then mepipedéEviarahi ¢dynof the Working RQ
cliecddpoexd 12BIERULtsMIBdaW,cobfier Phé ramyi fISHGAl 304 aMnkbxt 1236.

L1 U 0 I f e yX h are updatce
R ok e B Sne h R R PRt B P ofig® ave wpoated
Pé‘c'ettevé%t%nﬁﬁﬁl E5t 8% ndat e Working RQ S/ S Cont ext
Recei ve Message 1516, it will resend the previous

reriERSaaE 1524

pdat e Comitted-Rdi St Gart et sBer &
) i i l ] Send has
“heckpoi nt ed °™F8 1% B¥ bt |°53f‘?tg ipge é’Hre‘?(e:nﬁF%ﬁ gk WOE

checkpoi nEémmg theks Sageence omwnys etbrmvhext #end GRkATHR segment
MRMWG 2R0TED Segment

-\nnnr\l;'\t enl M-t he of ﬂ:) r\nhf nvf 153’)

Pri mar¥ RKlI 811I5I0t4”u dla\tYe;ut“ﬁeut ol l owi ng four i eI ds

of it &tFoTale @pyeoeurt Felds riidavRgPrd PHtefnttekhe 1trgel QP
Vontaxtg e AemrnSea GRVAC k1 58QEsendisher UpWdrk icngniByb& RQ 8/S Context
akt Sﬂ&tsséég Q5§:¢It‘tr eple ¢ éckl\rfe@sowr Ifﬁ@%ﬁ@%’@.@g@ is set to

for é Send Ack T nent 15 working W nd
FRe For RERASK™ oL it CAPLE P "GBOVE Lotk The Length
flectads thawdObedneupdat behdth ¢hehk daalktQRomBoritedxRQ S/AeContext
Bek eisyaddNl Crid @4ves endsaanhbp dat eo@hKi g oRO a9eSset as follows:
Context Ack Message 1532 to the Alternate RNIC 1580.

he pCode 1554 is set to x0008
QP Number

Committed Current Send Ack WQE number

Lf

Committed Byte offset into current Send Ack WQE

Committed Sequence num. for next Send Ack TCP segment

Committed Window value for next Ack TCP segment

The Primary RNIC 1504 recelves the Update Committed RQ S/S Context
Ack Message 1536 and validates it. If the Committed RQ S/8 Context Ack
Message 1536 is valid, for example the CRC32 is valid, then the Primary
RNIC 1504 updates its local copy of the Committted RQ S/S Context 1236
with the contents of the Committed RQ S/S Context Ack Message 1536. That
is, it updates the following four fields of its Working RQ S/S8 Context:
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20 i.e. Update Wrking RQ S/S Context Ack Message
1532. The Length is set to x0004, i.e. the length of

wo be4lopssas e Wr ki ng RQ S/'S Cont ext Ack MessagePCT/GiBe003/003418
five fields that follow the |length are set as follows:
QP Nunber Working Current Send #k WQE nunber Wbrking
Byte offset into current Send Ack WE Working

Sequence num for next Send Ack TCP segrrent Wor ki ng
ral g 2686 T

).

Y ndn [ ovr
/N_Ler_naLe_RNlC 15 'Em‘rtéff:%F\‘fé”ée’ttﬁgért%c‘c{‘i%&ﬂ’na RO S/ S

Cont ext AckCREE&5Ee BY5Sofaner Vale gareeny fend fAckhigQs

N)r Ki ng R@xﬁhsté?mraequénoéckum Wéssﬁgexmﬂdlzs:kvaﬁp @_ gxﬁemt

€ IS, .\-\‘ Y aE O yisir PN

RRn |mrlnf es |fe Inral rnn\/ nf thp V\hrkLnn F\’QQ Q

Context 1232 with 30 the contents of the rKi ng RQ

S/ S Cdiit eba UpgktaVESweigaed 3RS/ STifentartabek Wessage 1536 is invalid
20044 Q23389 %0P(Hd B2O0 3 0034 L 8ch ABp&fntt BondREabindePRY tBE Primary
t e t ternat

FIE0 o8 a2 Pt 1 UbPE, ofE Bl o bR B e
R@e‘érpgle%rﬁeémf nupR e . %r en@;lfefﬁafawms%ﬁé%c#@ws 2 duplicate
wptiey Wbk ilaongo Bysecaftbsetack miassags rnsnk, SendiAckeME the
%Qﬁcﬁ& HENG S il Eers/@e&ntége%ﬁ%es (e SARRENA: this point

ow val ue f nex seg

APE T4 gf"éndRﬁFE:IT‘?%e‘irhéﬁe%ﬁiL%tsedns | ocal copy of the
Wrking RQ S/'S Context 1232 to its |local copy of the

Cormi tREEerRQgSéoSF@lEEeEXE 12 36henath® dfight i NQ:ft@HEing an

gljn Comp?ﬁtloﬁl ?réerc%g?mﬁiﬁﬁ 670%%8%10w1%ncé8roc?sts ased by two RNICs
€Hr ?Céiﬁ’t'fd%’éi‘?dwﬂ'dk 2\RretRihtte PP THARTE P8 d Yy PEeYTts dpvention is
Prboldedr r e BEltd 1daie WEheContichted Seguenced muth o Bork Queue
rm@éﬁerﬁe Beh ks TERpSQIRER} 1GoRTTel € nih @A/W&ﬁllﬁi%cééylng

écgrl'%%}és L%P g]:e rrent %% eurS thew ?LQOJynewI'lo CE elroces :Lng

n update ﬁea[o QP "Gontext er na

RNF‘{’fl V) sends an Update Conmi tt ed RQ S/S Context 15
Ack Message 1536 to the Primary RNI C 1504. The OpCode

1454 iﬁesﬂllbﬁlﬂéogggafsei cl?eckﬁ@ﬁlﬁg %@Q&éé ngxRngéoStcc): Zheckpo:mt a
e age
PO o e RS 3o, I o TR el b SBepi, by e
AER4 Medgege. cqwéomw PR élQ&sretaﬁiat Eqphpesytine nsagEh 1608. CQ
akes Sekests tbé la@WSinto CcQ 1608 and updates the following field of its
local copy of the Working CQ S/S Context 1272.

[ Working Current Completion CQE number

After the above field has been updated in the local CQ Context, the
Primary RNIC 1604 sends an Update Working CQ S/S Context Message 1616 to
the Alternate RNIC 1680. The OpCode 1654 is set to x000A, i.e. Update
Working CQ S/S Context Message 1616. The Length is set to x0004, i.e. the
length of the Update Working CQ S/S8 Context Message. The two fields that
follow the length are set as follows:

CQ Number

Working Current Completion CQE number

The Alternate RNIC 1680 receives the Update Working CQ S/S Context
Message 1616 and validates it. If the Update Working CQ S/S Context
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QP Nunber Commtted Current Send Ack WQE nunber

Commtted Byte offset into current Send Ack WQE
w@oonriotizesl Sequence num for next Send Ack TCPPGEGBROUB/003418

Conmi tted Wndow val ue for next Ack TCP segnent 20

The Primary RNI C 1504 receives 4the Update Comm tted RQ

S/'S Context Ack Message 1536 and validates it. If the

Committed RQ S/'S Cont ext Ack I\/bssage 1536 is valid,

for exa t Pr| mar.y .25

e EBE dholacth o By’ B i i ey o
ﬁlse%t%e%@flcﬁ%) upglatiest hes ée¢ﬂ1eﬁt>1?sy off ﬂrﬁeW@a‘mmt €@@/8 Context
RQ7 5/v3 t Kot ¥bntAGK s I\assagemlﬁi%@ cddfs corexttmMdipdad AS16. The

et et dousto b §55%s ek Paasho4r OBhiTE 1412 o0 e
BIRAFEE R At MSA@!@ W o it e 1 it pe derBiRdecQ S/8
abhsett Lzt current Send Ack WQE Conmitted Sequence

num for next Send Ack TCP segnment Committed W ndow
value for next Ack TCP segnment |f the Update Comm tted

RO SIS Context AFRWEEsTHE 15 $6™PLetinn ™ geTi t |t ]
is not received within a checkpoint tinmeout w ndow,
t he PrwhaazxmeréatBNkﬁxclaeéo Winkh d@$ead tkt1dda1t &gyh8r the working co

%Zgbcerntg%ff tJ.IGEE er na y the of5glgcr ece:n:i:}:eecsieéé %/S Context 1276.

é"@}ﬁl#%é?@nguéa%ﬁde e ﬁ@mRQt%Y SOt ExaterEklIEs sagwdated on the
bBB8&nact mizcl 16s@send the previous Update Conmitted RQ

S/'S Context Ack Message 1536. At this point the

out bound Ack has bheen checkpointed. 10 Referring to

Figure 16, a scREEGEEd FuEgram PrPirst PR R et |
exenpl ary Conpl etion checkpointing work flow and

pr oge&st&seﬂe tabotJ@D%l%Miq‘fas iaae:agg@attt@_@nge tWet b1 op context, the
erre nmen resen I QV

B LS o BBl R SR oSBT B oo 2624

\}BPt WeaPWWY@I&sfeli% -El Tel?feﬁPqu?aiwaassm?pF@t@GOBy i.e. Update

usimig tae | do kP wan QR ONGEs @C e, ngrheabg@tht besse8neb %0004, i.e.
%Fg aﬂ.tegﬁﬁlg %?]éj%#a??e\/\%lmlmulﬁgg “ﬁ%ﬁp x%cﬁ§§éaﬁg The two £fields

or | oW n ol nt1 ng " nessage

FPOwW RS EY 8° cfeekh it © a?ofoé&i’r‘t’f’r ‘eti on Queue El enent
added to CQ 1608 surfaced to the host by RNIC 1604.

Assumnme LY 1bUo nas an L,LJ: re@pmw{,&rr IMSertion Tmo U
fa¥aXe] CcCO— 1602 o CO- 16082 and

IS v AW AW W A AA Y4 l'l\J T |_
pdates the fol onv]@ﬂl%e? d“ffaen C°“%letm COE nunbex

The Primary RNIC 1604 receives the Update Committed CQ S/S Context
Message 1624 and validates it. If the Committed CQ S/S Context Message
1624 is valid, for example the CRC32 is valid, then the Primary RNIC 1604
updates its local copy of the Committted CQ 8/S Context 1276 with the
contents of the Committed CQ S/S Context Message 1624. That is, it
updates the following field of its Committed CQ S/S Context 1276:

[ Committed Current Completion CQE number

If the Update Committed CQ 8/S Context Message 1624 is invalid or if
it is not received within a checkpoint timeout window, the Primary RNIC
1604 will resend it up to the number of times defined by the checkpoint
retry number. If the Alternate RNIC 1680 receives a duplicate Update
Working CQ 8/S Context Message 1616, it will resend the previous Update
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| ocal copy of the Working CQ S/'S Context 1272. 25
Wor ki ng Current Conpl eti on CQE nunber After the above

wo p@4a233as been updated in the | ocal CQ Cont exPCT/GIB2003/003418

Primary RNI C 1604 sends an Update Working CQ S/'S

Cont ext Message 1616 to the Al4@ernate RNIC 1680. The
OpCode 1654 is set to x000A, i.e. Update 30 Wrking CQ
S/'S Context Message 1616. The Length is set to x0004,

bl PRl sl T SIS G e,

§é‘€°]&5°lf16¢4 -ows: CQ Number Working Current Conpletion
CQE nunber 35 The Alternate RNIC 1680 receives the

Up dat Qae\f\éféﬂﬂ Qgtch:. :.Sé @9 ntae éEhenM%§§ qgg.gllgﬁ“ Qlf&gj!:ratl%the Primary

%’Hl i dat eg ?dat e Wrk %E@Q Cont ext

04/623 ’iﬁfnﬁfﬁ/%%%‘ 6}6%’2?{8““35&5‘9 Y91 BieCGSs used by two
WAEFe inf ercordangs witthe ORC3RrdbERbodimeat iaf thdhawesdns invention.
Antegriabey RNLE, 1680 dipdairsy ltNSIC' ofEd, ﬁﬂ@)&h@faﬂdé@nate RNIC, such

pext . 1272, ” ents of th
% %i&@n% g\rg % fext K/%ssa e %L%lveTh %llarft me?sfaﬁe’ such an
I"Gchm 2ebp éfle?lfP@l%r!neiSﬁfgge@Qlea%ﬂﬂé%t elfzm B ping @epiods,
Ates nate RikeyHRM1pdat@stthidut ol draw a@ ﬁobedpdarméd ttAeough the

\AQE 2 i @Qe% Sandcg&ﬁl%)ﬂad %Zgugﬁ[ t}@ rl\JﬁJdQ Q\ﬁ
Conpl etion CQE nunber 10 The Alternate RNI C 1680 "t hen

copies its |ocal copy of the Wrking CQ S/ S Context

1624 tTHeifG1pgtn ie opy ety Guihthved 'GOsS fontusr to
E276chovdhesrbml traweAtmafriy edndcof7doheo Garnhi 42 8a 2RSS 1796. First,
%Qtﬁl)gerrlgtJGRl{If’C li9§j@t %OS t hf Am Q}rel;J ?‘r%oqln@\!? anlggxﬁér If the

Cur r ent elon After

&BB%‘E‘aFFe‘?-I‘HCh%@Gbé%??Wﬁﬂﬁnedlﬁﬁ' %&hﬂevq"oe%ﬁsaep Xi9ft esfiore the “I Am
ragveAcberndben Rl H680=genels, ahe Uptat eisCoarril.t eth<CQr Am alive”

§/e§s h&xXten, g8 H8d4sett Qo t:!b@ogjr 13RI Yu RN G1k604 Message 1704

d set to x0 e. . ,
%ﬁ%ﬁ&é Sreh oA ik Lol LiSa e e 2 am maive
é’féﬁsam X 00@4 thieee flelﬂsetlﬂllaéin §ohoyf thehdelyprbapee Gotimet tietlows:
CQ S/ S Cont ext l\/bssage The tvvo fields that follow

£ ~1 1 A
||C ] Cllgl |17d.| € DCL aS— o1 .
Cur rent Canpl etion CQE nu ﬂ? Id%ﬁf iheﬂl mary RNl C
1604 receives the Updat e @Hﬁn‘r’?ﬁ%ﬁ“@?rﬂ S Cont ext

Vessage 1624 and val i danes Potrt Numbehest@oam tted CQ S/ S
Context—vessage

For multiported RNICs, the “I Am Alive” Message can be implemented
to carry a variable number of fields after the length field, such as the
following (where N is the maximum number of ports supported by the RNIC):

RNIC Identifier
Number of RNIC Ports
RNIC Port Number 1
RNIC Port Number State 1
RNIC Port Number 2
RNIC Port Number State 2
RNIC Port Number N
RNIC Port Number State N

If the Alternate RNIC 1796 does not receive an “I Am Alive” message
1704 before the “I Am Alive” count down timer expires, then it initiates a

switchover by sending a Switchover Request Asynchronous Event 1708 to the
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1624 is valid, for exanple the CRC32 is valid, then
the Primary RNIC 1604 updates its |ocal copy of the

w@eomior3sved CQ S/ S Context 1276 with the 30 coPCEGB003/003418

the Conmtted CQ S/S Context Message 1624. That is, it
updates the following field of 47ts Commtted CQ S/ S
Context 1276: 1 Commtted Current Conpletion CQE
nunber 35 If the Update Commtted CQ S/ S Cont ext

SS?%@%]'C 4 Lrseg:eng%lea:: %:I?Tee t'LJcchorsfa I{eq%lﬁsot'!: r'?l’(;.; r\ég%ﬁ Event 1708
%@@t\nﬁmtSr é@ mem Ryprany RNEC Afphahrofah Pn@éerdeW%6712 The
byindie eheckp Rbrufet £ie pusbernId frebticsAites nate RNI C
1680 receives a duplicate Update Working CQ S/ S
Cont ext Message 1616, it will resend the.previous
Updat &% Vire2 8RO BBED 4 7 B Eress s/ TR 13 Qu&B‘Y@‘ﬁﬁ] fqsugrs 1716
CEX1S/cE Cont exd PvibssageNk62400 Al fllily poidttobdie afBE chasnon-error
hegn., eheckpoimntedyiReferring to Figure 17, a
schemati ¢ di agramillustrating the Primary 5 RNICto
Alternate RNIC switchover nessage fl ow and process
used By ISReSRNEESOYS AeideRdeTeesifthriPteres ertfial Alternate RNIC
empd tieneite Ofiaddaesjylesedtchensarth ot is Tdu@npetdinEy;
RNI C, such as Primary RNIC 1700, and the alternate
RNI C, as Al ternate RNI C 1796, issue
R e s e R g s
R ot PrEmayagREIC T TS MAAY@ss évlelcey, Rytissping a Modify RNIC
pefé @dsp; 10 where N is a programuable RNIC attri bute
that can be queried through the Query RN C verb and
nodi fied through the Modify RNIC verb. The foll ow ng
i s anCexeEanIrey thiPustherferrhesidagts rhergeuseeracsl (e-9. 2
svattudhoweRRPrigaplyhe tBat mieyaddNitCorda200aY adtihessAl(L ex.nadbe address
BN‘:\QO%ZQ&G usga rkﬁ/t Altéz%a%@%wﬂ:tlel@@ﬁtkﬁa BMcfg}anQcﬁ aS€lse Bhethe

count down fimer. If the Alternate RNIC
i‘%srsgieqo\’fe%”gﬁrylmﬁﬁwﬂolove" nmessage 1704 before the

“I Am Alive" count down tiner has expired, the timer
IS resetuselh@ii'tly AMi1Abo &' prifessaechaso ot Iae dpSpeenhe state of
%@éﬁ%‘t to x0000, i.e. "I AmAlive" Message 1704 and
he Length is set to x0003, i.e. the length of
the "I Am Alive" 20 Message. The three fields that
fol | oW tTre Pengtrh RNIE $EX0 abades| tioneQC IRURCid dbatPfimery state by

Biﬂlr@lﬁ réheNﬂﬂile%ta@\'HQ iﬂ@' EQCNQW@@J:@R@E}B aE@rAlternate RNIC
R R e T TR APAULGRE I Rt Sl O

after the length field, such as the follow ng (where
N i s Fhevssaxbdifn gpinbies @f ppoirs mupEPDTdedo byhahbe the state of
B Qyag, RMLC I dentifier Number of RNIC Ports

G) The Primary RNIC 1700 places the QPC 1716 in the Primary RTS
State by changing the RNIC State in the QPC 1716 Primary and Alternate
RNIC Identification Context from Alternate RTS State to the Primary RTS
State.

Steps D and E are performed for all CQs that had been set up with
the primary RNIC as Primary RNIC 1700 and the alternate RNIC as Alternate
RNIC 1796. An optimization can be performed for the Modify CQs 1790 that
involves the Modify CQs 1790 being issued as a Modify CQ Set verb that

modifies a list of CQs rather than as individual Modify CQ verbs.
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RNIC Port Nunber 1 RN C Port Nunber State 1 RNI C Port
Nunmber 2 RN C Port Nunber State 2 RN C Port Nunber N

wobbo@oPBns Nunber State N 30 If the Alternate PN/GBLH9603418

does not receive an "I Am Alive" nmessage 1704 before
the "I Am Alive" count down tinme$ expires, then it
initiates a sw tchover by sending a Swi tchover
Request Asynchronous Event 1708 to the WD 2004/ 023305

PCT/ GB2Q03/ @Qﬁé]@ aré Emedwc?r% c%xfs g%%v%idtdﬂ%n set up with

Swi t chover gues ronous

At RPIEY HE R E rF’F?%WCRNi’@ f?*éotrt% ROIRIR2ES BYéfF\as Alternate
RNIC 17762. ArheptiRrizawion BM GelpéfIoret¢diifns theeMGligyyQPs 1788 that

R GRS 's!gatsexfﬂ.n%7él-§&od§f3} fort S QUBS M:thngd;gﬂe?s §.U%%§eg§ 'Qps rather
AR @ Pt T R e bRal Sohe eibs

non-error state, then the host will: A) request,

t hrougte st tuhryremagernt £4inet 0£.ef., thd1@kiniyerumat @700 fails to

thrn ]t%elalﬁﬁybﬁ\lﬁaggsdlgg%%%% I‘e iI“ %{Ieh&uei:\gt ﬁlﬁk hylﬂ %ucceeds

connect ed t he LAN Addr ess

NE %@u@&%@ﬁ RHFg Aaeﬂélr‘i?atlélﬁmrfe STEPOR R OF H”@fP?‘FtrrﬁF‘?t the Primary
RNIC 1700014 AN Address stabd e thby tdhesheargwalivbdi fy RNIC
1776 verb; 15 C) request, through network address

h tuj t Al
the add Erbret i dirsPas B biRed Mg Biete) S¥rinary anc
7891 Bushy Adserrayp RiiCel hdf @Rm@riﬁeﬁbb% PECoghize@ Modify

awroney20f the addresses for Primary RNIC 1700; 20 D)
Use Modify CQ 1790 on Primary RNIC 1700 to change the

st at e qf %%gc 1712; 3@ The Primary RNIC 1700 pl aces

the OB T9TSSEn PRRUE! PRk JISrh L hoh TIRAAARGIHGLor . that
RN @GSt RNEC 1700 e QR i7dX<Priigr yo diig AVitehndt é sRMnBected to;
Identification Context fromAlternate State to the

Pri mar E 88 on.Primary RN C

1o 14 kg e o o#%%g e g Sy gorocot. (e.s.
Br PRy SR le}sl adest the tionay PﬁNtaﬁ‘érﬁ% ifar§s the address
RESVi@i=ay eudpy ohamghary REC RAWE Skateropgni AddeafPGeldfl Ghe

Ralapadatsapst A t&naal &nrc 1796;

D) Use Modify CQ 1782 on Alternate RNIC 1796 to change the state of
CcQC 1724;

E) The Alternate RNIC 1796 places the CQC 1824 in the Primary State
by changing the RNIC State in the CQC 1724 Primary and Alternate RNIC

Identification Context from Alternate State to the Primary State;

F) Use Modify QP 1780 on Alternate RNIC 1796 to change the state of
QPC 1720; and

G) The Alternate RNIC 1796 places the QPC 1720 in the Primary RTS
State by changing the RNIC State in the QPC 1720 Primary and Alternate

RNIC Identification Context from Alternate RTS State to the Primary RTS
State.

Steps D and E are performed for all CQs that had been set up with
the primary RNIC as Primary RNIC 1700 and the alternate RNIC as Alternate
RNIC 1796. An optimization can be performed for the Modify CQs 1782 that
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RNI C I dentification Context fromAlternate RTS State
to the Primary RTS State. 35 Steps D and E are

w@eooitoe3sesl for all CQ that had been set up w POT/GBR@3/003418

primary RNIC as Primary RNIC 1700 and the alternate
RNIC as Alternate RNIC 1796. AP optim zation can be
perfornmed for the Modify CQ 1790 that involves the
I\/bdify C@ 1790 being issued as a Modify CQ Set verb

%gl\ylégug%)sﬂké%%?Mg%% S&Q Cget g%) Cé%g%ugsag‘ list of CQs rather
lbtﬁ? @QBWGB%HSln%lﬁﬁp%O‘%l%nﬁQG’eﬁpﬁ performed for
all QPs that had been set up with the primary RNIC as

PI‘ I Mgy e iNFCadd/ @Oaﬂeﬂ @Jet:f&m@lit ﬁfﬁg ate Bl hadShA beemade® up with
I C.1796. c o
Igrlmays R@(‘S g'to t r:Lma vocvggbq grgg ﬁ:%% éa‘lmh%}glaii%r Rfig,e as Alternate
VEED YRSt ﬁﬁd‘i’ff'qlé‘éz%lthPs?anoPe Qs featedefor Gh?ﬁ%?ﬁl GPe 1780 that
senciveyg Bsgplitg al Mbyi®f o reditvirektitakthdb abfiifi@R o eribs.ofl Dps rather
tthgn QUEL Y& L &2 hdlil B 8. Gerpkhe Primary RNIC 1700
fails to Treturn the Query RNIC results 1716), or if
the Query RNIC 1712 succeeds but the Query RNIC
r esul Refarrigg drmeovwere FRewis 18r a SEhetLE HHRIEHR 1Pr PRRYEGed
101 RNrEe In00n | skemplay BLthaté atvec Hikebldrent heskbaye [flow and
’é)rot%!s% E% éé[\!“@dgﬁt > tl&%&orﬁi@grﬁ%&x e’%gpfeﬁsér)vbd&&ment of the

rimar e Alternate RN 18 Agl

R&G?%Etsl?‘éﬁﬂtéon byIT”s"s"Ei‘r1 Kfo?i’irFy 8 RRFC P50t £ E%rlmary Qpc

raeq UKt 182thieuis m&drnkmmcswm@hlamlnagewemre 18, CQC 1812 is

REQtSGRkyy tRBtandPEbaRY RN € d 7Q0-ha caBés:.i naccessi bl e

to the swtch it is connected to; C request t hr ough

wel | - known networ k address chang_;Le pr ot ocol %N% 20 a

gr at uiThe P IARPLOGe pF AR et arn A LAERAtEORHIC PANPAgRREsEessage

(fro®.useheradilsass apravenuskyrnuusedsdre tPat far yotRELOly operational.
r f 3 e r I

kﬁ?%) ngtﬁ% P%EIH%H) %.ggc Q.%Oenseetg tﬁelh i[/ ﬂc%g%fv;eg g%l.ftr& down timer. )

Ape FHRpE RNFE 11??%%%%%%&5&% R8 AYaee Hesagy 188k before the ™I

B2 iviey ddvet Aldwer hateer RN Exp786, ptizc 6smethésQ@Eet824he "I Am

iR 1 bdre mggéggr ﬂasSttﬁIa Q)pCQMe ClagRdidgLd h@oﬁ%\" G .St atreahMmilive” Message

tggﬁto% % %onﬁ?x tt%nf? osr‘ﬁtc ngtroﬁg g? ar€ 19'% perIth of the M

P Meirp” Sfeseege 30T thsee Naldy té}\@tlfPééo‘bthAl %@sﬁhtaére set as
RbL G296 t 0 change the state of QPC 1720; and G The

Alternate RNIC 1796 places the QPC 1720 in the Primary
RTS

RNIC Identifier

RNIC Port Number

RNIC Port Number State

For multiported RNICs, the “I Am Alive” Message can be implemented
to carry a variable number of fields after the length field, such as the
following (where N is the maximum number of ports supported by the RNIC):
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Steps D and E are perfornmed for all CQ that had been
set up wwth 40 the primary RNI® as Primary RNIC 1700
and the alternate RNIC as Alternate RN C 1796. An
opti m zati on can be perforrred for the Modi fy CQs 1782
1 49 ;TIVUI VCO
ssuing a Mdify CQ Set vergc?\fﬁjl tl_ﬁglfl es alist of
Cs rather than a plur &Sy of BEiRA*88al Modify OQ
yerbs. Steps F and G ar erper Portredmber 1al | Qi’s t hat

DN

' Hh e TR Rk Pr T mary
RNI C 1700 and the alternate RNIC as _Alternate RN C

1796. An optimi zation caR BePper fUFREd%for the Modify

QPs 1780 that invol vemltsmntn@m@emﬂﬁafcy P Set verb
hat—odir fres—atist—of & rpa{:tip@ﬁmbélhan SSui Ng

lndi-vi-dual  Modi 'F\I ('D var hc- Ref ert--Rg—krow—to

Fiqure 18, a schermtl cmal agr arrlfllflrgoeor%t\ﬂtged

illustrating an exenplary Alternate RNI C D sabl enent

nessage f:]lleDWrﬁﬁEj:y RROCasso dses doy teuveifRNEs *Imm Alive” message

362" de%gsee \lpﬂe afnpz&ﬁfv%ﬁ f&%@fﬁm' %{g& atglt_ras tagﬁslecnsmtlates a

I nventi on.

u ;
R piepeTPet %A@p@%zo‘?ﬂg@ P sehf e ﬁd%léab%fﬂtemate RNIC
[nsitdtedohyus mveniguBes 1®, tidQB048.12 The HbEt tiveePrésmihy B 1e

%ﬁgeégggeléﬁ%% Aé&ﬂcﬁ§oﬁ¥u§eﬁJE%Eeléaacénérgﬁtéﬁﬂtgoﬂﬁ'E&cééb Allternate

Al ternate
SE e P EabPR Soa BPRGrR R L NEBETE R L5fofcturme the
foukty ROpereshbrmall8lé First, the Primary RNIC 1800 sets
the "I Am Alive" count down ti mer . If 20 the Primary

RNI C 170 iy & s
O SR SRaeneih A i calaenie SR e s
Rkach ShabSap ATPRERSE ARC APPYGE ﬁﬁé@aa@c’ﬁagn%énd in a

@aCoslerot8hhteet tiHed XPFOBOst iwikl: "I Am Al ive" Message
1804 and 1850. The Length is set to x0003, the i.e.

the | engt " age e thre .

fiel ddth C%%%l%mz*%‘%resfeﬁlg?h Eaturheerrsﬁe A?% % GF Primary RNIC
RRPC ucuéh«eupflternatﬁmqvé?%s Naw&drewrt@%r PY Ntﬁ?ﬁé’i‘g 2 Modify
Sivaterdz0r nmultiported RNICs, the "I Am Alive" Message

can be inplenented 30 to carry a variable nunber of

fields after the Ien%qtuh field, such as the follo W N9 pat
(wher & NFPEEhe TRERPIRIFCALIBEY™ G St FE XIPISBY (R84 TRY 2
tHremfAW NIC \AB0 @ (84 123 305cREFLIGR2 00 331B0SHI-h Hp is comeCted to;

C) request, through well-known network address change protocol (e.g.
a gratuitous ARP reply), that the additional LAN address (i.e. the address
previously used be Primary RNIC 1800) be recognized as one of the

addresses for Alternate RNIC 1896;

D) Use Modify CQ 1882 on Alternate RNIC 1896 to change the state of
CQC 1824;

E) The Alternate RNIC 1896 places the CQC 1824 in the Primary State
by changing the RNIC State in the CQC 1824 Primary and Alternate RNIC
Identification Context from Alternate State to the Primary State;
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RNIC Identifier Nunber of RNIC Ports RN C Port
Nunmber 1 RNIC Port Number State 1 RN C Port Nunber 2

woRho@oPBn: Nunber State 2 RNIC Port Number N RM/GBE@B03418

Nunber State N If the Primary RNIC 1800 does not A
receive an "I Am Alive" nessage511804 before the "I Am

Al ive" count down tinmer expires, then it initiates a

5 di sabl enment of the Alternate RNIC by sending a

Di sabl hr S 8

host . Iﬁhég%wgga g%gggﬂ/%sﬁtg%r}{%eg%&%e%? é?érllgtg e k&%ﬁ% © state of
AEMLF%GNdYS Event 1808 and attenpts to access

Alternate RN C 1896 through a Query RNI C 1812.

Al ter I’@t @’hgwl@enlxga%@ ﬁl@.(.td"ﬁ.m %:;ﬂ-gcesngfgé X}PBM.&O" @ﬁl'ghtesl?rlmary RTS

t.he er
ShePo mieeanads 6 T oo Baa REE AR irarhapg Altemate
RYIC 1806ifigatypn wohitgrtt FomaRlegrhate RIS Atateeke Gihe Primary RTS
sdwate, tsheps chEndﬂ(IShréNiﬂekfoﬂx@dA)orAﬁﬂl tdae LN ALHIRSES set up with

(e b ARG toiorny ShoP et P e 008t 0 s

NV6dHFA? - R eP'iﬂsfzeatJBan F%‘hl‘i’ésl?erff’ﬁlﬁ?ﬂjéﬁrv\%‘lel M%H&KMCQS 1882
StwivbTvingatigey e sevingpe Dtz wodli £t batset2@ed®r Ehay yolMi6s1800st of cos
be chBdenhRaceassd Bl §14:@15He BMAGR1 dlail Ro&QPNES RS O;

C) request, through well-known netvvork addr éss change

protocol (e.g. a gratuitous ARP re , that the .
addi t i 578F 1 ARE Rigreserfrreed fore a4 oFPPés§hatp#“é¢/illﬂ§§l §et up with
usedpbigmaly | ECYa RN kGO T D @80 eagnitredl enate RHfic tdxealternate
%éqxadfh"g%SS%ﬁl Egém‘\lzg@foﬁllaa& %%" &rlf%?rﬁed @Lr Use M ;,ygﬁéleso

18 on Alternate cha he state o

GO E8 L=aG o) = TG iy P8y Fiekt EORNITESY B6 bl o Bt iebes ratter
@24 issuine 2PplylytSiedt endiyydetlaMgiiiy ehereRNEC St at e

in the CQC 1824 Primary and Alternate RNIC

L??Pé‘ﬁ’;f P RPN RIS P02 A0 HeT ctidds Bt diE 1qge faiis co
RSSO Py 29y 1RB6 BYFUALE iAo RNEE th808°Y8 BFsn4R!2 S“cceedsl
tdve sheatbeenf RNLPCe8R(3; 1818 at chirendiusepnatee1 &N €hdiBHbe

@ll%@ﬁ%tfehﬁug’?sslsg%g :lrp ahhgrx%li:i é@ﬂé, F{Eén the host will:

A) request, through well-known switch management protocol, that

Alternate RNIC 1896 be made inaccessible to the switch it is connected to;

B) Add the LAN Address (e.g. Ethernet MAC Address) of Alternate RNIC

1896 to the Primary RNIC 1800 LAN Address table, by issuing a Modify RNIC
1876;

C) request, through well-known network address change protocol (e.qg.
a gratuitous ARP reply), that the additional LAN address (i.e. the address
previously used by Alternate RNIC 1896) be recognized as one of the
addresses for Primary RNIC 1800;

D) Use Modify CQ 1890 on Primary RNIC 1800 to change the state of
CQC 1812;

E) The Primary RNIC 1800 places the CQC 1812 in the Primary State by
changing the RNIC State in the CQC 1812 Primary and Alternate RNIC

Identification Context from Alternate State to the Primary State;
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5 State by changing the RNIC State in the QPC 1820
Primary and Alternate RN C Identification Context

wo c@mioZdsver nate RTS State to the Primary RTS BUBGB2003/003418

Steps D and E are perfornmed for all CQ that had been
set up wwth the primary RNIC a82Primary RNIC 1800 and
the alternate RNIC as Alternate RN C 1896. An
optim zation can be performed for the Mdify CQ 1882
10 i nvgl g _of t
nodi flkgsﬁéglgﬁotdbgy F%C%Jé 019 rgrrnatwlillgjr\#? g[?a?ﬁtto XE&%e l&l@é state of
pPRer a8y i ndi vi dual l\/bdl fy CQ verbs. Steps F and G
are performed for all QPs that had been set up with

t he prd)n@ﬁé/ ﬁ%&ﬁﬁﬁ! '1@36 yplg%gtiigo&@@glé @.ﬁ the Primary RTS
al ter ate. RNI.C

te

a{:]fl?ﬂ?lél%n emﬁrecr FB?‘E‘ﬁadnf‘iﬁe 95% H%&.Wme?’s 2pgdg ternate
i BNZ6I mt%@s@rtwgl &ohorlitf Jr@PASe¢rnabe (RTShatatept fihesPrmary RTS
ldtskeof QPs rather than issuing a plurality of
i ndi vidual Modify QP verbs. If the Query RNIC 1812
failsng(e.% the Alternate RNIC 1896 fails to
ret ur °€Re RFBFYF BRF PF-ECTTs F8 6T, 6 Tt Pad k@?@rifat up with
RifeCr1i8® 2y SNG€ewst] rimdnyt RVHE 160@ rapd RMieCatieguhte RN@E s Alternate

mceidsanquﬁogflnrlestﬁﬁlt chhake f)&:@forﬁé& QBPth% M:iEy 18261890 that
,err.or S

Jhnvoi]v S 18?1,}1n§n0 odla\flaf { gegett I;]rg bh(?:%tat modl 1e'%) I‘ﬁ%ﬁesé é‘_‘gs rather

rou wn S h™ ranag 2IFent oco
Ateer FEUADRN Elﬁ@Qthé’fna’a%lVlﬁ’a%’c ¥edi €Q te&*Phe switch
it is connected to; B) Add the LAN Address (e.g.

Et her n.ﬁ:te aﬁg dj &8e '\ﬁ)é%&oﬂléde Ff@ﬁtagl F%B\ﬂlscthélig %th&ehh&t up with

TR L GAS00 LAN Adg 855 L ABLe, DY LSSULDD Rrc oo atcommace
r@tlﬁn¥%6ade°me93tlelhaﬂ’gﬂ@np¢m @@ope:(ferrged far gt ¥odigysOPs 1888 that

ARRoL e Y3suihbad Moherpdei tdonalnp 1AM addiess biler 6h@ps rather
addnes$1uPLAYLous Lxgﬂﬁgqamg?%g%gag RN C 1896) be

recogni zed as one o gsses or Primary RNI C

1800; 35 D) Use Mudify CQ 1890 on Primary RNIC 1800 to

changél‘htuhe wittht ® ropfex@e 9@bAimdt Fheher premeyt RNivEntion, RNIC

]s?aﬂec]_ﬁﬂvaﬁeﬁud bei kadi8 kdpbdrtt he ot -naday Siahe e mééhanism
09&&91}1 h:le I[J?Me@gé%?%nﬁ)ohﬂnetnqeo%e i{ |1 A%th@ﬂdwhen a planned

ternate RNI'C I cat1 on Cont ext ter
tnép]taan?cil éauﬁ?gﬁ.rﬁfz?urg;( 8{1 W%OW%FZB%& outstandlng connections

P@F/ SRX0DSd 008y 1t® a52allﬁ)‘erlwr@ RBHI, f yndORhe g8 eomater RNET gontinues
RNIfd:2001 &0 pebeigeng he state of QPC 1816; and G The
Primary RNI C 1800 pl aces the QPC 1816 in the Primary

RTS 5 State by chan the RNIC State in the C.

1816 F;rlj'1 hﬁrvlpgﬁ%ﬁn'&l 1r' rnr? £e that while the present invention has been

described in the context of a fully functioning data processing system,
those of ordinary skill in the art will appreciate that the processes of a
preferred embodiment of the present invention are capable of being
distributed in the form of a computer readable medium of instructions and
a variety of forms and that the present invention applies equally
regardless of the particular type of signal bearing media actually used to
carry out the distribution. Examples of computer readable media include
recordable-type media, such as a floppy disk, a hard disk drive, a RAM,
CD-ROMs, DVD-ROMs, and transmission-type media, such as digital and analog
communications links, wired or wireless communications links using
transmission forms, such as, for example, radio frequency and light wave
transmissions. The computer readable media may take the form of coded
formats that are decoded for actual use in a particular data processing

system.



RNI C I dentification Context fromAlternate RTS State
to the Primary RTS State. Steps D and E are perforned

wo 0004@b330C(s t hat had been set up with 10 t heP@T/GBRaE0B/003418
RNIC as Primary RNIC 1800 and the alternate RNIC as
Alternate RN C 1896. An opti ms2zati on can be perforned
for the Modify CQ 1890 that involves issuing a
Modi fy CQ Set verb that nndifies a list of CQs rather

t han | ur al i ndivi dua

ver bs’ gﬁ%feé?rl tg%n a%dh@y ar e resent %Vrer?g J)I% g{rg d akHé %esented For
RegPoseerpis e@lwrwfqﬁl andy éeﬁ?lflﬁﬁih?n RRPE g9 i REFRARNF TP
dRRsanek blrelialited nat ehdRNhGrad oA ire thatform RNIS€14896 . Many
ADa:oRtL M £at ér@vgﬂhtggnQ%iPrﬂéer fent e Masid ¥£ QBinary skill
188 that i nvol ves issuing a Modify QP Set verb that
MiFi & a Iist of QPs rather than a plurality of
ind|V|duaI Modi fy QP verbs. 20 Thus, with a preferred
enbodi nent of the present invention, RNIC swtchover
and swi tchback support is provided. Using the

mechani sm provided in a preferred enbodi nent of the
present invention when a planned or unplanned outage
occurs on a primary RNIC, all outstandi ng connections
25 are switched over to an alternate RNIC, and the
alternate RNIC continues conmunication processing. It
is inmportant to note that while the present invention
has been described in the context of a fully
functioning data processing system 30 those of
ordinary skill in the art will appreciate that the
processes of a preferred enbodi mrent of the present

i nvention are capable of being distributed in the
formof a conputer readable nediumof instructions and
a variety of forns and that the present invention
applies equally regardless of the particular type of
signal bearing nedia actually used to 35 carry out the
di stribution. Exanples of conputer readable nedia

i ncl ude recordable-type nedia, such as a floppy disk,

a hard disk drive, a RAM CD ROvs, DVD- ROMs, and
transm ssion-type nmedia, such as digital and anal og
conmuni cations links, wired or wreless comunications
links using transm ssion fornms, such as, for exanple,
radio frequency and |ight wave 40 transm ssions. The
conmput er readable nedia may take the form of coded
formats that are decoded for actual use in a

particul ar data processing system WD 2004/023305

PCT/ GB2003/ 003418 53 The description of the present

i nventi on has been presented for purposes of
illustration and description, and is not intended to

be
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exhaustive or limted to the invention in the form
di scl osed. Many nodifications and variations wll be

wappanesvst o those of ordinary skill 5 in the BCT/GBYD3/003418

2004/ 023305 PCT/ GB2003/ 003418 54 CLAIMS 1. A nethod

for perform ng swtchover between a primary Renote

Direct Menory Access enabled Network Interface

Controller (RNIC) and an alternate 5 RNIC in a data

processi ng system conpri Si ng,, cl&gatl ng a conmon queue

pair for the primary RNIC and the~al ternate RN C such

that the primary RNIC and alternate RNIC share the

AOMDR Gerhed faiperfditetsettdngen BitvtahaverindyeMemote Direct

@I@gof}ﬁﬁggk%| ¥§aﬂl@d%&%€>§&@tﬂn9£'rﬂfce %o%%gflm}v 0N emd an alternate
m in ver anll [ ng ﬁ!&ﬁ?uel%e pair fromthe

‘%ﬁfl ¢ YOrhe S P ?‘i%‘t €915 2. The net hod
of claim1, wherein creating a combpn queue pair

I ncl udesatiagSa HomAch Arugue wa it advgetie phearyr Rimar Yyn®RNhE alternate
aRec then alder pad Erﬁh\;!rg; ReNand Q@Lem%e PintBL e BN £ @Bfhnon queue

alternate RNIC share queues within the queue range.
* The nmethod of claiml or claim2, wherein
creating a common queue pair includes assigning a
range detedm®Apry skviadiwlat icoBnpy @hecti on table entries
to the primary RNIC and alternate RNIC. 25 4. The
nmet hod of an preccg cI al further COTTEFISI
c

Cr eat RGP AL SSne COTFBT Bt TRt GUEHE FETT RITPI1 i pening over
RNP@laﬁdo& fyge %wern?&@fefm the @éﬁnamaraﬁmméo plFtengtjernate RNIC.
RNIC and alternate RNIC share the conmmon conpletion

gueuemhé%tﬁgd%@ Lfamnng QeLeAPErALH;08 Of ohuh&l AP, » includes
ueue alternate RNIC. i

| etion
SAPTENb0 Gt BT E=Pde (81 WS ST SHS ABY 68 BysapgEe TIC such
5?1@%@&?@“@?5? RVIGCepHeshhte RIVEY sbaee dvanel iwighiBShe queue
ebngde queue pair fromthe primary RNIC to the
alternate RNIC i ncludes: adding an address for the
ri rrar RNIC an address table of the alternate

NI C R?% g & ﬁ]ealﬁ‘r F nEr ﬁiﬁ{ﬂ ¢ i FEEEEE STBT BT LPommon queue
VR Gﬁcwﬁgl eeFigpinhe ryrdenaf yeRNIC tapesliaiton prereritien table
Bhlt 3 esatifl the primary RNIC and alternate RNIC.

4. The method of any preceding claim, further comprising:
creating a common completion queue for the primary RNIC and the
alternate RNIC such that the primary RNIC and altermate RNIC share the

common completion queue; and

switching over operation of the common completion queue to the

alternate RNIC if a switchover event is detected.

5. The method of any preceding claim, wherein switching over handling
of the queue pair from the primary RNIC to the alternate RNIC includes:

adding an address for the primary RNIC to an address table of the
alternate RNIC;

making the primary RNIC inaccessible to a switch coupled to the
primary RNIC and the alternmate RNIC; and
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WD 2004/ 023305 PCT/ GB2003/003418 55 naking the
address of the primary RNI C recogni zabl e as an address

wo ovo4obssoml ternate RNIC in the switch. 6. The pet/oBdoodfno3418

any preceding claim wherein switching over handling
5 of the queue pair fromthe pridmary RNIC to the
alternate RNIC includes: nodifying primary and
alternate RNIC identification context information for

a conplgﬂﬂgorahglé%uﬁe&o%eeﬂe Bpmia N?tm@ﬂaer&l gﬁmgﬁg a@\'gg address

s_ recogni zed C and 1
EPFrﬁ&]{lreyaa T 3kt g‘Pﬁé\tlél %W (‘EWEL tification cont ext
information for a queue pair context so that the
al-t er mas encRhbL dfSany @eOGHiAg1ASm] RePeid BEYEJRNME ovd® handling

bs %emgglpffr&h aclh@ ﬁalm\ﬁ@& VR%&E‘ {@'tﬂé aa{l[a!eﬂ%.ttehﬁﬂc ancludes:

state information includes maintaining a primry an
alternate RNIC identification context data structure

t hat PAttiydes rrinpesendoridenfate BNIRNL ALl cdidenrcontext
Shédmation @bt rkympddcCon d@Bhé fdo@texta spritaBr ¥hdRBl fePatd rNTC is

ke biehs Ak aLiglakerdN(y identifier, and an
al t er nat eaENI C %ort IJ|3}dent i'fier 20 8. The method of

claim6 or claim7, wherein maintaining the state
i nf or RadifyANY Ml URIGS apdiaitarmtrgRELC oAplte ficrtiquetpatext
mfumtld:aknbe ahauéwg paeinlcbhBsktl 86 @REN OB Inate RNIC is

n@Lé@QSQ%USrﬂ{arE,hﬁNIQII mary RNIC and al ternate
. A a conputer program conprising conputer

program code eI ements to, when |oaded into a conputer

dyst eframetbsk et edinher @bﬁ?ei@a{u@@tglailﬂlg tonpites information

pesifudetzhat sinepg Dfpramdt Bt 226018k NEiTeOi @AY ification context

BAEL SULG b R 120,40 aé\nle%epa&?et ug %rRﬁfdﬂgw&hg%xa state, a
e rrent%\u g % rocessin stem aving a prim

PQT\#'E Snidirat iy e F@ﬁll@ar T iR gtdepbLiners g atdrmate mNIC

FeREiGiay andarsabegne RNIQBopeaiventbiieupdat i ng

wor ki ng send queue switchover context information in

E he p"f‘lllé‘rﬂl%¥h<%\“o§ cl@gﬁng’ ofrogzlaﬁ%ngl 'l%h?&kuﬁgfﬁtil}é‘@r{gk Itﬂg state

g] queue S‘# %C over context pol nti g
MY FoltHe s t"&lﬂa%ﬂéﬂmacm%@zeeang%wn ext table having
F@Fﬁ@g@@‘gp%ggg@non completion queue of the primary RNIC and alternate
RNTIC.

9. A a computer program comprising computer program code elements to,
when loaded into a computer system and executed thereon, cause said
computer to perform the steps of a method according to any preceding

claim.

10. An apparatus for sending data segments in a data processing system

having a primary RNIC and an alternate RNIC, comprising:
means for receiving a data segment;

means for updating working send queue switchover context information

in the primary RNIC;

means for sending an update working send queue switchover context

checkpointing message to the alternate RNIC;



56 neans for receiving an update commtted send queue

swi tchover context checkpointing nessage fromthe
wa@bkdaognosv® RNl C; neans for updating a | ocal copgT/GB2@3/003418

commtted send queue switchover 5 context with

contents of the update committé® send queue sw tchover

cont ext checkpoi nti ng nessage; and neans for sendi ng

the data segnent froma send queue.

means for receiving an update committed send queue switchover

context checkpointing message from the alternate RNIC;

means for updating a local copy of a committed send queue switchover
context with contents of the update committed send queue switchover

context checkpointing message; and

means for sending the data segment from a send queue.



