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BACKGROUND OF THE INVENTION

Field of the Invention
20 The present invention relates to digital cellular
_ communication systems, and more particularly, to a method
and apparatus for the encryption-of data communications
- within such a system. - )
Hig - of the Pri At
25 Cellular radio communications is, perhéps, the fastest
growing field in the world-wide telecommunications industry.
Although cellular radio com;mnication systems compri;é only
a émall fraction of the telecommunications éystems presently -
in oparation, it is widely believed that this fraction will
30 _ steadily increase and will represent a major portion of the
entire telecommunications market in the not too distant
 future. This belief ie grounded in the inherent limitations
' of conventional telephone communications networks which rely
primarily on wire technology to connect subscribers within
35 . the network. A standard household or office telephone, for
example, is connected to a wall oﬁtlet, or phone jack, by a
telephone cord 'of a certain maximum length. . Similarly,



wi res connect the tel ephone outlet with a | ocal switching office of - the
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connected with the local swtching of fice. 2 | ndeed, the genesis of

cel | ul ar \‘)adlo systens can be attributed, in large part, to the desire to
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- - - 2 significant disadvantage of existing cellular radio
com_n_tgnication_ systems is the ease with which analog radio
transmissions may be intercepted. In particular, some or
20 all of the communications between the mobile station and the
base station may be monitored, without authorization, simply
by tuning an appropriate electronic receiver to the
frequenéy or frequencies of the conmunications. Hence,
anyone with access to such a receiver and an interest in
eavesdropping can violate the privacy of the communications
virtually at will and with total impunity. While there have
bee_; efforts to make electronic eavesdropping illegal, the
clandestine nature of such activities generally means that
most, if not all, instances of eavesdropping will go
30 undetected and, therefore, unpunished and undeterred. - The
possibility that a competitor or a foe may decide to "tune
in"* to one’s seemingly private telephone conversations has
heretofore hindered the proliferation ‘of cellular radio
communication systems and, left unchecked, will continue to
35 threaten the viability of such systems for businesses and
government- applications.
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t el ecWn92/02089i ons systems of the future will be inplenmenpegy ?}gng.’gltal
rat her than anal og technology. The switch to digital is d| cta
primarily, by considerations relating 5 to system speed and capacity.

A single anal og, or voice, radio frequedcy (RF) channel can accommodate

four (4) to six (6) digital, or data, RF channels. Thus, by di QUIZI ng
speech prior to transm ssion over the voice channel, the channel capacity
and, conseguerdt yhashereaantly | begouecnlenr th%hp&@let yeeliylae krdieased
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eavesdropping is far from eliminated. A--d—:l:gital ‘receiver
] - may be constructed which is capable of decoding the digital
20  signals and. generating the original speech. The hardware
may be more complicated and the undertakihg more expensive
- than in the case of analog transmission, but the possibility
persists that highly personal or sensitive conversations in
. a digital 'cellula.i: radio system may be monitored by a third
25 " party and potentially used to the detriment of the system ~
users. Moreover, the very possibility of third parties
eavesdropping of a - telephone conversation eliminates
cellular telecommunications as a medium for 'certain.
government - communications. Certain business users may be
30 equally sensitive to- even the possibility of a security
breech. . Thue, to. render cellular systems as viable
‘alternatives to the conventional wireline: netwerke, security
.~ of communications’ must be * available on at least some
circuits. . ' ' I
35 Various solutions have been proposed to alleviate the
security concerns engendered by - radio transmission of
‘confidential data. A known solution, implemented by eogr_lg _
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exi sting (ﬁ%?%l on systens, uses cryptoalgorithnms to encr \RET/AUSL/OSD8T)

digital data into an unlntelllglbleformprior to transm ssion. For
exanple, the article entitled "C oak and Data" by R ck G ehan in BYTE
Magazi ne, .dated June 5 1990 . at pages 811- 324, for a general

di scussiog/ of cryptographic systems. In nost systens currently avail able,
speech is digiti roces ed. throu n _encryption devjce.to u
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t echni ques nay " Cldeak andd Data*hdyaRiick Sxrehan |in BYIR Magazine, cdated June

Publ i c- Kgy CryRlgagy aphy” ?& tigyf349, - fokiel "B gdneral erﬁiéé&sﬂ"@ﬁ'céﬁ
dat ed August 1979 at 146-16 In 1977, the U. S. National Bure
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apparen

typi cal in A88 [, IS trans o med 1t rando
sequence of bi the emgrypkigntdeviigeamesh he adw@p&eaamrdmithm o:hen

standard DES d@@riRinn"toungedy ocre! bdﬁli@”'ed&ﬁ@{ﬂ.pt ' %ﬂ‘iﬁi&r V‘Bhéﬂg%ﬁn&
be any 64 bit brnaré/ wor d, is al so known to the recel ver of the. encrggteed

data. = Becaus&OthcSBER qQUEs aMBYoRY ySPPBﬁ imthe mr%{%
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a first input the datm tbd9B&,35 the enls gpt eNatidnal a Bxoreaul ioput Standésds
bit key. DSty o C§S cBypERal dokitril RiGEL A€ REC e “BlledPEckiption
standard (DES). See Fed_e_:al Information Processing___
Standards Publication 46 (FIPS PUB 46) of the National
20 TPechnical Information Service (1977).  The DES method of
' encryption utilizes a publicly known mathematical algorithm,
which produces a stream of random numbers, and a data
encryption key consisting of a 64 bit hinary word. Digital
-data, typically in ASCII format, is transformed into an
apparently random sequence of bits. The encrypted data can
be decrypted pursuant to the standard DES decryption_
procéduré only if the encryption key, which may be any 64
bit binary word, is also known to the receiver of the.
encrypted data. Because the DES encryption and decryption
- 30 . procedures are publicly known, the security of_the key is
crucial to the effective use of DES.

Commercial devices implementing the DES encryption/
decryption procedure are generally in the form of integrated
circuits which accept as a first input the data to be

35 - encrypted and as a second input the 64 bit key. Most such
devices operate in a cipher feedback (CFB) mode in which the
encrypted data is providéd as a third input to the DES



encrypt ais provided as a third input to the DES W92/ 02089
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repetitive sequences of identical characters. The chief advantage of
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error Fg V9% af%n gel PedPtB” ?% e’f}ﬁ sens'{gm' E[eiy to ie?%%getgl‘}r%l e
error instguentessi off Gneryptetr dpted wham the  dats obkingrmtedon

aver age, d},aagﬁ],&f ”‘%ﬁ&%‘.‘?ﬁa sbuekidesdeft Ptk catlablarbBtels. '&heerror

produ0|ng Icatlo he transm ssion_error rate. . a

nobi | e stedudieh V\B@I"cﬁfh‘éﬁlget oqfeneﬁ?lﬂvm eRCFYPLON 4i9f | i dertRd F-ﬁngéeéff a
bage Stats'ﬁ?.:ﬂfbxﬁ.ri@ﬁéﬂ 88 Rth¥ rbx@cﬁﬂfﬁéd?l S0Gh¥115 HowéVv@P, a major

S|gnal-to n0|se rati o to a Lroneous rec n of
" transm t C4SAERAPEATR of. %# oﬁqg%??? p??ﬁﬁ?ﬁﬁﬂgoﬁ'x&fcs ainnq%lt: Bikd S &PUse
er r oneoudeducE®i gpdrationale ramyge noduthe mebileckstatioms deangptli dy

e SHans W E] 501 caBE QRGN G 0a¥ o £hEet JOF obBETEYGLeyeV SR | Y. 20

resynchr n| que. e encryption data, which
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operatlon ream generator is used to EQ& uce a pseuiié)e random
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plural it mayniedcaieiénbids. thelheredsmisgdon i &:rblienrueed by THws, a

encryption ice to encr he data:si naI i cal t.he tream
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|dent|calramtxmmo§en'e:anemithad idata bits Errox multlplication
occur® in CFB mode because erroneously received bits are _

continuously fed Dback to - the decryption device. until the
error propagates_. out and ‘the receiver_. eventual_ly
20 resynchronizes. -

- Another " known teehnique for the encryption of data,
which does not suffer from the error multiplication problem
encountered in the CFB mode of operation, is counter
- addressing (CA).. " In the CA mode of operation, a keystream
25 genérator is ~used to produce a -pseudo-random keystream of
- - bits by proc.ess-i-hg an encryption key containing a plurality
of _key dat;_. bits. —'.l'he keystream :i.s_' then used by the
encryption device to. encrypt the data signal. Typically, -

_ the keystream is added (modulo-2) with the data signal on a

30 - ‘bit-by-bit basis by an. exclusive OR (XOR) 1logic. gate to
produce a scrambled. bina;ry data - sign-:i. The scrambled
signal may be descrambled by addinc {modulo 2) to the
scrambled signal an identical keystream generated
synchronously by an identical keystream generator that is

35 initialized with the same binary encryption key. . In this
féshion, the enbryption device may be "addressed" by the
pseudo-:andom . counter. Thus, in CA mode, continuous bit -



35 | NNy 84/ with the sane binary encryption key. 1In this fashion,
the encryption device may be addressed" by the pseudo-random (&1%?1105087
Thus, in CA node, continuous bit WD 92/ 02089

PCT/ US91/ 05087 6 synchroni zati on between th? scranbler to the descranbl er
Is required in order to allow proper operation of the descranbler key
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driven keystream generators. keystream_gener at ors sy nchro | zed
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utilizing tineth-thy mryfpﬁim cﬁ.mdmit aéndv&he loutgiutegprodueedt atsthe
the val ue of gag) ndom Stae erapl
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"crack"gor " h [ mg_ i8RCE%Phrgn key which nmay be in
t he order of a undred ?%0%?’ Ei{? %iaﬁ& EE §\ & gbrgam of this type is '
general |y produced Bpe daiffi culties attending continuous bit

-- synchronization have led to the use of "time-of-'-d_ay" or
* frame number'_'___@riven keystream generators. Such Keystream
— generators may be syncfxronized to a time of day counter,
20 i.e. hour, minute and second, or to a simple number count;ef
and the encryption and decryption circuits can be sending

the current count -in the event one falls out of

synchronigzation with another:

_ To increase the security of communications in systems
s 25 utilizing time-of-day or frame number driven keystream
generators, the value of each bit in the pseudo-random

"~ keystream is p;e_ferably made a function of the values of all
the key bits in the encryption key. In this manner, a.

person desiring to descramble the encrypted signal must

‘30 "crack" or "break" all of ‘the bits of the encryption key
which may be in the order of a hundred (100) bits or more.

A Xeystream of this type is generally produced by

" mathematically expanding the encryption_ kéy word in
accordance with a selected algorithm which incorporates the

35 count -0of the time-of-day counter. However, if every bit of
the encryption key is to influence every bit in the
keystream and if the keystream is to be added to the data




mat hematically expanding the encryption Kkey word in accordance with a ~
sel ected al gorithm which incorporates the 35 count of the tinme-of-day
counter. However, if every bit of the encryption key is to influence
every bit in the keystreamand if the keystreamis to be added to the

dat a -7- streambits on a one-to-ohe basis, the required nunber of key
wor d expansi on conputations per second is enornmous and can readily Qgceed
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met hod of gegnerat I'ng a or - use 11 enC| phering
di gi tal dmemmmrs.almealqosteqmermmem@m &erixhigf. a-plurality of

sel ected KkRy-diides ,léﬁsz%ﬂﬁméowwfmrege%ewem @ urality of
mul ti-bit 'values each of h is a functlon of ‘at -l'east  sonme of said

sel ect ed l@RPAfiytys Are “eed%q M9 Rfesve d’rhesﬁ’i?aﬂ%% iy e nul ti-bit

- val ues i nl&y@ﬁ@rzﬁﬁ eulmasdwenﬁcmanemmmopttwemzea@mofaua plurality of
-mul ti -glt val ue | s fixed [ ook-u up t ab| & sgeneratl ng a sequence of val ues

in a rgi SOA Ay A B QEREVFalSRE® a particul ar noment by changi ng
the present  valAceouiirg rex a rfmml aspgictt @f mhemaam: to each cycle of

. operation;; %?#i%ﬂ I%épé G % Wﬁﬁod) (§mé] r@ttfi :g: des in
accordance wt i rst pres ect gorit eac ich val ues IEvﬁ
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fixed |00@1gital data in which said bit sequence is a function

15 of a'plurality of selected key bits, said method
compriSing. _ : '
- generating a plurality of multi bit values -each of
- which is a function of at least some of said selected
~ key bits:; - ' '
20 . storing each of said plurality of multi-bit values
in a discrete location in a memory, - o
storing each of a plurality of-multi-bit values in
. a fixed look-up table; | o o |
. _ generating a sequence of values in a register
25 having a present value at a particular moment by
changing the present value contained in said register
- in response to each cycle of operation, ' -
cyclically calculating a sequence of multi-bit
_ values in accordance with a first preselected algorithm
30 each of which,values is a function of at least_one of
' the multi-bit values stored in either said fixed 1ook;' T
‘up table or in said memory and at least part of the
_value contained in said register;
' cyclically resetting the present value contained
35 in said register with a value obtained as a result of
 each’ calculation, '
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up table or in said nenory and at |east part of the value contained in said
register; cyclically resetting-the present value contained 35 in said
register with a value obtained as a result of each cal cul ation; - 8-
cyclically calculating a nulti-bit keyword which is a function of a val ue
obtained as a result of each nulti-bit valge cal culation; and sequentially
conmbining \at |east sone of said 5 nulti-bit keywords into said
pseudo-random bi t segitAiecal 14ccaldulatimgn as auditd -dee deyworidherhprads ent

i nvention, there i_s provi.ded y m_f qn ' o HGM bi t
sequence for usg &n fg’rrl%tp%%%r i"%gé’lgf%“e"lléillegi%tb:}ﬁgﬁ'l.L gdgtélsnn%v\%ie%%ﬂ?g% bit sequence
is a function shlkighitavalpeocadeudatd@nkeydns ts, sai d- system conpri si ng:
means for generati ngeRnidndtiahly combTily it 16¥ldtesonecidbOlsasld ch are a
function of at |east some of 15 said sel écted key bits; ”?]%3:2 for storing

each of sai & pmyddiihithkeywords dinta, §3jcs RSPUIATSEO ation in a-
menory; neans segquendd.ng each of a plurality of nulti-bit values.at a
discrete location in a fixed | ook-up table; - 2 n f géner ati ng-
a sequence of val ueg\q‘??réﬁr"ggitﬁgr 5\?1'%9& pper%g:sé)nft e g—’é;s[en}r particul ar .
noment by chandnvertieomr edere s prodded redystesaifen anr@tr@rtmng rasponse
to each cycle %{seQB%f—@tdn%' [ﬂacr%f;a‘?{%ﬁééplf&au* G g,chtdﬂéq.iq,gsequence of

25 multi-bit values 1n accordance a first preselectéd al gori'thm each

of which vaPuedigdtalk data dp whigh sadd Mte sFAuencendis @ fancqes
stored in eithgr WRighfiatady ksl dAde Ky ibLtsi datawystend- - at | east -

part of the value contained in said register; 30 nmeans for-cyclically
rese{ting the FOMFHSIPG e contained in said register with a val ue
obtai ned as a "means for generating a plurality of multi-bit

values each of which are a function of at least some of
15 said selected key bits; ' -
means for storing each of said plurality of multi-
5it values in a discrete location in a memory; -
means for storing each of a plurality of multi-bit
values at a discrete location in a fixed look-up table:; -
20 ' means for generating a sequence of values in a _
register having a present value at a particular moment
by dhanging the present value contained in said
register in response to each cycle of operation;
means for cyclically calculating a sequence of }
&J‘ 25 multi-bit values in accordance with a first preselected
algorithm each of which values is a function of at
least one of the multi-bit values stored in either said __
fixed look-up table or in said memory and-at least part
of the value contained in said register;
30 " means for cyclically resetting the present value
contained in said register with a value obtained as a
result of each calculation;
means for cyclically calculating a multi-bit
keyword which is a function of é value obtained as a
35 result of each multi-bit value calculation; and

means for sequentially combining at least some of



- result of each calculation; means for cyclically calculating a nmulti-bit
keyword which is a function of a value obtained as a 35 result of each

mul ti-bit value cal cul ation; and neans for sequentially conbining at |east
sone of -9- said multi-bit keywords into said pseudo-random bit
sequence. Accor di ng to a third aspect9- of the present invention, there is
provided a digital comrmunication 5 systemin which the streams of\ﬁlgltal
data bei ngatﬂamhﬁﬁ—éxitark&éwmxdwadxw saddy pseydaptraraldn. it oded to

provi de sggél;]x of t el econmunij cations, said system conprising: neans for
adding a ps g0~ andom keystream of 10 binary bits to the information
carrying di gi t #cosargiag s & thdas: aspeat Afshhe @iresrntt | east one

recei ver iRveditd ohySHBred iE Vit ¥aiYi td1idomidcatfope transnitted

and received within sai (ii.bs‘%g eny _neans enelr%tl ng saj d pseudo-random

keyst r SanfYStess 1m. ﬁ'i’tl;? WHEERMSH O é‘?ita RERI for storing each

of a pl ur airansmdfttad tandalﬁeceilueﬂs are a:ryq:t:egmt;milcma]ty oamcdsmans for

" generatin S \ i | r pr esent
e conts REGURES M tIVEr ubeamlSHHAbAY, LR JH0E,

oper at | oncompanisiing: cyclically calcul ati ng a sequence of nulti-bit val ues

i n accordance \‘iﬂeta}i‘xsa fdr” %tddqrr%sﬁ store(?a.lﬁ%i r;ge(ig\c/{ﬁég mWEch values is a

function of at ‘| east. one of sd& [ ti ues and the val ue 25

cont atRed Pipazy Pitsyita &he dnfiermedion, Qargaling rdeiﬁt‘iqhgs’fgﬁalcont ents of
sai d regi %fferaﬁmuasa: &Jw&ﬁah{saii&e;@xam ateTddstoforGecesdar!| ation;

T 45 By B, Y B it e MR 68 4 2 e
B transmitted and received withln said system, o
means for generating. said- pseudorrandom_keyStream
15 of binary bits which includes: S T _ T -
means for storing each of a plurality of mult1 bit |
values in a discrete location:_ o _
means for generating a sequenee of values in a . -
'register'bY'CEanging the §fesegt.valgescontained in
20 said'register in response to each cycle of operation;
means for-cyc}ically calculating s seguence . of
multi-bit values in accordance with a first preselected
algorithm each_of which values is a function of at
least one of said stored multi-bit .values and the value
25 contained in said register: - o : ;;
means for cyclically resetting the contents of.
_.said register &ith a value obtained as-a-result of each-
~ calculation; T L |
means for cyclically calculating a-mulfi-hit _
30 keyword which is a function of a value obtained as a
result of'e;eh“multi-bit-value-calculation:*and
' means for sequentially combining at least some of
said_multi-bit keywords lnto said pseudo-random
keystream of binary bits. , _
35 " According to a- fourth aspect of the present

invention, there is prov:.ded a method of . reduc_:_.ng the



means for sequentially conbining at | east sone of said nulti-bit keywords
I nto said pseudo-random keystream of binary bits. 35 According to a
fourth aspect of the present invention, there is provided a nmethod of
reduci ng the anount of |ogic hardware needed to generate a pseudo-
random bi t.-sequence to be used for encip ing a stream of digital
informati dg, said bit sequence being a 5 runction of plurality of selected

key bits, sai @M@ IRaicihardwars nepded kogsnerate afpaeudeal val ues

larger in nurr&arnddnarbitﬂﬂeséamﬁfe afo T A &Y ndSpREiRgcad struhinch
values is a Io %ﬁ&ﬁﬁé}tlo of at Ieas ne 10 of said key bits; -

iteratively c&l a Thf S 1%)§equeRce BPiRg2genera

pur pose mi &r oﬁmmmr omctelrumldgryamfcm‘dlreﬂtemdkepfbﬂtsphsaﬂﬂ usetheda
function of a g qﬂf of the digital values stored in nenory; 15 and
assenbl i ng at Teast of said cal cul ated sequence of values into said
pseudo-random bi t stormngehmmomc@r dety ab didgitah valwes birger present

20 invention, jbhehmber R 48k U0 L sea%@é@a 'ﬁ%%?@@&dréﬁéﬂm bi't

sequence for use in enciphering dlq]tal data sal d risin
generating a PfuMBicly VElugs s i agdcres funcRion ot plr%ﬁ%ﬁ‘l?‘}m%f
mul ti - bit 10al ofFs sali kel InitRd;e | ocations; generati ng a sequence of val ues
in a register—havi res nt v t a particul ar nt. by .changi ng the
present val ue contﬁ'?cr%' inv% alé:dﬁ P9 i3, SERNS ? 'E‘a%ﬁy'c}?/’cge of
operati on; 30values(ﬂﬂﬁh<nﬂgqnanahnnuﬂpqq;zmrnmpnnmmessonvmmdebit val ues
in accor dance gyl o ddrilrd¥ SElP Y MAGPVANELAD S eyfbeloyabyes is 2
P store ti %)

funefion of a st one of sa ues and the val ue
contained in at least one of the digital values stored in memory:;

15 and
assembling at least part of said calculated
séquence of values into said pseudo-random bit

— sgquencet

' According to a fifth aspect of the present .

20 invention, there is provided a method of generating é

_pseudo-rghdog bit sequence for use in enciphering

digital data, said method comprising: B )
genérating a plurality of multi-bit values:;
storing said plurality of multi-bit values at

25 discrete locations:; i '

g_é generating a sequence of values in a register
having a present value at a particular moment by
changing the present value contained in said register

- ~-4n. response to each cycle of operation;

30 cyclically calculating a sequence of multi-bit.
values in accordance with a first preselected algorithm
each of which values- is- a function of at least one of
said stored multi-bit values and the value contained in
said reglster, _

35 cyclically resetting the present value contalned
in said register with a value obtained as a result of
each multi-bit value calculation;



»

said register; 35 - cyclically resetting the present value contained in®
said register with a value obtained as a result of each nmulti-bit val ue

cal cul ati on; cyclically calculating a nulti-bit keyword which is a
function of a val ue obtained as a result of each nmulti-bit val ue

cal cul ation: sequent ially cofpining at |east part of said multi-bit
keywords into Salrﬁcl| m,sequence. lﬁcs d| n th asggct of
the present in¥e “3' o s "%’"b%ﬂ‘gr ﬁé}@

cryptograpbki @ \famca:libas offona wsd uen oo teaimes i ta arasxi.’ot of/séaeh conpri Si ng
the steps_ af:S431 Qr%ﬁ'xeplc‘érl@dlta)(:i%fn-m“ ti-bit values in a nenory;

initialising a register to a starting nulti-bit value; and 15
i teratPvely calsegmtriglémmwru@q @t skeapt ant @f isridcordance with an

al gorit hrﬂnWi%&e'Hltakéﬁ%’ihsS%chfsatﬂ? ﬁé@&fréd‘tfon{‘%d@élﬁéé er value
cal cul ated at each |terat|on are the resul onbi ni ng at | east sone of

the bits of th&®GSOEFiHgs topa Sdgth @rsR/eél"EJéD%tc'TF RLGWRE some of the bits

of one of ihkentdloss meeeedsi @rs:anidiemrmrmetm(uﬂlga;éﬁﬁﬁ@venth aspect
of the presen nvetlon r.e |§°Drréi/| stem for ngneratlng

de
crypt ogr aphr® l&s"&ﬂf &S se Pn %Wl‘f’b’r ' g a plurality
of nMul@i -Bysteml mpmsangemeysmaﬂbr initialising a register to a

starting mul ti stE'JriY\g] 'aegl"i‘x'i%l of %uiﬁﬁrtﬁ:‘t‘l gorllx*tﬁr: %Ié’;\tl ng a new val ue

_for. 30 saidregis accordance wth an erein at |east
“some of tMEMBXY¥S of the new register value - calculated at each iteration

are the result j@fi tganlisingd adirelgdatiers o PistdMady mfulfi fwee previous
register va&gg’mngl at |east some of the blts of one of .g)
15 iteratively calculatlng a new value for said

- register in accordance with an'algotithmhwhetein at
least some of the bits of the new register value
calculated at each iteration are the result of )
comblnlng_at least some of the bits of the previous

- 20 register value with at-least some of the bits of one of
the values stored in said memory. '

According to a sevenfh_asbect of the present
invention, there is provided'a system for generating
cryptographic variables comprlslng.: _

25 means for storlng a plurality of multl-blt values
in a memory:; ’

means for inltlallsing a reglster to a startlng

— multi-bit value; and . o

means for iteratively calculating a new value for .

30 said register in accordance with an algorlthm wherein
at least some of the bits of the new.register value
-"calculated -at each iteration are.the_result of_w.;
combining at least: some of .the bits of the previous
register value with at least some of the bits of one of

35 the values stored in the memory. .
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35 the values stored in the nmenory. 5 BRI EF DESCRI PTI ON OF THE DRAW NGS

10 - The present invention wll be better understood and its
nuner ous objects and advantages wll becone apparent to those skilled
in the art by reference to the following drawings in which: FIG 1 is a
pictorial representation of a cellular 15 - radi o conmunications system

i ncl udi ngia nobile switching center, a pl L{gl ity of base stations and a
plurality of nobile stations; FIG 2 is a hemati c bl ock di agram of nobile
station equi pnment used in accordarice - with one enbodi mrent of the 20 ..
system of the present Invention; FIG 3 is a schenmatic. block di agram of
base station equi pment used in accordance wi th one enbodi ment of the system
of the present invention; FIG 4 is a schematic bl ock diagramof a prior

art 25 keystream generator; FIG 5 is a schematic block diagramof a
keystream generator circuit of an encryption system constructed in
accordance vwsth the present invention; -and - FIG 6 is a partial -schematic
bl ock di agram of a second 30 expansi on stage of the keystream genertator
shown in FIG 5. DETAILED DESCRI PTI ON OF THE PREFERRED EMBODI MENT Referring
first to FIG 1, there is illustrated therein a conventional cellular radio
conmuni cati ons syst emof a 35 type to which the present invention

general ly _pertai nggy wﬁg@in@jl@rmr DRAWERES aphic area may be seen_
divided into a pluralit cont| uous radl&ﬂ)verg areas, Or

92/ 02089 10 e present nvontion 1};@&%% pgﬂ its
[ ERR] . Wi | e t henumextoms. 0bbJeass ands sdventagesi ndlidcbecons 18ppatdnt td
shoul d be clearly ¢Hgly ShROfLédain ithe dft | B9 Edaruntec el ¢hg! 'mm&ge
much farger. drawings in which:

FIG. 1 4is a picto:ial representation of a cellular

15 . readio communications systeam including a mobile switching

center, a plurality of base stations and a plurality of
mobile stations; - -

FIG. 2 is a schematic block diagram of .mobile station
equipment used in accordance with one onbod:l.nnt of the
20 system of the present invention; g

PFIG. 3 is a schematic block diagram of buo -tation
equipment used in accordance with one embodiment of the
system of the present invention; '

PIG. 4 is a schematic block diagram of a i;zio: art

25 " keystream generator;

FIG. 5 is a schematic bloek diagram ot a keystream
gensrator circuit of an encryption system eoutmctod in
‘accordance with the pmont invention; and -

FIG. 6 is a partial schematic block diagram of s second

30 oxpans:l.on atag- ot the koylt:on gonc:ato: shown in uc. S.

- " DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT
' ' Referring first to PIG. 1, there is illustrated therein
) a conventional cellular radio communications system of a
35 type to which the present invention generally pertains. 1In
FIG. 1, an arbitrary geographic area may be seen divided
into a plurality of contiguous radio coverage areas, or



<

Associated with and | ocated within each of the cells 5 [ r] is a base

st at Wi 92402089 at ed as a correspondi ng one of a plurali ty peir, 0§|f§"}t'0ns
B1-B10. Each of the base stations Bl-B10 includes a transm er

receiver and controller as is well known in the art. In FIG 1, the base
stations Bl-Bl O are |ocated at the ce r of the cells d- 10 c10,
respectively, and are equipped with -~directional antennas. Nayever ,
in other configurations of the cellular radl 0 system the base stations
B1- B10 neselks] o&i-Cithear Whilepdheheystemorobht F3Gn st dwayshowm ttwe

centers ofndfigasobheyCloT3110 T8 shbLYE B8l 8164%10°Undrldolis Wdh. o0 o-

omi - I recti onal tiona ore

the 'repreg%rﬁﬁﬂ"ﬁ%cﬁi the sumbgrapf r&&i%'s?‘&ﬁ'eﬁ’Poﬂ“FPG aI?‘Jes"-'for pur poses
of I | lustrati ong@8bYated iWitdW!ahdt Qotateds-withifii ealdhoropnthiee das bl e -

t f th | 1 ul di t t
oler encd b s, s oie BEAE OB SRERGRELAL. #0r8 RRERESPRARIGS [
Wi th n th@fcajl Imﬁaﬁdﬁ ?galhuwmﬁtmmhl+slei at iBach aof thevvn:t.ase FI G-
1 but it s e 0] ro a S ma
be much Ia‘?%g gll‘% p#g ?ige g%ﬁin&%f .%2&*"@4"‘%’? gex?éeg#f%& er ofy
base st at¢emerollercascis wellcknown dn the MMI eI MiGnsl,Mthal dars be
found ‘i n ’\fﬁst B3 -30 aid - Oatéacak! Q&ﬂ“‘@e«ﬁfef‘ C??“Eﬁe‘)foetlli‘g ol le.
cel be

stat_lon_s in an partlcu ar one of .th houl

urkfer st odeft Yel¥achnfe a%® eAUipRed,iwleh eai-ddizgptiona) cach
of the mﬁhténﬁaﬁl l Oflﬁvavd‘ﬂ,O M%ﬁnsrreeﬁfigaﬂuﬂenboo&t e Idslaulacael I to

th I dj t
mobi 16 Sret{ Snevegshey ¢ue Band hEAELops ANl heP opSy JomarRly neer |
t el ephonetked Ipeirpheyty,onerorotivemviie awagrf fiom bthe Jenters Bf- Rie and a

robi e SWLLEIL MBI M Gay TPy PRALE €Y L0109 CISBIE et M ad

connect e y~ communi carlons g
W32/ 0208bgnals either omni direct onally or pdwesstiroadldy.

illustr at'meréféeest At dNFeBreddftattono otf.hetﬁé X8g1 PUPAEC rati o i fifkem
tel ephone networ k {PS N), not shown, or a_simil
of FIG. is 'for purposes .of illustration only and is not
intended as- a limitation on the possihle implementations of
the cellular radio system. S . :

20 With continuing reference to FIG 1, a p].urality of
jmohile stations M1-M10 may be founé. within the cells Ci-C10.
Again, only ten mobile sta_tions. are shown in FIG. 1 but it
should be understood that the actual number of mobile
stations may be much larger in practice :and will invariably

25 - exceed the number of base stations. Horeover, while none of

' ‘the mobile stations Ml-MlO Tmay be found in’ some of the cells
Ci-Ci0, the ‘presence or absence - of -the mohile stations M1- _
M10 in any particnlar one of the cells C1-C10 should be.
' understood to depengd, in practioe, on the individual desires
30 " of each of the mobile sta_tions_ M1-M10 .who may roam from one
- location in a ‘cell to -another or ‘from one cell to an
adjacent or neighboring cell. : :
‘Bach of the mobile stations MI-MIO is capable of
- initiating or reoeiving a telephone call through one or more

35 of the base stations B1-B10 and a mobile switching center
MSC. The mobile switching center MSC is ~connected by

— communications__links, e.g. cables, to. each of the



fixed network Lch may include an integrated systemdigital network (1 SDN)
facility. WOHO208) cyant connections between 5 t he nobi | e PCIVUSH1/05087-
center MSC and the base stations Bl- B10, or between the nobile sw tching
center MSC and the PSTN or |1SDN, are not conpletely showmn in FIG 1 but are
wel | known to those of ordinary skill int art. Simlarly, it is also
known to i\acl ude nore than one nobile switching 10 center in a
cellular radio _systemand to connect each additional nobile swtching
center to a di¥flaatxativepbaserstations 0B -Bi0d and otoethebEisednipubliin

centers via castciingdtalbpibhe wettiorX (BreR! | Sof! shdiin) So2! 0GANA] &
plurality of é‘s © vol ce or speech ch nnfl an t | east qQne access_ or
control channdiixed nekwork yhich Eﬂ&n‘ﬂ@? “&9 aasgateﬂaateénﬁarertenbﬂigital

super vi se él he r(qmvdatk om;l:sbnr)blidﬁl:ﬁﬁgat | OPhe lneslrmm_ feénhaéﬁl.embi Q:fiatvlve'edn
transm tted t v i or,nat i on i ncl ude
i ncom ng’ cal | %ﬁéngﬁg,giéuggﬁ%‘%&% 8§SE§1@I |cgn§ﬁ?€, Eﬁ&gé’%ﬁegnﬁf‘g?xﬁ&@e Bi-
response si gnd@i), ok dbetweengther mobbhesswhticbingoceateraMse! axsksithetP8TYN
mai nt enance ingtr hons, and.ha r 1.Qn S nohi | t gt.Lo

travel s out o?’cﬂt; hggfr)g?ii g‘%%vgfgg%ﬁoen% el Fﬁ%‘ﬁg i%'n op?ﬁ'e lriadklﬁ%)é g%\éep%eglel
of another cel¥nown tpcthegst of| ordingsyc8kidl in ckhenars. rafisddenly, it

G oral oo, 0 Adad Radil 0} 10d0 e Sm6R60! R VBnel UbH{1e s tdiflng
i gital .node, angl og nessages, .Su S VQi Si S,

conver £8d to (ﬂ%ﬂa}iea’? d%n F@ﬂié’éérﬁat‘l‘gﬁg pBYBEeRy 8R4t s GAPRRRier qaRrh
bRF channel . adddticdyal dmbbileeswddshing uséntes t?h@&iﬁﬂfjerendﬁegﬁb&becbf
y ogpputers qi i iace.dev a) and__-
transmtted d%aec I %t(?\%r 'd|$g| aFgchél%ﬁez’f. %*’ig‘%ceg{'g?gﬁpgdi%e§§§f%mVia.
using tine di wable oxlragdiexihgks(TDV), a plurality of digital channels
mey share a comon goghaanalne THEITE $1201Y is fivbisted® fidBaricy of
series_ _of time slots’, each ‘tontaining a urst  of information“from
a diffddent dHUeUPEcBRRECH Shannelshand At least { one) speegsoLrcontirpl

the time slot crihdl.oupedrhe V6bfALLr82088hannel is wused to control or

PCTI USOL 0508 L e foine “ it~ operation of ‘mobile 'stations Dy means of

information- transmitted to and received. from th_osé units.

Such information may include incoming call signals, outgoing

20  call signals, page signals, page response signals, location

registration signals, voice channel assignments, maintenance

instructions and *"handoff* instructions as a mobile station

“travels out of the radio ‘coverage of one cell and into the

w radio coverage of another cell. The control or voice

25 channels may operate either in an analog or a digital mode

" "or a combination thereof. In the digital mode, analog

messages, such as voice-or control signals, are converted to

digital signal representations prior to transmission over -

the RF channel. Purely data messages, such as those

30 °° generated by computers or by-digitized voice devices, may be
 formatted.and transmitted directly over a digital channel.

In a cellular radio system using time division

‘multiplexing (TDM), a plurality of digital channels may

share a common RF channel. The RF channel is divided into a

35 series of “"time slots", each containing & burst of

information from a different data source and separated by

. . - guard time from one another, and the time slots are grouped



—packets or

time slots per frame varies depending on the bandw dth of the djgital.
chanY¥O9240208%t t 0 be accommodat ed by the RF channel . TIRCIVUS9T/0S087,

exanpl e,

to a digital channel. Thus, the RF channel wIll accommpdate three

di gi tal
her ei n,
teachlng
be equa
nunber o
t herein
whi ch ar
The equi
j t al
des |ned
20 s

for

consist of three (3) 5 time slots, each of which is allocated

channel s . In one “enbodi neni_of the present invention di scussed

a frame is designated to Conp} e three tinme slots. Howewer,

t he

s of the present i nvention 10 shoul d be clearly understood to

lint@plframes "t am is well JmQWR oinr EReoaLfst enThEi Mumbesr 0F

ftimﬁ'esi![o@ssb &&am mi?éd aepaﬁalingo {.5{ Ghe 2bahd@iath of
a SC I C ramo ile stati ui.pnen

Sene o abal CaloPhanbelll gousht of, deAEOERRPAB AL T Chry B
pm:xell ustPisd efirame Fhﬁy,z fory d@anpks] foons:bntuofca:thm omar

A
B8 s Forsr S80R of Wilen 18 3l13bacll b &I Snatiief"
pEkuh, codhe 1om\/vh|qhamwerv%ll heaanemgdesecetémgeal digital

hown

i on.

to a

digital. dghgnfRbigStreafh oA@e. dasaambhtstafarué e qex&éﬁfb&ata

messages in accordance wth the tinme division nultiple access

(TDVA) t RHFFEEEeas haraimy eom%aésoksigw%tt%sseepaééa doHEes|

channel
ages
sentt+

(Efﬁlﬁlaﬁs. Hm?re&t,on:nwa;e@&hameucw qié:syew ﬂ&twm
S I On e ul ar a 0
AhbUE o8 B ea ittt Shaerarebd” 16 e rodinr 18 aBp IFRbIT i A ©

wher eby acekkulatr zadiof system &tﬁlﬂadmd@mmm of reiswn gl aten epert ed.. by

t he FA
cont r ast
sl ow ass
exchange

SACCH
i nt? uded

Channel

PCT/USQl/gSO

gg@ﬁyator 102 is 30 transmtted instead at a fast rate.
o the bl'lank and burst ogeratlon of ‘the FACCH ‘generator 10

oci at eBeferming nextink® FIBCCH, gdhexst ois 1hasont theseiny a

SSschGﬂHi:i@ Hfééﬁge&ié(‘bi-ﬂm”'@fb% Shabi28. stheisH! %@fk}méﬁ‘@

enerator Is assigned a fixed |length byte, e. ts

hQ/
21

and

whighpAaxe plusedhin; r@%‘l’%@an?% %%9&&9@@99’@%‘?@ aRfs)the

Cpﬂeéeni:oimmﬁ;idx% aTReCeguepmefitt 01108trat¥® 1% 39 2 may
used for communication over digital channels; A voice

_signal detected by a mic:ophone 100 and . destined for

transmission by the mobile station is provided as input to a
speech coder 101 which cohverts_the'andlog-voicensignal into

- a digital data bit streanm. The data bit stream is then

25

divided into data packets or messages in accordance with the
time division multiple access (TDMA) technique of digital
communications. A fast associated control channel (FACCH)

generator 102 exchanges control or supervisory messages with

a base station in the cellular radio _system..  The

: con#entional;FACCH.generator operates in a "blank and burst"
-fashion whereby a user frame of  data is muted and the -

30

- 35

control. méssage generated by the FACCH_.gene:ator,-loz is
transmitted instead at a fast rate. : ' -
In contrast to the blank and hmxst operation of the
FACCH generator 102, a slow associated control channel
(SACCH) generator 103--cont;nubusly exgﬁapges_-control
-messages with the base station. The output of the SACCH

included as a part of each time slot:ihethe_message train
(frames). Channel coders 104, 105, 106 are connected to the

- generator is assigned-a fixed length byte, e.g. 12 bits, and

a



speech cogf 101 FACCH generator 102 and SACCH generator 103,
respectiv 9 of the channel coders 104, 105, 106 perf or PETRUSS1705087
detection and recovery by mani pul ating i ncom ng data using the techni ques

of convol utional 5 encodi ng, which protects inportant data bits in the
speech code, and cyclic redundancy check ( ), wWherein the nost
significanpibits I n the speech coder frame,'“@:g., 12 bits, are used for

conmputing a7 bit error check. Referring again to FIG 2, the channel
coders 104, 18Pefgh co@er d@inecFAECH, genanatqn ck@? =o@ \GAGCH| gensedtioor

time divisionog,t idspdctd vl ¢.he mahtd;ge@haowenmses&a:w §B4E]h§osFA(f9§

th | tipl
conpl ed 10 a PORIPERE |\ r¥en, RetREthARc 208, FRSREREY o BY. B8TARELESing
transnmitted bindemilsg datzilesiny i dthé¢f otechanghues a aessaeﬁvefggigﬁ?mg
260 bit t I I aini n |
260 0119, 11! G5kt BESSRLE Vi SRR, BN " Al
deteriorati veC@ﬂﬁect%n‘l)f cyglis gredundageynchesksi W)panhley:eilmdthmost
The output  ghoules cafnblete 20n the NFSGREad00 eiaal ' 050 25a1 R

toarmduloZader 109 where t etransmtte s C

bit-by-bit badF® MpefoFAtaicampuEing adlikibrexrern eheekudo- r andom

keyst ream whi ch lsmw:ﬁt@ ddafi Cceodence w%@%%&&i&m&éaéfé Pé@se?gg
|nvent58n descri bed l'i:éhe channel  codef

{
is provided a8*fn p‘ﬂ?"“?%“% g?z %u?‘g{'tipﬂ?ﬁPFeg&gr gh is nged fop, time
i nterl eaver 1ﬂ®vds\'l|ouhesmlm&€§1-hgabef ithe dfgitigeduivoice inEssdgés  weash

occupis,ed by a sti ts roI [ r mat i,on.
i nt g}greaved SX?%L at a hor rféé'&’oér?ev%g g?%‘ggl ‘hput sq%‘ -a YRyt ge?lgr athe
111. Anot her muhSéplexexne10ir sis grnupked 01 &s rhtatedilpexleavdpul 06f

h dul'o-2 b
bur st st <ot darn ga d’*ﬁ%%z?sf% ofBe, MAHA °Fg he  PeRbRTRcel” 3 Ere

voi ce 88l or cB&?ig tiomt 5?-"35"3“? 8 Jumessags WQnﬁidrmgoaﬁanbitaé
data to be trantei t'ﬁsﬂﬁ eqﬁlfbﬁthﬁépiﬁltél padtac!(@éch part containing 130 _
- bits) arranged in two consecutive time slots. In this ]

manner, the deteriorative effects of Rayleigh_ fading may be.

significantly reduced. The output of  the 2-burst

20 interleaver 108 is provided as input to a modulo-2 adder 109

where the data to be transmitted is ciphered on a bit-by-bit
basis by logical modulo-2 addition with a pseudo-random
keystream which is generated in accordance with the ‘system

o of the present invention described below.
25 The output of the channel coder 106 is provided as
. “input to a 22-burst interleaver 110. The 22-burst

interleaver 110 divides the SACCH data into 22 consecutive
time slots, each occ\_zpied by a byte consisting of 12 bits of .
control information. The interleaved SACCH data forms one

30 of the inputs to a burst generator 111. Another input to
the burst generator 111_is provided by the output of the
modulo-2 adder 109. The burst generator 111 produces
!messagé bursts" of data, each consisting of a- time slot -
identifier (TI), a digital voice color code (DVCC), control

35 or supervisory information and the data to be transmitte,
as further explained below.



Transmitted in each of the tine slots in a frame is a tiiesabudRBntifier.
(TI), which is used for tinme slot identification and receiver :

synchroni zation, and a digital voice color code (DVCC), which ensures that
the proper RF 5 channel is being decoded. In the exenplary frame of
the present invention, a set of threeydyfferent 28-bit Tls is defiped, one
for each time slot while an ident'ical -bit DVCC is transm tted i nnweach of

e ek d BBk BRI SRR OYAHES uB SRR £ hEt "
111 as sltdwme i 81BkG identrﬁéerbutﬂ)geml’oriﬂluieeﬁblfms miene)uspmts of
the mdul enA%itadibh bl Fedlivir é‘%ﬁéﬁf@%ﬂaéﬂ@n NhrieCa S B G W/ DVCC

generat OI’ series o sage ursts COI’TpI’I e f data
(260 bit ypiceaamplos code nfRYGRY oWhieh tﬁre%qresn t(uzs ‘Bhes) PrepeEd RB/CC -
(12 bitSkaithel? 8! ivEimy Qbbsabal 2 1At ¥hefe 9 Widue 286€ th

e
d d | f TI A | S- 54
e Prsaanto LEYanpLOB. 8 (P! OF SHISH sﬁi’?fsa ﬁ RasE hLE 4
tTEr eg rtsldﬁi:fd&a}t E?nﬂgfweéachnn tmedf sgm wisilgli anusiskhtﬂau\j\;l nabdnie; . '
e u | Vi des
t he ﬁ,es (}-er&anexgigée.'%h {S ?géﬁ ﬂi tﬂg EﬂB&L €£he s1dts &J&ﬂ g0

tim ransm-'ssi on of one ti ot with
t he transmdssDVCCf aee providedo inniths omobilphestationzchy118 Bync

dglect s f stat e bile
st(?l ?t I on ?@W& sl;§/9n€ on| ggg‘ %ﬁﬁnbﬁﬁg? {:gngragt %gﬁg}lbgg%gra C?Pniiel g’:d The
th

equal i zeras 1aBoOWRy ift sSBEBe dsed ThR - BHERK| AgnETaten (ki 0F°"‘Pi‘1§°?l
DVCC. Tftﬁxﬂi\tl\ﬁhﬁ hoﬂe&aeag@{agm_ [ ﬁdd;éf 8}@@;; Plené ep2 taxesu?ﬁio &P:bga?vgg ] v
Che obi 1oLt and rpe V9 s TBOCE SansrRESE' 92 86r prhllice; alisRARE " e
ci pher i n@f afes s ag@cbarsitsd tgach congrised) ofmdatallzﬁm bihtst)he SACTH of
3r}| gﬁéhg?ﬁéoﬁ%ﬁﬁ (#@blﬁ% |onhfs C%H& orl ir<nel:}rrvaéc1g usgﬁetss)
generate m#oséadcﬁtbhhubhﬁke}s&ﬁﬂeaﬁﬁ:n mctgtééndﬁ vB24 - th#é'—%r‘!bbﬁb iaRent i on
and as d'i%?&@éf&‘téd‘”a%’oﬁ&r@"’ to the time slot format specified by T
the EIA/TIA IS-54 standard ~
Each of the message bursts is transmitted in one 6f the
20 three time slots included in a frame ~as discussed
hereinabove. The burst generator 111 is- connected to an
equalizer '113__ which provides .the timing needed to
synchronize  the transmission of one time slot with the
transmission of the other two time _'slo_t,s. - The equalizer 113
25 detects timing signals sent from the base station (master)
. to the mobile station (slave) and synchronizes the burst
..generetor 111 accordingly. The equalizer 113 may also be
used for checking the values of ‘the. TI and the '_Dvc_c._ The -
| burst generator 111 is also connected to a 20ms frame
30 _counter 114 which is used to update a-ciphering code that is .
epp]_.ied by the mobile station every 20ms, i;._e. .. once for
every transmitted frame. The ciphering code is generated by
a ciphering unit 115 with " the use. of a mathematical
‘algorithm and under the control of a key 116 which is unique
35 to each mobile -=station. The algorithm may” be used to
generate a pseudo-random keystream in accordance with the
present invention and as dis_cussed further below.
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The nessage bursts produced.by the burst generator 11 are provided as

I nput to an RF nodul ator 117. The RF nodul ator 117 is used for nodul ating
a carrier frequency according to the [ERR]/4-DQSK technique [err]/4
shifted, 5 differentially encoded quadrature phase shift key). The use

of this technique- inplies that the information to be transmtted by
the nobile—station is diffrentially encoded, g, e., tw bit synbols are

transmtted as 4 possible changes in phase or - [err]/4 and *- or - 3
[err]4.  The carrier oy, -oui odd&dsﬁgeihedbiwsﬂﬂiﬁaﬂﬁr 111
channel is supplied t

17, tti
frequency synt hesﬁ:z.er%ffglegﬁe%ur th: +at‘£d carri ﬁ‘%‘fg‘ﬁ ?m’outp
the RF nodul at omoftsd atezanhl ] f#%d%,‘a%&mﬂ"%ﬁ”e# CREFTA NS tmquency
transnitted to thscdpeaingat ton tAeOUTN43DQPSK techntqua 1A0r/4Thanigzkeds

station recgives e hr h

ant enna 121§conneﬂt¥t}ﬁ€g{g’ rg&el ve%f%.%gecel edrncar rilg'g{r-' ?gﬁ]ue% ng
the sel ected rec@fi fhidhateehniquercimpiieg HThat [ &hs iRformatiemcFooobe -
3ynt Qef' tzer 132 Arhriw il tiedd by! thé Wobile -dcﬁwulu mﬂahniﬂmff oncoded.
‘denodul at or |s Jise a r

i nt er nedi at e fre iehd d“wn%l@qw& %erme |a e r.gqééng Sl gna Q‘P
denodul ated furt P"&H’ | P dEﬁDd‘UIEI‘br apds GihPEh 1 edoTWhs t haher |°§FH&P’-‘
digital 2510 i nfnfm‘m aam thexissledted i tradsmiftting jehEimsid Nl Wuppl 08

The di gi tal |nfor ti e&*@ t u the —Q?.H 3

synbol detector ch conver sit%Eg bi?b%&‘synb ?grngf J% t#} %’gl{'al
- dat\a. pr ovi ded bf %ﬁtﬂ 8. 11Fhs,burst modulated gazries 4ignalg output
The. synbol detectof tHe RrodicGelaton: til‘stimcnpntwb}ailpahmmmnor

ggm: ::g 81]: ¥ glsg—f &n?peaﬂh]d@*l rst out put |s sup dat.&sgnw{‘&gtm

adder 127 %A ch idateRped to a 2-burst deinterleaver 128. The nodul 0-2 —-

35 adder 127 is cd.mecheulo skatiophaecsivesi bukit mcdulatedcaiignals
deci pher the encrygl dt“aﬂﬂﬁ(%@it éﬂ’t&{ YriteBda Of2f Sodnddteld to a

basis the sane pseudo-rando eystre
P receiver 122. rece o: ca::io: frequency for the selected

- receiving ‘channel is gensrated by a receiving. t:oqnez_sg;_v_ -
20 synthesiser 123 and supplied to a an RF demodulator 124.
The RF democdulator 124 is used to demodulate the received
carrier signmal into an intermsdiate frequency sigmal. The
intermediate frequency signal is then demodulated further by
an IPF demodulator 125 which recovers the original digital
, 25  information as it existed prior to 7T7/4-DQPSK modulation.
L The digital information is then passed through the equalizer
113 to a symbol detector 126 which converts the two-bit
... symbol format of the digital _data provided by the equalizer
113 to a single bit-data strean.
30 The symbol detector 126 produces two distinct outputs
a first output, comprised of digitised speech data and PACCH
data, and a2 second output, comprised of SACCH data. The
first output is supplied to a modulo-2 adder 127 which is
connected to a 2-hurst deinterleaver 128. The modulo-2
as adder 127 is connected to the ciphering unit 115 and is used
' to decipher the encrypted transmitted data by subtracting
on a bit-by-bit basis_the same pseudo-random keystream used



by the transmtter in the base station to encrypt the data and which is

- generated.- in accordance with the teachings of the present invention set
forth bel ow. The nmodul o-2 adder 127 and the 2-burst deinterleaver 128
reconstruct the 5 speech/ FACCH data by assenbling and rearranging
I nformati on derived fromtwo consecutive franes of the digital data. the
2-burst deinterieaver 128 is coupl ed toy channel decoders 129, W80 which
decode the convolutionally encoded Speech/'FACCH data using the reverse

process of caodi ”%'gdﬁ,lpguﬁnf*?&‘%wwlmuadwodamypemkda(tem)d bits

to _determ ne

d 130
det ect di st mmemam&gﬁﬁggggéégﬂ’ﬁa?% on {.ﬂ ' tﬁ%ﬁgﬂ gk Sof Zthe FACCH

d a
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gener at es .an wﬁw stmatvoeppacﬁﬁﬂh’é‘me 2l um o gl=
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Afiltering- nlque

p\e¥lp gy@,l,i]t @nclolled anal og
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econd
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over nsecu m@ The-.
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~pertormaa by 18 A REORt A e B et oe etk oo
 —- signal transmitted Dy thc bass station and received by the’

20 . mobile station.. A giltering technique may then be used to
" enhance the guality of the analog i:l.gul prior to “broadcast
- by a speaker 133. Any FACCH messages dstected by the PFACCH
: " aetector 132 are forwarded to a microprocessor 134.
- - - The second output of the. syabol detector 126 (SACCH
25 - data) is supplied to a 22-burst deinterleaver 135. The 22-
~ burst :lnto:lcavo: 135 reassembles and rearranges the SACCH
‘data vhieh is cp:nd over 22 consecutive frames. The output _
of the 22-burst deinterleaver 135 is provided as input to-a-

' channel decoder 136.  FACCH messages are detected by an
- 30 SACCH detector 137 and  the control information is
A ‘transferred to the: ‘microprocessor 134. -

The microprocessor 134 contzrols the activ:l.tiu of the
mobile station and communications between the mobile station
-and the base station. Decisions are made Dby the
s nic:op:ocouo: 134 in aceo:danco with nessages :oeoivod from

- the base station and nuuzolonu po:tomd by the mobile
- " gtation. The microprocessor 134 is. also p:ovidod with a
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term nal k%wpy’”nput and di splay output unit 138. The keyPOR/US9NS5087
display unit 138 allows the nobile station user to exchange infornation
with the base station. Referring next to FIG 3, there is shown a schematic
5 bl ock di agram of the base station equipoent which are used in
accordance.i th the present invention. A arison of the nobile station
equi pnrent shown in FIG 2 with the base station equi pment shown in FIG 3

dempnstrates t FAFRhRal ckeyheagduimnih 2ad dAPPLAY UHBUL suaitod3bad t Abe
?as et 10 st a:telytl?an? eu?& iy abnit | 138t ALDOWS nt;:(h& Olfﬂéﬁ:[l'ét seatisnd user
uncti on. i dentica are, fo sake of , conveni ence an
consi stency,_ @i‘f?’@d‘ t%??%‘%%r%#%’? ﬁ&%%ﬁ%r%ﬁ:g ti90F G 3 as those
used in connection \naﬁeﬂi@gz next &oc PIGS eBgnttihsdred :bg' shewedchtsaneﬁitac
15 pei me ( m 198" ences

bet ween t5 he m)g)l Id& sF‘%i gat Q? Q:tﬁ]eba%g“@iég{:{,o? 'Hieéh are uggd
i nst ance, theubeﬁ&coﬁ%ml‘-%nwh&b theotp;wnbnénuen;ionm Pecednpayison of

antennas 121" the df$¥5I0d 2hAtI0hN e ?inéift tg%owh in Fﬁ:@ce'z\”vﬂﬁ_ha{'ixgnﬂgﬁe

121 are a recelver 122 nodul at or 124’ and

an
denodul at or 125tatdon peuipuent (ehewacisn FilGn 3 fengratrates ihatemueh of

freqlﬁency conbithe bgGApmentc husedcobyecthd t:@oﬁléamﬁﬂdﬂlg d‘r{daqltﬁ%CYhase
synt hesi ger

1 The freguenc Q ner, an
transm |ng %%@&&gﬁcyargynfﬂg'gitf‘éﬁ% 19‘5 ca(3‘ut gnt hE°§§F§BFt69nof and
t he RF channel functionised Such hideats calatequi pment damrg, t cfémethpplsg:eéol of
cel lyglar frequey Th i on i ncl ude
a usgf keyboar% grng eﬁaya‘%ﬁqt gloggfgta%‘é&f auggwgﬁoa% d Eﬁ’ pI
30 unit 138’%5:%*@9%9 i pup@zaksbidn FIG: i oh. as |thaseesubedeay conhadbian

' |1 I t
R ey e T R R e T
e

mi cropr &2essor PrEWe (') iy Fd6.4iF-ferences in equi pment between the mobile
station the base 35ThereStitd,0NhoRMvEX} SEowel @i ndre aﬂfeﬁwﬁblﬂeéﬁée&rihe

gggtg;nsggsts;lgngg,g,g & afikndRc 888 Jtne" 1Y Ve illon Meqilpment. & 'for
instance, the base station has, not just. one but,_ two
-receiving antennas 121, Associated with each of the

20 'receiving antennas 121’ are a receiver 122', an RF
'~ demodulator 124‘, and an IF demodulator 125'. Furthermore,
the base station includes a programmable frequency combiner

1182’ which is connected to a <tramsmitting frequency

_ synthesizer 118/, The frequency combiner 118A’ and the
25 transmitting frequency synthesizer 118’ carry out the
selection of the RF channels to be used by the base station

according to the ap_pl:l.c_able cellular frequency reuse ﬁian._

The base station, however, does not include a user keyboard -

and display unit similar to the user keyboard and display
30 unit 138 present in the mobile station. ~ It does however
include a signal level meter 100’ _connected to measure the
signal received from each of the two receivers 122 and to

provide . an outﬁut to the microprocessor 134'. Other .

differences in equipment between the mobile station the base
35 station may exist which are well known in the art.
The discussion thus far has focused on the operational

environment  of the system of the present invention. A



WO 92/ 02089 specific description of a particular embodi ment of the
pr es WO 92/6208% i on f ol | ow. As di scl osed above and used POTPUSOf/dSU8y t he
term "keystreant means a pseudo-random sequence of binary bits or bl ocks

of bits used to encipher a 5 digitally encoded nmnessage or data
signal prior to transm ssion or storage in a nedi um which i s susceptible
to unaut horized access, e. g., an RFZdhannel. A "keystreant gewa ator”

nmeans a device which generates a keystream by processing a secret key
conpri sedspeca filcur destoripkiorni iof - 80 particulapt i embodymeatsi 6P ythe

per f or %dpgﬁség@thQFBtQ dl tf&?l&érst he kg ys&i?%f%é&dat %‘;‘bc?qfet aﬁhgub%?ict i on

encr ypt ed y, decryption i1s perforne
of ‘an i dehereimnadder,of t#‘l?e keym r tkeyvstseanlie !!ﬁanypt%d pReudo-toandan| vy

speakl ng, sk e'ﬁ%)éSUfe%‘ﬂ rﬁttcy d¥CM6¥9§s of bits ﬁﬂ?&&a?a Séhei e dfssnt ed
Ierren i fl:ﬂd 115 5 2 and 3, res ectlve y, or ex ng a
reI tlveI§ gialiyipencaded  message s or Jata; 8igpad; oPt

rkepresent td-anb)niclse.lmntc&: éﬂGragaSinl&Gmediw thic’cmu@l sdﬁfﬁﬁfibwnber of
eystrea used.to r ssages rior to
transni sg}lg‘ﬁh?'g\lgq: |§:g fEQSQO cPyht Hh éﬁéo%@ﬁnﬂ% 'sageg t e?%'&’é?

nust "knowgenewationiexmeans ha kdgviceawhdicls geseératesnca yﬂ:eyslteelmshge
In_other yordassid® 4 CEBLY¥EE 88hpLls ah%\fg é'hﬁlﬁgﬁ&%yt I €

generator ~and generate the sa %eystream

rans U't 25
al 38, t he EREETPF O AP Reafiuet RAFLORMRA Y oparedwlrt4 agditioni af with
the. transmxbt ek ets&aaantaermfeat datel tHe HEs e ypted) be SIRPPitYy,

decoded. r oni zat lon_zis. n | I ach ed by periodically
Cransm i « PRGERPEHOM oL Bnconrigtugd: By b Phedtl ﬁg&%&%ﬁ%e%nﬁents
of e;/ery Saent:.aaa.te:tmy ofirethe \ke yirtatemsm fmnﬂthasanérnt)t;.]ed)lkdwka.or WEES?QG
counters 0 e eambits
‘Synchr oni zat [ on e m%ﬁﬂ"}e&d} #lgg\e\]/%?g%%grah' %@' ttorfmﬁﬁ% %ﬁs bf ock
codfters, msgbnnia@.bumyemm@rby edlementtﬁcrbhﬁanandg 1180s@f digs.er? by
a certaignd5s3, red imc§1 tége &Mﬂe% ﬁl&ﬂ?j}’&éif%é’l%snﬁﬁber

pr-oduced. H§UCh counters may ormatﬁ;art of"a real-tine

Ridae cHaith., ‘keﬁq‘?’e%ﬁ'n Ji9%r atFpPresented by -——

elements 116 and 116’, into -2 much larger number of’
keystream bits which are then used to encrypt _-_data messages
20 prior to trans_missiop (or storage). To decrypt an encoded'
message, the receiver must "know" the index to the -]ié'ystream
bits used to encrypt the message. In other _words, the
receiver mu‘si: not only havé the same keystream generator and
generate the same keystream bits as the transmitter, but U
25 . also, the receiver keystream generator must be operated in
' synchronism with the transmitter keystream generator if the -
‘message is. to be properly decoded. Synchronization -is
normally achieved by periodically transmitting from the-
encoding system to the decoding system the contents of every
30 internal- memory device, such as bit, block or message
counters, ~ which participate in the generation of the
- keystream bits. Synchronization may be simplified, however,
by using arithmetic bit block counters, ‘such’ as binary
_ counters, and incrementing those - :cofmte:'s-- by a certain
35 amount each time a new block of kéyst’r*eam bits is prodﬁc;ed.'
Such counters may ‘form a part of a real-time, i.e. hours,
minutes and seconds, clock chain. _A. keystream generator

m nutes a



22 relying on the latter type of counters is known as the tine-of-day"”
driven keystream-generator to which reference was made herei nabove. 1t -
shoul d be noted that the precise nmethod used for 5 bit-by-bit or

bl ock- by-bl ock advancing of the keystream generator, and the particul ar
met hod used for synchronizing the sending circuit wth the receiving
circuit, ake the subject of the co-pending pptznt application entitled
Cont i nuous Ci pher Synchronl zation for Cel I uI ar 10 °~ Communi cation System

nent i oned above. system res n ;_.as I nafter
described in det aﬁ I‘ig\édl?’écgéﬁ pﬁtg CI e‘ﬁt%ﬁ' n{‘] { 88 the
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t el econmuni cati ons system_,Th ry. | N% |
generator whi ch_produc ?atﬁug n%'nb'géré'w e streaz‘g g's.pergg%con rag“t
perform ng aS| ar gRitnky=Disi QR obiaskoPrrhlock,sadeancingonefarthe pkerstream -
of key bits contaigenérato®, Safdcthe kmmﬂiuak-emtmweta @ynehroitz{ny

present inventi on JRY e o et (T havin
simple m croprocessor ar% FSQL&'REP%%?I 2‘8‘ nom';w t ﬁﬁg\ %ttéhg.r#n?t Jthé’
bl ock di agram of #ukdest o tk@y§9r pe8digenpraFrat #R?lﬁswtbémseen An
op';ri)onal bl ockI count enitL¥lled "Conteaucus | clsphmundhmulpntohoto;ZEoupht
conbi nat ori ogi 2g urali e
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0 es ectlve
clock pulse in a HAgital,; comm 51: ‘F‘hplﬂ"ﬁul !’é pI 'bd' tG‘gime“
flip-flops 181-mM.teledbamunications aystemctThe excryptionniystawiineluies)is
circuit 202, the Speygebbbil§@iSrati MialBY PEradicuaich | Gulgl MulaBbi 2l S

bi nary counter, - near sh ft, re ter e ec
! y . cyolt:u- bits po: second : p%zi 5 “iu& number of

boolean operations per . l.eoad on a pln:u:l.ty of l;oy bits
contained in a secret-key. The keystream goinnto; of the

20 present invention may be implemented with an integrated

: circuit having a simple microprocessor architecture.

Referring now to FIG. §, a schematic block diagrasm of a

prior art keystream generator may now be seen. An optional

block counter 201 provides a first multi-bit input to a

- 25  combinatorial logic circuit 202. A plurality of one-bit
N~ memory elements, or flip-flops, ml, m2, md...mn provides a
second multi-bit input to the combinatorial logic circuit
202. --A portion of the output of the combinatorial logic

circuit 202, consisting of oné-bit outputs 41, 42, 43...4n,

30 is fed back to the flip-flops mi-mn. The outputs di-dn

become the next state of the flip-flops mil-mn, respectively,
after each clock pufio in a seried Of bit clock input pulses
203 suppiied to the flip-flops ml-mn. By suitable
construction of the combinatorial 1logic circuit 202, the
35 flip-flops- mi-mn may be arranged to form a straight binary
counter, & linear feedback shift register :oxocuting a

" maximum length sequence, or any-other form of linear or non-



maxi mum | engt h sequence, or any-other formof linear or non- WO 92/ 02089
PCT/ UBS192/0208® 23 | i near sequential counters. In any evpotsussi pf the
states of the flip-flops M-m and the state of the bl ock counter 1 at
the receiver end nust be nmade equal to the states of the corresponding

el ements at the transmtter end. 5 reset or synchronization
mechani sm 204 is wused to synchroni the receiver with the trawamtter.
Wth continui ng reference to FIG 4, a plurality of secret key bits ki,
k2, . Rineawr sequentiad nobuntlis. i npaln t anyheevenb; naach alof oghe

t 2 f t e
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keystream |)s/ ﬁé} 8°8§%§H&n§ot§%€?§gﬁ %f%r G B 2(?11'“'"13'5 i 081 ar
secret kegpeginet blseYth:id:a)nktlhe k2 uk3of . khl. didums secrtétiﬁdeymhlti-hitwel I
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Her et of ore, "t he es nment such™a nce wou d have ‘e
pr &R biti O& 5%’5%? k@rY b'é%?%aﬁ-soﬁéﬂ%:'r’eﬁsin thessregionf of 2 hundzednpl e,

thaL E)Pet ﬁet@e?g‘éﬁtb& mbl tseF; {.())olrge e C;edleQ;O) sger qitsnkféﬁsebféséfrlf
eac

a total %%ﬁ(ﬁﬂcr%for?ﬁ?%;&?%? gff' e’é% 5Erak%§ﬂ“ Bm g?{n
woul d be haqw ret!e pdlltem;iab ptommoﬁnghmmmflwobieﬂ in the

operat i onteuacErat . oShfbrylhe, M dhvadoptts Fheldchelfhdr bhrek. o

key8t r eanoBily @asmaldo snhiet mﬂe@mabmdn key httsmkb—kntbnnarderrmoy
states. @eeig;fnetéﬂe ad e%h‘i%r Oi:hbheeﬁﬁfﬁt&l' W&FL) O" iphe Orisk of

signi f | Canna\/xthorized interce
i ption, however, -may - be considerably
reduced if the--value (logical state) of each bit in- the
keystream is made to. depend not only on the value of a
20 particular secret key bit, but also on the value of all
' other sécret: key bits as well as the state of the block
counter 201 and other internal memory states. Heretofore,
the establishment ‘of such a dependence would have entailed a
prohibitive number of hoolean operations " Assume, for - u
25 example, that the secret key is composed of ‘one hundred
(100) secret key bits. If each of these seoret key bits is
to influenece. every bit in the keystream, ‘a total of one
hundred (100)_ combinatorial operations per' keirstreau_x bit -
- would be required.. . Thus, to produce ten thousand (10, 000)
30 keystream bits, a total of - one million (1,000,000)
- combinatorial operations would be required and the number -
. would be even greater i1f each k_eystream-hit was also made to
depend' on on one or more internal memory states. One of the
objectives of the present invention is to significantly
35  reduce the required number of combinatorial - operations per
keystream bit while maintaining the dependence of each
keystream bit on every one of the secret key bits.




35 reduce the required nunber of conbinatorial operations per keystream
bit while maintaining the dependence of each keystreambit on every one
of the secret key bits. 2 4. According to the present invention, the
production of many thousands of pseudo-random keystreambits from for
exanple, a (hundred) 100 secret key bits may be viewed as a nulti-stage

expansi on \pr ocess. A plurality of expan5|§2&5 stages are cascaded
toget her, each having a successively snalle xpan5|on rati o. Expansion by

the first stage is perforned | eos frequently than by subsequent stages in
order to nini nize thdcaordingotor Ehei PESSRY)| Layentian. o khe A" ofer
keystream bit. pVAe,C tthM‘ o epséudorirakidon kwrb&agctos. for

constructed to p“%{)..g&., thghatea Jofzwf.%&.hl kﬁy“ﬁi@ mwwﬁﬂapandent
on the secret key fu er ucing the nurrber ?ﬂ cal operat|

whi ch nust be per#‘ﬂ-rﬁ*é‘&%?'t r?é‘% LQR PR o5 AR e‘F? S" 5
a schemati csbl ochamr anref chbecaded at&eg&tman’g@hehavbngspstmctlliﬂl}'

constructed in acgar #ﬁhtnh he €§5h| n ﬂinib@ eggat ﬁﬂqnwﬁ e TRY
now be seen. A pl uré ity O ec%et r& =P rowgd d_as

input to a first m%&ﬂﬂo#m Lﬁeﬁkﬁt f“ﬁ?t ﬁg Phde
some, but preferatdy smidimicie tlthesenunboﬁo of WMS kogieel k(;:oolq;m)

Aﬁdi tional, o][ opg, 1,°d.np tq‘.tylggfghtstbﬁ ,age mm1§Q5 €8y iMegude
e oo o o ChRfimio . Sl SR, ot
ot her variabl e oubwephst Wwhité whicheisyrhdghdy Mﬂ* o) the sSocEet X0y
rece{yer.  Any i'gigfnale FRHREY RduBYhg Ve HEibES BE0VIogivalh épeFativnshe
used as an input to the P sta e e S .?towtgp gi ng |nput S
desired because t¥ei¢R rﬂ“s M%ﬁ 583 éﬁ‘ﬁ@ e per gn
infrequently, e. g. : cxm:;ﬂmgmshgto BIG. 5, a lcmtiprblwkaﬁﬁlﬂ'ﬂ of
ST e e TonfC e Sied aatee it st it
output is st oredth o%€ ﬁ”g%cességwwr“%q’ A
: plu:ality ot secret key h:l.tl X2, k3... are provided as
input to a first stage o:pnnl:l.on 205. The key bits ki, k2, _
"X3... may include some, but preferadly all, of the secret
20 key bits ki, k2, k3...kn. Additional, or optional, imputs
to the first stage expansion 205 may include the outputs of

a message counter,’ a block ocounter, a date-tims stamp

representing the time or block count number at the start of

n- frame, or other variable outputs which may be synchronised

- 25 by the sender and receiver. Any internal memory output

~ whici: varies slowly with time may be used as an input to the
first stage expansion 205. A slow changing input is desired
because the first stage expansion 203 should be performed -
infrequently, e.g., once per message.

30 The first stage expansion 205 qon-:atu an expanded
output which is emidoub;y h:go: in size than the number
of secret key bits X1, X2,- X3..: The expanded output is
stofed in a memory device 206 which is accessed by a
combinatorial logic .cixrcuit 207.  The combinatorial logic

3s 207 performs a second stage expansion as more fully set
forth below. The output of a counter or register 208 forms
an input to the combinatorial logic 207. The register 208 -




conbi_n torlal logic circuit 207. The conbinatorial logic 35 207
per f VA 92/02088 - ond st age expansion as nore fully set foRGE/BSILANS08The
out put of a counter or register 206 forns an input to the conbi natori al

| ogi c 207. The register 208 WD 92/ 02089

-PCT/US91/ 05087 25 is initialized to oa new starting state prior to
the generation of each block of keystreambits. An initial val ueux

generator, 209, provyi des the,starting state fqr th i ster, 208.

starting t®at éﬁi%Fgﬁz\ﬁq | %0 & f1"g|”ent°t:>a ‘1 t&%] BHeT I te bT' ‘Ek of
keyst r eangénesationa éfineach bdblotke dutod:leynth:ieam obithe paAni cihbri&l ock
and, 'poss ct gSu t e _ ke It | -kn.
A first oﬁ?irié? aé%ﬂ ?a{:ﬁg é %ftorl Igglgc %%? g‘%tt{ ?8% héhé

regi ster zegisterh@0ft pu?-'h§1@t19é'-'@ér¥$ gtate,0 whichewiddathe dlifferentyi ster

2085 af t er £8ACRACH | Fafbi OREAR! b2BCKA oTC Geu¥h Erddin't b2ES, oistme £OROENGAOT | al
| ogi ¢ 207 forns-the keystream-bits whi Chﬁ#ﬁgiﬁﬁﬁg@,m xed w th the dat a

stream as®Eh&he iPLosksnunbgr of the, pa pck and,sReafi Bl Y
pr oduced aréocncuzanetiblneo@tswﬁe 3ubsery ot they sedddtp|ieyibids ki1-kn. i. €,

Peynordr 2 e, pubbR, 10l 688 EHRURRATL 18806, B e o0
to reini tfedl Amdlontof thiee reg;us;ltaar 208. ar &hy copeput N2 0a Hemdrexc ktRE 2, -

Theo keybLB&& Zﬂ:ﬁt@a).‘,f e &Y ot%h%? e&'f &dn tééf‘clﬁé?yd!f”gﬁ?m% ed 20

In ever I zati on

of the regl seepns_ioautm;t\%am gksyém mﬂ&im itﬂ#oé@@l&l QY fmlheth?t

Ei hat a gonaylaz?:gaaal biltED WhiRH %Iﬂd)ltd)fbet ha:&ea/wt&amwrwé@é BtiYEhCEs o
epicted ipn

nd di_scuss t ire a host_ of
conpl ex cBRBFRal B Fgﬁsl odi @’Lq a&?‘ﬁ‘n c?ﬁ‘ 'ﬂ'ﬂ??a‘? Qéd‘%%ﬁ)%’l’%?‘él?iﬁl
| nt erf:onnpebaggea Pey eciyd]ye Cﬁtlou?Cog?pa? 2u1ema»9rNBe Gﬁy?tmntﬂfw degnount.
arge and cos i.p, u y r e eci fi i on.
1grl t hrrgt i aFrd %Ogl unid®«( Eéf) 8:% theggf: erh{g\% £es ‘é&s‘ggg Vetindard
corrponent referged- VR | esy a of ksmlbrd" 1 ovSomet oraml JubEi Yher pbeyewords

m croproc§§aa{1§ed at tﬂ@eou‘epﬁéeﬁh bQ‘i%?:t e@n reinitialization of the
register 208 are grouped into a keyblock 212 The keyblock
'_ 212 may, _f_or exa_m_p_le, consist of all the ke_yword_s produced
20 in ev'ery"_ c'ycl_e,'_ or in every other. cycle, preceding
| reinitialization of the register 208. -
It will be appreciated by t_hose skilled_”i_n__ the art that
a conventional implementation of the keystre_an generato';:
system depicted in FIG. 5 and discusaed._ahove;might require
25 a host of .complex combinatorial .1-ogic circuits which, if
‘realized 'separa'telyi by -interconne'cting a plurality of logic
gates, i.e, AND, 'OR" etc., would amount to a large and costly . - .
jchip, useful only for a very specific application An -
" _arithmetic and logic ‘unit (ALU), on the other hand, is a
30 _standard component of a variety of small, low-cost ~and
| _ multi-purpose microprocessors , The present invention
provides. a means for realizing all of the required
) combinatorial logic. functions with the use of such an ALU.
The conventional ALU, op_erating under the _control of a
35 ' program, can perform the . combinatorial - functions ADD,
SUBTRACT,_ BITWISE EXCLUSIVE OR, AND, OR between any two 8-
bit or 16-bit binary w_ords. If the ALU is used to



rovi des ans for realizing all of +the required conbinatorial
Fogl c funﬁﬁ@%h the use of such an ALU. The  conventi onal PCTALS91/05087
operating under the control of a 35 program can perform the
conmbi natorial functions ADD, SUBTRACT, BITW SE EXCLUSIVE OR, AND, OR
between any two 8- bit or 16-bit binary words. If the ALU is used
to WO 9202089 PCT/ US91/ 05087
26. sequentially inplement all of the bool eZ(ﬁ’funct ions required in the
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to generate af@RiRAHORIANOLQFicacRO7i ihrongh thgi skufregeentlyecipanicaiic
with the feedaa@nledith abst Be 1age! invdrier &ficéfl-lh&bSﬁaa‘ﬁi %fdéx%%ions in

however , under ne the integri of the
geneation pr%@’@szﬂ' ge mg‘i hégé'ont Bt §'-bcﬁ ‘!‘P?édrebF§9§r A@g the
ever return t(pziduedinml Bleaiterﬁde;e ﬁﬁemmenccoef eXempBrE)Or dfi OSF@EA! a5l

h
rogi stor 208 PRSHEEY FOA: tha fhelbibber, n pf BaBRRY kol Rbters

previ ously encounthQaj thet meg;iesmeat 208 cist heitialized Iwahoak,stad‘ﬁng

syste S sai e r o] I a

"8 emygs sal dahheh® i Ud d)g%‘ll:gﬁial 168ke ?g?u 318 GUAREaD Piddan ot
sequence of k&RISAFASshat| thRgioVtRIY cpbht and whil Mmﬁ:lﬁng genarate
occur, additional keywords each time the.register 208-is reloaded

with the feedback value at the output 210. D:rfficulties may.

arise, however, which can undermine the integrity of the

20 keyword generation process. If, for example, the contents

of the register 208 ever return to their initial wvalue, the

sequence of the keywords generated theretofore will repeat

again. Similarity, if the contents of the register 208

% return to a value (not necessarily the initial value)

25 previously encountered in the generation of the current

keyblock, the system is said to be "short circliné';'. For

reasons alluded to earlier, e.'g . the 8ase of unauthorized

deciphering, it is undesirable that the sequence of keywords -

should begin to repeat, or that short cycling should occur,

30 within the generation of a singl_e keyblock. Moreover, if

- the contents of the register 208 at some point, say after

the m' th keyword is generated become 'equal to some value

which existed or will exist after the m’' th keyword during

the generation of another keyblock the two keyhlocks will,

35 from that point on, he identical--also an undesirable
occurrence.



30 within the generation of a single keybl ock. Moreover, if - the
cont ¥R 92(0208he regi ster 208 at some point, say after th@WU§9VMrd i s
.gener at ed, becone equal to sone val ue whi ch existed or will exi st after the
m th keyword during the generation of another keybl ock, the two keybl ocks

wll, 35 from that point on, be-=yidentical--also an undesirable
occurrence. WD 92/ 02089 ] '

_ B
PCT/ US91/ 05087 27 Hence t he_conbi natqrial. JogiLg., 207 .and the assocl at.ed
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SRR LR Jin P ORAFUAE feo BB vl § & By, bF, Linke

a uni que . é€nc very unlque st-a € register
208. Tosheal & héi) atnadr prgducenteyclemoshasters fthamt tyeamwi@%t &fes

shoyl d be g ?%,l}la% %Qon\i.ﬂ_r& g t&é heﬁﬁa,nepirgat,ﬁe' Fuﬁg_aggrmkgamg%h of
t he foregm requi renents dﬁﬁ‘gﬁpg regardl ess Qf~the ¢ontents
of the neﬁﬁq}lem reﬂﬂ%eb‘nﬁ-ﬂuﬁor%  fhe tﬂ"r%sé'ﬁﬁ Bt®&nt i on
al | evi at eggighese @Onvcn\%&eﬁ ﬁ:@i& epheeees fequﬂéﬁent;y s f u:b? kayffedent |
generati on _process en t te transition am o t c inataoria
e o BB e e, BRI fofe MAPARLS Rf fIAVETEIRE Co AHS Sand
conbi nat i gcatey not Fbethenmplter; evboth tofokhe sﬁolreqoﬁlagk heqairememcs t he

AGb00) LY spfBA oLy ecbAhIchS € Kene TRERERALE, df tho’ BunSEy! P

ating I on¥can be’s guous  or revérsible, it
i s proof wsategplainedorier giowg dekail Relavot tbﬁl fresentcinyeption

transition (i'eaﬂrﬁa é&!&&acaheseas ishalesrtidisk agKe O REe§ .efé?bekowm

Referring next to _ partial schematic bl ock diagram of the second

expansi onW%fQQWMrmgéﬁerator shown.in FIG 5 may now be seen.
The regi ster 2Gfhe® the etaEbGtﬁmuwraﬁqtmdof nthet bmihm:edieagt h

55 080 200 o 200 b om0 hHSRALRE,  £0EE, SO,
the regi stczmbi&fﬂﬁ,oﬂOﬂBy erthBCC,runevin reverse through such a fork
because of the ~ ambiguity ahout‘ which’ path to take.

Therefore, if a process for operating the comhination can be .

shown to be unambiguous ~or reversible, it is proof that

20 converging forks do’ not exist in the state transition
~ diagram. Such-a process is described and discussed below.

' Referring next to Fig. 6, a partial schematic block

diagram of the second expansion stage of the keystream

generator shown in FIG 5 may now be seen. The register 208

25  of FIG. 5 has been divided into three byte-length registers

| 2083, 208B; 2080 in FIG. 6 | The registers 208a, 208B, 208C

'nia'y-‘ be, for. example,_ 8-bit registers . Following

' 1nitialization of the registers '208A, 208B, and 208C, new

state values are calculated from the following formulas

30 (1)~ A" = A & [K(B) + x(cn I
(2) B =B # R() -
(3) ¢ =C+1
where, -
A’ is the new state value for the register 2083,
35, ® is the new state value for the register 208B;

¢’ is the new state value for the register 208C;
A is the current state value for the register 208a;



state values are calculated fromthe followi ng fornulas: 30 (HA

= A #[ K( B) WO 82/02089 (2) B =B#RA (3) C =C+ 1 wheeq U$905b8?
the new state value for the register 208A;, 35 B' is the new s %
value for the register 208B;, C is the new state value for the register
208C, A Is the current state value for th egi ster 208A; WO 92/ 02089
PCT/ US91/ Q5087 28. B is the current state ‘ue for the register 208B; C
is the current state value for the register 208C, + means wor d-| engt h
modul o addition®, fds dhemuxrdnyt csvate vmméofdﬁ&hdcbégmerSzosB,

means + (as def jpned ( val ue
K located at ad ressag @t%n%eén# Z%%é&s own mg%:ég%te{é%efsz{)ﬁg val.ue
K | ocated at addressmeass twerdeksnytbo modulo addbtiens,n fioxr FeampleNot e:

Each of the val ues Kypgit@ 4 dd) ddulGLPsy L8481 Hendieen previously
calculated to b a conpl ex functlon of all_ the secret keybits by the first:

stage expansi on 205 DORRF | n (ascdefined abovey or hitwiie EXelusiwecORat

addr ess A_|naf!xed(bm<) uptabIeR AIternatlver, the bits of A
output R The RSBL (8 (Sh oaius; R, looaren gt pddkass: digh e | BPRPEE:
bl ock 20 shdﬂﬁdsmmmdme?mm of out put bItS greater or equal
0L epurt | STREICAe A (8850 Ul o Sl W41 e Sagbly! "
8-bit byi® and the | 396 ghaw|in wﬁm I5icontain 25 256 vaI ues. The
value R shoul d #gte:2 lgaéh™5¥! tHel valluesPk bfored in the memory 206 has
S been previously calculated to be a complex function of all
the secret keybits by the first stage expansion 205 shown in
- FIG. 5. _
15  R(A) is the value located at address A in a fixed look-

up table R. Alternatively, the bits of A are
supplied as inputs to a combinatorial logic block
e which will produce an output R. The look-up table
_ R, or alternatively, the combinatorial logic block
20 "should brovicie a number of output bits greater or
equal to the word length of A and less or equal to
the word length of B. In the case where A and B
are both 8-bit bytes, for example, R will also be
an 8-bit byte and the look-up table R will contain

25 256 wvalues.

The value R should have a 1:1 mapping from input to
output; that is, each possible state of the input bits
should map to a unique output value. This ensures that the-
R function is reversible which, in turn, ensures that the
—-- 30 whole process may be reversed by means-of the following

relationships: - ' -
(1) ¢c=Cc -1
(2) B =B 4% R (A)
(3) A = A ## (K(B) + K(C)]
35 where, - '

- means word-length modulo subtraction;



out put; that is. each possible state of the input bits should map t'o a
uni quwom2/ezes9Vval ue. This ensures that the R function is l‘@‘iﬁ§ t) M| ch,
€d by

in turn, ensures that the 30 whol e process may be revers means - of
t he- foIIovmng relationships: (1) C=C- .1 (2) B= B ##R (A -
(3) A= A## [K(B) + K(O] 35 | where, - means word-| ength nodul o
subtraction; WD 92/02089 29. -

PCT/ US91/ 05087 29. - ## nmeans the inverse operation of |, i. e., éi t her -

(as defi ngd abaeansr thbtvn;weiﬂ o@bdalis"ion iof tfip iinerrseepthelte 1:1

| ook-up table, pr_the tor Thi s
reversibility gﬁnﬁﬂ% fﬁgg ?ﬁ% fhggt&i?igz Xélﬁb 38ﬁverg| ng forks in the
state tramitidrs dther dmweraeheof ofthienal:cl | hookeyp ctabliest eoxr cthiei nat i on
and, hence, gug{ ﬁggtépf% eY§ ycstﬁrtl ng state will produce a unique

ur Jﬁ

sequence of - keywor | process guarantees a 10 m ni mum
cyclS% |ength, Fhise G?wseﬁﬂ:l?%h%‘hyeddBﬁF'?s'B’iﬂEe&ndthPtl there | ager nnot o

its initiddnvery %ﬂﬂs aht ethe[@ﬁtétQE:&th'&&oan&iﬁgi\hiélst‘etﬁ%rg t'
ar e |

I th d F f al t I
bgtngs fﬁgcqwh#ﬁra %)glricr? éhgr’-aﬂﬁ 1523552 °u9$bf\ﬁﬁﬁﬁ°é\/er?n$ter9ﬂ‘8ﬁ' 15
(cycle), dagdﬁa;mdb( by¢hat IeSre&;yt retdetling sbate oilldSpivdwrse Ay ulht que

t t t
T oot e (08 KEPNSEAl, PEPRRYEROLEPCERG Blocefh BUR-RRIMER"S
t ot - of mnmmocﬂeleaylmtém reicneel G _ﬂ-aoamcmem:gde ordnetbyu dnaod the
sequence. q1]] ‘g\gﬁgd "gxt{egte mtfaﬁhevﬂiﬁﬁedkﬂﬁgf Feakenges,

o) ectlon and

nmeant the c acenent of keywords into a such as
keybl.ock dterations, 5Wheﬂepz¥r theubhe WeFAod edgthe pindy ex?@ﬁc??‘éﬂ‘mm ch

may be useqck ignihgEPkperNaluee i) 08, i &, desand et amdtmel BykekVined
'n ConneCtnlz()x{IL%IE\ hc;'rztlzf‘e gengt%r sb\/\e/aszéis scriP ed upon every iteration
15 ‘(cycle), a keyword (byte) is extracted, a total of 256 bytes
may be extracted without the danger of premature repetition

- of the sequence. If, on the other hand, the keyword is
.extracted every other iteration, a total of 128 keywords m_ay'

be extracted wi-thout premature repetition of the sequence.

26 By the word "extracted" in the precedj.ng two sentences, is

' meant the collection ard placement of keywords into a
keyblock such as the keyblock 212 in FIG. 5. A particular

method of keyword extraction which may be used in the

present invention is described immediately below. _ U

25 In connection with FIG. 6, a process was described for
-computing the outputs 210 of the combinatorial logic 207

which are fed back to the register 208. Generally speaking,

-any one of the intermediate gquantities A, B or C may be-
directly extracted and used as a keyword on each iteration.

30 Letting § = (A, B; C) stand for the current state of the

- _ combinatorial logic/register -combination, the combination
will transit through a sequence of states S0, S1, 82, 83,

s4, S5, 86, 87... following initialization to 80. ~ 1If,

however, in the computation of a° stibsequent - keyblock the

35 register 208 is initialized, for exampl-e; to 82, the

| resulting sequence  $2, 83, 84, 85, .86, 87... will be
identical to the first sequence but shifted by two keywords

- -



L ]

conputing the outputs 210 of the combinatorial |ogic 207 which are fed

back-to t@@ oB@pedecr 208. General |y speaking, any one of the perrUS®L0SisS
quantities A, B or C may be directly extracted and used as a keyword on

each iteration. 30 Letting S = (A B, O stand for the current state of
the conbinatorial |ogic/register conbinati the conbination wll
transit through a sequence of states SO SIS , S3, $4, S5, S6, S7...
foIIovvlnglnltlallzatlonto SO. | f, however, in the conputation of a

subsequent keylpgopksme 35rheref@gé,ste|f aZG&ltis A, nBi i olri CecExron oa state S
exanpl e,

w il be |dent | gﬁl dﬂ'tfhe?“'lée}tsrj‘lfé% éaﬁg‘ﬂﬁggﬁ? shl ﬂ‘ég anﬁ’denk%;t\%agayqp%ar

92/ 02089 hetween different keyblocks. To prep(qmygl %oglge(wtgg}) of

Therefore, if h) fogent’ i@&e&iéﬂ”ﬁgﬁﬁ?ﬁbﬁ Sdo'it Gf aaid Wwalbeés aéxﬁraoted
keyword, such an identity may aggear

et ween di ent keybl qQcks,
prevent Bhis, &meanpandange (Whthr EhenvaliRf i Bﬂsirﬁﬁf’ﬁ Sé' ééfq} ’ﬁ?yl’h%"k §0
\éal gles EXt raCL%ﬁa&f if the agapedanQaueVid éktructed tgpﬁsldimrent hkeyword
eybl ock so that if the same v tract i
position in anBPREEiARHAR anek %I'?’érbi?cgey\ﬁofﬁ'%qoﬁe%ttesu?fwgﬁ% ié%fngtgﬁ““
met hod for achmvmgemjmaai-yxt method cforvachd esding cthée Adatder lobjective is .

Let N be the t%gbe:g \ ywords in the keyblock currently being
conput ed and s® % € the current state of the register 208 in the

iterati 8@ duri ng whilett t ie beywshe Nnunbes @fextheamoasls ime Fheyckswblpek
keyword WN) %Q}%ﬁlf%ﬁ g dmpitledSand 55 = BN W) b theKbdrFelt

wher e, neans means

th def.i.ned by
e an ebsit: s 0} ALk AL ot oo
for keyword exidedRidsa N lewaa:tth@aéaédow PBe Vébhe-of thé[ Ré&wbrﬂ) W ()

W N) RIA+ N + KB + fo V\hllethe preci se nature of the
keyvvord ext r ac medh ve callﬂulateé foﬁo
15 ) W(N) = B + K[A + NJ
i where, ‘ - o i
+ means XOR; —_—

+ ~means either + (as defined immediately above) or
_ word length-modulo addition. o
20 Other suitable exemplary methods for keyword extract;lon
may include the following: :
" W(N) = B + K[R(A +« N)} or
W(N) = R[A + N} + K[B + N) and so forth.
While the precise nature of the keyword extraction
25 method is not material to the operation of the present
invention, it  is recommended that, to obtain the bhest
cryptographic properties in accordance with the- system - of
the present invention, the values of the keywords extracted -
_ should be a function of their respective positions within a
30 keyblock. T : i} _
As can be seen from the above description of wvarious
embodiments of the system of the invention, there is
included a method and means -for reducing the amount of
specific logic hardware required to generate a pseudo-random
35 bit sequence which is a function of, among other parameters,
a selected number of secret key bits and which is to be used
enciphering a stream of digital information.  The system



25 method is not materi-al to the operation of the present invention

it Wwooelmseyyended that, to- obtain the best cryptog erties
in accordance with the- system - of the present inventi oﬁ&ﬁi}é’ s of

t he keywords extracted should be a function of their respective positions
within a 30 keybl ock. As can be segg fromthe above description of
vari ous enbodinents of the system the invention, there \hﬁ

i ncluded a nethod and neans -for reducing the anmount of speC|f|c Ioglc

har dwar e imvolves timgsharing andeaugprogrmiocoiitrol aidermsxflemerpdseh is
a functi g a 'Y selgc key bits
and whi cﬁﬁffs)é{mggggus?‘eg]enc e??jﬁg a sﬁ% egénfo#ﬁg gﬁg oo%{mg?ﬁéf %?1 nd The
system imp omvvRigbonal microprocessor integrated circuits chips.

PCT/ US91/ Ppd8dy gexa' ﬁmhimh%hen&m oF AP Bt s:awé&“é@' i pose

Arithnetic and Logic Unit (ALU) the t ype commnl i_.n conv tlonal
ni }-oprocReEBRY niRbEat e r @i t%e WG q‘ﬁ%’%?st@ﬁl m%“m 1axi the Yfinber

of ALU opkepéhdancacapon ey Sbits, OByPthe b:bealhmataorﬁd:@tﬁbrﬁ@éﬂee

O o SO 51 ke, 502505 o SO0 Hnud A0FoBEEH e A0

nunber ofthei gxuw@be:nmﬁ brigthnad. ieputokeyf bihs.stmahi dmgtalf veheles
s -a difdeseq r%m”pbs& e801£¢! ol0a1£eeLUhE! I © go&{age}ﬁ 4 dd Gy 2N

optional | so cti1on o ot her paraneters. es st ored
i #Qrenory ‘&F%t-'bgéd ofs the Ay (Bitan| enéyoatéesgbwemlsealac Lﬁtmqwrste@e

which is exret gdr&nie&reae numppe &fi giltAS: iaﬁsdadses:aal 2ot
pseudo-r andog out put

.
P s o o SR ae; i 18ekaER, £akMA LPY S ARFRSTRERL, SAIFUuAting ke ot &l
the presemiichvist executedusc laagye divinberedf wimesb tes produde vattattjv

secr et kegm%éé ?gpgggﬁﬂg g:%%dg’%dwtﬁ%fhid&gl t al vaI ues For exanple, the. .

fol | ow ng parare pur pose:™ 20 nmessage number,
serfder' s i dentIti celdubdcooe omdeststonde thathethe | psendedrandomyibit

corresporgleghendel uHdddtd | 82 Gl 8 sieherapn&auggafen@ "B ntfdn

date, a counter val'ue at the-start of £he nessage nber-, random
nunber may use many different variables, _a,'l.oug with the secret key

~ bits, _in the precalculation of digital .valnes . For example, S
the following parameters ma‘y" be -used for this purpose:
20 message number, sender’ 8 i'denti-ficatio:; code or telephone
' number, intended reoeiv'i'ng . o_orrespond_ent' s didentification
code or telephomne numbex, time of-.d‘ay_, date, a counter value
at the start of the message, call number, random number
exchanged betweez_z the _oorrespondents'. or any -other bits or U
25 . quantity upon which the sender and the receiver(s) have a
-means - of agreeing. -
Based upon the foregoing . discnssion it should be clear -
that the system ‘uses the precalculated and stored digital
_ values by first initializing the state of a number of flip-
30 flops or register stages that form the inputs to a
combinatorial log’;i.,o circuit which computes the next state of
a set of values.  The computed 'v-_alues_ are then transferred
into the register stages, upon completion of the next-state
... . computations, and. those new values are used as a new
35. “starting state by the combinatorial logic to iteratively
generate a succes_si_on . of .a_d'ditional- states the logical



Al

exchanged between the correspondents, or any other bits or 25 . quantity
upon whi chwin92/02089cr and the receiver(s) have a neans of agr egip ﬂ%%§%@ﬁ87
upon the foregoing discussion it should be clear that the systen1u

precal cul ated and stored digital values by first initializing the state of

a nunber of flip- 30 - flops or register, stages that form the
inputs ta.ia conbinatorial logic circuit Wb .conputes the next state of
a set of val ues. The conputed values are then transferred into the

regi ster stagesvalmem ofpwbicbn 16 thurthexa - conbénédnpeo atfioxms thendiesired
those new valéﬁ_spu@r eH&S-dr ?oﬁ BEY §§guen§Eart' ng state by the

conbi natorial loglic to Iterative gener at succession of additional
states the |ogical ev\gjl.gpf-gégpg or register stages are initialized to a

PCT/ US91/ 05087 el we'S whill i 6dhn | aeiiémfaeﬁ: na¢ tlféaisfi{ ”&ﬁhid%%irﬁ%ation

out put pgeudo-ran mb| i ence. The ﬁ ?qr ggl ster_stages are
initialiZed to %P V\h 9% afiouBke 8%t Reeudpnxandom: bits
g code or tthientlmt héifxbe bleaxdraﬁed)sm raoﬁmbau;épgrhgahl YOrther
ei ng generate 0 rs ed between the
correspondentsci)'igltrjgc"he‘gtés)ﬂ'soQ L"ega %géﬁ ts‘g % ﬁﬁz as some
dependance of to® alilnlofalﬂb;eit eratal key l:pirtﬁf-eratﬁqqh B.epenﬂam::e of the
necessarily, - gl.nit #1 0EuEL8n2 %I].%e I%é%péri ste% ﬁtahgtfo %%gg&lm

uni que bl ock i nt| | cat 1 on nunber. grou S generate
each trd®siti oPERAYGRS régl‘é%%@%om%rl EPOigsRr Atate nfori neatkt madque

each successi vebXdek cidéntl fioation fnaimperly of the register 15 states
but ial.so of positio of the sub ro p:P t hi n thetgaeudo-random bit bl ock

curréntly being gene lé?e%“ 3 f‘H § generated,upop,efirhetransition of
guaranteed to [thnjmegiasterﬂuemhﬂqetomamf 1@@@&&@%&1@%&6 bétween each

hanber 20 | ouepyesYe el ofh S PabdeiThn (068 Gy CpE, ne EeGigper

ensuri nd% hat dEtesnbudt aalsag of agositdomt oﬁn tshmesnbbgcqupntwitlﬁmt ithie

jead 1o the SaikdddssREEGhC KAl Biobk CAlrAbRRLPC S GRHERECRCSP Ko

machine. The state machine is guaranteed to produce a

- ) unique seguence of.pseudo-random bits in a perticular block

for each different block identification code or block number

20 used to initialize the state machine’s register stages, by

ensuring that different etarting stages cannot on some
subsequent iteration lead to the same intermediate state.

It can also be seen from the forgoing description that

w the state machine of the present invention, which is

25 composed of a number of register stages connected to a

_— combinatorial 1logic circuit and__which 'employs a key-

dependant look-up table having arbitrary contents, exhibits

cyclic behavior on successive iterations. A guaranteed.
minimum cycle length is ensured by providing that a sub-
30 - group of the register stages execute a defined- cyclic-

sequence such as, for example, a regular incrementing binary

- count sequence of at least a minimum length.

The state machine also includes within it one or more fixed

look-up tables, on which the correspondents have agreed, and
35 which have a 1:1 mapping property from input address to

output address value and are therefore invertible.



the state machine of the present invention, which is 25 conposed of a

nunber of register stages connected to a conbinatorial logic circuit and
-which enploys a key- dependant |ook-up table having arbitrary contents,
exhi bits cyclic behavior on successive iterations. A guaranteed. mni mum

cycle length is ensured by providing that a sub- 30 - group of the

regi ster stages execute a defined- cyclEﬁSSequence such as, for exagple a
regul ar i ncrenenting binary count sequence of at |east a nlnlnun1length
The state nachi ne males foiégditgedenctiption tshows  onl ypeertain Pamticulpr

rables, on ""“'%%at Q?nﬁ?”&fp%de”i:?ohﬂﬂ@ amﬁﬁmoagd 35However)i Clnbawe a 1:
mappi ng prop rom i nput .a Ss_to_out fes

t herefore mv!a'ﬁtllltﬂde in t%e‘%r‘é{f& t‘fl?)'CIL s%'o%s on G\!cer gl"ﬁ
particul ar entnuhfﬁ§n1ttoni by bprssént“1ﬂh93§t#snattinQ{ﬂﬁhkﬁant igdd¥e

skill ed#an th recogni ze trﬂoﬂmny;frmqtuil Cpresenrt anchwemtiani ons
may be de Wt out artin nt

scope of thécc ? 8ﬂ?¢§i %&c%$ }i 1£; oulgﬂﬁe éféaFP’“

under st ood thaf the inrcntibntﬁelcn#hmilbhr beXSRRI ALY, ond Yo AR, iary
only and is ng +Z€JM %’i a |1I1aiu.l-.aueﬁ on the scape of thwe inwentiioon as
defined in the ?o oW _n q? g&gi 1. A nmethod of generating a
pseudo- r andon®®i¢e gﬁ 9} R enC|p ering digital data in which

sai d bitio sequence is a functlon of a plurality of 5 selected key bits, said
met hod conprising: generating a plurality of nulti-bit val ues each of which
is a function of at |east sone of said selected key.bits; storing each of,
said plurality of multi-bit values 10 in a discrete Iocatlon in a nennnx,
storing each of a. plurallty of multi-bit values |n _



a fixed | ook-up table; generating a sequence of values in a regi'ster having

a present value at a particular nonment by 15 changing tﬁé‘bresenL‘Mngg\\\h

contained in said register in response to each cycle of o ion; -
cyclically calcul ati-ng a sequence of nmulti-bit -- val ues W’Emmm :

a first presel ected algorithmeach of which values is a furC A ﬁﬁ'””@h
| east one~ef 20 the nmulti-bit values stBggd in either said fixed |"ook-
table or in sgpfyzgnory and at |east part of the value contained in said
register; cyclically resetting the present val ue contained in said register
with a val ue obtai hed ad Qerté‘g’él pfogepsrating @yPsgudo-gendar|bit) |y

cal cul ati ng aseglénhchi Eokkeywer dnwenelpheranguadyii®aloldatar alnie i ned as

a result of each Lti-bit value calculation; and sequentially conbining at
enst some. of SS4RcPLY SHabeies! E=d, FHPAT PR s%0h PRk Siom bi
sequence. 2. selentefioleyf bjsser seiidgmetpoducompaigdmgsi t sequence for use
n enciphering di 0hbabrddifgas pelrhith b2 RLALD-bye\RBhYL Sl P Of
generating a 35 plUrality of muPti=Bit values incl udes generating val ues
whi ch are eacWh&chuh&t pofupFtiPn of 3% deast3somer of sajdssedsiatmded key
bits. 3. A geyhpdtet generating a pseudo-random bit sequence for use in
enci phering digital data as set forth.in_cla whi ¢ch i ncludes the

Laim| ,
addi ti onal -step of SEOPpEPEBRER PF Fﬂ?giHFPEthEVthpﬂgééﬁrbﬁﬂlﬂ?%ﬂﬁﬁajned

in said re@i sierra discréateelbedtdbngéneaamemgrg;pseudo-random bit sequence

for use in encipheLj |.0] t _ orth i |Lai.m 1._.wherein said
step of generatingégggagbpkégélg?ygoPiﬁﬁ???F%iégvgbggg %ﬁc ﬁﬁﬂ%“ﬁ%ﬁé}ating
val ags whi ch ar éisedhlaokoupt tahlet both at | east sone

generating a sequence of valués in a register
having a present value at a particular moment by
15 changing the present value contained in said register
in response to each cycle of operation;
cyclically calculating a sequence of multi-bit —
values in accordance with a first preselected algorithm
each of which values is a function of at least one of
20 the multi-bit values stored in either said fixed look-
up table or in said memory and at least part of the
value contained in said register:
cyclicaliy resetting the present value contained
. in said register with a value obtained as a result of
St 25 each calculation;
cyclically calculating a multi-bit keyword which
is a fﬁnétion of a value obtained as a result of eécﬂ
multi-bit value calculation; and : oo
sequentially combining at least some of said
30 multi-bit keywords into said pseudo-random bit
seqdénce. ) B _"_
2. A method of generating a pseudd-random bit
sequence for use in enciphering digital data as set
forth in claim 1, wherein said step of generating a ;
35 plurality of multi-bit values includes generating
values which are each a function of all of said



of said selected key bits and of the vélue contained in a counter which is
periodically increnented in value at a rate mhich Is slow in conparison to
the cyclic 15 repetition of said cal cul ations. 5. A net hod of generating
a pseudo-random bit sequence for use in enci pg "i ata -as set
forth in claiml, wherein said step of gener m,mﬁu mn t“l of values in
a register |ncludes storing a 20 plugasity of*dlécrbté*bWtes of damg;ln
sai d reglsgéie@ﬁgdlngyeﬁanlng only one of said bytes in response to “each
cycl e of operatjon. . od of ner atin % seudo- dom:-bi t
sequence for use-in énﬁﬁ?ﬁ’@ﬁeﬁ @F&ﬁr 1&‘&5 RSEUGP-Fn ¥n claims,
wher ei n sasehﬁéﬁceotogelaebaum@migwﬂmedtifgi\mluelfatmaes rsg;p st er includes
o oot EAFER | ShOET8 A 35T SRR (R 10e P ichd BT ]

i ncrementing only n response to ea c%lte By operatlon .
30 57. permdecnédmfmgécr-}@rlaﬁw &hes presendn yehus) tcosxaf@}m for use in

enci pheri nﬂudégiaakeggrsqﬁeqs set-.forth in claimb5, wherein said step of
cal cul ating a sequence. of nulti-bit keywords includes neking said

cal cul ations i ndaccoPdBetROS Of SEPSTGNGhA BFeHGATaRslon RAE cal cul at ed
val ue i s agégiehtenfolr aisd aastemehmﬂmg ldiilg ivalludatiso e seespect i vel y,

at at |eas dIS cati.on i | o, nd t Ieast one of

sai d di scr%?'é&gyégs Hlaila &b rglﬁegaq‘is%(}% gén f%’ A net hod of
gener at® ngphupatitly- loéndmrhtt;l-tbisteqlﬂm fmcluas?cs rgeeumqmgxg ng digital data
as set 5 f%}&egnwﬁh@hma}e AP ﬁmccti%tr%fofb&ﬂ G Aldi asGRguence of.

mul ti-bit ues I ncl Ki n% sai d cal cul ations in accordance wth at

| east t hr eRf sepafaselacyed sench ofa dihe Mjde gonhadned iR h said !

first al gosié&bihicerawhdeH i@ pan@tdlloeaaty dfrerérdnitdd tinl &aMad uet st ored, V
et.e o.catloni e|t er saj.d _menory or in sai d

ly,
i xed | ook? beEapRBiat 3 Aiet Ycasparhepny & e ‘i?ﬁlésc of dat a

cont ai®d tepetition of said calculations.

. 5. A method of generating a pseudo-random bit
sequenceefor_use in enciphering digital. data as set - -
fcrth in claim 1, wherein said step of generating a-
sequence of values in a register includes storing a-

20 plurality of discrete bytes of data in said register
and ‘incrementing only one of said bytes in response to
each cycle of operation. ;

6. A method of generating a pseudo- random b1t
sequence for use in enc1pher1ng_dlgltal data as set

25 forth in claim 5, wherein said step of gene:ating a QJ
sequence of values in a register includes storing at
least three discrete bytes of data in each register and—
incrementing only one of said bytes in response to each
cycle of operation. L : -

30. . 7. ‘A ‘method of generating a pseudo-random bit
sequence for use in_enciphering digital data as set
-forth in claim 5, wherein said step of calculating a
sequence of multi- blt-keywords includes maklng said
calculations in accordance with an algorithm in whlch

35 each calculated value is a function of at least one
multi-bit value stored, respectlvely, at_at_least one

-



said register; each value calculated with said second_aLgQLLLhﬂlLé_ELﬂTr_
function of a nmulti-bit value stored at 15 a discrete location in sai
fixed | ook-up table and a second one of said discrete amm'”m

contained in said register; and each val ue cal cul ated ”mm”c!!l
algorithmis a -function of the third one =pf said di scr'et & byte% of

cont ai ned i said register and 20 an increnental val ue added thereto.

A method of geaistirdie qmmrmd@malﬁeﬁ@ﬁyw é@ﬂé@@tl&x@n&fpherl ng
digital data as sifltagorthl claim8 ein sajd jrst algorithmis:

A" =A#[ K( B) +K( PS5 discretg, bytes;qf £y croRtariehel  safd FRILFEEL d
di screte bytes " of data; AKndtlkod &f@emmtﬁygté]qbs&dﬂ}d‘ﬁ;dom aspectivel y,

are used as th - ' i ue K+
o bsont o an SSYUEERS Sl LE i (BRI LA W GTAP ddid bd st ue €
addi ti on no8ul doxrtd vigy clakmyt cwh@)ﬂ!m s%aiﬂ(c$t%n\ﬁbf GRIgulating whol e
vordl ength; salddiaRall ot Gi1IBie FAERER AleBRies mpiiPigafa s Lhe

val ue of the secgnd one of said discr ytes of data; S|gn|f|es
that A is the S@dRdetipns fjer&F¢%la’Eﬁbe t"éﬂo\"'é 3% ARAF: CHhRQP S8RIF ALY al ue

IR or t[\)?t" Lhﬁhhilbﬁnﬁftl'ﬁns'ﬂﬁx Evﬁui&mfﬁﬁﬂ:h%’ahﬁetdﬁﬁiﬁuhﬁéd Qh':&h €337 04 thnatorl al
ogl Cc OCK _ | Ve e, outp esent s | r,
adeh t i oA- modul (ﬁﬁ?\(g # R e T #JYW%’emEx%?L@f vlfree%'? 1% "E‘ﬁet’v&}fe -
mordleﬁgtthandaimejsﬁareﬂﬁﬂggspe¢¢dveix}iaﬁ_quﬂdaﬂdrete lodation hinval ue
of the third opq, ersaéé;uf #1‘? .%tfﬁ Qéi&af;gxecf%ow eSO Sald 2

engt

addi ti on nodul 0 the wor ho enerating a
pseudgérandonlﬁﬂFSt one of said~discrete bytes of data contained in

said register; each value calculated with said second
algorithm is a function of a multi-bit value stored at
15 a discrete location in said fixed look-up table and a
second one of said discrete bytes of data contained in
- " - said register{.and each value calculated with said
third algorithm is a “function of the third one of said
. discrete bytes of data Contained in said register and
20 an incremental value added thereto. )

9. A method of generating a pseudo-random bit
sequence for use in enciphering digital data as set
forth in claim 8, wherein said first algorithm is:

A'=A#[K(B)+K(C)]

Nt 25 where
A is the value of the first one of said discrete
bytes ©Ff data; K(B) and K(C) signify that B and ¢,
respectively, are used as the addresses in said memory
from which to fetch a value K; + represents an addition
30 modulo the word length; and # represents either
addition modulo the word length or bitwise Exclusive OR
with the whole wordlength; "
said second algorithm is
B'=B#R(A)
_ 35 '~ where = _ o
B is the value of the second one of said discrete



sequence for use in enciphering digital rth i
wherein the fixed | ook-up table or conbinatorjal mlc whi ch y| el ds the

val ue for the R having a nunber of output b|t 'lmﬂﬂﬂ st as great
as the wordl ength of A and | ess than or equal r’ﬂfh of B. 20

11. A nethod of generating a pseudarzandom bi t sequenEe for*use in
enci phering digital data as set forth in claim10, wherein every p@Sl bl e

state of pyad &It&aﬁap— tﬁ‘(ep.)‘lsﬁgi\ilﬁ@@ whdtald e gragse tamdzeesmquue ouf put
val ue for hod enerati.n S andom bi t
sequence % JICFP'%%‘? pmﬁfe;lmft 11& aaftaestéshefg B’o%t“h |F£1 Taim 5,

wher ei n taitd thHee(biofs @hek aarmg:ca baa@mia@d)fasvammgnnutﬁ regist er
i ncl udes r e Iegi ster, 30
ikl d oy g, gid BRI S Ao HS dutps _

said step sequence 0 t|- ues | €s
cal cuPat omgl # nepresenteethan é@’\ﬁeﬁlq}bé“o"éﬂd’ stah%l warsh JtﬂnQ:Vt:l ically.

resetti ngyt i3 ¥ 85 ExdRldBre R vl 112 CtHe Wi & st SletigdH)cldides repl aci ng
each of sai,d, at Ieaa\st three}Pdl screte bytes of data in sald 35 register with-
respect i P@ishdd i saa}rQP%& three discrete cal cul ated val ues foll ow ng
each cal cul at ig¥C+1 1111111111111111111111.* CL M S* step. 13. A nethod
of generating %seudo random bit sequence for use in enciphering digital
data as set for In claim12, wherein said step of cyclically 5

cal cdPating aGnis iths tv«bwmﬁj the | thied sneQf mpid diggrnetshe of -said at

| east thiga L S0 iS4l sl of abprldist fard dRTitQin SRidhisyp d. 14, A
met hod of gener at i ng a pseudo-random bit sequence for use in enciphering

digital ®ard dengfhao forth in claim 12, wherein said step of cyclical y

cal cul ating a 1ol tix hhdtiksy Vof cberfm}atdmg sl paiidig- mindvagivne of said At

| east three dlnscgef e%e Caslé:u{r?teergc:.pherlng digital data as set

N 15 forth in claim 9, wherein the fixed look-up table or -
' comblnatorlal logic which- yields the value. for the R
- hav1ng a number of output bits which is -at least as
great as the wordlength of A and less than or equal to
- the wordlength of B. o
20 11. A method of generating a pseudo-random blt
sequence for use in enciphering digital data as set
forth in:claim 10, wherein every possible state of
input bits to .the fixed look-up table maps to a unique
output value for R.. ' , L . _
25 - 12. A method of generatlng a pseudo-random bit . o’
sequence for use in enciphering digital data as set
“forth in claim 5, whereiﬁ-saié step Qf.generating_é
'sequence of values in a register includes storing at.
least three discrete bytes of data in said register _
30 said step of calculatlng a ‘sequence of multi-bit values
- includes calculating at least three discrete values,_
and said step of cyclically resetting the present_vaiue‘
contained in said registerfincludes replacing:each_of
said at least three discrete bytes of data in said'
35 register with respective ones of said at least three
discrete calculated values following each calculation



val ues and cal cul ating said keyword in accordance with a second al gorithm

I n which said keyword is a function 15 of said at | east one selected
cal cul ated value. 15. A nethod of generating a pseudo-random bit sequence
for use in enciphering digital data as set forth in cu ' ]

I ncludes tphe additional step of initialising the valu mmmmmmmm at

t he 20 beghani ng of each keybl ock of sequ&®.al keyworlts Torbi Medsi nto said

pseudo-randomtggeépquence and wherein said second al gorithm defines said
keyword as a functi

on of at l|east one of the val ues cal cul ated i n
accordance with sai d3irsA methediaf genexrting 3 msewiatpRRIPM Pibosition

of the parti cul gL £bPUEE £ End BhIRer Mg AT it kil 08k . sdb. A

d
nmet hod of generati a pseudo-random bii sequence for_use jn enci phering
digital data afarnh 11 (RT3 R o n‘i’&‘af,emi%%‘f KRS P licr T nal st ep
30 of initisal icalgunldaeingl aanubhtsabilt rlegywdsd iaicludes sjlenmtivgg odteach
keybl ock of se | e : i | dyS ' :
calculating a %%{Qé Etil"?é(kée%l/\om%)érjfdd ﬁgl %%%ésgs%}f%% ﬁllgé%%‘%; Oc?%f{:) f%g‘l% t hree
di screte cal culvalatesy Asics pagt sof dsatd drrywoxfbri thmis 35 :

WN) =B+ K[ AN wher e1g. 30 moMidBai S fndRiiiid! & piudl SalasRbhid) i S the

sequential position of the particul ar” keyword ejqﬁicalculated wthin the
keybl ock; A is S9AuSRER IO YFR 7 erciphRening figihak da% BT 8Bf data; B
I's the 5 sa@ndesxeh ofn SElL&lifli BZ) ehltedyiwSsaid ep of rBarbidarlysi ve OR

Used a5 an addi BT I HHE R TE TRt FTERT VR ThEVRTE™ & and ©
' can_gither bel@‘t wne coORsatd aaiti l¢§)$1t nmohicge discrate \mmleknjtd!d 17. A
g?tgihfgl Ogagg“gg@ésiem%@s Ba s CLEPe G PREORY DL 18 SEMRRSS T dtStor daRie | HPeR 1 N9
a second_algorithm in which said keyword is a function
15 of said at least one selected calculated value.
' 15. A method of generating a pseudo-random bit
sequence for use” in enciphering digital data as set .
forth in claim 14, which includes the additional step
of initialising the value in said register at the -
20 beginning of each keyblock of sequential keywords
combined into said pseudo-random bit sequence and
wherein said second algorithm defines said keyword as a
function of at least one of the values calculated in
accordance with said first algorithm as well as the
“e 25 sequential position of the particular keyword being
calculated within the keyblock.

16. A method of generating a pseudo;random bit ___
sequence for use in énciphering digital data as set
forth in claim 14, which includes the additional step:

30 of initialising the value in said register at.the
beginning of each ke§block of sequential kéfwords and
wherein said step of cyclically calculating a multi-bit
keyword includes selecting only one of said three
discrete calculated values and said second algorithm is

35 ° W(N)=B+'K[A+N]

where



forth in claim14,- which includes the addlt—keeaJ—sl-ea of initialising the’
value in said register at the 15 begi nning of each keﬁblock of sequenti al

keywords and wherein said step of-cyclicall y “Hﬂﬂ,ﬂ“ ti-bit
keyword i ncludes selecting only one of said- t cul at ed

val ues and said second-algorithmis =B+K] R(A+N)] 20 ° * where WN) is
t he keymord to be calculated N i s the ‘'sequential position of the 7

o
parti cul ar 55&; blec s thé val ue of
the first one of sal d sgfé lgcg/t es ﬂ%@f%%?% tlﬁe%Sé%%cond one of

sai d di seFuekes Rﬁscha‘tCH‘ of fEhe %@’g?ﬂ‘ﬂille%rtwdm beinge address in a
fixed |0Qi%1l6h1[aﬂ§§d3 JiHanhind Heyd Bdaik; an vad Uen& \%I&éwéfthﬁebl ts of A+N

are to be a |ed as t he, j nputs of conbi natorjial lo |c bIock which will

gi ve thefo‘d{) ONg ‘%Us %3?5(/5890?9‘?%?’[@ )i gnifies that
the vd uesd%dmﬂjruhe roﬂ maifd *Eisdmete Upy ted|ef adatae adagass of t he.

Excl usi v [ gﬂa e an, ad ss in the
menory fonm r(ﬁg 3’34'- th J\kuieésofﬁtéj@?fé‘?e ds’?cslli%jfveg\é €t hod of .
gener at i rﬂ?“!?lge?@jm rQafndﬁm # tank ik etd dre esed e mn phddiegsdi gital data
as set 4 the lmemo:l'M fro%t wﬂiQfﬁ rl:d rféééﬂ %ﬂé’vm& ot el uges the-

additional step of initialising the value in_said register at the beglnnlng
of each k*eytﬂadblg%ﬁh%(ﬂferﬁ’ﬁ%lluﬁééﬁwﬂ%§%lﬁﬂ%’é¥%‘? ﬁ“%%}i‘lep s¥R® of cyclically
cal cuoat iwerdengtt.-bit 5 keyword includes sel ecting onIy one of said

t hree discret qE?caI c‘AuI at sai d second. al

W N) =R A+N] +K[B*N] Mertg‘qiﬁ%ye@%seﬁa%nrda? Rt PRI ‘g‘%ﬂ‘i ' ’e‘a Nisthe 10
sequent i @quamqa dienfugehd pandinphiering digitdkidata as et ed within the

keybl ockigchii® fl @ @Al A0! i i1l Hne Ada ARG Sogpes of dat e
of initialising the value in said register at the

15 beginning of each keyblock of sequential keywords end
wherein said step of cyclically calculating a multi-bit
keyword includes selecting only one of said-three  — T
discrete calculated values and said second algorlthm is )

W(N)= B+K[R(A+N)] - - o i

20 where ' : - : - . : : -

W(N) is the keyword to be calculated; N is the.
sequential position of the particular keyword_being
calculated within the keyblock; A is the value of the
first one of said discrete bytes of déta; B is the.

25 second one of said discrete bytes of data; R(A+N) . N/
signifies that A+N is the address in a fixed look-up
table from which to fetch a value -R or- that the bits of -

A+N are to be applied as the inputs of a combinatorial '
logic block which will give the output R; + means

30 Exclusive OR; and K[R(A+N)] signifies that_the value R _
found in the fixed look-up table at the”address[of-the
Exclusive OR combination of A and'N-is:to be used-ASran”
address in the memory from which to-fetch the value of

35 18. A method of generating a pseudo-random bit _
sequence for use in enciphering digital data as set



second one of said discrete bytes of data; R A+N] signhifies that A+tN is the
address in a fixed | ook-up 15 table fromwhich to fetch a value R or that

the bits of A+N are to be applied as the inputs of a Hm,mmu“w ic
bl ock which will give the output R + nmeans Excl usive m
signifieg that the address of the Excl usépy®. OR conbi nati on B afd Nis to

be used 28~ as an _address in the nenory fromwhich to fetch the val ue of K
19. A system ffortheder glisig 34pswbdehr inddmdeist ey sidtie fagralusstep

enci pher i ng. dig als«dah3 s Agvineh vaalid i <3AGHEUEA deuss dungid on of 2

plurality of sel ecte sal é,§y nprising: nmeans for
generating a Briaring ef ﬁaph|kswb19§#u é&ﬂVQﬂtkﬂ%(H?KﬂQ?Q?fqnﬂnlon of

at | east somwﬁtaraahd s&&he%tteé beycbbuacamazna:afwulsat&rﬂgﬂ& eaah ofp sai d
pluralltyg Fu 383 valusmadl creteloat namsrmry,
neans for 3to PF@O«?&C udes ﬁF PFHREr ORY: P16 © tah €% di screte

| ocation in adﬁsneétbochlaplb&bﬂeva&aassahdrsgdﬂesandnyaakgﬂnﬂmhmaxﬁ
values in a regist UL I t value at a particular nmonent 35 by
changi ng t he preseﬁ't \?aﬁﬁgqggﬁ?&%%e in said register in response to each
cycl e of operati onwhereneans for cyclically calculating a sequence of

mul ti-bit values i ﬂ(ﬁ@cﬁéd%ﬂéek\ﬁfyhﬁra feor B'Ea E:%Q%%'l%‘i:fe%d A G igHam each of
whi ch val ues +s a functiaqn of at | east one he multi-bit val ues stored

in either 19 geguentia P8§&tﬁﬁntgﬁl§h8rpPﬁt§&P&aﬁéﬁﬁﬁV95§jQ%1QQ%5t part
of the val ue ealtélaedd withid rhei Regblomkana fier ttwechiaald yaasriting the

present val ue’_fg?_gttalo %dolf <334 drlgg ttgr byt%_g eV q:%l Cl%tq} ned as a result

of ‘gach cal cuFation rcally ¢ FNg % mul ti-bit
keywor d whi chsiecoadf gnet pén saﬁdadwar:ar@tsbbam:@@d ofs datags MR+l each

mul ti-bit val Q’igﬁ%k&&%atth% A3Rd 1 ZBRRe hAEreeeuUsR 'aa|f'i¥:e‘€10'ﬁ8d?é-“\ﬂ> at | east
some of 15 @able from which to fetch & value R or that the bits of
A+N are to be applied as the inputs of a combinatorial
—_ logic block which will give the output R; + means
Exclusive -OR; and K[B+N] signifies that the address:qf -
the Exclusive OR combination of B-and N is to ‘be used |
20 as an address in the memory from which to fetch ?he
value of K. h _
19. A system for generating a pseudo-random bit
- sequence for use in enciphering digital da%a in which
said bit sequence is a function of a plurality of
v 25 selected key bits, said system comprising:
means for generating a plurality of multi-bit
values each of which are a function of at ieast.some of
‘said selected key bits:; .
means for storing each of said plurallty of multl—
30 bit values in a discrete location in a memory:;
' " means for storihg each of a plurality of multi-bit
values at a discrete location in a fixed lookfup table;
means for generating a sequencé of values ih“a_
register having a present value at a particular mbmeﬁt
35 by changing the present value contained in said
régister in response to each cycle of operafion}_



said multi-bit keywords into said pseudo-randem-bit—15 sequence. 20. A

system for generating a pseudo-random bit sequence for- use in enciphering
digital data as set forth in claim19, vvherel Mﬂ!’g" mmmmupeneratl ng a
plurality of nmulti ‘bit values includes neans f val ues

whi ch-are each a function of all of s%g sel ected key bltss 21. A system
for generating a pseudo-random bit sedtience for use in enciphering du;i t al
dat a gs slelt forhieaﬁlns ot r&;f]&ld&mxsh éﬁfclﬁumein@&s s@@ﬁléd nt@To£5

peri odi ca iLni i.sing. the prese al ue nt aL he sai egiLster.

A system f 1&&@3& r?gl‘%spslerha%c‘?oaﬁ%qﬂﬁem‘fi ftie ’ésYo? ?E%P?‘F\t%‘hm pher| ng
di gi tal dakdgesisdm feadghh ofh whithmviQ ueshersian Smctimanst fat generating a

30 plural gé’éﬁf Jfﬂﬁntdf Rige \i\ﬁlbot sw'oﬁ%m é”ngdé'ﬂﬁéfté’%i’@' ues

whi ch are ction of | east some of sald selec ey bits
and of Phefizede lagk-umdrhle @%Mtf@lwmm and i aki keasy pactenented

in val ue apsa thal Q,édfué:tbd&asilr@/a Iih FpisFRpdao; to the cycle repet ition

of said cal cul ati ons. CL M S -

23. A system f oMeRHeEQY r?@’calﬁﬁ"’él}d’o Tesrtdning tﬂ%%cfﬁ’é?ﬁ%“? ofaine in

enci pher i ngositgiinad dat &=l sedgifstidh witkclaivalhfe o¥edthed S&é da means for
generatlng ueJ JSegister includes means for 5 storing
a plural rty%o?ﬁg; scr%ta(ghb (?Ae]i:saﬁfdﬂ}ac{%d in said register and neans for
_incremtfting onmeanse feir ﬂ@iﬁﬁtlés{ ige kaaslsdriong to rwktidytte of oper ati on.
24. A syst ﬁ‘:@g%&dg‘%ﬂﬁ@{ 10 & AFRUGH W@&Hfué%‘@éﬁ%d% uge in

enci pheri ng Ital data as- set 10 forth in claimZ23, V\/nereln sai d neans

for generaFIeﬁg‘ . Qg faRte Wl tAahids vatue r"églrc'é%]e?t’r%im means for

storing at |easmddifeect SEqiehtid1ay Sonlfiming) S8ibdgi Sés end means

for Increnentln%d¥% Q eﬁ%yﬁ%%d% into said pseudo-random bit

o/

15 sequence. _
) 20. A system for generating a pseudo-random bit
-- sequence for use in enciphering digital data as set
forth in claim 19, wherein said means for generating a
pluralltﬁ of multl-blt values includes means for
20 generating values which.are each a function of all of
said selected key bits. _
21._ A system for generating a pseudo-random bit
seqnence for use in enciphering digital data as set
forth in claim 19, which also includes means for
25 periodically 1nitiallslng the present value contained .;J
in sald reglster. _
: 22. A system for generating a‘pseudo -random bit
sequence'fcr use in enciphering digital data as set
forth in claim 19, wherein said means for generating a
30 plurallty of multi-bit values includes ‘means for
generatlng values which are each a function of both at
'least some of sa1d selected key bits and of the value
contained in a counter which is perlodlcally
incremented in value at a rate which 1s "slow in
35 comparison to the cycle repetitlon of saxd
calculations. - '

-



bytes in response to each cycle of operation. 15 - 25. A systemfor
generating a pseudo-random bit sequence for use in enciphering digital data
as set forth in claim23,- wherein said nmeans for calculatlng a sequence of
mul ti-bit keywords includes nmeans for cal cul ating salmjﬂulmlﬂimm"”m dance
wth an glgorithm 20 in which each calcul ated val ue

| east onesfrul ti-bit value stored, respectidely, at at " edst “on® dﬁscrete

| ocation in said ry,a I t t es. qf_ data
contained in saldn?ggls 9sg%m 103 g§§8r8k13§ g ﬁ%%%?gggﬁnﬁgP H %
pseudo- randon$%mueeequ§QCeUSer105encNDEQSApUednggtdﬂgdaab d&taeas set forth

in claim25, pbegRi mnSémlmﬁi@s Lﬂérsahcgsahl RgafsSe8CReRe2h tIig! I DI t
val ues includes neans for nak |ng sai d cal cul ations i.n accordance mnth t hree

separate 30 %?QB?PFﬁngflHaﬁﬂ?ﬁh18a§hr98F§§e€aﬁBGF39§8 Meerss&ed fir st

al gorithmss etbuibagi anpmﬁrali’cyast alecmaltél b?ltésvalfuda%boriﬁd said
respectively, crete location in either nory or in

| !
Cat i Tixeq | ERUhStenoRRa fASns; BRE; 1hrxeRehtaPe Apli: Bfe B BeT8r data a5
contained in bgtdsregisesponsectovehch cgtiel afedperabisai.d second

~algorithmis a fungjhiongo qul b ; - * val ue
stored at a discre?% Ioéa% %ﬁgynkéﬁlQEPF§851P8952pﬁeh?gbfgkgﬁg gigecond one
of said di screeguepcesfor ugeainoanaipberingsdigitadi detn; agngesach val ue

cal cul at ech Wi ¢SrRi fnt Bi&dmabgor hbPLiA aaianﬁ.éhﬁg 9&59&{1@:5'&&53 gne of
said discrete bytes of data. contained in said glster and an i ncrement al

val ue added tFRABEBRCE9E V¢}§?§téﬁ1?ofe§éﬁ§P£tFH 1ydgscmEENEaf@sm bit
sequence for ﬂBOriﬁgeaelDb&étnghﬂeelaﬁhcﬂet& bytest ofOdatar ih saial ai m 26,

wherein said firs gorlthml K(BY+K(C) ] where A is the al ue of
the first one %gléggr %?ng @brAfkcge%eng %L onfy one of id _

bytes in response to each cycle of operation.

15 - 25. A system for generating a pseudo-random bit
sequenCe for use in enciphering digital data as set
forth in claim 23, wherein said means for calculating a
sequence of multi-bit keywords includes means for
calculating said values in accordance with an-élgorithm -

" 20 in which each calculated value is a function of at
least one multi-bit value stored, respectively, at at
least one discrete location in said memory and at least
one of said discrete bytes of data contained in said
. register.
N 25 26. A system for generating a pseudo-random bit
sequence for use in enciphering digital data as set
forth in claim 25, wherein said means for calculating a ... -
sequence of multi-bit values includes means for making
said calculations in accordance with three separate
30 algorithms in which each value calculated with said
first algorithm is a function of at least one multi-bit
value stored, respectively, at at least one discrete
location in either said memory or in said fixed look-up -
table and a first one of said discrete bytes of data
35 contained in said register; each value calculated with
said second algorithm is a function of a multi-bit -



bytes of data; K(B) and K(C) signify that B and C—15 lébp&btively, are

used as the addresses in said nenory from V\/ni e K +
represents an addition nodul o the word Iength ”mmuﬂ iIE ei t her -
addi tion nmodulo the word | ength or bitw se ExclusnveL e whol e
wordl ength; said second al gorithmis 20 =B#R(A) where B is the

val ue of the second one of said di scré&®. byt es of data; R(A) si gnlfle,sz t hat

A is the agddhges éﬁ&:@d‘ 2t lAQerdtd AR dIRMM il d O fiF N gopal ue R or
25 that the bits of are to be applied as the inputs of a conbinatori al

| ogi ¢ bl oclép\/\ﬁﬁé’ﬁ-emqnld @ weqand &S{ept‘}’tf Iﬁa%dhﬁcrr@d?%s@fﬁ%s &% her addition
modul o t hegawad doeit@ihed - i tsdise xE?QG.lsbtﬁsrvea(ﬂﬁ Wddh Lol e wor dl engt h;

and said thictd glgorjthm.is 3 CsC+1 C.s..the val ue of the

third one 8?5‘553(?%458’% sah%esﬂ_’cj‘rrddﬁlgor (5’ b5 ST Ydi t i on

modul o hethver dhligdyidne 3IFE said dZ&cre&esym'tms foofr dﬁ&r@nmr&d

pseudo ran I %ﬁ%ﬁrf f!?%’%ﬁ&! ri | Qi dat a- as set C
QBTTEQ&? i‘%gﬁ I'n aq'{al m r‘!Ice)"{gﬁ t\}h%g' I X leé dook up table or, -

conbl nat or ﬂiﬁlerled'@i-c which yields - the value.for the R haV| ng a nunber of

output bits whigw.is pats At ﬁ:’i—sg&@ra&&ﬁd‘l% Wl @ngtdhdm Aand | ess than

or equal to 5 the Iength 0 for eneratlng a

pseudo- ranESFﬁ“ﬁ"Fes ht‘? dhg &%&ﬁﬁ?&n d?s #f% as set forth
in cl alO 2&orwheriai mlca&m ﬁmosmelrleelrsm dfinsmtalgdmtﬂmt ddhe fixed-

look-up table ng‘ps cfp) ,g(lt?) 10 out put value for R -30. A systemfor
generating a pseudo random sequence’ for use in-enciphering digital data~
as set where X

A is the value of the first one of sald dlscrete
bytes of data:; K(B) and K(C) signify that B and c,

15 respectlvely, are used as the addresses in said memory-
from which to fetch a value K; + represents an addltlon
modulo the word length; and 4§ represents either - -
addition modulo the word length or bitwise Exclusive OR LT
with the whole wordlength; said second algorithm is

- 20 ‘B'=B#R(A)
where : L
B is the value of the second one of said discrete
bytes of data; R(A) signifies that A is the address in
a fixed look-up table from which to fetch a value R 6r N

25 thet the bits of A are to be applied as the_inputs of a QJ
combinatorial logic block which will give the output R;
and # represents either eddition modulo the word lengfh -
or bitwise Exclusive OR with the whole wordlength; and
said third algorithm is '

30 - C=CHl -

where - ) o _
' C is the value of the third one of said discrete
bytes of data; and + represents an addition modulo the
word length. _ - .j
35 - - 28. A-systemufor-generating;a.pseudofrahdom bit

sequence for use in enciphering digital data as set



_ forth in claim23, wherein said neans for generating a sequerce—of——

values in a register includes neans for 15 storing at I screte
bytes of data in said register, said neans for calcul at ’m' BE ”m
mul ti-bit values includes nmeans for calculating resetting L t' 1884 ue

contai ned in said register includes neans for replacing each of said three
20 di scretwsybytes of data in said registetddith respective ones of said at

|l east th di s¢ | cul.at N ] h cal cul at i tep. 31.
A oystem for GEREFD: LRge1838cado. PAREBHIotPSs SAAERoAOPRr UBoEaPYSaRE! pher  ng
digi;al dat a asombipaﬁorﬁaﬁtmpgchwaiuhSQie@Beraha valdenfams ther R )
cyclically calﬁgbgﬁén?eggﬁgkklbgléﬁgéxgnggtgn%gﬁgﬁsigeggsl gktsgkecting at

| east one of sard a ree rete -- cul ated values as a part of
sai d keyword. @pveahn 3gsthm werddengtht Pighaapdedassr §habnPki eqvel &equence
for use in gnciRBewbpdidhgthabsdata as set forth in claim30, wherein said
means for cyclicallx calculating ? mul ti-bit keyword cl udeg neans ‘for

3 at°Fefl

. . i
sel ecting. at |east?8ne. Of S¥§8 gPeFﬁFéEQdPSBF8P3°65PB PR Bdtval ues
and neans for safeeheti figrsasd -3h- ekeyphedingndidgditaladatavwashsetsecond

algorithmin | said [ CcLl (o] e t t _ane 45
sel ected ca|cﬁ?§§£%_€8|ﬁésxggﬁg'A§2§§%§ﬁ1%gggﬁeﬁggg?ﬂﬁg gkggéuag-randon1bit
sequence for uimpuh batspherthg figedalodktupatabde mapshtpnachaique?,

whi ch al sop g ncsygssteaiael @brOri, NI tialising the value in said register at
t he begi nning of each keybl ock of sequential keywords conbined into said
pseudo-random bit S88uenReSYFYeRHEPE; geREratiBgoAJIPERHEPT FARFEES PA&s said
keywQrd as a fgaghénseofort useash eneipherbAgvaligesatabavhabsedses 10
accordance w_t m.as_well .as _t uentialiggai%ion of

t he particulargﬁggﬁg?gi% %ﬁ%lgg;L%Fﬁfgﬁnmf?ﬁan?ﬁggkg§glSgﬁgra

sequence of values in a register includes means for
15 storing at least three discrete bytégubf data in saiad
register, said means for calculating a sequence of
multi=bit Values includes means for calculating
rg§éziing'the present value contained in said register
includes means for replacing each of said three
20 discrete bytes of data in said register with respective
- ones of said at least three discrete calculated values
following each calculation step. -
B 31. A system for generating a pseudo-random bit
sequence for use in enciphering digital data as set
forth in claim 30, wherein said means for cyclically
- - calculating a multi-bit keyword includes means for.
selecting at least one of said at least three discrete -
" calculated values as a part of said keyword.
32. A system for generating a pseudo-random bit
- . 30 _sequence for use ;q_enciphering digital data-as set
forth in claim 30, Qherein said means for cyclically
éélculating a multi-bit keyword includes means for
selecting at least one of said at least three discrete
calculated values and means for calculating said
35. kéYWbrd”in accordance with a second algorithm in which
said keyword is a function of said at least one



34. A systemfor generating a pseudo-random bit sequence foruse in

enci phering digital data as set 15 forth in CJ%K@LM i ncl udes
means for initialising the val ue in said regi ster at the beginning of each
keybl ock of sequential keywords and wherein sim,'m’ |caI |y
calculating-a nmulti- bit keyword incl udes mea ﬂu" ma! nly one of
20 said three discrete cal cul ated vaksSs- and sdi d° setonti gorlthm

W N) =B+' K g[/m?r %%ND keyword to be calculated; Nis the 25
sequentlal(é%igsl on&bc e pa?‘ﬁhc ar keyword bei ng cal cul ated within the

keybl ock; A is 3he Valsxstam tfar igenarafindfa peepdpsanden ies of data; B
is the se é}{lf‘eofoxsadéb di 6 GEril Mﬁﬁgocdléjﬁiﬂ dateads deel usive OR

K[ A+N] signities, that the,ﬁxcl usive lt‘fﬁbl natlonké)f the Aand Nis to
be used adoRthdkp &kaim 3 "fFE‘rﬁﬂf]ﬁ%rﬁ‘Wﬁ ? "I e val ue of K; and
+'  cansei tibgre el fiigisthe vARue iadddidregmibter tae e dl engt h. 35. A

di gi tal nlcatlon SysShe e S gital data being
transm ttem%ﬂ‘d"r%%e? éarf erp‘é o)grbat:)% c‘ﬁ‘? '}tlegnleg%‘{ o&gjpr ovi de security.
of - 111:thﬂJkilxmﬁmlEﬁmxlEEBQQQTRﬁndnmnh%ﬂ|Sﬁquennﬂchm@sten1conprlS|ng

Teans  or yillidith S PRE Kl WIBd N R dled Y il ddis

i nformation carrying digital signhal | east one transmtter and at

| east -one funchien Q‘:f i3t slﬁﬁf*sﬁﬂ%rﬁﬁ dﬂ'&ﬁ slveg alaulated gital data to be
transniot t ebcuyidrase i wegh Wd{d e sl @@dﬁﬁhmwm fenedarting said

poeudo.  AURRARIAT SR I Vol bl Sh gty TEppR, 07 stor 1
for generaia]rtg:haisal]ueiﬁmmfthalk&a&lacla regl ster. by changing the present
val ue contai neds4 N .a system for generating a pseudo random bit ~
sequence for use inenczpherlng_d:.gltal data as set
15 forth in claim 32, which also includes means for
initialising the value in said register at the .
-- - beginning of each keyblock of sequential keywords and
whereln sald means for cycllcally calculatlng a multi-
bit keyword 1nc1udes means for selecting only one of
20 said three discrete calculated values and said second
algorithm is |
W(N)=B+'K[A+N]

where
W(N) is the keyword to be: calculated N is the _
25 sequential position of the particular keyword being _ o

calculated within the keyblock; A . is the wvalue of the
first one of said discrete bytes of data; B is the
second one of said discrete bytes_of.data. +'means
Exclusive OR; K[A+N] signifies that the Exclusive OR
30 combination of the A and N is to be used as an. address
in the memory from which to fetch the value of K; and
+' can either be Exclusive OR or_additioﬁ-modulo the
.wordlength. .
35. A dlgital communication system in whlch the
35 streams of digital data being transmitted and recelved
are cryptographically encoded to'provide security of



said register in response to each cycle of operation; neans for cyclically
cal cul ating a sequence of 15 nulti-bit values in aceerdance with a first
presel ected al gorithmeach of which values is a func on of at |east one of

said stored nmulti-bit values and the val ue cont ai ned' t}wmuﬁﬂm

means for gyclically resetting the contents of 20 sal ’m

val ue obtarned as a result of each cal culthder means for cyc f'i c&l Iy
calculating a 5@/ val ue obt ai ned as
a result of ee;{%l '@'J% van(uéwrH |s}[l J&@édﬁg{n& means for
sequential ly conbi ma@&tfoze@ﬁdism@ #seudnrizanion ikewstxregmardis into said
pseudo- randomigysly SR STt Yirbidiatin A4l shidd SOPTA Rdae system

as set forth in claim35, wherein said neans enerat1ng sal

pseudo- r andomAe i r@agtorong m%ﬂit"stqrn(ﬂ'lﬂj&t t repe g‘éﬁ%ﬁja‘{?’ﬁg sai d
keystream & ard Waid cgygxfena ) Wrddtle) stiresitse GLBEPOtST deya bid Sbe

conpri si ng: ns for ing a plurality of | ti-bit val ues each of
which are a f "o'rge‘g aéefs%?b%&l%%ﬁﬁr%eﬁ%%ﬁ%ﬁ’ key bits; and
sai d neans for stomara;lseaﬁir gerendting isaidpseudy-random keystréam M

S. * mul ti - rﬂg]q.lé&? t?ﬁfté’ﬂ‘ wHi3S g_t,fc]]ug@ Jon includes neans for storing

each of said pI u generate ti- bit values. 37. A digital

comuni cat i ons systREANRS £Q% Stoning eachoff @ IR R 0% ulel ks neans

for periodiocalvianued tirld didtrddie Q@¥atilon;of said register. 38. A digital
conmmuni cati ons system as tset forth in claim36, V\/nerﬁen sai d rreans for

generating a pl ur aMe3PDE I9SNGFALING Fo SSIHENRR Chifiligs,in
genexati ng valnees ster byrchaagping thengidesert aElive ad:oﬂmmezxmrfe of said

sel ected key gy 3gh Aledd' g Helip ¥l U Bhdil Sy B Gl i

periodically
. means for cyclically calculating a sequence of

15 multi bit values in accordance with a first preselected
algorithm each of which values is a function of at
least one of said stored multi-bit values and the value _—
contained in said register;
means for cyclically resetting the contents of
20 said register with a value obtained as a result of each
calculation;
means for cyclically calculating a multi-bit
keyWord which is a function of a value obtained as a
result of each multi-bit value calculation; and
(= 25 means for sequentially combining at least some of
. said multi-bit keywords into said pseudo-random
keystream of binary bits. - - -
36. A digital communications system as set forth
in claim 35, wherein said means for generating said
30 pseudo-random keystream of binary bits includes means
for'geneiatiﬂé said kéystream as a ;unction of a
plurality of selected secret key bits, comprising:-

means for generating a plurality of multi-bit .
values each of which are a function of at least some of
35 said selected key bits; and
said means for storing each of a plurality of



incremented in value at a rate which, |s slowm conparison to the cycllc
repetition of said 15 calcul ations. onmuni cati ons

systemas set forth in claim 35, mhereln s rating a -
sequence of values in a register includes %m ﬂ i a plurality of
di screte bytes of data 20 in saidr gyster crerrentl ng only
one of said bytes in response to eac cycl e of operatlon A digit al

cel | ul ar :E@i@?c'ﬂbfé‘twﬂé?&’ﬁeg‘ @psdPEtd 18catabA :3.&:1%6%%\@ ?@ d Teans for

generating a sequence values In a r%gl ster 1 ncludes neans

storing a °¥e§§?r%ﬂge%aﬁhs’éf=e¥%i‘ﬂ)y?%‘ér itwt@f i geRaratpdgmyded and neans
for |ncrqapet¢aguggly one of said bytes in response to each cycle of
operati on. | ul ar i cation systen1 s _set forth in

cl ai m 39, wher%?An S %1 gﬂ ‘F%'Pm%fgng{l%ﬁ?a?Yﬁgeﬂ 38qEE c§°5fthrrul ti-bit
val uessS i nth ucksimedhs wbicbhbaalsd aimcnguées dne@hseﬁornparioddaadely\m th an
algorith C i on of at .least two
nultl-blPlﬁ %%%fg%ﬁg g?&?ééﬁtgéfge é?%§§§£fmo'dlscréte | ocati ons .
in said neans 3% 35 dsgbtahgcmwl%ﬂiqw uBBstem as seisfostd of said

di screte Dytgpadh 96! awﬁeﬁéahngalm médhsl 68 §éRérating2a A nethod of
reduci ng the appunt of g re needed nlﬁenera e a pseudo random
P83 ottty

bit sequePt®rabib¥ %geﬂ“ ?%g1%9%?¢%% 218 §PFal” i nf or mati on,
said bt g@meueacm@evaguesfmmmoar@feéclplalrﬁhméymﬁ of! PotRdakey bits,

sai d net et of digital aIueSIarger'in
nunber th%%a%ﬁng %E %éﬁ%éékﬁgﬁg gt%n%nga%ﬁ gbgmﬁﬁéﬁeValues s a

| ogi cal fcmmtaune@flaialeesntson@hn¢hsa$dp&xg@ﬂigallﬁ - iteratively,
Ca'CU'at'DHcﬁeﬁéﬂHé@CEnOGaﬂHététbétra@éUﬁﬁ;&ﬁthsasﬂéﬂeiﬁ| purpose

m croprocessor under gram control each whi ch vaI ues is a function of
at | east -SPRPIFiEAR B‘PgT' &l c%-]-’cfésr%?%F%H’-?'h ?rﬁnﬁ‘?&d

15 calculations. - _ _ -
i 39. A digital cellular communications system as
set forth in-claim,35} wherein said means £or j.- 
generating a sequence of values in a register includes
means for storing 5_plurality of éiscrete_bytégioﬁﬁdata“
20 in said register and means for incrementing only one of
said bytes in response to each cycle of operation..
40, A digital cellular communications system'as
forth in claim-39, wherein said means for generéting a
sequence of values in a register includes means fof LT
25 storing at least three discrete bytes of data in said o
register and means for incrementing only one of said
bytes in response to each cycle of operation. - ':_
41. A digital cellular communications system as
set forth in claim 39, wherein said means for
30 calculating a sequence of multi-bit values ipdludeé ' .
means for calcuiating said values .in aécordance with_an |
algorithm in which éach calculated value is,a:function
of at least two multi-bit—values stored respectiveiy,
at at least two discrete locations in said means for
35 storing multi-bit values and at least one of said.

discrete bytes of data contained in said register.



and 15 - - assenbling at |east part of said cal cul ated sequence of val ues
I nto said pseudo-random bit -- sequence . - 43. A
nmet hod of reducing the anount of |ogic - hardware neederuh enerate a

pseudo- random bi t 20- sequence as set forth in claima42 "ﬂ"ﬁm’rnﬂ

of storing.+n menory also includes the ste of : genera
mul ti-bit “wal ues each of -which is a funct -of at. | east sone of* sdid*

sel ected key bits; 235 A mefh8i' 8¢ gggncg&gsqh% %kuﬂf S? rL Y t|-b|t

values in a discrete ocatlon In a meno met ho i ng the
anmount of Iog|chﬂﬁﬂviﬁﬁenﬂééﬂédtPoggéﬁéﬁﬁﬁeaapﬁﬁﬁﬂ&Jﬂ@m@ﬂMﬁQQﬂ: sequence as

set forth in cl Qé@héﬁce\l\faérsénuﬁéﬁdféi-eénefipﬁﬁn%n%r altird@dmad o '&“@ﬂﬁéﬂ. of
mul ti-bit val ues incl ude

t I whi, ¢ h.g f f f
21 of sai o sel SREGEMRESop; s 8514 b1 SRabRBESobeLeg.& FYTBHEORGNt of
| ogi ¢ hardwale predalitp genséhéetadpkeydbimsndsmuﬂime&ﬁodseﬁmyrﬂsxﬁgset
forth in claima3, whighsg ésf 'H&%&Pg’s tESt%ﬁpd‘if ital 9215k %t 'fcé%
i ﬁ*alned in

sequence of values ih a’Te esent va
said register i|#&nraumbasethanctbeé oymberobfopeﬂspmed keﬁ'biﬁsn@me¢aﬂh

reducing the amBE”&hQEh'GQlEéé BérQ“@BGlESQdQ@nEQlﬁﬁn%&a%% 3 RS Al ndom

bit sequence as set forth in claim4 wherein said step of iterative
calculating a s@§uBhdd BeYIRitR: it values i ncl udes the follow ng steps

cyclically ral cul ati ﬂﬁeﬁaﬁﬂﬁdWCGaDéunﬁi:ihgbat sbﬁueh&buas malagcpidance
with a first pres | ecte | ues | a function

of at T east one aTuERe Lth Bqoahorel pyzPase Rt RpTRekBEtEPAsE | he val e
contgqi nped i n saptdogegmstcentroyceachl 6§ wbiecht vajuelse isont énnstibons aifd
register at least-one of the digital wvalues stored in memory: -
and ' _
15 . assembling at least part of said calculated
sequence of values into said pseudo-random bit
— “sequence-. - T - - - _
43. A method of reducing the amount of logic -
" hardware needed_to generate a pseudo-random bit
20- sequence as- set forth in claim 42 wherein said step of .
storing in memory also includes the steps of:
generating a plurality of multi-bit values each of
which is a function of at least some of said selected
key bits; ST
— 25 storing each of said plurality of multi-bit values
.in a discrete location in a memory.

- 44. A method of reducing the amount of logic
hardw%;é'needed to generate a pseudo-random bit
sequence as set forth in claim 43, wherein said step of

30 generating a plurality of multi-bit values includes
generating values which are each a function of all of
said selected key bits. o
- . 45. A method of reducing the amount of logic
' hardware needed to generate a pseudo-random bit
35 sequence as set forth in ‘claim 43, 'which also 1ncludes

the step of:



15 with a value obtained as a result of each calculation 47— —A net hod of *

reduci ng the anmount of logic - hardware needed to -generate a seudo random
bit sequence as set forth in claim45, which |gﬂm‘u ‘ onal step
of periodically initialising the 20- contents ' A

t generate

met hod of reducing the anount of Iogpgﬁhardmare hedded
. pseudo-random bit sequence as set fo in claim43, wherein said stgp of

generating a pbaﬁéklaunefanyéauehbé b2l YadueRClivdes ryidRnenat i ng val ues
whi ch are each’a function of | east, sqme of sald sel ect'ed key-bits

and of thehIAgHBIcSREaPREFENH ga&BGnFQPtﬁHP@ﬁ A8 F&5DFeGLSERT ner enent ed

in val ue a4 - ﬁegpbﬁsahtehea&hsbymaenofoapé&b&ﬂnui0 the cyclic repetition of
said 30 cal cul

tiog. 4 A met ho nt .of | ogic hardware
needed to gene?gfe g ﬂ?gﬂas_? nﬁSﬁPSFFg %& 8"5% §’ %fﬁﬁfh ingclain145,
mherelm shaddeaep oeededetat gagernateqecpseudo-randem jbita regi ster includes
stori Q&a&eﬂ 4rak! kY Offoilgﬁciﬁt g1RY e sof w‘i‘:@&%x‘xﬁ sl Jig Yeer and

|ncrenent one o sal tes In - 50
11111111ﬂgﬂetnﬂxlﬁiﬂlayngwsseaeeaeﬁs ot gudddirbdyc va@lgesoper at i on.

50. A nethﬁglgaegedugl@gllbﬁlagngaépgf | ogi ¢ hardware needed to generate a-
seudo-random bit _se nce orth in cIa|n1 erei,n said step of 5
-generat|ng a. sgﬁﬁeﬁﬁgggy 93$ﬁgia%ﬁng PeFPIUEPFNE 8&@Q§tg?1 %y at Ieagt
t hr eel@i seaktesbyheacobrdahaei withi d fégisst premed eictedemgonighmly one of
sai d_ byt n§aé|$ {@5885!%@ %ﬁ g\%gl&ys' ?88 t288" ¥ 3% @ast“o'ﬂ%t %‘}d of reducing

t he anou ogl C re needed to regenerate a pseudo-random bit
sequence §bes§tor§ﬂtﬁlghtélaVﬁiHSS @hdr aitn Lleaist paxr of theteratively

calcuIat|oglaesgggegggegflﬁughhdbfégygkggg |ncludes maki ng said
cal cul ations Igygcgggg%gcgeg%ttlng the contents of said register
15 with a value obtained as a result of each calculatlon.
47. A method of reducing the amount of 1og1c
- hardware needed to generate a pseudo-random bit .-
sequence as set forth in claim 45, whlch_lncludes the
- ‘additional step of periodically initialising the
20- contents of said register.. _
48. A method of reducing the amount of loglc
hardware needed to generate.pseudo—random.blt.sequence
as set forth in claim 43, whefein-said.step of .
" generating a plurality of multi-bit values includes
25 generating values which are each a function of both at (W
least some of said selected key-bits and of the Yalue _
contained in a counter which is periodically - -
incremented in value at a rate which is slow in
comparison to the cyclic repetition of said
30 calculatlon. | .
49. A method of reducing the amount of loglc o - -
hardware needed to generate a pseudo-random bit
sequence as set forth in claim 45, wherein said.step of
generating a sequence of values in a register includes
35 storing a plurality of discrete bytes of data in said
register and incrementing only one of said bytes_ih_



al Qorithm I n which each cal cul ated value is a function 15 of at |east one
of said stored digital values and at | east one of said discrete bytes of

data contained in said register. 52. A nethod of reducing the anount of

| ogi ¢ hardware needed to generate a pseudo-random bit Il'm

as set forth in claim®50, wherein said stgbc_)f iterativel 5”“ ll"lm:ﬂmm“l
sequence of=multi-bit values includes making said calculati*on§ ih * s *
accordance W trespoheestot baeh egpideadbé epgoemitilms i n which each val ue

calculated with said,first 4 ' L UNGti.0 Al st one of
said stored digital S0% u%s‘“%kggg PPy nd thie Anlun®> o£ 100323t BNE BT

contai ned i n shaddwagesneededady gengratel eubPseddonrardes fidecond

algorithmis asé#'ﬂ%ﬁ'bgnagf satSERreH dhokhakimvalsye whieded nseaard stiegp &t said
di screte bytes o ata contained in 3Q said register; .and each val ue
cal cul at ed i tgeneratipgr @ Wﬁnf’?s"éif‘&ﬁct" R FPILFIeThNG Sf said

di screte byt esggbrildhaatonicaistcdnrees digciredies byrteandfadatac immaaial val ue
added thereto. 53, met hoq of generating.a udq-r. ' seguence
for use in encFPELFERY Gf‘& f‘é\cr&g'ﬁg,%lggi 8%%& %2% %%nﬁ%q?:)%ets % *
C L M S* generaésponsepltor &aichy cycleubfi opexrardlomes; storing said plurality

of multi-bit valueseql diaSGieRhdd QFl-ealitsng® R ndini B204Rae of val ues
in a regirster 5 having a present value at a particul ar nmonent, by changi ng

the presentOvahavdyameaneeded) toareIedgrater & PSeVGHFaRdan &dth cycl e of

operation: cyckbgabhibetdsc et irt th 380eaRAM Of5 Muidreiil sellaiedrn of
accordance with a first presel ected algorithm 10 qe?ach (;gi_\#gl ch values is a
funclion of atiFeratiyedYoralgutalifged AFRIENES faliddtafd e
contal ned i n sghéludess makimny daidaldal cudsdiiongg irh@aquogsiance, alith an

cont ai ned

algorithm in which each calculated value is a function -
15 of at least one of said stored digital values and at
least one of said discrete bytes of data contained in
séid register. : -
52. A method of reducing the amount of logic
hardware needed to generate a pseudo-raddom bit .
20 sequence as set forth in claim 50, wherein said step of
iteratively calculating a sequence of multi-bit values
- includes making said calculations in accordance with at
least three separate algorithms in which each value
calculated with said first algorithm is a function of
N\ 25 at least one of said stored digital values and a first
one of said discrete bytes of data contained in said
register; each value calculated with said second
algorithm is a function of a stored digital value and a
second one of said discrete bytes of data contained in
30 said register:; and each value calculated with said
third algorithm is a function of the third one of said
discrete bytes of data contained in said register and
an incremental value added thereto. .
53. A method of generating a pseudo-random bit
35 sequence for use in enciphering digital data, said”,
method comprising:



in said register with a value obtained as atesult of 15 each multi-bit
val ue calculation; cyclically calculating a multi-bit keyword V\/mchlsa

function of a value obtained as a result of et Illlrm"lmmuum
cal cul ation; sequentially conbining at |east lti-bit
keywords into said pseudo-random sec@Egnce. 54.° A°method of generat| ng a

pseudo-random bit sequence for use in enciphering digital data as sEL forth
in claimb53, vgmnei'altmdabd:luselqiu’encefi subtithictivvmlwesa plurality of ‘

sel ected key bé#(? P'(glt [Eférgiﬁg%fgfmgﬁéllg@t s‘%g:pugé agénerating a

plurality of S eac which are a function of at |east sone
of said s%i%@t%@ekb‘ycﬁ)t%@nsand wherein said step of storing a plurality

- of multi-Dbitgeméeeind Q'§éé§éﬁcé0§§t09nﬁe$®ﬁ@e§eéﬂstéforl ng each of
sai d %e rat edg
of

multi-bit values a Sgré ocatlo in a menory. 55. A.
net ho JENG £ | PELIEDE YRBUT o7 o‘?n Bﬂ: %‘é‘dﬁ%d&mﬁ}? (¥ in enciphering
di gital destangisg sﬂhefpredaemu vabhue) Sdntaimedi in ssaild stegistegenerating a
35 plural}j I n ating val ues which are each
a functlon’%o Q%ﬁ”?%'é% sai %a&"i‘ H’Zﬁileéctéé ggé %q% 56. A method of generating
a pseudo- r andory®} icablyiebrbcubating anséﬁwmr'?ﬁgmdlgithitdata as set -
forth in x&lﬁh S8n %&Bdéﬂ&éuﬁﬁéhtgefﬂﬂgttbﬁé?éléé% 5ap§09§£hadl cal ly

initi aI I_SI n e present value_ contained,in said register’ . A methad of _
generlf ﬁ%u%i?’én%%\‘%ﬂ1§eﬁu§ﬂ’é€“‘?ﬁr°ﬁs‘%‘: %%El%%rﬁ’ﬁg di gital

data as %1& ostbréd whRti+biit wBboesnandi thetwdlwé @emeaphedagina 10
plurality_ of .nul tl-@l t _values includes generating values which are each a
function I DARIET*PLAst some of said sel ected key bits and of-the val ue
contai ned i n-acyclitallwhresettipgrtbei present ncaluencentainedl ue at a rafe

which is gloweid FOFPAEESMiER 4NGatys! b6tained as a result of
15 each multi-bit value calculation;:
Seyclically calculating a multi-bit keyword which
. is a function of a value obtained as a result of each .-
multi-bit value calculation; - o
sequentially combining at least part of said = - . —
20 multi-bit keywords into said -pseudo-random sequence.;_ '
- 54. A method of generating a pseudo-random bit
sequence for use in enciphering digital data as set
forth in claim 53, wherein said bit sequence is a -
function of a plurallty of selected key bits and which
25 also includes the step of: - w
generating a plurallty of multi- bit values each of '
which are a function of at least some of-sald selected
key bits; and whereln said step of storing a plurallty T
of multi-bit values at discrete locations includes
30 storing e€ach of said generated multi-bit values at a
discrete location in a memory. o
55. A method of generating a pseudo-random blt
.sequence for use in enciphering digital -data _as set_
forth in claim-54, wherein said step of generating a
35 plurality of multi-bit values includes generating @
values which are each a function of all of said



15 repetition of said calculations. 58. A nethod of generating a
pseudo-random bit -- sequence for use in encipheriag_ngLLgL_g?LETas set
forth in claim53, wherein said step of generating a.. sequence of valUes i n
a register includes storing a 20 plurality of discrete mu

said register and increnenting only one of said bytes i“ Elwmﬂﬂﬂm'j
cycle of oOperation. -- 59. A nethotB2f generating*a pPsaeudn-ran

bit sequence f§@1g§eed|ﬁe9ngiggerlng digital data as set 25 forth in clalm
58, wherein said ste gener at_i uence of valyes in | ster

se re
i ncl udes storing at® Beasb WﬁFB@ddchgﬁ?ﬁgB§fBQ Bf PESRA°T ﬁagg?ﬂ ?gﬁlster and
i ncrement i ng O@équeﬁeeotosaudebyheencﬂphespngseigmtaacaacache sétoperation.

30 : hod f

*h enci phori ntOFER an BhpSRI853 AR, RREHH-E RARTRARL (PERMPISERDO! o0,
calculatungﬁa.eéqpencedécahthunbtnakgymogdshenpreaeetnuﬁlng sai d

cal cul ati ons 'BoﬁESQB angﬁ Eh&ﬁ gaggggﬁflthnlln whi ch 35 each cal cul at ed

value i's a funétion o | east ti-bit value stored, res ectively,
at at |east one arscﬁe@éthgéanoﬁeaﬁaaﬁingeasPSEHGODFagﬁPﬂ t8crete

bytes of data §Q@ﬁéh6€dfbﬁ ﬁéédlheéhéiﬁherﬁﬁg augttamdda%agsgeéétlng a
pseudo-r andom mﬂuenﬁ % use,in enC|$ § gg glta da %a as_set 5
forth in clai %ﬁt ﬁlga §- sPRpre 8Pt RgPa YEBBRALE % nulti-bit
val ues |nclmdeplunklmgysafdmuatiubat|vaiuea ancdndescgeneratingl east three

separate ai goryL B! dniBhClre368ckan Ufufidtedhabedpltha aigaéuégm

algorithmis a %uncflon 0 eas one nu ue store
respectively, @f %ﬂéddsgéﬁétédlBGﬁtbbﬁSaﬁﬂda°f|F§§ BﬁéuﬁfCQEFﬂlﬂﬁéc%@te

bytes” of data gogbaheeg wﬂléﬁlﬂsr9et§baicata9h1ﬁakaﬂeﬁeéauiatealwetQtsald
second algorithmis a function mul ti-bi{ value stored fiﬁa di screte

| ocati on and aasﬁﬁﬁﬁdeﬁEhoFsl§RQH|H“dFQEP@FéSBVtEQ Bheqg¥S i tsnt ai ned in

sai d regi si®r;repetition of said calculations.
58. A method of generating a pseudo-random bit
- séquence'fof'use in enciphering digital data as set
forth in ¢laim 53, wherein said step of generating a-
sequence of_values in a register includes storing a
- 20 plurality of discrete bytes of data in said register
and incrementing only one of said bytes in response to .
each cycle of operation. .
- 59. A method of generating a pseudo-random bit
sequence for use in enciphering digital data as set

(% 25 forth in claim 58, wherein said step of generating a

) sequence of values in a register includes storing at

- least three discrete-bytes of data in-said register and
iﬁéiémenting only one of said bytes in response to each
cycle of operation. _

30 @0. A method of generating a pseudo-random bit
sequence for use in enciphering digital data as set
forth in claim 58, wherein said step of calculating a-

- sequence of multi-bit keywords includes making said

| calculations in accordance with an algorithm in which
35 each calculated value is a function of at least one

multi-bit value stored, respectively, at at least one



and each value calculated with said third al gerithmis———a-function of the .
third one of said discrete bytes of- data contalned In said regi ster and an

i ncremental val ue added thereto. 20 e““ﬂlﬁllgjmwm mgratl ng
cryptographic variables for use in a connunlc rising the
steps of: storing a plurality of nul§;3§|t val ues in a . nenory,

initialising a register to a starting multi-bit value; and |terat|Ve-y

cal cul ati agsaraee lakutibar andi dtr égaestebneno@ceaidagieciieite an al gorithm
wher ei n a@ | east sgng of the.bi?s,of_tﬁﬁ nem1r§ ister value 30 calcul ated
at each i P&FESi 8% 3 Fentadnee &f #8468 APAYSAP reast sone of the bits of

t he previous -6iegi st methaluefwgehezbtlingsa psevdofrahdom bdtof one of the
val ues st S h r m 62 wherein
said 35 ggﬁgebegOnglgggvgx ggélﬁhéfggp 89%2%89 gb%?h%% %%%%rdlng to claim
63 whebPei fosghdin ciagmsf8r vbﬁ§¢i§e§a&dp$§¢alPﬁycéﬂcslﬁtﬂngeglsters and

said IOoksaaubﬁ%eoeon.hqtasx;a@vwhagsméiudésnabn@agaggqadl ng to claimé62
wherein at | east sone aﬁues S are 5 functlonj

ed
of Csect ot CRAPHIOSBOMR SPsPERPFORPGRANIED A LPBBEOSIERR BoPRFRIR o5
conpr|5|nglgaramamso&nswhichgeacpluaahetgaméumuted kithvsehdids in a nenory;
10 n alLsLn SLer ak02 a n |t It val ue;
and means % g%lFepgk &Lhyhca cg i %%ghaggeﬁ%va%aékfébésng%re§i%ter in
accorMancva&uehS&praﬂgorespﬁammeebyn at bnesdisoretef lopetlions of t he new

register yghug ﬁrg%' euhabedsa&aeaﬁgcf&eéasyeasaae Bhear esul t of conbining

~at least sone of the bits of the previous-
contalned in said register; each value calculated_with .
said second algorithm'is a function of a multi-bit /

value stored at a discrete location and a second one of
15 said dlscrete bytes of data contained in sald reglster,
and each value calculated w1th_sald.th;rd_algor;thm is
- a function of the third one of said discrete bytes of-
data contained 1n sald register and an incremental |
"value added thereto. o . _

- 20 62. A method of generating cryptographic '
variables for use in a communications system comprising
the steps of: - _

storing a plurallty of ‘multi-bit values in a
memory; o _
25 - initialising a register to a starting mﬁlti-bit_. _ W
value; and _ _ _
iterativély calculating a new value;for_said:

register in accordance with an algorithm wherein at

least some of the bits of the new register value |

30 calculated at each iteration are the result of

.cdﬁbining at least some:of the bits of the previous:ﬁ - -
register value with at least some of the bits of one of
the values stored in said memory. _ f

63. A method according to claim 62 whereln sald

35 memory comprises a look-up table. N _ _

64. A method according to claim 63 wherein said



register value with at l[east some of the bits of one of_the values stored
in the menory. 67. A systemaccording to claim®66 wherein sai

conprises a | ook-up table. 68. A systemaccording to cLa, sai d
regi ster conprises a plurality of 8-bit registers and sa MI m g!ﬁ@{”"’
contains 256 values. 69. A systemaccording to claim66 whereinmn

| east some™bf the values stored in said agpry are a function of secret

data. 70. A myidyacteir Wﬁéé&@ﬂ&&k&iﬁﬁﬁwfﬁ-@ﬁt 5‘3@}% £4 g 6“

substantially as herein described with reference to
of the acconp 3%-&%\&% cpptainsg 236 Yixliesgenerating a
pseudo-r andom bi t sﬁtsquemcmetstdustatfddr&iﬂdg a® ledradinn 6de stidreads Wit h

&?;S\; ﬁgge to, le%%q: %%m%h%vfn éhr& rsesstdr:e:if"l l?l asre]:qu m%];nc}rr}e aaz_(:ecoanpanyl ng
5 function of secret data.

66. A system for generating cryptographic
variables comprising:

means for storing a plurality of multi-bit values
in a memory:;

10 means for initialising a register to a starting
multi-bit value; and '

o - means for iteratively calculating a new value for
'said register in accordance with an algorithm wherein -
at least some of the bits of the new register value

15 calculated at each iteration are the result of
combining at least some of the bits of the previous
register value with at least some of the bits of one of
the values stored in the memory. _ ;

- 67. A system according to claim 66 wherein said
20 memory éomprises a look-up table.
68. A system according to claim 67 wherein said
- register comprises a plurality of B-bit registers and
- 'said look-up table contains 256 values.

69. A system according to claim 66 wherein at

N/ 25 least some of the values stored in said memory are a

function of secret data.

' 70. A meéthod of generating a pseudo-random bit
sequence, substantially as herein described with
reference to Figures 2, 3, 5 and 6 of the accompanyihg

30 drawings.

71. A system for generating a pséhdo-rah&om bif“
sequence, substantially as herein described with
reference to, .and as shown in, Figures 2, 3, 5 and 6 of
the accompanying drawings. -




