-1- METHOD AND SYSTEM FOR AUTOVATI CALLY CONFI GURI NG
ACCESS CONTROL FI ELD OF THE | NVENTI ON [ 0001] The
present invention relates to access control points in
a conmuni cations network and, in particular, to
automatically configuring access control points based
upon the needs of an application. BACKGROUND OF THE

I NVENTI ON [ 0002] Many of the nobil e devices avail abl e
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enabl e a user to access renote servers or sites over a
public net wiKONFIGURINGAECESS CONTROL ces nay
be web-enabl ed and may operate browser software to
permt users to access renote web sites on the nobile
device. Other devices allow users to operate
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comrmuni cations fromrenote sites. Accordingly, nost
nobi | e conmuni cati ons systens include one or nore
access control points, or firewalls, that may bl ock
BACKGROUNRIQFCEHEINVENTIONNS N ssions from renote
sites to the nobil e devices. The access control points
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install new applications downloaded from remote sites over the public
network.

[0003] This greater level of functionality, especially the access to the public
network, presents particular security issues. For example, access to the
public network renders the mobile device vulnerable to viruses, Trojan horses,
and other damaging communications from remote sites. Accordingly, most
mobile communications systems include one or more access control points,
or firewalls, that may block certain communications or transmissions from
remote sites to the mobile devices. The access control points make decisions

regarding which communications to allow and which to block based upon
access rules.

[0004] The use of access control points presents a problem for legitimate
applications installed and operating on a mobile device because the

application may require access to network resources through the public



granted. Many users will deny access to these

communi cations since they are unaware that the

application requires themand are unfamiliar with the
source of the communications. [0005] This problemis
especially acute in the case of provi sioning of an
application by an admnistrater. \Wen an application

is pushed out to a nobile deV| ce for installation,
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[0007]in another aspect, the present invention provides a computer program

product having a computer-readable medium tangibly embodying computer
executable instructions for automatically configuring an access control point,
the access control point allowing or blocking transmissions between network
resources and an application on a user device based upon access rules. The
computer executable instructions include computer executable instructions for
réceiving and reading access control information associated with the
application, and computer executable instructions for setting the access

control rules based upon the access control information.

[0008]in another aspect, the present invention provides an access control

system for automatically configuring an access control point, the access



associated with the application and neans for setting
the access control rules based upon the access
control information. [0009] In another aspect, the
present invention provides a nobile device including
an access control point, the access control point
al l owi ng or bl ocking transn1§5|ons bet ween net wor k
resources and an application on said device based
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[0011]}Other aspects and features of the present invention will be apparent to
those of ordinary skill in the art from a review of the following detailed

description when considered in conjunction with the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] Reference will now be made, by way of example, to the accompanying

drawings which show an embodiment of the present invention, and in which:

[0013] Figure 1 shows an embodiment of a mobile device communications
system in block diagram form;

[0014]Figure 2 shows another embodiment of a mobile device



configuring access control for the nobile device
comruni cations system [00171 Simlar reference
nunerals are used in different figures to denote
simlar conponents. DESCRI PTI ON OF SPECI FI C

EMBODI MENTS [ 0018] The foll owi ng description of one or
nore specific enbodi nents of jhe invention does not

limit the inmplenentation of the invention to any
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SBLFEOMPYRPAtBon need not be based upon such an
architecture and that the present invention is not
limted to nobile devices or wireless communi cati ons.
The present invention may be enbodied within wired or
RESCRIBTION ff BPECIFIC &EMBORIMENTS a variety of

user devices, including nobile devices, handhel d
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term nals. [0020] Reference is first nade to Figure 1,
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mobile devices 1o send and receive communications over the Internet. It will
be appreciated that aspects of the present invention need not be based upon
such an architecture and that the present invention is not limited to mobile
devices or wireless communications. The present invention may be
embodied within wired or wireless network architectures using a variety of
user devices, including mobile devices, handheld devices, personal

computers, and other user terminals.

[0020] Reference is first made to Figure 1, which shows a block diagram of an
embodiment of a mobile device communications system 8. The system 8
includes a mobile device 10, a wireless network 12, and a wireless connector
system 14. The mobile device 10 sends and receives wireless

~ communication, including data and possibly also voice communication.



nodem anong ot her things. [0021] The nobil e device 10
sends and receives wreless communications wth an
antenna 16 coupled to the wireless network 12. The
wirel ess network 12 includes a nunber of antennas 16
distributed in various locations for sending and
recei ving wreless comunicatgons with the nobile
device 10. [0022] In one enbodi nment, the wirel ess
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connector system 14 are received by the wireless gateway 18 and

transported via the wireless network 12 to the mobile device 10.

t0023] The wireless connector system 14 is coupled to a wireless gateway 18
for receiving and sending communications with the mobile device 10. In one
embodiment, the wireless gateway 18 and the wireless connector system 14
are connected via a dedicated link 19. Typically, the wireless connector
system 14 is dedicated to managing communications to and from a set of
mobile devices 10. The wireless connector system 14 may include a
corporate Intranet and multiple servers, including an e-mail server and an
internet server.

[0024] The wireless connector system 14 is also connected to a public



In this regard the wirel ess connector system 14 nmay
conprise an electronic mail server such as, for
exanpl e, a server running Mcrosoft TM Exchange

Server or other conmercially available mail server
software. [0025] The wirel ess connector system 14 also
all ows the nobile device 10 t send and receive
conmuni cations ot her than e- over the Internet 20.
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[0027] Referring now to Figures 1 and 2, the mobite device 10 includes a
device access control point 30. The device access control point 30, which
may be referred to as a "firewall", includes a set of device access rules for
determining whether communications are authorized to be sent by or received
by the mobile device 10. The device access control point 30 is intended to
prevent unauthorized or unreliable sources from transmitting to the mobile
device 10, and to prevent the mobile device from transmitting to unauthorized
or unreliable remote sites. This is, partly, to prevent the receipt of viruses and
other destructive communications and to prevent the disclosure of confidential

or sensitive information. Access to the mobile device 10 may also be



unrel i able. [0028] The device access rules for the
devi ce access control point 30 may bl ock access to
comuni cations originating fromor intended for a
particular |P address, or they may grant access to
conmuni cations originating fromor intended for a
particular | P address and blo9k all others. O her
communi cati ons may be bl ocked’by the device access
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connector system 14 from the Internet 20 intended for transmission to the
‘mobile device 10. The server access control point 32 includes a set of server
access rules that govern whether or not communications received from the
Internet 20 are granted access or are blocked. The server access rules may
include global rules applicable to communications intended for any mobile
device 10 in the system 8, and they may include specific rules related to a
particular mobile device 10.

[0030] A remote server 40 is connected to the internet 20. In one
embodiment, shown in Figure 2, the remote server 40 may include a remote
server access control point 56. The remote server access control point 56 is

a firewall for communications received by or sent by the remote server 40.



40 to a user termnal so as to configure and instal
an application at the user termnal. Wen a user at a
user termnal connected to the Internet 20 determ nes
to downl oad and install the application, the user
termnal first receives the dgscriptor file 44. The
descriptor file 44 contains THformation regarding the
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user that communication with those remote resources may be required for the
application to operate correctly. If the user agrees to continue with the
installation, then the user terminal downloads the application file 42 based
upon the address information contained in the descriptor file 44. The

application file 42 is then installed on the user terminal.

[0033] By way of example, applications developed using the Java
programming language include a Java Archive (JAR) file and a Java
Application Descriptor (JAD) file. The JAD file is an extensible text file with a
number of name:value fields specifying certain system parameters or
requirements related to the application, which can be installed using the JAR
file.



| ocate the renote server 40 and choose to downl oad the
descriptor file 44 in order to have an application
installed on the nobile device 10. The nobile device
10 includes a descriptor file handler 46 for handing
the received descriptor file 44. The descriptor file
handl er 46 determ nes whet her .or not the system
requirenents specified in thégdescriptor file 44 are
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blocked by firewalls. in one embodiment, where the descriptor file 44
comprises a JAD file, the access control information 54 includes textual
access control information, such an authorized IP address, domain, port, or
other identifier, to which access should be granted by the device access
control point 30 and the server access control point 32, In one embodiment,

the access control information 54 in a JAD file may take the following form:

Server-Access: hitp://DailyQuotes.traders.com:8080
Server-Access: http.//DaifyTrade.traders.com:8080

[0037]In another embodiment, the access control information 54 is stored
directly in the application file 42. In yet another embodiment, the access



control information 54 is stored in a separate file
unrelated to the descriptor file 44. In the latter
enbodi ment, it is contenplated that the separate file
with the access control information 54 would be
forwarded to the nobile device 10 after successful
installation of the applicatign. [0038] The access
control information 54 allowd%he nDblle device 10 to
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in the application file 42, such that when the application is downloaded and

installed the device access update module 50 is invoked.

[0041] The device access update module 50 may trigger the changes to the
device access rules once the user has confirmed that he or she wishes fo
download the application file 42 and install the application. It may
alternatively trigger the changes once the application has been successfully

installed on the mobile device 10. Accordingly, the user or an administrator

-need not modify the device access rules manually. The mobile device 10

automatically reconfigures its device access control point 30 to accommodate

the new application based upon the access control information 54 for the



- 11 application. [0042] It will be understood that
certain authorization and certification processes may
acconmpany an enbodi ment of the present invention to
ensure that access control point rules are not
altered by an authorized source. The nobile device
10, the wirel ess connector s%%ten114 and the renote
server 40 establish a trust relationship prior to
%ﬁlpg the alteration of access control rules.
rust relatlonshlp may be established using
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device 10 through the wireless connector system 14. In another embodiment,

the descriptor fite handler 46 on the mobile device 10 reads the access
control information 54 and sends a message to the server access update
module 52 that includes the access control information 54. In yet another
embodiment, the remote server 40 may send the server access update
module 52 a message containing the access control information 54 once the
mobile device 10 installs the application. Those of ordinary skill in the art will
appreciate that there are a variety of methods for communicating the access
control information 54 to the server access update module 52.

[0044]In another embodiment, as shown in Figure 2, the remote server 40

includes a remote server access update module 58 for altering the access



includes a renote server access update nodul e 58 for
altering the access -12- control rules for the renote
server access control point 56. As with the
above-described server access update nodule 52, there
are a variety of nethods of ensuring that the renotes
server access update nodul e is provided with the
access control information 54“t the appropriate tine.
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[0046]Reference is now made to Figure 3, which shows, in flowchart form, a
method 100 of automatically configuring access control for the mobile device
communications system 8 (Fig. 1). The method 100 begins with the receipt of
a downloaded descriptor file 44 (Fig. 1) in step 102, The descriptor file 44
includes access control information 54 (Fig. 1) regarding the remote
resources utilized by the application. Step 102 includes the receipt of the
descriptor file 44 by the wireless connector system 14 (Fig. 1) and the
forwarding of the descriptor file 46 from the wireless connector system 14 to
the mobile device 10 (Fig. 1) over the wireless network 12 (Fig. 1). In one



descriptor file 44 by the wirel ess connector system 14
(Fig. 1) and the forwarding of the descriptor file 46
fromthe wirel ess connector system14 to the nobile
device 10 (Fig. 1) over the wireless network 12 (Fig.
1). In one - 13- enbodinent, the w rel ess connector
system 14 recogni zes that |t fgs recei ved a
descriptor file, which inplies that a user may install
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Hesemdor file handler 46, and more particularly the device access update
module 50 (Fig. 1), modifies the device access rules in accordance with the
access control information 54 from the descriptor file 46. Similarly, in step
116, the server access update module 52 modifies the server access rules in
accordance with the access contro! information 54 from the descriptor file 46.
fn one embodiment, the device access update module 50 sends a message
to the server access update module 52 to confirm that the application has
been installed, and in response the server access update module 52

implements the changes to the server access rules.

[0050] It will be understood that the updates to the device access rules and



to the server access update nodule 52 to confirmthat

the application has beéen installed, and in response
the server access update nodule 52 inplenents the
changes to the server access rules. [0050] It will be
under stood that the updates to the device access rules
and -14- the server access r es by the access update
nodul es 50, 52 nmamy occur at éfher ti mes. For exanpl e,
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ipstatiation of theagpiplieation file 42 is not to occur and that the change to the

~ access rules may be implemented by the device access update module 50
and the server access update module 52 immediately. Accordingly, the
device access update module 50 and the server access update module 52
update the device access rules and the server access rules, respectively,
based upon the access control information 54 at the time the update
message is received.

[0052] The second scenario may involve the removal of an application. For
example, the administrator or other third party may elect to revoke the user's
ability to utilize the application. Accordingly, the administrator may send a
removal message having a flag or other setting for triggering the initiation of
an uninstall process. Alternatively, the message may trigger the download of
a new application file 42 that operates to remove the previously installed



[ 0052] The second scenari o may involve the renoval of
an application. For exanple, the adm nistrator or
other third party nay el ect to revoke the users
ability to utilize the application. Accordingly, the
adm ni strator may send a renoval nessage having a
flag or other setting for trlggerlng the initiation of
uninstal |l process. Alternatively, the nessage may
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was successful. If the application file 42 had access control information 54
embedded within it, then this information is extracted and included in the

message to the remote server 40.

[0055] At the remote server 40, in step 214 the remote server access update
module 58 extracts the access control information 54 from the message, if
there any, or extracts the access control information 54 from a file or object
stored locally and associated with the application file 42. In step 218, the
remote server access update module 58 configures the remote server access

control rules based upon the access control information 54.



nmessage to the renote server 40. 100551 At the renote
server 40, in step 214 the renote server access update
nodul e 58 extracts the access control information 54
fromthe nessage, if there any, or extracts the
access control information 54 froma file or object
stored locally and associ at e_d16/\4' th the application
file 42. In step 216, the renobte server access update
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some embodiments, access control points may be provided at each device or

terminal. In other embodiments, the only access control point may be at the
wireless connector system to block communications incoming from the
Internet. Various other configurations may be implemented in accordance
with the present invention provided there is at least one access control point
and a corresponding access update module for dynamically configuring the
access rules for the access control point based upon a received descriptor
file.

[0059] Those of ordinary skill in the art will appreciate that references to a
"module", such as the server access update module 52 or the device access

update module 54 are intended to encompass wide variety of possible



Internet. Various other configurations may be
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therein. - 18 WHAT IS CLAIMED I'S: 1. A nethod of

automatically configuring an access control point (30,

32, b56), the access control point (30, 32, 56)

al l owi ng or bl ocking transm ssions between network

resources (40, 48) and an application on a user device

(10) based upon access rules, characterised by the

steps of: providing an access update nodul e (50, 52,

58) for receiving and readi ng access contro

information (54) associated wth the application; and

setting the access control rules based upon said

access control information (54). 2. The nethod

claimed in claim1, wherein the user device (10)



conprises a nobile device and wherein the access
control point conprises a device access control point
(30) located at said nobile device, and said access
control rules conprise device access rules, and
wherein said step of setting includes setting said
devi ce access rul es based up said access contro
information. 3. The nmethod cl'@med in either one of
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perforned after inst ation of the application. 5.
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appl i éeformation (34)(42) . -19- 6. The nethod clained in
claim4, wherein said access control information (54)
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seddevice (10) comprises a mobile device and wherein the access control
point comprises a server access control point (32} located at a wireless
connector system associated with said mobile device, and the access control
rules comprise server access control rules, and said step of setting includes
setting said server access control rules based upon said access control

information.

4, The method claimed in any one of the preceding claims, further
including a step of downloading an application file (42) to the user device,
wherein said application file (42) installs the application upon the user device,
and wherein said step of setting the access control rules is performed after
installation of the application.

5. The method claimed in claim 4, wherein said access control
information (54) is embedded within said application file (42).



access control information (54) includes an identifier
corresponding to the network resources (48). 10. A
comput er program product having a conputer-readabl e
medi um tangi bly enbodyi ng conputer executabl e
instructions for automatically configuring an access
control point (30, 32, 56), g e access control point
(30, 32, 56) aIIOMAng or blo€Ki ng transm ssions
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58) comprising:

computer executable instructions for receiving and reading access

control information (54) associated with the application; and

computer executable instructions for setting the access control rules
based upon said access control information (54).

11.  The computer program product claimed in claim 10, wherein the user
device (10) comprises a mobile device and wherein the access control point
comprises a device access control point (30) located at said mobile device,
and said access control rules comprise device access rules, and wherein said
computer executable instructions for setting include computer executable

instructions for setting said device access rules based upon said access



application file (42) to the user device (10), wherein
said application file (42) installs the application
upon the user device (10), and wherein said conputer
execut abl e instructions for setting the access contro
rul es execute after installation of the application.
14. The-conputer program pro t clainmed in claim13,
wherein said access control 9nhformation (54) is

PGP forhdt iUnn@?tg' d application file (42). 15. The

conput er progra roduct clainmed in claim13, wherein
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15.  The computer program product claimed in claim 13, wherein said

access control information (54) is stored within a descriptor file (44)
associated with said application file (42).

16.  The computer program product claimed in claim 15, wherein the
application comprises a Java-implemented application, and wherein said
descriptor file (44) is a Java Descriptor File.

17.  The computer program product claimed in any one of claims 13 to 16,
further including computer executable instructions within the application file

(42) for installing the access update module (50) on the mobile device.

18.  The computer program product claimed in any one of claims 10 to 17,
wherein said access control information (54) includes an identifier
corresponding to a remote network resource (48).

19.  An access control system for automatically configuring an access



rul es, the device conprising: nmeans for receiving and
readi ng access control information (54) associated
with the application; and neans for setting the device
access control rules based upon said access contro
information (54). 21. The nobile device clained in
claim 20, wherein a processqroof the nobile device
(10) is configured to execute program code enbodying a
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20. A mobile device (10) including an access control point (30), the access
control point (30) allowing or blocking transmissions between network
resources (40, 48) and an application on the device (10) based upon access
rules, the device comprising:

means for receiving and reading access control information (54)

associated with the application; and

means for setting the device access control rules based upon said
access control information (54).

21.  The mobile device claimed in claim 20, wherein a processor of the
mobile device (10) is configured to execute program code embodying a
device access update module (50) embodying said means for receiving and
means for setting, on or after downloading of the application to the device.

22.  Aserverincluding an access control point (30), the access control
point (30) allowing or blocking transmissions between network resources (40,
48) and an application on a user device (10) based upon access rules, the
server comprising:

means for receiving and reading access control information (54)
associated with the application; and

means for setting the server access control rules based upon said
access control information (54).



