PARTI TI ON ACCESS CONTROL SYSTEM AND METHOD FOR
CONTROLLI NG PARTI TI ON ACCESS Fi el d of the Invention
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control system and nethod for conputers that has

particular utility for controlldijng user access to a

data storage nedium of a conputing system Throughout

the specification, unless the context requires

ot herwi se, the word "conprise" or variations such as
"conprises" or "RARMITION'ACCHSS GONTRQICrSMITEMt 0

inply the 'p[iﬁi YA Irck dellh%m%ﬁﬂ%m?fngfdﬂj&é&ss
|ntegers but—Tmot—tTe—excrusTrom ot dlfy— ot et rimreyget

group of |ntegers . Background of the Invention The

f olgi i d G Al &I S wh ©fod he background art is intended
toTaciTitate an understandi ng of the present

invention only. It should be appreciated that the

di SHussimresentnot i aneackoww edhetest eb adn psiredttibat access
an f | referr was rt of the co joly
geﬁ%ﬁg?&? oaﬁggge%as a(¥th§%5b?8rltgg%atgogquﬁgs at  has
pr esartiapE i catibhty Wiolr wiaespy elaichglevebopmetessi co a data
COMIY of o GNP N tLORRIADh AN, SQppUt er use

generally, the security of conputer systenms and

especially accessing of data on storage nedia by such

sy stefsugHAs: b@ﬁ@ﬁ@p@ﬁcl@aeaﬁ@um lumcarstsan@}eet eoREBYENtrequires
unayt.hori.sed access Cﬁf sers and rograns such as

vi rUsEs Y Worns typey df Sral W e VAT AL Rfowtuch  as
to hmmpnﬂsaﬂfoperdqupnﬁﬂﬂnghvamblnba degteestafod to imply

Pratiget on against ¢ yaywe&gsgg GESS | g%ew g%dlmeegers but

de f|n|ng access perm ssion stored on-a Sto
mediQm ftidre eatrlusdon amdf r @qui ruqt@eam Hevteigsat i @ group of

integers.

Background of the Invention

The following discussion of the background art is intended
to facilitate an understanding of the present invention
only. It should be appreciated that the discussion is not
an acknowledgement or admission that any of the material
referred to was part of the common general knowledge as at

the priority date of the present application.

With widespread developments in computer networking
technology and computer use generally, the security of
computer systems and especially accessing of data on
storage media by such systems, has become of paramount
importance to prevent unauthorised access by users and
programs such as viruses, worms and other types of

malware.

It is known to provide an operating system wherein a

degree of protection against wunauthorised access is



of the users, for exanple using a user nane and
password, prior to authorising access to the storage

wore@s0sa00i-However, such an arrangenent provi desPONAY2@5/000317
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m ni mal degree of protection agai nst unauthori sed
access to data storage nedia. Aty is known to provide a
system and nethod for securing data and i nformation

st S i conput er. syst [ i nvol ves. th se of
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ned&@n}ﬁé EE@rQ?”EBEe%faﬁﬂfgnu§WH§S CH£é£yngﬁ¥'%%d password,
controls and coordinates access to the mass data

st REHE e dk st gh @SS def i el Sisura g deadsium.

profiles. It is also known to provide such a security

device which is integrated into bus bridge circuit ..

pr JRHEE on  (FHEThotdEr BIF B He RRFPHES syitlen & minimal
I ntde@rdrsobr ipdge ezitricin taga Divé dednanthbe ibadd dickss to data
driggagg éﬂgédﬂgth bot h arrangenents, the security

devi ce der control of a systemadministrator is able

to set data access perm ssions for partitions provided

on fhe; MBS SOrage piBdium of Lher SAMKEMSHIEMEBRd securing
for each user of the conputer system The data access

perdilssi 6Rr€ | hefedmatiaR GHAresccéls,2 wePFeussiry system which

acciasfol v de@duskl bf acCeBScréfe N9caGees§. deikhki Snterposed
specification, a set o Qﬁta access perm ssi

Qo HHF Tbr 9o AEAT | GOl BF s BF CCE SeaPHad 5 b udPUAc Ak @ mass
prafatiae"stérmoe deedi omepgurtdet hompittegr i $ysoédmt heThe security

Corpuit Lo SXBB@%EQC%&?FQBEPgiBQu‘?eée%‘Héé%s deyi G&ye tREss data
security device is configured to only authenticate .
useTEREE aedign (Rasehce s pradsfiined tupaaeracess profiles.
start up of the conputer system before |oading the

conmput er operating system Modification of the user ,
ac slﬁrégﬁpe rh'%%rPFeﬁFg? such a security device which

is integrated into a bus bridge circuit provided on the
motherboard of the computer system or into a bus bridge

circuit provided in the hard disk drive itself.

With both arrangements, the security device under control
of a system administrator is able to set data access
permissions for partitions provided on the mass storage
medium of the computer system and for each user of the
computer system. The data access permissions include read
only access, write only access, read and write access, or
no access. In this specification, a set of data access
permissions defined for a particular user 1s termed a

“user access profile”.

In order to ensure the integrity of the computer system
incorporating the security device, the security device is
configured to only authenticate users and assign user
access profiles to users at start up of the computer

system before loading the computer operating system.



user after |oading the operating systemis not

possi bl e. However, while such an arrangenent provides
wa@2dsgesooegr ee of security, the arrangement i SPCT/AU2005/000317

relatively inconvenient to a user in the event that

the user is assigned nultiple_acrtess profiles for

various circunstances, such as when connected or not

COW&}.Pfcé@i%\{]eokntt%rene\ﬁsei‘ naEQE%s' 23%108{}_(\1%! lf{)rt Ige.p rticular

user 1s Togged in according to an access profile whieh

doessepta bl ¢ ow eadinetheacerssa t ing oFyeren ol mati rpossible.

I nternet access the user would be reguired to shut

down the operating system and adopt a different user,

pr AP SHppr BB L &t UFHr 3o TR t PECY HEes nat high degree

sduré hgséber atiy hebhécatirangshage @k trle@ astiakll WA nconvenient to

process. _Such a grocess ig igc venient to a_user
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invention, there is provided an access control system
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1sdata storage nedi um each data access profile
including information indicative of the degree of
acéggglp%rm;@@%ﬁsbysalg§@QV@@1ent to a user of the system and

can significantly detract from operation efficiency.

Summary of the Invention

20
In accordance with a first aspect of the present
invention, there is provided an access control system for
controlling access to data stored on at least one data
storage medium of a computer system, the access control
25 system comprising:
authentication means to authenticate users permitted
to access data stored in the at least one data storage
medium; and
database means arranged to store data access
30 profiles;
each data access profile being associated with a
user permitted to access data stored in the at least one
data storage medium;
each data access profile including information
35 indicative of the degree of access permitted by a user to

data stored in the at least one data storage medium; and



data stored in the at | east one data storage nedi um
and- A - each data access profile including a naster

wal2408/08meess profile and a current data accessp@r/ab2dosnoo317

the current data access profile being nodifiable

wi thin paraneters defined by the naster data access

profile. In one arrangenent, the access control system
further conpyi pr of.i S ' ry.anged t
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in part 1n the formof software. 1n addition,” or
alternatively, the access control system may be

i npheareni et A | RAjtrd1N Byktehn hB9 TREM PACHASIVBESY into a
In one enpodi nent, the acCess control systemi’s

ar rEfREY P gV ¢ URR_RY1RG cRESsOBPERFLBY” G¥Edepy agd the master
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st oy . medi The security device may be inplenente

at Olloeasjtnq no%an%r}%eiorP%raartalv\%q esyasﬁcaemrfay be of a type

| ocated between a data storage nedium of a conputing
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Al y be

ternatively, the security device I npl enented
at 12aBerMAt pAdiifd RaridRare! ahiemgpFends acegpe profile and

| N e iatLh b 8 Os HUSs bt bdgeeGEheUMbHY f@ka®ion of the current

access profile.

The access control system may be implemented at least in

part in the form of software.

In addition, or alternatively, the access control system
may be implemented at least in part in the form of

hardware.

In one embodiment, the access control system is arranged
to govern user access profiles used by a security device
configured to control access to a data storage medium.
The security device may be implemented at least in part in
hardware and may be of a type located between a data
storage medium of a computing system and a CPU of the
computing system. Alternatively, the security device may
be implemented at least in part in hardware and may be of
a type incorporated into bus bridge circuitry of a

computing system.



conputing systemlIn one arrangenent, the access

control systemis incorporated into a conputing system
wans0860851 oper ati ng system and the current acRE@BaU2005/000317

profile is nodifiable after |oading of the operating

system In accordance with a secpnd aspect of the

present invention, there is provided a nethod of
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conpreeiprRrated stape of cgmmvtan@g %&r@fmvmg an operating

aut heatdcabhBY tHEEIH MIHE td&sk4d §§@§§§ed§gamrﬁ%ble after
int at | east one data storage mediunm storing data

ache%% o9 eshe s Bt P h ¥ dat a access profile
5vv|th a user permtted to access data stored in the at

t one data storage nedi u each .dat ccess
pro TETHS ‘Hb‘?end”fﬂ?o? n%‘?‘?oorh iR CVg %f © {He HYr ee
of mstsiqae,r nihdmed by mrasated a dm@cs:t arfedcamt tdiel iatg

0
or Y A7 dp ] AP (AL W AR mediun
curdfern Rty bidre sy Prefti |t&e ampthetidanritisigng the steps of:

1onodi fi catden; 0fi dde medhisent o fat 2RI TR0 | QSMEh'ﬂérmltted
paraneters defi ned b)épt he master data access profile

In LR cBFE5ASe Wlth STORFAd HspEhE &' t heaPFesdtt data storage
i nwesdiiumn; there is provided conmputer program which
when Ioadetd [.nto con;)utlsng slyosttlel causes the
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each data access profile including information
indicative of the degree of access permitted by a user to
data stored in the at least one data storage medium; and
20 each data access profile including a master data
access profile and a current data access profile; and
facilitating modification of the current data access
profile within parameters defined by the master data
access profile.
25
In accordance with a third aspect of the present
invention, there is provided computer program which when
loaded into a computing system causes the computing system
to operate in accordance with an access control system for
30 controlling access to data stored on at least one data
storage medium of a computing system, the access control
system comprising:
authentication means to authenticate users permitted
to access data stored in the at least one data storage
35 medium; and
database means arranged to store data access

profiles;



aut henti cati on nmeans to authenticate users permtted
to access data stored in the at | east one data storage

wore@s08500and dat abase neans arranged to store PBEX/au2005/000317

access profiles;each data access profile being

associated with a user permttedsto access data stored

in the at | east one data storage nedium each data

access prégéﬂffdg¥§ ughggs nf ng{iinﬁﬁggfaggg%cq 5%%? with a
degree of access permtte ata stor
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control system conprising: authentication neans to

aut henticate users permtted to access data stored in
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means aly ange stor C i.les;
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i ncludi ng i nformation
access control system for controlling access to data

stored on at least one data storage medium of a computing
system, the access control system comprising:

authentication means to authenticate users permitted
to access data stored in the at least one data storage
medium; and

database means arranged to store data access
profiles;

each data access profile being associated with a
user permitted to access data stored in the at least one
data storage medium;

each data access profile including information
indicative of the degree of access permitted by a user to
data stored in the at least one data storage medium; and

each data access profile including a master data
access profile and a current data access profile, the
current data access profile being modifiable within

parameters defined by the master data access profile.



i ndicative of the degree of access permtted by a user

to data stored in the at |east one data storage
woreasosqooand each data access profil e includi NBCEAU2005/000317

master data access profile and a current data access

profile, the current data accessyprofile being

nodi fi able within paraneters defined by the master

dat B BGFOP3BE P L 8 UL CLnDLBELYRELEN OF the Dravi ngs
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i ncl udi ng partition access control systemin
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secyrity device (SD the type ran ed to protect
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conproh 3YShedshandy e é}gngn%g%' M8Lhadtd access
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10use(shf enfracend Gy heOfadif RLLeES Rl SYSEeRbuter system

shown in Figures 1 and 2, the main Screen show ng

par93t3 PRIV BRHL WK t he data storage medi um of a

conmput er system and the data access perm ssions

avall able to a par |cuI ar .user_of th ut er

Fi S%r%uﬁelé a¥Iow |O§§r 2 mnﬁ% ec nf?%’r?% tlsgﬁuCture of
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Fi gure %%[s a panel délsp a%%% Y 'ﬁ@(ﬁ?}f in ‘order for

a "super user" to access the conputer system i ncl udi ng

ther ageess3can rol aspsteAbaheMm 4 nnkhiauresreerndi pBifed by a

|n|t|aI|se ser acce flles
graphica user S tg ace (GUI) of the access control

1
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system shown in Figures 1 and 2, the main screen showing

20 partitions provided on the data storage medium of a
computer system and the data access permissions available
to a particular user of the computer system;

Figure 4 1is a flow diagram showing an initialisation
25 process for a computer system incorporating the access

control system shown in Figures 1 and 2 and an SDV;

Figure 5 is a panel displayed by the GUI in order for a
“super user” to access the computer system including the
30 access control system shown in Figures 1 and 2 and

initialise user access profiles;

Figure 6 1is a panel displayed for the purposes of
authenticating a “super user”;

35
Figure 7 is a panel displayed to a “super user” for the

purpose of configuring a user access profile;



Figure 6 is a panel displayed for the purposes of

authenticating a "super user"; Figure 7 is a panel
wale@plossperl t 0o a "super user” for the purpose OPCT/AU2005/000317

configuring a user access profile;Figure 8 is a panel

superi nposed upon the display panel of Figure 7 for

t he purpose of defining data access perm ssions for a

specific partition during configuration of a user

profile - Figure 9 is a flow diagram show ng the

| ogf ¥ B Processesprprel osrparbyprasadenpanert ienvidlsipdgy panel of

therafigess gontd@l syigd enpukpeyee ¥Q33h9¥§iﬁiﬁ€ssﬁﬁEg access

entry box for authenticating a user to access the ' .
acc%%@“lc%?ﬂtqrb?r £9%t 8m S Gur'e 1825hbhsCR Faringi sipnfiguration
s5acoeSsa adr @rd@mble; for a user authenticated to use

the access control system Figure 12 is a flow di agram

showi ng normal system operation of a conputer system

i ncirqporeat P ngsSEBV fhdw addegsanoratraplirgy stieen pogtéead processes
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10system Description of an Enbodi nent of the Invention

Ref erring {(? tﬂe drawi ngs, there is shown _a partition )

acdesE ont { of NQYSt BmAARIWETEN T T PPF sfexampltbepficating a

t header mfacdcesnf tivey eacapy 9 eadritaro land, aaid;i gured so

as to operate in association with a security device

arranged to control and coordi nate access to a nass

datll sinsr agé meiviem ef Rarbitpirn ngcspssencotioneletable for a
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to an access control systeminplenented in the formo

software, it will be understood that other

Figure 12 is a flow diagram showing normal system
operation of a computer system incorporating SDV and
access control system process flows; and

20
Figure 13 shows a user authentication box displayed to a
typical user during authentication of the user to the SDV

prior to booting of the operating system.

25 Description of an Embodiment of the Invention

Referring to the drawings, there is shown a partition
access control system implemented in this example in the
form of a software application and configured so as to
30 operate in association with a security device arranged to
control and coordinate access to a mass data storage

medium of a computing system.

However, while the present embodiment is described in
35 relation to an access control system implemented in the
form of software, it will be understood that other

arrangements are possible. For example, the access



arrangenents are possible. For exanple, the
accesscontrol system may be inplenented at | east
w@2005/08d0by in hardware . It will al so be underBtDau2005000317
that the presence of a security device is not
essential to the invention and. of her arrangenents are
possi bl e. For exanple, the access control systemin
accordance W he present. | nventi.on, na e . :
con%gur ed g%gggﬁlt om‘_‘to e}%gt eln%leg%sr{otcelrhat iagnq\ﬁeisnt gRartially in
approptiate access control application of an operating
system The foregoing enbodi nents are directed towards
an access.  control system arranged to control access by .
a uservibl 24 ab%tewaeéSﬁ@aﬁﬂugbaanahﬁhpéﬁssmpmfaa security

susedeticdDdd Y Gof €SPESEhYEalUSetodatBeaC@senRidhi | &nd other
within predefined Earameters In the present

et HEHTC e conput BPSE1RE®m i nt 6°%hi EFMRECaccdde access

contordiraslyssgpties i ntorpevatiedcies with hehforprefeat invention

st r ter. (PO | Sl ng ntral .
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SUGPRIE RO tr adc@fsad conbyse appppifateen soflatan operating
10St A pstidn the formof a mass data storage nmedi um such

as a hard disk drive (HDD), and a security device

(SDV) of the type described in patent specification WD

03/1003242régoisgntendlddif@gmind £oor dinating dadwaALLESE access
bt I SBoct T LT BA-0B069) G630 ki SRAFS BY 2 user to a
i ntdatposedorage heedatm, acoes svithannal 1oes weenigehe ©PUnodify a

15and.dhe HOD. and gontygl %&ﬁg%&%méh%i@mnbypredefined

users. This control is effecte ing an
autRPERIRLSon process, whereby a user having
perm ssion to access data on the HDD nust be

icated prior to hootin f the PC operatin
a“%ﬂ?”@ﬂe present embodgment,gt e compute syste% into which

the access control system is incorporated is in the form
20 of a standard personal computer (PC) comprising a central
processing unit (CPU), standard peripheral devices such as
monitor, keypad, mouse and printer, a data store in the
form of a mass data storage medium such as a hard disk
drive (HDD), and a security device (SDV) of the type
25 described in ©patent specification WO 03/003242 for
controlling and coordinating data access to the mass data

storage medium.

As described in patent specification WO 03/003242, the SDV
30 1is interposed in the data access channel between the CPU
and the HDD, and controls data access to the HDD by users.
This control is effected using an authentication process,
whereby a user having permission to access data on the HDD
must be authenticated prior to booting of the PC operating
35 system, and must be provided with a specific partition
access profile that determines the data access permissions

for the user in respect of the various partitions of the



system and nust be provided with a specific partition
access profile that determ nes the data access

w@ersis®ddns for the user in respect of the vaPCDAB2005000317
partitions of thedata storage nmedi um Furthernore, the
SDV is designed to enforce the data access regine for
each particul ar user authenticated by the system to
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een properl rca processes
und%?@%ﬁ&ﬂ$ﬂbyOﬁhéﬂESebaéuplmguvﬁérautﬁntofsxdﬂﬁnl (BIOS) after

10aut et igat yon 1appldreatd ofs %@gf@%@@veahae%@@lﬁe@&lcatlon
that the BI QS program proceeds with_permtting access

t 0 RFRILRR alst orHyelHeditin SR Fthﬂﬁ@déPgtﬁé“a "custom" boot

opemctwnghpyswﬂeundw whecrsmhelﬁsqglar@/ aﬂbweﬂbkmal boot
operate t he caomput er .and access .the data stora
Erh SEcOPaLCe M h FRESTY) BOANEIAN: o biddgbsin the data
;N(ﬁt¢£§ge¥meﬂmwmlln Figure 1, a partition access
1scontrol systemin accordance with the present
enbodi ment is specifically configured to interact with
a JetuflPEyrékofce itsDvg oplyf aftien ype ugdescrhidedbeen properly

abQM@thér{tichaﬁ:élie%@i@it eXanb focd 16 ACCRRR GOl by the user
emis i eanted i n. soft partition

ACCHTR N 7R afalp%fr.est PBR 2yCaRGCaCaraRn APRILCation program
have been completed that the BIOS program proceeds with

20 permitting access to the data storage medium and loading
of the operating system under which the wuser may
subsequently operate the computer and access the data
storage medium in accordance with the relevant data
access profile.

25
As shown in Figure 1, a partition access control system in
accordance with the present embodiment is specifically
configured to interact with a security device (SDV) 12 of
the type described above. In the present example, the

30 access control system is implemented in software as a
partition access control application 10 and stored in a

location in a data storage medium 14 of a PC.

In the present embodiment, the access control application
35 10 is written as a Windows program developed in VC++ and
MFC to operate within a Windows operating system 16,

although it will be understood that other arrangements are



| ocation in a data storage nedium 14 of a PC. In the
present enbodi nent, the access control application 10
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MFC to operate within a Wndows operating system 16,
although it wll be understood fhat other arrangenents
arepossi bl e. The access control application 10

inte Wi a Wnd ice driver.18 via a

W AR | Al o CBrae: areTH Bt aeRP L hprTighq 16 Anterfaces
cormai cat esWimddws hel bt adevoragedmédeum 18 alvdeg @ Windows
| D a0 & 205, Ap$ %%%HSEB%%§%ac%heu§QM 1gn&scgﬁﬁﬂﬁﬁEgges with
inTine wih the I cable 20 so as to intercept a

conitfi €@ticonstpepdeermete W Adond 1 PDE Wi dPEdr Feble 20. As

18 amd dthestad 2 shor age HﬁdH%mébhnéﬁﬁé@w£ﬁ3§iﬁ8nh&9h the IDE
10 uses services i.ded

applicati ro by the W ndows

APICTTL 1D 1331 S BpEPat G TS rBE e WhCEH Ry ae WPndiGiaeen the
2000 rofowA NUDRS ¥R, cleordcioramini 8 abindg thid hddbe SB¥ride medium
andlihe user. However, it will be appreciated that the

access control application 10 may al so be arranged to
interface with other operating systenms such as LI NUX

A srishouncbBsFiie A OhpbNEc g 8¥h NG9, (418 8CGERSSces provided
control application 10 co?grlses | ogi cal processes In

t h®¥ ol HingewsthRht PEatbe DSshn@PgrasAtfolsySyslemvhich may
engien 2idot §€2000t bel WEYRIE® el NEo2 7 cepMiHNt8a8thfdwith the

Wi t tabase 29 which may formpart of the SDV 12
or #a@ l(fj%ﬁﬂ%atﬁie ot°%he data storage medium 14 . The
access control application 10 is invoked to operate

d erat | PG un
ol oanies Beretlon Bn A 00 BN concro

an 3B igrdi e 330 t RaySML edgilite 33 revgedol tpngintsapface with
fi\ZQ&&ﬁelbes;y&%utrme SR Sds ang-H hes dataysst or age medi um

As shown in Figure 2 of the drawings, the access control
application 10 comprises logical processes in the form of
an authenticator 25 and a control system engine 27, the
control system engine 27 communicating with a database 29
which may form part of the SDV 12 or may form part of the

data storage medium 14.

The access control application 10 is invoked to operate
normally under operation of a CPU 31 of a PC under control
of the operating system 16, and interacts with an SDV
engine 35, the SDV engine 35 controlling data access
between the CPU 31 and the data storage medium 14.

As previously described, the data storage medium 14 may
comprise a one or more HDDs, each having one or more
partitions. In the present embodiment, the
drives/partitions are C:\, D:\, E:\, F:\, G:\, H:\ and
I:\.



A s previously described, the data storage nedium 14

may conprise a one or nore HDDs, each having one or
worRes/op@ni i tions. In the present enbodi ment, tPEI/AU2005/000317

drives/partitions are C\, D\, E\, F\, G\, H\ and

I:\.The control system engi ne-2720f the access control

application 10 conprises a profile setter 37 and an

Sdidl SoMOIEN ALGSALRANGRM KO PORUI e the dALABASe contro)

29 1n prescri ese con‘ponents Wi |

des%ﬁpb@riwpmmlfé dempris¢éat er Prohéldasabase 39 iamd an editor

designgdita |00 calh¥ngkar & d WBop%RgeOft At 85 G838 29 in a
profile for each user permtted access to the

st FEGFE TERFUNTRRNEE - tﬁéneﬁ@ er%p%%tacefééé pha%f id?é§rlbed in
5i nahaucke detwmist eratet A access profile M to Mh for

users 1 to n, and a current data access profile C to

Cn. Each data access profile defines the data access
perfissfdanabatea 2Paris cdéaiguser tborlctcjﬁasaellgar ttdbrenswo types
tha&ftggté's% 'e%spﬁ;fgéltleéj EQra‘ég%ﬁS é:eozr Jigedagccess to

illustrated user rofl esc een
shdvite wHertai nS*éOE%@‘? Aesdeimat o4 \Mfi htheuskE. pTfi | @ata access
ogaspla&ﬁ%s?sst%c%wd@aatma%@@)@ égtaggbe\@ggdp%fyi% Ml to Mn for
rives : H: 1: W t
rel AR babPi ProANSi fe GGG At foreescRrofile Cl to Cn.
parH.aictH ondaEHrt hetscelesd ai b&o&&lbhdl@@fiﬂﬁ@s whetlkzer 8k€a access
boot abl art| Lon access
r‘é lsssloennsab Eed o d| s& F 3%5 % né cur Op&npartitions that
pertrhess;?xﬂts iap i samigh ted tthe aparetsscul ar part ition or
1sdrive are aI so shown. As indicated in the "current
perm ssions” _colum, several data access perm ssions
ar @Oaﬁla??‘élﬁpéef oraseaéhl‘ﬁ%ﬁﬁi'f?%n innaedyre r dad dnhger profile
"wddmean! ¥ Ee%mbMﬁt e BéHh " ﬁou@%QF%&soéEH%ed wi%h a user
aut henglle q:oacglegspg%gtig:gonspplllé Clal}lclllogated by the
drives C:\, E:\, F:\, G:\, H:\ and 1l:\, with the relevant

20 partition size 44 indicated for each partition. Further

or
has acces

details 46 indicating whether the partition is bootable,
whether partition access control is enabled or disabled,
and the current permissions applying to the particular
partition or drive are also shown. As indicated in the
25 Mcurrent permissions"” column, several data access
permissions are available for each partition, namely “read

only”, “write only” “read/write” and “no access”.

The authenticator 25 of the access control application 10
30 functions separately to the authentication program of the
SDV 12 and is provided to authenticate users permitted to
use the access control application 10. As will be
described in more detail later, the SDV 12 is configured
so that an administrator or “super user” of the SDV 12 is
35 permitted to configure data access profiles of users
permitted to access the data storage medium 14 of the PC.



functions separately to the authentication program of
the SDV 12 and is provided to authenticate users

w@ersisdoesl t o use the access control applicatiper/A02008900317

Wi Il be described in nore detail later, the SDV 12 is
configured so that an adm ni stragor or "super user" of
the SDV 12 is permtted to configure data access

profile e roitt 0. AaC .dat a.st orage

et i e SRR R A8k O EPRThae O BT HRY® coneror
CorjXAtcam ofnginh the eoht AOILeIpStem whgh nehe7 datthbase 29 via
| ntefACE By Wehly jthe gat aBage 8 tvi &i ther SRYeRII & B5access or
to permt either super usér access or normal user ,
accB¥d HRABTa@EES TohPr dinSappfreasi Getarad t application 10
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of t user and t r el evant ster_data access .

pr o?r?iete}?e ERCH Ht % <5 IO 1 T ecgatva HiGFFherofile.
dat abase 29 includes the following information: > a

us d r . 1eac itt.ed use >
paﬁ%%}?gﬁgﬁgf éf)%gé%t %Ifs%%(ral.rl% egﬁggléﬁ]mv{lo V\J/hwfc%hteheéggabase 29
usermgligns mhe P ldardsy matieer i ssi ons state

for each partition to which the user is permtted

access. The various perm ssjons states serve to define
different dedr &6&Tofaat 204 PESSWOF S HEOTdsPs s PGra¢ tted user,

wi thin each partition, including | ow or no perm ssion,

perm ssion_to ad data froma_partiti perm ssi on )

to wite dat at{% t ae]?tp%rjt?qsl oRtf oéh?otaga\r]capergﬁoggfgsn peiium  to
read or w iwhg cthattinef nemror st getring tyact iatdicers.s, | mnche

present enbodi ment, the range of possible perm ssions

is as follows: No access - no perm ssion to read or '
wite data” RE&d PRI SSiegsSpStiitssifer ©gchr ipeetigtion to which
perm ssionthe LeaE is permitted access.

The various permissions states serve to define different
degrees of data access to the data stored within each
partition, including low or no permission, permission to
read data from a partition, permission to write data to
the partition, or total permission to read or write data
from or to the partition.

In the present embodiment, the range of ©possible

permissions is as follows:

No access - no permission to read or write data.

Read Only - no permission to write but permission
to read.

Read/Write - total permission to read and write
data.



Read/ Wite - total permssion to read and wite

data. The profile setter 37 is particularly designed to
w@bdosms®ei ti ng of a naster data access profil ePeradU2005/000317

current data access profile. The nmaster data access

profile effectively sets the scgge_wi thin which a user

may change or alter the user' s current data access

profile ysing the access-co pRlhcation 10. Th
edioﬂl)% §g%r¥gq ®he° T hvo e§7by{]§e| gﬁer% %%36 ¥ u%ee?l%r}ef to allow
normttm@r06fatmesaecegst@oﬁppélsSameifaéH @mdl® igurrent data

or dgrcd 95 ?féflf@ n?ﬁéeﬁagﬁé§ @%Q%S%d@égg(§%6¥1tém%ffectlvely

current a access Ero Il a user res lve
Thu%et$ft%¢sﬁ§@Peu§é hig WEéﬁP|P|é§e6y“PWeChange Gr alter the

SaUtﬂﬁ@f4§at@ur25ntth@a@Qnté@be%ﬁStﬁﬁbQﬁgbneu%ld@|‘%Mé access
the su user togf the editor 39 in a manner so

as T ‘E%Jes%p%lrﬁuc “master data access profiles

of any permtted user of the PC stored within the

datﬁpgsgd%%brl f%é hSa%Ut&eng.hsgkg& %3/ aéjl{lﬁo%l é;a/tS?eszrﬁr user or

user as a nornma tted user con
engioEndly peeni p§ tthe ediaesys 3noroe epetatetdiby flAein order

ouseiolad@tn@w@eﬁa§9eﬁsdgeaagbe@@5hgr%%r&%nbrd%%% current data
access profile of the authenticated user to be

Mo FFEH WPEREALENS Tpaf adtedr sLARPFReHVRYY t hdhiwgst ekf a super
datws@ccess jdafid e g eviyousiey datﬁéﬁtmeétf)@r 2tEh,e the control

user It Wi t her ef or e understood that th
par2herd se&’é]'flnr‘?ed% ejr'lf;o"ﬁstalst%g‘re datBEhedbsy pF8f j pRerate the
onlsdiperm 39 nbdi &i matnln@nr gfo tdmwe tat acaesesanpewmrysmm master

15f0rdé?te£’a”dc1és%” F?oklﬁ?e§:a”8forar?ylg>vé§:rn} dcet%r ﬁda% the PC

access. |mportan Y, fhe paraneter i ne
rras?t"e?r%t ¥ikbddss %@ofqalt@k@@%o?%er?ﬁt téileus@\dthmtlcator 25

Modh d yhdritei citds acLesseRer BisSShoMbphad PREEMLM A user, the
partiti o(glto a hi gher def%releof data access than
ed

SpETTHTE f&rysttﬁé‘ pEPALE sé?e?rﬁl‘ishetr?ﬁstéfjltor 39 to be

operated by the user in a manner so as to allow the
20 current data access profile of the authenticated user to
be modified within the parameters defined by the master

data access profile previously determined for the user.

It will therefore be understood that the parameters
25 defined by the master data access profile only permit
modification of the data access permission for a partition
to the same or a lower degree of data access. Importantly,
the parameters defined by the master data access profile
do not permit a user to modify the data access permission
300 for a particular partition to a higher degree of data
access than specified for the permitted user in the master

data access profile.

By way of example, if the master data access profile
35 associated with a user specifies that the user has "read
only" access for partition or drive E:\, then the user is

only able to modify the current data access permission for



data access profile. By way of exanple, if the master
data access profile associated with a user specifies

wo bas/osdoes user has "read only" access for partP¢T/an205/000317
drive E:\, then the user is only able to nodify the
current data access perm ssion fgrdrive E\ to "no
access". is not possible to change the data access

It
permssian for dsive_ E; © "read/wite” access. .|t
f ol o%/\siét a "lg? tgﬁ% an%% Sé% dagg gg\é\,felgts% roofsilﬁ:le to' change the
assttiat etbafiash pamerssipaci fias tdritve h& susertchas regel/write”
accRsSesd o0 drive or partition E:\, the user would be

deni ed from maki ng any change to the current data

access perm ssions for drive or partition E\. Thus

st herpr 0fd>1?9x$§“€1‘1337 ol ydu@ﬁr mr}l]éstgeD%Ufﬂéﬁh U%gbfegétaprofile
access rofile t € passe to t . ngl ne or “

R b ot SBR T Aot isht STAE PR @gr has “no
parameises’Ss dafo t Heimaster datetiacicess Epr\of i kheof usde would be

US‘%{eni'er OEPSIB hgkgggaia?uegtggéﬁq% !ﬂgdq:rhf# ?&%P%nfgcriggy access

the access contr ol pl n 10 i's configure
pr aeassl 9 igp el mirrec tdoPagttit ipruder\ via a
109raphi cal user interface (GQJ) provided as part of the

W ndows API, operation of the access control
appittat FOR 1Pt hkfv BELH8SCri ey rREER bR o current user
Fi glates dcdosd3prdhelsotbwaee dalsewperd ofmedsby thgine 35 for

SDV. 12 duri an initialisat] phase_jis, shown in .

Fi gsuur R st il? tﬁéeSD%Bﬁarg\%ar%haﬁ b%/Onforms with the

compracniaiteisd o Hhienanasittdr tdedd RDE sl @2(fiblet weerthe user.
1s5the CPU 31 and the data storage nedium 14 is

represented at 41. The HDD s of the data storage

meditumer4edr etPhePPtdt atd edpolitel t Hedpegtirpddngunder how the

of fddddieBatabl4dpghiecdds ave idsthlradutederféheprocess
‘“”?fé% g%dthfnggggg%ig %%ESFHEOfu§£¥E via a graphical user
interface (GUI) provided as part of the Windows API,

20 operation of the access control application will now be

described in relation to Figures 4 to 13.

The software flow performed by the SDV 12 during an
initialisation phase is shown in Figure 4.
25
Installing the SDV hardware 12 by connecting it in 1line
with the IDE cable 20 between the CPU 31 and the data
storage medium 14 is represented at 41. The HDD's of the
data storage medium 14 are then formatted with the
30 required number of partitions at 43, +the HDD's are
installed under the control of the operating system of the
PC at 45. A CD ROM containing set up software for the SDV
12 is inserted into the CD ROM drive of the PC at 47 and
the set up program is loaded under the control of the

35 operating system 16.



PC at 45. A CD ROM containing set up software for the
SDV 12 is inserted into the CD ROM drive of the PC at

WGTOO&AO&EODMe set up programis | oaded under thePCDAU2ME/000317
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of the operating system 16.1f the SDV 12 has not yet

been initialised, the software f4ow at 49 i nvokes a

process at 51 for setting up a super user for the SDV

12.7¢T u er Lp sekpu [

pacduorss ToU 471 o R cyt G BRen RN G Pie sorvware
as§é@%hﬁ%@‘ﬁ%slevoﬂeﬁaaa§é@§§59réﬁ|ﬁﬁs fQ%n%e@ﬁbm%s@p a super

| Nviglees & CdhAatsHa 1tzo Gfrﬁ‘@tﬁlgé’els%@ér U§§ra91ép£éyset up user
panel 55 as, shown in ure i}of t he draw ngs.

di SprEypa FF!?%{’I’CP’&%% Ckupet BEEP1fL&RE tUogedfé é?%a‘%l%e%l PC and

andhelmasa&mfdiatt@doenassaielrf cxtawhea@weg pserildbe Tglls process
di spl ay panel al s ows_t he super, user to e
accgég% &nﬁwﬁgfo k m?%eff%s T s@of e PE dispfay panel

desior etls amthoset an éu@w&$ cbnkﬁbltpassﬂmﬂwhﬁgn.ttuﬁhe display
Su QBeﬁse55m”HH_%gﬁférQQ&an 9£e£h§1%%ﬁe§8 %ﬁptE?Eated and a

assword and an identity string to authenticate
supelssueénd VitfenP¢ ngeki rtrréﬁ%ceeeerc@ﬁterrol The display panel

applsi G0 152w A tHd Nuider MdONES7chSo B SQcRESYI €88t ro1 for
at the bottom of the screen to a Iom1thegsu [ user to
a@&%u

exPETIRE THocesr $it 959, tsicECa KupdPsdis BEthag access
beennmme&t@%sdﬁﬁtdﬂﬁbiZth@(Enpéﬂeﬁedrt@ﬂth confirmation of

i ni_ti_al nd_ pr.ogresses uger, acecoun
co#ll gu%lg??%% st (9 tolgOle gyraesstr‘f t%‘e éﬁper (et ¥t bt StFing to
i ndinghgogh caser abeouﬁUQetorushe uwbes pénmpbktied the access

ac%%%%rbq tQSpEQbQEQoBO ablow forstb@idy putton 57 is also
aut henti cati on. , the software flow may

pr BESFE e §Ubth93§PPR%ﬁ|%@r5PEOWQﬁeQ%eFOa@éé@Wt§h€ super

copgeRcitdgeatitstep ploeckkbenti suedi ately after the

setup of the super user via the exit process 59, or

via the decision box 49 if the SDV 12 has previously
beéncieniat isalpesedisdheapecogesshesnbertesreated, the SDV 12 is

considered to be initialised and progresses to a user
account configuration state, wherein the super user can
set up individual user accounts for the users permitted

access to the PC and to allow for their authentication.

As shown, the software flow may proceed to super user
configuration of wuser accounts commencing at step 61
either immediately after the setup of the super user via
the exit process 59, or via the decision box 49 if the SDV
12 has previously been initialised. The process commences
at 61 by displaying a user authentication panel 63, as
shown at Figure 6 of the drawings, and prompting the super
user to enter their user name and pass phrase for correct
authentication at 65. An authenticate button 67 1is
provided on the display panel 63 to effect authentication
at 69. If a super user is not authenticated at this stage,

the program flow exits at 71 and the setup program for the



at 61 by displaying a user authentication panel 63, as

shown at Figure 6 of the drawi ngs, and pronpting the
wGeapsnsaser to enter their user nane and pass PEIT/aE005/000317

for correct authentication at 65. An authenticate

button 67 is provided on the display panel 63 to

effect authentication at 69. |If a super user is not

aut t ihcat t.his,sta r | ow_ex at

T Re BB grR Forttneady W netse pECpeSs Mrepeate

r esltfai?-ﬂedsm tiee processIpTpaed Jtﬁwtautfseuctm%tmd as

a super user is authenticated. On valid authentication

at 69, the software invokes a process at 73 that .

al |¥s V2 ldGherutibeptisatient eagacﬁw‘%i ndih@ dgaftyase invokes a
5acc;mt5&es§sartgnwg tihadi VhduaksUSer sppes p@g@ﬁestoangreate each

accesqflerl to configure the master data acces

st

pr of 1 tlll1 Sndf GF AURF - usEi SIS 6P61&é(§§iu€§esu er pass
di mmlaqsepsanelndwaaseshomghtd:l gor ecdhfiogwonf itder emaster data

each. dgg@s -'wéefoprﬁéé:%ls lvildual N Aigpl ay panel

75 |nc ata entry or a user nhane,
password, password confirmation, access control

10PaSHWS Oy r SEEES SuSOBL 50|d1@>%§%\§0&53arféqnf75 B i OA-RAA &N Figure 7
|dent|t string. The d sg i 75 al so |ncludes
t wo- artantiig Fan&2Eh o 1AL tl dyart i BPBR pRRefiye at 77. The
i sdm;glamepuaéuoum paniilidess dotaaichedyonfidedsDRoaf a user

t he dat astora msdlum14adascond artitiaon
panet aés%aorJfltl ohs ?Hafgha\(fgn éérﬁlaggfjgét e@ 5y She control
supearssymd,foracams dontarplar theasdwrrdisaronfAscrstiovem and  an

15/ N RAOGW &/, sw?nga”'ﬂﬁé OBlgﬁgE%ﬁg%r{%im'?X PALS$nPRdes two

is provided for each formatte ected partition.
A "Bt IR t BANB3S an@ af 1¥¥t uPATEST AN R?éml' bt Léating the

85 B8 QU HVigledt iatidrie bridneraedd t he ditgld aenels 7Rhe  data
to save the canfl guigtl on and return to nornal progr§m
pahe 81 the

f|(ﬂ§Q%§$%CFF éP? and second partition

partitions that have been selected by the super user for

20 access by a particular user.

As shown 1in Figure 7, the partition name and memory
address map 1s provided for each formatted and selected
partition. A "save" button 83 and a "return to main menu"
25 button 85 are provided at the bottom of the display panel
75 to save the configuration and return to normal program

flow respectively.

In order to select partition access, permissions and
30 access control accessibility for individual  users, a
process 87 1is invoked which causes the GUI to show a
display panel 89 superimposed on the wuser profile

configuration panel 77 as shown in Figure 8.

35 The display panel 89 allows the start sector address, the
partition size, access mode and setting of the access

control mode for the particular partition access of the



In order to select partition access, perm ssions and
access control accessibility for individual users, a
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di spl ay panel 89 superinposed on the user profile
configuration panel 77 as shownign-Figure 8. The
di spl ay panel 89 allows the start sector address, the

par&é'é' OEoSib%e'i 'SJ.SiéH)..deA n‘_jma‘itctait%.gi Ofd]_I é&glﬁsﬁlenus are
control node for the particular pa&tltlén access o
t he¥s@¥ided pkor déacresednods” i alcApegeser Gendawd mode" entry

MeNtiSe BA€ PHOViLhethf Orselac@sissn ie” f@inekd aGkaSgission  access
contrééﬁnnde" entry fields to $Ilow/select|on of fixed

perfi &S ontacedsdfo LY  £Sa é%HlBﬁlﬁPdréﬁﬂ/ﬁf??%sf for the
ancounpeeessf foettheg puwheosescebssaiiddeg el ategssSling" or

node, . “enablipg” or "disabling' flags for the
accégéﬁghﬁ?%l nnggagaspegffvelfﬁ%ﬁw"% “CBBt t 07°§5TOL mode
andrespedniced 'y but Ron "9k "aba ooy itedarad & h&cbotedth button 95
t he, di splayipanel ;91 4@ a forg€oppkety t
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pardtkdontons eerrbakhonsef phef PREtésAPNgdieatiids Isgdection of

beeth& airet iefht & GheekidSorade as to whet her the
super user has configured all users at 97 and, if not,

the user profile configuration step 73 is carried out
f orAfarext heachiseser| fprprfdflid ecaohfdggtatatoronhes dkken completed,

usey s hasepeen, copplet edy tbg I RELEALLSALLAN RIQESINIG e, pas
stops, as indicated at Step 99. previ ously
destnibierirgch ahk peesentatexthphedi hé fadudss tlat nskr profile

apRid eatd bt PRSI &Y €53 aSs By APPLHCALEORUNABLtHRS user. If
operating system 16 ‘and interfaces with the Wndows

APIPEY LGt e & 3 491 a0 hiset L an@eF Re8pVbERgi mempdeted, the
Thei rsiof 1 aair e tf 1 AW gfo ddtia 1RE GaSH £,0MH S GlndiRP dtd oty 99.
is shown in Figure 9. The access control application
10 is invoked by a user at
As previously described, in the present example the access

control application 10 operates as an application under
the operating system 16 and interfaces with the Windows
API to communicate with a user and the SDV engine 35. The
software flow of the access control application 10 is

shown in Figure 9.

The access control application 10 is invoked by a user at
101 and a password entry display panel 105 as shown in
Figure 10 is displayed. The display panel 105 is used to
enter the relevant access control password for user

authentication.

The display panel 105 includes a "login" button 107 and an
"exit" button 109 to continue or exit the access control
authentication process. If continued by pressing the
"login" button 107, the access control application 10
communicates with the SDV 12 for authentication at 111,

whereupon verification of the authentication occurs at



101 and a password entry display panel 105 as shown in
Figure 10 is displayed. The display panel 105 is used
wo e0osn8@ns t he rel evant access control passwor dPEDAUBEN00317
aut henti cati on. The di splay panel 105 includes a
"l ogin" button 107 and an "exit"obutton 109 to
continue or exit the access control authentication
progess. thf nt y e t.he ogi n'. but
107, ?helgccggél%%gﬁ P ng%lﬁﬁg?g%§ﬁ' 1Jceorfnun i2at'ds g is asked
wi thot REtSDY the fml@mm@nﬁpeaﬁsmoattrpm pamceupoat 103. If
verthécakeen of Lhenantlentigatkfl QoGiuss At éé?zaihﬁes and the

t he user |s not authentlcated the user is as
ent @YD ERRL r SYSFEM @REERR Cont FBFTba¥SRoridiaat PaOsitipn access

5t heconserol simeb hent i 6at £om ttiee prwcess gONtiHnuUes and

the control systemengine 27 retrieves the partition

access control information fromthe SDV 11 at 115. The

parThei orpactiegsiorcontacalesisnf ocoatirod f oinfhemation  for  the

aut I e n pl ayed t he u in
t he ﬁ%%éékgibhse%lf'astg gwﬁﬁﬁ(%éf%ﬁegil%ﬁ*% user in the
tabf%rmqucérﬁégﬁéhd%l?oaﬁhéhpabléfdé%UQWm%dll The table 117

lopraﬁéﬂﬂééﬁo@&sFtQUEﬁe3t%%ﬂé“ﬁéHéW!H§§ ?ng98h¥l§h9§eFlgure 3
o which the user hasf1 een al |l ocated access

partiti
by ?% peérﬁgé?g%ré”ﬂ%sﬁP5¥ Offfe BEF1FEOPFovidietnich the
wi tinséhe topt | beeno abllotytele pecasssions tspeckhped iWser are

t he t extent .permtt.e ofile. .

set?{égié?éfha ﬁ?ng?ﬁeléeé?éE”o (géY%qécgégsoggﬁOBeto modify

r eduted rRErwisssisary edpamddri eche i'hcuthent tpetai ssoonsle extent
15C0! pun i e &8 G0y dange, %Ebléhge%ékewa%ﬁ%ﬁé RIsOf | 'th% degree of

Thi's is effected by c I ckin e particular ‘entr
of 13 " CRFFRPE p%@ﬁ]s§?on§eduﬁﬁére960n%ﬁﬁﬁﬁﬁiﬁﬁﬁMwunder the

ﬁEWmeﬁr@ﬁtﬁSp@erﬂsﬁi@r\{é'dl6Qlu1h1@ aMabkablk8apeEMS$hORhe master
th?%cf%are sel e ‘iﬁfgﬁl e f the art %%dw/ﬁg%r& on  the
particular entry of the "current permissions", whereupon a

20 drop down menu 1is presented providing the available
permissions that are selectable for the particular drive

are within the bounds of control determined by the master
data access profile previously set for the user by the

sSuper user.

25
An M"apply" button 121 and a "close" button 123 are
provided at the base of the display panel 117 so that
software flow may be progressed at 125. Moreover, if a
user has not modified any partition access control and the
30 "close” button 123 is asserted, then the access control

application 10 is exited directly at 127. 1If the user has
modified the current permissions and applied them by
asserting the "apply" button 121, then the profile setter
37 sends new partition access control information to the
35 SDV 12 at 129 so that the relevant current data access
profile stored in the database 29 is modified as

appropriate.



data access profile previously set for the user by the
super user. An "apply" button 121 and a "close" button

wd.2®sa8@0pr ovi ded at the base of the display peeeAULDF000317
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so that software flow may be progressed at 125.

Moreover, if a user has not nodphi ed any partition

access control and the "close" button 123 is asserted,

then the access control application 10 is exited

directly at 127. |If the user has nodified the current
perthesiohsgaatiappbifedhehaminalassef twage t Adowapffl fhe access

b , il .
utt o A2l aﬁgffcébf?ﬁfFi#n?oﬁ§558£1850§?ﬁg3§§?mﬁiz%DV system

partition access contro orfmati on

12PRYFARERNt hel? el harR cakr eAtJHAEa ddcess pridis | steps are
st ofredli ddt ddney died abase P9 d seritdirfiin@sd: 255 |

appropriate. The integration of the normal software
fl ow of the access control application, in conjunction
wi thuniorgralncSiM Isy spemacpenat 6N, the sSpwn 1at Ehgurehe access

12. L t re.indi e Lth-like reference
nuﬁ§%§5§?§c§E§%§C§8?%§|%g%e?% |0%Cofl§h88§§ﬁﬁ 2 Uph Pt 131 and
t hethe ceompaidietr oBIGBpl iretkeh whiathesRBGsegupomdyedloads the

up @taddl@nd,dder coputersiyt @ dinvaked-ahich 33,

subsequently | oads the start - up code fromthe SDV
boot device at 133. The user is pronpted at 135 to

ent'lﬁ{etdi@ef ei§V%B&mﬂlﬂﬂ€@ éﬂdllBagﬁanh@ﬁQ ‘tiha% triéle_euz%glrt name and
aut hentication disp panel 137 ich is di ayed to

Ch&TReroByeThe "eil tAE AIPT GUpIEASTrt tHe disPiay banel 137
"authnierit | dat edibpléped 14D ptbei deskeat bivhetbhet t@ ot 139. On

th [ spd el wa [ cat,on .
15,8301y, DAL S USR] SO0, OERER e
pertftt@d @derthd dhepésbpirasielsydBém tife t ABVugarthentication

Notp @bt i satigdoredldd LheReRPiBLEEMhctALM &hd Suser is a

i ncrenented. (or degge nted) and the permtted
permitted 'user of the computer system.

If the user is not authenticated at 143, then an attempt
counter is incremented (or decremented) and the permitted
number of authentication attempts checked at 145. If the
number of permitted authentication attempts are exceeded,
the software process is exited at 147 and the computer
system shutdown. If the number of permitted attempts to
authenticate the user has not yet been reached, then the
software flow returns to prompting the user to enter the
relevant name and pass phase at 135 to provide the user

with another authentication attempt.

On authentication of the user at 143, the SDV 12 decrypts
the valid user partition access information, which in the
present embodiment is stored in the database 29 in a
hidden area of memory at 149, to control subsequent data
access to the data store in accordance with the current

user profile configured for the permitted user.



nunber of authentication attenpts checked at 145. If

the nunber of permtted authentication attenpts are
wexmsmsieoy the software process is exited at 1BF1r/anehos/000317
the conputer system shutdown. If the nunber of

permtted attenpts to authenticatge-the user has not

yet been reached, then the software flow returns to

pr [ ser.to ter el evant nanme apd_pass
o STBL BOpbIp LS d B e e 2L VSN AR 804:088%ac 152,
aut Ve e wRen orrhat t 8APL . 1n chechenta bht isoWpsefqueng udeta access

at JddGemptie SDY 12ndecrypts tdheMald d Hsgr parfhtion 153  4h
access information, which in the present enpodinent is
st REEPTFRRFR HdithbakBe2Tysrenthi dakn aAeecd? mamdrile of the

sat ddfhittecontépl sybsequent daiasacsessnt® LPe198tas not in
store in,accordance ﬂlth the c rrgn%1 user rofllef,l £ th
cont TRFLH For wtllifi“ pelfi t18d Uker S Fh8 conputer profile of the

operse¢r Ng et ermhkS idetkhenrshafeed ptodbis, whigeengoreither a
then %TlZIPhe&¥§tQL|igyg§8§§88ta?a§%7ac%§%%ogkt%Hgi%ccess to
g Ium at I5

to the data stpra e ne i h accordance .
wi tthe h8DBurkeimny detieatedss rof PPE of2 t hhepermattumes to its

10Usedatd feredlaipy agcess Attespt at 155 is not in
accordance with the current data access profile of the

user, then the data transfer process, being either a
"reﬂﬂ"dama"MEttéésiSib|Qﬁkedoﬂfoiﬁftymhhhﬂuttﬁﬁy current data
access 1o the kK being, _egffected. The V 12.then :
ret%cr%es,sﬁoaﬁosﬂga%t 2 ¢heERPng" 3%t & fat 1%@3. %Peaatg\he data is
accesschied i to canterhainy wetherhéheurcertssdatomtawdespplication

15p”¥§|5%fﬁgtfﬁ¥é@@ﬁ ?% %§§: E?eHOEheg?@%aakﬁegge%%the HDD of

to ascertai n wet her 1€ access confr p lcation I's
beitHtf i fRbkedtare139. isf qrortindedh afcckes t @nghéhppDpower down

of déﬁﬁfﬁﬁ@hségéfkéé bﬁ qﬁnLin?E?ggb %%ﬁ?ﬁan@o&ﬁecgndition is
ower down copdi tion checked a . e power, down
o9 hF Y cahsdirvedtat  TRSTVERE Sortat® RGeS at 165 and

exithesl pdwdib5d@undl process is effected by the computer system.
20 If the power down condition is not asserted, then the
software flow returns the SDV 12 to its data checking at
153.

If at 159 the SDV 12 determines that the access control
25 application 10 is invoked, then the access control
software flow process as described with respect to Figure

9 is progressed.

If the wuser has valid access to the access control
30 application 10, the access control application 10 reads
the partition access control information stored in the
database 29 at 115, and displays the current data access

profile of the user at 119.

35 If the user modifies the relevant access rights at 125
using the editor 39 then the access control application 10

updates the current data access rights stored in the



the power down process is effected by the conputer

system |If the power down condition is not asserted,

wo bas/ogdoes sof tware flow returns the SDV 12 to PCHAUA0&000317
checking at 153. If at 159 the SDV 12 determ nes that

the access control application 3@ i_s invoked, then the
access control software flow process as described with

res to Figur i s ogr.esse If t user ,has

val ?%gé}%%%%sb?oofhghgcéggs%c%r%%r gpeaﬁ)ﬁlql}g&tei oﬁwetkl]t@,r the 3t 122,
accasd poateebsappl iccdtt drhelOareasls thetpalt iapipdnication 10 at
acc c@n [We tis M) b e
26558 "Mtk ROL 0 SLOLES Laghts AIoRRE, fRairica o
of t&er uddremt t%fg.aFFeFﬁe YREF L b didrds aate arel ewalss at 127

sacc@spedtt BPL S odt dRBt UshnadHheagdetor Shihen btBBlication 10,
access control %Ppl [ ca# on 10, updates the current data

accElS PPYREs MG P tHUYal Bb3g8 189 Fredhnst spv 163 and, if
usi agséheePy ofihe seidrand7 fatowl29s apdipedceads 165. If not

exi ce control _application 1 .
Al téesr%]% ?%%1 y?ﬁ?fgggé‘ggggr ?%h%skgggrﬁgt %Erﬁ?di% |Ve<9r2atto its data
125¢hedleing hetateess tohtrol application exits at 127
1odirectly. On exiting the access control application

10, _the power down condition is again checked at 163 _
andIni pnagdérradtivie GFRAFHAATI 07 sSBY €éd icorpprated into

I f figd gégﬁdjhﬁd,f _fahe;@fwmgaef%gm:ﬁﬁtuws i3 18EM,12ither in
to jts data checking state at n.an alter ve

Lot earEh SRESENESof! RhE, RbrhREhorneaCrne tholil, e of the
a boemputege sgistemi ton,s pitogrdetivelyherin nthdebsddhgke circuit
bri h t.her d he,.CPU sjde.qf the .
19 oo ufded (B HHET 9088 TEB b TR, SHic el e of using a
ci reefiapr dl déd teshmeatdat(§@ASRdr esspadardn foe cemenunicating

of WStMY Eheserdla Aktaldachaent 46 SAFMAbegt apdarghd Orapplicant's
Conyypéfggé{g%al patent specification accompanying
International Application PCT/AU2004/000210.

20

It will be appreciated that the control system described
in either of the above embodiments allows an authenticated
user to change the read and/or write access control
partitions for which the user has authorisation during
25 normal system operation under the operating system,
without the need to change the user profile during a
pre-boot process. Thus, the access control application 10
is installed as standard application software on the hard
disk of a computer system and runs under the control of an

30 operating system.

In this manner, only one master data access profile is
required for each user, with each master data access
profile defining the data access permissions for each
35 partition accessible to the user and enabling access to
the partitions within the confines of the master data

access profile. This means that it is possible to obtain



with the data store, as described in the applicant's

i nternational patent specification acconpanyi ng

wo edosos@vi onal Appl i cati on PCT/ AU2004/ 000210 . Pd1/AwRdos/000317
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be appreciated that the control system described in
ei ther of the above enbodi nentsoal Lows an
aut henti cated user to change the read and/or wite

access control partitions for ich the user ha

aut ioTR £t ¥ oﬁoﬁgF?LgOHSFnéjla s?ygcecrﬁsospe&éﬁ oﬁsuﬁz‘éPWFﬁle for the
opevat iyl ayst ehy wipehoutttielde neseks, 0 chbngett heldsering each
pfgééhﬁi%ﬁi Ng & cRr e- pQot aﬁrt:%‘iesstlagfys’ e agfg§§le within
control application 10 is installed as standar
appPiee T dred oPaRaretenst HOMREINEH| BX dhea madipri edata access
sysgesang, runs under the control of an operating

system In this manner, only one master data access

profile is required for each user, with each nmaster

datm fecessr padtekratefé nengotibredat afactessnvention may take

per ssi.ons f each rtiti cessible to the, user
andtrpleer]aggfrﬁlg o%::caé%sa ggts%e Cﬁ)alrr{trﬁot%“l o%%p%??ﬁho?hghlcg performs
corfihescofss heombsobr fdnchiansess pedhilien Thi @ mEdes storage
trmﬁe&fuﬁ? @Ps§h9&ﬁ BPe?QE@En@ﬁ”%b%ﬁ%n%%ﬁBEOMi Y€lan operating
data access that Is allowed for the partitions b . _

perfV ity d86te2dw sinal T HF eth PéEhi ta edegysity device
to ahder akheine @wv prekelkeovtit Rbbver.escRibedthis arrangement,

B AL L ey B TRRLEC 981 A RCRSE PUALL LSircicion

t akelIhe Hor mx@frcadseacceys tbet ropeappingatspstavhi ohiithin the
I I ' ' ti .

per%&g{%}ﬂ o%cgﬁ'?es E\QEE\% C%AH‘%h??%n'tn d& At laggﬁggn%roflles

dat age medium or operates i n conjunc
Wt bt vy SR s hstaddr of dpPlciord kit i on
Wth a security device such as the SDV descri bed

above. Wth this arrangenent, perm ssion or denial of
accesstibl dfigédean I HOPRYt | ohs the invention may take the

form of a hardware implemented access control system which
is connectable to a computing system and which includes
appropriate software to cause the access control system to
operate in conjunction with an operating system, an SDV
type security device, or any other appropriate access

control arrangement.

Some of the advantages provided by the present invention
in allowing partition access control to a permitted user
within limits as determined by the system administrator or

super user are as follows:

» The system administrator has complete control
over the users and partitions which may be

controlled by the access control application.

» Each user requires only one profile for

authentication at start-up.



will be exercised by the operating systemw thin the
confines of the nmaster and current data access

w@emsiog@ss control | ed by the access control appPCTAUROE000317
A still further enbodi nent of the invention may take
the formof a hardware inpl enenpad-access control
system which is connectable to a conputing system and

whi ch i ncl “de% aﬁ&{ OHﬁ%ﬁéf S@! IMALE, A LAUISESLNC st remember
access control systemto operate in conjunction With

an operating systeammignirg®edype security device, or

any other appropriate access control arrangenent. Sone

of the advant gges provi ded (k;% the present invention in
al | owi ng parttidh edssteotrbrCt o9atpePhi thed dader store, a

swithin limts asugiet er mayed hAytelte sysh@m or write  access
adm ni strator or_super .user are gﬁ foll US> The . thin thei
syst em adm ni st FEGH FHL ot ot 6783kt PEIF “oveP fh&tthin thelr
users and parti tpemsi ed bamdde it aumrtotd lechtbyarithecime during
access control agppl 'aclatg};gwten{zaog%fés&ror{.equi res only

one profile for authentication at start -up.The nunber
of passwords a user nust renenber are mnimsed. In

100rder to protpcty dakaromayhed 481 St AkResd USEr aMBY partitions
alter read or wite access perm ssions for those

partitions w thidhtYHEins th%d Vo FL O M TRY at in a
any tinme during gegumd stysteemwipgiatt aurindy U3er goyer off. A
di sabl e access tq. . rtitions.allow ng fhemto .

| eave the con‘puttcehrla‘llcln g)%slfegurgm%fcat l<§fm\7'\/i thott ReFhtHged users
the power of f. Aagdwardatpy beistabdeowtbhegdpier mactceds to the

1susers password tg bg al ¢4, igaidpaccess to the

» The access control application can Dbe
distributed on CD or downloaded from a website
provided on the Internet.

20

» The access control application can be stored

in an encrypted "read only" partition on the

HDD to help maintain system integrity.

25 Where methods and systems of the present invention may be
implemented by software applications, or partly
implemented by software, then they may take the form of
program code stored or available from computer readable
media, such as CD-ROMS or any other machine readable

30 media, the program code comprising instructions which,
when loaded into a machine such as a computer, the machine
then becomes a system for carrying out the invention. The
computer readable media may include transmission media,
such as cabling fibre optics or any other form of

35 transmission media.



di sabl ed partitions. The access control application
can be distributed on CD or downl oaded froma website
w@e@giogi®os on the I nternet. > The access contr oPCT/AU2005/000317
application can be stored in an encrypted "read only"
partition on the HDD to hel p mapgtain system
integrity. \Were nmethods and systems of the present
|nv t y, be_inmpl ene d S ware appli.cations, .
e§@ T € eRP Ba ey Lt FLlFo PENBRePREY ey TaRen ie not
rorrrdf tpr ogrleam CﬁIdeCJSﬁJOTF e cerdro chiviei 1l ta | edefsrcombed herein.
Com@fdfrgjéfz}gbl %l Qh%tl%'é(:her%o%emvs atd aOXr?EPanS from

machi ne re program code conprisin
i nsthict Pons mﬁpéﬁ ﬂﬁé/n |k2ﬁade%PY%%g%ldrraém n@@@éﬁa@@ with

5a Copprdredioddle BREhRivAe et hemd becamRt et S¥8§eALEPIng practice,

carﬂéz out the lnveEtlon The conput er readabl e
Y | SePaHe 89 ah AT LP6n SRAd, PUcRCSES o8Bl thg Present

fi brreveptias. or any other form of transm ssion
medi a. It shoul d be appreciated that the present
invention is not limted to the specific enbodi nents
descri bed herein. Accordingly, alternative enbodi nents

10and variations fromthe best node may be envi saged in
accordance wi th conventional software and conputer
engi neering practice, wthout departing fromthe
spirit or scope of the present invention. CLAIMS : 1.
An access control systemfor controlling access to
data stored on at | east one data storage nediumof a
computing system the access control system

15CoNprising: authentication means to authenticate users
permtted to access data stored in the at | east one
data storage nedi um and

20
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dat abase neans arranged to store data access profiles;

each data access profile being associated with a user
w@ersisdoesl t 0 access data stored in the at | eaBtT/Anz005/000317

data storage nmedi um each data access profile

including information indicativegot the degree of

access permtted by a user to data stored in the at

| eacLATM®: dat a storage nedi um and each data access

profile including a master data access profile and a

current data access profile, the current data access

profile being nodifiable within paraneters defined by

t hel nast e PG BT R/ PrbfFYELe™ fonfortcerkl Bhtagfess to

sysdigta ast6t&d ned 4 Téast dne fadtdest €OaPE i BEMDum of a
profile setting means_arranged to faciJritate creation .
bf YRS RBE%r SBHERUr T S SeCeB BN T VST Gnersing:
access conitrlntsisdeiromsmedns ned amtbkaiticdtewhereain permitted
the. 8ccess sConiiol SYSLem | £, 1 prarparaged intg, data storage
conputing system having an operating system and the

mastediyat @@@cess profile is nodifiable only prior to

| oadi ng ofaddigafper abibng SysteRgdd ARcACCHSSEONHERL  access

systemas clainmed in any one of clains 1 to 3, wherein
1Osail%lr‘&%ﬁ}?%1 systemis activatable so as to permt

nodi f i catéadh ofdatthe auceest pﬁ@ﬁﬁﬁe?hﬁﬂdcﬁ a@%ocri]ated with a

deactiva e, sg.as to prevent i.ficatian of, the

crrent RERREEERuoRd BN lRObERH M) "Wk B deast one

cl adlaed $towmye onedpimi he preceding claims, wherein
the access, Gont pgt Sy &LMdS '%P&%nffé‘t e@n@lu‘dﬁiﬁ E)I 'Thformation

part in the formof software. B. access con
Dosystrdd Gt £1%i ped PR &i9PT6fe off atre Tt cReEmhgtedaPiisa user to
whed£t ) $hereECasStic®Nd Ole Sy St idata storage medium; and

each data access profile including a master data

o

access profile and a current data access profile, the
current data access profile being modifiable within

20 parameters defined by the master data access profile.

2. An access control system as claimed in claim 1,
further comprising profile setting means arranged to
facilitate <creation of the master and current access

25 profiles.

3. An access control system as claimed in claim 2,
wherein the access control system is incorporated into a
computing system having an operating system and the master
30 data access profile is modifiable only prior to loading of

the operating system.

4. An access control system as claimed in any one of
claims 1 to 3, wherein said control system is activatable
35 so as to permit modification of the current access profile
and deactivatable so as to prevent modification of the

current access profile.



i npl enented at least in part in the formof hardware.
7 . An access control systemas clained in any one of

wo bmsps@eedi ng cl ai ms, wherein the access contPOI/AU2005/000317
systemis arranged to govern user access profiles used
by a security device configured#, control access to a
data storage nedium 8. An access control system as
claimed in claim7, wherein the security device is
i mpl emented at least in part in hardware and is of a
typé.| ocaked dvestewsencendath syotege awdclmintéda in any one of
COMpHE | Bgeéléa&ﬁg‘ 2nd ; fsCPWnrclife tgl%n%(ié’ys S(%osﬁtefgl %ystem is
An access control systemas clainmed in claim7,
whetBPhePfABtedcaki {9agbvitePREt| kPl ERenfesmapt| sastvware.
art in hardware and is of a type incorporated into

bus _bridge circuitry of a conputing system 10. An
access coﬁ?r@FQSEQeﬁﬁ%&r%}aggéaepn ycgﬁémﬁﬁ tife any one of

prethdipgecbdﬁﬁﬁ,ch&meanhQEeamﬁmﬁﬁ;?ﬁﬁdsﬁ St B3N | System is
|n09ﬁ§9éﬂégge géga%%ggﬁggéhﬁgr§yfﬁeg%ea¥5$of$$eh?§dware.

operating sys rent -access p
nodi fi abl e after | oading of the operating system 11.

10A nethod gf GeRLIQl |é5¥9tﬁcgfe§§s¥:@§da§sa S1QEREA4ON Alany one of

t
| east one data storage nediumo conputing system ,
t hethet REACBEMPEI SLAGTENe "SLEFd Nofthsr AGCHISTy GRHIC Y oyystem is
aut hepshgadi 6g yseesnpesrirt bedelse FECASS cdatided Beh security
in the,at | east. one data stor nd storlnga

d
dat A°%EcEs CPHoT el 5530895??%&%%%%%%?5%0 gesdata storage

profhedeumi th a user permitted to access data stored in
the at | east one data storage nedium each data access

profile including information
8. An access control system as claimed in claim 7,

wherein the security device 1is implemented at least in
part in hardware and is of a type located between a data
storage medium of a computing system and a CPU of the

20 computing system.

9. An access control system as claimed in claim 7,
wherein the security device 1is implemented at least in
part in hardware and is of a type incorporated into bus

25 bridge circuitry of a computing system.

10. An access control system as claimed in any one of
the preceding claims, wherein the access control system is
incorporated into a computing system having an operating
30 system and the current access profile is modifiable after

loading of the operating system.

11. A method of controlling access to data stored on at
least one data storage medium of a computing system, the
35 method comprising the steps of:
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11 to 16, further conprising the step of arranging the
acCe33 A method as claimed in claim 11, further comprising

the step of facilitating creation of the master and
current access profiles.

20

13. A method as claimed in claim 12, wherein the access
control system is incorporated into a computing system
having an operating system, and the step of facilitating
modification of the current data access profile includes
25 the step of facilitating modification of the master data
access profile only prior to loading of the operating

system.

14. A method as claimed in any one of claims 11 to 13,
30 further including the steps of facilitating activation of
said control system so as to permit modification of the
current access profile and facilitating deactivation of
said control system so as to prevent modification of the
current access profile.

35
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security device 1is implemented at least in part in

hardware and is of a type located between a data storage

medium of a computing system and a CPU of the computing

system.

20
19. A method as claimed in claim 17, wherein the
security device 1s implemented at least in part in
hardware and is of a type incorporated into bus bridge
circuitry of a computing system.

25

20. A method as claimed in any one of claims 11 to 19,
further comprising the steps of incorporating the access
control system into a computing system having an operating
system and facilitating modification of the current access

30 profile after loading of the operating system.

21. A computer program which when loaded into a
computing system causes the computing system to operate in
accordance with an access control system for controlling

35 access to data stored on at least one data storage medium
of a computing system, the access control system

comprising:
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22, A computer useable medium having a computer readable
program code embodied therein for causing a computer to
operate in accordance with an access control system for
20 controlling access to data stored on at least one data
storage medium of a computing system, the access control
system comprising:
authentication means to authenticate users permitted
to access data stored in the at 1least one data storage
25 medium; and
database means arranged to store data access
profiles;
each data access profile being associated with a
user permitted to access data stored in the at least one
30 data storage medium;
each data access profile including information
indicative of the degree of access permitted by a user to
data stored in the at least one data storage medium; and
each data access profile including a master data
35 access profile and a current data access profile, the
current data access profile being modifiable within

parameters defined by the master data access profile.



