I CONTACTLESS VALI DATI ON METHOD AND APPARATUS BACKGROUND 5100011
The present invention relates to the validation of transactions for a
service. The service can be a tax refund service, and the transactions can
be purchase transactions by a user who may be eligible to use the service
and that may be validated for the service. [0002] Tax refund systens are
offered in many countries for travellers. Providing tax 10free shoppi ng can
be attractive to visitors to a country and can help to pronote tourism

However, traditionabloNTACR.ESRVALASARDNMETAOD ANDIARRARADUBI Ng schenes
has been paper - based with nmerchants issuing vouchers or cheques at a point

of sale, and then custons verifying the export of the goods at a border.
Al t hough regpbgERINgNmary fromcountry to country, the traditional format
for providing tax free shopping is for a 15nerchant in a country to
identify and verify that a custoner is a visiting traveller entitled to a

tax refund, oagl§ THEPrebentliSEnbon H#at&@t!ﬁth@ﬁzaﬁ&b%bn ongansdetordabis berviek. t he
travell er and the purchased item and then for customto verlfl%/ at the point

of exit frofieBRIVIEBGAD P§ atmatelund $NURS Y ﬁbe Eﬁ‘i‘ﬁﬂq'%'l? SANPE PHECHasgv el | er

correspond {rehdadforist B a8} iHoaH S bEEldiiens iidd ®iE seRvidehiavAsh&y be The refund
can then be nmade. Tax refund 20operators act with nerchants and custons to

facilitate Yﬂ'@a@ﬁe,f?%ltm"'éﬁw@ﬁ this process and to nanage the paperwork

associ at ed foheyj et fefurtOfRRhdErarrrered is Hidhy oDitAsSRS traddlicRe Mevidingadour and
cost intensive. There are Ssi gnl ficant technical difficulties in ensuring

that a thx {res shepringstaheatiacvetaVisites {e 8 cawptiandgan helio rpoteane ti e

bei ng secur gurighl MHHMeler! hﬁd”ﬂél%l?nﬂhe|aﬂbfﬁﬂ§tré?16nWQKﬁfré@sM@\hgd@hames has
technol ogi cal solution to such problenms. SUMVARY 30 005%3 Asﬁgefﬁ%of t he
i nvention aP%e’U%?Reﬁé’as‘?%wttfh@eéqf‘éﬂﬁdssu"[%%@%ﬁr5 i Afon

provi des anth@ﬁl%@ét@?dé&/eﬁﬂ{iﬁy thé Ieﬁ;ﬁbrﬁofttaé gb@dsudﬂda erbérd altliheﬂgh?te@waﬂms Ve
val idation station incl cont actl ess readlfﬁr]:rga1 of an

REI D tag pr BRPRRENY Rt SRS oRA o Iop VIS (6K Tep ShoRRING,S,
oper abl B5 | NmegsHRANR dUNEP RS REktfE 8d K/@ﬁ‘}“tm aQlis@merid Dvictiagtrafdier of at

least one ReFr|1t|i:t)led to a tax refund, and then to issue the voucher that includes details of the

traveller and the purchased item and then for custom to verify at the point of exit from
the country that an item being exported and the traveller correspond to the item and
traveller identified on the voucher. The refund can then be made. Tax refund

20  operators act with merchants and customs to facilitate the operation of this process
and to manage the paperwork associated therewith.
[0003] However, such a process can be very labour and cost intensive. There are
significant technical difficuities in ensuring that a tax refund system can operate
efﬁciently, while at the same time being secure.

25 [6004] The present invention seeks to provide a technological solution to such

problems.
SUMMARY

30 [0005] Aspects of the invention are defined in the claims.
[0006] An aspect of the invention provides an apparatus comprising a tax refund
validation station, the validation station including an RFID reader for contactless
reading of an RFID tag proximate to the RFID reader, the validation station being
operable in response to contactless reading of an RFID identifier of at least one RFID

35 tag by the RFID reader to cause retrieval of transaction information for at least one



35tag by the RFID reader to cause retrieval of transaction information for
at least one 2 transaction recorded in one or nore stored transaction
records associated with the at | east one RFID identifier for validation of
a tax refund in respect of the at |east one transaction. [0007] An aspect
of the invention provides a conputer inpjenented validation 5Smethod
conprising: a validation station includi'hng an RFID reader for contactl ess
reading of an RFID tag proxinmate to the RFID reader reading an RFID tag,

the validat frém.aéﬁ&htaee&déswmmok%tére@tﬁmsﬁ FRFds R86kIREd Withake A1 D
identifier of at | east one RFID tag by the RFID reader to cause retrieval

of transactleast Q'\prs:r'%@#rﬁ'ﬂeffféfﬁi'ﬂa‘l“é’h%fta tgx eefundinggerachaf the @blegelrnen one or
nmore storediii2p8aCcti on records 10associated with the at |east one RFID

i dentifier fr valrdation of a tax refund in respect of the at |east one
transact i on[00W®Ob'8 aspect ohtpa irveninrRfordes # sanetter Wﬁi?m%t@d pelsttiath code

oper abl & t omgoleoRidtisiig Yy AtidaRdr $istior .ﬂ&@&hg%wg&d@rdr%ﬁtamct s of the

i nvention are set out |1h the acco anyln cl ai ms, ot her aspects of the

i nvention i ieeHingef an%F&%ﬁﬂg praximgte wrthe Feadler Feseingi RiBDpoHbe
enmbodi ment Své’h'ag{l&{stétrkﬁl @ewm?gwtﬁwcaﬁ@aragmadmgadf@ﬁ Wlbl’uémﬁerf&@.t ures of

t he i ndependent cl ai ns, not solely the conbinations explicitly set out

in the accolpsimyieRf Pitag h%thez%F IBRepteTEcaudereirionglot t"PP@Qf)R!AWN(ﬁ“%fHOl

Enmbodi ment Saﬁéé‘st@ﬁé%h?&@on Péto\‘@d :ﬁfon@6ﬁmékest8féldytran%étfbnﬁ@écﬁ‘&@nce to the
acconpany draw n 0111 Figure 1 is a schematic di afgram of an

exanpl el nba'tﬁorsf@?ﬂd with the leaﬁhpr@a% b identifiector valisgtion obmtaxebasd iiseret t he

i nvention; of the at least one transaction.
[0008] A computer program product comprises program code operable to carry out
such a method.
[0009] Although various aspects of the invention are set out in the accompanying
15 claims, other aspects of the invention include any combination of features from the
described embodiments and/or the accompanying dependent claims with the features
of the independent claims, and not solely the combinations explicitly set out in the

accompanying claims.
20 BRIEF DESCRIPTION OF THE DRAWINGS

{0019] Embodiments are described, by way of example only, with reference to the
accompany drawings.
[0011} Figure 1 is a schematic diagram of an exampie embodiment of a refund
25  system according to an embodiment of the invention,
[0012] Figure 2 is a schematic system overview,
[0013] Figure 3 is a schematic diagram representing the use of radio frequency
identification technology; ‘
[0014] Figures 4 and 5 are flow diagrams of example methods of operation.
30
DETAILED DESCRIPTION

[0015] An example embodiment of the invention seeks to provide simplicity of
operation while providing flexibility of use. In example embodimenis one or more

35 devices, apparatus and systems coordinate processing of purchases and refunds for



10012] Figure 2 is a schematic systemoverview, [0013] Figure 3 is a
schemati c diagram representing the use of radio frequency identification
technol ogy; [0014] Figures 4 and 5 are flow diagrans of exanple nethods of
operation. 30 DETAI LED DESCRI PTI ON [ 0015] An exanpl e enbodi nent of the

I nvention seeks to provide sinplicity of,operation while providing
flexibility of use. In exanple enbodi nents one or nore 35devi ces, apparatus
and systens coordi nate processing of purchases and refunds for 3 a tax

refund servieg pdfidaGehad .sgsrig@a eheﬁabhﬁﬂcsﬁéd rbﬂ%hﬁ?}mé pol ogy for

uni quely identifying a user pur chases nade he user. one or nore
devi ces, appaifuely sdeahfamgm%ﬁﬁr e%rﬁh#@sa@aﬁeahyetae Hyerrrérrf@rpaﬁt% nwﬁaﬂewcqsdx

Ref und Cperﬁﬁ;?é@tué-gﬁ@é}/st@rﬂglcgﬁ b& GPLE Wﬁx@ﬁ?ﬂhhﬁt&s%ﬁd]oﬁ"iaﬁR@%ﬁ@&fﬂ&@%‘ ment

enabl es information 5relating to a user ‘and to purchases nmade by _the user

to be hel d CEPsIANpr sHstods aitherijesanty examrle sa@egwt ﬁrr!%h#wnfogmﬁ#'w when
requireds Usfenzﬂlnbhﬁ a%b%ﬁcﬁfé"ﬁﬂ@ér&g& n{aggje lthe"\Ssered be ﬁéld%ﬁffél@'d?ﬂ securely

adm ni stration refund operations, can provid education for a
user and rreae%M%a@q@ﬁw@‘mmat@mnﬁwﬂ@@ggquwﬁﬁr&t?mgﬂh% ﬁgl%ﬁ%hﬁ?"oﬂbl nf or mat i on
technol ogy systenms, the TRO can ensure the integrity of the system [0017]
Figure 1 illustrates an exanple nethod, apparatus and system for nmanaging a
refund procl8%] AR welas prayanesadpipisiaton dﬁbﬁ"ﬁﬁpﬁ‘f?élo'ﬂ%@e-m@ﬁan8f°"§‘er ecei pt

(i ssuing 30éduc%t.§ﬁmtra%s%¢aﬁa %Jh‘éhfshﬁt‘ouBﬁ&ﬁ%br@geésaCI%Lfghrtﬁe 88e of
aut hori sation 34 and Ra yment
10 information technology systems the TRO can ensure the integrity of the system.

[0017] Figure 1 illustrates an example method, apparatus and system for managing a

refund process. Inthe example process shopping and receiving of a receipt (issuing

30) is separated from further processing (acquiring 32, authorisation 34 and payment
15 36).

[0018] As with credit and debit cards, there can be multiple providers of issuing
services, and multiple acquirers of transactions and processing. For example there
can be multiple TROs. A wide range of point of sale (POS) devices and in-store

20  supportt for user shopping can be provided.

[0019] In an example embodiment, a merchant system 14 can provide the issuing 30
of transactions using TRO provided POS devices and/or software. A host system 20,
for example operated by a TRO, can carry out acquiring 32 of tax refund transactions.
25 A validation system (e.g., a customs approval system) 26 can carry out tax refund
authorisation 34. The host system 20 can carry out refund payment operations 36.
An automated kiosk, forming a validation station, or validation terminal, 22 and
connected with a validation system 26, can be provided at a point of exit from a
territory and can be used for various operations, including the automatic recognition of
30  auser and/or purchases made by a user through the use of RFID technology. Refund
payment can be handled by a refund desk (run by the TRO) or by the kiosks 22 for
immediate refunds in cash, or refunds can be provided using automated payments to

bank and/or credit card accounts using back-office processes by the TRO.



100181 As with credit and debit cards, there can be nmultiple providers of

i ssuing services, and nultiple acquirers of transactions and processing.

For exanple there can be multiple TROs. A wi de range of point of sale (PQS)
devices and in-store 20support for user shopping can be provided. 100191 In
an exanpl e enbodi nent, a nerchant system 14 can provide the issuing 30 of
transactions using TRO provi ded POS devi ces and/or software. A host system
20, for exanple operated by a TRO can carry out acquiring 32 of tax refund

transact i Onfg207Sthe/ abthahhth ¢FXEEiBMY(d? aliser 2 645 bO FRadBRAPEEMAAL St 6/ 26
can carry out tax refund aut horisation 34. The host s stem2 can carry out
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can be handl ed by a refund desk (run by y. the kiosks 22 for
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made in stoP rgioty time of a purchase transaction as will be described
| ater. However, subject to legal requirements in a given territory, t he

determ nati on of eli |b|||t and i entrt can be npved awa roma point of
sal e t ol4 helOB3l nfin&x '@Rteterr%d’rﬂttnt tf@r‘PY%‘SPE} uses rfé@ﬂ%”&ﬂc)é@sﬂtﬁtcé“mp
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use of a device ically r rred to for entification
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T Anemi ¢ o BRENETRBONBH LY SRS FEMREPoPT 258 PR R PHa B ARy and
require an @KicAré@lireePudeanhiGopfceokaksiugnal transm ssion, and battery

assi sted passive (BAP) which require an external source to wake up. 100231

An enbodi nent of the invention can use near field comunications (NFC
[0023] An embodiment of the invention can use near field communications (NFC)

20 technology, which is a shori-range wireless communication technology that can
enable the exchange of data between devices over about a short distance, for
example over a distance of about 0.1 metre. NFC technology is an extension of the
proximity-card standard (contactless card, RFID) that can combine the interface of a
smartcard and a reader into a single device. It is compatible with existing contactless

25 infrastructure already in use for public transportation and payment. NFC is primarily
aimed at usage in mobile telephones. Examples of mobile phones are already on the
market that use NFC technology. Reader devices are also available from various

manufacturers.

30 [0024] In an example embodiment, in an issuing phase 103, a point of sale terminai
provided with a NFC interface (or other type of RFID reader and/or writer) can be
used to identify a user by the automatic recognition of an RFID tag already carried by
the user. A recognised RFID tag can be used to retrieve stored information relating to
a registered user associated with the RFID tag and/or to store information relating to

35 purchases with the RFID tag. A merchant can associate an RFID tag with purchases



20t echnol ogy, which is a short-range w rel ess comuni cati on technol ogy t hat
can enabl e the exchange of data between devi ces over about a short

di stance, for exanple over a distance of about 0.1 nmetre. NFC technology is
an extension of the proximty-card standard (contactless card, RFID) that
can conbine the interface of a smartcard and a reader into a single device.
It is conpatible with existing contactléss 25infrastructure already in use
for public transportation and paynment. NFCis primarily aimed at usage in
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35pur chas esCakf PhrothRedeigerforaifg an eaﬁatreﬂ'arﬁ?fueﬁﬁh%%ew AU Bg inhe Fermaf A t h

pur chases ﬁF@“ﬁ(cRértﬁaﬂ§§fta&%d% rébeﬁ@bﬂ&ar@for%ﬂeﬁde\ﬁéﬁ S BRIpR foh‘f‘an@mRFI D
tag is not already associated with the user 12, the merchant can provide

the user w Q'ﬁCtﬁ?ﬁ"WfLDdt%q%dﬂ?ﬁ#ﬁégé@” ealret Btrtheperegsintgd BFILEP8 can be

stored in r@eRdSt pardhabé frahsaféner system (for exanple in the host
system 20) associated with identification of the RFID 5tag. The RIFD tag

coul d b | ncorporated in a card or another device, for exanple a card or

ot her devi cofsprvaiRatianaf! RElHdHa8es 841PE uRNEIBE autdmatiSslly Febynisihg die f or m
of an RFID sticker that is attached to recel t or card or ot evi ce, for

exanpl e f or 9 Merer 1B tagt wBiR FPRreAding FtRRdle Srﬁ‘%!“ﬁ'é'&cati@s&@ﬁglsgl | ect
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100251 Validation and refund phases can be unif ; ﬁ"a%%&a matically

recogni si ngrediRyedforationReganding Je irrFheses SEPLRIRT WYh Aot -bieps 85

comuni gAt | §Rke@NBY B6tingatdrdadtiodinfefmAientie Fansdcabh fitordd sk€ociated widiang t he
recogni sed RFID tag or taqqs to retrieve i nfornﬁt lon regardin er|c§]ent|PgJChases

associ at ed \Weptfier pearegys 156@ i@ at the issue phase, the transaction ldentt
from the RFID token at the validation phase can then be used to refrieve the

appropriate transaction records for validating the transactions and for subsequent
refund operations.

20
[0026] The determination of eligibility of a user 12 to receive a service, for example a
tax refund service, can be determined by an operator (e.g. a merchant), at the point of
sale. If an RFID tag is recognised by the merchant system 14, for example by a POS
terminal, the recognised RFID tag can be used to retrieve stored information relating

25  to aregistered user.

[0027] For example, the merchant system 14 can be operable, via intermediate
systems, to interrogate the host system 20 to determine whether the RFID tag has
been associated with user identification information. This information can be provided
30  tothe merchant to assist in confirming whether the user has already been registered
to use the service. If the RFID tag has been associated with user identification, the
host system 20 can be operable to either return information identifying the user {(e.g.,
by transmitting passport information, photographic or other biometric information, or
the like) to the merchant system 14 for the operator to verify the identity of the user.
35



15stickers. By storing transaction information in transaction records
associated with an identifier of an issued RFID tag at the issue phase, the
transaction identifier identified fromthe RFID token at the. validation
phase can then be used to retrieve the appropriate transaction records for
validating the transactions and for subggquent refund operations. 20 100261
The determ nation of eligibility of a user 12 to receive a service, for
exanpl e a tax refund service, can be determ ned by an operator (e.g. a
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purchases. FHETRE(P PNFAMIT SPPEIHERERS-be used 20subsequently to access,
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exanpl e2gnbegdiianiill dbwabet doscritsddindnary sietihvitbrreterence to Figures 1 and 2 in

which one or more TROs, for example multiple TROs, affiliate merchants, and then

provide tax refunds to users. Figure 1 is a schematic diagram illustrating the

operation of an example system, and Figure 2 is a schematic block diagram of an

example system configuration, where various functions elements are interconnected

30 via a network 15 {e.g., the internet).

[0031] In an example embodiment, an RFID tag 240 can be set as a token to identify
the user at stage 102. This can be done before or at a point of entry to the territory or
at a point of sale. The user could be provided with a tourist card, for example, that

35 incorporates an RFID tag. It shouid be noted that one or more other tokens couid be



25territory will now be described in nore detail with reference to Figures
1 and 2 in which one or nore TROs, for exanple nmultiple TRGCs, affiliate
merchants, and then provide tax refunds to users. Figure 1 is a schenmatic
diagramillustrating the operation of an exanple system and Figure 2 is a
schematic bl ock diagram of an exanple system configuration, where various
functions el enents are interconnected 30via a network 15 (e.g., the
Internet). [00311 In an exanpl e enbodi ment, an RFID tag 240 can be set as a
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i nfor mat i onproBeddde aHg elenddipUind &f Mot iBPMORterfatdd RIhanshrpsfosRsaranoreAf a
suitable input station can include, for exanpl $ %Crg%gaut e( pﬁocgssorf and
mermory, onekYParoR deYRRRAIE. P Aeushr SRNSEIVE pofaeD: PRA NFGF ! r (OFBhET 3¥Pe0
keypad, a Krphyasdlier antr Wiitesns ichid/ Reaier, 62 maching MEfabiatidarfidercrdader, at her
type of  RFID reader and/or wi ter\) . card reader, a ma&:hi g_g rrfeadabke
i dent i f1%r feegmant sganngh JYIGEARY ateckinRe and opg;or MoreQURHE IefagssN 8 one
or nore outmddfrohsbfar@e@oi@dtsEsayI@_tr;ﬂmt@f, 206HRd Qrite¥Da ep@fkef.diﬂhismpaystaﬁbn ded
printer, a card witer, a speaker._ The input stati cou 0 be provide
L Eh & Fi noeithasa bF GaTHeY avty o neare Al feadiic ragg £amera frpigy Hor
bi onetric i fyiAgbicatetiteintbr@ation Felgine maehifa besdabkecnsdr dasntifién (erg. (e I , an
| D docunent such as ass ort?_t 15 [0032] The RFID identifier can be held

AN 3 BgsRAfthc

(stored) i ndPRUMENSY qui ri ng TRO host server system (host
systen)120 wth the user details. The host system 20 can conpri se one or

nore server conputer each._conprisin e . ore_ pr rs_(CPU)..and
memory ( MEM033 oﬂ'&? é’% D4 %Ft'g'?rng%a Blr}fg%?%?reﬁi'rhw ﬁ'@gf’ﬁg’y ?{)ag‘i*/ " The
ef ficiency URO hest sy¥sEes)stem ¢hdsaostdmpondtht the uskt detaitke nThd haest sastdmt 202
details of the user. are forwarded to tge host seryer E%st.em nd ar

recor ded i nCPACMANSE . O PE3{MOFR SN S9PPUIEH: B SOPPHRERS 02 or
exanpl e at proges@CPUY ahd endriey ZRBIM)DIdcatpdais @ singleeptaceTbeirREIdBtftagedan be

| denti fﬁ(? d gg?s!tgrﬂ al'hlglFecf‘ficl:'enr;[cngf Ce-e s;gs?er:m is enhanced where the RFID identifier and the
details of the user are forwarded to the host server system and are recorded in real

time.

[0033] The user 12 can make purchases at 104, for example at a merchant, using the
25  RFID tag as a token. The RFID tag can be identified using 2 NFC interface {or
another type of RFID reader) 242 at a point of sale 44. Where an RFID tag is
detected by the NFC interface 242, the merchant system can be operable, via
intermediate systems, to interrogate the host system 20 to determine whether the
RFID tag 240 has been associated with user identification information. As mentioned
30 above, any such stored information can be provided to the merchant system 14 to
assist the merchant to confirm whether the user has already been registered to use

the service.

[0034] The user can be asked by the merchant, or by the merchant system 14,
35  whether a tax refund is required, whether or not an RFID tag is recognised, for



anot her type of RFID reader) 242 at a point of sale 44. Were an RFID tag
Is detected by the NFC interface 242, the nerchant system can be operabl e,
via internmedi ate systens, to interrogate the host system 20 to determ ne
whet her the RFID tag 240 has been associated with user identification
information. As mentioned 30above, any sgich stored information can be
provided to the nerchant system 14 to assist the merchant to confirm

whet her the user has al ready been registered to use the service.

[0034] The &iamipls dRehthedsdee s fr¥sdrited Wit &MaRhal sBbp betetmelfra&éﬁinar& system 14,
35whet her a tax refund is required, whether or not.a

recogni sed, 94FY. BSWERAPHE @?S@ﬁ@n@@rb%cge%ﬁ%%ﬁtf@@ldﬁﬁﬁe%e'rﬁdﬁwﬂe shop

receipt. | f(eag ekt nUMBERSS tHeorhluefofIRE 986’&13 ;Sdrﬂﬁﬁs@dtérﬁf‘éiﬁRFlD)tﬂeﬁtﬁiérﬁﬁ
created that 1 ncludes a recei i dent i

i er ecei pt nunb nr t he
Sl e of |t e BRGRENE e A dhasn TaRaePD THSREID Rehties thhe FBSB ed i t h
t he pur ghasgit fr@rmﬁ@{aseﬁkanJ&@ioREbque@e:l&éatécﬁRthudEﬁnf@sm@lsaetn@ddﬁvw th the
purchase transaction can a RFI D, i dent i s_al ready

det ect fi
egi st er ed FERIETERBIN H A8 sy ST 20 TPTex Felkintis PLARET I facienEpEior &

identifier Rem @Q Prbvided @ghernﬁattwbﬁﬁ tdhetuer. nlafrcéxamget an HgFﬂ? lE)B‘:gepﬁrowEéﬂ ]
e an St er thnhat

exanple, an RFID ta rovi ded t he nmerchant

i s attachedeWed”?ng?fEQE? Pﬁﬁ“rpéyglsﬁfkerérﬂatés? %?‘éf%ﬂgaﬁ??éa%recﬁrp%a?rlaouri st
card or thqaklrégfand &;IQec{&OBIBé tolifitScard Br thailike exanpl e enbodi nent, information
I ncl udi rbg a receipt identifier, a value of purchase, and an RFI D

i dent i f§ r) can then be electronically transmtted by the nerchant system

14 to the h[@6§5] SYRUST Al exBhpld@hBE@RMENS HEdrastidd intRingRCEIBEIdentienra more

ooht eq i n VAR AMECHARCEHon [h LMLt (R B B Sletiorvall VeFElea Ry

descri bed i fhemesrBRarit s?ételfnhﬂ tﬁ&rﬁe:h@eitsyaymtz&mmmhamts@g@mmcarnto a point
of sale (POS) term nal where urchase details are directl retz('h%l d from

an el ect r onFRPRIESIPNERYNGre COMRHR[S, £ACH, FORISINELONG A PAE P RIPSTOS in the

mer chants Sy5ﬁid?mbmﬁhi QIEN], uouakad mtamngl@brawat incmd@mbhtddb@stemt a‘rhed in a stand
alone term suc

ed |s rd ment
term nal no nF‘i‘?ﬂ? S?@’egldn E‘ﬁﬁeao fl‘fsfnﬁ Pﬂ%ﬁ@ﬁﬁ?’?@ %@tegﬂn 88fq% re not
linked to acﬁfdé@:{Pd'S)ﬂél@nlﬁéltvﬂfd?@bUMﬁésemmbl& dreqirectly regieedd frymain didwroniel evant
purchase details to roval emof a custo fflcer to verify
t he purchas%@hﬁﬁﬂ'éterglﬂéﬁb‘}f %%o?rﬂi"%g%%glsgw&é{ﬂ t@@éneﬁ‘?lhﬁ ”? ¥°Pan i ncl ude
one or nor eAkdrpativelyntier ifaeraationcdultebd emtated ink stamingibres teohinansichrasdr e
20  web based issuing application, a card payment terminal not linked to an ECR, or

using other applications or software not linked to an ECR. These alternatives could
require re-entry of the relevant purchase details to allow an approval system of a
customs officer to verify the purchases made. One or more point of sale devices 44,
that can include one or more input interfaces in the form, for example, of one or more

25  of akeypad, a keyboard, a touch sensitive screen, a NFC interface (or another type of
RFID reader) 242, a card reader, a scanner, a voice-activated input and one or more
output interfaces in the form, for example, of one or more of a display, a printer, a
card writer, a speaker, and an NFC interface (or other type of RFID writer) 242.

30 [0036] There may be only one TRO in a market. However, where there are multiple
TROs in a market, there can be multiple TRO acquiring host systems 20. The
relationship between a merchant and a TRO is that of merchant and acquirer (fo use
the credit/debit card example). Each TRO affiliates its own merchants and is
responsible for the point of sale (POS) devices and integrated software that creates a

35 tax refund transaction.



250f a keypad, a keyboard, a touch sensitive screen, a NFC interface (or
anot her type of RFID reader) 242, a card reader, a scanner, a

voi ce-activated i nput and one or nore output interfaces in the form for
exanpl e, of one or nore of a display, a printer, a card witer, a speaker,
and an NFC interface (or other type of R~ D witer) 242. 30100361 There may
be only one TROin a market. However, where there are multiple TROs in a
mar ket, there can be nmultiple TRO acquiring host systens 20. The

rel ati onship between a nerchant and a TROis that of nerchant and acquirer
(to use the credit/debit card exanple Fach TRO affiliates its own

mer chant s alBB7l sTheLEsRSHM Bessagegas thrspiere be trangraittebil) tathe ihestsyaliem

i ntegrat ed W%h%rfﬁrtﬁé}%roéérﬁﬁ? Q8n BePetBrmmde i tHdrdrsabimchéfage f@mab037] The
transacti on rressag can therefore be transmtted 105 to the host system 20

wher e furt heetweenesROR@ndhe best sestemr40san taireany 2pReR AR IR M@ 4RI§ 620 or mat

bet ween 4 hepLLRpAsENL NA olﬂ@%&aﬁlﬁféttﬁéntraﬂsééﬂ&\ hRkSag VarR Rt Bdrabéh ther m as
this can 5be propriéetar n one exanple the transaction nes

st t oq B ABkSState 1 BR Hif 0K 5 IO 2DEORINS e A FaRSPet T STBbnt ai ns

a uni que trRPaRCtdrRECHHIRY. fdrﬁmmmbgﬁ&@]tlﬁérwg&mﬁgh&@n 8r anciRerfidRfitag
identifier for the transaction or another identifier or transacti on nunber

associ at ed PHEFSAFIAR NUMPS GREATIAtER Er W KY. 4 t9kan [depiificy iqenElyingdhe pgerg. | an
RFID tag i d@"ﬁ | & RFID Rig ibdMRifiESRF tHelusr boX fikeh dRMtifidri RFivétethke@dn her ef rom)

a 10recejpt identifier (e.g. a receipt nunber), references to t he goods
purchas]er %@Cﬁ@F g atifier i %larﬂrefCP@F nurgbaTiRdeiesRNces 19 te 9098 parehased. Bat e st anp

and a secur elchaasiBehtal, @TRS idkEflert Qtrﬁfeeé/r@ftlaté SEERRY i sechfityRhi N
addi tion contain information about a tour ronotional codes, or any

ot her data {VHugh is feesiRPTRVaRdAMPRINg| [t&ay i fﬁ‘i‘ﬁ@?g‘?”tﬂ“é’gﬁr&?aépﬁ ahguita syst em

20 can be pfoRy hGaE, dromof@tdd cdd, oBtny StRér GRATHRIE HedfRY wisHRS itd botRct. nf or mat i on
can be kept separate in that each TROis only able to see transactions

generated by its affiliated nmerchants. Al tax refund transactions
gener at gl byosi f Alskphratt modt SPAEh 20GRA Haredideclr bacH TROdJsS maase of the

rel evant host

commercially sensitive information can be kept separate in that each TRO is only able
{o see transactions generated by its affiliated merchants. All tax refund transactions
generated by affiliated merchants can be stored in the database of the relevant host
system 20. A fransaction record as stored in memory of the host system 20 can

20 include, for example, a unique transaction identifier for the transaction (e.g., an RFID
tag identifier for the transaction or another identifier or transaction number associated
therewith), a token identifier identifying the user (e.g., an RFID tag identifier for the
user or a token identifier derived therefrom), a receipt identifier (e.g. a receipt
number), references to the goods purchased, a merchant identifier and a time and

25 date stamp. The token identifier for the user provides a link to an associated user
record for the user for the transaction (e.g., using the RFID identifier for the user or a
token derived therefrom). The host system 20 can allocate the unique transaction
identifier (e.g., a unique transaction number) to the transaction in order that a unique
number is available within the system to track that transaction during processing. The

30  transaction identifier can be returned to the merchant system 14 and can be printed
on a purchase receipt given to a user, using clear text and/or a visible encoding such

as a bar code or the like.

[0039] A message interface, or switch, 24, for example a web-service based interface

35  using an industry standard (e.g. SOAP, WCF, XML over IP), can provide an interface



system 20. A transaction record as stored in nenory of the host system 20
can 20i nclude, for exanple, a unique transaction identifier for the
transaction (e.g., an RFID tag identifier for the transaction or another
identifier or transaction nunber associated therewith), a token identifier
identifying the user (e.g., an RFID tagpdentifier for the user or a token
identifier derived therefron), a receipt identifier (e.g. a receipt
nunber), references to the goods purchased, a nerchant identifier and a

tinme and 25gphfes8hgdsto b’éh&rﬂsﬁ%%nu@eftmtéd eF orfebmbleardreaction riydsdgss ard i Nk to
an associ ated user record for the user for the transaction gﬁhgh%@i‘? ng the

RFI D i dent i ke ope of pre,ekpe gﬁn%q'e'ﬂgjﬁntiféﬁr i(§802 trARTaSHPH Rym Nsystem

20 can al | ogRhfidr &gy airse |&érﬁﬂ§:9c§‘rtan<ﬁleﬁtiﬂ@merﬁ/le@Eheﬁ'@‘rcﬂn) thi repdipie
transaction nunber) to the transactjon in order that unj Eg_g
Rk e prEERi n

avai | abl e wideRiifer (§g. aipseRhnymben Jelerences iq thggoges PWH

The 30 4r appatidraie rrchmdeﬁﬁfef th@fimB @t &fatd 8Rp! &nd the sBBUMRY BAdh GWHEdhasn 14
and can be printed on a purchase receipt nto a s ng cl ear text
and/ or a vi 4984 @ repistiianpesingh e RORROS MBERASy OF SHiteh, 7 may B 4 sspa [ sages
to be for makjseshn asidofibinedulifta clisiomep ?i‘ﬂ%les fe@rﬂﬁ@ﬁ&édﬁdﬂn@&ﬁéﬁ@@i&uiéﬁn i ncl ude
one or nore_of the transaction identifier a transaction nunber), the

t oken i dent IMRIgPePEIQN- 3 RFID identifier or an identifier derived
therefron), the receipt identifier (e.g. a receipt nunber), references to

t he goods purchased, the nmerchant 5identifier, the e tine
and dat & st Ef] M%%“@&WP?@mﬁ%‘gemﬁﬁéﬂiﬁ &ngergee§4tCBU'§fbe\)@H RSy ng) .
The nmessageab Blseheasiste ftha\&bfrrghseﬁﬁob@éélr@%rﬁl SH6rRge aé@ac&yéh@mopérabt@fﬂ)l ned
with a custom approval syste 6 acc%rdl n tag%tﬁgétlcu ar errent ation.

10100401 1 naEhTs BSeAA EPERtsEUIchaAta o O3t aeiom) CBH T be

i npl errfnt edcggtoms %spmelél sy¥eheae Whifhs p@marngsrem@é@@essnm:mfbmmag
capacity and i s operable to act as.,a centra ata t
accessed byE'PWQV‘PfOE‘ta "%?ﬁ@tr}arfga?%ﬁ%'? L}‘?rée@ P‘G&é%%%@?%ﬁéfﬁ%@@%
provi di pg fapd aensseeecés@éWhtth@memefmmw|tmgcuslrmemsrovatrsyaamtzmer
enbodi nent the data can be held in the TRO s host system 20 15 and can be

accessed via the nmessage switch by the custons approval system 26. [0041]
The cust ons [gapr THEbustyHs %B‘pr%ﬁa[pgy@téhd% pidvidas adatidation systemimeor f or

aut hori si ng refunds, can be, run ust o ut hori. 1
behal f by SeHRPHENG e, SECELT B rOvar SUpetinra Iberal sy et
approvi ng opafg) s tudiorh@épproval system 26 is capable of approving or rejecting tax
20  refund transactions automatically based on rules set in the system by customs. The
customs approval system 26 can also be accessed manually by a customs officer

from a customs service station 28.

[0042] It has been proposed to provide self-service validation stations, (also known as
25 validation terminals, or kiosks) 22 at exit points from a territory (for example airside at
an airport) that are connected to the host system(s) 20, for example via a
standardised web service or through the message interface 24 and to the validation
system 26. In an example embodiment, such a validation station 22 includes an NFC
interface (or other type of RFID reader and/or writer) 242 and can be configured to
30 recognise an RFID identifier from an RFID tag in the vicinity of the validation station
22 (i.e., proximate to the validation station 22) and to invite a user to present a
personal identifier (e.g., an identity document such as a passport) to be read. Such a
validation station 22 can be provided with one or more input interfaces in the form of
the NFC interface (or other type of RFID reader and/or writer) 242 and, for example,
35 one or more of a keypad, a keyboard, a touch sensitive screen, a card reader, a



20refund transactions automatically based on rules set in the system by
custons. The custons approval system 26 can al so be accessed nmanually by a
custons officer froma custons service station 28. 100421 It has been
proposed to provide self-service validation stations, (also knowmn as 25
validation termnals, or kiosks) 22 at gxit points froma territory (for
exanple airside at an airport) that are connected to the host systenm(s) 20,
for exanple via a standardi sed web service or through the nmessage interface

24 and 10 t&@nMéd, ia0dicActvaRiiCiip@band Bnébr mba;lerm@%déﬁﬂﬁ thés Esrhh, dor
0

val idation station 22 includes an NFC i nterface r other
reader and/ ®fame.aone pAMosR AT 8 SiPPIRY. B HAPISHA €3I MteTsR SP@@'&% eSh%ﬁﬁﬁm

identifier jipEcanorBthé f/p8 of RFID Peaticf iaRlfol wiitert P42,V Thé dalidation Staibh @2 22
(i.e., proximate to the validation station 22) and to |nV|tEe&9ﬁ éser to

present a petUdbRFC Py dHeYidekwithea dmgeﬁﬁnpfdgqumgya@gj%ﬁgrﬁpras gay, for
passpor ty t&br#ﬁnq BRhetriMiffbrAatic héléfoh@méélﬂhé fshdaBleGaRr RRNBPVEdedrniDt h one
or nore |nput erfaces in the formof the NFC interface (or other type of
RFI D r eader 9QaWNeHE SYGT 353 PassRorthnd, for exanpl e, 35one or nmore of a keypad,
a keyboard, a touch sensitive screen, a card reader, a 11 scanner, a

voi ce-activated i nput and one or_ nore out put |nterfaces iin the Jeou for

exanpl e, of 108 ’6?0%?% tofocal [RasEERENtsaths YSSE B13Y BE requieiuts PERY Haker

and t he NFGgenfifRafic ein(dHe és&afme bmwau‘bnBFAtianrzaaéhe.rb@ed{fgmeartbtd@te)rmw The
val idatjon station 22 could als pr.ovi ded W|thaf|n rlnindg@&mg

and/ or Hanethg sliglbiilopiRyyserder %'\t/%‘rre Undrky BRgHRS: I ‘PS'?‘?ﬂsSrt H“Sh
nmachi ne reagahfifer trein REIENAG td &e the dgtecteairRthd@w tLiedst eystém pasemport) .

[ 0043] According to_lqcal_requirenent t he us e re uired .o provide
Furthor | oRGTFAERR 1o e Yo ciagp 88 IOt G8 nEb s P oSk s A1
configured jngiudgt firMéxaehplel Oar h@emhergfdwélrhacmfe ?eadi%bre f)@cfsoﬂaltldéntmeétwnﬂ by
machi ne in respons the REID identjfier an RF to use

et ect | ta
TR ot et cHOMPAID (3 EymTIoAryo o EeseRat oE PeraRPLEERGY CRik B B ke 25
i dent i fy3 ngbibhRtritSipformatits feRiting R tHeOeRelnd idhtibhed Bpsle, HesttidaRh ﬂaﬂibn

i nclude, for_ex an | tJfl r for a machin readabl e r sonal
i dentificat ?%ﬁ"@ggl?%’i‘?tp”{’\é %‘)‘Pw'ﬂ%la U%@F'“tépa'&“%zfggf? Ptcag}er?ﬁﬁiﬁ?{h‘?e BeRsht ity
card or thetd ivisaty ﬂf&dfdﬁntltylﬁ ki arset rising RUoH rmbmemcr pfatriation t@ bldenetrger . As

ment i oned apov vaI| statio al so vided, with a
fingerprint! ”gQF%‘H ﬁlﬂo‘?rb ed“ﬁ%l‘r’é‘?r ggagﬁgledé?{ﬁﬁgr a2 & %7'3& QPUPSEt Bt ity
of a user ussROp&ILEBPI ANEiEEUsSiohNdUIBLED bicoiett mmtrrat|0n||m1’ta)|baﬁbum fel d on
t he rrac? ne rea ablg i%ﬁntlf Ei %ﬁl an identity docunent such as a
passpor é ReaMR e Rt e elogd iMteERTES onet ric i nformation is to be found,

f or 20exanpligtp:/&bwv highdrohtpwhagdnithianm@inblerspisrp. fitkrl.p: / / www.  hi ghproq ranmer.
com al an/ num bers/nrp. htm 1. 100441 Where eligibility of a user is

determ ned, the validation station 22 can be operable to send one or nore
val i dati on [eesedineresiiidity of ® ubdrds dateimiatd dhe sylistation station 22 can be

operable to send one or more validation request messages to the validation system

25  26. The determined RFID identifier can be provided in such a message and can be
used by the validation system 26 to retrieve from the host system 20 and return all

transactions that are suitable for export validation.

[0045] The validation system 26 can be operable to respond to a validation request
30 message to retrieve all the transactions for the user (for example all transactions

alreadyr associated with the token and/or transactions entered at the validation station

22) from its own database and/or from the host systems 20, and can apply rules set to

determine approval or rejection.



2526. The determned RFID identifier can be provided in such a nessage and
can be used by the validation system 26 to retrieve fromthe host system 20
and return all transactions that are suitable for export validation. [00451
The validation system 26 can be operable to respond to a validation request
30nessage to retrieve all the transactigps for the user (for exanple al
transactions al ready associated with the token and/or transactions entered
at the validation station 22) fromits own database and/or fromthe host

systens 20, ogdafl Iﬁ&ﬁhe@&ﬁﬂnﬁleﬁ tHeSRlidRiontsYstdft 26 COURELSBEILO eRherQiutdreatRENy on. 12
100461 I n one exanple, t

e _validation system 26 could be set {o either
aut omat i cal #RPIYH? B o@;herﬁfﬁr@agtfonprspgsgfgrhgﬁ%?t q?'ﬁh%a"ﬁg%egﬂ SSh?lg(ﬁeé‘s t hat
have been sgiannél\dreRfbrSdtiRBNED réjetl a RaHAFRAH Crl habifeln) Sdgait baseliohitaret | on
("red channel ™) ain based on rules set within the validation system 26.

. . ba
5 [00471 Wit vithin ts%l"?'!ﬂié’f'i)'bﬁy%%tzgm 26 makes a decision about a transaction
(approve/reject), an authorisation nessage (validation request response
nmessage) i s automati cal‘léa%{igrout ed throu t he message .interface 24 back to

the appropr P87 Yibsp the \idaljoppysient£6 H1aKes BIRCEOR SRPY HEANSACYNE form of a
web ser Vi ceahprivenSectR M fdibribiH HeddigetlMahicncqaédt YestiRRE®WREsage) is
transactions (inc¢cluding an electronic cust ?*FB gégrr?% The host s%lfs)t em 20
updat es an ¥%PLelisRYy fouteq lyrengh the 118SaRaS 1BIFTREs 6f A2F0OP 1HRaPRTPRIRIEEPFon with
t he aut hori gatdreR0"Ba6RE PedpRRES Bt bE & BelforntHlRNEGEY service respb®d 8Ad ban an
exanpl e, enbodi ment the v 0es not act. as {Og%%g%%rrent

he, val i dation system 26 )
aut hor i Kht i leld Hssglectapica é@MPV%dntéafﬁs@gﬂor&ig‘P@mnsm eqtiopicgys cord.
[ 0049] EachTheRéstsyste@moAbhdatdisam sxistig tax @Amaitiamsactionfreduld Res@ge to the
requestor (e V@J'I dation station 22) indicating which transactions

.g.,.a

have been a%ﬁ?%%‘ﬁ"f’ the guthgrisapinessag (RRRATRYS: Feigch FAA998)- A TRO t hat i ssued
a token can be given first 20position on the validation station, and that
TRO s transactions are displ d. 050] .1 f one or re of the retrieved
transact i on®hy %@@W&g@%@?m{tﬂs "ﬂ&.‘@“"'&&ﬁ?ﬁ“@@r%%é'ﬂ{ ad A8dhE channel "
ser vi cer S or piyneerd BRIhOHEMioh MBS BOL riathes tri1bse eybte 20 intsaystemofast@biund is to
be paid. By "green channel"” service is neant that the refund 25is approved
wi t hout further action being needed. If any of the transactions are not
approved, t fag4oySBACH Sost bytem 2066meaanetranseifteva efurfdonesidagh eatie rebasstor

transaction possi ble for. all .transacti.gn and i 5 asked to presgnt
ettt o b euaraIeIgh Fetef DRI rOR Thinsagi g e B e BEPBHERRE -
service i s fgpest clianatl” botonatic bepséntt FOBROthatsstiet iacoisen(¢aostss diven firer  al |
tr ansacﬁd Onggsitﬁomeonut%grvaﬁc%%ioﬁ %ta%(r)r?,sa%rc]itthgtl fﬁ&'lsftra%gac?ions are displayed.

[0050] If one or more of the retrieved transactions have approved codes, the user
could be given "green channel" service for the approved transactions and could be
asked how a refund is to be paid. By "green channel” service is meant that the refund
25  is approved without further action being needed. If any of the transactions are not
approved, the user is given "red channei" service for at least those transactions
(possible for all transactions) and is asked to present himseif to a customs officer for
further processing. By "red channel" service is meant that for at least those
transactions (possible for all transactions) the user has to present himself to a

30  customs officer for further processing to obtain approval.

[0051] If the choice of refund is to a payment card (e.g., a credit card), the refund can

be made automatically to a registered payment card. If no payment card is

registered, the validation station 22 can be configured to specify to where the refund
35 should be made.



30custons officer for further processing to obtain approval. NOMIf the
choice of refund is to a paynent card (e.g., a credit card), the refund can
be made automatically to a registered paynent card. If no paynent card is
regi stered, the validation station 22 can be configured to specify to where
the refund 35 should be made. 13 10052}51f the user requests a cash

equi val ent refund and the user has used a TRO or other token or a nobile
commruni cations device 40 that can store a cash anount, then the refund
amount can be credited to the token. 5 100531 In the event that red channel
processing is indicated, then the valjidation station 22 can b 3§Frable to

pronpt the 9821 ¥Hhejiser ersyests acash sayivaleptrefupngdand puseihag esd adEQ e RFID

identifier pPePREEMOPS AOBAS LEBMuUICEitHeUwice iDitkdtaan efite B@aft aiodeithaht h an
approval station, or termnal, 28 that is linked to or forns part of the

10val i dat i oedgiind gmegnt sanRe eeditedio e l0keRxanpl es, the approval stations
28 can be separate fromand/or renote fromthe validation system 26 and can

comuni cate therewith, for exanple via the nessage switch. [00541 In
response t ol0f%%r Indbe gvent hat pgd W“S'rpr%ersé'ngr'%ﬁ’é@gﬁdo%”ft%? "%)QF‘P%t i on

15pr ocessi Ngatidi22 3RPhOYRrable o pitpt Ak GH tdBroedsd @ Sustemd bfibeiTvhot he
val i dati on request nessage to the validation system 26, @h_a %&p t hen
Fiatsanpe

recei ve in FA%HERYES e REIDIgentifigeioRenin RIgeeasiido vetHsigs P

transact i ongrovide8 With aﬁf@gmt SEforD bf ief@inak 28 thiteNirkeRtOvEfoftis pait eftheeach
transaction, or. change (reduce). the val ue ang]égpa The custq of ficer can
npat

enter tHe r¥Rliidption3vsiina 2herloygxsrsingilen fxpap'ss BRYELERONS SR 9 Peappr oval

term nal 28sepHigte fiRfiaid/6r refiotd g tifkerdlighiutssystent 268 taRt&fimbiichiee
val i dation system 26 thr ou%h thhe massage_@wl tch 24 to the appropriate host
system 20. YREWEsfor syapels ViRothR 0esea9t ViR t ax refund transactions with

approval codes (approved, rejected, changed value). 25
[0054] In response to user selection of one or more transactions for validation
15  processing, the approval terminal 28 can be operable to transmit the validation
request message to the validation system 26, that can then receive in response a

message identifying approved and rejected transactions.

[0055] The customs officer can then approve or reject each transaction, or change
20 (reduce) the value amount. The customs officer can enter the result of his/her
decisions using input device(s) of the approval terminal 28. The result of his/her
decisions is communicated by the validation system 26 through the message switch
24 to the appropriate host system 20. The host system 20 now contains tax refund
transactions with approval codes (approved, rejected, changed value).
25
[0056] The validation system 26 can be configured to operate in one or both of two
modes of operation. In one mode of operation, information for transactions is stored
on the respective host systems 20. In the first mode of operation, the validation
system 26 is operable to retrieve transaction information from the respective host
30  system 20 for validating refunds. The result of the authorisation is communicated
back through the message switch 24 to the appropriate host system 20. The host
system 20 now contains tax refund transactions with approval codes (approved,
rejected, changed value). In the second mode of operation, the validation system 26
retains a copy of each transaction within its own database, associated not only with
35 the relevant token (RFID) identifier, but also with an acquiring host system identifier.



100561 The validation system 26 can be configured to operate in one or both
of two nodes of operation. In one node of operation, information for
transactions is stored on the respective host systens 20. In the first node
of operation, the validation system 26 is operable to retrieve transaction
i nformation fromthe respective host 30system 20 for validating refunds.
The result of the authorisation is communi cated back through the nessage
switch 24 to the appropriate host system 20. The host system 20 now

contains tag thaefcaéh-dthter@mréhls%témvma é]s@B@és@E Me FAERSHPRR Appeslal E&jesct ed,
changed val%eyif he second node of ﬁﬁ) %tlon t he vg}%datlon S, i'l m 26
retains a c t%Fheé%HS!ﬁt%{ﬁ?Q&PP‘Eﬁﬁn?ﬁ't gdiffprengmhetisen Hifswo 'H%‘l%?c'g azd not
only w th 33theséddng iidde, fekanddiikdhls teh@ﬁe&énh@é copLbf 2l e fbrh il RBst

acquiring host systemidentifier. 4 In this case the validation system 26
al so passesS¥SN§ #@&nsacti on and approval code back to the host system 20
concernegd. The difference between the two nodes is that in the second node,

the validation system 26 retains a copy of all data from all t systens
20 51008 70 AASPPHRLE S P ELPopE GRD 8IS S 55 SHETATUTOITRBIRIEN, ot | ng

i nf or mat i onudisd Besty sottvaks, SQhibWaRe an@ BtbicBE@tfor RAdliRg @@c@ﬁ@ﬁﬁarfcm handl i ng
secure financial transactions as known for e|ect roH _@ﬁg@%men S.

st andar ds- bEaESACiRNSAsdRoNa forRlecioRIc AR ShEs- s BgneRfFs Wﬁﬁﬁﬁgﬁ&fﬂﬁund

transacti ongan tFUbe'%@ed)for shAdHHiging relng %ﬁsé’cﬂbﬁ% Mhthe G ofaltdrdlard @essaget | pl e
TRO providers, while ensuri n&et hat custons and tax ,aﬂa%horl ti esldgnl y have to

deal witth afosnaigias allowdermuiirle JRG BrexideTs, [“@6%8@5%9'9 (?FEFPW@ edFEact i ons

on the hosta@i&itRE10AH RIVEAOHeMRVith Véthdid aydtom foysipetiald using at least a
transaction identifier and a value of purchase, and then associating 1l5user

detail records linked to an RFID identifier in the acquiring host system a

val i dation RS eBy rofdiiy @@s@@ﬁr@tﬂn&hé aogt@yéﬂeﬂvm fied/oneh & vatBEGH smanf rom
t he ach|r|n 10St system2 of FI D i ntlfler

i ndi cate a 29E¥Nggtlepalaiansacias | geqt@a%’é‘fa V%'Pe ﬁgplﬂﬁcg Sof" epésﬁﬂﬂét’r‘gnd to
t ransm {5 t haderrdetdillrbcdrds lirk@d @ sh RFYS idemtifid}.in @ acquiring host system, a

validation system 26 can be operable to retrieve refund transactions from the
acquiring host system 20 of a TRO based on the RFID identifier, to indicate a “yes/no”
response to a request for permission to refund, and to transmit that result to the host
system 20.

20
[0059] In the illustrated example communication between the host system(s) 20 and
the validation system 26 can be effected via a message interface 24. The message
interface 24 can provide a dedicated network between the validation system 26 and
the host systems 20 for one or more TROs. The message interface can be

25 implemented using web services or other online or offline connection arrangements.

[0060] In an example embodiment, automated validation stations (also known as
validation terminals, or kiosks) 22 can be provided that allow automatic pre-screening
of refund transactions to generate a “red channel/green channel’ response without
30 human intervention. The automatic pre-screening process could be effected using,

for example a validation station 22) at an exit point from the territory.

[0061] The validation station 22, or a validation system 26 (e.g. a customs approval
system) in communication with the validation station 22, could be provided with rules

35 defining a “red channel” requirement, for example for high-value purchases and/or for



[0059] In the illustrated exanpl e communi cati on between the host systen(s)
20 and the validation system 26 can be effected via a nessage interface 24.
The nessage interface 24 can provide a dedi cated network between the
val i dati on system 26 and the host systens 20 for one or nore TROs. The
nmessage i nterface can be 25i npl enent ed gging web services or other online
or offline connection arrangenents. 100601 In an exanpl e enbodi nent,
automat ed val idation stations (al so known as validation termnals, or

ki osks) 22 &%Bhé?é%s%\*@‘b‘aﬂ%dla?%b frhb@f\é!d%ﬂbﬁrﬁ@tbéhapib@rM@B@td?&qgfreQEfUnd
transactions to generate a "red channel /green channel’ res%se w t hout

30human i nt ey énpriesent anaken, shepriRg Eecsinb FEEsRAEN ARG U REELUEDERRH B of f ect ed

using, for @esamb@fﬁcev@ib@aétbﬁ.@a@bﬁivbpaat?o?m@foraﬁprsw poi nt fromthe
territory. [ 00611 The validation station 22, or a validation system 26

(e.g. a custons approval systen) in comuni catl on with the validation

station 22, 5yl ﬁh@@al’@éﬁ’dﬂ Qﬁﬁor}/\ﬂi Rdyr EH@ \%‘ﬁdé”tﬁﬂeﬁyb@rﬂ% ] c':'ornﬁﬂur%a’ﬁ&ﬁ%
requi renent, for exa hi gh-val ue Burc ases and/or for 15 purchases

of a parti cih‘leaﬁa"@%ﬁ*ﬁénPat‘ﬁB cqu@bb%f&ﬂﬁeﬂwﬂ éWﬁ%ﬁeinm%Lﬂrae%éh%ml SHEAHOB a
user to pres@iing duditfitic SRRl S&bofdSE tddertaRPGRAR SuchatcdUnery @0 Bisin of

purchased to a Custons O ficer at_ a custons ag proval station 16 for
approval . 5ihedeyplernien seliedtansactionaeiusn valye opell fansagiansaayadly dpepein 26 i n

conmuni cat i @RraMahih efch%nﬂ%gléhﬁbbﬂﬂlnﬁl@ﬁ b@‘uch%ﬁ!é'nd esoRie dhRichizdktIBts ot €S
defining a "green channel ™ situation provid % aut omati c approval according

to certHl n eeyniriasis cgigippresailers; fgigiiers #d %QP'@P Be usetk traveller, item
val ue, transaction value, value of all transactions, quantl ty of goods,
merchant, etc., and | ogical conbination of such CI‘I teria. white and

bl ack |i st sIOP&H 'i'SE'@u%'Lsﬁ sehepatipranggsentatiop of pa REID {ag,) he @F’Eo AG'YS on can
be used. 10Q@sheltdHrébetbt] F.g@resgmag{?étegtrreaﬂea mnmﬂﬁm@ﬁcﬂﬂ@ tag in
the formof a sticker attached tq a receipt. ﬂé‘t% | u tratestP

ocel pt 70 aadheferetn) Bide o B aRs R RATRIEN B PerRes P 23 SPTBE

i 11 ustred esopypEdRFD Madet/Miitdf 262 (as an exanpl e 150f a type of RFID
reader/ witer) 242. [0064] Figures 4 and 5 provide flow diagrans giving an

overvi ew of the operation of a systemas illustrated in Figures 1-3.
[0064] Figures 4 and 5 provide flow diagrams giving an overview of the operation of a

system as illustraied in Figures 1-3.

20 [0065] Figure 4 itlustrates an example of processes that can be performed at a point

of sale where a user makes a purchase.

[0066] At step 412, a user makes a purchase at merchant’s point of sale (POS)

terminal. The details of the purchase can be captured by the merchant system using
25  any conventional technique, for example by the merchant scanning a bar code and

the merchant system retrieving details of the purchase from storage in the merchant

system associated with the bar code.

[0067] An NFC interface (or other type of RFID reader and/or writer) 242 of the

30 merchant system 14 can be operable to determine an RFID tag if the user already has
an RFID tag. If an RFID tag is detected at 414, the merchant system 14 transmits
416 a gquery message including the RFID identifier to a host system 20. The host
system 20 is operabie to determine whether the RFID identifier is registered for a tax
refund service by comparing the detected RFID identifier with user records.

35



20[ 0065] Figure 4 illustrates an exanple of processes that can be perforned
at a point of sale where a user nakes a purchase. [0066] At step 412, a
user nakes a purchase at nerchant's point of sale (POS) term nal. The
details of the purchase can be captured by the nmerchant system using 25any
conventional technique, for exanple by the nerchant scanning a bar code and
the nmerchant systemretrieving details of the purchase fromstorage in the
mer chant system associated with the bar code. [00671 An NFC interface (or

other type @hessRAk Qmeﬁeﬁm@ﬁ&grmﬁe% ub@rn}m%é@o Bé rdddRIcHOREY thBAMO Bystt em 14

can be operable t'o deternine an 8 t he user already has an RFID
tag. |f an ¥hepthe BYOheostis cperable tatsen%z ﬁrf@plwme@ﬁ%aﬁt°§9%mrﬁhfnt Y i t s

416 a quer yihEBReiaass infeindfilor@r idaftifingthé dedi rrhwfomti@nh&saerﬁmm 20. The
host system 20 is_operable to detefmne whether the RFID |dent|f|er S

regi st ered ¥ can inglideclon AXAraRIP @i RASSERT BURPRIANIIPT DINGET BEYBatiqe-(fey
i denti figer &éﬁblé&sﬁﬁhdt??gﬁl%ﬁ?rﬁd%ﬁﬂ@%g\%]uslef 418, the RFID identifier is

determ ned to be recor host, then the TRO host is operable
to send 420 a reply nessage to the nerchant systemthat includes

i nf or mat i ongppea Atdmt tﬁeymé\%hém%yst%ﬁfean%@oﬁéﬂémé E@éutﬁﬂktﬁ@fnférﬁ%ﬂbrh fori ng the
user can |nclude for exanple a passport nunbe nd/ bi onetric

i nf or mat i on'd(""f“éfY'"S@”}@aH'ﬁﬂf i thg ”ﬁfﬁ?%f@ﬁ?@”%}demﬁ@ﬁwﬁ ?th@ upgie AlteENativeln069]

At 422, theoﬂﬁraﬁblﬁ&‘i the/ ﬁ{e%ﬁaﬁﬁ@sh#n @%bé@bﬁ@uﬁac@ﬂétimﬁb th& Bsdritd fpledhon for
i dentif g. the user to the nmerchant for manual identification of the user.

Al ter naﬁ/q veRgntifigna inforatadpe (fBRexantile yaing RipRetds ScagRieM: be configured to

invite the user to input the 10| dentlfyl ng i nformation (for exanple using
bi onetric recognjti on) 0070Q] , 418 is determned that the RFID
i dentifier "870holf; 418cki ‘W“’t’?ﬁ’ ‘!"ﬁtet ?IE(B“H&G("““?VH%HNUREW%W%%'TG TROoper abl e

to send 242ngtriRoh the MRS ABs :& 8pérasiets rsémmz 8 Y& P ek Sagth e mérhahihi S
information to the nmerchant to invite the user or the 15rrerchant to input

i nf or mat i onsﬂsiﬁm F%%Pvtfﬁzﬁb'st"l'féfmﬁ@f" to i‘l?d‘??ﬁ']Ch?’?)tltP SR eYsEpouE, where no

RFI D tags i smdpdhast 8GhmpulinfériadtioMfdtddaifmgtRd uséhe merchant system can be
operable at 426 to pronpt the nerchant to issue an RFID tag to the user

and/or to associate an RFID tag with the user. \Were the nerchant
[0071] Following step 414, where no RFID tag is detected, or following step 422, the

merchant system can be operable at 426 to prompt the merchant to issue an RFID

tag to the user and/or to associate an RFID tag with the user. Where the merchant
20  issues an RFID tag to the user, this can be done, for example, by issuing a card that

includes an RFID identifier, or by issuing a receipt to which an RFID sticker is

attached, or in some other manner.

[0072] Optionally the merchant can be prompted to enter in to the merchant system
25  information for identifying the user. The information for identifying the user can
include information identifying the nationality or country of residence of the user, for
example a passport number and/or biometric information for identifying the user.
Where such information identifying the user is entered, this can then be transmitted to
the host system, which can then be operable to record the information for identifying

30  the user in a user record for the user.

[0073] Where required by local legal requirements, the merchant can also be
prompted by the merchant system to determine whether the user is eligible to receive
the service. If so, then at 428 the merchant system 14 can be operable to transmit a

35 transaction message to the host system 20. The transaction message can include a



20i ssues an RFID tag to the user, this can be done, for exanple, by issuing
a card that includes an RFID identifier, or by issuing a receipt to which
an RFID sticker is attached, or in sonme other manner. [0072] Optionally the
mer chant can be pronpted to enter in to the nerchant system 25i nformation
for identifying the user. The informati for identifying the user can
include information identifying the nationality or country of residence of
the user, for exanple a passport nunber and/or bionetric information for

i denti fyi ngebbipt 1ldéﬁﬂf|er Wraere@éishnurﬁwy R {Ale bOBBGobYd PachidRdUSRT thes
entered, this can then be transmtted to the host system which can then be

oper abl e t &R BF%’QQFWP& Ragthes infeapation&ap iBtspi Regndeesein iemesspas. (PEer
record for &aendis8&tailsldIAd ddoddsirendsRd Wsrefied ihQe) 41220al  requirenents,

the nerchant can al so be pronpted by the nerchant systemto determ ne
whet her the user is eligible to receive the service. If so, then at 428 the

ner chants sygjAam ik KR sPReRRe RBIR dperddlaastid alRcate ta tRiheastidnaderiies age t o
t he host system 20. The transaction nmessage can include a 17 recegﬁ
and

i dentifier (€& § a0SAEOBIMME,RDEFNG) thﬂé'av%acuen 8hd piestes SRNSAGIANES

the sel ect eiﬂclﬁ&h@théjﬁéﬁéaﬂlcﬁflderﬁméfr hﬁé réc@fwrdéﬂﬁﬂ@nhéaalualwpurlaﬁasmh@ded in
the nmessage, for _exa etails of goo s purchased as retrieved in

step 412. 5‘#‘9@':4?' nP?fbsF U%@ﬁgt"ﬁﬂﬁ%"’e&ﬁ @Eocpﬁé'ﬂ%[ﬁ‘l’eéj n3ee ransycigtate a

transact i onrecgNidrekample@icthils f tHeadbvas pumhagerber or string) the
transaction and creates a transaction record-including the transaction

i denti fi%r, the recei pt identifier, the value of purchase, and the RFID

i denti fier)ofsyr hittherwtr@s, Hhtdxam %@b&ﬁbrh@cbrﬂ@nﬂﬁﬁéidldt tidigost Bpgie@mct i on

record, for exarrple detail's of the oods urc ase Q075] I n other
words, an eS@hpele ?F’Erf%‘ﬁ"("i‘%ﬂe'ij%@&m cg,ﬂ I?P' qﬂ@“ﬁﬂﬂ%‘g ”]sr%?%?%%n

i ncl ude t hethb Albb@detribb&k@dps: some or aII of whi ch may be popul ated in
response to the above described steps: 15Transaction identifier; Receipt

identifier; Value of purchase; RFID identifier;
15  Transaction identifier;

Receipt identifier;
Value of purchase;
RFID identifier;
Registered flag;
20  Details of Goods;
Details of traveller;
A payment target;
Registered flag.

25  [0076] The host system 20 can further be configured to return 432 a transaction
response message that includes the transaction identifier that can be printed on the
purchase receipt printed by the merchant system 14.

[0077] Steps 412 - 432 can be effected in real time in parallel with the credit card
30 authorisation processing so that no additional delay is required at the point of sale.

[0078] In the method set out above, the communications with the host system 20 is
effected by the merchant system 14. In another example, the communication with the
host system 20 can be effected by a device separate from the merchant system, for

35 example a payment system.



Regi stered flag; 20 Details of Goods; Details of traveller; A paynent
target; Registered flag. 25[0076] The host system 20 can further be
configured to return 432 a transaction response nessage that includes the
transaction identifier that can be printed on the purchase receipt printed
by the nerchant system 14. 100773gSteps 412 - 432 can be effected in
real time in parallel with the credit card 30aut hori sati on processing so
that no additional delay is required at the point of sale. [00781 In the
met hod set out above, the conmunications wth the host systen120 S

effected by the nerchant stem 14. 1. n_anot her ni cation
W th the noSiEyEBURSE 20N HaON UetBinB g XD AL CBgBtPh SN B AR

nerchant sygésefbed @ith 2ferRNodR) Bigarepay3Wnén & YiSéeapprodbBed AR €Qil pbinpidre ad i1s a
flow diagramillustrating an exanple of operation of the system described

with refere®@8Wo Figures 1-3 when a user approaches an exit point froma
territorgy. 5 [00801 In an exanpl e enbodi nent, a val idation station 22 is
operabl e at 502 to detec

that are in Vi cinity of
OPCNRE |t clOPEE ol agt SIS ST pRGMBNE RRE 710 A oA b PO e dt POZRect b
\éal i dation §ﬂrem>ﬂ 18BredRF1DHAGOMRBL drel iR tHeeaQInnsEl afnq\lFF(blthfdcieC{artéthér tgpedd on 22
Cype of | Rel B Ckizaget atoummian efe ol h3420die8 SalPndZ: i on ot ation 22 can be
operable at 504 to invite a user to request val i dation of a tax refund, for
exarrple by providing the i tlon a of, the
valt dariGn BEs | firemnsasd Mt Stind oo dp i RERTBS & woi B by « ne
;Jser anfl debrem NE‘Chr)teﬂaéeE(ﬂi‘r etheplypsef RAID muee%ﬁm@gﬂb er) 2ap, tagsmmmaﬁ t he
erm na er ra a ut t ato sen itive
i spl ay Scr SEERE2 GbEY apRRGE R A0S iV & 953G gt bR RHER
;tMe[ m Rala pirafo@ exaerpﬁbgﬁ}%{wrdrﬁg that inditaion aod:b@err oataCdi@I@ﬁ@feh@flaltdlaﬂom ﬂ‘atadirat r[ on
hin a n up to a
m nute or Sgéj }\g res&e@ee,{g&ﬁ‘sfr&gﬂtr%cé)u gé’& by the user and c?e?ec(%eéj Ey
15  microphone and voice recognition system of the terminal, or by the user operating a
displayed button on a touch sensitive display screen of the validation station 22, a key

of the transaction terminal, etc.

[0082] If at 506, no user acceptance of the invitation within a predetermined time (for
20  example within a few seconds or up to a minute or so) is received, then the process
stops at 508.

[0083] Alternatively, if 508, the user accepts the invitation with the predetermined
time, for example by the user providing a voiced command or by operating a

25  displayed button on a touch sensitive display screen of the validation station 22, a key
of the transaction terminal, etc. then at step 510, the validation station 22 can be
operable to cause the validation system 26 to retrieve any purchase transactions
associated with the detected RFID tag(s) from the storage in which the transaction
records are stored (for example, in the host system 20 or the switch 24) using the

30  RFD identifier of the detected RFID tag. It is to be understood that the detected RFID
tag(s) could include an RFID tag identifying the user and/or one or more RFID tags
identifying purchases. By storing information identifying any RFID tags known to the
system (as a result of user registration and/or user purchases in the transaction
records in storage, the systems is able to retrieve the purchases associated with the

35 user, even if one of more of the relevant RFID tags has been lost.



stops at 508. [0083] Alternatively, if 506, the user accepts the invitation
wth the predetermned tinme, for exanple by the user providing a voiced
command or by operating a 25di splayed button on a touch sensitive display
screen of the validation station 22, a key of the transaction term nal,

etc. then at step 510, the validation sfgtion 22 can be operable to cause
the validation system 26 to retrieve any purchase transactions associ at ed
with the detected RFID tag(s) fromthe storage in which the transaction
records are stored (for exanple, in the host system 20 or the switch 24)
using the 30RFD identifier of the detected RFID ta Bﬁﬁo be  under st ood
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of the tran®atts HRCGLTABAEIASni ne the transactions for which validation is
to be processed and to send a nessage to the validation system 26 requested
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the selected purchases. As described earlier, this can be in the form of a green

channel or a red channel response associated with some or all of the purchase

transactions.

20

[0086] In the event of a red channel response at 518, the status message can cause

the transaction terminal to provide, at 520, the user with details of further steps to be

taken to obtain validation, for example by proceeding to a customs desk for further

processing. The details can be given in audic and/or visual form or by printing out

25  details of the steps to be taken.

[0087] In the event of a green channel response at 518, the refunds are validated and
this is output 422 to the user at the validation station, then the refunds can be
processed at 524 by the host system 20.

30
[0088] The conditions that can lead to automatic approval being or not being given
can depend on predefined rules that can vary according to various legal and
regulatory requirements.



the sel ected purchases. As described earlier, this can be in the formof a
green channel or a red channel response associated wth sone or all of the
purchase transactions. 20 [0086] In the event of a red channel response at
518, the status nessage can cause the transaction termnal to provide, at
520, the user with details of further stgps to be taken to obtain

val i dation, for exanple by proceeding to a custons desk for further
processing. The details can be given in audio and/or visual formor by

printing oufppsdpdedraxhmpRi altfificat t@Rfre@nDi8 tha RNpurbRES3Y bf the gbb@s i%\éﬂnt of a

green channel response at 518, the refunds are validated and this s out put
422 to the ®lgie a?r89wh9aa*ﬁ°oﬁa&p96ﬁﬂ?t%ﬁ°ﬂ5nAC?qqélﬁglyh!e thepitHadien than elgibility
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predef i ned tegistared geihatiine Ay gmirimertidh e 'BV%' n &0ebIpR g toaf??dd?@g'ﬁpat ory

requi r enent fom tRirkika8idn r@ébrﬁ@dﬂﬁ'tﬁe sPstéiPii Slchr£6ube! SNReY 526 thdrat the
purchaser of the goods is an eligible person who also exports the goods.
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that time, an enbodi nent of the invention enables this to be identified
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non-aut omati c proceSS|n9$for t he user esent exaqPIe th
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transacti onfoeaiaarh@el.d%rueltérrrm&sru@aéqdm%toa:hu$rrréfoftphﬂ:h ake fhab feRist@tiod Isag i n a
transaction record. As al so explai ned ove, optionally 10 according to

| ocal requi PEABRELE- the "Registered” flag for a transaction can be reset
if, for exanple, it is determ ned subsequently to the time of purchase that

registration is inconplete. 0090 Al th he present e le a
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Q her f act opsrea@apdfiefgibilifyersbéand alklof birchdsetrdraamdtidre. approval such as the

val ue 20of goods purchased, the types of transactions, a pattern of
transactions, the

[0091] Other factors can affect the availability of automatic approval such as the value

20  of goods purchased, the types of transactions, a pattern of transactions, the
nationality of a user, etc. Also, non-automatic processing can be required on a

statistical basis as a part of a sampling process.

[0092] Accordingly non-automatic processing (red channel processing) can be

25 determined at when locally determined requirements for automatic processing are
determined not to have been met and/or a statistical sample processing is required.
Accordingly, an example system provides for increased flexibility of operation while

still providing secure and verifiable operation.

30  [0093] Inan example embodiment, the details of user and transaction information are
held centrally in a server database and can be linked to each other using the stored
identifiers as described above. This means that the records can be held more
securely and in a manner that is more resistant to tampering than would be the case if
the records were held on device (for example an RFID readable device) held by the

35 user. The RFID tags held by the user serve to provide a means for the system



nationality of a user, etc. Al so, non-automatic processing can be required
on a statistical basis as a part of a sanpling process. 10092] Accordingly
non- aut omati ¢ processing (red channel processing) can be 25 determ ned at
when locally determ ned requirenents for automatic processing are

determ ned not to have been net and/or g,statistical sanple processing is
requi red. Accordingly, an exanple system provides for increased flexibility

of operation while still providing secure and verifiable operation.
30[ 0093] | ”teﬁ'ﬂmﬁ?éqgﬁ&&s@'m@%tﬁm theldBRralRtRId coidsUTRls, F3CkXahS #¢iheOn
information are held central in a server database and can be linked to

each ot her eManhthat He @?bW@'E?tP qne; & maerg of thedth Diags. apsmbodingg® eans t hat

t he recor dspigiged theht8ithidiP b8van@igd tRhiiha Rélevaht MidRANER coildbe rtriéRRIdErom
resi st ant to tanpering than would be the case if the records were held on

devi ce (forthexghrtsalalatabapgl D r eadabl e device) held by the 35user. The RFID
tags helgd by the user serve to provide a neans for the system 21 termnals

to access and retrieve the centrally held records. Thus, for exanple, in
the event tWAMItkKdhegampiesystew q%g@qs*rf@oa? the transsctioh EEcRdsHre A8 In 4

embodi ment mé%\bbﬂﬁr%térﬁ‘(g) Seeiinesd a@h&agmwﬁéwamﬂoﬁ SAY6 (blyf & mation
could be retriev fromthe central database. 5 [0094] In the exarrple

syst em descPYsHEs aprroeal systemy pagienibeiteminale 6'?‘3!5'0%5% Hewayer.in erthelost

systen(s) 28vzmle E%q%s%t%n%s@aﬁmabeh@m él@hia‘ﬁ@él{i@ﬂinsé@l‘it%ﬁhr?&e(e g., a
cust ons_approval system /or the termnals and ki osks. However, in

anot her l(exafMgpEageIRMICH dﬁ’l@i@ﬁ'%ﬁ Goalighed 28 greatrdlSeREr aY$fer nati vel y or in
addition in the 10nmessage switch, where this is configured as a central

server system 100951 Al so, although in the described exarrpl e_an afutomat ed
ki osk in t hi0§shr Asesalifoygh indhe deseribed example an autarpalgd kiosk Khe forBhoid a

custons st a@é;@auélrﬁstaﬁd}ezz:ré%h@wﬁ lrﬁécﬁilﬁ&ﬂojaﬁ:@%sﬂst%rpf@méj@ﬁtdmi Batidie

functional i t(%/ he validati on stat coul.d 15repl ace
8

separate val® eyl Bﬁ peqvigedthtbe fLI"W’“?’F\%'%%H@% Vﬁ“ﬁié{'ml piatiop 248p %C%‘J%t ion 16

forms ars exaippice tied séd’é‘i‘até%hd&@ibh @tbuaﬁ api Qﬂtha%aseé At 1Bt dus®imd fistidrst
i nformati on can be perforned he user Préﬁtom; official as

appropriate OYTE@Q@ramH@tqﬁéhE‘a‘{ﬁW%“Qﬂ&%tH"b%?d tE?rﬁBtﬁY ¢ yseriplorpal LR e

term nal s aps&fdrid2Q\iae iiskridr 009 dustofissHiGal as@ppfopviaed Wi th RFID
reader/witers in the formof NFC interfaces using NFC technol ogy. In such

enbodi nents, due to the short range w rel ess communi cation, the nerchants
RFI D tags tfbodﬂﬁf Ihethg aBbe dsaaest émbedimeatspiherhdrthiant teminigs bt @6f ace, whi ch

cmbod, mBht ovelGENETs PORARS afe REVEPY SLh AT DAvAGS SIS Ry 8 GPeohre

interfaces using NFC technology. In such embodiments, due to the short range
wireless communication, the merchants RFID tags to be read are placed in close
proximity to the interface, which can have the advantage of inadvertent activation.
However, in other embodiments, other forms of RFID technology providing a greater

25  range can be used, for example using larger detection loops to enable RFID tags in
the proximity of, for example, a merchant terminal or validation terminal. For
example, using a longer range RFID reader can be used to alert a user in range of the
terminal that they are able to use the RFID detection, for example using an NFC
interface to input information from specific RFID tags. Accordingly, where reference is

30  made in the above description to an NFC interface (or other type of RFID reader
and/or writer), it is to be understood that the terminal concerned can be provided with
one or more RFID reader and/or writer using one or more RFID standards.

[0097] An embodiment may be embodied in a computer program product for

35 operating one or more processors. The computer program product may be in the



25range can be used, for exanple using |larger detection |oops to enable
RFID tags in the proximty of, for exanple, a nerchant term nal or
validation termnal. For exanple, using a |onger range RFID reader can be
used to alert a user in range of the termnal that they are able to use the
RFI D detection, for exanple using an NFG,interface to input information
fromspecific RFID tags. Accordingly, where reference is 30nade in the
above description to an NFC interface (or other type of RFID reader and/or

witer), it dr@ &%g&f&#%ﬁr&%ntMméMﬁe&.%nrﬁbabarﬁ@rnﬁealnmcto@méo@ provi ded
w th one or nore reader and/or witer using one or nore

standards. PlOREEMediua syl AReselidaiate, Bagnslic PRYFAL MpNEiRRRHASI OTHIBR am

product for s3pRRehadilMOTINSarREr MBAIEMIoRRASSH frinsnTiBSlos MEIHINESUdA R am
product may be in the 22 formof a conputer programon a carrier nedium
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magneti c5  OBbficeRbr affBARG tRMBRIdsoA m&diuat her storage medium The carrier
medi um coul d be a transm ssion nedi um such as broadcast, tel ephonic,
conputer network, wired, wireless, electrical, elect rorragnetl c 5optical or

any ot her tL @aﬁnhﬁﬁdug;'ﬂ tn@émuaam{é%&?&scﬁééd@jwa ol besrOesEcHBEd M dgsicr | bed
e

above have en described in detail, nunerous vari ations and d i cations
Ge!

wi || become "dPBEUE Yariations @pd gnadificetiens Wil beering pppasatdo thase sk €@Mosure

is fully apeh@ézihataaave H%clb%rbrﬁﬁﬂﬁﬁﬁbrbﬂaﬁedtﬂﬂ%|ﬁt@hhéﬂ\m3ﬂth@|f@"d0ﬁnglabms
interpreted to include all such variations and nodif cr?(;lons and their

equi val &t sbe inferpegteq tognclyde alhgienaaliQns A ragdifications,gng el sguiyalrN3at i on
station, the validation station including an RFID reader for contactless
reading of an RFID tag proximate to the RFID reader,



5the validation station being operable in response to contactless readi ng
of an RFID identifier of at |east one RFID tag by the RFID reader to cause
retrieval of transaction information for at.|east one transaction recorded
in one or nore stored transaction records held renotely with respect to the
validation station on a renpte system apg associated with the at |east one
RFID identifier for validation of a tax 10refund in respect of the at |east
one transaction. 2. The apparatus of claim1, wherein the validation
station conpramges at | east one output device, the validation station being
responsive to contactless reading of an RFID identifier of at |east one

RFID tag by, the | D reader to output, via the at |east 15o0pe out put
devi ce. Jan’ Fnvi tARRASRIUE GOTEBe 7 6Bt eHes Valdaionzateii. ope YaIALSh cEHAT. 3.
The appar at Hglu@ihg draRFILL reatlee 6 coritigtievalréativig on af tRFIDOAGQRoYiMate o te | east

one i nput dﬁvkﬁe, the validation station being responsive to user input via
the at | easkF&h&3®put device to cause a validation systemto cause the

retri Svgﬂ _of t hethbnangaiehiseatiod WelHgosparablein fasponde toeesitactinss taaaitgasftanon
recordead I

n_one or nore stored tr tion re s associated with the at
| east one Fﬂ?@ iqgatilsTTgTat least gpe %E@ai‘?ﬂ)gyéﬁﬁgﬂﬁa &R o1 “BCt I YPelledi ng
claim whergansabligh nWedrindaén @t &ttlidtWhel BardpetidDiezotdedsiagheaovmbied sorean
request message to a va f.the at | east one

i dation system for 25processin .
t ransact i ontransgctiof,gecg a'?%‘% e A B??é’eﬁtfzmctﬁﬁi"ﬁidgﬁ'oﬁ03?%1',0%?erFWo %he
val i dation §fsedrh GifdCAYEBEIRRASWIE tHeeasS eadinen® RANDtidéheNibc fyr aatidationr efsptasi ve
to recejpt of the transafgti ogagﬁqformati on for the at | east one transaction

recordet i n" B respgFerTdpgp CRRIABEIDR"30r ecor ds associated with the at
| east one RFID identifier to display retrieved transaction information for
user selectjon of, transactions. to be valjdated.for ftax refund. . 24 which
val i dati on #'s to%%%a’ﬁﬁadgt%?gaa%?’s‘%%e‘ﬁt %V?Iﬁg{'?rbﬁtab%ﬁ%?nsﬁﬁgE?g?ét 5 a

val i dati on siptieaeicy, ths QaksRibn Gtatont heing edspohside talcotatieaxs readingsifsan 7. The
apparatus o imA4 or claim§6, erein th | idation stati C rj ses
SPor Peast BRED Beniibr Shabedu briit DiRa e Rrld weBh SRR M BB T5°
st at us nEssageoitpodvite, sminvitdtionan assst BMeqhdie validatios ohe taxagieinbei ng
representative of the validation status of the at | east one transaction to

output the validation status to the user. 108. The apparatus of claim?7,
wher ei n t he3st at Uise appgratus @8 claine 2 ohareribe nalidation station comprises at least one

input device, the validation station being responsive to user input via the at least one
input device to cause a validation system to cause the retrieval of the transaction
20  information for at least one transaction recorded in one or more stored transaction

records assocciated with the at least one RFID identifier.

4. The apparatus of any one of the preceding claim, wherein the validation
station is operable to send a validation request message to a validation system for

25  processing of the at least one transaction.

5, The apparatus of any one of claims 1 to 3, wherein the validation station
comprises at least one output device and is responsive to receipt of the transaction
information for the at least one transaction recorded in one or more stored transaction
30 records associated with the at least one RFID identifier to display retrieved transaction

information for user selection of transactions to be validated for tax refund.

6. The apparatus of claim 5, wherein the validation station comprises at least one
output device, the validation station being responsive to user input of transactions for



channel or a red channel response associated with the at |east one
transactions. 9. The apparatus of any one of the preceding claim wherein at
| east one RFID tag is associated with a transaction. 15 10. The apparatus
of any one of the preceding claim wherein at |east one RFID tag is
associated with a user. 11. The apparabys of any one of the preceding
clainms, further conprising at |east 20one machi ne readabl e token reader
operable to reading a user identifier froma machine readabl e user

i dent i fyi ngwhiekemlidatiba. is e baNRBtakbs t@fséHdaa Malidationth ficiest hieesamc s ae
r eadabl e user I dentify

token is_one port, an identity card, a
| andi ng car gl %'Q!Prﬁyﬂ?f“ g’gpf%éﬁ%'ég Ofatthﬁﬁﬁ'éﬁ?gﬂgl'{aé‘ﬁ’a rediests 4 ref und oper at or
card, a visitor card, a nobile phone, a user defined identifier. 13 The
apparatus of any_one of the recedl d%cla

devi ce of the vaTh%aren%ﬁtugtoéﬂam Y 'ms%ﬁﬁﬁ@ndbe M%erét'sff Stgtfﬂwa@aﬂseé

30keyboay d, staich8t@Re SEABIL HRce CtheealidatiGt 3eaRh, b@ngqeg@orwel iakedtatuzput , a
caner a, bionetric informati on capture ap ar at us

T oo of | DHESIAGRITEHT A At Ay St e S MESaoa oping ErPreseafatis o) the.

printer, a magtudﬁstbﬁ;@._,ofahéae@&@t_rone #8nsattlon TheutpPHEe dialiGatioh sidtMs eneheof t he
pr ecedi ng cLIlSaeers wherein the validation station conprises an autonated
ki osk. :

10 8. The apparatus of claim 7, wherein the status comprises one of a green

channel or a red channel response associated with the at least one fransactions.

9. The apparatus of any one of the preceding claim, wherein at least one RFID
tag is associated with a transaction.

15
10. The apparatus of any'one of the preceding claim, wherein at least one RFID

tag is associated with a user.

11.  The apparatus of any one of the preceding claims, further comprising at least
20 one machine readable token reader operable to reading a user identifier from a

machine readable user identifying token.

12. The apparatus of claim 11, wherein the machine readable user identifying
token is one of a passport, an identity card, a landing card, a driver's licence, a
25 payment card, a card refund operator card, a visitor card, a mobile phone, a user

defined identifier.

13. The apparatus of any one of the preceding claims, wherein:
an input device of the validation station comprises one or more of a keypad, a
30 keyboard, a touch sensitive screen, a scanner, a voice-activated input, a camera,
biometric information capture apparatus; and
an output device of the validation station comprises one or more of a display, a

printer, a card writer, a speaker.



15. The apparatus of any one of the preceding clains wherein the validation
S5station fornms part of a custons approval system 16. The apparatus of any
one of the preceding clains, wherein the renpte system conprises a storage
system the apparatus further conprising the storage system storing at

| east one of user records for user infopgation and transaction records for
10 transaction informati on associated with at | east one RFID identifier,
the storage system being accessible via a network for retrieval of the

transacti omg nf Ofﬂaabbﬁl&raﬁ@rofa&m} %aétofome Bredéfing lofis VPR afle | VAII@SRNOT
nore stored transaction records in the storage system and associ at ed

with the atStPWOWM@eRFFBUtOH@ﬁ%‘? 'F'P@? 1517. The apparatus of clai m 16,
further conprising a host system the host system conprising: host
system processi ng neans responsive to a transacti on nessage received froma

mer chant syt-em Theharparaisaeh aoh onesefalfe Preesding Glpims prerein JBsafigation

carri ed by Qaiddtbfhd bfs b@doh® apprétflrsysienconnection with the transaction
and data defining 20 one or nore purchases for the transaction, to cause

the storage in the storage systemof a transaction record |dent|fy| ng the

RFID identifger ﬁﬁ@aﬁﬁwatdébﬁaﬁkﬁéméﬁbﬂaetpP&eam@ c@HthQKlﬁerEWtﬁ@?éﬁcﬁefs%teﬁ\he
transaction. 18. The apparatus of claim 17, wherein the st orage st em

forms part ¥MRIFES rmﬁor%%%% the)apparaius fier AomPrisna dhaisiarage SYSteMaj m

18, wher ei ntbiigy BOREstSH SMdYr 66584 & J&ﬁﬂﬁoﬂrr%ﬂ@ﬁ%hﬁhl‘@sé@hohﬁ%ﬂ@ﬂktforuser
records and/or transaction records to_an approva stem .

appar atlts offansagtionn dnfematipnj #psogiatedowitly & olepst; §F%§%DWQ?EW§& th?y?l"é"’?ﬂe

connect ed tgsferk88hg 2XSdBIBIY/ia athedRbFbkretrichal m&mcmuhmawmbmﬂ ng:
an RFID reader for contactless reading of an RFID r oxi mat e to the RFID

reader, andeast INeEINsaRton regpisige in GHel%ﬁ‘Lﬂre &W?@Eaf‘?ﬁfd N FRERRE e M Hisut  of

details of @8ragRRyQEMBEHEadRUEERASAR the dbleast one RFTBN&HANEr. Syst em processi ng
nmeans operable to transmt to the host systema transacti on nessage t hat

conprises an RFID identifier read froman RFID tag associated with the
t r ansacty onq7 andrglabgostaius B BRirR NS, RIthEPESMPISINARES dyetend, ife ho@Arg&ek on.

comprising:
host system processing means responsive to a transaction message received
from a merchant system, the transaction message including a RFID identifier carried
by an RFID tag issued to a user in connection with the transaction and data defining
20  one or more purchases for the transaction, to-cause the storage in the storage system
of a transaction record identifying the RFID identifier and the data defining the one or

more purchases for the transaction.

18. The apparatus of claim 17, wherein the storage system forms part of the host
25  system.

19. The apparatus of claim 17 or claim 18, wherein the host system processing
means is operable to transmit user records and/or transaction records to an approval
system.
30

20, The apparatus of any one of claims 17 to 19 comprising a merchant system
connected to a host system via a network, the merchant system comprising:

an RFID reader for contactless reading of an RFID tag proximate o the RFID
reader, and at least one transaction input device input means for input of details of

35 one or more purchases,



5 21. The apparatus of clainms 16 to 20, further conprising a validation
system the validation system being operable to access the storage system
via the network for retrieval of transaction information for at |east one
transaction recorded in one or nore stored transaction records associ at ed
with the at | east one RFID identifier. 19 22 The apparatus of any one of
clains 16 to 21, the apparatus further conprising a custons approval
system the custons approval system conprising: an RFID reader for

contact| ess readpagnaht @ateﬁFbFacbagn%)ﬁ@éhérab@rab@ tb h@n&hit & (HRAGRE syst&arpr oval

system processi ng means configured to retrieve at |east one of user
i nf or mat i ontranf@ciony massage hath epRmgEsoAn fRIGE ideetitgroreadelrapser RiIR F¥sponse

readi ng of adyol¥aldd Wil Mhé klaRsactidRdand data défhitbRd tori Mér hiaekases bt tered to
present to an official at |east one of user information and transaction

i nf or mat i ontAS3FEfiAed fromthe storage system 20 23. The apparatus of any
one of tfie preceding clains, wherein the apparatus operates real-tine
nmessagi ng. _24. A conputer i | ement ed val i dation nethod conprising; 25a

val i dation 3tati 6 PRRAAWSRY cliMRAP i 20aBiEther Wmﬁrﬁﬂ%ﬁt"ﬁ‘é‘%m? Exstemgthsr  an

RFID tag pr%UHﬁ’érﬁs&&eﬁl%lr@:bﬁéréﬁléqgrac&é@@tﬁé@st@ﬁg@@y&eﬁﬁﬂra the network 6
val idation station responding to the contactl ess readi r;g an RFID

i dentifier Girieyel ‘I’fé‘é’é‘ﬁaﬁﬁ’é "FfF'frT.'?ttO&éO'b%ﬁ ¢35 opg-{rensastierre E?'eéérlhg'ée PEPPiCval
of transact gred thiRbERIN refortl® bssticidi@bwith Hatat IdaR08RE RFMNideRERFded i n one or

nor e stloor ed transaction
22. The apparatus of any one of claims 16 to 21, the apparatus further comprising
a customs approval system, the customs approval system comprising:
an RFID reader for contactless reading of an RFID tag proximate to the RFID
reader,

15 approval system processing means configured to retrieve at least one of user
information and transaction information from the storage system in response reading
of an RFID identifier; and

an output interface configured to present to an official at least one of user

information and transaction information retrieved from the storage system.

20
23 The apparatus of any one of the preceding claims, wherein the apparatus
operates real-time messaging.
24 A computer implemented validation method comprising:

25 a validation station including an RFID reader for contactless reading of an

RFID tag proximate to the RFID reader reading an RFID tag,
the validation station responding to the contactless reading of an RFID
identifier of at least one RFID tag by the RFID reader o cause retrieval of transaction
information for at least one transaction recorded in one or more stored fransaction
30 records held remotely with respect to the validation station on a remote system and
associated with the at least one RFID identifier for validation of a tax refund in respect

of the at least one transaction.

25. The method of claim 24, comprising the validation station responding to
35 contactless reading of an RFID identifier of at least one RFID tag by the RFID reader



30 records held renotely with respect to the validation station on a
renote system and associated wwth the at | east one RFID identifier for
validation of a tax refund in respect of the at |east one transaction. 25.
The net hod of claim 24, conprising the validation station responding to
35contact| ess reading of an RFID identifihber of at |east one RFID tag by the
RFI D reader 27 by outputting, via the at |east one output device, an
invitation to a user to request validation of a tax refund. 26. The nethod
of cl ai m 25py eofEting! VA thE et V@dst daki UlpRtt RiviceN ah SRAHEH BD al el $6 Feduekinput
via the at least one input device by causing a validation systemto cause
the retriev¥dlidgtion ofa texaefeBet i on information for at |east one transaction
recorded in one or nore stored transaction records associated with the at

| east one REID identifier. 27. The nethod of any one of clains 24 to 26,

conpri sing 2he vahe matheshofseiaim & cpmwsising e yaldatipn sialigh resrandiog tassehge to

a vali da3| OihPEVﬂbQﬁé fa@'!ed@.f Qﬁéﬁﬁiuﬂﬁeﬁﬁe %g%a%lnb%aﬁéhdﬁf'@w Eﬁs’ﬂé?ﬁ&@tdagé‘e the? 8.
The met hod one of clains ri sing the valldatlon station

respondi ng feyrieva ef the 1@”S?ﬁ@”t'?f8ﬂ§%¥t9ﬁ fgnat 'ﬁ?ﬁr"r’?&ttf%a?tm reRUded In @&Pr one

transacti onmbps §1BFQNARRatIdNTBELAS a88YchItEd Ritietheldt RI2SE6(d RPID RERHdS
associated with the at |east one RFID identifier by displaying retrieved

transaction informati on for user selection of transactions to be validated

for tax refppd. TR methed BEARMPENObf Elamhd2 8o 2eomp@|ﬁwtrbhﬁaauuad|drd§hmﬂ
station resgondl ng to user 20 input of transactions f which validation is

to be ptbcesdrting vgmpﬂ@ewe\?hmea%aqeotﬁ %é%i'&'é%‘i” starn der Rrgeessing) 9f dig Abn
system f or pEecC&FESkaHGasdont he sel ected validation requests. 30. The net hod
of claim27 or claim?29, conprising the validation station 25 responding to
a status nessage fromthe validation system the status nmessage being

represent at pge offhé eetiad blaky oRe of atauﬁs oh 4 17, a@mbmﬁg tr@n@utjéwrrsaamrpn by
outputting the validation status to E’;\lmSO

The thod o
Sherei ' 1 el SpaRds o saRt TomFapracioq idervativa Aaine st last one fandac

15 recorded in one or more stored transaction records associated with the at least one
RFID identifier by displaying refrieved transaction information for user selection of

transactions to be validated for tax refund.

29. The method of claim 28, comprising the validation station responding to user
20 input of transactions for which validation is to be processed by sending a validation
request message to a validation system for processing of the selected validation

requests.

30. The method of claim 27 or claim 29, comprising the validation station
25  responding to a status message from the validation system, the status message being
representative of the validation status of the at least one transaction by outputting the

validation status to the user.

31. The method of claim 30, wherein the status comprises one of a green channel

30  orared channel response associated with the at least one transactions.

32. The method of any one of claims 24 to 31, wherein at least one RFID tag is
associated with a transaction.



300r a red channel response associated with the at | east one transactions.
28 33. The nmethod of any one of clains 24 to 32, wherein at |east one RFID
tag is associated with a user. 34. The nmethod of any one of clains 24 to
33, wherein the renote system5 conprises a storage system the nethod
conprising storing in the storage systepgat |east one of user records for
user information and transaction records for transaction information
associated with at least one RFID identifier, the storage system being

accessi bl e 33 a aTMEMedY dfQiny! GHel dfetaiins @4 o 3 SAREdIN Bt IREPERER RIFID tdcPis at
| east one transaction recorded in one or nore stored transacti on records

associ at ed FsPRiaiedeviya Y$ireast one RFID identifier. 35. The method of
claim 34, conprising a host systemresponding to a transacti on nessage
recei ved from a nerchant E}éstem the transacti on msssa[ge i ncl udi ngﬁta RFI D

i dentifier +hrri e HEBOH REEDYLeNP OF AAMS 12f 10 e WNEFPIR SR SEMOHH SYREM t he

15 transactéghbrizad a%@gé%?ét@hﬂ&&'ﬂ@th@ﬂ cORIpAisiRY lsEdting a8 tHeDstolade siystapsact i on,
by causing the storage In the storage systemof a transactiaon record

i dent i fyi ngleBHNRAYSPHERTPOS; faf UsHidTTPHRAtPRANIJEANSAFYY TERvTS Y tENSRTIOR
purchases figforhBfort badteatdd Qith at least oHe RFITE ideRtifsrd tHRf steljendydtom Waggei n
the storage systemforns part of the host 20 Sé?sﬁt ?rg]%{ 37. The Eet hod of

cl ai m 35 ora3gegPipe36a & 91k fRg retfieval ¥t tranper AP tfPh gt (et 6cor ds

and/ or trangafdactdh fee6/ed5n be BNMARPEBN tranéatiftm reddrds adbwidisd WaN tef atany
one of claims 35 to 37, conprising a nerchant system connected to a host

7, CO
system W a 'gasfngdiil 'Q%'f'grgrchant system conpri sing an RFID reader for
contactl ess reading of an RFID tag proximate to the RFID reader, and at
| east one transaction i nput device input rrﬁans for inrgout .of details of one

or nore purthaselhe PREOTA CRURA S4sGUTRIBING 2 ARFHSY PR eFRPIANG 1RGNSl a
E ransacti Qn?aégé@%ts%@téiﬁé@taionc@m{e}a@ﬁt @yséag! Ehd g@P$éc&ib@rmés%age fivienmigg aRFI D
ag associated W the transacti nd. dat efini ng one or. nor,
pur chases fBFIQ fentifiel,care QQ'Y an ZgﬁpofagatssF%‘%? e &bﬁQM'% "Y'@cmeded in
one or 1Pr etrgisacish hidAsacddfififgrRIrdRorRSANENRES torvthé irahbatian, heealsirgne
RFID identifier. , . . o

the storage in the storage system of a transaction record identifying the RFID

identifier and the data defining the one or more purchases for the transaction.

36. The method of claim 35, wherein the storage system forms part of the host

20  system.

37. The method of claim 35 or claim 36, comprising the host system transmitting
user records and/or transaction records to an approval system.

25 38. The method of any one of claims 35 to 37, comprising a merchant system
connected to a host system via a network, the merchant system comprising an RFID
reader for contactless reading of an RFID tag proximate to the RFID reader, and at
least one transaction input device input means for input of details of one or more
purchases, the merchant system fransmitting to the host system a transaction

30  message that comprises an RFID identifier read from an RFID tag associated with the

transaction, and data defining one or more purchases for the transaction.

39. The method of claims 35 to 38, further comprising a validation system

accessing the storage system via the network for retrieval of transaction information



40. The nethod of any one of clainms 35 to 39, the apparatus further
conprising a 5 custons approval system the approval system conprising an
RFI D reader for contactless reading of an RFID tag proximate to the RFID
reader, the approval systemretrieving at |east one of user information and
transaction information fromthe storag? systemin response reading of an
RFID identifier; and presenting to an o ?icial at | east one of user
information and transaction information retrieved fromthe storage

10system gl . 10gst G fdnSiction Ye&it8e®fin Trdi 6B nidfe tstordd tR@BELIOR R@ords
operating using real -tine nessagi nFc1. . -
associated with the at least one RFID identifier.

40. The method of any one of claims 35 to 39, the apparatus further comprising a
5 customs approval system, the approval system comprising an RFID reader for
contactless reading of an RFID tag proximate to the RFID reader, the approval
system retrieving at least one of user information and transaction information from the
storage system in response reading of an RFID identifier; and presenting to an official
at least one of user information and transaction information retrieved from the storage

10 system.

41, The method of any one of claims 24 to 40 comprising operating using real-time
messaging.



