AUTOVATED DETECTI ON AND PATCHI NG OF VULNERABLE FILES | TECHNI CAL FIELD 2
The present disclosure generally relates to patching files, and nore 3
parti cul arl‘zlJ to an _automatic, conprehensive, reliable and regression-free
way of a P E\QMMEDs@EJEi‘%TJOBbAEﬁEAF&H'()'@ QE B I-NERAREE Fie8ram fil es in
distributed, s heterogeneous conputing environnents. 6 7 BACKGROUND s
Softvxrare devel opnent is an ongoi ng process whereby a software product v

i ni tial TEOHNBEAdJFIEKLDhe public can be continually updated through
revisions froma 10 software devel oper/vendor. Software revisions are
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17 cqgptain security patches devel oped specifically to repair

vul ngrabilities found in is programfiles. Programvulnerabilities

di scqyered after .a software product is iv released can pose significant
secus|l tBACKERoeNRt t ack from hackers and viruses on 20 a world-w de

basi 5| ‘Tnererore, once a vulnerability is discovered, the pronpt and 21
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|| software vendor in what are called “service packs” that can be downloaded or

12|| ordered from a vendor for installation on a user’s computer.  Service packs

13|} typically contain program fixes (e.g., for an operating system, application program,

14 | etc.) that repair problems (i.e., “bugs”) discovered in the program code after the

is|| initial release of the product or after the last service pack release.

16 In addition to containing fixes for program bugs, service packs can also

17|| contain security patches developed specifically to repair vulnerabilities found in

18| program files. Program vulnerabilities discovered after a software product is

19|| released can pose significant security threat of attack from hackers and viruses on

20|l a world-wide basis. -Therefore, once a vulnerability is discovered, the prbmpt and

21|| wide-spread distribution and installation of security patches to computers having

22|| vulnerable software is of paramount importance. Theoretically, the use of service

23|| packs to achieve such prompt and wide-spread distribution of security patches

|| could be effective. For example, when a software vendor discovers a vulnerability

2s|| and then develops a security patch, the patch can be posted in the latest service



1 | pack on a vendor Wb site for users to i medi ately downl oad and
install. This 2 could thwart nost hackers and viruses that are intent on
exploiting the discovered 3 vulnerability. However, system adm nistrators
and ot her software product users a currently face several drawbacks and/or
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culties related to accessing and s installing security patches. These
culties typically result in a significantly 6 |lower distribution of
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example, currently available methods can determine whether particular versions of
software products on a computer are in need of being updated (e.g., with a security
patch). However, only those software products actively running on the computer
are included in this determination. Secondary operating systems and applications
that are not actively running on a computer are not considered, and therefore may
have a security vulnerability that goes un-noticed and un-fixed. For those products
actively running on a computer, a user can review a list of available updates and
select updates for installation. Some updates may be critical updates designed to
protect a computer from known security vulnerabilities. Various updates require a
user to restart the computer before the installation is complete. In addition, a user
must actively select the updates and install them. For these and other reasons,
current methods for accessing and installing security patches are less than

effective.




2 Another difficulty in accessing and installing security patches is that
of 2 knowi ng whether or not a security patch is needed on a conputer. It
is sometines 3 difficult for users to know if their conputers are running
software that is 4 vulnerable. Furthernore, current nethods for detecting
whet her a conmputer is 5 running software with a known vul nerability may
not he able to detect certain 6 configurations of a software product known
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12 Other problems with accessing and installing security patches relate to the
13|| conventional “service pack” method by which such patches are delivered.
14 Downloading and installing services packs is a time intensive and manual process
1s|| that many system administrators simply do not have time to perform. Therefore,
16{| even when administrators intend to install security patches, the time betweeﬁ the
17|| release of a security patch and its installation on a given system can be weeks,
1s|| months, or years. Thus, the risk of attack through a security vulnerability may not
19|| be alleviated in such systems until long after the software vendor has issued a
20|| security patch. |

21 Furthermore, system administrators often choose not to download and
22|| install service packs containing security patches, even though they understand the

23|| relevant security risks. The reason for this is that the installation of a service pack

24|| itself brings the risk of system regressions that can introduce unwanted changes in

25|| system behavior. Administrators often devote significant time and effort toward



3 i debugging a systemso that it functions as desired. As nentioned above,
however, 2 service packs represent an evolution of a previous version of a
software product 3 that includes the nbst recent updates to a product's
code base (i.e., the scope of 4 changes is not restricted to security
patches only). In addition to introducing new 5 and intended behaviors
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want to risk regressions.
Accordingly, a need exists for a way to implement patching of security
vulnerabilities in program files in an automatic, comprehensive, reliable and

regression-free manner.

SUMMARY

Automatic, comprehensive, reliable and regression-free security patching of
binary program files is described herein.

In accordance with one implementation, a binary signature of a
vulnerability and a security patch are received. A vulnerable binary file is
identified on a computer based on the binary signature of a vulnerability. The
vulnerable binary file on the computer is updated with the security patch.

In accordance with another implementation, a binary signature is received
that identifies a security vulnerability in a binary file. A security patch configured

to fix the security vulnerability is also received. The binary signature and the

25

security patch are distributed to a plurality of servers.



4 In accordance with another inplenmentation, a binary signature is received
2 froma server and used to search binary files. A request for a security
patch is sent 3 to the server if the binary signature is found in a binary
file. The binary file is then 4 updated with the security patch. s 6

BRI EF DESCRI PTI ON OF THE DRAW NGS 7 The sane reference nunerals are used

t hroyghout the drawings to reference s |like conponents and features. 9
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vulngrabilities in binary files. 15 Fig. 3 ill'ustrates another exenplary

enbq i%agtegfwﬁh(aﬂ\@gédu%;'P%h;server, a t6 scan-patch server, and a client
conpuyt ef suitable for inplenenting automatic n detection and patching of
secynfity vulnerabilities in binary files. 15 Figs. 4 - 6 illustrate bl ock
di agrfans of exenplary nethods for inplenenting 19 automatic detection and

pat (:6h|i HBRAF BESCRIPTION OFPPHE bfg&}l;:@1§§ nary files. 20 Fig. 7 illustrates
an exefpta I ' e for 21 inplenenting a
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g]| like components and features.

) Fig. 1 illustrates an exemplary network environment suitable for
10|| implementing automatic detection and patching of security vulnerabilities in binary
|| files.

12 Fig. 2 illustrates an exemplary embodiment of a distribution server, a scan-
13|| patch server, and a client computer suitable for implementing automatic detection
14|| and patching of security vulnerabilities in binary files.

s Fig. 3 illustrates another exemplary embodiment of a distribution server, a
16|| scan-patch server, and a client computer suitable for implementing automatic
17|| detection and patching of security vulnerabilities in binary files.

18 Figs. 4 - 6 illustrate block diagrams of exemplary methods for implgmenting
19]| automatic detection and patching of security vulnerabilities in binary files.

2]l Fig. 7 illustrates an exemplary computing environment suitable for
21|| implementing a distribution server, a scan-patch server, and a client computer.
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5 DETAI LED DESCRI PTION 2 Overview 3 The foll ow ng discussion is directed
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application programs, etc.) is achieved through the use of binary signatures that

have been associated with security vulnerabilities. Binary signatures associated

with security vulnerabilities in binary files, along with security patches developed

to fix such security vulnerabilities, are uploaded to a central distribution server.

The distribution server is configured to distribute the binary signatures and security

patches on a wide-scale basis across various networks such as the Internet. .Use of

a central distribution server to update network servers (e.g., across the Internet)
provides comprehensive and automatic patch coverage on an unlimited scale.
Network servers receiving such updates can scan client computers within
subordinate networks to locate vulnerable files according to binary signatures, and

then update those computers found to have security vulnerable files using
corresponding security patches that will fix the vulnerable files. Network servers

can also communicate with client computers to transfer binary signatures and

security patches to the computers so that the scanning and updating can be



6 I performed by the conputers thenselves. Miltiple nested | evels of
subordinate 2 networks may also exist. 3 4 Exenplary Environnent s Fig. 1
illustrates an exenplary network environnent 100 suitable for 6
i npl ementing automati c detection and patching of security vulnerabilities
in binary 7 files. In the exenplary network environment 100, a central
dista'bution server 102 s is coupled to nmultiple scan/patch servers 104

o
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convepti onal network topol ogies and types (including optical, wred and/or
12 wfel ess networks), enploying any of a variety of conventional network
pr otdtols 13 (including public and/or proprietary protocols). Network 106
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of conventional network topologies and types (including optical, wired and/or
12|] wireless networks), employing any of a variety of conventional network protocols
i3]| (including public and/or proprietary protocols). Network 106 may include, for
14|| example, the Internet as well as possibly at least portions of one or more local area
1s|| networks (LANs) and/or wide area networks (WANs). Networks 106(a) and
16|| 106(b) may be the same network such as the Internet, or they may be networks
17]| isolated from one another such as the Internet and a corporate LAN.
18 Distribution server 102 and scan/patch servers 104 are typically
19]| implemented as standard Web servers, and can each be any of a variety of
2]|| conventional computing devices, including desktop PCs, notebook or portable
21| computers, workstations, mainframe computers, Internet appliances, combinations
22|| thereof, and so on. One or more of the servers 102 and 104 can be the same types
23]| of devices, or alternatively different types of devices. An exemplary computing

24|| environment for implementing a distribution server 102 and a scan/patch server

25| 104 is described in more detail herein below with reference to Fig. 7.



71 Cient conmputers 108 function in a typical client/server relationship
wth a 2 server 104 wherein multiple clients 108 nmake requests to a server
104 that services 3 the requests. Cient conputers 108 can be any of a
vari ety of conventional 4 conputing devices, including desktop PCs,

not ebook or portable conputers, s workstations, mainframe conputers,
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1 In general, automatic and comprehensive detection and patching of

12|| vulnerable binary. files on client computers 108 is achieved through updates made:

13|| through distribution server 102 that include binary signatures for identifying

14|| vulnerable binary files and security patches configured to fix vulnerable files. As

15|| discussed in greater detail below with respect to the following exemplary

16|| embodiments, the binary signatures and security patches are distributed to

17|| scan/patch servers 104 which in turn, either actively scan for and update

i8|| vulnerable binary files on client computers 108, or push the binary signatures and

19|| security patches down to the client computers 108 so the client computers 108 can,

20/|| perform the scanning for and patching of vulnerable binary files.

2l

2 Exemplary Embodiments
23 Fig. 2 illustrates an exemplary embodiment of a distribution server 102, a

2|l scan-patch server 104 and a client computer 108 suitable for implementing

2s|| automatic detection and patching of security vulnerabilities in binary files.



8 1 Distribution server 102 includes a distribution npodule 200 and a
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software product through hacking or by some other means, an exact bit pattern of
the vulnerable function within the product can be identified. The bit pattern
represents a binary signature of the vulnerable section in the binary file, which is a
component of a software product.

Once a security vulnerability is discovered and analyzed, a fix can be
developed that will eliminate the vulnerability. Such fixes are called security
patches and they represent revised code modules compiled into biﬁary executables.
Security patches can be installed on computers that are identified through the
binary signature as running software that has 'thé security vuinerability. Installation
of the security patch will fix the security vulnerability. The distribution server 102
enables software product vendors and others to upload binary signatures of
vulnerable binary files along with the security patches designed to fix the

vulnerable binary files, into the database 202 for distribution.




9 i Distribution nodule 200 is configured to distribute binary signatures
and z security patches from database 202 to vari ous scan-patch servers 104
via a network 3 106. Distribution nmodule 200 typically functions
automatically to distribute binary 4 signatures and security patches from
dat abase 202 whenever the database 202 is 5 updated with additional
signatures and patches. Automatic distribution nmay be 6 achieved in a
varigry of viissributodrudiodyle 200 isxaonfigured e @ighibaTBlnarg aigmatures amd 7

di str|| buti on nodule 200 to scan-patch servers 104 indicating that updated
bi nagly segusitygpetheseffomnthtatese 202 to patiolis scapateldehvahd ¢04Rth yvabtvidrg for
requgsts to send the 9 binary signatures and security patches, or by

aut offht §0gal Distfibutiat diodgldﬂmht)@ﬁkaliyofuhbﬁ&!is’a@tbmkuﬂﬁ$o ditrib@eWihdry pat ches
to sdan-patch servers 104 configured to it accept the updates. 1271 n the

enbog| nsgriatafesFdnd sedurity paRhed T dueabags 2004wheféwidahe Aatstie DARCH 13
nodul|p 204 and a database 206 for receiving and hol ding binary signatures

and |l Aipdacsd With RAdiEBASH siBAhRRES and Yatdtes! Y Rutcthhtic mﬁbﬁﬁoﬁ%m}ei:g?! L%S

wi th (hew binary 15 signatures and security patches through co

b'etW;EEmchf&eaqﬁ%-wof%yﬁﬂ%h&in§9$r%}qﬂ & thkcilgh S thinRidaRdy! rﬁf?hon

di str|| bution server 102. Ih 17 addition to updati'ng database 206 \
bi nayly diiteibatishGRodid RRCH sdan-PALE Wevers '1@3%6&3@1{?}%%%{79@&4@? BiffarlS
e binary fil

confijpured to access client conputer 108 and scan es” 208 for

bi nayly g4 (% seeARpREhE AR dvdildbR® aR0 S diftlg |1BF relflfests?(o SARATKRI MO T Of

a bin signature in ary es present on any-form pr esent

Al v
00 Ul g Sighds aha SBbu BHREs B by Hlutaintalle ForRdiP LpaAlY | Nl ude

22 cqm onput er/ proces -read ode such -as an op ng system

sl @g%@gﬁlﬁm%ésoan@rs%gﬁ@@n biches H8VRYfIpatdH st ngggq Lodigltbaapy files

208 'dan formo ry rnformti‘on I nc

conmp\ eadabl e instructions, 25 data structures, program
modul Egdcgéﬁﬁgt%@g?&éata for client conputer 108.

12 In the embodiment of Fig. 2, a scan-patch server 104 includes a scan-patch
13| module 204 and a database 206 for receiving and holding binary signatures and
14|| security patches. Database 206 is typically updated automatically with new binary
1s|| signatures and security patches through communications between the scan-patch
16|| module 204 and the distribution module‘200 on distribution server 102. In
17|| addition to updating database 206 with binary signatures and security patches,
18|| scan-patch module 204 is configured to access client computer 108 and scan
to|| binary files 208 for binary signatures. Scanning binary ﬁle; 208 can include
|| searching for a biriary signature in binary- files present on any form of media
21|| present on or accessible by client computer 108. Binary files 208 typically include
22|l compiled, computer/processor-readable code such as an operating system or an
23|| application program file. However, it is noted that binary files 208 can be any

24|| form of binary information including computer/processor-readable instructions,

2s|| data structures, program modules, and other data for client computer 108.

10



10 i

As noted below in the discussion referring to the exenplary conputer

2 environnment of Fig. 7, such nmedia on a client conputer 108 can include

any
vol at

s available nedia that is accessible by client conputer 108, such as

ile and non- 4 volatile nedia as well as renovabl e and non-renovabl e

medi a. Such s conputer/processor-readabl e nedia can include volatile
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y, such as random 6 access nenory (RAM and/or non-vol atile nmenory,

As readaomotedresedsw in/ tReRAWcussIBAPHEfETNRT 65 ahé xengslaBbempatira can

ncl ude other a renovabl e/ non-renovable, volatile/non-volatile
ednvifonnfgh SEHi@, 7,5uch Afedia dnf 87 clRAEMGInSputer NBBAcaH $icldaé \uayf O

ng fromand witing to a non-renovable, o0 non-volatile magnétic
@vatfabRemediathatds Actos8itlo by ctidft S8mpuRM18BIsudh 4s VflatiR anblnéh-

abl e, non-volatile magnetic disk (e.g., a "}loppy di sk™), an opti cal
WPolatilevemeaia rH20WBH fdsOeditiVaBle Wahd | A8nlrenidvaBIROVARUER:. nvol atile
il di sk 13 such as a CO-ROVM DVD-ROM or other optical nedia, other

[ [ : : el e8| abl e
ébxﬁﬁlﬁéf?gf‘oce lr-Q@é’da‘b?é mefdlé‘%?rllz EE&THB% 1v%?z[tﬁ§ mfr%]SF}, shﬁﬁe‘ élE Yahdém

hnmabl e ad-only is nenory net wor k- att ac storage, and
’ . St bot h
(Broe o) (RAVP IR Lo AARE e Rpoolch F HoR OB ity

l es, an ata for c er IS accessi bl e

Hl et b bRl aAtaRse | RSt LT ABS, RISt GHRRLI €S,

ent conpu

Shae A aESg oG CRANEndRioNR: SRR SRR A SRR, o 22

SR ERRGIE 4 bt Bk L FIRRDE HOFCRI M 1 ROHHatIE S5 |17

i hen iRV ol ol pediay adRpnets IR UHFe S kPle ol MElhert, © o Che

i irérﬁo@%e?%oﬁ-%ﬁa%héixggg&tl%oa{sﬁs@?gnfj iar"gfloppy disk”), an optical disk
drive for reading from and/or writing to a removable, non-volatile optical disk
such as a CD-ROM, DVD-ROM, or other optical media, other magnetic storage"
devices, flash memory cards, electrically erasable programmable read-only
memory (EEPROM), network-attached storage, and the like.  All such
computer/processor-readable media providing both volatile and non-volatile
storage of any form of binary files 208, including computer/processor-readable
instructions, data structures, program modules, and other data for client computer
108, is accessible for scanning by scan-patch server 104 via scan-patch module
204.

Scan-patch module 204 thus searches binary files 208 on client computer
108 to determine if a binary signature identifying a security vulnerability is present
in any binary information located on client computer 108. If the bit pattern of the

binary signature is found in a binary file 208, scan-patch module 204 operates to

25

fix the security vulnerability in the binary file 208 by installing a corresponding

1



11 i security patch on client conputer 108. Installation of a security
patch on client 2 conputer 108 overwites or otherw se elimnates the
binary file or a portion of the 3 binary file containing the security
vul nerability. 4 Fig. 3 illustrates another exenplary enbodi mrent of a
distribution server s 102, a scan-patch server 104 and a client conputer
108 syitable for inplementing 6 patching of security vulnerabilities in

bi nary décufisy phithgemetight cbmﬁu&e 1080. Installatiod 8P di s¥Rtity PateRron eligm@t ur es
and sjgcurity patches are pushed down, or s redistributed, fromthe server

édlﬁ?@ﬂei‘ 908 vRefPHERorldiBervdbél elifEnaeRtHY BiiahPfile & £ P6HId ¥f M nerabl e
he patching of security vulnerable filés is performed to by the

BiaHBHA RS coft@ininpsiiRaec@ityl AinéaBilitpat ch server 104. If In the Fig. 3
ment,” distribution server 102 is configured in the sane 12 manner as

psed abp Wiﬂﬁktfaﬁé@%ﬁ&th%ﬁ’_e&@ﬁgﬁ??%ﬁ&g]é?ﬁ dt g-dcié’%ilbmsﬁ:scr&é

ase 202 can be updated to include’newy di scovere nary signatures

e R B e R b R
Y b e VElelioes i PRERE G R achdal "R HEERISC] |
R e D S T R S L e il
+ PGB, BRRENESser B AORRE e X0t BolyRlaalde aHBSRL echiifor | cal |y

I'gnatures and securl ches rough co nications

oo DR RAMERANE Sued fnd B Bat e A eb OB, S RERHY SN IR el
PR R Bk AR FFRRAIBE P B B P L R 25 edpect o' the

Flg. p enbodinnﬁ]net Fig. 3 embodiment, distribution server 102 is configured in the same

12|| manner as discussed above with respect to the embodiment of Fig. 2. Thus,
13| database 202 can be updated to include newly discovered binary signatures that
14|| identify security vulnerabilities in binary files. Database 202 can also be updated
1s|| with corresponding security patches that have been developed to fix such security
is|| vulnerabilities. |

17 The scan-patch server 102 of Fig. 3 is configured in somewhat the same
18|l manner as that discussed above with respect to Fig. 2. Thus, scan-patch server 102
19|| of Fig. 3 includes a database 206 for receiving and holding binary signatures and
|| security patches. Database 206 is typically updated auto'ma'tically with new binary
21|| signatures and security patches through communications between the scan-patch
22|l server 104 and the distribution server 102. However, the communication between
23|| the scan-patch server 104 and the distribution server 102 is conducted through a

24|| redistribution module 300 instead of a scan-patch module 204 as discussed with

2s|| respect to the Fig. 2 embodiment.

12
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The redistribution nodule 300, in addition to updating database 206

2 binary signatures and security patches, is configured to

nicate with scan- 3 patch nodule 302 on client conputer 108 and

fer a binary signature to the client conputer 108. Scan-patch nodul e

s configured to receive the binary s signature and to scan binary

208 to determne if the binary signature is present 6 in any binary
at i on Theceedestribntich imodule 300y tirradditfon T wpdatihge databasp206hwitR nodul e
f Fig. 3 functions in a manner simlar to the scan-patch nodule 204 s
s hanhry sogmatwies hand: feurity atahel . cénfigurell toheormunivatd evith eéari-he

y signature is found in a binary file 208 on io client conputer 108,
ppatth modulee 362 2ors ehelst compupee 408t and ransfediasbinabusignature ttondul e 300
Fver 102. The request is to have. the redistribution nodule 300 12

I lvbiesecomptiter JA8C hScat-pachanddule 302 it thefigiredrty recdnathie digklayn to the
[ 13 conputer 108. The redistribution nodule 300 responds to the

S tsignansrendidng scdd biey 4106y 208 txd@esrinie!if the Biahp sipRatitd Bresaitput er
The scan-patch nodul e 302 15 receives the security patch and operates
X ik ey StEfary inforihtien dbdatéd ¥nidlichbombutér 1O8.Y Thuse theD&dnypateRt al | i ng
ecurity patch on client conputer 108. As in the 17 Fig. Zpenbodl ment ,

| Imddudé 302 of BigCBr fun¥tibad fil'a Marfilek 8ithil&P P tHeSdcarFhtcH fdduss P4t es or
W se elimnates the binary file or a portion of the binary file iv

i mig@gsgaaeawvgwﬁrrg@ré@@%ﬁg/_ wulnerability. 20 21 Exenplary Mt hods
anpl e met hods for inplenenting automati c detection and patching of 23

# | > [ or LMD emen : . , : ! 3
Wil ty vullperabid pattérn oMHRI Bidhdy %l'glnsﬁlrWIE f_oﬁfé&ﬂ}% Bﬁﬁt?%ggedzo& % primary

ference to the flow di agrans “of “Fi gs. he ne S app

a:clnyn% eoﬁ%ﬁgteéﬁggﬁteémba@s RBRERE I Eendl 2 HGRRE (SR RedidihiBufisaPect to
module 300 on server 102. The request is to have the redistribution module 300
send the security patch corresponding with the binary signature down to the client
computer 108. The redistribution module 300 responds to the request by sending
the appropriate security patch to client computer 108. The scan-patch module 302
receives the security patch and operates to fix the security vulnerability in the
binary file 208 by installing the security patch on client computer 108. As in the
Fig. 2 embodiment, installation of a security patch on client computer 108

overwrites or otherwise eliminates the binary file or a portion of the binary file

containing the discovered security vulnerability.

Exemplary Methods

Example methods for implementing automatic detection and patching of
security vulnerabilities in binary files will now be described with primary

reference to the flow diagrams of Figs. 4 - 6. The methods apply generally to the

exemplary embodiments discussed above with respect to Figs. 1 - 3. The elements

13



13 i of the described nethods nmay be performed by any appropriate neans

I ncluding, 2 for exanple, by hardware | ogic blocks on an ASIC or by the
execution of 3 processor-readable instructions defined on a
processor-readabl e nedium 4 A "processor-readable nedium" as used herein,
can be any neans that can 5 contain, store, conmunicate, propagate, or
port instructions for use by or 6 execution by a processor. A

sofithe dastitied mietiods may beperfdrhied by axgy lapptdpHdt® means iftladidgni C,

tic, optical, electromagnetic, infrared, or s sem conductor system
atfos ,exdﬁipﬂé;ebyolﬁar_ﬂmwgagicobld‘&gl &N alVA SIGPSICbY the éxexaig @ of a
ssor -readabl e nedi um i nclude, anong others, an electrical 10

Cprédesédtt RaHABIRIifdtnictons efined Oh ' ProBesdior-ReadablPficdplthe conput er
e 11 (magnetic), a random access nenory (RAM (nmagnetic),. a

" LorEipEcchAg e amahl e mipeg 48 SEFREG gt ),
o, 7, Mg bl gl apssgintty d gy o o'

(SR 60 Pl AR RIME BB S WD) | oo
s, o SEYE Fogheied GHE Bicdrptiolle sipipantlgr

may al so’ be | server conput Y

Ut i.0g: dew i - . bl - hod
500 sBRRERDr AYSEAT Abardtls, dRIQE o Prof ARt Cinedfim 0 Mt SHEcifil T8 O
i d ok ! d. I o
Do i SxiiBlesn8P a"pfftessol 33A0E eyl ifuiBal ionk Yokt G Blebldch 1 &
oper

TSRS TAEHRIAFP T, bt SR BRTOASS, ol SRR ABRREL VLS, 5
2!Emagnetic), a random access memory (RAM) (magnetic), a read-only memory
12|l (ROM) (magnetic), an erasable programmable-read-only memory (EPROM or
13| Flash memory), an optical fiber (optical), a rewritable compact disc (CD-RW)
14| (optical), and a portable compact disc read-only memory (CDROM) (optical).

s Fig. 4 shows an exemplary method 400 for implementing automatic
16|| detection and patching of security vulnerabilities in binary files. The binary files
17|| are typically located or stored on a client computer being served by a server
13|| computer, but they may also be located on the server computer itself, or any other
19|| computing device accessible by the server computer. At block 402 of method 400,
|| a binary signature is received. The biﬁary signature is a bit pattem that has been
a1|| associated with a security vulnerability in a particular binary file, such as an
22|| executable application program or operating system running on a client computer.
23|| The binary signature is received from a central distribution server 102 by a

2a|| subordinate server 104.

25
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14 At

bl ock 404, a security patch is received. The security patch is

typically 2 conpiled executable code that has been devel oped as a fix to
the security 3 vulnerability of the particular binary file. The security
patch is also received from 4 the central distribution server 102 by the
subordi nate server 104. At bl ock 406, a 5 vulnerable binary file is

i dent,j
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binary file can also be achieved by having the server 104 push the binary signature

down to the client computer so that the client computer can perform the scan and
comparison.

At block 408 of method 400, the security patch is used to update the
vulnerable binary file. The update can be achieved in various ways including, for
example, by the server 104 installing the security patch on the client computer 108.
If the client computer 108 has performed the scan and identified the vulnerable
binary file, the. client computer 108 may request that the server‘ 104 send the
security patch to the computer 108, in whicﬁ case the computer :108 can install the ~
security patch to fix the vulnerable binary file.

Fig. 5 shows another exemplary method 500 for implementing automatic
detection and patching of security vulnerabilities in binary files. The method 500

generally illustrates the distribution of binary signatures for security vulnerabilities

and the security patches developed for fixing those security vulnerabilities. At

15
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ock 502 of method 500, a binary signature is received that identifies

a security 2 vulnerability of a binary file. The binary signature is
typically uploaded to a 3 distribution server 102 as a newy discovered
bit pattern that identifies a 4 vulnerability in a binary file of a
software product that may be widely distributed s across nmany conputers on

a net

Wwor k such as the Internet. The upload is typically 6 achieved froma
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uter roma server 104.

occurs automatically and can be achieved in various ways. For example, upon -

I'nary signature

receiving an uploaded binary signature and security patch, the distribution server
102 can automatically send the binary signature and security patch out over the
network to all subordinate servers 104 configured to receive updated binary
signatures and security patches. The distribution server 102 might also send a
notice to servers 104 indicating that a security vulnerability has been discovered
and that a security patch is available to fix the vulnerability. Subordinate servers
104 can then request that the distribution server 102 send the binary.s-ignafrrre that
idenfifies the security vulnerability and the security: patch. Upon receiving a
request, the distribution server 102 can forward the binary signature and the
security patch to requesting servers 102.

Fig. 6 shows another exemplary method 600 for implementing automatic

detection and patching of security vulnerabilities in binary files. At block 602 of

method 600, a client computer 108 receives a binary signature from a server 104,

16



16 i The binary signature is associated with a security vulnerability in a
binary file that 2 may be present on the client conputer 108. At bl ock
604, the client conputer 108 3 scans all the binary information presently
available to it and conpares the 4 pattern(s) in the binary signature with
the binary information. The binary $ information scanned by the client

er 108 is typically in the formof 6 conputer/processor-readable
Ehebittarplsignangatrisiatsoeined ddthpa sédutty wubserabilitp i grbananycfilel thay and
data useful for client conputer 108, and can reside on s both

| magibed present @nathe Ickieat oompeterdga Mfbleck 604 sthieynt cO@mputdr sk 606,
client conputer 108 finds a binary file that contains the io binary
Ugcans i 411 sthedbirary cabepiation phesehflyyVavailidle tte hauadt bempareyr tHey patch
nsferred. Atblock 608, the client computer 108 receives the security
pateern(y B the Wiha@lgi%{ahﬂec Wi ithé€ OBiRERE infdithationl al The thigasecurity
|in order to fix the 13 security.. vulnerability in the binary file
NinfSmRAtTE ¥chiiedl Bt RN cBAC tbftbultdle 108 4isPRIPIGAIRL Sh he Fdien bdMary.
ure. !'S Wile one or nore nethods have beer'di scl osed by neans of

| @thpWiRr/pidtedsyt-regddblas %ﬁﬂ)&ﬁt %stf:&mbblet NRsh&sdts, Ohafahfstmc@\weg,' agr ans,

to be understood that 17 the bl ocks do not necessarily have to be
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n|| transferred. At:block 608, the client computer 108 receives the security patch, and

12|| at block 610, the client computer 108 installs the security patch in order to fix the
13|| security.vulnerability in the binary file containihg binary information matching the
14|| pattern(s) in the binary signature.

s While one or more methods have been disclosed by means of flow diagrams
16|| and text associated with the blocks of the flow diagrams, it is to be understood that
17|| the blocks do not necessarily have to be performed in the order in which they were
13| presented, and that an alternative order(s) may result in similar advantages.
19|| Furthermore, the methods are not exclusive and can be performed alone or in
|| combination with one another.

21

22 Exemplary Computer
23 Fig. 7 illustrates an exemplary computing environment suitable for

2¢|| implementing a distribution server 102, a scan-patch server 104, and a client

25|| computer 108, as discussed above with reference to Figs. 1 - 3. Although one

17



17 i specific configuration is showm in Fig. 7, distribution server 102,
scan-patch server 2 104, and client conputer 108 nmay be inplenented in

ot her conputing 3 configurations. 4 The conputing environnent 700 includes
a general - purpose conmputing s systemin the formof a conputer 702. The
conponents of conputer 702 can 6 include, but are not limted to, one or
nNore processors or.processing units 704, a 7 systemnenory 706, and a
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n|l accelerated graphics port, and a processor or local bus using any of a variety of bus-

12| architectures. An example of a system bus 708 would be a Peripheral Component

13]| Interconnects (PCI) bus, also known as a Mezzanine bus.
14 Computer 702 typically includes a variety of computer-readable media.
15!l Such media can be any available media that is accessible by computer 702 and -
16/| includes both volatile and non-volatile media, removable and non-removable
17{| media. The system memory 706 includes computer readable media in the form of
18] volatile memory, such as random access memory (RAM) 710, and/or non-volatile
t9|] memory, such as read only memory (ROM) 712. A basic input/output system
24| (BIOS) 714, containing the basic routines that help to transfer information between
21|| elements within computer 702, such as during start-up, is stored in ROM 712.
22|| RAM 710 typically contains data and/or program modules that are immediately
23|| accessible to and/or presently operated on by the processing unit 704.

24 Computer 702 can also include other removable/non-removable,

25|| volatile/non-volatile computer storage media. By way of example, Fig. 7
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18 illustrates a hard disk drive 716 for reading fromand witing to a
non-renovable, 2 non-volatile magnetic nedia (not shown), a magnetic disk
drive 718 for reading 3 fromand witing to a renovable, non-volatile
magnetic disk 720 (e.g., a "floppy 4 disk"), and an optical disk drive 722
for reading fromand/or witing to a 5 renovable, non-volatile optical
di sk, 724 such as a CO-ROM DVD-ROM or other 6 optical nedia. The hard
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24 wgy 'FS an operating system 726, one or nore application
pr ofr|a 25 ot her program nodul es 730, and program data 732. Each of

S”Cn operat Ll'?lg cﬁzk drives and their associated computer-readable media provide non-

,_;

12|| volatile storage ‘of computer readable instructions, data structures, program
13|| modules, and other data for computer 702. Although the example illustrates a hard
i4|| disk 716, a removable magnetic disk 720, and a removable optical disk 724, itis to
1s|| be appreciated that other types of computer readable media which can store data
16|| that is accessible by a computer, such as magnetic cassettes or other magnetic
17|| storage devices, flash memory cards, CD-ROM, digital versatile disks (DVD) or
18|| other optical storage, random access memories (RAM), read only memories
19[| (ROM), electrically erasable programmable read-only memory (EEPROM), and
20]|| the like, can also be utilized to implement the exemplary computing system and
21|| environment.

2 Any number of program modules can be stored on the hard disk 716,
23|| magnetic disk 720, optical disk 724, ROM 712, and/or RAM 710, including by
24|| way of example, an operating system 726, one or more application programs 728,

25|| other program modules 730, and program data 732. Each of such operating system

19



19 1
and

726, one or nore application prograns 728, other program nodul es 730,
2 programdata 732 (or sone conbination thereof) may include an

enbodi ment of a caching schenme for user network access information. 4
Comput er 702 can include a variety of conputer/processor readable nmedia s

i dent

I fied as conmuni cation nedia. Communication nedia typically enbodi es

6 conputer readable instructions, data structures, program nodul es,
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es can i.nclude cgnmponents suc
communication media includes wire medla such as a wired network or direct-

wired connection, and wireless media such as acoustic, RF, infrared, and other
wireless. media. Combinations of any of the above are also included within the
scope of computer readable media.

A user can enter commands and information into computer system 702 via
input devices such as a keyboard 734 and a pointing device 736 (e.g., a “mouse”).
Other input devices 738 (not shown specifically) may include a microphone,
joystick, game pad, satellite dish, serial port, scanner, and/or the like. These and
other input devices are connected to the processing unit 704 via ihput/eutput .
interfaces 740 that are coupled to the system bus 708, but may be connected by
other interface and bus structures, such as a parallel port, game port, or a universal
serial bus (USB).

A monitor 742 or other type of display device can also be connected to the

system bus 708 via an interface, such as a video adapter 744. In addition to the

monitor 742, other output peripheral devices can include components such as

20
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speakers (not shown) and a printer 746 which can be connected to

conputer 702 z via the input/output interfaces 740. 3 Conputer 702 can
operate in a networked environnment using logical 4 connections to one or

nor e

renmote conputers, such as a renote conputing device s 748. By way of

exanple, the renote conputing device 748 can be a personal 6 conmputer,
portable conputer, a server, a router, a network conputer, a peer device 7

or ot

is 8

h?Peﬂ@mﬁbtWoW)kar{H)Qgwﬁrﬁ‘&dﬁé‘%vﬂiéljf%ﬁn-U%eccfn?l!ggltg l}ggf%%}&g;/@ ?’: ce 748

| ustrated as a port e conputer that can i of

the § Wmﬁngpgoutg}uf fALMAGS Agscribed herein relative to conputer system

702. |10 Logic connect1ons between conputer 702 and the renpte conputer
748 | |pre dep |l oca .ne G ral wide area
net i & 15 RGBT <A opBHaEE i b &) enlaibndiihe uiip oBlcal!
of fi

e e e b R TuRS AR ¢ hghERR ek o6 e

i G A8 Py el A EGhle, P, benle, RifpuRRE MRV 795 Kef 13, BTy

oartd, Forbtsrs RBrERER it dekforo RZobistr pelb SRk GoMRuitiop peoddevit < e,
dem 756,, whi ch i, Nt er nal t |t t 702, .b 19

conrik R8sl SeRagf deBRom ot Ang the RS “TTRE sembes PPk e Adee 990 o

ot her|

.20 | at hani It i. b lated that th
o ARRBLEE R o GO o Bk Be P B S Bt s o
tab] i shi | cat i 22 |ink bet he - t 702 d 748
oo i IR STRLR) G5 e WOARlPEGR R0 oL o 92,20 1

Wi th

conputing. 24 environngnt 700, progr nodul.es depicted relative to
t he'%pnput erLO%era, ‘iﬂn“e%%o'ﬁong?ﬁ“fﬁ% ‘i‘?ﬁgﬁ"ggf ?%%b@esqeg? 8 "loﬁlpok't?re%@ e nmenory

st orgpe devi c

19
20
2
2
23
24

25

are efnc?e'd E',gl avf’gt\!alo;rea network (LAN) 750 and a general wide area network
(WAN) 752. Such networking -environments are commonplace in offices,
enterprise-wide computer networks, intranets, and the Internet. When
implemented in a LAN networking environment, the computer 702 is connected to
a local network 750 via a network interface or adapter 754. When implemented in
a WAN networking environment, the computer 702 typically includes a modem
756 or other means for establishing communications over the wide network 752.
The modem 756, which can be internal or external to computer 702, can be
connected to the system bus 708 via the input/output interfaces 740 or other
~-appropriate mechanisms. It is to be appreciated that the illustrated network
connections are exemplary and that other means of establishing communication

link(s) between the computers 702 and 748 can be employed.
In a networked environment, such as that illustrated with computing

environment 700, program modules depicted relative to the computer 702, or

portions thereof, may be stored in a remote memory storage device. By way of

21



21 i exanple, renote application prograns 758 reside on a nenory device of

renote 2 conputer 748. For purposes of illustration, application prograns
and ot her 3 executabl e program conponents, such as the operating system
are illustrated 4 herein as discrete blocks, although it is recognized

that such progranms and 5 conponents reside at various tines in different
st orgge conponents of the 6 conputer system 702, and are executed by the
dat 3 ||pegaapk rémpteodpplivatioanropeims 758 reside lonsa anerfody) Hevivgoftdemotevent i on
has fleen described in | anguage specific to structural 10 features and/or
net Rgdobmputsr! 7481 s For tpurposes bf llheeatdénodpplicdticrerogranist afd othér def i ned
in thie appended clains is not necessarily Iimted to the specific features
or ;)2 eredBatslesprogeal- cotapbrents,t Bects RECthei 6péradihpr §atend aps tilugtffedli scl osed
as eflenplary 13 fornms of inplenmenting the clained invention. 14 15 16

17 4-}Sheﬂe9n &0 disttete 2Blocks, aRflougdP it is recognized that such programs and

—€)

s|| components reside at various times in different storage components of the

¢|| computer system 702, and are executed by the data processor(s) of the computer.

8 Conclusion

9 Although the invention has been described in language specific to structural
10|| features and/or methodological acts, it is to be understood that the invention
11|| defined in the appended claims is not necessarily limited to the specific features or
12|| acts described. Rather, the specific features and acts are disclosed as exemplary

13|| forms of implementing the claimed invention.
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22 A conputer conprising: binary files; a binary signature; and a security
patch nodul e configured to receive the binary signature froma server and
to scan the binary files in search of the binary signature, and to apply a
security patch to a binary file found to contain the binary signature
wherein: when the security patch nodul e detects the binary signature in a
binary file the security patch nodule is configured to request the
applicabl e security patch fromthe server. 2. The conputer as recited in
claim 1 wherein aAs@hvsitericdgiptisinges a vul nerable binary file on the
conputer by conparing a bit pattern of the binary signature against binary
files located an trﬁ conputer, the bit pattern being associated with a
security vul ndMBYYINEY. 3. The conputer as recited in claiml, wherein a
server updat es; gin¥y! digfafift:@ngbi nary file on the conputer, which includes
installing a security patch on the conputer. 4. The conputer as recited in
cl ai m 3, wher ed secutiy ptahveedulp dartfiguiradite reogiMertbe binhey shgnaary fifoim @savert he
conmput er i ncludes; .receivin request fr.om.t he conmputer . to send the
security patcha}“%aﬂécanﬁg% 'in% ft?lﬁ%msé3 ot iotff}’eprE PR S1ES e 2RO HpIPY 2 5. The
conput er as r et pattheb aibifaty fitreud o WALKHCIHE binasgEigRituiedent i fies a

vul nerable binary file on the conputer includes sending the binary

signature to F‘N]éﬁrE‘Bhputer. 6. The conputer as recited in claim1, wherein
the conputer ighdh ik s&kity patch module detects the binary signature in a binary file the

security patch module is configured to request the applicable security patch

from the server.

2. The computer as recited in claim 1 wherein a server identifies a vulnerable
binary file on the computer by comparing a bit pattern of the binary
signature against binary files located on the computer, the bit pattern being

associated with a security vulnerability.

3. The computer as recited in claim 1, wherein a server updates a vulnerable
binary file on the computer, which includes installing a security patch on

the computer.

4. The computer as recited in claim 3, wherein the server updates the
vulnerable binary file on the computer includes:
receiving a request from the computer to send the security patch; and

sending the security patch to the computer.

5. The computer as recited in claim 1, wherein wherein a server identifies a
vulnerable binary file on the computer includes sending the binary

signature to the computer.

6. The computer as recited in claim 1, wherein the computer is a client
computer and receives the binary signature and the security patch from a
distribution server configured to distribute to the client computer, binary
signatures that identify vulnerable files and security patches configured to

fix vulnerable files.
-25-



conputer and receives the binary signature and the security patch froma
distribution server configured to distribute to the client conputer, binary
signatures that identify vulnerable files and security patches confi gured
to fix vulnerable files. -23 7. The conputer as recited in claiml,

wherein the bi nar¥ file includes birnar information sel ected from one of
the fol | owi ng: @frr%w?rgasgweémcaﬁni(pﬁh@relaltth%hmﬁ%fglﬁamﬁlm%bmarry a data

file. -24 information selected from one of the following:
an operating system;
an application program file; or

a data file.
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