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WHAT IS CLAIMED IS:

1. A method of validating user provided identiiformation and transmitting
identity verification information to a merchant cpnsing:

receiving an account identifier from a user in megge to a user device
interacting with a merchant device;

authenticating the user based on the account fagridy: (i) transmitting the
account identifier to a payment card issuer deviaea payment network, the
payment card issuer device comprising a networknsomcation device, a processor,
and data storage; and (ii) receiving identity veafion information associated with
the account identifier from the payment card issi@the payment network, the
identity verification information being retrieverbfn the data storage of the payment
card issuer device; and

transmitting the identity verification informatida the merchant device,

wherein the received identity verification infornoat comprises an indicator
which is based at least in part on a verificatiatedf the identity verification

information associated with the user.

2. The method of claim 1, wherein said idenigyification information
transmitted to the merchant includes at least én@)@ verification success or failure
indicator; (i) additional authentication informaii associated with the account

identifier; (iii) additional identity verificatiomlata.

3. The method of either claim 1 or 2, whereinréeeiving of the account
identifier from a user comprises:
based on a request from the merchant to the usérdaccount identifier,

receiving a redirected user input.

4. The method of any of claims 1 to 3, whereinttheasmitted account
identifier is used by the payment card issuer émidly relevant identity verification

information.
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5. The method of any of claims 1 to 4, wherbmieceived account

identifier is captured from a purchase transacioa point of sale terminal.

6. The method of claim 5, wherein the receivecbant identifier is
received in a ISO 8583 based message.

7. The method of any of claim 1 to 6, whereinrbeeived identity
verification information comprises government-ig$ugentification information
associated with the user, the government-issuedifabation information includes at
least one of a passport, a birth certificate, add\eer's license.

8. An authentication apparatus, comprising:
a processor; and
a storage device in communication with said prameasd storing instructions
adapted to be executed by said processor to:
receive an account identifier from a user in resgdo a user
interacting with a merchant device;
authenticate, via the processor, the user baséueasmccount identifier
by: (i) transmitting the account identifier to aypgent card issuer device via a
payment network, the payment card issuer devicgasing a network
communication device, a processor, and data stpaagk(ii) receiving identity
verification information associated with the accouentifier from the payment card
issuer via the payment network, the identity veatfion information being retrieved
from the data storage of the payment card issueéceteand
transmit the identity verification information the merchant device,
wherein the received identity verification infornoat comprises an
indicator which is based at least in part on afiation date of the identity

verification information associated with the user.

9. The apparatus of claim 8, wherein the reogiwaf the account
identifier from a user comprises:
based on a request from the merchant to the usérdaccount identifier,

receiving a redirected user input.
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10. The apparatus of either claim 8 or 9, whetlegntransmitted account
identifier is used by the payment card issuer émidy relevant identity verification

information.

11. The apparatus of any of claims 8 to 10, winethe received account

identifier is captured from a purchase transacioa point of sale terminal.

12. The apparatus of claim 9, wherein the resgkaccount identifier is

received in an 1ISO 8583 based message.

13. The apparatus of any of claims 8 to 12, winethe received identity
verification information comprises government-ig$ugentification information

associated with the user.

14. A computer-readable medium storing instondiadapted to be
executed by a processor to perform a method okatittating a user, said method
comprising:

receiving an account identifier from a user in megge to a user device
interacting with a merchant device;

authenticating, via a processor, the user basekdeoaccount identifier by:

(i) transmitting the account identifier to a payreard issuer device via a payment
network, the payment card issuer device comprigingtwork communication
device, a processor, and data storage; and (g)vieg identity verification
information associated with the account identifrem the payment card issuer via
the payment network, the identity verification infaation being retrieved from the
data storage of the payment card issuer device; and

transmitting the identity verification informatida the merchant device,

wherein the received identity verification infornoat comprises an indicator
which is based at least in part on a verificatiatedf the identity verification

information associated with the user.

15. The medium of claim 14 wherein the receivahg¢he account

identifier from a user comprises:
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based on a request from the merchant to the ustrd@ccount identifier,

receiving a redirected user input.

16. The medium of either claim 14 or 15, whetbmtransmitted account
identifier is used by the payment card issuer émidly relevant identity verification

information.

17. The medium of any of claims 14 to 16, whetb@mauthenticating
further comprises verifying that the indicator rieeé in the identity verification
information indicates that the user’s address leas lverified within a time frame

defined by the merchant.

18. The medium of claim 17, wherein the useddrass is verified by

receiving bills associated with the user which tade the user’s address.

19. The medium of claim 18, wherein the receiviid include at least

one of a heating oil bill, an electric bill, andedephone bill.
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