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(57) Abstract: A terminal (40a) comprises: a revocation number verification unit (435) that obtains a revocation number from a
repository (20} storing such revocation number that is information serving as a criterion for judging the validity of a server certificate
(75); a revocation number storage unit (436) that stores the obtained revocation number; a certificate serjal number extraction unit
(437 thal reads out, from the server cestificate (75), an identification number for identifying such server certificate {75); a revocation
judgment unit (438) that judges the validity of the server certificate (75) by comparing the read-out identification number with the
revocation number stored by the revocation number storage unit (4363; and a communication unit (420) that establishes a comimuni-
cation with an application server (302) when the server certificate (75) is judged valid, and does not establish a communication with
the application server (30a) when the server certificate (75} is judged invalid.
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a comuni cation systemat the tine of an SSL

communi cation. The conmuni cation systemis conprised

of a server certificate generation apparatus 1000 and

a repository 2000 which 25 are under the operation of

a certificate authority (CA), plural application

servers 3000a' 3000k used by application providers,

and plural term nals 4000a"4000n used by users. The

repository 2000, andpEsQRAPPTIOMNPP! i cation servers

3000ar 3000k and term nals 4000ar4000n are connected
COMMLHEI CAT B Ne A PRARATRIS, ThERIINIEA T 1SS BdGe APPARATUS,

' I is a conmputer apparatus
ANﬁgﬁ@ﬁﬁmgﬁﬁg\(é%fi cate 6000 for each of the
term nal s 4000ar 4000n, (2) issues a server

certificate 7000 for 1 each of the application
Tegbnigal Bi®eh- 3000k, and (3) distributes a server

cer tqt 4 v ' [ | naf

LA PR SEPEPGRA S S TRl RIS Barotus,
a ceepbiiateriys alvg a pia rdtuissa rad @ooprirak rapatioat sgsfarmn, @nd the
. distributi ng a CRL 8&03’(t£ each of the t eL,rri nal s
likeynoBRdadbehEatPatitiel Ay stei But FomPslication j apparatus, a

. . ) Lo a

e D o AP Bar S it A bl et <Y st8n Aand the
likgyefrer apeotordp pag atses ve0 0@ uthe rdicationni byt iuse vof ta server

izfoo f or sendi%g_lthe CRL 8000 stored in the CRL
Cer, M‘f%\%e‘e'rbrﬂ EORNBRREALLYN of 0 the terminals

4000a- 4000n upon recei pt of distribution requests

fromsuch term nals 4000a"4000n. Each of the
Bagk@ricsamdoArter vers 3000a- 3000k i s a conput er

o BsnregphiRhes; Bof e Eouund UBb Rt hlarh Bt kg and

serv@rmgpiotfin@noheqirstinterhbtant Sheceimenigfatd afenaddclient

~i's made up of a server unit 31 server

CommERUNIGaA0R, -5 Gatarti BOSIR0 AHackosasmkacninse relating
o U556 (3800 Eaghgl L5l Bl 99300 BROF) Snscloses -
techeriqubi cakativgr td i Tla$ | Oransipord 208y bavEegu e tEl, which is an
imﬁ%g] ;cv%tr%&qsl}]or&ge Sué}i_t (%ﬁégeangec r%%lﬁesst Yare Hgiréinafter
collectively referred to as “"SSL").

FIG. 1 is a block diagram showing the system configuration of
a communication system at the time of an SSL communication.

The communication system is comprised of a' server
certificate generation apparatus 1000 and a repository 2000 which
are under the operation of a certificate authority (CA), plural
application servers 3000a~3000k used by application providers,
and plural terminals 4000a~4000n used by users. The repository
2000, and each of the application servers 3000a~3000k and
terminals 4000a~4000n are connected to the Internet 5000.

The server certificate generation apparatus 1000 is a
computer apparatus that (1) issues a CA certificate 6000 for each of

the terminals 4000a~4000n, (2) issues a server certificate 7000 for
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4300, and a conmuni cation unit 4400. Before the

term nal s 4000a' ' 4000n start communicating with the
appl i cation servers 3000ar 3000k, the CA causes the
server certificate generation apparatus 1000 to issue
server certificates 25 7000 in advance and distri butes
such server certificates 7000 to the respective
appl i cation servers 3000a"3000k. Each of the

eadpRfi dat iapplseationssS0HanE 800&~ 3000ds, dhd (3) distributes a
di stri buted server ertlflcate 7000 .into the

serv [Iarbhie@ e GRYGealn i3bdheelpafiae referred to also as
“CF@L@%’M 85 tH& rg@%bgqr&PE%r m nal s 30 4000a"4000n,

cert| icate g a CA public key which
pai rTmerra\pohitarpr AR, kehidi ishea Clonhatitesi gayspatretus for
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thélF%l[%iB%Hdﬁ 'r‘é@tLFési’cEO'@%rHB'rFse‘lf—b@ a df@@@%l’éﬁe dr‘ﬁ% 2100

checks the inval ty server certificate 7
forV\lsénr]rnggan@&haBOﬁﬁbrﬂsérl\bmtecbrﬁmmcahe m&erscertiﬁcate

ged il Aptaans dP o6 h R, Enaifimicatibfnis 200 for

semcfhr%y@he@RM&}O@@@tbfreaahetW@@@zL etbhggewirie ™1 Glto each of
so as to generate a new CRL 8000, and distri butes

the termingds 4@pHsit $090P00POMHECEipbsoft sHgtribubion seadlests

b b Ao T AT, O gy ode Uit 2100

COMBHIT Afi mTeLH]:bplléE@@nl Setherg emamao@@laqst@ computer
di stri bu%e the CRL 00. The reposjtory

apppatypihas @w&rwe@o@oselaf%éertl&c@et& V@&Q &pneagh of the
cer s 000 RO UK L PRSIl Po i ficalf¥h request i

an s$$Lagemmiunitatizif0anands qaasks Uhefcamsenveatunit 3100, a

unit 22 to'send it to eac the,termnal s
seY05eT At LLataT BBeL RUTE caRDG & IboBaEaRTTRIcation unit
33@hores the received CRL 8000 into the CA certificate

storage unit 4210. FIG 2 is a |list show ng an

examfdch of theetermiinala 4000awAB00N is equipped with a client

unit 4100, a server certificate verification unit 4200 having a CA
certificate storage unit 4210 and a CRL storage unit 4220, a clock
4300, and a communication unit 4400.

Before the terminals 4000a~4000n start communicating with
the application servers 3000a~3000k, the CA causes the server
certificate generation apparatus 1000 to issue server certificates
7000 in advance and distributes such server certificates 7000 to the
respective application servers 3000a~3000k. Each of the
application servers 3000a~3000k stores the distributed server
certificate 7000 into the server certificate storage unit 3200.

Also, the CA distributes, to each of the terminals
4000a~4000n, a CA certificate 6000 including a CA public key which
pairs up with a private key of the CA that signs the server certificate
7000. Then, each of the terminals 4000a~4000n stores the CA
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20 of a server certificate 7000 shown in FIG 1. Note
that server certificates are in the x509 format in
SSL. The server certificate 7000 is nade up of a
version 7001, a serial nunber 7002, a signature
al gorithm 7003, an issuer 7004, a validity period
7005, a nane 7006, a public key 7007, and a 25
signature 7008. The version 7001 indicates a version
cedfificbée x5000f iotoethe The ceifichtagbbragd AdAti42 2O,

cor tHEAEHYB 1By tHREACIRFKS FhE LIGHIAILY O1 g6rVeRRertificate
700903, W81 511hA! S06h LBRYLS oo e 768U 1haig, the

creating a-si i'ssuer is the nane o
CAceatiskiscthe mwlemrctel;tlimate@ememmbnsappavatus 1000 to add

thes S BAPTRG CRAUGID PREVEB It ficrts 7008 £ kBRefHiErent CRL

800@' *56 ashg '@;%F?er%Q‘éﬁa' AelWeCREBOBOE éﬁd Qj]§!z'hb%|‘%bsf R to the
whi ch the sérver certificate is isstued. The

repeyitpop720680a server public key. And the si gnature

ori vibE RenSuRBTh 2 RaB! SRR the LBrbhl okl b, into the

CRexdtadtage sufib 210t UrBheStEHGIindld 4@00RAEODN regularly
show ng an exanple of the m ninum structure of a

reqieest finey e meng NiERAN MEER2200 metler%@@@tpgyna@&O to
dlstﬂplﬂﬁteag%g éRgn%gﬁ a signature algorithm 8002, an

I'ssuer e t| me 8004, next update tinme 8005,

a re‘nlmtedewstltcﬁmaQ@(HDOGzhsmbugest the aC8eri 80@M0 to the
and a .io &agture% 08. The .version 8001 is
re&n%cwﬁﬁsﬁeammaiﬁhﬁl 0 PO etritede L€iAsteSts; stln $Redoing,
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duer 1n signing I's certificate revoc
ZlDif)stand'h:xaumelne mﬁmunmaiaoasumheZhﬁﬁd:ooSendet to each of

| ssui 8000 date 15 t 4 i
tng R hiReTa @00 PAR 4Fb0Bou ket il Bhedarminalb w0085 Soo00n
stdr@éoﬁﬁb' Pé‘cellv'e?i Cﬁlt‘%@@@t ivRdahe CARSURAte SB6rage unit

date and tinme by which the certificate revocation
4210st will be updat ed next tinme. The revoked

Cergﬂg&% gn'% B8 doRin g n Uxaepi8 o IR BhHiRIIRP s8N cture

rev
of a server certificate 7000 shown in FIG. 1. Note that server

certificates are in the x509 format in SSL.

The server certificate 7000 is made up of a version 7001, a
serial number 7002, a signature algorithm 7003, an issuer 7004, a
validity period 7005, a name 7006, a public key 7007, and a
signature 7008. _

The version 7001 indicates a version of the x509 format. The
serial number 7002 is a unique number to be assigned to the server
certificate by the issuer. The signature aigorithm 7003 indicates
the algorithm used by the issuer in creating a sign. The issuer 7004
is the name of the certificate authority that issued this server
certificate. The validity period 7005 indicates the period during
which the server certificate remains valid. The name 7006 is the
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ti mes 8006b of respective revoked server certificates.
Qut of 20 server certificates issued by the CA under
the name of an issuer, the serial nunmber of each
server certificate judged to be invalid by the CA
shall be described as a serial nunber 8006b, together
with its revoked time 8006b. The signature algorithm
8007 is the algorithmused by the issuing CAin

nam@mmg §|bb%e@te|fbl‘f\1vﬁ?éi¢ t#He seyoeptdartifitste :é%smﬁj The
gnhat ur e 08 is a signature created by the

DUD{I§ gy i Q4ts Wé?rbﬂrmlp@kﬁ‘f b n Afhﬂih@lilmre 7008 is a

s AR HETEAY i 1050 PSR BLAR o i

sert\hfr aepmﬁcatem&@mngssaeﬁoﬁaa@@akeparry out 30 an
unencr pt ed conmuni cati on IS a sequence

di adgri&m 3 1188 r 1 HF Dhehown duadt M RlRe A Ype emninimum
str&%ﬂﬂF@!&@é'(ﬁﬁL'@eﬁWu%ﬁ:\@@ 6o MentinaEr@, gescription

I'S given here of the case Wiere a comrunication is
car ritesl ORL SE&XGvEenmadet apmiofiab detiarmBD0be a signature

al T SAPE. FTbIFHAT KAD3s WAt BB AU DX Rdate time
806%0Q ré&ysred c.élerrtﬁ%'@ﬁé gbd@®, hhg ﬁBPu#é%q?SPith%%ﬁ?r and a

3000a (5801). Then, the cormuni atl on unft 4400 send§
Signﬁéurecﬁl@ﬁﬁ 1 to the communi cation unit 3300 of the

t 30090 5802 t he
Ser i€ Ysanio N HASL gt oaElah i thissselseEe iaration
list. eCEhuefighatuestalydritHReg 0BNVRIdikBtES %Ha@OaKlgﬁ§Q89.m ked by
io server unit 3100 processes such request

theyisselettie sigrdsgoiyie certidhes ietevatalioniésttonfbe issties8003

indifafes’BHE ASRERT ctla Wb ai Ca0B5 e T BR0 thsyupdate

tlmla 8@(14165 chandute ahidotindai df #4d@ of thhectetificatk “Odfeation
15 The conmuni cation unit 4400 of the term nal -

|‘StAOOBBed’u@bdeatﬁ‘et’m@p%ﬂgé i6 Ehe atecpndntimailky sbich the
cerggfggﬁ]ecgg%c‘é?mﬁ‘ms‘%aﬁflﬁrbésuﬁaéféﬁq‘n@k‘ﬁ tifel "eTAROYE oked

certificate 8006 is a list of serial numbers 8006b and revocation
times 8006b of respective revoked server certificates. Out of
server certificates issued by the CA under the name of an issuer, the
serial number of each server certificate judged to be invalid by the
CA shall be described as a serial number 8006b, together with its
revoked time 8006b. The signature algorithm 8007 is the
algorithm used by the issuing CA in signing this certificate
revocation list. And the signature 8008 js a signature created by
the CA with its CA private key on the part in this CRL 8000 excluding
such signature.

Next, a description is given of the case where the terminals
4000a~4000n and the application servers 3000a~3000k carry out
an unencrypted communication.

FIG. 4 is a sequence diagram illustrating the case where an
unencrypted communication is carried out. Note that a description

4.
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wi t hout encrypting the request 1 and the response 1.
Next, a description is given of the case where the
termnals 20 4000a"4000n and the application servers
3000ar u3000k carry out an encrypted comruni cati on.
FIG 5 is a sequence diagramillustrating the case
where an encrypted communication is carried out. Note
that a description is given here of the case where a

is give@ninhepdi of titfe caidd adheré @5cHRimraiichlibi asntaatied out
4000a and the application server 3000a. In the

begweandde feoou nal HE0e0acand e aprdi-atiancsgraser B800a.

co ni ti it 0 nd,. e t 0;

ConTiSEL SePl, 4800 rRELEiB e BT a fob2utifates e
cofimeanidatéonoomiti 4400000 semdi d408qaests] t® tthee application

RIS Tt EaPULTEaLBh SR e
th%ﬁ%@]ﬁlﬁ%stnw‘?@rtﬁa? ESIVR uRFcAXioh! ﬁﬁwt3§6030?°dﬁ?%ﬂg:ﬂ¥cation

atype o encryption that the comunicati
senvdrnt 3800@ ¢aB80pport, so as to -5 start an SSL

ComiTrNe? PR i h Bsis er i 00 fr Haé b i et ipBru It 3300
oufpiPe fHOPREAR & irerfudlt P tBatieiervdLIiaBaDJ %§8"5’B3). The

server random nunber to serve as an el ement of
serv@mbnitkel 0 Qnargogsses esshaequesiol tongguergte a response 1,

an§ DR8I <At B oy BRI B i 330 S8 50T o thipggrmina

40006 (88039ssi ThdrD) itheacoeinartiebkibpaghit 33I®@Y0gends such
Then, conmuni cation unit 3300 reads a se

t he n ur | rver
respansg ilc b £ mmnunigatierrurit 4400 of dhe teraringd 4000a
(58/@% 3200 (5903), to sends such server certificate

" as a Certificate packet to the comunication

uni T4 @0 nofm U hicdtés m unait 44000a0f SAB4jermimiab dOd0® outputs

Server Hel | opDone, packet to.the co ni cation unit 4400
the E88RONSerL tooknBreient SR ItALOGABS &8« he t or i nal

400 &a4l$, ; lieC LEHC Q0 r

Cer ?ﬁelr cate r’gg?&gé,ﬁb\gﬁdssg# s[&Pt %:Lgc I@SQPEe%s@eq\{/%rsequence
withentti éncaypting thecaduwestuai and20te (BSpBNSETHe server

cerwi cate,verification .unit ?1% 0 verifies if ﬁ‘u‘:h .

ser xteeqltq%gdpglon IS given o e case where the terminals
4000a~4000n and the application servers 3000a~3000k carry out
an encrypted communication.

FIG. 5 is a sequence diagram illustrating the case where an

encrypted communication is carried out. Note that a description is

given here of the case where a communication is carried out

‘between the terminal 4000a and the application server 3000a.

In the terminal 4000a, the client unit 4100 indicates the
communication unit 4400 to send a request 2 to the application
server 3000a in encrypted form (5900). Then, the communication
unit 4400 sends, to the communication unit 3300 of the application
server 3000a, a ClientHello packet that includes (1) a client random
number to serve as an element of a common key and (2) a type of
encryption that the communication unit 4400 can support, so as to

_5.
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7000 is invalid or not, and notifies the comruni cati on
unit 4400 of the verification result (S906). Wen the
server certificate is invalid, the conmunication unit
4400 sends an alert packet to the 20 comruni cation
unit 3300 of the application server 3000a so as to

di sconnect the session, and returns an error to the
client unit 4100. Meanwhile, when the server

stacerdn 9Sattaandshake ,Sd0e) communi cation unit 4400
gener at es a Rremaster secret used to calculate a
com¥ﬁnt %éPPr ratior spsves 0@lar FPeCamEnUpi ehldenasnit 3300

det2fPhhied Hﬁl . ca@%@ﬁ?sﬁ nds’r‘q@‘*%’%@@”@ié\%ﬁél” tgl%cket,

server cer conmuni ca
genarated300) of seimecappindEhi nonskeerdo 8680Pa,axaan element of a

corsraSRL B ST ED) D2 SR o S SR g e

corﬁ%ﬁMﬁﬁé‘ﬁiEﬁDoﬁﬁdp%%Ws PP etcéttdindd" EREF ﬁggﬂﬁg?{)e, the

ChangeQ phef Spec packet to the communicatio
Sery300rgisd09) .nndkreyea@nphth Spepesgiack eD irs eaS@auEeHello packet

(s9G83 e Thtan e Tedh HeRbiotl SR (3Ang! Teads asserver
certMcSRCVOI0 Adbrhriere teever téﬂtlflcafierﬁ'&%@e‘WUHTte32OD"@S903),
server random nunber, and the premaster “secret, and

sergie syl semviat shetifisadre? O0MNiastd e rtiicatannachkei to the

corin ARG Pal e dERThA! FOGRETEREE, ang 3pas o

ServitHS30D odfe plaekapid epti @mrhusecdEio POAPR44T0L05907).
The i}om‘mnl cation unit 3300 of the application server

300041€ FRAURUNEAER Ppibd4satshertassainal 400faueads the
serger E%W%E@W@?hﬁg@?ﬁ%e PGP St d ?a"t’fl&e’& M S8 it to

priva ey Into renaster secre enerates
theasrmrlmmncleeyfllameedefrflcaanonyph[bn4200m(‘5|9®51)o The server

t ed ster se t he _server random nunb
cer it VarthiCaR O M e aBer STfiren (BrsUsSl SRINEInaRELIficate
7000Ss99&/2 cg%'?'dHSE ed ntioh Bkl &4 thEeccSH{Fgg@ K&¥iof unit 4400 of
possesse conmmuni cati1 on unit d 8 H
thecwanidicatéyn mepm&éssa@)by Wien theraetivest u:errtlﬂunate sioovalid,
i t. 3300

the o L 0 UL SMRRTL AR Wkt P8 %gh the
communication unit 3300 of the application server 3000a so0 as {o
disconnect the session, and returns an error to the client unit 4100.
Meanwhile, when the server certificate is valid, the communication
unit 4400 generates a premaster secret used to calculate a common
key for encryption, encrypts such premaster secret with the server
public key contained in the server certificate 7000, sends, to the
communication unit 3300 of the application server 3000a, a
ClientKeyExchange packet that includes the encrypted premaster
secret after the arrival of the ServerHelloDone packet (S908), and
further sends a ChangeCipherSpec packet to the communication
unit 3300 (5909). ChangeCipherSpec packet is a packet indicating
the initiation of encryption. The communication unit 4400
generates a common key C used for encryption from the client
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key D, and when such decryption succeeds, encrypts

such Finished packet to send it to the comrunication

unit 4400 of the terminal 4000a (5911). The

subsequent conmuni cation after this Finished packet

shall be carried out in encrypted form 20 The

comruni cation unit 4400 of the term nal 4000a decrypts

the received Fini shed packet, and sends a request 2 to
rarid®m enmmiErs ath@nsaindr I3 e trhandep! i £8d1 the SpresTaster

3000a in encrypted form when such decryption i
seqgte dYS BUYPLS Fidnitiedimaceomndisatirsbeocomaetion of

ot
th& RRNGERAIAT A8 tRE dPREPat P OREIH RelylE, EBHIEES sénd such
eneme(cﬁﬁgﬁketﬂmetrsercmn nmlmhtca’ﬂ@ﬁszchiES(Sd _ eé{gfstlw appr!ication

regu erate a response , an I ndl cates the
Seré’&%rgabpé"‘t kgﬁ% i*t 3300 to IEs)end it to the terninal

400 _ . . S

anoryt Sapnunitatibn Ufie SUDRTAN BB plRatiol Seryer 000a
reacss pboaseneryptedoreomashéc searet fnom 48@0 Coile ntidey Exchange

t ' [ 4000 5915),. Th i cat | it, 4400 of
pad AL ABbr A To R sne (O ST RS 328 Shaster
secrad Q%fcpgb?:eﬁ’hﬁeg%PEMmﬁﬂar[ RENODSEsed F8r dteyPtiGRFrom the

unit 410 5916). The communi cation is carried out in

~ de@wyptesh eoeraarten sawetabide savesr rapdrent nusber and the

. CLipLi [ iven of,,nerificatian perfar by, t he
clictfy oEAPRRRT; PuflbETy o WHEH | g LaeL PB50eSHRke Lnpa° peen
corfd@d\!étﬁrtncﬂ!?ﬁmwg tiime Qﬁgi‘@trim I@@N orcreg)dgseté@@d by the

server certificate verification unit 4200 when
conpginigaiion weity3p00capd the famnon.kay Criossasaad by the

corfBhIFa48 U HAETS RGO, 2 Sahiad e ahhlpparon

uniardi300t densyptheheureesivead minfstord tgecld ekt 3He common
%%9051). hen, the server certificate verification_ .
key, R andoy HEOsAEREY RHOMeAE CERRESWGNLIILS SYeh tFinished

padktlh B RGeS cHmhliyalich Upfonpd, B0he Befminar
40@0de SOt gat iThe sarbismjuent communication after this Finished
packet shall be carried out in encrypted form.

The communication unit 4400 of the terminal 4000a decrypts
the received Finished packet, and sends a request 2 to the
communication unit 3300 of the application server 3000a in
encrypted form, when such decryption succeeds (S912).

The communication unit 3300 of the application server 3000a
decrypts the request 2, and sends the decrypted request 2 to the
server unit 3100 ($913). The server unit 3100 processes such
request 2 to generate a response 2, and indicates the
communication unit 3300 to send it to the terminal 4000a (5914).
Then, the communication unit 3300 encrypts the response 2, and
sends the encrypted responsre 2 to the communication unit 4400 of
the terminal 4000a (S915).

The communication unit 4400 of the terminal 4000a decrypts
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expiration, when the current tinme is not within the
validity period 7005 of the server certificate 7000,
so as to end the verification (S9057). Meanwhil e,
when the current tinme is within the validity period
20 7005 of the server certificate 7000, the server
certificate verification unit 4200 reads the issuer
7004 fromthe server certificate 7000, and further

thé%@fd?r Hhes ﬁ@étzféﬁét@ QfR e Lt[éé &8pohlie 2 t
e?ﬁt?l catséﬁéooo of suchuﬁgsuer 9004 r\%cen { ePg ©

thﬁéﬁlllﬁtﬂi UAE ¢A08(6Pfli&)at e 6000 corresponding to the

oni 1 o EBTeAToBS T i Fare Efunted fon in the

abeeetifarmeee 6000, and checks the signature 7008 on t he
server certificate 7000 by use of the CA public key
wherNexb asﬂ@ﬁ@fl@m@rvo@sgh@n ma\mraﬂcaﬁ@rswéprmed by the

ser{Rif LGRS NS AHEaLIAN Uit lapdgO0 notifies the

conmuni catr on un an error code 30 indicating
ver iFl.a6iisrs étcrwchaahéhewmg beevEp e fatahi parfo$a9éd)by the

When t h nature_.7008 is valid,_ the, server
SeruaT Qe E ey oA EiCaTIOB Wt AER5h Whats Yarihdeg @ server
ceﬂi Sfa Fpfromthe server 8 certificate 7000. Then,
e server certificate verification unit 4200 reads
t he TCRe sgpeer faestifidaieCRerficatign mmutt42l(290”ea£dﬁj the vaiidity

che et hey. such seri,al nunber 7 [ | ude
peiifg” (RO BB E dECe Yhers L ORErBo6a e e iRe it eoBtains
theS@urabnRUTheE FFERY tH@%lé@kV&Boﬁ ¢sppsficatthen, the server
verification unit 4200 bu ges that the server

cergicate yericaioo WRitr420Reen myrarasothe icesrent time with the

stard A OB datseet eV Uil berfed 7§lsodd hotifies
theVeanwirhLiaicatien Uret CGRLOB0GS daeernet doue Ugriitheing period

seri al nunber 7002, the server certificate .
exRiERtatai en dhe cmm)@nn&!mﬂjgééwhawthhk ther yadidity period

7068 bF iy %r@%@oc%ﬁmgétgh%@ﬁﬁ nogidd g3 EEH%I the_verification

conmmuni cat’ion —uni the  verification
(S®mBZJ. normal ly. As described above, the terminals

ek EL Y BRI e e AR By periog
70088 bf Rhef CQPUNPI Rt NAdWD, the server certificate
verification unit 4200 reads the issuer 7004 from the server
certificate 7000, and further searches the CA certificate storage unit
4210 for the CA certificate 6000 of such issuer 7004. When there
exists the CA certificate 6000 corresponding to the issuer 7004, the
server certificate verification unit 4200 reads the CA public key from
such CA certificate 6000, and checks the signature 7008 on the
server certificate 7000 by use of the CA public key. When the
signature 7008 is invalid, the server certificate verification unit
4200 notifies the communication unit 4400 of an error code
indicating verification error, and ends the verification (59057).
When the signature 7008 is valid, the server certificate
verification unit 4200 reads the serial number 7002 from the server
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15 application server 3000a- 3000k. However, the

exi sting nmethods have the follow ng problens. First,
the size of a CRL is unfixed in.the existing

comuni cation system and therefore the size of a CRL
becomes enornously larger with the increase in the
nunber of revoked server 20 certificates (a few tens
of KB - a few hundreds of KB). This causes the

cerRIFAEd R0, aThemT thd sle?véﬁ%lé'rtlﬁtét% bargicassn unit 4200
st or age capamté ffor stori ng such CRL. Furthernore,
e r

readinent RIRB A9 e othe CR garage United2Rohgend checks

b SR 56k YRR DA2 RURRRIagh R LR gp00 or ot
Whest ithyl CRIt f&O@efMﬁélu&sCEhéi ééﬂaﬂ muNbbeﬂ\/HDOZy\ktem server
the CRL size becones |ar conmuni cati on

certiicafie Mardhcaren sinif OQM%S thatcHe s nfert gertificate
70(58p%55'596¥€e'd5 éﬁﬂ“hb@#t%? the Eaﬂ?ml?ni‘?:fatm‘?%hﬁ%aoo of an

ast such repository is al
errbeqebded indibatiogpatdv adtishprsmgasa teasin dmdmt vefification

30 F [ bl h
(SEE5) ot MESn WG rabers they CRE DT Jifo R0t ghdiufe the
seﬁ?ﬁ?ﬁ!ﬁn%ﬁ e e Iepid stér%r"‘%é?tlflkﬁﬁe;’@bh‘ﬂ’iéé‘tléﬁr LPst 4200

a server certificate at dity period
judges dhiatti thei sarver rcartificateori300i is orald, amd notifies the

corB g aiapd tnth A30THYEh SRR R ARGt el g pidTmay.

apPALIUSsciiPBdSHFEVEY HRIMEEFNGRIA 1SN 4DB0§RIFOINH pFevent
5 a termnal (conmunication apparatus) to have

tapRifti cabat sesver ceponfingadi Icargyin@nodyt catacengrypted

corfiplupfeati8hThsio cah o Ak Firsk R ChfifiAsating.vith the

appliestieh s8pveBDEO&L3000R! problens, and lt |s an
obj ect of the present 1o invention to- provi

comkimveXErokhappaisaing methedsi hii\fﬁtté"ﬁ’ §§UPH‘§”9 problems.
app%ﬁ%ﬁjs i?ﬂég g cQmMyAl %atvk\iﬂlhsﬁt mriged the It'h‘ée emstmg

capable ommuni cati ng server apparatu
coraseunicatisnasVstamynandothepsfauecéhe basedfoa é:FGLerthomes

en&?r'rntolufsllg é?gttalb%th t Iectar}cerséatslgzemvﬁl\el: Orlllutr% ber of revoked server
certificates (a few tens of KB ~ a few hundreds of KB). This causes
the problem that a terminal is required to have vast storage capacity
for storing such CRL. Furthermore, when the CRL size becomes
larger, it takes longer time to check if the serial number of a server
certificate is included in the CRL at the time of verifying the server
certificate. Moreover, when the CRL size becomes larger, a

communication path though which the terminal obtains the CRL from

the repository is required to be capable of handling a vast mount of

data, and such repository is also required to be capable of storing a
vast amount of data.

Furthermore, there is another problem that a terminal is
required to have a precise clock for comparing the current time with
the validity period of a server certificate at the time of validity period
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of rasqufdesatzased il adsevncenrd

of such server apparatus. 15 Disclosure of Invention

In order to achi eve the above object, the

comuni cation apparatus according to the present

invention is a communi cation apparatus for

communi cating with a server apparatus based on a 20

server certificate that indicates validity of said

server apparatus, conprising: a revocation nunber
vergfkakiyent unit operable to obtain a revocation

nunber froma repository apparatus storing said

r evdBatQremumBeds hidt ¢sdenf tp neemnwdcaiagwithaa server

apiEt4 3 Hased of SOER R ortelrtodtes BCEINE e validity of
sudipeeabbe dppsitatiss, titee eRifiingdcd ARl EQToRUSPSIamafequires
identification nunber reading unit operable to read

a tginingl dGOMBTURKALN ARpRRTa ke to AR Y atfficieat irggources
sudher R0 MLERl 2008kl S RRSFRELEEock, and o

cer gnent’ uni
comahudidatioh itnterfeceer certificate by conparing the

read-out 30 i entifi%atio nunber with the yevocation

hunBAIE RSN byNVREHRy BaS: PEE T kANFEIVESt dhe Vi Of the

i ' nt i e t
DGR B AT STSAREEET Bl R (5, OPEEL B, She present
inventiawmehot provédeer ceomirhicdcation jappadatus bea vaerdficate

._and operahl.e not to_ establ.i sp. a co ni cati% vl/ith
ISSYING gRRAl At AN 4 A CONHBR HiRAtIQLLP Y ee e R Y | ESt e gapable
of ¢oERBMiSatifg i(ijWﬂ*l lzdse Mps e a%?.%ﬁ‘iafthng]hsé B a small amount

certificate jjudgnent unit may {:udg at 5 the server

icagattheitdadioater bidvervalidity
' e tQ - rger than the revocation nunber.

of %@%gr%gqrygpﬁ%r%g]é%hes unnecessary to (1) judge
whether the wvalidity period of a server certificate

. has expired_or not_ by use of a clock, as has been
Disclgsyee ebinvenbti@n |y, or (2) obtain and store a 10

L9 Brée, S aERRUE M HISLEORRsRRE SR Sty hllrion
ap panaEtyiss ackording- 0 b eCRiresant asmidon equicoedmunication

appcaornavt%nst if(g)llgaclol 'magiigatﬁggblaveiﬁhtahesecr?/gltugip%%triagﬂs based on a
server certificate that indicates validity of said server apparatus,
comprising: a revocation number obtainment unit operable to obtain
a revocation number from a repository apparatus storing said
revocation number that is information serving as a criterion for
judging validity of the server certificate; a revocation number
storage unit operable to store the obtained revocation number; an
identification number reading unit operable to read out, from the
server certificate, an identification number used to identify said
server certificate; a certificate judgment unit operable to judge the
validity of the server certificate by comparing the read-out
identification number with the revocation number stored by the
revocation number storage unit; and a communication control unit

operable to establish a communication with the server apparatus
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apparatus to obtain only one revocation nunber from
the repository and judge whether all server
certificates are valid or not by use of 15 such
revocati on nunber. Accordingly, the conmunication
apparatus and the repository are required to be

equi pped only with a small anount of resources (e.g.
menory capacity), which nmakes it possible for the

wheANTRE kel bP It ARITAf ReUS Ll gOaToNbEalRidY dRdidiSerable not to
server apparatus based on the server certificate

estaldistata ngornaurdgatign with dheswarvesr aap agdisamfien the

| so ] i cat | with the above

se@te u ?tﬁ@cgg@ggﬁﬁéﬁggﬁgﬁb%@'r evocati on nunber

j udgaerd speicifiopdyabhe celrdifjdstesj g mdirityuoft ks judge that

revocation nunber, wherein the certificate judgnent .
the,servendgestifkateais daldowhae tbeyidendficatidatrupmber is

e: of ' he revocation

eqdriaaln%(grorjzﬁagl ntEﬁéﬁiC'tar{é ?ggggg? at geﬁ’évocati on

numdercardimaly dt Bdremegecnhiecekbgry ttbe( 1 y pvibgatwlvather the

_nupber judgnent unit may judge fhe valjdity of the
vallfucie g REeerys Eovpiiadte AAS Sebired adiomby use of a
r i i | i
cloBRTRSIEE ot EESIIEY RRRNERENS, YR RG and store
largevsized CRnfmdrarthst vepdstipryrend eesoahi tor therb@entification

stora unit. Furthernore .the revocatio unber .

U Rh E B Ve UAgeLs Rt A Rp oMb 8 e GRL, as
had Be¥d régual cbbeentlonadgnt MHisadn HplayiemecohmbRication
repository certificate is equal to or larger than the
appaadses 1@ hiaib amn lyt one delp Gato h ewboagrdironn tbéer repository

and SRR wHPbtne STERELPEL Lertly ARERCRTa AT 1 nbE'by Ube of
sudrepasiviarationr t infurndke. i n tAeceaitgiyantee asdranmgeitation
when comunicating with the server apparatus_ so.as

ap%ﬁﬁa’@rﬁ Apst Ehe H’@R@é'&_&ﬁw arg rlﬁﬂléﬁ§8dp‘f° Qﬁ:ﬁfﬁwé@%ﬂt @ i)/oW]th
o SRl SERBEE of Ao U L 1F FRIACEY ARV P v Rnakes
poszilld $pr dibteaconomuniaatior alpipd ra¢usctat communbieateovith the
seriBr BPHAEHE HRIPY WockiPoReRURBeFS tificate. INGIcating. the
validity of such server apparatus.

Also, the communication apparatus with the above structure
may further comprise a revocation number judgment unit operable
to judge validity of the revocation number, wherein the certificate
judgment unit judges the validity of the server certificate by use of
the revocation number, when the revocation number judgment unit
judges that the revocation number is valid. More specifically, the
revocation number judgment unit may judge the validity of the
revocation number by comparing an identification number of a
repository certificate indicating validity of the repository apparatus
with the revocation number stored by the revocation number
storage unit. Furthermore, the revocation number judgment unit
may judge that the repository apparatus is valid, when the
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Mor eover, the revocation nunber judgnment unit nmay

judge the validity of the revocation nunber obtai ned

by the revocation nunber obtainment unit by conparing

sai d revocation nunber 15 obtained by the revocation

nunber obtainment unit with the revocati on nunber

stored by the revocati on nunber storage unit. More

specifically, the revocation nunber judgnment unit my
idelntfeatibRahuriperevpcaie ore;ﬁwgﬁt@r¥0ééwiﬂe_dt@yi§ hequal to or

revocati on nunber obtainnment unit is valid, when said
larggt fhaeuthe veyacasio murebarsstaresy by therevocatigyr number

e revocati on nunber stored by the revocation

Stok%%%b@“s'orage unit. Accordingly, it becones possible

for Adwreldngly)i dat berormpparpdssible 66t atihet emmunication

revocati on nunber in an unencréﬁted comuuni cati on

AP RMER UsheT osi QKN $Neal TGROSIRATY oCBERELALENIY hes same
maYﬁ{érdaEei‘éoﬁslépo\ﬂrh@m%ﬁ'nﬁﬂjﬁ&é&@'}@LW&?] whetdigh &l hgﬁoaratus

server cer icates are vall not by use of s
so rayobmtaothentitate thMbatepesitoryg, byhaiserof fsweh erepository

cerk b8, B S5 R RFRREL D BAryotea
cornPhMBALIGH WHEREKe | iEaAtbPY 1saUhAWL YaRE E353%6NE4In only a

apparatus, 30 conprising: a revocation nunber storage
valighi revpepiilire noirsbere 30 r @sockta i pudgenvehethar iall server

information serying as .,a critecion for | in
cerbh iRy o8f aild d1%oBF Beildd Bt BryokHt Rl Bupber.

uni Nmé@v@r@?ﬂ?@!r@ﬁdtdﬁéﬁ?n@nﬂ!@@f ﬁﬁ@g&heﬁ@rﬂhfﬂ ¢Akhe, judge

wherein the issuing unit issues the new server )
thecwadidity aafe thratevacatiosas rahnibginetavigd oy thed@vocation

nugfiie RSt Rl 5, SPeiPEfng 418, sBYEEasiofnpymber
obtsiipeagebynthe FeMocatipecnfurndlery obtaenpesnt f uedt ewith the
i Ssui.ng apparatus with th above structure further

revesation UL SEAreSnb YR meYpdation MY mbsye shorageounit.

er-t

MopEhEiHe 52 LOBCOYRE uBRIE) Mo it BHEY Judge
thatdéhei fevatation mumrdrerofo bt aaedebyc dhte friecat@tionbeumber

revoked notj.fied of saj > o0 identification

wh .
obtaipgaENL Lt dsagalid, Waeh; $aidobtained rexgsadon number is

eqgual to or larger than the revocation number stored by the
revocation number storage unit.

Accordingly, it becomes possible for the communication
apparatus to obtain the revocation number in an unencrypted
communication when the repository is valid, and to obtain only a
valid revocation number so as to judge whether all server
certificates are valid or not by use of such revocation number.

What is more, the certificate issuing apparatus according to
the present invention is a certificate issuing apparatus for issuing a
server certificate indicating validity of a server apparatus,
comprising: a revocation number storage unit operable to store a
revocation number that is information serving as a criterion for
judging validity of the server certificate; and an issuing unit
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Accordingly, it beconmes unnecessary to have the
comruni cati on apparatus (1) judge whether the validity
period of a server certificate has expired or not by
use of a clock, as has been required conventionally,
or (2) obtain and store a large-sized CRL 15 fromthe
repository and search for the identification nunber of
the server certificate fromanong such |arge-size

op&fdhleato hasubegheweskivadcEpfFieRtEONRhEYeinTRhE issuing unit
enabl es the communi cati on apparatus to obtain only

issoas Ebeot@w osenvabetertiigatacthapdsidedes and ifeagdication

nufReihoftaull Bl ol s, S6Relorar bl FHrethan the
reVORIATIGH Ofl ier apdee @tbis thedrd\ecatpashuphigetrstorage unit.
required to be equi pge only with a small anount of

r esMpeR SRRCIfiCakBmoEe ceqrdtiiesle iapubMg naRBaratus with the
ab@gﬁgpgg@g gmﬁfﬁ@ggﬁwgéﬁ%boé‘ rBRRBUR 4 H@mber update unit

Server apparatus based on

opeserbier te ergddtiecahe ﬂerub’hccaatﬁd)nmmhﬁaer%taa?d by yhefrewmdation

server apparatus, Furthernore, e certificate issujng ..
nURBRl: SLGEOaR: IV ke tabay SUTBDRECIAFST LFIART SBorRTSUL ation
nufdet 8f & F%?v@F'ﬂ%er’tiﬁﬁgéi?é %?Uﬁ‘étremgéé‘,blvﬂnéﬁ $PaFiel of said

an identification nunber of a server certificate, an
ideakificatioonndatize pfofuthe Iseiry eapperdifidd tey toabd nepotdead .

t he 30 revocation _nunber staored bl){gt he revoc

|

'
nunBECAEiRabE Ut O COUMRSnb I SFESSarKan 10ai have  the

corh#eBhiddGah! HPp ALIRSS (1758 MHether tREGRITRSIty period of a
possible to revoke a sefver certificate 13 whicCh is
serylegseettofierpe ham exmised amaotsbyiuge @fi @ dleskesist has been

redlfiYsdredyeficria vy kS, (7L chual§ e SRR 8 1 airdn cro
fropviper repasiterytaan ddwrdinder eHer RUOSEficeRidWMehber of the
in the case where the revocation nunber update unit

serygdacestificater &Tatd AN MGH JasaedsiEe tERL, as has been
redif¥242" LBRVARTRShARYOT A9eTHIY { -endBRAY A Y. cdhmunication

ecomes possi t he server apparat us
appatdtery tc abtdihagdy oneireyotawi eremuan basr fridrmddicerepository

an(i{I Eg%bg\g 3\: Seil:cl{eormaﬁlhge?\tl)gy%e?'%i %:clraitlcétsi gpé \?&?ﬁ rgii %%ttt?y use of
such revocation number. | Accordingly, the communication
apparatus and the repository are required to be equipped only with
a small amount of resources (e.g. memory capacity), which makes it
possible for the communication apparatus to communicate with the
server apparatus based on the server certificate indicating the
validity of such server apparatus.

Furthermore, the certificate issuing apparatus with the above
structure further comprises a revocation number update unit
operable to specify an identification number of a server certificate,
an expiration date of which is approaching, and update the
revocation number stored by the revocation number storage unit to
a number larger than said identification number.

Accordingly, it becomes possible to revoke a server certificate
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i 0 comruni cati on apparatus of the present invention,
it becones unnecessary to (1) judge whether the
validity period of a server certificate has expired
or not by use of a clock, as has been required
conventionally, or (2) obtain and store a | arge-sized
CRL fromthe repository and search for the
identification nunber of the server 15 certificate

whidiPig 288 teuekplighge-si ze CRL, as has been required
conventionally. This enables the comuni cation

app&s@ udheoissaing Hnohligswas they By iseTviuneertificafe for a
I j_t.ory jud e . S r. .
sertiF, LS, A4 B bt Bffnghte EYE s assioned an

ideheMicati b amoomber spAalier dinegl Yhet inpdabedwsaatatbon number,
apparatus and 20 the repositor re required to

in HriGased YO Le inen raveRaliotafblmberol PHESEUHBS U(%zi!agt.es the
reVIRIRIoh FAPRHLY Srordl gi;y TRECS VI cISA! r*i’bléh%é’{ ttBEacrie unit.

conmuni cat'i on” appar at to communi cate Wt I’?e erver
appacaowdibgbeditobetbmeepogsiber fof ittt servdir apparatus to

th [ idit f h t .25 Al so,
be ZLEBFRIE A DRSS AIRCIENRERRRR/CE TR ne
pr eaanis iYW LFrohd thec @Ry PWRSIAH 5tiber, 4B€ording to the

conmmuni cation apparatus to (1) obtain the repository
cornmnynidatior appdretusnef thendiresents inveatigien it becomes

i catli ith,th L t
Un R R 406 Ul gD G Es, ERE Rty Rer iR P & perver
cerdificfie hhs@atSired2or pliraby Udteof avaeaki, s Raglissehredjuired
encrypted conmmucation when the repository is valid,
conuentignadly, 0m (801 9bkain and sterecalage riigsdr C&d- fom the

tQ.. e lel, .S [P i fi
resly4RBB Ao Sors e ferlcdibh, PUGTBEF 8 the server
cerMfi@fteefro@c @Phdnag stieht hergopizei CRL| s dmbaders refquired
the present invention, jt becones possible to obtain

convRNtienadlt i onl NisurdREblas ateneRBHEGatRiuAPORA ALHS O
n | i (6] n a4

obtifiTah iy ARE TRy if ndniet HroflnkoroBbRlbryTpHdjudge

whetheeraldeservecatestificateal adeovatidt dyy note bf gsehof such

rev[g?gf\ét%fqaritl ﬁ@%&?ﬁ{%@%gbiyﬂ@%%?o%%% iAo atphfaratus and
the repository are required to be equipped only with a small amount
of resources (e.g. memory capacity), which makes it possible for the
communication apparatus to communicate with the server
apparatus based on the server certificate indicating the validity of
such server apparatus.

Also, according to the communication apparatus of the
present invention, it becomes possible for the communication
apparatus to (1) obtain the repository certificate in the same
manner as is used when communicating with the server apparatus
s0 as to authenticate the repository by use of such repository
certificate, (2) obtain the revocation number in an encrypted

- commucation when the repository is valid, and (3) obtain only a

valid revocation number so as to judge whether all server
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the present invention, it beconmes unnecessary to have
the 10 communi cation apparatus (1) judge whether the
validity period of a server certificate has expired or
not by use of a clock, as has been required

conventionally, or (2) obtain and store a | arge-sized
CRL fromthe repository and search for the

identification nunber of the server certificate from

cer@ifRidr s aifel va08-6t Aot BRE . uses offasudiegevbatRsinmadber.
conventionally. This enables the comuni cation

appMere@ved apeardingnty B GansatnieatinonBeparabys of the

pretgleéﬁtir? %ptet 'i’r [?nggtg #g(ﬁ Bedtd ?B"tgﬁ{ the revocation

y use o such

NumeErC it i N nnmlrypéedmamglm,icati@mwhmm tad ir@pository is
valgﬁ aratus andthere osito are required to be

uRpsedoodPiain onl ‘203 yadi IrﬁVQﬁ@GH:{ &um%uﬁgé—is to judge
whtéﬁ"ngr 5ﬁm%’é¥v%?p€€¥fl¥’l):até‘@'épenﬁﬁﬁ%{ idr rp&@sdsblﬁs%%f such

comuni cati on "appar at us comuni cate w'th
revma\tmnammkm;us based on the server certificate

di th lidit f h t
A sWRSE RS miPRg, Pocordin.fe the e A Thieste AEREERABpasatus of
theOfeFé‘§en85|H(/%ﬁQan' n¢ere@hmdd POARIRSSRASS B ehlave the

oke a server certificate which is close'to
corerpinicalionl appasetus (i hgutdge wheldrar thea/taéldlt‘smefgod of a

t t.h t
serfRRAGelfiedhe hes SRS qrpliiio e oS bR erchpacbeen
reqeased wn@eﬂﬂ%@eﬂwebrqﬁf) bbited eand0stbresa Idrge- 5|zed CRL
present invention requires only an extreéme

frognahe EgpOstosy arddfaed for tb@rlfctﬁmﬁlﬁga*smeumber of the

serf EBHURE b APREIPEIGEe-Sd REL 58 s veen

reqluﬁt@d‘i netoanvéntienallgs wor Ketisapn aibkas aind t h:@rhnklenlcatlon
wWth a small amount of resources are con% &1
apRaa tgr kRO, U%ﬂé)mh(a‘?nﬁé'?V@rﬂaFQ@ 'W rlS’I%ét p05|tory

ancgggg% Wse i &S i s?l’\?‘éﬁe%'rﬂ@lcaa?teé S QTW'I&EHH ABt b use of

us and a cef cate issuin ppar at us w i
sudfhe rehvaa S o nuc trurabebut alﬁsccrmsjiagdxamnhhmatooummumcation

AP ITiRy S b bAS AEROT B 866 gl T el SRt pPEGLanty with
a shitfll eRhbNG tdere@dhidids/(€fg. memory capacity), which makes it
possible for the communication apparatus to communicate with the
server apparatus based on the server certificate indicating the
validity of such server apparatus.

Also, according to the certificate issuing apparatus of the
present invention, it becomes possible to revoke a server certificate
which is close to expiring.

Also, according to the certificate issuing apparatus of the
present invention, it becomes possible for the server apparatus to
be authenticated based on a new server certificate,

Thus, the present invention, which requires only an extremely
small amount of resources for performing server authentication, is
extremely useful in the present day, when there is a widespread use
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t he server apparatus, and a comuni cati on appar at us
that communicates with the server apparatus based on
such server io certificate. Furthernore, the present

i nvention can al so be enbodied as a conmuni cation
met hod that includes, as its steps, the
characteristic units equipped to the communi cation
apparatus and the certificate issuing apparatus with

of tHe IARAYReE HHEWRER ﬁ@ﬂmofrkéHhSEpﬁén%e@.rﬁ’ﬂﬂaméhﬁ&e with a
causes a conputer to execute such steps. 15 It should

smbl ahaunboddasivatrces ake p?wﬁunbgealmgdlmthebmas’lﬁﬁ s

el a8 thad At G s (ALRBHE P e P cth & aBresent
tnvEWﬂdﬁ‘fas f QoM @i ReYh ébgaﬁ*é@@@la:l@di @aﬁéﬁmua@btlesumg
t hi application, Japanese Patent application No.

aprz@tm:ummsb the ebove szt@qu,Eure, @utzadﬁp &S .%@@mm%&ﬁtion

r n of
sysIRES . CoRiPEBREr bieoerTan, SRPRSALUEN oA EYEICAE, issuing
appdeatusyentisoning Id smvemec@mﬁcam ihdooatihg tloel walidity of

description 25 thereof ;taken in conjunction with the
theacesrpahyiaRP adiiSng2 R Rata | |qq59m%{$aii%e<ﬁﬁpératus that

corﬁWPQHL{SSECé% ?lthh%hb”\é%?ve?”a#g“artatﬂﬁsab%“g'éﬁgson Ehén J5ewer

I agr am showi ng t system configuration of
cerdifocatauni c&urtmeysirem dhe hpresemt ofnwenSsln can also be

empRdiFAns man dimiictidn” gethad e heinRE: de Tsdrers,
theSEﬁ‘éﬂ?thE‘elF'sﬁc knitd Equipbed tdi Y aBBeuhiaddn apparatus

exanpl e the m ni num structure of a CRL certificate
andabe saotificabe AESLiNg appartes with the ahoyiec staicigigm and

furliyahi aaiearon AT GAUSS ot WS cyte such steps.

It Shaarpme élééﬁhb@éd%éthﬁt Fsap@sw‘rﬂéetcﬁﬁhst&ﬂﬁw@ttﬁ(ﬂs program
comruni cation is carried out; FIL G is a flowhart

viashdwicegdime ropeium sk Chesa rﬁa[a ROM ars%noof@fr a transmission

me?i‘pblé uc‘%t ?l?v Icabx&@%%g unit 4200 when verifying a

As further information about the technical background to this
application, Japanese Patent application No. 2003-100866 filed on
April 3, 2003 is incorporated herein by reference.

Brief Description of Drawings

These and other objects, advantages and features of the
invention will become apparent from the following description
thereof taken in conjunction with the accompanying drawings that
illustrate a specific embodiment of the invention. In the Drawings:

FIG. 1 is a block diagram showing the system configuration of
a communication system at the time of an SSL communication;

FIG. 2 is a list showing an example of the minimum structure
of a server certificate 7000 shown in FIG. 1;

FIG. 3 is a diagram showing an example of the minimum
structure of a CRL certificate 8000 shown in FIG. 1;
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FIG 7 is a block diagram show ng an overal |
configuration of a conmmunication system 1 according
to a first enbodinent of the io0 present invention;
FIG 8 is a diagram showi ng an exanple structure of a
server certificate 75 showmn in FIG 7; FIG 9 is a
di agram showi ng an exanple structure of revocation
information 90 shown in FIG 7; 15 FIG 10 is a

di agi@m4heva e e se@ndlag; reim Uittusteatih gatisera@se where an
certificate history table 110a shown in FIG 7; FIG
unencrypted commamicabei iy @Mt on perforned by a

ser rLifi nl [ whe ettd

sor [36- iiber e feh CE WAt Hiust i dsd Guiere an
enc&tyfdtemt@nﬁm?hﬂmhti@rars aperadd outper f ormed by a

server certificate validity perjod search unit 111

WneﬁI@on%uét@rfgowé?&%ritfg'a%iyf\’éﬁgaﬁﬂ%liqiiﬁﬁ?&'@deerf%rmd by a
serU@?aggF@ﬂEétE' Qeri]%%ﬁoﬁ fdrﬁWCJi'ng WRBHNYeRlFying a server

operafi on perforne y a revoked certificate search
certifidat&l30@en searching for a revoked 25 certificate

1 oRLfart Ts omoige alinbbamianisving BE hfra]l chfduratidn of
a chRYRKAH cBRIdN fdy&tben SEa&brdihg £d 3 wirel aedyodinment of the

a revoked certificate, in response to a revocation
presentfinvEitddn; FIG 15 is a flowhart showi ng an

PR, i ST Biif A5 OGTERP SRLEEPE 1% server
certiffcteay EoghofGin G s7a flowchart show ng an

operation performed by -17 each unit in a server
cer Fifi c& eisveni fdiagraph sHoWiEh ARerNAIR fructure of

rev@%ﬁfﬂgiiﬁﬁ%}r@%fé@ﬁ@@hdﬂﬁ‘inlﬁdés # sequence di agram

. eré an encrypfed comunication is
car Figd 1ayis axiblgbam &Hevmnd laomekantp lehstwiutiuae of a server

R EI A SRR e AN

FIG. 11 is a flowchart showing an operation performed by a
server certificate formation unit 107 when setting a serial number to
a server certificate;

FIG. 12 is a flowchart showing an operation performed by a
server certificate validity period search unit 111 when conducting
certificate validity period management;

FIG. 13 is a flowchart showing an operation performed by a
revoked certificate search unit 113 when searching for a revoked
certificate due to the coming of its validity period;

FIG. 14 is a flowchart showing an operation performed by the
revoked certificate search unit 113 when searching for a revoked
certificate, in response to a revocation notification;

FIG. 15 is a flowchart showing an operation performed by a

revocation information signature unit 116 when forming revocation

information;
FIG. 16 is a flowchart showing an operation performed by
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certificate 75; FIG 19 is a diagramshow ng a

relati onship between serial nunbers of server
certificates 75 and the revocati on nunber, when 1o
there are four servers; and FIG 20 is a block diagram
showi ng an overall configuration of a conmunication
system 2 according to a second enbodi nent of the
present invention. 15 Best Mde for Carrying Qut the

eadH“VJ?PE PR s&FyEBicFrRd teend pifitatid o lU hivi4mn @@ﬁéh'cﬂﬂ%mmg

he comruni cation system according to the first
revemammnmnfommatmnpresent invention. FIG 7 is a block

dl a Imcg?OWI n f?[‘%?%’fi §c‘§98§35%%&%‘%'§5 ﬁ%t& & where an

@Vméun@@mr@i‘uml&%t;cm eserrigt/ enit;on. The
conmmuni cat 1 on Sé}é’;em 1is a syst em for authenticatin

an &gl ilchts énf Qbarmghgylag@nc@@ram?atrée@@maed %y the
0
sergg'} ggrfg?{ctéo C\?éﬁflﬁ%%hoew uﬁﬁV?f’ﬁ;S%éﬁ‘ A% g é server

Vi ew provi |ng a
cerkifjcdtef 7agtructure (PKI) for ensuring safe

S CH TG, PR andl 8 raye ShAWING 2 GRiA Y 0Ba G BebaEes, serial
nu@S)réﬁféﬁgb?vegedbg’tméé’ﬂb@%aé H%é?e@%@a%idﬁﬁﬂﬁhtb@r)’when

ch are use a certi |cate authorl
the(rlaeaim fabiresemedrer;raddt o al so as a 30 plurality

lication rvers 30a- 30k used b der
opoPiBai i Skt digoia SRAviRG: a%%af%r@ﬁl f8hfigliration of
a céﬁfr@ﬂﬁtﬁtﬁﬁ?s?@ﬂenﬁii%’c@ﬁ'ﬁ grt% a%lﬂ:drm eribeidifterOof the
at connects the repository t he application
presenteinye3taed0k and the terninals 40a 40n with each

other. Note that since each of the application servers
30a- 30k has the sane structure, a detailed structure

Ble Mblde Foe cemlyluﬁ Oniit thleEhvalationi | lustrated in
the di a%ram Simlarly, since 5 each of the term nals

'40a(EU‘|S Hehe@inggm) st ructure, a detailed structure
gi aj‘ﬁ%{éihgv\}lﬁg”&lggtnﬁ(&@ {e CbiftiRiceio N dy®em according

to the first embodiment of the present invention.

FIG. 7 is a block diagram showing an overall configuration of
a communication system 1 according to the first embodiment of the
present invention.

The communication system 1 is a system for authenticating
an application server using a CA certificate 60, a server certificate
75 and revocation information 90 as basic tools, with the view to
providing a public key infrastructure (PKI) for ensuring safe
communication using a public key encryption method. Such
communication system 1 is comprised of a server certificate
generation apparatus 10 and a repository 20 which are used by a
certificate authority (hereinafter referred to also as “CA”"),
plurality of application servers 30a~30k used by providers of
applications such as video content, a plurality of terminals 40a~40n
used by users, and the Internet 50 that connects the repository 20,
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The server certificate generation apparatus 10, which
is a conputer apparatus, functions as a basic server
for providing the basic tools used in the

comuni cation system1l. More specifically, 1o the
server certificate generation apparatus 10 (1) issues
a CA certificate 60 to each of the term nals 40a-40n
i n advance, (2) issues, at a certificate signing

the' %gﬁﬁ%aﬂlbﬁr §éﬂ?értse'3(faef1304@§ﬁcp tAleS bermPnaSH0a~A0n with

each of the application servers 30a' 30k, a server
eacderorchec.ateNmet Haiati sidedi eachl 06 éheh apipligadion servers

30883 HATHoR T sthupliiers ARaliRR! sLicafEoof opty the
applicatinsh vbedr B@aqﬁllﬂwgti@té@fﬁniﬂf@ éragrad. gisiesilarly, since
advance notice to an apg i cation server about

cacieafi thedareninalevbariddin (hes the saiee rsérdakire, a detailed
strg?ﬂiﬁ%}]&fa%w Eﬁgctaesrﬁn%rﬁosh% ﬁﬁ{)s‘.’t“‘r%te&%fjt%gcﬁ%‘a{éfn.

I On server 1s to

20 DipEarvert geptificatecgendratade iﬁpasanjms]eﬁ,t avhich is a
expiring, and (4) .sends, to the repository

commgataena.rﬁm,nﬁwsﬁom AscRuBRA §e§¥?Taﬂ°" Aueviding the
baér%gﬁcrbos@rlg%§§ﬁ iheh ESHlﬁﬂerﬂnéercf}f slyﬁﬁé‘ﬁ'ﬁt' %o?@rép?émﬂcaliy,

revocati on nu néeeds
thei rscafrenmﬂtcetwlfacamgmmiaonumtpmammst iy (fl):)mssoes a CA

d th d wh
cerftiand 60 i veacth it the- EeOTiaals 1 085aat drRdvance, (2)

lssﬂ}ﬁé? atthétcé’rt S Sidniedy eégés'ﬂcdh’&@nafffﬁr PEAIRE® to also

the | ssuer SucC certl |cate Its S|gnature
as AHR Mt ]ﬁ(a]frorreeaahu afi the @aﬂlm’rwnts&ryerse?i@aﬁ&‘dbk,ea server

cerglfjgare ST b, deBeBlRU £ B35 ot ey BaplrcaBh eervers

30éh@dTAaG'@°~tlﬁétYﬁéI@dt%Vé s;’éh@ahmﬁbwvbhmmn@ém@hltsmy ~1”

ey. Meanwhjle, a CSR 70 includes, for exanple, :
staﬁta:m droan s bV eandawihight i SUTISRIGNE tthe ;ﬁy:ﬁtﬁmke(ﬁ)ofglves

oo B4 ChiEEe SEL Lol bkt kB AP AREE' [@hifcation
revioR\stah i (@ertiffcatentdmew 80 raquielit pdn fthencd de wieenethe server

certificate generation apparatus 10. Upon a reques
certidicate 1edcith@PRliFaliah sRRVeD 1§ ﬁ@nﬁﬁrﬁfa"d}{%e%fwﬁﬁé‘r for

exeygnrd(]}egt rlégéfé‘eﬁgggvgﬁraﬁzg@§ |§f3l§%g€tb ekPRinEPEFId PAY sends,
to the repository 20, revocation information 20 including a serial
number (hereinafter referred to also as “revocation serial number”
or “revocation number”) that needs to increment by a monotonous
number starting from “0” and that is used when a judgment is made
on whether a sefver certificate 75 is revoked or not.

Note that a CA certificate 60 includes, for example, the issuer
of such certificate, its signature algorithm, the validity period of this
certificate (e.g. ten years), the public key of the CA (CA public key),
and a signature created by the private key of the CA (CA private key)
paired with such CA public key. Meanwhile, a CSR 70 includes, for
example, the name of a server making this CSR and the public key of

such server (server public key).
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revocation information 90 to the requesting term na
in an unencrypted communi cati on. Each of the
application servers 30a-30k is a computer apparatus,
and makes a CSR 70, to the server certificate
generation io0 apparatus 10, that includes the nane of
a server and the public key of such server when
necessary (e g when there is a certificate

rev ti Ryt r LEiga
engﬁgl o r%tQUs (;H dwt\é?h% gmfelilg Stores the
latesetr refrocatmn?ﬁﬁcemuatﬁoby %aotscad/éronbthem@at@' certificate
eneration a ra Iu3|vel to.e
gerdSitiant AP ABYS o Goa: SN Lporehiekisder thateypeation
mf@ﬂ%a‘%‘or‘i heg h%rW %éHyS &ﬁé BONtHO tAOMMN PRI YL AUBN via the

application, each cBpl i cation servers 30a- 30k
Inteenas, ItBESeITGMSJtQFYleQat stigbukespr @isngat oreHrO®SE, the

revroé"zéggm cat %&?ﬁfi ?ie%l gﬁplﬂiéa rgﬁﬁte%% en%rr%'tneac! inan

unéﬁﬂ%‘ﬂé@t‘o@ﬁnﬂ@n}t‘@jtﬁ@na sessi on key (commn key),
after server certificate 75 is authenticate

Not
t hafadie §f ode@uPPPéG@tIAN eREIVEIS héoaé‘b%og t'130|‘?a|CO""‘PUter

PP ATRES ARSI e ghiration
apw@raﬂmg $0a th@rmuthndeﬁ&l'@pamew 3servas andetthmpluéxllc key

pliance (e. vi deo decode tain |n advanc
of ENENCACENET| M en%@e$§§ﬁ‘éo(%)9t re 5”3 E8rtificate

re\f'@ecra{tlgléﬁ Czﬂc?cnﬁ%ﬁ? fotl ofr‘bﬁppf‘lﬁét lé%r%ra”é’elsttiﬁtﬁﬁe' Igeneration

ernore, eac the termnals 40a-40n regularl %
apparatusonds), aandnﬂm)ldsrdqeeseweme:arbrﬁnaﬁecéﬁ dessueidt by the
epository 20 to 3 r|b revo atio
serr eI GA S Benarg et gty b @ el Bl 8 fath of the
apﬁ‘l‘i‘?‘?ﬁbn‘ §é+\wéi|%d3'oraar899'k di be'nbﬁtr%huc@é{@@ﬂiﬂrpﬁny one of the
or mat i on . when downl oadi ng an appl i cation
terhnmalanﬂOaﬁ%OonéObfdonenl@@yﬁllnGaﬂﬁSorﬁméiﬂQ@\'clé’FGOﬁ'—a@@k of the

2Pl RuBmasaEvere R dertk sePel I SEIE ktfifisqte 75
acoteingefy/ ehe $8e edmraLeTiedtion peotméd;?emed&ﬂ)ustmdettehe as a
revocati on nunber in the revocation information 90
respautaeli the reqaested application in an encrypted communication
using a session key (common key), after server certificate 75 is
authenticated. Note that the procedure equivalent to the
conventional procedure is used when a communication is carried out
in unencrypted form.

Each of the terminals 40a~40n, which is a computer
apparatus such as a networked appliance (e.g. video decoder),
obtains in advance the CA certificate 60 issued by the server
certificate generation apparatus 10 and stores it. Furthermore,
each of the terminals 40a~40n regularly (e.g. once a month)
requests the communication unit 202 of the repository 20 to
distribute revocation information 90, and stores the latest
revocation number included in such distributed revocation

information 90. Then, when downloading an application from any
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. I
40ayARNBHYRE NERALER| Wik serser DaskikoD

5 SSL communi cation protocol. Then, after

aut henticating the server, each of the termnals

40a- 40n exchanges requests and responses in an

encrypted comruni cati on using the session key.

Accordingly, it becomes possible to prevent tapping of

requests and responses. 10 FIG 8 is a diagram show ng

an exanple structure of a server certificate 75 shown

oneé nofFltBe 7applitatiomatsdhierss &0es 300t ieficbatef The derminals

in the x509 format as in the co ¥§$gional ne

hod.
_ _ _ e ReSk seTHiicase 75
sedt Bl s@lcl‘ulv%'ia?k/t%ﬂ,m@éé pﬁ‘§3§fér9éd r@ﬂbéérﬁﬁ%até 60, and the

signature al gori n 15 issuer 754, a validity
revpeaitiech PEBNbarderthe rasocati®s) infaonationpdd) accordyng to an
757, and a _signature 758. _The version 751 i.ndicat
Sl 2P BTt RE A R BSOE O mad Naihes e authan UG HER BRgBerver,
eacdX8fPhe teFRSirelE A a SUTHEEXERA Nde i 898 afdnBespd®ses in
be assigned to the server certificate by the issuer,

an em@rypied aammgerdcatiod usbrg dhepResSioTh&ed-gnat ur e

st g R f ERiSroeh,rSedie: LTV Phpine of
req(@htcSatdaawngést he certificate authority that
issued this server certificate, where "Panasi gn"

st o_FJeG,- § &5 aquagﬂagn sl‘myiogm@i@g@ esfriusture oflgserver
cerk@fa‘tq‘i%t 28 JNGWRSH Iefbdl‘?:r GW%‘thﬁ%tttg?? %EF\X%F r(%ﬁié‘icate 75 is

cate renmi ns va e th

alsetior tke ><f5139fe‘>ompébas tmehdm@nge?tiﬁim rmet\hfm'dcth t he
server certificate 75 i.ssued (the . start dat.e of )
E e ST Betyeh ERriaicatbots 48 Thade yPafihaouah g ields: a
3 Brt t a h
versig 9 SRR B e o ) St $AhBrRhrh 7e3, an
issnan? 5ef, a valhjitytpdrodwhbbhadse e sanver? Sfer aidaryatrepublic

i 5 Jdssued, where "Hariwgod novie" is stored, for
keye§§$| @ngTﬂeg‘Qé"ra\Fé'fepZ fc key 757 is a server public
}fgygﬂ(qéﬁerﬁdm?saumf:lieak@y PYer&id Br tHeOE 09 foemat, where

u "is stored, for -21 exanple. And the

"1"sigretonesl, 768r i examgtignat The 6eridlenUnBeACY S d5i@sunique
o By B BoSEAE BN SR BRT et el BV SRETSer, where
“17/70ld evaie | forskrBealpld.or The signature algorithm 753 indicates
the algorithm used by the issuer in signing this server certificate.
The issuer 754 is the name of the certificate authority that issued
this server certificate, where “Panasign” is stored, for exampie.
The validity period 755 indicates the period during which the server
certificate remains valid, where the following is stored, for example:
the date and time by which the server certificate 75 was issued (the
start date of the validity period, 2003.04.01...) and the date and
time thirteen months after that (the end date of the validity period,
2004.05.01...). The name 756 is the name of a subject for which
the server certificate is issued, where “Hariwood movie” is stored,
for example. The server public key 757 is a server public key,
where the public key of the Hariwood movie "Pubk_11" is stored, for
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exanpl e: the val ue obtained by encrypting, with the CA
private key, 5 the conbination of the server nane
“Hariwood novie" and the server public key "Pubk 11".
Accordingly, each of the term nals 40a-40n that has
received the server certificate 75 with the above
structure fromthe corresponding application server,
can verify if such server certificate io 75 is an

exa‘ﬂH?“@” zedth p@r tid C%‘igﬂbﬁﬁk@d Pygthg CA §bgFrPePchr)éptbﬁ9 the

signature /58 w ublic key IS a
chatiaagesistitowinghan pexhn@x@mtngctIuEestgnatw\mﬁt thvs server
n FILG 7. As F

certBlGE 68 satsinat BerPaaTt o RrE e SpyMihls st8fda, for

exa‘rﬁldlevv'tn@ vbﬁJ@%btéﬁhé@Wéanyp@lﬁg%VMﬁi ithe mrmeVate key,
2, signature 93. The issuer 91, which is th

thenmarnbﬂnaﬁ@rbe@ft |th|ecaﬁee"valnt ReMmey ™ Heriw oogk isaviai sand the

o] fy #90, is the same as the issuer
ser&%){ [ﬁﬁ@' gg@%‘?'ﬁﬁg@%e?@er certificate 75 to be
deSde@?dmglyt,f@a@ﬁ dgfeptae géfonn a1y 40aat40n @t has received
Panasign" Is _stored in thbst ield, The revocati
I

then BRI 2CEEficatensd 5 ot sebPYE rEtfMcEUEe dram the
corfggﬁégﬂbgbtﬁpﬁggfl%ﬁ Bapea o1 q?xeﬂégffgglffﬁid‘fif S8heSr Zé]‘tificate

. I'ssul ng CA or exanpl e
75 |is sh agcthomzed seftificdte |Aadetjhbyst|gea¢?Ar ebpéarypting its

i nat he ch racteristics of the part 25
5'98521 réSt"Mg ﬂ@ﬁa Hry F ﬁf’ﬁ\é server Cgrtlfl cate,
eFIGt hQ)Sisgné“Hl% r%rrﬁats%va tEt a'é)?é'ﬁ’fpt%l apficthee of

revocatl on nu . The val ue i ned
reverwtmnn@ormaﬂronr&oshcpwnvm EIGey? t he conrbl nati on

ot oASFIG o3 Fhams, FUC FEvOFATRD ERefalSh 6 it Thade up of
thet ﬁbrrbmhg fidad49mar hasuhass:n e%elréedca%rbﬁ heureacali oand a
information 90 with the above structure fromt he

signapusetdry 20, can verify if such revocation
L SHPIETeE 0 < AL LA PRk efHa D yenority
thatAspukld thikenevheatian infdemadtion h_'-HJ,SEH tiee sAne 4s d:‘ataassuer
75$otné;%gﬂ\4§gy T%ggéwgr aggljtllﬁgétleo%gertge%é Sdés?e/r%eg in the
revocation information 90. “Panasign” is stored in this field. The
revocation number 92 is the smallest valid serial number at that
point of time among those of server certificates 75 issued by the
issuing CA. Only “0x0011”, for example, is stored in this field.
And the signature 93 is a signature on the characteristics of the part
excluding the signature of this server certificate, i.e., the signature
created for the issuer 91 and the revocation number 92. The value
obtained by encrypting, with the CA private key, the combination of
the issuer 91 and the revocation number 92 is stored, for example.
Accordingly, each of the terminals 40a~40n that has received
the revocation information 90 with the above sfructure from the
repository 20, can verify if such revocation information 90 is

authorized information issued by the CA, by decrypting its signature
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-segdiGh, dtitkdy

the nunerical size of the serial nunber of such server
certificate 75 wth the nunerical size of the
revocati on nunber 92. 5 Next, a detailed description
is given of each structure of the server certificate
generation apparatus 10, the repository 20, the
application servers 30a-30k, and the term nals
40a"40n. As FIG 7 shows, the server certificate

93 afner e A 3Pl atkesy aHY icanf pided ipfthe seyvericertificate 75
generation unit 101, a CA certificate to generatl on

reqerwedlfargmath@/s@ppil@att@rkéwy?sﬁag@vl%qd O NORDY| @R Paring
the ffimBreiidthe WL <2HAIAEMELL o SuctPsbrlef Rt Mte 75
) ma , a

a server ~ Cer f|c f or I on uni
withi thhatnumeamcal 30& of tmrvevocae"otn fivcaberseadi ng uni t

109, te hist t
ser MXber e iailh dRgarabvippls BoUSade Bchnsirugture f the
ser?%ré"’@ér%ﬁc%%étgéh%%ﬁorr@é raisNep fﬁl’?é‘tﬁe‘iibéiﬂbtty 20, the

a revoked certificat search unit
apmlécatibincaeeveresy 3o+ 80 knatmnd i tdeet termumats amarvéOn

ot Skt Uihse she S veh eTtnicete GE0ERAHRR, apparatus
101 |§f %F%té@rbfnﬁt 'kfe'y%id@@é‘ﬁé?attéﬁurﬁf‘dl(hme al kA cébtificate

The key pair generau on unit 101 generates a CA
gemperation wait 102e@ Cév privtienkew ssorage wRiti 108 a elogk 104,

and a_CA ubI ke 7
a s3I hamPost gt yiEd g s CRRrekst¥ig Bt {08 server
cert[fcd¥e Cﬁfﬁmétl‘bfﬁ eugRNEI@Y | o8 @mhaﬂ@ﬁe gneth peser at ekrver
CA public key and rivate key nd further outputs

certiféiCaie penddbg unig 1&5 taos@ﬁéemeb‘i'f'\‘ﬁétt@ hd&yoEY &.tagége unit

T I e
112 APYer PerReEE VARGR GRS MAARAIIIIOEL o server
cerdificatee ﬂe\}cezagte@ﬁr aberﬁcha/tlbhe urkt'—:yl pal ra geemohedonert;flcate
unit 101 an%gt he signature created

cRoFarahcaye: FevREytign InefiePLb NI 114, a
re"é"ﬁ%%'@'qd{ﬁﬂ“t i %tb?ﬁg%erlﬁ‘i@t ‘ﬂ;fﬁ §9Fé06t8ﬁ’o% GE(P\fb?mation

mnal s© 40a' CA private k
sigstad:uageunm tl 1) 3 astdome sevbealidrprinfax e ateyn nQGf[catlon unit
11_9e datcﬁg ﬁ),)(/ the key pair generation unit 101.

The key pair generation unit 101 generates a CA private key
used for signing a server certificate 75 and a CA public key used for
verifying signatures. Then, the key pair generation unit 101
outputs, to the CA certificate generation unit 102, such generated
CA public key and CA private key, and further outputs the CA private
key to the CA private key storage unit 103.

The CA certificate generation unit 102 generates a CA
certificate 60 from the CA public key and the like generated by the
key pair generation unit 101 and the signature created by use of the
CA private key generated by the key pair generation unit 101, and
sends the generated CA certificate 60 to each of the terminals
40a~40n.

The CA private key storage unit 103 stores the CA private key
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The cl ock 104 precisely indicates the current tine.
The serial nunber storage unit 105 stores a seria
nunber to be assigned to the next server certificate
75 to be issued. More 5 specifically, when the server
certificate generation apparatus 10 has already issued
the server certificate 75 with the serial nunber

of " 4" the serial nunber storage unit 105 shall store

erﬁé‘:%t%%f b3/ tﬁ‘é'lh@? pair geﬁ\@ﬁeﬁubhﬁﬁntthfodef aul't seri al

nunber stored the serial nunmber storage unit 105
i s The chacky i g yotndicagsrs 7ih g ot @BERIBRE-t he

106 16t per B SE R aroRpRbn b O F SRR ES L Kl imber to
be eidighieciate flos maéxoreyver dértifidate YHato arclis&HRA70 More
i ncludes the server nane and the server public ke

speriticadlyy syhearthe seaver £ertbicadh %nerqbt?np@@aarae/us 10 has
alrégggtlggﬁeﬂ' ﬁf@%g{&éeggrw[c%&gaﬁ Wi et‘i"%5§@l[:¥é!fn‘?fm%er of “4”,

er cert spec the server

thecﬁéltllaﬂ Im&h@e‘r(EhUm’algfmuFm 1(r)rt5;0§'haiéts&orhd:he‘ serlra\l\llmg“n ber ™5”.
e serial nunber read out fr
Nogeern Ethengerat torgg@l URHMBES HOTES &Y 5?1%5@5@' number
sto?ﬁée uHPci i gt #inme obtained fromthe clock 104 as
start ate and time of a validity 20 period 755;
and Upn deceiphoftd @SR Filr freem eaoi hof Wfe epplication servers

cur nt,, ti as the end dat f the validit '
FE50%) thé (RR FerelGind AntBaRe orntS ik cheBRVed tsr 70
to tcheé selvenicert@icd fitrHBtionl BAiS 80T, hRJIeMhat?88ch CSR 70
server public key contained in the CSR 70 as a nane

inciisdeanbeaseseerararpebhng Wy sesveraepbbcikeyy, and

a1 atte RFOEF EePLFERSK AR aniof ubi i 87,008 1 08TAEY leces

of Singoakitteonl agetébsamp3foespecsemedly, cestifizcatte Op5put More
such necessary information for the server certificate

spewificalynetBRg@ryes centificese. faTrRAtion tWRE tHyét REES the
ol AR B 05 6 RATOE ram s sro

nurhbér stvrade umié MobeaySbsetried semiper r?lBﬁ)plthéS@urramtt time

obténgggsn%@?nqg%%g&#ﬂﬁqgl@@{ggt}% SEEH: %dat?gns:le éac} a vahdlty

period 755; and the date and time thirteen months after the current
time as the end date of the validity period 755, i.e. the expiration
date. Then, the server certificate formation unit 107 sets the name
and server public key contained in the CSR 70 as a name 756 and a
server public key 757 respectively, and sets a predetermined version,
issuer, and signature algorithm as a version 751, an issuer 754, and
a signature algorithm 753 respectively, so as to output such
necessary information for the server certificate 75 to the signature
unit 108.

After putting together the necessary information for the
server certificate 75, the server certificate formation unit 107
outputs the name 756, the serial number 752, and the end date of
the validity period 755 (expiration date) out of such necessary
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information for the server certificate 75, and stores
the outputted information into the server certificate
history table 110a of the server certificate
generation apparatus 10. Furthernore, the server
certificate formation unit 107 has the serial nunber
storage 5 unit 105 store the val ue obtai ned by addi ng
1 to the serial nunber of the server certificate 75

infbﬁnp@clbﬁsﬂﬁdtﬁé &rvéﬁcé@ﬁ@&%‘%ﬁ 755 S@'&re ?’:‘tgrgbtcﬂ%)utted

serial numb a newy issued sefver certi
mfosmaltron(mm]m)e )sera@rt leersiéidatie rlmatm‘ry ttakle 110a of the

serfi, MEHCHTS Aehe M ToBpdtoba " dd "l Brktietare, the

serlﬁé} candfigane falresatiop anat l1'097 7\%% e sﬁ‘a?rfié’lch@ﬁ'hﬁ@r storage
such read-out CA private key with the version 1, the

unikekQaistanatae value ptbéagngdd:tsuaedangok ke ﬁhﬁ?ﬂlai n@mber of
thd, S8¥5%e Csife v 188 ELERYT T BT QRI 67 s storec

wheunt fhug tse;erhha‘irmmnfth@r aéravraltém?rutss?ﬁdaé@'\f@* @@ﬁﬂi?G?U@I%S is“17
” en ter conp eti ng e server certiitlcate
(0><7€g0 %S;&:s%ﬁm%”ﬂ]m'ﬂﬁ@@ 60t PRasdgBRdsBEYEy
cert r
SortiH SRSTTrd QP O RAL PREIEAGH5ar 8906 RiaiTERe CA
priyate/ekeycsetrctnafge:anteitwofmt puid epbrie@besha signatwre 758 by

asquatHg s Tead aaF oA RiAbe Y Yishiie Varsion 751, the
_seﬁ@ﬁﬁh%béﬁ'ﬁSﬂo%ﬁgigﬁa‘%ﬁrérbq b?}t‘Pﬁﬁd7§§{ ?:hfe' |%§U§g 754, the

search unit he new erver cert I cate
validityeperimd 75hetbernameer$6f iavad dhie seover spubligekey 757

whitdh havehagl it Gt et Aipthithe il Bartifitade e Pnatjgp unit
107Nt THde, §ﬁle\r~afowzéta‘rig¢ﬂﬁ@ s@r%@rderltﬁb&aaceliga,thé@?xsﬁatu re
time the server certificate formation unit 10

unig hA§ eekpuls suchi secwee cerbifiqate 730ta she sereranertificate
Ser?&mt\eq' pg“t’ilioeiarrpl e structure of the server
e

I cat istory table 110a stored in the server

cer g csdrever3adritificite s¢omdory unhit @9 AenbBsGth&0 server
the server certificate history table 110a is

cerﬁ&b@ﬁ@p ép pPukRMtied oftemanthe; eﬂraaa{cna@ dtijte HBnh to an
apPicdtiBnf SbHO¥ NEhat has made the CSR 70. In so doing, the

server certificate sending unit 109 notifies the revoked certificate

- search unit 113 that the new server certificate 75 is to be sent.

The server certificate history storage unit 110 sequentially
stores the name, the server serial number, and the validity period of
a server into the servef certificate history table 110a, every time the
server certificate formation unit 107 forms a new server certificate
75.

FIG. 10 is a diagram showing an example structure of the
server certificate history table 110a stored in the server certificate
history storage unit 110.

As FIG. 10 shows, the server certificate history table 110a is
made up of plural records and fields that store each of the following
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-25 information relating to the respective server

certificates 75 which are currently valid in the

comuni cation system 1. server nanmes 1101; server

certificate serial nunbers 1102; and validity periods

1103. 5 The use of the server certificate history

table 110a with the above structure nmakes it possible

to (1) specify the application servers 30a-30k with
snféﬁh‘é‘ﬁoﬁer‘élbfciﬁ%tt%stﬂé rdrectipa d&ve drespetificates 75 which

server nanes specify the m ni nrum seri al
arengetpeenttysyalig mn irhae rcg)rnmtw@tc‘@trel S¥s®Ivoilsenvamaames

1187 Her R P ER B ST TS LR By B geriods

110Be serial nunbers of the currently valid server
certificates 75, based on the serial numbers 11
(3) Thmatge of hr seryRr LRI titheats SN EADIR 1164 With the
t i t
o5 STIFE, RS R BBSTIDL 1), SPECTY She! Biication

servers@Dsed0hwithtsetbricegtifardtes 7 8f burserdsoncthtehrsespectrve
scribed in the, server cert ficate

lidit
serv@s: gagennt b0 00 L ananry The dridr U sainl uifiper ('se
mif Sb% Strﬂh%%?mstasl Q)xﬁ@li‘g iR P Cr'f]‘rd‘qa*arﬁ?r\é‘?{d the

certl ates e vall t1es expire W t .
mamnmrtr.tm serial spenibercl$g maké seingillgstnatedcas @ 1107 in

the ladkatnlovb Ot fHE kel Mlpibiard §F EBe thridiftf )& server
cer‘%ﬁié%ﬁésc?t593b3§eé$*t9$%h\éa§eﬁ'a‘l IRfmbRrRl 1209 tAwd (B) manage

fromsuch current tinme t here eXISt any
revesatéen and ithiec Hkesof7senmes ee\ralrfrcatﬂSewhe&rpHSeca/userﬂ Py the

co ROl A BB RAEBIE e 55 0% e The

r evahps seevel idegaifrarearshdity pedibd oéakdie usdt itdll regularly
nunber of the server certrfrcate 75 with the | argest

referera taurevalidity pesiads desested dnpEhadieraary certificate
hrsér??’\?b_é%leel 04 '%tgh.gd ﬂ'ro, B\@!hgar\tle‘le cePtRic At ‘Pﬁstj(ﬁtaﬁ%torage
Fg~Wwave game" cone In - ane

ri MDO novi e

unitonl 0, doassk isala mhrmﬁ‘r s&Ox@0 t2ttidfcdtBisg7 bawd oganwalidities

mhrch is 30 assigned a_ larger v lu be noti
exiiger RULREY R om @ aHL1 1 Mare SRESAIGH Iy {Eﬁf-le)erver cerfificate

validity period search unit 111 reads out the current time from the
clock 104, so as to search for server certificates 75 whose validities
expire within a month from such current time. If there exist any
server certificates 75 whose validities expire within a month from
the current time, the server certificate validity period search unit
111 notifies the revoked certificate search unit 113 of the serial
number of the server certificate 75 with the largest serial number, as
a serial number to be actually revoked (e.g. in FIG. 10, when the
expiration dates of “Hariwood movie” and “Big wave game” come in
one month, the serial number “"0x0012” of “Big wave game” which is
assigned a larger value, shall be notified to the revoked certificate
search unit 113).

The server certificate revocation notification unit 112 accepts
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The server certificate revocation notification unit
112 accepts 26 the serial nunber of the server
certificate 75 to be revoked, and notifies the
revoked certificate search unit 113 of such serial
nunber. Stated another way, the CA al ways checks the
security of the server certificates 75 of application
servers, and accepts, fromthe server 5 certificate

the‘r ¥prAt hGFnB@F'cBF ¢Rk 88rvaf tcaktdicdtiee 7R tbabenvabekedf, and
server certificate 75 to be revoked (e.g. in FIG

nonﬁesmremk@drwmﬂ@aem FeREah e ik 1gf3 orf«ﬂstﬁh seaiaidpumber.

St SoBBpLELRK b L ST PHERES sr0egREPi o e rver
certfferails 7Gasf amﬂ:@étlbheséwémw aillgdcas@Sp(é,) frid@n the server

I 1o f
cerpieatapavPeation nanbeation wWiibdseds e Sarial number of a
I r
serdfR {ENONSTIES 5 PRTORERI AL PIY. JGDuhi SpEserver
certificatd 0& of S®ulndit traiherl3is tethe abloked,dltsmmtial aumber

AP, BT b oh LR, S48 CBAeSTh R, 5 aheSeruaty
reVaReed i it Rehdt 8R! BE theefyifowhegidds&a1@ )WBF'atp}phes

peridd search unit 111 or the server™ certifi Cat
forrexacygileon notification unit 112, and notifies the 20

Seridd nihes S el kel W "t " dnitdafbn Verver is
nunbers. g edafter updating all the server

certificates 75 correspondl ng to the listed seri al
nuntf@ns, anhapPdiaskéen camve &mnzs opareRingi @nd 3

d
oht 2onea e nafedT 48" erDESHeL sy ol i RnbeR e,
val %@H@O@kéh%@'t@ﬂ“cét@s@ewhmmtarlt:% ﬂllststaﬂssemddmumbers
revoked, and stores such updated revocat| on nu

in itheo SeRver esdafiFake nlam@rysf-@bkﬁgémat that are "8Glal to or
sm Elretr ?EHW €he g[e??a’l Hﬁqﬁb 'Pgt@' ﬂ)e ﬂ@véﬁ%&ehotmed from the

icates 7 correspon ove- |
sersar aerbifidzes, véii‘@ityep@m@dceearth candgt stadclowrtihte server

113 30 deletes th
cerdificakfe rﬁypcﬂtprg Motification ' ucn(]atrt IlfllzcatenhI Shotlfies the

certificate revocation notification unit 114 of the server names
corresponding to all of such serial numbers. Then, after updating
all the server certificates 75 corresponding to the listed serial
numbers, the revoked certificate search unit 113 updates the
revocation number into the value that is obtained by adding “1” to
the maximum serial number value among those of the server
certificates to be revoked, and stores such updated revocation
number into the revocation number storage unit 115. Furthermore,
after updating all the server certificates 75 corresponding to the
above-listed serial numbers, the revoked certificate search unit 113
deletes, from the server certificate history storage unit 110,
information concerning the server certificates 75 corresponding to
such listed serial numbers.
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i nformati on concerning the server certificates 75
corresponding to such listed serial nunbers. -27 The
certificate revocation notification unit 114 requests
applications servers, out of the applications servers
30a- 30k, with the names notified fromthe revoked
certificate search unit 113 to renew their server
certificates 75. Such application servers renew 5

t heiMhes ecuetificatti frevaiceRiold ndtieatiose tpitsuchd requests
request for renew ng the server certificates. We

applicatipasdeneyerheo db0feiie @npli¢adpas %@ﬂtﬁrﬁg39ﬁm3%9 with
e AL RIS YR8 ARl R Bearthui 13 o
rewm@ﬂlrmemm’o@ertsﬁloam i t SUEh spplestias steiwerisafenew

thejE BRIVERECratiraEs T5rnassRaBceda SHR Ao Ffewing
thes%re\t‘@ rC@éHiﬁt‘égé§s Whéﬁngglg eMybhe Sﬂﬁ%%rec!'ver certificate

certificate sending unit Not e "t hat
sendivacanibhOBunbbifidssti@tevoked eadnﬁca(oe saambrumtot kd that
15 is then

in th
 thel Bepfied REPVES ettt At ten S gnat ur o uni o

116Th1a1eré\¢<y@§abln0rhuﬂméméﬂm g0AIUr e19Nistords, as the
forms revocation information 90 by putting to et her

reviogatier uarnshert ge seralosatmbernwiieh & cuwenthe valid and

s RAFL NS 18 RERSBREE Yy e S REFRLSRES 75 sent

fro it AENSE Hasy aertmcbln@ devORRi Tt 109r MNotNthat the default
notlflcatlon unit 117. _Note that the signature 93 is

revesadion eaupy ehctrsypomg Tihe ressasaian snnapernstqreglidp the
t 2
re R G 0 R0 R0 RS 18212 YR Senc 30, PG R cation

infoavetidn engnatareaanignl b6ti fication unit 117 notifies
the 25 rep05|tor§ 20 of the revocation mfornati)flg‘
forms

e reyosatpy) JofPsMaldenupSENaHES edttiht i

- reddﬁat‘iﬁcﬁg@t *rﬁBrn?éﬁbﬁggonEﬂ& p%ﬁc VOC% TN n Fsaédém 91, the

2. Upon recei ormation
revma‘tmm e tserx&az aneir thei smraatgmeewdulcdm aappaeaessary for
the E'e\tflc;]ga |%\ﬁoc?r% oorrr]nfl.-z fome °%nd outputs such revocation

information 90 to the revocation information notification unit 117.

‘Note that the signature 93 is generated by encrypting the

combination of the issuer 91 and the revocation number 92 with the
CA private key stored in the CA private key storage unit 103.

The revocation information notification unit 117 notifies the
repository 20 of the revocation information 90.

The repository 20 is made up of the revocation information
storage unit 201 and the communication unit 202.

Upon receipt of the revocation information 90 from the server
certificate generation apparatus 10, the revocation information
storage unit 201 of the repository 20 stores such received
revocation information 90.

The communication unit 202 is an interface for
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30 storage unit 201 of the repository 20 stores such
received revocation information 90. The comruni cation
unit 202 is an interface for -28 comrunicating with
the termnals 40a-40n via the Internet 50 according
to the above-descri bed protocol and the like for
unencrypted comruni cation. Wien there is a request
fromany one of the termnals 40a-40n to distribute

corﬁh?uﬁﬁiéﬁ?ﬁ%i AR tREOLERhiRAIL Y04 b8 0FPRNIERAL TRBernet 50
unit 202 sends the revocation 1nformation 90 stored

acdordinhg rtevothei omboneodaacribedt pratecehni angoitheo like for

each of the ternm.nals that v .he_r '
ungivthiach tesh Thig fipbgar PR (TRE%IErg oRdiTEss SE8HT any
ond hef rgrositepmindls i 4@t 4aAViEbediseribaiteer fioe meedvefcation
server 10 authentication. Each of the application

infegnasian - 8D FermmuNigetm dindéy20 asengentiatmeypcation
: t] i. i .

il oyt o P R PRI Sl by IR PR ShoPa el 201
to Wwath30Q4, the taphicald othser haveunmtad¥sthandeguest. This

comuni cation unit, 306. 15 The k pair generatio
COMpAM Y NERLIGRNdFatRat areauiad P8I 126 RRFTRICE- sor fds0, the
; , @i ar Papr S
re er?éﬁr@tti ?ﬁyaﬁ%\hdepr%canlp%gi ngE;;(g Rgié/e cryptrlngéhd of server
autheatbhiohign,. when each of the application servers '

30a-30k is.installed.. The CSR ' .unit 302
genErdtiee! shEcABPACEHIRR GaTHE TS 27 S i AaeRedBAt § key
pa ilﬁﬁfcﬁﬁéﬁi@n ¥ 0 £ERICERGGE Serdtioh - it B 2Ra dervididbrivate

s the server’ public key and the server nang,
keyarstosagés ursiicBOFener aryvecSrertficatehsteeager unit 304, an

i ey
apiiatiph “Rety < DRES G 2Mb3 &hisfudhicaliBur GbIE 6.
Pri vfee KeSY pIfPeiahefativnt iR ikB0 Pajengengratd earvattpublic
301. The server Tcertificate storage unit 304 stores

key [RNd eq \eRrveseRTiYatat keys whick wEe Br bk f kevsoused for
en&YPtidhCNE 8RR SLibA usRR Ak 8hUantPyption technology, when
each of the application servers 30a~30k is instailed.

The CSR generation unit 302 generates a template used for
requesting the CA to generate a server certificate 75, i.e. a CSR 70
that includes the server public key and the server name, and sends
such generated CSR 70 to the server certificate generation
apparatus 10.

The server private key storage unit 303 stores the server
private key generated by the key pair generation unit 301.

The server certificate storage unit 304 stores the server
certificate 75 received from the server certificate generation
apparatus 10.

Upon receipt of a request from the server certificate
generation apparatus 10 to renew the server certificate 75, the key

~ pair generation unit 301 generates a new server public key and a

new server private key, and the CSR generation unit 302 generates
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Upon recei pt of a request fromthe server certificate
30 generation apparatus 10 to renew the server
certificate 75, the key pair generation unit 301
generates a new server public key and a new server
private key, and the CSR generation unit 302 generates
-29 a CSR 70 using such new server public key, as in
the case where the server is installed, so as to

a OSRUEBusihg ety ereve getriviirqad leli gddesy, ats Om thappes@twisere the
10 to generate a new server certificate 75. _Then, the .
sery@nis insdel ked, 0 é'SsttQ)F%GHet?ﬁitheB%@,r\f%rcéﬁ(‘/tégcﬁﬁ@ generation
t e LM e i e o t S
apBaPatiRs 1P BEHCHATRNTS FEW ehGRM CedRIfIERR] 1. STHEH, the
sersvar eerifcaeoctesaget baiCSRO40 recebiaedvd astattess the new

conmmuni cati on uni 306 so s to generate .a.response .
Seryfl  BRTEHCATEICAD gelOMt e e SSINEE ¢ EoTEcate ~ Generation
apﬁé’(ﬁ%ﬁk‘; ggfion unit 306. 10 The communication unit 306

I's an interface for conmunicating with the termnals )
40a-4on applicatéonraenviet 366 prmesdisthe C$Re/0 received via

b -d i.bed f [
the R B Catin et PETounP: 28080 ! BphEtard e FiSponse, and
outrfﬁwseghlch g@ﬁ'@ﬂﬁﬁ’eQQ@s oridB eactheolcalhhm i gicatneh unit 306.
0a' 40n, (2) reads a 15 server certificate 75 fromthe

ser Vdte ce£OMMyHicadist agenihi t 3864 fisr Porf brtgri{gce for

corffyfls BB WLRELhECHRF AR YD 8- 5 OB the ntiFRet 50
acaading tatthe abovdResatbedspondiag far enalptich), and the

. decrypts, with the server private ée)s stored in the
likeor v e; (CPANEVHBIEAHER agBhEni 108031 )arPRADIEAR | n request/
corhREnal sERterHf E?EH‘ b?etﬁért'é'rﬂ"f‘i'n(?!§°46§4£P0He'1§2)32-§ ds a
a commpi key used Tor —an encrypted conmuni catf on, ?
serdenr gptisfiaate e stomnthe wagrwtes cé tifidabe spoealge aguids304 for

e R5INE Ta&sHeing UoN SRR A6 M AGEGT GBI dgn (PR ERSUIE of such
an&EiYPlsdf abscqmeh‘aafthenreaadobﬁ)s@ﬂféryra;te?rt#ida&%oweco the
requested by the 25 application server 305, and
corsesporg inige tencvinpl e 3 e@@_on,s;ets,ovwitﬁe thf;arsleéysonmiw@te key
stotgﬁagilﬁlgﬁ:]% %@g%ro&i\tﬂg@e i(eeryr%tnoarlasged'gﬁ'itd' gﬁﬂ,sar{r% %rl\J/%tPc];n type
received from the terminal, so as to generate a common key used for
an encrypted communication, (4) decrypts a request and outputs
the decrypted request to the application server 305, when receiving
a request from any of the terminals 40a~40n in an encrypted
communication, and (5) encrypts a response requested by the
application server 305, and outputs the encrypted response to the
corresponding terminal.

Each of the terminals 40a~40n is made up of an application
client unit 410, a communication unit 420, and a server certificate
verification unit 430.
| The application client unit 410 outputs a request to each of
the application servers 30a~30k and receives a response from each
of the application servers 30a~30k.
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client unit 410, a communication unit 420, and a
server certificate verification unit 430. 30 The
application client unit 410 outputs a request to each
of the application servers 30a-30k and receives a
response fromeach of the application servers

30a- 30k. -30 The communication unit 420 is an
interface for comunicating with the application

Ser g[S 3§gﬁ?’r@1‘ﬁrﬁg§ﬁd}? UﬁPPSiIIQUy 2@ Vignthenterface for

I nt er net according to the above-descri bed r ot ocol
corhonuaimatypgedvich urencapplicatommeeircars od0aandOkheand the

rensiviang A0S ARBh ST hbc A bor i SEufigescrived
prot@eoPPbr e_(r?aryr;ﬁt_%eggwéwc%ﬂ&r cot@fiurdice@i¢n, and the like.

verification unit 430 for processing, according to the
The ecuimtmuonicadbnandliys420 (3) aeabzaftca gavseandr sgnt from

he . en 1L,: 410 tidfy
cal o & s S 88T 6L Phgsts the server
cerdfiptacatynifisatiat . uh) 4 d»rdpiraceasheg, facuortdiag to the
server certificate verification w?totﬂe . i
res@b@. $@_¢ty nalygia, (5) $@ags\,f_é§ta fgam the client unit
410 FRLUEF e ACRS NEHERToh Wlic 300 e sorreppgnding
appboationcsd ey, d )t s8Qbstdntst passad feoen thieeserver certificate

conmmuni cati on. 5 Then, the communi catj on unit, 420 .
verideatinds PRt séﬁ@rt‘%eﬁh?fir@&i%ﬂ‘?@wrgﬁrth%n (5 receives

AL Gated A u i cei ved
re VR ETSh AL Bt h S o A e B S AT T cat e
ver iMo oats perciimiat |4 3the Wemmuoiddtied ovhiaksh0 nwquests the

cordign bBicEdpp ik S | SRt AT AC e gb R UrIBation.
ThERMPHBI A0 n?CatiBint uARO4 D0t tdda§ ek 9BPVBF RirtHItate 75

unit 306 of such _abnorn_allté of the server -
froserthief commurgcasiomginid 3 6comiboutphss ddssirescived server

confiad 7 6, AP SR ARt YUnEdp0L P 567 when
nofifield bifcabBormalstyn@rnpévasdtisuc bf ssistersersarnt ckirtificate 75

75 is not revoked, the cammunication unit 420 L
frogeAbeas eV oIS Carficaket eerisisatian Wik iR sthagpmmunication

anfy ERI B HRL B U FE 38 ye BUR CF it OGRSy of
the server certificate 75, so as to disconnect the session, and
notifies the application client unit 410 of an error. Meanwhile, when
the signature on the server certificate 75 is normal and such server
certificate 75 is not revoked, the communication unit 420 generates
a premaster secret, encrypts such premaster secret with the server
public key contained in the server certificate 75, and sends the
encrypted premaster secret to the communication unit 306.
Furthermore, the communication unit 420 generates an encryption
key for an encrypted communication using data obtained so far, so
as to carry out the subsequent communication in encrypted form
using such encryption key. Moreover, the communication unit 420

requests the communication unit 202 of the repository 20 to
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encrypted premaster secret to the conmunication unit
306. Furthernore, the conmunication unit 420
generates an encryption key for an encrypted

comuni cation using data obtained so far, so 30 as to
carry out the subsequent conmunication in encrypted
form wusing such encryption key. Moreover, the
comuni cation unit 420 requests the comruni cation

distiiblité ¥heOfe Vda tiBROFIFOPHYaHBNIP0, adl dusputdthe rewcation
revocation information 90, and out puts the revocation

informatian i 90 vaceives! feam ride mepasipory 129 ytodhe sigaature

ication unit 434. The server
verif*éggfi%) gpéelggﬁ{fi cation unit 430 is made up of a b5
revyewt iservienf e rmiticate reguéishtion tu4idl438 & gnader Elp of a
verification wunit 432, a CA certificate storage unj

revagation sirjasmatonereapesti YRt dil, BAI9RaMY c‘éf-'rléwat’on
un:?lﬂ@fr av B EbF@Ec‘é‘Ee“ﬂdra urfit r@@c?t ér;]ig]moaet':u%@%rlﬂcat;on

torage uni t 4 2 1 cat 6 seri‘a
uniex4Bécta arevovdtior 3Tunaper avereficabitdronjitcgdbpta inevocation

o eSOt v e e G TSR LR ERPraciian uni
437 Oah%lgﬁ'raéwcméﬁ' J:}szdgﬁ\ér?c"%% s bHElOfH’@tlil@ 90

fromthe repositor Upon recei pt of the server
cer fiihfd catvo cEidm omﬁohrmabommmq@mstoruruhu 43420equiests the

signat ure verifica nit 43 ads 5 th
corguBmicatig Uit nd2Bh E8r reqlarl Ste’ o gyocation
infd9hiati s gww@waﬁéw@@ﬂtbh@ Z@rver certificate 75
usi ng such CA public Key, and notifies the

conﬂnﬂr@att‘&ﬁefphltoﬁzdha‘ sesvergneghiticate aphorfr@m  the

cord e oL AREHS g B RSB £ e BRI M R e

thed€Re pat A kegpfrarat tise 1A d&QTflda@Bp@r@@etUmt 433, verlﬂes
revocation information 90 fromthe communi catjon nI
thessignatirespgnthieiserYeri e Hicae U USing sWEySA terL;i) takey,

and U IS LR MGESELH | 4Rl S80LaPELHE! tsfFhture s
abricwfraiadat i on 90 using such CA public

The CA certificate storage unit 433 pre-stores the CA
certificate 60 obtained from the server certificate generation
apparatus 10.

Upon receipt of the revocation information 90 from the
communication unit 420, the signature verification unit 434 reads
the CA public key from the CA certificate storage unit 433, verifies
the signature on the revocation information 90 using such CA public
key, and outputs the revocation number to the revocation number
verification unit 435, if the sign is valid.

The revocation number verification unit 435 reads out the
current revocation number from the revocation number storage unit
436, and stores, into the revocation number storage unit 436, the
revocation number inputted from the signature verification unit 434

as a new revocation number, only when such inputted revocation
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key, and outputs the revocation nunber to the
revocation nunber verification unit 435, if the sign
is valid. The revocation nunber verification unit 435
reads out the current revocation nunber fromthe
revocati on nunber storage unit 30 436, and stores,
into the revocati on nunber storage unit 436, the
revocati on nunber inputted fromthe signature

nut®er i€ aitger thah #3d ciaseatnewobsatnemiember,
only when such_inputted revocation_  -32 nunber is___
| ar éie FRMACRRO T ABRErEPsagei WAithABgrre-fleres "0” as the

TRV PER T e 395 o< e et G Bpre yepcation
numnbdat ed ey acaid, 0oevenyntiare & reecaition reverber iswuwputted

revocati on nunber is outputied..5 fraomt rev ti
FromuiBe Toh e HOR NUBAr Y B Carian MMt Sat o sori ol

Plrjom t%%éﬁ‘fi?&‘dt%”sé'ﬂia'i rﬂﬁ%b@ﬂ‘?ﬁ‘ﬁta%ﬂd}? urfie'4 3y HUFBEEs the

e Inputted server certificate 75, and outputs
serial nuonbae frenotheiiopyttddmanvamtertifigata’d, and outputs it

evocati on.j ud nt unit 438.reads the revocation 1o

to u%&quag%?ﬂg’r&%mpaﬁt %éﬁoer storage unit 436,
and THEPRAE@ScationM it d e rfxtiiart e $erkadsniierrevocation
VWhen the extracted serd al nunber is smaller than the

numdaickromtheureepcatipg RBUYREr BERrage dgrie S unrind Lggnpares

I T e T
nuseRaT iipt ispnallergtian aheeadlvortian i aAnmbetrhethes erarascation

~certificate generatjon apparatus 10, the application
Judgeﬂe@rtsungbé?%&knosmﬁs Hoa SOMAWRICAEON 48AIt @40 that the
] t | operation perforned by the
se@;\%&t@é@??ﬁ%@?%vﬂéﬁ%ﬁbn unit 107 when setting the
ser iNgxnuaitthrtaiROd tdescréptiver iscgivah icfatachFopetatioheof the

seryersGPritsPie GengraborappRRIEHs Shl; Shteapaicaian Servers
SOFER, SR LG W uls Eabami veLts Tor 8 O 7D

UporrIfckl ps aofloavadsRt7showéesgitheaperation performed by the
server certificate formation unit 107 when setting the serial number
to a server certificate.

First, the server certificate formation unit 107 sets 0" as the
default value of a serial number Se to be set to a server certificate
75 (S11), and waits for a CSR 70 to be received via the CSR
receiving unit 106 (S12). Upon receipt of a CSR 70 (Yes in S12),
the server certificate formation unit 107 reads out the serial number
Se from the serial number storage unit 105 (S13), forms a server
certificate 75 using the current time read out from the clock 104 and
the CSR 70, and the like (S14), increments the serial humber Se to
be stored in the serial number storage unit 105 by “17 after
outputting the formed server certificate 75 to the signature unit 108
(S15), and stores, in the server certificate history table 110a,
important elements of the server certificate 75, i.e. name, serial
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25 the server certificate formation unit 107 reads out
the serial nunber Se fromthe serial nunber storage
unit 105 (S13), fornms a server certificate 75 using
the current time read out fromthe clock 104 and the
CSR 70, and the like (S14), increnments the seria
nunber Se to be stored in the serial nunber storage
unit 105 by "1", after 30 outputting the forned server

nugeidn, fan?@t\ﬂal?cﬁt?q:)éﬂ@dSI p8aeyr e ByirepdtingIHose prdcesses
stores, in the server certificate history table 110a,

(Sl%ﬁ&ltf‘a)n seriesestisicatps ZErWQpS@eﬁerlﬂl duimbeys in@ement
off reoégs{lk/aér 1§§u8H”E§’i‘?f c%@liggé%)}f’%l isod (S16).
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magageme e Y g'{ %’f’V%'ér%rft R VW '@lttyy period

HeH ot g r@anagemant conduct ed by the server
s¢€ certlflcate 'validity period search unit 111. FIG 12

i s &lf3.ol hauat fle ki ang sl'lmvup@rtha @pepaairlbormecfob*ynedday the
server cgrtlflctg va|d| erl

seryinCREGeEr gl v PeT 1A SR E peF  diihen' tbnducting

cerﬁﬁm@‘?@hd&?tpﬁeﬁbat niéha?g@h?éﬁ&' Notelehas th@Ql{ir@fde\!ssmg
carried out at predetermned tine intervals.

is regrularly sarriad aug aiapuradejzepmm@di Qé@@dﬁtah\/-ﬁlslll

1103 e to g Aol Gt PLERE SHAKH (A 111 first

seaﬁ"'@h'ése&hes%feraf'ernuébﬁﬂc%@eﬂhnsm tthdlel mll@eﬁtfo&‘fethél serial
umber Se max of all the serij al unmbers stored in the

nurwesrémﬁ@ agei pbtam éhﬁuﬁn@ﬂge&ta%ﬂréahm@ianbgﬁcsgé‘ﬂw aggl the
IaréEEt S nQH{%@F SeSadt IE)l‘? éﬁ”th%' sé‘HﬁPWu %?»E stored in the

XPl ratl on conmes eariier

serivee cowtifieate $dstaly tablzed 18a,nand(S2E) as?l'hhe selhal number
server QeLt i fi cat e vaI i di tlg gerl od search unit ﬁ-ﬂi
HagsehR leéP beravhoaei KR agion Gatase? MEs Rerder than the

othﬁ'g'trésﬂ E}%‘%toé Aal ﬁ§%er2§emgrl(con&?9 ?’ﬁ%‘g\, the

expira |on ate such serr al
semvenmnt dertfisata va2dity plericesearcheunitf 1 tat pidees dvhgther the

valfiyest S fesetiob miTber IXRIESs I & MAE R Fthe522)-
WHH #8d5Vn G ertathe anpitassaNESES dfuEeisetial number comes
in a month (Yes in S22), the server certificate validity period search
unit 111 sets such serial number as the largest value Se end of all
the serial numbers to be actually revoked, and increments the serial
number Se by “1” in order to search for the validity period of the
next record ($23). After incrementing the serial number Se, the
server certificate validity period search unit 111 judges whether the
coming of the validity periods of all the records in the server
certificate history table 110a have been checked or not through to
the serial number Se max of the last record (524). When judging
that the check has not yet been finished through to the last record
(No in S24), the server certificate validity period search unit 111
carries out Steps S22~524 repeatedly, so as to obtain the largest
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nunber Se by "1" in order to search for the validity

period of the 25 next record (S23). After increnenting

the serial nunber Se, the server certificate validity

period search unit 111 judges whether the com ng of

the validity periods of all the records in the server

certificate history table 110a have been checked or

not through to the serial nunber Se nmax of the | ast
seri®C aidn{bat4)Se VBad jofdgiinahio dddhl t hantibeek trasba@okctually
- yet been finished through to the last record (No in
rewa&gd the server certificate validity period search

to PSR IGRAN &R nS SERaE FumTie REPTERE HiXnip % Fonth

(Nd e 3Z2) abr wl'r@mthet mbeket[ztwaliﬂaady darrefinivhed through to

thel Kk A O R O o' ERrbsiep tBogaltaity’ period
sedrdH EH?Ejltﬂr HHﬁitF ésothé %%d?%nrc'é‘r?ffﬁcét@%ﬁpdﬁﬂ'ht 113 of
Ul SerVar certi ficate vall ity period search unit

thmd)arc_[;esais vdiser Beoead af alrthéisartial seamdienmito mesaotualiy
2‘%&35’% t value Se end of all the serial nunbers to
FEVIR eﬁs& revoked (S25). By repeating the above
Pr OGRS SidHbating 888 AboveMitotedking? ¥R Vrial numbers of
certificates 75 whose expiration da es are appr oachi ng

seryes c&d‘rrﬁnaaefalz/S nehiosiee@xporatienr dadeataish approaching are

moffEbEAHIT s fRECth B! reviicalBl rlonERsEIAh Uhit 113,

Ceru\léXtcaéedégé\ﬁgh:drnué dﬂ/%rv\mnpﬁ@@éﬁil ;@p@for&ned by the
revoked certificate due to the com ng Its valid

revekeddertficate search unil é,k%awheghgﬁaﬁg ing for a revoked

- cerfffeats PR PO PE & VAIBR e LRH T Lot e e

to F6G.coBing Aowdrantahaviyg pee ogerdtienr pedicedned by the
revetkad (AT SEArEpUnTbot Lol PR IAEEIehIg o o Fgvoked
cerb{Feh ¥ B8 UM colfuPER 8¢ GlakpSpeaneg! e

| ar g’dm reablkedSeentificatkessarchl uniinbd3s wadtbdor the server
cerZ&éq%@ {{ﬁlhe\l/toyk%%r Yg seiarcﬁsaﬂt tl'ﬁ {c?\ﬁ%lscepy ERe Ia];':'_;]gg Salue
Seen of all the serial numbers to be actually revoked (S31). When
notified of the largest value Seen of the serial numbers to be
actually revoked (Yes in S31), the revoked certificate search unit
113 notifies the certificate revocation notification unit 114 of the
server names corresponding to the serial numbers from the smallest
serial number Se min through to the largest serial value Se end
(S32). Accordingly, the certificate revocation notification unit 114
sends a revocation notification 80 to each of the corresponding
application servers 30a~30k. Then, each of the application servers
30a~30k that has received the revocation notification 80 sends a
CSR 70, as a result of which a new server certificate 75 that is
assigned a serial number that increments monotonously, is to be
issued for each of such application servers 30a~30k.
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113 notifies the certificate revocation notification

unit 114 of the server names corresponding to the

~serial nunbers fromthe smallest 25 serial nunber Se

mn through to the [argest serial value Se end (S32).

Accordingly, the certificate revocation notification

unit 114 sends a revocation notification 80 to each

of the corresponding application servers 30a- 30Kk.

Thes,ub@@t{h@ﬁtlzmh@pbwm@w@waﬁc@ma s@8ecB0knithatl 3 waits

has recei ved the revocation notification 80 s nd? a, 30, .
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appWhehialhsseveercer8ifacBtis 73 Bubdequreigsyed t(Nes in S33),

., revoked certificat h unit its f |
thel GyoKesbraq I iahts teabinbmll 143u801e B Bl Bp spcords

corg§?p8ﬁ8ii:9get€b el BeFRITEALESbERE igd mhersESSRY. (¥Ban, and

server certificates 75 have been issued (Yes in
stoB38) ,in Sheherawvorboncentnfbhent staragecruniti t1 133 the value

del eties all, t.he records,, conre [ t ri .
obtaieer DYadAine " aka & IpaBR Vil ReCR BFLUR serial
nurhpersatd oe NFERRS 1t RE@GRedNEE HS, rdisrcatabheserial number

obt ai ned by adding "1" to the | argest val ue Seen of

(532 serial nunbers to be actually revoked as the

revgcati L al, puober. i By, SRsAtdGif
abog’&aﬁﬁg’%@ﬁr&g,{hge%@rvece‘?'iol(% ca?gs S/F‘E& V\hodséé%ﬁgﬁes 7>
whid@éi\iﬁlz(ﬁi@esié@eccg@se to %&qﬂirrri Qaeh_exml ?ﬁs&bj@?ptoir@vocation
revocati on one by ane. Accordjngly, e ap at i :
on&s ey epBE30ARORINGY, sl %@Pb@@tl@@y SRFYERbed D $BK with
suéﬁeséwglkﬁg{ﬁfi%a%ggb‘?? %8 Ha r%%?(‘@hcf Bed reduirdd g%”ltenew their
Server cértificates 1o onés which are assigne
currant esmniegdcedéficateswmbenss With aredassigpedoimdremented

iven of Frocessing performed by the revoked
serfa PUMREIS search unit 113 when searching for a
rev L i§ T iRRIP &ihgvpertdied by the
noti fi cét??@né%éﬂcl)énﬁﬁjﬁ]elge Ver %g IE:c%eérét T ga_?e ad by
reviokeat aeirbificedei seaachounimill 3 mehen seanahing for a revoked

cer“f?cméctlﬂéa,“itn ?gg%ﬁgetthoe aOPg{,gE;g&%rP %ttmga?t‘?oﬁyﬂlot}ﬁ the server
certificate revocation notification unit 112.

FIG. 14 is a flowchart showing the operation performed by the
revoked certificate search unit 113 when searching for a revoked
certificate, in response to a revocation notification. Note that such
processing is carried out regularly at predetermined time intervals.

The revoked certificate search unit 113 waits for a revocation
notification to be sent from the server certificate revocation
notification unit 112 (S41). Upon receipt of a revocation
notification, the revoked certificate search unit 113 specifies the
notified serial number Se ($42), and notifies the certificate
revocation notification unit 114 of the server names corresponding
to the serial numbers from the smallest serial number Se min to
such specified serial number Se (S43). Accordingly, the certificate
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revoked certificate search unit 113 when searching for

a revoked certificate, in response to a revocation
notification. Note that such processing is carried

out regularly at predetermned tinme intervals. 25 The
revoked certificate search unit 113 waits for a
revocation notification to be sent fromthe server
certificate revocation notification unit 112 ($41).
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mohotenh@ridign 80 to each of correspondi ng application
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ser T&en,3bhe30evakech cratificatei seareheunsty dobs i waits for all
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sery 8L HaTORieS ORI T Rdled X% 4D 1S ot oned o
ser Whenunh ele riveatcd mifi ey 35 havethwmnssyued@tes irhg44),
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thesgpyokesreertitgpte s8apeh nEMly 1%§uga|1%§§54)anvﬁéﬁ sprords

- corPéspbhdiag HkJ Eﬁcer i%?n*ﬂfi’w‘{ﬁep&?l’ %Hsdsﬁ;fsd [UnB&s) e min

e revoke | Cat 6 Sear ch uni t etesa
throhghrB@d:hdasspemﬁtedmmdahgmnbtahé%ee(ﬂ%) Janidesktofasynin the
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rep atl aboye pr cessin only Ser.v,
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revocation. Accordingly, the application servers 30a~30k with
such server certificates 75 to be revoked are required to renew their
current server certificates to ones which are assigned incremented
serial numbers.

Next, a description is given of processing performed by the
revocation information signature unit 116 when forming revocation
information.

FIG. 15 is a flowchart showing the operation performed by the
revocation information signature unit 116 when forming revocation
information. '

The revocation information signature unit 116 reads out the
default value “0” of the revocation serial number Se from the
revocation number storage unit 115 and sets it (S51). Then, the
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such server certificates 75 to be revoked are required
to renew their current server certificates to ones
whi ch are assigned increnented serial nunbers. Next,
a description is given of processing perfornmed by the
25 revocation information signature unit 116 when
formng revocation information. FIG 15 is a
flowchart show ng the operation perfornmed by the

revioR\ateh i oimfopfraatiehi og;@@nﬁbur enihi t1146 furens f argdowation
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SER B%V%@mn fiesgnader o8 i Eh il aanditosmation
not"i‘fl%b? Bt greated by use of the CA private key read
out rom e CA private key storage unit 103, and

out dinten Sthaeelvocadbn évimramabion afgmabmrremn@t) 1il® tenitors
revocation inforpatio notificatj unit. 117. n,
thel EVatsdn By RS, Sherdde cipfaiLes B o116 WAl spg the
rev*o'&%ti(ﬂ’{ogé'i’laqn AR Sﬁ@réﬁén@]@ tgggé SO 3$efd It server
for the revocation serial nunber to change (S

2) .
cerkdicates vV Sswithethepsedial ifurdiars tratiare eauasdpi ar smaller

en a8 AR R Ry e8RS e Btk o

nurmbdrebrared eapsdess aseibg Bobjebt eot révoteatriotat i Phus, what
Thus, what ~ shoul d be actually carried out in Stsz S52

Shqléldsbﬁp@‘;tl@ﬁmd?@lférﬁ St Ww&tﬁ@r Sore iy i lyra tygdgment on

wh%\ﬁl‘{ ?hbox?aﬁfé'o"i‘ltl'f@@@f)c fion &F%T‘%‘i‘uﬁ'ijo@h% |'PR_1remented
en the revocation seri a nu er 1s |ncremsnted

or IrmtocaWImmtﬁ@rrmt@mttengeatn@enumbe&lﬁ; nﬂanarmnted the

the .increnented revocation serial Sefromth
revOSASIGR | off OﬁG?r%EP“stér'%@tHFﬁt Gnil (L5 Ferdis the

SR LEA T S8 D] % g e hocatn
number storage unit 115 (S53), forms revocation information 90 by
putting together such revocation serial humber Se, a pre-stored
issuer, and a signature created by use of the CA private key read out
from the CA private key storage unit 103 (S54), and outputs the
formed revocation information 90 to the revocation information
notification unit 117.

By repeating the above processing, revocation information 90
whose revocation serial number increments when necessary is
sequentially stored into the revocation information storage unit 201
of the repository 20.

Next, a description is given of processing performed by the

server certificate verification unit 430 of each of the terminals

40a~40n, when obtaining revocation information.

FIG. 16 is a flowchart showing the operation performed by
each unit in the server certificate verification unit 430 when
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20 issuer, and a signature created by use of the CA
private key read out fromthe CA private key storage
unit 103 (S54), and outputs the fornmed revocation
information 90 to the revocation information
notification unit 117. By repeating the above
processi ng, revocation information 90 25 whose
revocati on serial nunber increnments when necessary is

obtaeAHENt i byagbar edfdrmatidre. r eNotat it infal tdaessing is
storadge unit 201 of the repository 20. Next, a
cargisstr Ppti 689142y vat cﬁr%ﬂ%‘@'ﬁlﬂ'@gpéwgr hatemalehdonce a
moﬁﬁﬁyer c_ertifi cate verification unit 430 of each of
e’termnals 30 40a"40n, when obtaining revocation

I nf gt ithre rfb@ca%i@gi mformheatichareqsiesti ngitt 481 of each of
operation perfornpe _each unit in.the server,.
theckeinaLk d0aer#8ncaptain SIEne TENPGHAAN AgrBLAtioRi 3g from

r i i r ' a oc i NG
thecar%@%'tgm ?ECEU@P%Y p$ ed%%e?mﬁﬁ‘egg]tpphe%m e?E/%'ISesS the
revogaciom noorhdn.. Morst spekificalycdhicomevotatiadat iipformation

reqbel RAIt fa L EABEtToR MR Pare B crpbing fRthe iternal
timePPQE PYY 2QvREAUIAr ohEMCha NPAtSRd qVdsstiareSelihe the

revocation nunber. Mre specifically, the revocation
revochdiomt hbermastpresequsst usit 4adilt sequesks ket Fepesitory 20

ass.according to the J I | 6 :
to RERFHBRES” (HudtfipbolridvERIRn 0 TRerey slng HRRs for the
revob@ et hesr hetns D 0IRbt b distApureids (668 ) eposi tory
20 to distribute revocation information 90 ( 6%), %nd,
wai Méheer thisels densedt | it revecaiomwm ey pé the obtained

BRI 098 e, 4 LS9 Ehat on avthorizec
appliéStiont | oonad | will albze, vierifisdpassi beénghatn awnauthorized
AP AGORSARKE, HORD 2U4CapBI Faat | HIPERDFEr theniopBind check
S o RIGEES, o o Thes vt n ot on

90 Uyesnimecesp),of the revocation information 90 (Yes in S62),
the signature verification unit 434 first verifies whether the
signature on such revocation information 90 is valid or not (564).
Since only the server certificate generation apparatus 10 is allowed
to sign revocation information 90, the signature verification unit 434
regards that the revocation information 90 is authorized data if its
signature is valid.

Next, it is checked whether the revocation number is a larger
number than the currently stored revocation number. More
specifically, the revocation number verification unit 435 obtains the
distributed revocation serial number ($65), so as to judge whether
the value of such distributed revocation serial number is larger than
the value of the revocation serial number stored by the revocation
number storage unit 436 (566). A revocation number is
monotonously incremented at every revocation of a server
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the signature verification unit 434 first verifies
whet her the 20 signature on such revocation
information 90 is valid or not (S64). Since only the
server certificate generation apparatus 10 is all owed
to sign revocation information 90, the signature
verification unit 434 regards that the revocation
information 90 is authorized data if its signature is

cer\iiﬁlnq'oaie 75, I‘da?@ ,thietreifﬁrﬁbfai‘@éeﬁcmbi@?qﬁaumberrnlwweatdangleases.
nunber is a larger nunber than the current store .

r evd &S, MheiNER revecatiepdimbes) ofythe ﬁscrei\f/%éa{ﬁvancat'on
ST 9 4 46 A e Rupiat ey bR8 dsiatbietives i
S66 hethadist rob used hrediostatibntssrialenooav eoshsdl bal shaneide(S67).

On il GTETo ety W HEn BB cBr AT AL BES  dGaTi feceived
re%%%t(o?@@ﬁgﬁﬂa%‘f@ﬁ%boms NWHRRTer $haRPEREORQHAENt revocation

increnented at every revocation of a server -39
nuroder {Noaire 956) atidet heceived ravioeasen iiofionmaséen shall be

d . . __Th h '
e LS Ea S5 FeonedR e LU BBR AP s Bhse or
thathhere (Werd shaveaaid ke yssR).(Yes in  S66), the
distributed revocation serial nunber shall be stored

(S6By. repeaindiehs: ORI 0GRS hdt rReeREgDPOSSIble for

nunber  of [ [ N [ A nhar [0 [
thel PR caiRaREL MRFEREOEL L BRI RNk °BedPen Bty an
autbf)zed revioreriyr thtieMeeathan inefemmitisomshatdnoasly.
destroyed, being regarded, that such revocati on nunb

is N@de of OBREETPRRR wiks SIWeNni 8t a e(sef@)seidNErﬁre a
. h Lo b

corf GHERgIiRh 5o EALAGR °GEESIE, (HhIASIEAGBALN na ehe
applicidonndgnasrs 30iEeB Dkeih eevpyptedforomtizztwoan.

i ncrenent s ponot onousl y. Next, i ptj.on i [
of FHB. chlelRose et Rindsarh o w nd, (e £35% Where an
1 _ . . K | 1 1 . . -
endgireirbantiton ere)d Corpis soel | astempp gescription
giveequare of dirantasewnierdeacasonmharicadion eiscregtréed out

bqufg)gferHThceatcéP%iirlgl %a iaeﬂdd c%Hte' aBB‘i%aE%ar{ S%r\‘}'%?%ﬂ)gf hon

In the terminal 40a, the application client unit 410 indicates
the communication unit 420 to send a request 3 to the application
server 30a in encrypted form (S100). Then, the communication
unit 420 sends, to the communication unit 306 of the application
server 30a, a ClientHello packet that includes a client random
number and a type of encryption that the communication unit 420
can support, so as to start an SSL handshake (5101).

In the application server 30a, the communication unit 306
determines the type of the encryption from the ClientHello packet,
and sends such determined encryption type together with the server
random number and the session ID in a ServerHello packet (5102).
Then, the communication unit 306 reads the server certificate 75
from the server certificate storage unit 304 (5103), sends such -
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given here of the case where a comunication is
carried out between the termnal 40a and the
application server 30a. 20 In the term nal 40a, the
application client unit 410 indicates the

comuni cation unit 420 to send a request 3 to the
application server 30a in encrypted form (5100).
Then, the comunication wunit 420 sends, to the

ser(‘r@W&'é‘mﬁEa@@ PRids IPEQifi et caprldieat torthes eovemBiization
I entHel | o packet that includes a client random 25

| umhlﬁ%@rofahlaeaawpbeabpneﬁ@ryer|3§}at(|$a1t04heaaén’ﬁmrmf@5t$%ﬂds a

Ser%r%ﬁl?g Pﬁ?ltaqj 5’%@‘%&&?&"?% st e u?ﬁ @%’EloﬂnH§ﬁL45®n Aghaks,

C oMM @:@ﬁhﬂmnmdtl@@&mﬁtetlemdﬁemé herfhyipmlofi Otheeads the
encryption fromthe CientHello packe

d
serygéfardifdcatadd Brunyiie @r?rttkfb%atteoﬁé‘f:k&tr ar S?ﬁgs it to the
rve d
seriF SAMEAESTIMILR SR bl 3T 3181 e server
cerUilfiaat@.OGerEf&;:tstlbheumtrasltaf_) gerifidfd daseclﬂEserfwenmehieﬁcate 75
servy tificat t 304 d
s DG b o ator 08 BRELISR the sommit eqian pleReg o B the
Ver%l’géa?% T L GRt 6YNi 1 4RA Hridecanplibsed Imlssﬁw/aﬂtd the

an urther sends a Server Hel | oDon
corpm:lketcatoomhmutdlfﬁ‘ﬂlrSEMSi an aleirt pazketsoothe cuﬁemunlcatlon

unif JBR5" Bt Rebt $s JassiSoncadr Frrials eff Rl to the

 appINchBRdght Uit ELO SeM@inadild,f werire terddrivaat certificate

unit 430 (S105). The server certificate verification
75 dsi vadigh Yeei cosmunisaion il 424 (9¢nerrtes R premaster

secsBt Ut B CAfky | FRa B KV TG IBR Y Bl ey such

prefRhbtéf eateet with thwgkirdertheblio I«eymrumteme@nnukhe server
420 sends_ an alert packet to the commuyni cation

cerfiErate dikvon®eftds hetQesthi®n, CAMIMMAIGRHO NN ‘-larf'fg-orgpé a
Clidfifice EREh?ﬁHé’E}é&R&%EhHF' ﬁ’\c‘fé@ets'v?ﬁév‘@hl: pf@t?”pl‘é‘r%aster

serve cer he comTu
searpit] af@er glaeealm'eal af mhenﬁerveerHeélm)rMnesmtk@t (5108), and

furiseq gt o CBenbe QIRNETSRECdIBEkep st D Bpm MiRication
umggﬁn‘g‘)g'n cg(t)P nt u@éﬁéé?pl&@%b'efd pakRetds §9WSket Mél&ting
the initiation of encryption. The communication unit 420 generates
a common key A used for encryption from the client random number,
the server random number, and the premaster secret, and encrypts
a Finished packet indicating the completion of the handshake with
the generated common key A, so as to send such encrypted packet
to the communication unit 306 of the application server 30a (S110).

The communication unit 306 of the application server 30a
reads the encrypted premaster secret from the ClientKeyExchange
packet so as to decrypt it into the premaster secret with the server
private key, and generates a common key B used for encryption from
the premaster secret, the server random number and the client
random number. When an SSL handshake has been normally
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. coramiueamisonhei ndec4 2Pt ed tlegubstmina

C i ent KeyExchange packet that includes the encrypted
premaster secret, after the arrival of the
Server Hel | oDone packet (S108), and further sends a
ChangeCi pher Spec packet to the comuni cation 20 unit
306 (5109). ChangeC pher Spec packet is a packet
indicating the initiation of encryption. The

comuni cation unit 420 generates a conmon key A used

corfdic Ry i t@lﬁniﬁ'fcﬂﬂktelveAgiG@ﬁssraﬂmmmnmummtion unit
server random number the prenmaster secret

30@g ghe caremeR Hey ;féd:r&&sa%ﬁﬂctm R E ﬁe%wlgtﬂgw unit

5
2pd Bl Ra IRy LB coRnaTIpaRA yHAr0s Recrbpts the
rec(egfll&‘ir%;ﬁmg,riaed packe80Fiwf thhegapgm(scnagke),n &,ela\nlai_r vaten such
. e conmuni catl on ni I. t
decypiEn 50K @%@%%&%f!ﬁf@ﬁﬁt%a&@f@ 'eﬁ%ﬁ%qfn the
cor{]ﬁﬁﬂdm%euﬁma@mm et The agbs@ ¥ RlorhniiRication

renast er secret he server 30 private ke%;.‘rﬁ
aftanndihg:erﬁemaﬂmﬂ paakatosh&byb & amseted mutemwmny@teﬂr m.

ol s The CoRHabT Rakeut uhihar ThitF ek ML 30R,80F0lA the
rec@ S@lFiMisheld p%Qf‘Pé@tCta?ﬂ:I sbREsEPrERnEE)3 th E@&WE@@Q foym to

e communication unit 306 and the conmon
thepcesremmaﬁmmuattnﬁﬂﬁ ot the application b%%rdfﬁe" 3¢a, when

conmmuni it 306 decrypts the
suq?’bggic\; 'r%.sé‘ﬁég%g‘[a‘; Egtlli%)th the common key B, and
meWh@@brﬁn@'@ﬁfOﬂtﬁ@ﬁ”uﬁW@ﬂWS@f eher )Emish@ambn server 30a
Fi ni shed packet to send it to the conmunication %to the

dearyptesihe )reqursts Shsed et nds mimidaaryaie daregH eph
e T
protessyst Suthereq eest \Bego]lc:ganelnable mclesporsel Beads mdlcates

req uest I N enc te ormt e Cco ni 0
th %ﬁom@wigﬁtt% La}y:;gﬁt?;%thooﬁe@arxﬁeﬁo %gs CQHIA ﬁ%@’ﬁl (s114).
Cftxﬁrét ﬁ%ohsmﬁ BJ@eséﬁH?,“'EhéaPé%oH@bt 3306 the

the application server 30a decrg pts the request

40e l@p@hpbﬁpteﬁ] form
segver unit 305 (S113). The application server unit
(S )15 processes such request 3 to generate a response

3, Mk kBdhSAlMRation unit 420 of the terminal 40a decrypts the
encrypted response 3, and outputs the decrypted response 3 to the
application client unit 410 (S116).

The communication is carried out in encrypted form in the
above manner.

FIG. 18 is a flowchart showing the operation performed by the
server certificate verification unit 430 when verifying a server
certificate 75.

After obtaining the server certificate 75, the signature
verification unit 432 of the server certificate verification unit 430,
reads the issuer from such obtained server certificate 75, and
searches the CA certificate storage unit 433 for the CA certificate 60
of such issuer. Then, the signature verification unit 432 reads the
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the communication unit 306 to send it to the term na
40a (S114). Then, the communi cation unit 306 sends
the response 3 to the comunication unit 420 of the
term nal 40a-in encrypted form (S115). 20 The
comuni cation unit 420 of the term nal 40a decrypts
the encrypted response 3, and outputs the decrypted
response 3 to the application client unit 410 (S116).

CA Thebrerwanifeah ehel Se8peheddo gutCAncendfiyatedd,0and ohecks
the above manner. 25 FIG 18 is _a flowhart ShOWI rl%

the SmaS PontR sESVRECERLitiRate Jat WeINg sy §h (hiriblic key.
ol SbRERIoA LRy, SR ARTE: (e GRR, B8 E03 i, for @

server tcimtﬁ’n@m u?fE tverbd i diglirobuted t (832 )of ante wérarer it is
. tificate verifjcation un|t4 30 r t
disfrabuseds ddasseh %%%in neBtIgs, eceksﬁufq"cj‘a%mzssushd server

cerSfELie S 4 'f(%e% CSHH' Eb%%ﬁe%t QHégéAUEéFtlﬁ%%téoétdﬁhQ_;e unit

certificate such issuer. signat ure
43Fefoif i e |$mmmnssnmsre®éls ceinblflcate @0 pMB& keYhen, the

sigpABlke oVaHice b 1 Wk s arver s (e 4os pabfic KBV hram the

sedrehRdP! 66t kKen ceMiirRcRed | gsb@a, BRe Sudiisin@hether the
verification unit 432 waits for a servér certificate

sigmatuce s dhetsemiarece (Ecpte ol iswvalid orinotsby decrypting it
Ldigtributed (Y obtains the issuer from such
W'tge&\'/‘ner(?‘&c%wf' qis:e&f ZS% (882) and searches the CA
cer WWheeate gt@ﬁ@ﬂﬁremfttheéls’:’e’:’r\f@ céi‘teﬁs.at@ 75 rupIdge@Ao be
certificate 60 Then, the %atu

invald (S(tanabw@dﬁﬁ i 5883d4hensiane K ivenidgatiopmurie 432
noﬁﬁggﬁg tﬁgh%rﬁ%f:{d‘ﬁ Gihk 8O d BMan g gy ?88% Indjcating

IO signhature on the server certiftlcat

s:ghatuaéIvimﬁcaoltorbgmtm(sst(])r)gand ends bheheer@ficpuign.c When
When th aturI f.the s

key 35) . e
thes S1aNATEM 45 TGSY (aDF 161Kk {SIAVAENEE (BKgihEBD AN the
oth'e';r Rank, tHe c%rgt'?&ta‘t(eesﬁﬁglfr?&ﬁ{b@f‘e‘k‘%l‘éc 83, uRR 4BiePeads
comfuni cati on unit an error code indicat |ng
the serial number (server serial number) from such server
certificate 75 (S86). Then, the revocation judgment unit 438 reads
the revocation number from the revocation number storage unit 436,
and compares it with the serial number read out by the certificate

serial number extraction unit 437, that is, judges the relationship

‘between the server serial number and the revocation serial number

in terms of their sizes (S88).

When the serial number is smaller than the revocation
number (No in S88), the revocation judgment unit 438 judges that
the server certificate 75 is already revoked, and notifies the
communication unit 420 of an error code indicating revocation (S90),
so as to end the verification. Meanwhile, when the serial number is
larger than or equal to the revocation number (Yes in S88), the
revocation judgment unit 438 judges that such server certificate 75
is valid, and notifies the communication unit 420 that the
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15 signature verification error (S90), and ends the
verification. Wien the signature is judged to be
valid (Signature OK in S85), on the other hand, the
certificate serial nunber extraction unit 437 reads
the serial nunber (server serial nunber) from such
server certificate 75 (S86). Then, the revocation
judgnment unit 438 reads 20 the revocation nunber from
verifi€atienorati @ndednhsrnedity.age unit 436, and Conpares
it with the serial nunber read out by the cert| icate .
ser T Aron@bdihexabavei MoGRsE NGy, atg%'f"‘?"s CItideate néd> Is
authghdfd 'o‘hi b\%th"@'?@ Ehgpﬁﬁf%ﬁ ﬁ%b{%ﬁ@(ﬁ@%’eﬁ@gé%rver
PENSCA 1 oh SBYi Al elr sizes
cerf{it@®ie 25 Weh lﬁlbl&ldSEEr mVahdnﬂgmatszrenahueirhe tsarialheumber
revocat|f) nunber r(r\E in SSEE), th revoca |on
thafdﬁg@ﬁs‘rﬁ@ LRI QT A360§H, 4GRS HhHaleY é%'? tificate
75 n eerver
i B B T P e a0y
ceer‘itheSo 25d getreenailed‘ i byt itbe, Seeusihi certifinaket igeneration
seri al nber, i.s 30 | ar erth aor. equal to the
apRURFsHS: fﬂ aﬂgnmﬁ r@ygga P sdey b[q{e revocati on
j udgpgnt1 ainkta 438gkaAPehoMWInlg SHEretativeIsHIprbefiveaheserial
75 1s valid, and notifies the comunication unit 420
numbearstofeservar et caiason Shar ddit deMeEARIary NUFAPSHghen
t he above p ing, a server certificate 75 1is
thegﬁtq{een??ggtse‘% oeﬁ%'y when the application server 30a
Senﬁér&ﬂéﬂﬂpt[ompuﬁ'pbls@@; %uﬁadi@heln@cthmesuahvaer\cérs are
nature_ and the seri al 5 that .egual, to or
A, lﬁa%g

ean@rlanetaw@ beln@ AnsEH ra;e\zhew ‘S, D iC ag d”
res@%Fﬂ‘}f'qua?Bdt ?@agzﬂnﬁ% I' Lﬁﬁggggmﬁr%reﬁhrl ?ertlﬁcates 75

posERsal bﬁ}'nthag'fw'pﬁﬁatssv%&ea‘nérs heera 806cALToN2Auabelr 3"
FIG 19 is a diagram sho the rel gtionshi
ser Epen; 3 Alsesont Bheddms feraradardhg ahirgleurity

of trh%vgé?\t/%fgﬁe?k'ﬁkea’te Vi tHé‘?.é?véF‘E ft‘H& fSROWEHE-inf8Fmation

1 ONn ur poses, suppose eret hat such sérvers
is sa:noeedA;n B;he(:sm@rDcemﬁhabelmgton‘st%ﬂolré@&alumhell@ net that

pom%dftlmé. ‘¢, and "d"

Server name : Serial : Validity period
A 0 : a+13 (months)
B 1 : b+13 (months)
C 2 : ¢+13 (months)
D 3 : d+13 (months)

Therefore, the revocation certificate search unit 113 of the
server certificate generation apparatus 10 searches for server
certificates 75 with serial numbers smaller than “2”, which is the
serial number of the server certificate 75 possessed by the server C.
As a result, the server certificates 75 of the server A and the server
B are searched out. Accordingly, the certificate revocation
notification unit 114 of the server certificate generation apparatus
10 requests the servers A, B, and C to renew their server certificates
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respectively and that the serial nunbers of server
certificates 75 15 possessed by the respective servers
are "0", "1", "2", and "3". \When a concern arises at
the tine "e", regarding the security of the server
certificate 75 of the server C, the follow ng
information is stored in the server certificate
hi story storage unit 110 at that point of tinme: 20
75 Sggliess naotificadeom akhat Vahedi tsemesri akrtKifatesa+I3 will be

h B1: b+l3 t C2.: 3 h
revp kel 3AETBTESRY 2R ML SPE, SERUCTETbokyi RO C makes a
rquféét' ft{)icgéﬁe?‘ﬁﬁé Ch NBit shE3ePl cERGricatE VRS, GRd i hedalkRrver

enerafi on apparatus 10 searches for server
certiitcatfd Abeghvch wireresera ol valynbssigreedhtherserahnumbers of
wawich is the, serial nunmber of the server cettiflicat
4775 gs_@é@e% by EhD VLY, dererated, 5Pe &5 {0 Pfre S§é‘ratv$P the
respdtiveé G S8cdboff sPgese NV EB, AnRAACT haternaldid9 Beriod of
re searched out. Accordingly, the certificate

eagtewssraeiroreriibcate o igenerated heref shall Ber\at 13 months”,

cert.ificat enerat i pas at u . :
AcGEbbRLa B °BREL S BERSITLAle, rVBEY SRR R pistory
info%a?cﬁor&.@twageolunfv ¢a0i shatihBe Wpdhtededy €ollows:

certificates 75 wll be revoked). As a result, each

of GRIVESTDAMEA B, aR@@hakes -avabdfyeperias
generate new server, cektificate , SIS Ser ver
certifi ca?)es 75 which arg’ respect’i%%llfgglm gneécpet he
serial nuppers of 5 "4", 4'5", and &6'13a(moreilig)
generated, so as to be sent to the respectiyve
appl i cati Bn servers A B2 and C :T%ﬁl\%‘afm'ﬁhsr)eri od

of each gerver certificate 75 gqn@q_qtg,e?rrnﬂﬁ&@all be

"e+13 nonths". Accordingly, the data stored in the
ser fitecehiel $épate chirtfiamate 7bfof sachosestar igyeenswed, the
110 shal |l be bLJﬂpdat ed _as foll.o rver

reveaatipn. REMNE" SOLA9Sy UBltsmfiglJrgq{S( tﬁg?‘?g',&: gertificate
geRdiStibMPHdaratus 10 changes the revocation number to the
serial number *3” which is valid and smallest at that point of time,
and has the revocation information storage unit 201 of the
repository 20 to store revocation information 90 that includes such
serial number. Stated another way, such new revocation number
“3" js obtained by adding *1” to the serial number 2" of the original
server certificate 75 possessed by the server C which was the cause
of the revocation.

Each of the terminals 40a~40n regularly obtains and stores a
revocation number from the repository 20. When this is done, if
false revocation number is stored, it is possible that an authorized
server will be verified as being an unauthorized server, and vice
versa. Therefore, the following check shall be conducted. First,
the signature on the revocation information is checked. Since only
the CA is allowed to sign revocation information, revocation
information is regarded as being authorized data if its signature is
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B5: e+l3 (nonths) C 6 : e+13 (nonths) 15 After the
server certificate 75 of each server is renewed, the
revocati on nunber storage unit 115 of the server
certificate generation apparatus 10 changes the
revocati on nunber to the serial nunmber "3" which is
valid and snallest at that point of tinme, and has the
revocation informati on storage unit 201 of the 20
vallposlietr yt Rcheckedrié thevenatdatbio n mfuomrieeri islagQertthan the

i ncl udes such serial .nunmber. Stated anot her such
curigit ey SEQES BN TRNRIAIONS" NUENBEEai nel byE R HYP 1dmber

incf'@rr{ef}fcss%fdé"%d‘%ca"t%noﬁ)ftE%%W@Fné‘értiﬁ%b‘@[ but never
certificate 75 possessed by the server C which was the
demaases. of Thaepefane cahieonthe SeFachtfn themberisngnaller than

then GREERF 1GNP B BLTPBEp 6CTRE O RGBS snall be
dedtRb§edl DVEOPRf Fenardebiethat stcdr elvochtioh pagibdreid false or

an authorized Server will be verified as being an
thasirtdaneomasegosee veistaki®l vice versa. Therefore, the

oL AR heb, B SBueF spbanp yee of the
serPeRc@Midatd 16 §Athe sdhvawed, thesgnal avmberaf the server

i nformation, revocation informatiqn s regarded as
certiéiGafeathofi 26@ &naepfed i&estﬁ"giﬁa? L?rle iE'OgW%eV:aﬁi“a?e the

revﬁé&iqrﬁ@drﬁb‘é@%{ﬁ?at{p&iﬂ? orfecYﬁ’i‘éats'; og~ nﬂﬂ%@% .ié'; ﬁd BbEsbility

curren ored revocatl on 'n

‘thateyoeat ispoofeaberervierc nehieites tdusted, r@vonedingn tof the rule

server certificate, but never Ther ef o

serve d . |
StiaH NG Nak BB PERVRLASITING e P IERING §4féal Rumbers
sm%ﬁbﬁ‘%{ar{ %g%cf"é\'/é’@aﬂﬁgoﬁhm EHP%H(?EIV‘B‘@%OBK%U’OH
shal | ~“be y h

estroyed, being regarded that suc
" r evéoathenmune)dhd sefueseeotificatatvahdity pasicgbgearch unit

11 T R s S PP Lo R BB o, so
o5 {p3echolordohesy eLrtigaenrs whoseers| iges exireluini
a menbldiroon thenberrant tthaxe.poFar efamiple, whes d+lkmeonths
ha\ilé’ r;‘)%s@%%l‘f’i k%"nlei t\)(alidity period of the server certificate 75
possessed by the server D will expire in a month. Thus, the server
certificate validity period search unit 111 notifies the revoked
certificate search unit 113 of the serial number “3” of the server
certificate 75 possessed by the server D, and the cerfificate
revocation notification unit 114 requests the server D to renew its
server certificate 75. Moreover, when there exits a server with a
server certificate 75 that is assigned a smaller serial number than
that of the server certificate 75 possessed by the server D, the
certificate revocation notification unit 114 also requests such server
to renew its server certificate 75. After these server certificates 75
are renewed, the revocation number is updated to “4”, which is
obtained by adding “1” to the serial number of the server certificate

75 possessed by the server D.

_46 -




10

15

20

- 25

30

t hat such spoofed server will be trusted, according to
the rule stipulating that any server certificates 75
with the serial nunbers smaller than the revocation
nunber shall be revoked. 15 Furthernore, the server
certificate validity period search unit 111 al ways

checks the server certificate history storage unit

110, so as to search for server certificates 75 whose

val iAd diegstritxed rebwvivehiwhem menidwifvpra skeveur certificate 75

time. For exanpl wh d+12 th h
whoaﬁ\éﬁ:wwﬁeéeswiﬁs ﬁ@r@%#ﬁgg@ﬁw&%}&@%ﬁ;@ates 7% with
serﬁlﬁéﬁlﬁﬁﬁer@y RS IRS" YR {Pﬁfﬁélsé 'Irﬁuhﬁ‘bérggf‘t l§uch server

e server cer e va rdity peri sear ch
cerlbifidatlelI S5nethifseevat lhlety pmmaﬂ !S apphidading skaldhe rrinewed

1 he s ria rrber f ,the rver
and the rtis o BE frad BC A dipg a o bF uBE BEriglgnpmber of the
ser?r%'@‘%é#t‘?ﬁ&ﬁte rﬁ%ﬁbb@”@)@ﬂtﬁaftiéﬁtdﬂe @'atp;ﬂrb‘édiﬁﬁ eshail be
he server Dto renewits server certificate 75.
setl\/aseevelewmmnmmieoe e»urnbea sekeeordinghy,a eveadt wehen there

certificate 75 that is assiane . | er | - -
occiiepat el SrbRtinG b BB 8t MERBiNTT sefked Yartificate 75, it
beRHeesSs6dshiel B etefyeh devideewheehidddsabe H@k@eaﬂb@k and

notification unit 114 al so requests such server

therefileve iissinganablec of tohtajaing7a. prgise ‘ﬂﬁ?&%etge‘i‘%@f”’m that

sudE AR At 26 TR L1810 S HBcarior

nurnberseri al nunber of the server certificate 75
possessed by the server D. 46 -- - ----- -----

desNatgedhatiothae uﬁeateenéw@ RUSAPGES 248 ta%'e&@@ #g the
ser‘()"é??e vap| déﬁéJSEe"hoﬁirdér appRgaching, 5l ~ger; Irthe ﬁresent

cer | cat es Wi th™ seéerial nuhbers srml | er t
embedirientnbet tdle @mebeaeﬂmmenta:@mtlsfm«ziatllen?t&d/mwls order.

oAl e e PR RS RO Rl PRI G 0
whih H]ﬁu é?ﬁe@eﬁg"‘fl"’cé‘&éri%Mﬁoé?]e%@'eﬁ'@bk%r@m@aﬂesﬂ is

appr oac new revocati on nunb
lssu}\edorbluhgtlye deéaquaenmlerrmnrbmrurfeayerb\eers@pcfbeehg and a

aiFB B TR B " ARt El PRl dbbugof server
certfi@ta <! #6HoAdas such value increments monotonously.

Furthermore, in the first embodiment, 0" is used as the
default revocation number, but the default revocation number may
be any other value as long as such value is equal to or smaller than
the default serial humber. In other words, when the default serial
number of a server certificate 75 is set as “1”, for example, the
default revocation number may be either "0” or ™1”.

Moreover, since a server certificate 75 to be issued is assigned
a serial number which increments monotonously, with the default
serial number of a server certificate 75 being set to a value equal to
or larger than the default revocation number, it is possible to enjoy
the functionality equivalent to the one to be achieved when the
revocation serial number is referred to, which is why the revocation
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io therefore is incapable of obtaining a precise tine,
to confirmthat such server certificate 75 is
revoked, based on the revocati on number. Note that

t he updated serial nunbers are assigned to the
servers A, B, and Cin order of "4", "5", and "6" in
the present 15 enbodi nent, but the present invention
is not limted to this order. Also, in the first

nugdiigentt ubeddefsaal treferémde numiidre iprés@nt eshbodiment.
IS incremented bg_ "1t ever tinme a ne rve
HoweMars ithst eevgcation Byna tg{]pyt e %@.’fl.h’:ﬁf\f rgtqr%ﬁd to, so as

to fS4TRen %?ﬁe‘/dé’iecéﬂlf fdate! 75%ﬂhaa é&%ﬁh@ﬁﬁb\é@'ﬁh%tr@yea@al to

i"Acrene every issue of server
or tmargdrf ticahesychsdvomtasn sucmbet. ue | ncr errent s

"o A rer ey muOshr 2cke TN Ut AP BRI RNt
re\f?ﬁfaac%ﬁ rfc?c‘{ﬂ%éttlcﬁf‘lé‘gi%ﬁ tB%h a%[?éé’tléhf‘ﬁrv\eﬁﬂw&haé server

'ong as such value 15 equal to or smaller than the
cerdieﬁcamtlet mstaaml'ans rahtmair to|ex pitrBerand ralNewneer uaiecertificate is

def.aul t f
so Rkt o3 BhpREaDHIPSer e sEch S, LA IEBL R erver
cerfHidste Dﬂﬁw%l@ b?Q*ev&(mgrlt 1"Acddrdiogy, ItSIIsm@t aecessary
server certificate 75 to be issued is assig

forseachloftie derminalsi 402 e §Onﬁlﬁ@€5rrél%|\/@“dm H?E%*’h%d of a

fa al
seryirgetuities oy o S BpSELYith of Precidictocky  What is
mo@@f agdirice ewm?t iodTe Nntepetatioh isempabshbbebén Bnj nmycluded in
e functionality equwale t to.the &ne t.o be a

re\&m@i'@ﬂemf%’\fﬁ@&tqrbn QergRf A@eherof r\eeft@rmy(’i' 363”40"'
sto‘f”@'sc%\.l R ﬁé‘%ééﬁ%h%@&%a%n o s¥580 tﬁe@ktth@%lﬁﬁty of

a reference resent enbodi nent. However ,
a seevecataddifioatdets rhmﬁebieoacthmlneyatlefrmmeobeb/yeen t'hae serial

o e oL S ol e
ter%ﬁ%heﬁr%ﬁ“z@ﬁ@ﬁé kednfhaYe 4 BFCA0W e bty diredtito have

revocatl on notification is given to an
resappidesagisoin $bevepnwieriicnalecases. cAccerdiagdywaindy, a small

aFEHL 5P P Feegnm B DB LT ehbld “Phr Bhe, ayesent
invrWbAadk sppricable to networked appliances, and the like.

(Second Embodiment)

The following describes a communication system according to
the second embodiment of the present invention.

FIG. 20 is a block diagram showing an overall configuration of
a communication system 2 according to the second embodiment of
the present invention. Note that components that are the same as
those of the communication system 1 shown in FIG. 7 are assigned
the same numbers, and descriptions thereof are omitted.

Such communication system 2 is comprised of a server
certificate generation apparatus 11 and a repository 21 which are
used by a certificate authority, a plurality of application servers
30a~30k used by providers of applications such as video content, a
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certificate unusable by revoking it. Accordingly, it
is not necessary 1o for each of the term nals 40a-40n
to check the validity period of a server certificate,
or to be equipped with a precise clock. Wat is nore,
since only one revocation serial nunber is included in
revocation information 90, and each of the term nals
40a-40n stores such revocation information 90 so as
p!uPQI;@\PQﬂktél’f‘rﬁer@IQ diitay 91 nlesadseyvesewsr antli ¢ dnternet 50
based on the relationship between the seri al nunbg
thadf cenbRCEs e redstadare .7 6hanappHEaFLERrVERS 30a~30k
f itihei [ a
and B Sekhinn 2 a1l ot EaEh Sl S ifitRe LASET the

corpomvARtd 9oal systees. 1 Acwrdiingl bo thelfyrst endbd)dlmmtnt
of resources are regw red, nmeaning,that the

20 IRV oROTYTABPEREIRH) eSY Lo v%rl@&foa\'ﬁlbﬂga en{he first
emgescbln"%nf e ée?%“@e%‘&%‘t@egéheFQﬁoﬁobb‘&‘Hrﬁgus 10 sends

comruni catl on system according to
reveeaingn enfmdnabrm 60 tcheherepasitonw2n, wdnichAlleenzends the

revBe At i arTion <00 R Sachophi et 54 hBhalE Apa~aon.
Ho®WERRH Ny ﬁmﬁnﬁl@éﬁéﬁmsys'téﬁﬁ“Eoﬁccb'@@!m%h@i the second

conmpohents that are the same as those of 't
embodiont raid oneatlytdiffaresiofiie mithe @mmandcatigingaggtem 1 in

ene o ELTR S, SRR o BIPIEEL £ Seny tg the

repivefy B0, ¢ehioddtiat eirfferai &tioan %nﬁaifcﬂ‘t‘llp@slati amllya of the
rep03|tory 21 which are wused by a certificate

revagaiientymdest ural ity of application servers 30a-30k

use i.de S a e
conEl{}gﬁ%/ecl?\l(g“)Iy I%S“E?ura le‘hg Igﬁrﬁiﬁnﬁé\th nP%%ce)a tt?ry 20
semrév?@adlotzrgmfbﬁheaneh 80 tot dath @fmhm:tesrmheais 40a~40n in
repository t he appl j cati on server s 3
ungReryRked nf nar§n41@3d1ﬁgdﬁt e SUSNo tREMINGLS %8?%‘?@33&““‘6

wh@%lgépethé:ﬂ’gﬂgﬁ*/éat h@?oé%‘oﬂ“tﬁf@ﬁﬁ%“t%ﬁ‘%@ozé riﬁvfzn'l icStor not

€ comuni cation system 1l accord |ng
badedt lvn f kthet sigmaddireenn tsnech;ere\eocaénotnflm‘mrénatlon 90.

HoSeneds the s SRBALLES b0, 26RHEm HEXCSEARAD BIERHERL G the
first embodiment in that the server certificate generation apparatus
11 issues server certificates 75 to the repository 21, which then
sends such server certificates 75 to the terminals 4la~41n at their
requests of revocation number distribution, as in the case of the
application servers 30a~30k. Then, each of the terminais 41a~41n
performs server authentication on such repository 21, and the
repository 21 distributes the revocation number in encrypted form
after sharing an SSL session key with each of the terminals
41a~41n.

Such being the case, the server certificate generation
apparatus 11, as in the case of the application servers 30a~30k, is
comprised of the key pair generation unit 101, the CA certificate
generation unit 102, the CA private key storage unit 103, the clock
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revocation information 90 to each of the term nals
40a"40n. However, the communi cati on system 2
according to the second io enbodinment is greatly
different fromthe comruni cation systeml1l in that the
server certificate generation apparatus 11 sends, to
the repository 21, revocation information 90b
conposed only of the revocation nunber. Moreover, in

104 heh e garimli sahiloar syst®ge LinitNO 5 e’mEIGS)Ry'eZZQIVll‘ﬁ;] unit 106,
sends revocation jnformati on 90 %o ach of t
thet%emerapgruﬂaaﬁgrfqrmaUﬁ@ntépr ﬁgfe@gmug%ﬁm&flfm the

se%?hcéfflﬁ‘cﬁ%sséﬂﬁ‘ﬁg ugngi?cl@ whg! %‘%rrvb'i‘ecé ﬁt&g@oi%lstory

evocat i on i nf ormat nval’i d or not ase
storbgesugitatiwr®, dhessefrver\cechificate nﬁdjdﬂauup;erled search unit

However, th ti . tly .
115 RS ST oL G s | oo RasrieAiBRLnik112, the
revifidef rce‘i*@fﬁdaiﬂé: 3R r&ﬁnﬁh% 1ar3 apRAr 8hdSce ﬂtlﬂk:aﬁé 8%vocation

server certificates the repository 21
notnﬁeat:oerendmtsu]:h4se50e|thaérthE| server7sertiftapde generatlon

oo A ARG HEHEh U pRBRTAPL, ssues

a sePPbi GRIrtFNC & VY Bo 3B POKesitbep. 2 eaehdkenitls a revocation
term nals 41la-41n 25 perforns server authenticati on on

notdficatiosp88 terthexrepasttarye2 1rwpesi s servwekcerbiicade 75

becqifies? PRI Nk catTalier, WBTERyefe e ef vt "ebHticate
gerfd@atddn.apwsrats mq dbes erstanclihde threves v oeatiohi icfbemation
generation 30 apparatus 11, as in the case. of

sngapﬁur@aumﬁn kb verayimpadabe, the S%'afﬁwugeé&ifb@aﬁthése%§rat'0n
apPAtdr ey atHL&”l#”Féfrt&%} eégl[]g?&@tjcw fécﬁé\?ocatlon number

generatior dnit I vate key storage unit
stor8gde umdtcladk andi% ]erﬁuowieoaenluarhbemmmtlfmaﬁnage unit 122

it 105, .the CSR it th
inskent e | 6ENRCPLTLnETEaT sherageniafe LE5; and the
rev’&%tléH‘?nféﬁﬁéﬂoﬁ%&t'ﬂﬁt&ﬁbﬁ S8R 09, YRiZddifbn ttBQhe above

server certifticate histor st or age ani t 110, the
corsponantser t Thecoeeoeatiod mrpblaroatcsr@ge,mmm 129,1ag,in the

cadd P EhEC e BEL D A D SRS BRIRH I, £35S0, s the
revgtidtidh GRIiMBEY eF peiBRation number which is the smallest valid
serial number of all the serial numbers of server certificates 75
issued by the server certificate sending unit 109. Note that the
default revocation number is “0”. The revocation number stored in
the revocation number storage unit 121 is sent to the revocation
number notification unit 122. The revocation number notification
unit 122 notifies the repository 21 only of the revocation number
that includes no signature and is stored in the revocation number
storage unit 121, as revocation information 90b.

The repository 21 is made up of a key pair generation unit 203,
a CSR generation unit 204, a server private key storage unit 205, a
server certificate storage unit 207, a revocation information storage
unit 208, and a communication unit 209.
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notification unit 114, so that the server certificate
generation apparatus 11 accepts a CSR 70 sent from
the repository 21, issues a server certificate 75 to
the repository 21, and sends a revocation 1o
notification 80 to the repository 21 when such server
certificate 75 becones subject to revocation

Mor eover, the server certificate generation apparatus

11 qfﬁésré}@ésit@? ugle ddrAn @M ReRidsowitmthemairineimals 41a~41n
signature unit 116 equip ﬁed to the server certifi

at
usiggnebht iasnin épﬂfhﬁéﬁ@sofl@ epapplisatign rervessided |‘?eh For

i SRR IBAT kR R 0Bl gy server
pubiiite Keay agatli an newrbseragrompadeatmiltel ldvang tiee a server is
revocati on i nformati on ngtlflcatlon unit

instalipd i@st B0rqVeCaHePOHHIGESIRMBY srhiace bl brarBrihe server
cerE‘Hﬂ_iéeE’é §Eﬂ%?‘9§;oéﬁ”at§3t;i‘azr%tu§slin tﬁ‘ger%%?epl%l&h@e% is sent to

evocatron nu orage unit stores
ther(éSRCQEnemanmrbemit 2 (4vandt @ s rveirierivabe d¢ey &S shfered into

smal | est valid, serjal nb [l th I
then%’b‘é‘?{rsp&v%l@r\lf@ﬁ’ € a’fe\qr“]‘?uéﬁﬁtgﬂ%a i ssu:dsg;l ?he

Seryfk @R'ééﬁéﬁfﬁtl@@ﬁ@'rﬂg mtgéﬁt‘%ra’&@é & I[dBR Ybefrom the

def ault revocati on nunbe he revocati on
sermeanbpt béico key |andtaepr@x&t©aiadoﬁeﬁuﬁﬁenam©r ayed useinds the

genirated SSR AL 1 dBels i emificnly B lartioh 44 hys 11.
Sut%Jéqueﬁﬁlyt hetHe?D@é'rVéfy cektigndateof géheraemaapmratus 11
nber that includes no S|gnature and is stored in

genef@teévacaermﬁrn@mﬁérlca‘é@ of agis o tha recelyede (&t 78n and

0 d
serldl BPH iy FEhe] o B it s TOIBUR SRRy 21
Théoéer@esetveetlfweit\eatﬂ'dfe)gestOnagezoﬁl tst20es a mzrweserver
certificate storage unit 207, a revocation infor

cerbifisialge/ SUBV BT d3Maid raCe afLaHER NBW SRIYELEE Tt sf@ e 75.
The@%“?é%%ra\h%éLW‘éﬁ?h%t&‘%é@etﬂﬁht_t eI0B "Alotes a new

41a usi ng case” of e application
reveeatiors B0mBek.every tihies itelaesamvesheekexzabmrr information
new server

0 SaSH A Puby B S50SrRuS Bl hISINEF AR the Brver
Cerﬂf?rﬁ;}ltelhggsng}égﬁjﬁ (At netification 80 is received
The communication wunit 209 is an interface for
communicating with the terminals 4la~41n via the Internet 50
according to the above-described protocol for encryption, and the
like. More specifically, the communication unit 209 reads a server
certificate 75 from the server certificate storage unit 207 in order to
perform server authentication, when receiving a request from each
of the terminals 41a~41n for starting a communication, and sends
the read-out server certificate 75 to each of the terminals 41a~41n.
Moreover, the communication unit 209 decrypts, with the server
private key stored in the server private key storage unit 205, an
encryption type received from each of the terminals 41a~41n, so as

to generate a common key used for an encrypted communication.
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certificate generation apparatus 11. A server public
key is sent to the CSR generation unit 204, and a
server private key is stored into the server private
key storage unit 205. The CSR generation unit 204
generates a CSR 70 fromthe io0 server public key and
a pre-stored server nane, and sends the generated CSR
70 to the server certificate generation apparatus 11.

a&@a@@mm | wheheheeevey aceehjuidstafr thaeraldcation number
apparatus 11 generates a server certificate 75 from

fromhamyeebithedearsrnals aha~ 4slan g agwmcgaﬁéeatféawawmat'on
thecgf)ﬁﬁlg@tcgtgcf%tlﬂwltthfo‘éelp%d# Oc{hye Zevotatidi® iR MBation 90b

T rage unit ores a new server
frogethef toad €atibnevgoymiatienigtorage uast 30&; medvosmmms such

rev@Rati ong NEDGITAL N (S0P : By G YDReALTRID [ dhs feainal that
has{ ﬁgQUEe&é LRGN 1B 1%‘ﬁ%‘&/\ﬁ‘ﬁtl Oﬂvh@Qqé‘c‘éWﬂ?g?% pafiest in an

révocati on nunber romt e server 20 certificate
uneyecey@Etedn eppamatnisation, Theheommooiryatinieationt 209t s 209

an interface for nicating with the termnals
d[sqqgneg‘iﬁ %CPH%‘WW%@ 50 according to the

abO‘E%ch%‘Frt!HéeE’eﬁﬁ‘Pﬁé’FsohlfaN4 eACIsY Aia @8, upiod t‘l’feeagglication

like. More specifically, the communication unit 2
cliardadsnit sérMdr 25 cemmtinieddors tindkn 0 sénsegad of the

tif t t 0
corb Byl AR, A2y 20 e el Pl BBt Ergn un
45®4FHste@ld tde ther gepabs ddatifitBtéovesifirdtion anit 430 The
communi cation, and sends the read-out server

serwerrtcertdapétesv%fléaéwtbfurtiﬁéerﬁ] made 41 of1the signature

verESEIR o hiE S5TTLMEEIP SAACAIS, SBSEagt oyl Lo,
rev}@@amﬁnﬁlﬁ}b@w‘sté%geamnltensﬁypamdnth@'p'evmcmomqudgment
o e e S a0,
andL‘rtht Ppsﬁfﬁfﬁ%hya r"&%‘céﬂ?%ﬁgﬁﬁrﬁéﬁ%‘#ﬁ?bqh@sttlh‘ﬁlt 451 in

fevocati on nunber fromany of the termnals 41
stebd af mrmwbmtmmmﬁmmtmn raduwesiomninidit j @ncahttflcate

serfSo it PRhReRLA AL TR 80, 80 nd (e HiSe serial
nutHdl extraction unit 437, and a revocation number verification
unit 453 instead of the revocation number verification unit 435,

The revocation information request unit 451 of each of the
terminals 4la~41n regularly (e.g. once a month) requests the
communication unit 440 to obtain the revocation number from the
repository 21.

The signature verification unit 432 reads the CA certificate 60
from the CA certificate storage unit 433, so as to verify the signature
on a server certificate 75, and notifies the communication unit 440
of abnormality, if such signature is abnormal.

The certificate serial number extraction unit 452 extracts the
serial number from the inputted server certificate 75, and outputs
the extracted serial number to the revocation judgment unit 438 and
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5 revocation information 90b in encrypted formto the
termnal that has nmade the request. Meanwhil e, when

receiving a request in an unencrypted comuni cati on,
the conmuni cation unit 209 di sconnects the

comuni cation. Each of the term nals 4la-41n is made

up of the application io client unit 410, a

comuni cation unit 440 instead of the comrunication

thalfkl ogaBio rAndi Abeer VeFifiketioh ndtedyerification um t
450 i nstead of the server certificate verificatio

uni tThEa(revn@tt@arwlmb.@rtverlé@ta&%rumitcéﬁ%rram& out the

revig%ﬂlﬁﬁgﬁ@ Cer%qutegng r?'th ge%oga&xﬁ 'n}rig@ﬁ el cgto%igte unit 436,
SO raayct@atbmpaugbgr \Aﬁitlorag@ setit ] 486m band (réeocati@ratinwmber)

gnent unit 438, as |n the case of the serve
obé@nﬁdf frodnet i FEPOSHQIdh 24nias xvsejfasafﬁfan’frtﬁmﬁarthe read-out

re\}c{FA%‘S@? hBERC Rt AN thidf ‘rﬁéﬁél oﬁ‘uﬁﬂ:?éieséutt@ufte@lfﬂd?n the

e revocati on ormati on request unit
cera:lfaeate fser:laimurmreraextnad’mmn eMtit d&2.onThen, whEn the serial

oA S o A BB S LRSI ECCHAN e

re\f&%ﬂ:@ﬁtrﬁﬂ% Br SO SEMPERE @V IHATREA n\(ﬁ“hbfércéttd@'%uéﬂh‘it 436,

The revocation I nfornation request uni t
theeame\cﬁcammntenrudmbm Averificatiegul amiy (458 dmelfigs the

coyRupAREN It AiBo B ARCE T8t is ¢ 45 Phi Ry due

to %bgrﬁ‘étéﬁ@sé'er FureRkb @b WwhEI? theagdsribhen@ber of a server
certificate 60 fromthe CA certificate storage unit

cericakn 7§sexbraded romdhg gaptigesionresvess ia~ 30k or the

1ificat i fil
rergtoly i, Sthaa 80 than BET U ARITIR EBerD Rniitévggation
nuitisecedrificstion @it a5Bunbeifiexthactonmmumicadiih unit 440
extracts the serial nunber fromthe i nputted server

thatestchi sanverreertifigaba: pacls akgadyxreveked: seri al
nunbgle tocﬁ)ﬁ?nﬂﬁw& dPN Iy J:;‘HE’”EHHGJ”' s 4ﬁgan$ﬂtéeﬁ%ce for

t he revocati on nu er veril cation unit
comemaodtaingnuniiér thee i alp@dioatmlumsemess@maﬂtl( taed the

cati_on nu the r yoc%ti

reéqe%ﬁ%\é Zhivia ef II%EgI[F?gt '5b adcor ing to' t Lbove described
protocol for encrypted or unencrypted communication. In addition
to communicating with the application servers 30a~30k, as in the
case of the communication unit 420, the communication unit 440 (1)
analyzes a command sent from the repository 21, (2) requests the
server certificate verification unit 430 for processing, according to
the result of such analysis, (3) sends data passed from the
application client unit 410 and the server certificate verification unit
450 to the depository 21, and (4) receives a server certificate 75 and
revocation information 90b from the repository 21. In other words,
the communication unit 440 receives revocation information 90b in
an encrypted communication, using the communication protocol
shown in FIG. 17.

More specifically, at a request for revocation information 90b
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SO as to conpare it with the serial nunber (revocation
nunber) 5 obtained fromthe repository 21, as well as
conparing the read-out revocation nunber with the
serial nunber outputted fromthe certificate seria
nunber extraction unit 452. Then, when the seria
nunber obtained fromthe repository 21 is smaller than
the revocation nunber stored in the revocati on nunber

froft ordge umretodéd6ion o inferneydoat i arequeder unit 451, the
verification unit 453 noti fitgs the comruni cation tjgl t
cormmu BfCEtth%” ftaytt 44 reanEstsito o aHRAIHAREON Hdt 2D§ of the

t | er pQf za It,
repR TR e el pratk STh s PERd, EBpTEIMcatiIEe! A% adresul,
theses rans n$0a’e:a®nkunrt 446 raapvestaseredr certifiedater7 % femm the

t he revaqgcation.n he reva at i 15 nunber
Corpg i PICEH B R #1855@1: rtt%tel 'fe?%%s' REY ni cation unit

4407t tﬁéChcéﬁfM%rmESflb'nf'&F’i‘ﬁte 47450' sukbueadyhe received
revoked.” The communication unit 440 is an interface

server cedificateats ng thersignatapg! vealtﬁcatt@@rwmts432 and the

cerldfaa sgtal (i eitebBhud s’ B85 ocd AR, Motified of

abrifd¥ahapt9d oF SNemcioepled ettt i PB. fronnddhei Qngnature
to communi cating with the application servers 30a" 30k

verificatiotheunidads3 of Ehee e@mmmruﬁatm Wantt 240 nedities the

corﬁﬁﬂﬂﬁ%@?@ég& F%égméotﬁ%%’ap eque §la F%W@P%ﬁ%‘ﬂnahty of

thecseivét eatreifieitel 75atdomasul tilzﬂé’@nhett phecsaessing.
accordl ng to 25 the result of such anal

¥ Si s, 83% .senda7 .
dat Merprwilq,r whamsheggnatr e thiceser Rl CeREIHCE 75 Is
no JH | SR egugﬁ.ftg&w?ltecvafufﬁe%'efsungt ndPO HeQ i, the
epository receives a server certificate
commanitatienooatt chdOnfenemties 80prémmastere seepet, eargrypts

1. In oth ds; .th i cat i
sucTeREETRSStal SEaT EbiVItK EnRar e BIF ORI KB Whsoitained d the
se&%%ﬁqgh%zsiesgﬂgj;?ﬂd%ofﬁ@%mwpﬂ%d@b@bﬁ@@btersbémt to

Ically, at a request for
theremmm.nmoatlmﬁ‘bunﬂt 260 obbhe repdsitony Bd . r ehactigranore, the

corn o EEAR 500 e, et SUBLRHF AP LdtH Yor an
encrypted communication using data obtained so far, so as to carry
out the subsequent communication in encrypted form using such
encryption key. Stated another way, the communication unit 440
sends a request for revocation number to the repository 21 in
encrypted form. Then, upon receipt of encrypted revocation
information 90b (revocation number) from the repository 21, the
communication unit 440 decrypts the received encrypted revocation
number, and outputs the decrypted revocation number to the
revocation number verification unit 453.

The revocation number verification unit 453 reads out the
current revocation number from the revocation number storage unit
436, and compares it with the revocation number notified from the
repository 21. When this is done, if the notified revocation number

-54 -




10

15

20

25

30

repository 21 to start an encrypted comruni cation. As
a result, the communication unit 440 receives a
server certificate 75 fromthe 5 comunication unit
209 of the repository 21. Then, the conmunication unit
440 outputs the received server certificate 75 to the
signature verification unit 432 and the certificate
serial nunber extraction unit 452. Wen notified of
is apnarierl itharpf tifgclrigeener reebatic®t aufhbkromudle notified
signature 1o verification unit 432, the conmuni cat i on
revigratiognonusberds iwdgedoimbs daviedid ,uand 2055 Procrssing is
ry: 0 f \V,
terpBRRRELLLY TR SHELE i STaliol puiiEel b ffonotonously

inchearevid@®, awteohthefeigaatevecationhausabeeris never replaced
ert|f|cate 75 is ormal or. such server certificate

Withs g sree Cabipokdatim gmallghmbadht e GHIMEeygrevocation

. 'nuﬁﬁﬁ.ﬁ‘atlﬁéa?w@ﬁﬁ@a%ﬁ’énsﬁﬁ%eﬁotl?%Wétv%c%}tgéc]n Hﬁ:;ére%quals

secret wth e Server public key contain
to sheveurcentifévacatioh, ramdbsendhe rm'cmmpgeds terminated,
pr.emas t he conmmuni cat| n unijt 0

SudgifEertiEay “Shete, s noos CRABOS . hiuTvas oy pUbers.

Fuidh@raeoes amrﬁﬁhér}%wﬁte'dofédﬁc%’aﬂiﬁﬁ%uﬁ{béﬁnlgﬁa fger than the
encrypt ed conmuni cation using data obtai ned so

curgent gesreatiopun UMBGEUES%(E&@'WB&W metrowerlfﬁlcatlon unit

ncrypted form.ysin cryptijio S d
455 Eb1RR St S ThH° ifiRAr rePBE A fin RusTer hitE fne serial
num@desif the f‘é]é@@ﬁtdrﬁ}'n nunhgmt@dt heyheppel t@lf'Mfl’ﬂatenserlal
encrypted form Then upon recei pt of encrypt

NUMSRICAXEGEREN; wh b 482 on Ve thevaekifiash rﬁuﬁﬁétm nermber
is gﬁ‘?aflgfgscbﬁgfyt@é skify)| Cr?u“ﬁﬂegdﬁaéf Ofh n'r%p%%@tr%rg 21, the

recei ved encr revocati on

revatd thon patignbhe decﬁmw@nremtcaﬂ})mudg@@rthax the notified
revocati on nunber .verification unit 453,

reVASESIQR i & 10¥plids @id &ﬁraw.n@tﬁésth%&brgcswwe This
s BRCAUEE IF s &Y HGXiHIRN, FeVEaY] hOHh?HBeFG«MeFét\Lé’l”?], it means
nu t he

er storage uni ares it wt
thatetmeasteroal muméremoflmeedeposmdﬁyeﬂr épanivabidy that is, the

serypt cerlifispler” brisaeneRedr A Terstars ahatubper evocation
numer Boitkihed from the repository 21 with such invalid server
certificate 75 is not trustworthy. Therefore, when the notified
revocation number is equal to or larger than the serial number of the
repository 21, the revocation number verification unit 453 stores
such notified revocation number into the revocation number storage

unit 436 as a new revocation number.

Meanwhile, attacks to the revocation number includes:
making valid a server certificate 75 which became revoked in the
past, by fraudulently setting a smaller value as the revocation
number; and setting a larger value as the revocation number so as
to cause overflow. It is against these attacks that the revocation
number is subject to a validity check in the above-described manner.

With the above structure, it becomes possible to store only a
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revocati on nunber is judged to be invalid, and this

processing is termnated. This is because a

revocati on nunber is nonotonously increnented, and

therefore a revocation nunber is never replaced 5 with

a revocation nunber snaller than the current

revocati on nunber. Meanwhile, when the notified

revocati on nunber equals to the current revocation
valWFeSiocdthen Heedes Weithetehdbim@do chedrithe shghature of

there was no change of revocation nunbers.

obwneﬁerwaéatlmemﬂommabpunf PE®.revocati on nunber is

revalad offat i NG SSHOGRe 554 TG s ek ivaple as
andiierd eedbbeveeait 6f thenbessant invbatiger.i al  nunber of
the repository 21 inputted fromthe certifij cate seri al

nunddie eS@tHiEdh '§ﬁP!n95QPP\ﬂﬁéﬁU$ hEO BN $ingdy revocation

V, u t u
nulfBEE RGNS o |65 4058 SRl o ifber; o
server fcletallﬂaateummforztﬁatlardmmg@t urtie opérabmll to store the

revocati on er is invalid Hd éerm nat es Ih
Fo Mg AN PRI GO SRTgeEPFNSRE RERYET (g TCates issued
i i I [ t
in trsl"F(;ér’ %%i: %%Wﬁcﬁ@oﬁxeggsrmggryé é:‘%‘flﬁ‘:ls’lﬁl rl]atvé;ﬁ’t}')d Bﬁd a subject
to whlchr&za[dssemeer certificatatwazdsssedgahdd canblftcate issuing

her ef or at the revocation 20 nunber..obtai ne
UNERERURIAR oy BEUR (h ok RTRrd GEEUTretd,"Wher8R  the
cer‘ﬁﬁ‘!‘éélfé Gakeidg upihOssliedsaidRy seFheretersficaren Wlh&h is

notified revocation nunber is equal to or larger tha

assipseseranl identificasion hsunbpbsedia) £a, orhdarger than the

AR B S A8 57 oA BEE g un

st oIRgehe? v, t whih aév@knﬁg/aiesecwetrl carthiobes, sald server
Meanwhi | e, attacks to the revocati %n number |ncl udes

cerfike e mulagaageamus;éilt)uqbt@aaé the igantifisatiamsnumber of
a Y

sl CariNeaterTe) dRESTEMAEE, Wt s8R fefiSedion number,

a nanper walicte laSat@er tbaacsd ich d entifiea tion s rgbearp (3) stores

cause overfl qw. is agal t t hese t ack hat
Sa‘ﬂe’v%‘é’dﬁ‘b?ﬁa%ﬁﬂwm%e%%ﬁi € fEvacahl qrgﬁfif&“bﬁgé@rﬂge unit

(4 ?@g?@ﬁ’é@ tﬁ%sgérﬁ%gcﬁﬁﬂ?ﬁate i\‘\’fbpn{afﬁoﬂ@t\bﬁraﬂer HeiHES: as to

econes possi to store onl
read out a server certificate (heremafter referred to as “a server

]

certificate to be renewed”) whose identification number is equal to
or smaller than the identification number of the server certificate,
and (5) issues, to a server which possesses said server certificate to

be renewed, a new server certificate whose identification number is

equal to or larger than the new revocation number.

Moreover, said server certificate issuing apparatus (1)
searches the server certificate information storage unit for a server
certificate whose validity period is approaching, so as to obtain the
identification number of said server certificate, (2) determines, as a
new revocation number, a number which is larger than said
identification number, (3) stores said new revocation number into
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valid revocati on nunber, w thout needing to check the
signature of obtained revocation information 90b.

Note that the follow ng structure is also conceivable
as anot her enbodi nent of the present invention. 5 The
certificate issuing apparatus conprising: a revocation
nunber storage unit operable to store a revocation

nunber; a server certificate information storage unit

theon@\ﬁhiaﬁtubﬁ shond drhestoralgeovantt,i (Mar ndarahes the server
concernln? each of server certlflcates i ssue in
@

cerbigiateadnfeiEnEtioR aSTURGRINBBIL P \3F | A theFHeQ B, aaﬁ&rvef
cerﬁfﬁﬁge%erglﬁgft@?" f@féﬁ'&a@ 6" Ker “%e%brf/eFaéérqi‘ﬁEate to be

I'ssue ert cat € i ssuing unit operab
reniesveid” p wiess s ddeettifieatiohi nambevxhsrequai e or smaller than

the&%ﬁr{tﬁ#ré&{@rﬁﬁ%ﬁ%g%?L;i@' SREVER Rer bicater and £3) issues, to
a SEFUQPJV@ 6@5@%5(4@%%‘?‘6 ddvanet '&%rt"fﬁﬁéﬁéatd)%e['}%ed a

store revocati on nunber storage uni t
neﬁmemmmmeetaﬁmma velveke niglentiBica tiorc dumibiaraie, eguald to or

ertificate issuin ratus (1) obtains the
|ar9%"e¥ﬁ?‘ﬂ @é?lrb%wn Std 'gﬂpﬁg%érver certificate, (2)
determ nes, as a new revocati on nunber, a nunber

which is Iarger than said |dent|f|cat|on nunmber, (3)
Ind;ustel@i Appligabilidyocati on nunber into the revocation

e SRRy oRD SPbALARIE oL " S, ssuing

a ppmrfata sSefr@theeed imaaieatioer sy sedires ccef'@mgadotm eapresent
a server certificate to be renewed" ).. Wh

invepsian prexidesheuetfectof @Wl%spspf%ﬂn& thadike Ry use
of % gfr‘félgférﬁ%ﬁl of‘i‘@?&ﬁr@és t Qﬁﬁis§l‘é/% LiG&ed FbF! L%.%tsSs néWorked

sues a server Mh | C 0sSsesses sal erve
app\zﬁm& émtcfh }a@ 2 de da:t&ﬁmdnb asav\rrEWaisewmpwtlearn appearaéuses
ose jdentification. nunber i ua
canihls ohSeReor FitDeRtCAbaG ieh asiaiils Phond i pgrsonal

dlgﬁ%ﬁté{ig?'céﬁ i Ssui ng appar at us (1) searches t he server
certi ate information storage unit for a server

certificate whose validity period is approaching, so
as to obtain the 30 identification nunber of said
server certificate, (2) determnes, as a new
revocati on nunber, a nunber which is larger than said
i dentification nunber, (3) stores said new revocation
nunber into
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-56 the revocation nunber storage unit, (4) searches
the server certificate information storage unit so as
to read o ut a server certificate (hereinafter
referred to as "a server certificate to be renewed")
whose identification nunber is equal to or smaller
than 5 the identification nunber of the server.
certificate, and (5) issues, to a server which
possesses said server ceCLAIMIS e to be renewed, a
new server certificate whose identification nunber is
equal to or [larger than the new revocation nunber. io
I ndys I I :
: the%‘ctéét’?‘h étrl”cggwdrﬁé/ra}g%a%ﬂ%mﬁéi ?ﬁtﬁ&"%@h% server

ap parathws IoaSedrorsymemaccertiﬂngtea:l'taltenmeam validity of said

i nvention provide the effect of checking spoofing and

ServRE FPREBHUsEOMYINI&INGRI | amount of resources, and
ar e gs %bee ten %ﬁ?nﬁ%ﬂ“%ﬁ’t%ﬁhﬁ&’eﬂ? mﬂ@'b?e%ﬁzéw ain a

vi deo eco er as as conputer apparatuses capable
revorcagmwemmmbimfntﬁrmm 03) s'aplmsamnmbappapabus atoring said

|
revBERTHI cap MR Lt T g marifnnsEk ey 95 1 riterion for

JUd@?ﬁMG\ValléRQaﬁﬂ‘tHE bapesr eereifReiteer certificate that
indicates validity of said 5 server appar at us,

corr]arli'QV@giatwme(ﬁ(b'cfﬁb%’n storage ottihi ppenabimi to store the

evocat| on nunber from a
Obtgiﬁgg %f@@%tgﬁéa’i{]ﬂibé bring said revocation nunber
thagpl meﬁfmm:mtomm@ﬂﬂyemg‘e@ﬁmgcuratteblmaftﬂé to read out,
judging validity of the server certificate; a

ﬂ’O'ﬁb%@ﬁﬂr&ﬁrrﬂﬁ%@?c%‘i%r@@éd@rﬁ‘ittﬁ@@ﬁép&ﬂﬂ'én'tk!ﬁ'ét-@ﬁél tnidentify

' salatgéjl\}}eq‘—dcéﬁfﬁgggéon nunber; an identification nunber

i'ng un operable to read out, fromthe server
cer ti tecifieatanudiemart aatt mrpmwﬁiertmgadgtsathéeuahﬁyty of

theurﬁqrvfgg'g%ﬁ iec:qt)tle{ Lﬁgte%mé%@gmcﬁft@ég?é‘éﬁ {)ug ngentlflcatlon
number with the revocation number stored by the revocation
number storage unit; and

a communication control unit operable to establish a
communication with the server apparatus when the server
certificate is judged to be valid, and operable not to establish a
communication with the server apparatus when the server
certificate is judged to be invalid.

2. The communication apparatus according to Claim 1,

wherein the certificate judgment unit judges that the server
certificate is valid, when the identification number is equal to or
larger than the revocation number,

3. The communication apparatus according to Claim 1, further
comprising a revocation number judgment unit operable to judge
validity of the revocation number,
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the server certificate by conparing the read-out
identification nunber with the revocati on nunber
stored by the revocation nunber storage unit; and a
comuni cation control unit operable to establish a 20
conmuni cation with the server apparatus when the

" server certificate is judged to be valid, and
operable not to establish a comunication with the

_Serv\ﬁfer@natﬁ{aulﬁeMﬁEatéej@@rmgnt aait ijlideptsethe validity of
judged to be invalid. 25 2. The comruni cation
theappayar weerdificate gy twseiof ke, reyecation maimber, when the

oGRS o ) 85 | BB SHHEL gocation

nurnbegdigalatid.or | arger than the revocati on nunber. 30
3. The communi cation apparatus according to Caim1l,
further conprising a revocation nunber judgnent unit

4. OPETRR th‘i’rrhﬁﬁe’&%tidﬁ'aipﬂiéﬁétﬁfs 55@0{@?&%%?@ iRymer .,

-58 wherein 't certificate judgnen tj udges t'he _
val wténeiof theheesmrcatiomentnfbent pidymeret ofnithpudges the
revocation number, .when the revocation.nunber . N
val{dilg e A TEARAENT UMM 6 B U AN n b ddentfication
nutipldrd- of 4 AdSoSRABFYN EatimEa PP AiditiRgCoFMlidigyt ©f the
Caim3, wherein the revocation nunber judgnment unit
reppsitpey tadpparatusli withfthenarevegadiononuinbesr skgred by the

conparing, .an ideptificati.on nunber of a repository
revagpeiat SR bearEata9g W i ty of the i o repository
apparatus with the revocati on nunber stored by the

revocati on nunber storage unit. 5. The conmunication
5. appah&t Gem@ubiigiatiph @ M anahus, acepedia g tenelaim 4,

rev : iyl

repadfis QHERELpcatRIF BBt LU iRt Rt bRk that the
repositmty appidratuepigsvalbdy wiesh ithiecaientificegioh mumber of the

| ar ger t an_tt_he revocati on = nunber storeﬂ by thhe
reposieat | R tiiiaBEe & #edal g or larger tham the revocation

number stored by the revocation number storage unit.

6. The communication apparatus according to Claim 3,
wherein the revocation number judgment unit judges the
validity of the revocation number obtained by the revocation
number obtainment unit by comparing said revocation number
obtained by the revocation number obtainment unit with the
revocation number stored by the revocation number storage unit.

7. The communication apparatus according to Claim 6,

wherein the revocation number judgment unit judges that the
revocation number obtained by the revocation number obtainment -
unit is valid, when said obtained revocation number is equal to or
larger than the revocation number stored by the revocation number
storage unit.
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6. The communi cati on apparatus according to Caim 3,

20 wherein the revocati on nunber judgnent unit judges

the wvalidity of the revocation nunber obtained by the
revocati on nunber obtainnment unit by conparing said
revocati on nunber obtained by the revocation nunber

obtai nnment unit with the revocation nunber stored by

the revocation nunber storage unit. 25 7. The

8. comaupecificene dpparred laQJ]:amcahL@ for tssdihgl mdervaerheerificate

t he revocatl on nunber ment unit es that the
indjaidpgt Yahd HerrBEla BBt 'ﬁ quﬁ’@rrféim&ﬁ'aﬂ ‘nunber

obt ai KRR 5148 t rﬁ@m"c?ér‘ dftd\*heg;é gjgﬁ? g@rﬁ%‘l’e to store a

revocatlon nu I's equa er than t
revoeadict i oo rmlmabd:rhaett 3: elcmfbymainonesec‘atngnra&mbemterlon for

9 8. A t t
judBiR6T Sy af 18R chriar EPTHESEESS i cat i ng val | i 1y

of érﬁﬁs@{ﬁhgaeﬁﬁragwabwrfaris@uwa AeheYepabi- QR riifide,
st or age uni t opera e to store a revocati on nunber

t hawherdinf drengdwngsenit issues themawSayerggertificate that

inch 458 39 Y14 8 AUFRBRELGEIGRIARIL ER0 vRIAR cquai o

or t&Fdef i @RS, thaheswhFatiBe IMpWDW WibFelsbyeshieheeveration
server certificate that includes an identification

numb@iestonae anihg a val ue which is equal to or |arger
than the revocati on nunber stored by the revocation
1o nunmber storage unit. 9. The certificate issuing

9. appdhat veraficatdisguing EppiaradusfagddreingdonGtaisni®y fairther
revocati on nunber updatg uni t erable to dat e

th
COMMBYISAM; A CNGFBEIOT WD %yUPﬁé%?éUUEé%FP%r@ Snipdate the
reviﬁgen | HinbdrCsthi e Bgf R rb902atidiAuABer storage unit to

i catl on nunber server certificate
a nuevbkedargéebhantar i eédnbificaHiidni membdr o‘éal wv&rrrbertlﬁcate

to Be, tevpkaeh Whel o gt 81 i SHPIE iR nllioer af the
Ser\ggﬁ@‘ﬁtéﬁtagtéf,§r§%@g-elw|ged|_ssues t he new server
10. The certificate issuing apparatus according to Claim 9,
wherein the issuing unit issues the new server certificate for
a server apparatus with a server certificate that is assigned an
identification number smaller than the updated revocation number,
in the case where the revocation number update unit updates the
revocation number stored by the revocation number storage unit.

" 11. The certificate issuing apparatus according to Claim 8, further

comprising a revocation number update unit operable to specify an
identification number of a server certificate, an expiration date of
which is approaching, and update the revocation number stored by
the revocation number storage unit to a number larger than said

identification number.
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a server apparatus with a server certificate that is
assigned an identification nunber smaller than the
updat ed revocati on nunber, in the case where the
revocati on nunber update unit updates the revocation
nunber stored by the revocation nunber storage unit.
25 11. The certificate issuing apparatus according to
Claim8, further conprising a revocation number

12.UPdatRe WBHifRAREARSAING FPESHbtuSBCdotBmIb focalam 11,

unber of a server certTificate, an expiralion date of

V\:hl whelselapme)asmny; Lt iapuesdhed ew saraerceertifipate for

2 SHiedr PR Uen i oH Goe el (TInERER Tiabds ab8ighed an

identification-namBe@r sthglieenhizli eakteupdaveddradrRRAItRdHSnumber,
according to Caim1l1ll, wherein the issuing unit

in the @sea Neheesythe VeVoEaEIart insknderorpaader vait updates the
I t h
reVERRRIGH i St B R ok b Rl ALY uni
revocati on nunber, 5 in the case where the revocati on
nunber updat e, unit updates the revocati on nunber

13.5t 0PefOR)MHRIGAIRR Y TR TRURBBIP KB AR BMIVET appargtus, a
cer‘Ei‘? CFLIéLHHgS Eg@rﬁ‘é’ﬂ?“ﬂrngls&ﬁﬁ?"% MY Usertificate

|cate appar at us for ui ng a server
|ndcceamng| vatiditho omﬁhease_ngewgapnﬂat@ftt.tﬁ aimel secoenmunication

a ratuys, and a co ni catj,o appar atus for
ap Gk R Gl U5 aeaveE BaREIBHS Rased on
saléeié’r@fercgéfﬂlﬁtﬁ wherein the certificate issuing
apparatus inclu es a first revocation nunber storage

uni whoprgiabtiee taersifitad eaissiBngeappariatisiacbedeshat is

i nfor on _servi.n as a criterion fo

val Pafest g iaalr, BRrdefl sttratle ' Shis bHEPablk g store a
reveiticiPenallifef AHAS IS idFORHASOHEEetOid fa€ad ecriterion for

wherein the issuing unit issues the new server

3ud@¢lﬁg|vai¢dtte' ehihe severuesrtificadentamdcati on nunber

i ndi af t r
t hela(rhe\#oé‘gpgoHﬂ ﬂdﬁBgr?é?T% g‘des%%%lt P}eﬂlel rs ‘r’é@&%ﬁ%fo@%
wherein the issuing unit issues the new server certificate that
includes an identification number indicating a value which is equal to

or larger than the revocation number stored by the first revocation

number storage unit, and

the communication apparatus includes:

a revocation number obtainmeht unit operable to obtain a
revocation number from a repository apparatus storing said
revocation number that is information serving as a criterion for
judging the validity of the server certificate;

a second revocation number storage unit operable to store
the obtained revocation number;

an identification number reading unit operable to read out,
from the server certificate, an identification number used to identify
said server certificate;

a certificate judgment unit operable to judge the validity of
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nunber storage unit, and the conmuni cati on apparatus

i ncl udes: a revocation nunber obtainnent unit operable
to obtain a revocation nunber froma repository
apparatus storing said 25 revocation nunber that is
information serving as a criterion for judging the
validity of the server certificate; a second
revocati on nunber storage unit operable to store the

theobieiviegd dee*tmxaéueonbvurmeﬁpaamg deiné i Feadtoan ndehtification
readi ng unit operable to ad out, 30 fromthe server

nurpdarn withatlke rﬁwqcaémnﬂ rstarReY theseernddsmacption
iticate; a certificate judgnent unit
nurg@éa?a r\é%{e %%g{ Emﬁ:g validity of -61 --------- t he
seraerccmmluﬁﬂcatlerby comipal i ngit hepesrateutto establish a
i dentjfication, er V\Aththerevor?g_atlon nunb

CO"@%H’@G%‘PE’heWét&oﬁ €r evBEYET oFPRAMASES Syv(;}%e%r}etserver
cergﬂ?i’-i:SaaceC I FAd 1N FOVARE, WHA OPEFANEE ik Eété§tal§lhsh a

nication wth the server apparatus whe
corppiwvkicati@nt i withat éhies fadged tapharatalsi dy heam the server
EE bl e not tatq,\;l?b“Shl comuni cation with the
cergil} b‘é‘i’gte s Quén M Ha Iaerver certificate is
judged to be invalid. io 14. A communi cati on net hod

for carrying out a communication wth a server
14.appér a0D3mEYcatieM aneshest feerqamytd o uhd ey nication

witheooSet Ve, aBReEetdh: BraRBnBre it s gbELritaed mdicating

~ validitp @it seit Berber dpparausspeshigrisingapar atus storing

said 15 revocation nunber that is |nformat|§n servi ng
as 8 creYeeadany oF‘UVPQQ@ n@ Q%\’Inirﬂﬁmj Sttephe O er%?a'n'ng a

revB%E\ttIJﬂ C%htﬁnb%rr ef‘f‘B?ﬁ‘t'émrE gt:]or&t %ﬁ?grégﬁé’ Gtoring said

obtai ned revocC t|
revoeadzrcm nguothér tat deninfbirosdiion sambirg resda ngrisédpn for

jud%ﬁnée\?gliigﬁyog} thgrgg}\}gre certificate;

a revocation number storage step of storing the obtained
revocation number into a recording unit;

an identification number reading step of reading out, from the
server certificate, an identification number used to identify said
server certificate; '

a certificate judgment step of judging the validity of the
server certificate by comparing the read-out identification number
with the revocation number stored by the recording unit; and

a communication control step of establishing a
communication with the server apparatus when the server
certificate is judged to be valid, and of not establishing a
communication with the server apparatus when the server
certificate is judged to be invalid.

15. A certificate issuing method for issuing a server certificate
indicating validity of a server apparatus, comprising:
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20 server certificate, an identification nunber used
to identify said server certificate; a certificate
judgnment step of judging the validity of the server
certificate by conparing the read-out identification
nunber wth the revocation nunber stored by the
recording unit; and 25 a communi cation control step of
establishing a conmmunication with the server

appar s catien hhmser\stbragerstue‘p ofitlstoi-th g Ulgedatederding
valid, and of not establishi n communi cation with

unighé 5@\’9@?“5&)5!‘-‘&‘9@" thin ﬁm@FloncéemegcétSeau%r’terion
forl \‘ﬂ%ﬂg% QaLPi‘Ehw“bb?‘lﬂl"ﬂe seyep- cé%‘tfl’?#éﬂef 1 G@pe issuing

I'ssuing a” Server cer I cdtée indicating
val izah isysmh@ssep\m‘r isappagas useweseprers cagtifidazea
revocation nu er St o{rn)&e step, of storin

rec&"&‘?ﬁ%‘n the JSsding 5hehh HigoeeWt ﬁg?vgg certaﬂcate that
incld’tlflé’é M| Oﬂje:'f?ﬂ‘ﬁ'cﬁguﬁf' ﬁu‘?ﬁbb?r '|§nls§t§’éd1 UglgE NGdentification

1dity of the server certificate; and an issuing
nu ey ondusa;tunggaavmdwesewlvmh ctmequuad:atce o5 hatrgesi hhan the

t he ,i ssui nq ,ste th server ifi,cate that
revitti R 9 A eiE Brod 8 Y ShBTTR ARG bblGay® {ha
identification nunber indi cati ng a vaI ue which is

equal to or larger than the revocation nunber stored,
16.py heregtantfegarmmupiagtion qmgr@ws pRrakcommunicates

wiORTARRSRE RGEPRRLR! HasHRE oy ATANER! EBr et ndicating

validigy eftsanid sepledapyavhtag) the groeyradp i Ading, a tdeenputer to
rogram causi ng a conputer to execute the follow ng

exaqulpstha fodl¥HI9 GheRsrber obt ai nment step of
obt g ntﬁgog tibh r%mﬁg@ronoﬂwﬁ’ﬁﬁeﬁrt‘)%er e%cfs'%)BEéfining a

appara or In sal revocati| on t hat
reviotfatiomt wum*ﬂmrwﬁg)ras a a*epbesntcmyfappajradgsngstormg said
validity of the server certificate; - a revocati

revaGation shHMmber s _ df m&wm@tlpﬂesggyg‘lg,e@s 2 Criterion for
judBMacRs liafty BFitdle 5BFPeR deRtiPlcltag unit;

a revocation number storage step of storing the obtained
revocation number into a recording unit;

an identification number reading step of reading out, from the
server certificate, an identification number used to identify said
server certificate;

a certificate judgment step of judging the validity of the
server certificate by comparing the read-out identification number
with the revocation number stored by the recording unit; and

a communication control step of establishing a
communication with the server apparatus when the server
certificate is judged to be valid, and of not establishing a

‘communication with the server apparatus when the server

certificate is judged to be invalid.

17. A program for a certificate issuing apparatus that issues a
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20 an identification nunber reading step of reading
out, fromthe server certificate, an identification
nunber used to identify said server certificate; a
certificate judgnent step of judging the validity of
the server certificate by conparing the read-out
identification nunber 25 with the revocation nunber
stored by the recording unit; and a communi cation
sergvent celtificeneofingstabhigsNalididy obnausie¢eiromppdtatuse the
server apparatus when the server certificate is
Proar@gRausipg a0 mPWeY B axqcuts Eneifohiowing steps:
co ahen: Jide i
cer de YA Gnh LMD sHEFAGE AERPEFLHS It el recprding
unipy egrevodatioa nembérdhed isssifonmapparsesinichas a criterion

issues a -63 server certificate indicating validity
fordpcgﬂgérVQngﬁbgf ?efﬁ%rcﬁ?ggFgﬁﬁedagpng a conput er
to %ﬁe%&ﬁngh%é@'dﬂé‘s'ﬂﬂnétﬁﬁféw%érﬁir\é?céérﬂﬁc%%?er

storage ste storing, into a recording unit, a
revedatiain furthe issaing stepf, othmtion servéengedificate that

. riterion. 5 for judging validi of s er. e s
'“C@éﬁl%ﬁfﬁ&‘at' ;e%écéﬁ’qgksﬂp%t’gfeije/o\‘s%lgs]‘ﬁ'i n@g% ddgntification
nud®ereingridtihhcat &alubentiichi s t&guabstd nor SbeBert tigan the
new server ceftificate that includes an
reviog@tion ingamibar stoned bysthesiga@rding w@dntification
nunber indicating a value which is equal to or |arger
than the 10 revocation nunber stored by the recording
unit. 64 ' :
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