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- 1 S06P0238 DESCRI PTI ON DATA COVMUNI CATI ON SYSTEM
AGENT SYSTEM SERVER, COWUTER PROGRAM AND DATA
COVMUNI CATI ON METHOD 5 Technical Field [0001] The
present invention relates to a data conmuni cation
system an agent system server, a conputer program
and a data conmmuni cation nethod. 1B Background Art

[ 0002] Recent advances in information processing
technol ogy and conmuni cati on network technol ogy have
made it -possible 15 for anjinformation processing
apparatus such as a personal conputer to easily S06P0238
access various kinds of information stored in a

server or the like via icati on network.
[0003] Unlike old typeggggﬂg%yﬂgile t el ephones whose
fﬁﬁﬁﬂ'd@&MU%QCh%IbN”%%é%&ﬂ‘3ﬁ@ﬁﬂ%eﬁggﬁﬁﬂnéé§§é§3ngPMPU ER

~state-of-the-art portable telephones are capa

easi |y aceogssRAg, vanb absrzKicossuel car nb@ri@iHon via a
conmuni cati on network such as the Internet by neans
of protocol conversion and have many other functions
simlar to those of an information processing 25

Teghparat uEiehd
[0001]

The present invention relates to a data communication
system, an agent system server, a computer program, and a

data communication method.

Background Art
| [ooo2]

Recent advances in information processing technology
and communication network technology have made it possible
for an information processing apparatus such as a personal
computer to easily access various kinds of information
stored in a server or the like via a communication nétwork.

[0003]

Unlike old types of portable telephones whose function
is limited to voice communication, state-of-the-art portable
telephones are capable of easily accessing various kinds of
information via a communication network such as the Internet
by means of protocol conversion and have many other
functions similar to those of an information processing

apparatus.
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S06P0238 [0004] On the other hand, a noncontact IC
card is known which 1is capable of communicating with
an information processing apparatus such as a server
via a reader/witer. Furthernore, 5 a technique is

di scl osed (for exanple, in Patent Docunent 1
(Japanese Unexam ned Patent Application Publication
No. 2002-133373)) in which a noncontact I1C card or a
devi ce capable of functioning as a noncontact |1C
card (hereinafter, referred to as a noncontact IC
card nodule) is installed in 10 a small-sized 06P0238
portabl e conmuni cation term nal such as a portable
teliEFQEﬁASUCh that the noncontact IC card is

cap e Wth communicating with an external system

[ 008R] thd e Nensent achohSosdd medweqdi sclRsed it ch

Japanese 15 Unexam ned Patent Application

isPdalpabati 6N NomZ002rtidg3%3ch &ft 1St Ul-0MRE bRocessing
register a plurality of applications produced by a

app@reitge provi 8% on Perregemddt asyskdardvrateser \iwethermore,
provider site. [0006] 20 In this technique, a user

a jtechpigiedt F i ettt (dRE Bramse dapplaiteati Basument 1

RIS AN BB B 3555850
20080535510 1he,PeI 3Dl encoENE CAl If ! 8hmLngly Al 2

| ocation close to a reader/witer to receive service
capabpeoyf deandyi ch SRS WsCa RbAYOEE AW SYSI@ Jhereinafter,
referred to as a noncontact IC card module) is installed in
a small-sized portable communication terminal such as a
portable telephorie such that the noncontact IC card is
capable with communicating with an external system.

- [0003]

In the noncontact IC card module disclosed in Japanese
Unexamined Patent Application Publication No. 2002-133373,
it is.allowed to register a plurality of applications
produced by a service provision management system at a
service provider site.

[0006]

In this technique, a user is aliowed to register one or
more applications as required, whereby an information
process can be performed by the noncontact IC card module
while maintaining the portable communication terminal at a
location close to a reader/writer to receive service

provided by a service providing system.
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S06P0238 [0007] Note that information processing
such as reading or witing of data fromor into the
noncontact 1 C card nodule is perforned via

conmuni cati on between the noncontact 1C 5 card and a
managenent system of a conpany or the |ike that

i ssues and/ or manages the noncontact |C card.

Herei nafter, such a comunication process to perform
an information process associated with a noncontact
IC card nodule or the likell be referred to
sinply as a conmuni cation process. 10 Di sclosuye88£90238
Invention [0008] Wen a managenent systemreceives a
requegl,;40 execute a communication process with a
noncontact I C card nodule of 15 a portable

-COWWM&EP@héeniﬁf%EEJEﬁontd%%c@@@?ﬂ&ﬂ&ﬂhl%%§E%ﬁh9$§t%§t

aut henticate the portabl € communi CTation term na
whaising squedttherorquesintd athd henpuhPOsE 0 S8CURbEYI1e
However, the authentication method is different
iglependinmgdonitheompani¢ariof Heoweabl ehe ommirindakiconc -
termnals, and sone 20 carriers do not provide
SR 18 idc FEP8ACReRhsSYS (P00Y] aTROBPars % Ben lideekhat
.services,only fromservice roviding systens that
LS GRS Laiedan B RRC bt ot s Fhae tRarcer,
@RP!d @bulnPOLE bk & £ORILNICALLOR, Ler T nal s, 25,0
Susefg, andnggéhgﬁts%atlon net%ggsoaval gb S e
process associated with a noncontact IC card module or the

like will be referred to simply as a communication process.

Disclosure of Invention

[0008]

When a management system receives a request to execute
a communication process with a noncontact IC card module of
a portable communication terminal, the management system has
to authenticate the portable communication terminal that has
issued the request, for the purpose of security. However,
the authentication method is different depending on the
carrier of portable communication terminals, aﬁd some
carriers dornot provide authentication means.

[0009]

Thus, users dan receive services only from service
providing systems that provide the same authentication
method as thaf applied to portable communication terminals

of users, and authentication methods available for



managenent systens of providers are limted. This
makes it difficult for the noncontact | C card nodul e
to execute information processing in an efficient
manner. [0010] In view of the above, exanple
enbodi nents may provide a data conmunication system
an agent system server, a d@orputer program and a
data conmuni cati on nethod, capabl e of authenticating
a portable conmunication term nal according to a
conbi nation of one or nore of a plurality of
N FRETNL e Y Dremet hbdst veadsrs ane Lapabéé. of Thif miees
_authentication is successfully passed, executing a
1 e shnuini €&t o privee ssonpont mohctht aetd nClehe dtopekdeute
. installed in the portable comunication term nal
100t 1 R QW IR0 al B i ¢t BEpetenofnames pr esent
i nve t&%g, there is provided a data communi cati on
syst onpri sing one or nore portable comunication

terminals e i ncl.udi ng a noncontact | C card nodul e
adag‘ﬁtneémted” %Eﬁ)@r rﬁéj%‘%%'?n%ﬁ DrgREIiRREH may
. est fromthe outside, a service
o R A Mt o T8 Y o eth At o o
i nf.or ' r ' rfo d by the, .
S%]%ﬁecfd ntact calfﬁﬁn'%%@’? a6ng aanéag?g% n?%%%ltceéfﬁlon
nAURRLE IR T Mo fiRln L8, SelylLe Aoyl dl ng
system a comuni cati on process Wt e ‘'noncont act

cdé&unqafaetirmﬂuﬂeenmitm Rard ARl & ¢ amruni cafian dermnal oo

or more of a plurality of authentication methods/means,
and capable of, if the authentication is successfully
passed, executing a communicaticn process on a noncontact
IC card medule installed in the portable communication
terminal.

f0011] 7

According to a first aspect of the present
invention, there is provided a data communication system
comprising one or more portable communication terminals
each including a noncontact IC card module adapted to
perform information processing in response to a request
from the outside, a service providing system adapted to
provide a service via the information processing
performed by the noncontact IC card module, and an agent
system adapted to perform, for the service providing
system, a communication process with the noncontact IC

card module, the portable communication terminal



including a requesting unit adapted to request the
service providing systemto provide granted |icense
i nformati on possessed by the service providing
system the granted |icense information indicating a
| icense associated with the conmuni cation process
granted to the portable comunication term nal, the
license informati on being gecessary for the
communi cati on process betweegn"the noncontact IC card
nodul e and the agent system the service providing
systemincluding an acquisition unit adapted to, if
irchetitesta ieqeaet veg §40m onepofd the rHardablene
conmuni cation termnals, acquire granted |icense
S G GFE Y A BisEb oF Bt e vl @ X el gordmbieed license
iqﬁnnuq!cation ter t hat has. i ssued the request,
I} O

i I
ST PSSR R Y | Nt T THH T b1 b gy Stem,

cIRNGyRkat Dt ddies o SEId G QY A ST YPTa gf%‘@%% ]

system aut henti cation Kkey t I S posse
adsheizgent wsitdt eransbrirhe: i et Mre g5 @d i g SYSE e the
and that is used to encrypt/decrypt information, the
PYrtaitled qameshsiea tiifroriiiism bei He furadnste encioptadion
y 1 he port.abl Cc nication termnal using a
behel AP RRAEN okt TOR Ry e o boeat Byt the
ndh@®Rerdabice communi&atd aha tefdinal, and, 4ihe, agent
system and that is used to encrypt/decrypt
sd mfigrematricon,diand syt emesidlandtirgy ant ettgdd cleniseh unit
information being transnmitted to the agent system
aqanteghént shfs e AGIRAAdi Iy ZaTSigtare it eatdnsh ofiritte
Po %%tl%d cto %rifc%r r5‘.]onb acseer%i%na ]_t sh,e aggq%qreed g_ra6nt ed license
information associated with the portable communication
terminal that has issued the request, the acquired
granted license information being encrypted by the
service providing server using a system authentication
key that is possessed by both the agent system and the
service providing system and that is used to
encrypt/decrypt information, the granted license
information being further encrypted by the portable
communication terminal using a client authentication key
that is possessed by both the portable communication
terminal and the agent system and that is used to
encrypt/decrypt information, and the resultant granted
license information being transmitted to the agent

system, the agent system including an authentication

unit adapted to perform, based on the granted



license information received fromthe portable
communi cation termnal, at |east one of a plurality
of authentication processes including a system
aut henti cati on process to authenticate the service
provi di ng system based on the system authentication
key, a first client authentsi eati on process to
aut henticate the portabl e conmunication termn nal
based on the client authentication key, and a second
Lebhenl aufhentica | pDce PLOGeSSoLO AUt et igal e the
portabl e conmuni cation termna asedon
comttent i d4 ciadn ofe fmfos DRt hon égdent biyi g a t@ﬁup@ﬂ@fl &f
conmunj cation termnal, a decision unit ‘adapted to,
AR k¢t en HemteateoninyludiEng auk henstiemat | on unit
1,5 canmpl eted, determ ne whether to permt .
2 I it Oh OToTS  PRsEAt Bt Herte o ese HEke | bed
A4 r lh cense. [ . .
b conlfgl}ﬁ}ggaﬁ%tﬁ&%n}?t adacﬁxljtl 2%19% g%%?&%o%rymﬁ}l%&tajtci%%l?% key,
a permatt teldi ant teher oect 5S¢0 e proPesd of M dlhenticate the
communi cation process with the noncontact |1C card
PHIRR e et el enbodimieEm b, bawt@ ehathaldhioagh it
a&ts}}en er eaitnloansskgerred that the identifjcation ) ,
in it ideht i3 s A POrekbl e IHmiat i toration

ormati on
pARIdENAlo Ry e 10f -2 18X Al epofgeoiéig&ﬁdu{dfﬁaéatoi%
i nformati on does not necessarily identify a porr} abl e
teponmani ¢atdeah dreridarat i £idutt i dhein demddigati@hieifying
information may identify, for exanple, a client
ORIt i6h csmreY Gat Crporambine L ¢ ommai isaitdrorunit
rtrgc{w}:l The system aut.hent. ca%.lion key or the
a
C%I ent aut fen el%gctk}eona%uc@erhq‘a}fao Ubdat ddéat
authentication unit is completed, determine whether to
permit communication or not, based on the license
described in the granted license information, and a
communication unit adapted to, if communication is
permitted by the decision unit, perform the communication
process with the noncontact IC card module.

In example embodiments, ncte that although it is
herein assumed that the identification informafion
identifies a portable communication terminal by way of
example, the identification information does not
necessarily identify a portable communication terminal,
but the identification information may identify, for
example, a client application stored in a portable

communication terminal. The system authentication key or

the client authentication key may be updated at



- 7 - predetermned tinme intervals. [0012) 1In this
data conmuni cati on systemin exanple enbodinents,
each portabl e conmunication termnal receives
granted |icense information fromthe service

provi ding systemand transfers the received granted
license information to the-agent system |f the agent
systemreceives granted license information fromthe
portabl e comuni cation term nal, the agent system
perfornms a conbi nati on of one or nore of the _
plurality of the authentication processes to verify

prdis teabn datd o @f 3 {he-pseryice providing system and
the portable comunication term nal based on the

granteshdj cense information. If the authentication
is successfully passed and permission in terns of
conmiumi@aitd alvtiss cgramshtide opmmami catdompmdt and
t he noncontact IC card nodul e included in the
MG TorRA RGP L eromma L grdr ot e teinal

mun cat.| rocess. l.n the above-descri bed .
TSt ﬁent ig?aétnlo%ncppl& eoanrFedUb%yo??}aet]aodbrﬁror%y@}eerﬁeﬁ‘fl?%
oty to SelheGnd G matd o of rone g g
pthelplurafﬁty of authentication processes g%gien I ng
Ligrentsee igefcumatyl dreved treguigesd: isydthen sermMi dehe agent
}Froviding_s stem This makes it possible to perform
<

HeE™ dRFremtIcATBTh g i esua omemar Wi ch
PRI, dok SO, S SEEELUOD L I GpTL o
pIRFdHnE regndiess idfn of one or more of the plurality of
the authentication processes to verify the validation of
the service providing system and the portable
communication terminal based on the granted license
information. If the authentication is successfully
passed and permission in terms of communication is
granted, the communication unit and the noncontact IC
card module included in the portable communication
~terminal perform the communication process. In the
ébove—described authentication performed by the agent
system, it is allowed to select a combination of one or
more of the plurality of authentication processes
depending on the security level required in the service
providing system. This makes it possible to perform the
authentication in a highly flexible manner which allows
it to control the execution of information processing
performed by the noncontact IC card module regardless of
the type of the portable communication terminal, and thus

it is possible to
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the type of the portable comunication termnal, and
thus it is possible to 8 S06P0238 realize the data
comuni cation systemin a highly flexible fashion.
[0013] The authentication unit may receive a
sel ection conmand 5 specifying a conbination of one
or nore of the plurality of the authentication
processes and may performthe conbination of the
aut henti cati on processes specified by the received
sel ection command. By perfogm ng the authentication
in accordance with the sel éection command receive
fron1the 10 service providing systemor the agen@ 6P0238
S ste it becones possible to performthe
EntPEaiRth THUMITICEEH B o> HR™ vidr Saiiibe LimBherible
féégﬂﬁg The comruni cation process perforned by the 15
conmmuni cation unit may be a process of making the
nonggpiact 1C card nodule performa witing process
or a reading process. [0015] The authentication

uni Theeyuteagiivataocselfct ity GHEERG 2208e 58E€€Ei &Y iddhmand

one or both of two processes including a process of
spEvdhypoing cenlainagipe péadné not heoreeadi nfeppbdoessiandE

a rocess of adding an electronic signature produced
thé—‘a§g‘&h8ﬁtl%fel%tpa{“-°€85t‘3ﬁé gad dna ¥ ReeferHe AP caeipinat ion

of“yh% authe{{égtlon processes specified by the received
selection command. By performing the authentication in
accordance with the selection command received from the
service providing system or the agent system, it becomes
possible to perform the authentication in a flexible and
versatile manner.

{0014])

The communication process performed by the
communication unit may be a process of making the noncontact
IC card module perform a writing process or a reading
process.

{0015]

The authentication unit may receive a selection command
specifying one or both of two processes including a process
of encrypting data to be read in the reading process and a
process of adding an electronic signature produced based on
the data to the data, the authentication unit may perform
the one or both processes according to the received

selection command.
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the one or both processes according to the received
25 selection command. 9 S06P0238 [0016] The

aut hentication unit nmay receive a sel ection comand
speci fying one or both of two processes including a
process of decrypting encrypted data to be witten
inthe witing 5 process and a process of verifying
the validity of the data based on an el ectronic
signature added to the data, and the authentication
unit may performthe one or _both processes according
to the received sel ecti on cdnmand. [0017] 10 The
comuni cation between the service providing systém690238
and the agent system may be perforned via the

por t&Bt@l communication termnal. [0018] The first

client authentication process may be a 15 chall enge
" es pBRSE HRTHENE AT B pr BOESE 46t Whic oL EhaP cigEan

sﬁéﬁ¥%yﬁgﬁtaﬁ- L &g, (3 Lhe EQBEQ@éé%‘“HHTHHﬂ% t'gﬁrocess

term in turn produces a response base

oft kR crgbak hgnge: eadeardtkhecgranseteddiCensS@he writing
information and returns the resultant response, and

-prdesaubhénd i patdcess i€ 2@ rpé€riognelte basediialy bliethe data

recei ved response. Note that the first client
baggcdhent iaEaﬂ%tlmr@@es%g@ﬁyuﬁe ped¢drimedtion dagnet Ard the

For exa le, the flrst cllent aut henti cati on
“é%@@égaﬁwn Pertr med L858 HMBnO%E r%‘i:éw@dpefegﬁ%%%

according to the received selection command.

[0017]

‘The communication between the service providing system
and the agent system may be performed via the portable
communication terminal.

[0018]

The first client authentication process may be a
challenge response authentication process in which a
challenge code is transmitted to the portable communication
terminal which in turn produces a response based on the
challenge code and the granted license information and
returns the resultant response, and the authentication is
performed Based on the received response. Note thaf the
first client authentication process may be performed in
another way.. For example, the first client authentication
process may be performed based on a received response
produced based on the challenge code, the granted license

information, and the client authentication key.



produced based on the chall enge code, the granted
license 25 information, and the client authentication
key. - 10 - [0019] The portabl e comruni cation
termnal may be a portable tel ephone. This makes it
possi bl e that the agent system can performthe
aut hentication and can contidl-the information
process executed by the noncontact |IC card nodul e
regardless of the carrier of the type of the
é@ble t el ephone. [0020] According to another
asp t of the invention, there is provided an agent
o, _for a _servi rOV|d|ng

syst&m Speé'vfrbfeda@t ed t}-,é%ié%?%nt?ﬁ%%%% m

server, per orm a CO

P L0891 35k L6 BA0 TR Sy fe FENYLSE BLSY ga@gthe
d{é}{tpfé?éﬂé?rﬂ e %f%sealgg ; Iéfé’&{ﬁ?&@%?ﬂ‘leoﬂ‘oé‘&&”é

C card nodul e n a porta comuni cat'i on

cdﬁgfﬂjﬁﬂhetfﬁ%&ﬂﬁ%ﬁlo§¥§f§@%§§r@§%c&Q§@rE% ?Q%ense

receiving unit adapted to receive grante

Ny O idh @D RReEYPt ety pi s d "om the portable,
communi cation termnal, the granted 1|icense

thmftqrprmto@rthmqj@mamge adl&ense: associated with the
comruni cati on process between the noncontact 1C card

nodul@24rid t he agent system server, the granted
license information being encrypted by the service
pr oﬁwq@lr@ert\ﬁeranfsﬁw @& 3ystlem At nticat t om keyhere

ﬁHxPHE ég%%fggﬁsq:Q¥y§¥g£]gg¥%é¥””ﬁap éﬁé%%fﬁ%é%ﬂa
service providing server, perform a communication process
with a noncontact IC card module, the service providing
server being adapted to provide a service via information
processing performed by the noncontact IC card module
included in a portable communication terminal, the agent
system server comprising: a receiving unit adapted to
receive granted license information in an encrypted form
from the portable communication terminal, the granted
license information indicating a license associated with
the communication process between the noncontact IC card
module and the agent system server, the granted license
information being encrypted by the service providing
server using a system authentication key that is
possessed by both the agent system server and the service
providing server and that is used to encrypt/decrypt
information, and the granted license information being
further encrypted by the portable communication terminal

using a client authentication key that is possessed by



provi ding server and that is used to encrypt/decrypt
information, and the granted |icense information
being further encrypted by the portable
communi cation termnal wusing a client authentication
key that is possessed by - 11 both the portable
communi cation term nal and the-agent system server
and that is used to encrypt/decrypt information; an
aut hentication unit adapted to perform based on
I [ Lop.received fromth
i e R e e e P SRR
systeliseredr aapd Uflht t ¥s ohsayt henth&ealh 0N L pGESSES
_including a system authentication process to
1rdfi et d @at ean hevther i cet peovidi hgadyst em basedr dorm,
bt_he s%qstem aut hentication_key, a first client
Hifthettt | Bt o priicedse 1o AtRehtR cateet Fd pbFembt e
SORA el eN i nal on_t | | ent
Bt henn% ic%gti on]i(%{e{)?f&gn%g%ﬁgg%%hdac?cl?%%fnatlon of one or
meantit hentd gall el 7 P oes Satioh &t heat 1 6aLSrd bes £05 t bk Buging
conmuni cation term nal based on identification
a S Yreintd Wmedentd Fi0m gt dee por t abl et loominiurs tat o
Setrevg.r[:i nalf' a. deci si onteunit adapted to, after the
AUt HEnt R oM Dy T HE AR IENT | Cat Fion TRt teT s
a oml+et ; m whet - p ' 0 [cation
or nottel,ce%alsoerg%ﬁ' tanh:flll cegcgielé esc%l[ e%j?lné%%én érocess
tegraartrecht i s echd nfaartad 1 ©ncomieh Bc LOMBRINCAEI 00 based
unit adapted to, if comunication is permtted by
oy el isitgn aphilienperdioren ke cormhumi eatdroh prioeess
t h .t.he .noncont act SICﬁcard nmodul

aﬁ@hentlcatlon proces o) authentlcé%e the portable
communication terminal based on identification
information identifying the portable communication
Terminal; a decision unit adapted to, after the
authentication by the authentication unit is completed,
determine whether to permit communication or not, based
on the license described in the granted license
information; and a communication unit adapted to, if
communication is permitted by the decision unit, perform

the communication process with the noncontact IC card

module.



- 12 - [0021] In this agent system server in exanple
enbodi nents, the receiving unit receives granted
license information transmtted froma portable
conmuni cation termnal, and the authentication unit
perfornms, based on the granted |icense information,
a conbi nation of one or more2of the plurality of
aut henti cati on processes to verify the wvalidity of
the service providing systemand the portable
co ' ion termnal. If the authentication is
suggggggﬁfly passed and perm ssion in terns of
co [ i Ofd : 0 ' | on I t. and
The oot ast T C Lard rodul o | hol S |8 gt hifles,
tlportadt evinpmmuni catcaive 2raraat epet f @smaé henformation
tconnunipq%ifqﬂﬁrocess. I n the above-descri bed
LRI e T Tt O e rk o it by S R BgRtht O y s R Rk v eznd
thd dicrddomed o, sel ectodr s oAb nation of one of.npre
of the plurality of authentication processes
L igererai nyf @ma tieosecurddmp level on refjubti€d t méhe of the
service providing server. This nmakes it possible to

PIEFOr N tHe UtHHEN I Th RIPERTYRI Y YHei bl e
vaTBRey Wi Ghhaldomsi dd §.9-capifol %$§tfe%r§)(§r?dﬂﬁ19@ a%?]];}ac?le

i nformati on processing perforned e noncont
cagmrah imsdul an riegaridialss off tttes tapehafit 1de: pat tiabl e

AL BTl S0 S0
d-¥PeTitying a

cd@iThinatd o ofs e eI Ofcdhifinication unit and the
noncontact IC card module included in the portable
communication terminal perform the communication process.
In the above-described authentication performed by the
agent system server, it is allowed to select a
combination of one or more of the plurality of
authentication processes depending on the security level
required in the service providing server. This makes it
possible to perform the authentication in a highly
flexible manner which allows it to control the execution
of information processing performed by the noncontact IC
card module regardless of the type of the portable
communicating terminal.

[0022]

The authentication unit may receive a selection
command specifying a combination of one or more of the
plurality of the authentication processes and may perform

the one of or



plurality of the authentication processes and may
perform the one of or - 13 the conbination of the
aut henti cati on processes specified by the received
sel ection conmand. [0023] According to another
aspect of the present invention, there is provided a
~conputer programthat altolws a conputer to function
as an agent system server adapted to, for a service
providing server, perforn1a communi cati on process
noncontact |C card nodule,, the service

t%ﬁ(ﬁﬁﬁ%%ﬁf%%?%e? bEi R A %% EHC?%l%?o@Fﬂ%e%Seée?Q?%éfled
f d by th
B*%%:éo R o P L E Rt S uGea i n s portabl e

§$|on term nal, the conputer program
conpr|5|ng a receiving nodul e adapted to receive

grar}i&%ﬁd%ﬁ]% LM oroptign.in ap enc n%fés%ﬁwm

fromthe able communication term

irgrantied | iaehse i Of orantbon 4| ﬁ%éf‘ o %&rﬁntc‘l'?at

associ ated Wi th the communi cati on process et wee

all@rnencaii@eie d G & arch Modsh e; ang, ti@en@g@nétéﬁ(s&?f%er

server, the granted |icense information being

acea;we;cptteﬁ, ot he Sefvice Providimg SeFver, ?éf‘ﬂ)ﬁn a
system aut hentication key that is possesse by bot h

cdnimein iagenitors st @re serwieth anchdheosesyt CEC provd dhdtule,
server and that is used to encrypt/decrypt

thenfesmetdoomrandline sgrent deeing endeptad ordgit@Ride a
bei ng further encrypted by the portable

s egomMMmiveat o amrat el siorp i it formed by the

noncentact IC card module included in a portable
communication terminal, the computer program comprising:
a recelving module adapted to receive granted license
information in an encrypted form from the portable
communication_terminal, the granted license information
indicating a license associated with the communication
process between the noncontact IC card module and the
agent system server, the granted license information
being encrypted by the service providing server using a
system authentication key that is possessed by both the
agent system server and the service providing server and
that is used to encrypt/decrypt information, and the
granted license information being further encrypted by
the portable communication terminal using a client

authentication key that is possessed by both the portable



aut hentication key that is possessed by both the
portable - 13a communication term nal and the agent
system server and that is used to encrypt/decrypt
i nformati on; an authentication nodul e adapted to
perform based on the granted |icense information
received fromthe portableizgoanmunication termnal, a
conmbi nation of one or nore of a plurality of
aut henti cation processes including a system
aut henti cati on process to authenticate the service
cprove W ayl servernbaskdand the systiensastdensdeadt oond
key, a first client authentication process to
thait hieshtuzed et hencpopt Ak er gonmimi cata ohon eram nal
based on the client authentication key, and a second
agthemt i caft Hentieditl onedproedsto trerintenthased ¢hethe
portabl e communjcation term nal based on
gli%féfrﬁql fHecRnTh InForiation et ved i figem t e povt b ke
communi cation termnal; a decjsion nodule adapted
C?Wu%qaefrl%et%mf&&q Cat TSP I el & exne et nef a
whet her to. per conmuni cation or not, based on the
P ds @l %C%Jeorgr%ﬁ%%sw%e]ﬁg%ludmg a system
and a connunlcqélon nodul e ada ted to

f t
RS T et A b T R o
pillilere RSO MNS, oyl Ao, Progess wih the

noncontact card m

L%o%te%%ra aﬁgc%%n%%%apgf m%%§§ventéu%%eéthleéaeté Sthe
portable communication terminal based on the client
authentication key, and a second client authentication
process to authenticate the portable communication
terminal based on identification information identifying
the portable communication terminal; a decision module
adapted to, after the authentication is completed,
determine whether to permit communication or not, based
on the license described in the g¢ranted license
information; and a communication module adapted to, if
communication is permitted by the decisicn module,

perform the communication process with the noncontact IC

card module.



for an agent system server to, for a service
providing server, performa conmunication process
with a noncontact |C card nodule, the service
provi di ng server being adapted to provide a service
via information processing perfornmed by the
noncontact |1 C card nodul e-it&luded in a portable
comuni cation termnal, the method conprising the
steps of: receiving granted license information in an
encaﬁﬂ%fd formfromthe portable comunication

ter 41 the granted license information indicating
a license,. associated with the co ni cati on process

bet W& 119 noh it TT1TRTY Abdute 2FRSTRe agent
1 SYSHeMm s eI Mlre {6, 95aNELEH é'&§@§ecéﬁﬂ&%f@%%?ﬁ@b@é@ﬁod

encrypted by the service providing server
Loy stremgartthentdoat | arvdeyr s hatot Sa POSSLESE o Byv Dt g
the agent system server and the service providing
SHErRfer RN AR | PUREY ¢t leh@ypréecrypt 2 noncontact

L nf_or mat i and the granted license informatjon
T ! 1

beitg LTS it Y0 By THeY Portap e ver being
a MG R T NPl D0, &, o el AU Dieng i sat on,

key that is possessed by both the porta erks d
peodrmmumict atyi drhe trermdaral a@ndi @ hes sgemdisyst 8in SeHd@rin a

and that is used to encrypt/decrypt information;
PHA DGR BESEG- Iom gkt dee ineeiived | arirgy i i om
gl ved fromthe portable  communication termpnal, a

Conbi hat |Oof:1 of ne 61° nbrds & iR iPgpation in an
erft R GRlrinD ¥ R0 GRS &5 4HNEd udi g Sy Stem terminal,

aut henti cati on process to authenticate the service -
thih gyerovdddiligreserey ém fleased: iom tihedisystieny a license

aut henti cat.i on key,
associated with the communication process between the
noncontact IC card module and the agent system server,
the granted license information being encrypted by the
service providing server using a system authentication
key that is possessed by both the agent system server and
the service providing server and that is used to
encrypt/decrypt information, and the granted license
information being further encrypted by the portable
communication terminal using a client authentication key
that is possessed by both the portable communication
terminal and the agent system server and that is used to
encrypt/decrypt information; performing, based on the
granted license information received from the portable
communication terminal, a combination of one or more of a

plurality of authentication processes including a system

authentication process to authenticate the service



a first client authentication process to authenticate
the portable comunication term nal based on the
client authentication key, and a second client

aut hentication process to authenticate the portable
conmuni cation term nal based on identification
information identifying +he5pertable communication
termnal; after the authentication step is

conpl eted, deternining whether to permt

n bas on.the license, ,described
pfn tﬁe %ran edpllc%%%eo?ngg?n%¥Fgﬁm %Hah??tlcatlon key,
a COMFRNI €atdon 4$t ek &4 efoh Npthedet g5 @@%éﬁ@léé@@ the

perform ng the conmuni cation process wth the
pQﬂﬁﬁﬁﬁﬂgnﬂmmﬂﬁi@&ﬂlbmmm&imlnal1Base&r®ﬁftﬂéscli@ﬁt0n

of t he, Drawi n 0025] [Fig. 1] Fig. 1is a
%tﬂd?%gf%&m i #1dst r%\w?ﬂ@d ThicRt spwphertegation

; 0 | i on,.sysiem according to an
P Oana?%ﬁ"#eon?a%?*@fhé T Re et (PUBhT b comtirgs cof Per g 2
teﬁmﬁhdl(h&%éﬂiﬁﬂfﬂﬂéﬂﬁiﬁﬁééﬁi@ﬁ 1&fbfha§i@@liééﬁ%ﬁfylng
fashion, a service providing systemincluded 1In
thﬁﬂﬁpﬁﬂﬂhﬁﬂnQﬂﬂﬂ&ﬂﬂ@gﬁnqnnE&Imumhhg aft@m-eﬂbodlnent
4% qaﬁfresent i nvention; Qi . Fig. 3is a
DR USSR N G e*’s??rm %%Hﬂ#mm@rwh%\ther to
S06eSS Rel] Y, e cquisition unit to
P oroduce gr anltq'realﬁdcfrgeonéeﬁéﬁf {)}?aes?c?o% J%%:col%a‘:?fbsefo an
deardradisteritn afhd herpPresenti ddWent 10 rmdtH ¢h; Andig 4
is a block diagramillustrating, in a
communication is permitted in the determination step,
performing the communication process with the noncontact

IC card module.



- 17 S06P0238 sinplified manner, a construction of
a portable conmmunication term nal according to an
enbodi mrent of the present invention; [Fig. 5] Fig. 5
is a diagramillustrating, in a sinplified 5
fashi on, an exanple of an encryption process
perfornmed by a response geh&rati on nodul e accordi ng
to an enbodi ment of the present invention; [Fig. 6]
Fig. 6 is a diagramillustrating, in a sinplified
manner, a selection screen for selecting one or nore
10 aut hentication processes according to an
enbodi rent of the present invention; [Fig. 7] Fig. 7
i s a sequence diagram showi ng authentication
f tem authentication unit,
B%ﬁﬁ%ﬁﬁ%ﬁ%ﬁga@%ﬁﬁ%‘?ﬁ%%l 15 aut hentication
uni tyo@gh an | D authentication unit, and also
showi ng a comuni cation process with a noncontact IC
[ray d 1 nodul e accos di %ﬂ&ﬂ‘i@@&’%ﬁﬁ“iﬂuéﬁaung, in
present- i nvention; [Fig. 8] Fig. I'S a sequence
a Giiagraimidd usddiatdng. a idhta Shimbifdad dashi
aut henti cation processes perfornmed by a 20 ¢ aIPenge
adesphinge tautdrerdnsedimhtingt and @eddt invention;
aut hentication unit and also illustrating a
[ Kignmii catiicpn 2 processl vk o pencontacstdE a5 d in a
nodul e, according to an enbodi ment of the present
s jimpddrtiiegh; fFiign 9]a Rarvidte proweiitence diagraml uded
~illustrating, ina 25 sinplified manner, a witing
1mprocEds tapmintic agaten igtoten according to an embodiment

of the present invention;

[Fig. 3] Fig. 3 is a diagram illustrating, in a
simplified manner, a process performed by a license
acquisition unit to produce granted license inférmation
according to an embodiment of the present invention;

[Fig. 4] Fig. 4 is a block diagram illustrating, in a
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- 18 S06P0238 noncontact | C card nodul e according
to an enbodi nent of the present invention; and [Fig.
10] Fig. 10 is a sequence diagramillustrating, in a
sinplified manner, a reading process to read data
froma 5 noncontact |1 C card nodul e according to an
enbodi nrent of the present invention. Best Mde for
Carrying Qut the Invention [0026] 10 The present
invention is described in further detail below wth
reference to preferred enbaodi nents in conjunction
W th the acconpanying dramﬂﬁb§. In the foll ow ng
expl anation and the acconpanyi ng draw ngs, parts S06P0238
which are substantially the same in function or
sigpldédglenppier bea B rddnocsdopyof e marmeblef er ence
nuneral s. Such parts wll be explained only once and

COHRSCREAPR 0t R HNatiGR TR PP FidtaheemRgiiesnt [ oboHe

pggyggtCQQQgQ£g§£jon System 20 First, referring to Fig.
1,” a data conimuhi cati on system 100 according to an

(rEghodi Mept g of 5 the DIESeRhnl BYSRALE LN iy, d8SGTEREH i fied
below. Fig. 1 is a diagramillustrating, I1n a
fasihiphi f bedetashiont an exarpbeiof @roerbi gurabiam the 5
data comuni cation system 100 according to the
ro5PesEAt Jendodli ygntmod2s eofctrhed i my et jaon embod@ment of the
present invention;
[Fig. 6] Fig. 6 is a diagram illustrating, in a simplified
manner, a selection screen for selecting one or more
authentication processes according to an embodiment of the
present invention;
{Fig. 7] 'Fig. 7 is a sequence diagram showing
authentication processes performed by a system
authentication unit, a portable communication terminal
authenticationrunit, and an ID authentication unit, and also
showing a communication process with a noncontact IC card
module according to an embodiment of the present invention;
[Fig. 8] rFig. 8 is a sequence diagram illustrating, in a
simplified fashion, authentication processes performed by a
challenge response authentication unit and an ID
authentication unit and also illustrating a communication
process with a noncontact IC card module, according to an
embodiment of the present invention;

[Fig. 8] Fig. 9 is a sequence diagram illustrating, in a

simplified manner, a writing process to write data into a



10

15

20

25

S06P0238 [0028] As shown in Fig. 1, the data

comruni cation system 100 includes a service

provi di ng system 101, an agent system 105, portable

comuni cation termnals 103 (103a, 103b,..., 103n), 5

a conmmuni cati on network 104, a communi cati on network

106, a comunication network 108, information

processi ng apparatus 109 (109a, 109b,..., 109n),

reader/writer units (RRW 111 (111a, 111b,

111n), a base station 113, a packet conmuni cat i on

network 115, and a gatemay]fﬁ7' 10 [0029] The service

provi ding system 101 is adapted to produce grant¥Efr0238

l'icense information in response to a request from
nongen5eFt abf ecainfifndid &t ReACTrEERAY nE® AOZMBPYdmgeEvpEethe

rovidin stem 101 is al so adapted to produce a
pg%sfgﬁtligeﬁgﬁﬁ?cé?rﬁn execut ed by portable

I 0 [ .
STV cabLon £614 1053l 5ce 49030, TS AEEMLs in o

sm@@l@@éa&b&&]@pmwrﬂe@a&h@npksé&Qa&os A3 B%ta from a
controlling information processing such as witing or

no2@ongadt niC ofa b duarf acmeddbyg the aorematiastnt Gf the
card nodule. [0031] For exanple, in a case in which
Pr€ﬁ§n§e%97%%$¥ﬂﬂﬂn ded by the service providing system
101 is to give points depending on the amount of
nmoney paid by users to purchase sonething, 25 if

BeBl B8 CedN AL old ERENENLAEL] Fom the client -

(0026}

The present invention is described in further detail
below with reference to preferred embodiments in conjunction
with the accompanying drawings. In the following
explanation and the accompanying drawings, parts which are
substantially the same in function or structure will be
denofed by the same reference numerals. Such parts will be
explained only once and a duplicated explanation will not be
given.

[0027]

Data Communication System

First, referring to Fig. 1, a data communication system
100 according to an embodiment of the present invention is
described below. Fig. 1 is a diaﬁram illustrating, in a
simplified fashion, an example of a configuration the data
communication system 100 according to the present-embodiment

of the invention.
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S06P0238 application installed in the portable
communi cation termnal 103 to purchase sonething via
online network comrerce, the client application
requests the agent system 105 to store, in the
noncontact | C card nodule, information indicating a
5 poi nt given depending on the price. [0032] Wen
t he agent system 105 receives a request froma
portabl e communi cation. term nal 103, the agent
system 105 has to authenticate the portable
communi cation terninal 10310 before the agent system
105 performs the requested process. In preparatiSHpP0238
for the authentication, the client application
[08€Gdi res a part (for exanple, sage license
information) or_ all _of granted |icense information
f r oft¥ t ROV &ViFEE - ploviid nip sy StEmund catipngstem 100
in%ghpggticagéoncés 1§d§1pcessfglly1$ ssed, the agent 0
System 105°al tons the “Hdncdnt 58t M P HBtuISESEe™ 105,
po%%gbgetngﬁﬁﬁfbaaﬁy%B%er§Hgféf1@3eﬁl Leﬁﬁgg qg??‘lOBn),
stored by the noncontact IC card nodul’e i ncl ude
a RomfAhindataiodnthRlakt 1.08i, CanBsayutidtiodOnetwork 106, a
Herei nafter, various kinds of such data indicating
copglinabheion Matrwratk dfiSassooatedi wi tdrogesstingnigparatus
conmerce, such as data indicating a noney val ue,
103t 618821 nle e noncdffadr Ferdemwrinsduleins] (RE 111

(gher fgflo genarisal Lyyas eleg oM, Vel Beore
communication network 115, and a gateway 117.

[0029]

The service providing system 101 is adapted to produce‘
granted license information in response to a request from
the portable communication terminal 103, The service
providing system. 101 is also adapted to produce a client
application executed by portable communication terminals 103.

{0630]

The service providing system 101 provides service to
users of the portable communication terminals 103 by
controlling information processing such as writing or
reading of data performed by the noncontact IC card module.

[0031] |

For example, in a case in which the service provided by
the service providing system 101 is to give points depending
on the amount of money paid by users to purchase something,

if purchase information is transmitted from the client
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S06P0238 The service provider operates the service
provi di ng system 101 to produce and provide a client
application installed on portable comrunication
termnals 103. [0035] 5 The agent system 105 is a
system that perfornms, for the service providing
system various processes including issuing or
managi ng of a noncontact |IC card nodule (a
noncontact |1C cards), registering or deleting of
configuration infornation_g; ociated with the client
10 application and the lik n a storage region into
or form the noncontact IC card nodul e, reading of06P0238
el ectronic value information stored in a storage
apRYIGH-iioR thetadhedntacthe @oréabde neemimeli garid/oor terminal
1¥gigg:ﬁ% o% electroni c val.ue iqiornatéon into the _
oncont act *PE &8Fa I'g2 PEF-BE3BT T SFEMETSFst BRF
105 fQr: Lnfo ' FQC .hg '
“r eadhioﬁaré)/p \%rlirétgit%ggo¥%%%%f ?:3%1 t‘\?'i gg? Ees“ﬁ%%%[gn]t Rct-0) grerer
igarttk Meidotraber 1t hea Semyee epr Qﬁkgtiﬂ&tﬂﬁti@f@ilzg%ing a
That is, because the service providing system 101
pearmativeinr depkyd g contthel pirtheenoncontact 1 C card
nodul e to performsuch information processing, the
contlP8B2bf any process performed by the noncont act
dul e is perfor via fhe agent system

I C d
105 A0SR =G e [P T bR én SanBol Fent 2
pé?té%%gnaogﬁgn§gg¥fbnfté¥ainal 103, the agent system 105

has to authenticate the portable communication terminal 103
before the agent system 105 performs the requested process.
In preparation for the authentication, the client
application acquires a part (for example, sage license
information) or all of granted license informatien from the
service providing system 101. If the authentication is
successfully passed, the agent system 105 allows the
nencontact IC card module to store the data.

[0033]

Specific examples of data stored by the noncontact IC
card module include point data, and electronic money data.
Hereinafter, various kinds of such data indicating valuable
information assoéiated with electronic commerce, such as
data indicating a money value, stored in the noncontact IC
card module will be referred to generically as electronic
value information.

- [0034}
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S06P0238 it is assuned by way of exanple that the
noncontact I1C card nodule is included in the
portabl e conmuni cation termnal 103, the noncontact
IC card nodule is not limted to such a nodule, but
the present invention may be applied to any 5 device
functioning as a noncontact 1C card such as a
separate-type of noncontact |IC card. [0038] The
agent system 105 produces one system aut henti cati on
key for each service proij{ng_systen1101 so that 10
i nformation can be transmtted in a secure manner
bet ween each service providing systemand the ag&tftF0238
system 105. The produced system authentication key
i s $hBrafrvTH-DRIPHNer ggentteystemsreyigadrraeiding

servi provi di system 101. Note . that the system
SRR AT c kbl BRORES R BECR7Haut et itR: BPPlsahion
LR8N o8 Shefb 02 Ml dinfieatebX! Corpf,avi g syst em

101. [0039] Although in the presenﬁ er éblnent, by

way [ob3gxanple, it is assunmed that one system

aut henti cation key is produced for each service

pr o¥hdi agesty styerhel0105syst ens peitdrenthiatapeofiorRd), kRS the

may be produced in another way. For exanple, one
SQ§W§F§HP58Yh@h@9C%Wﬁﬁﬁ“k@?rﬁﬁysb@r?ﬁ%ﬁﬁﬁ%dﬂﬁéﬁd@aﬁh
;gljent | a Iicatiqgiprovided bé each service _

providPhg sY3TEN 1012 RG] e Fn%% %Qﬁ?'gygﬁéﬁw(a
notidientiCati on-kay 3058668t 145 | N{OrALi0n whose

confidentirality shoJ%gibe sec r%%y‘ié%??g-OES
configuration information associated with the client
application and the like in a storage region into or form
the noncontact IC card module, reading of electronic value
information stored in a storage region in the noncontact IC
card module, and/or writing of electronic value information
into the noncontact IC card module.

[0036]

The agent system 105 performs information processing
such as reading/writing of data from/tc the noncontact IC
card module, for the service providing system 101. That is,
because the service providing system 101 cannot directly
control the noncontact IC card module to perform such

information processing, the control of any process performed

by the noncontact IC card module is performed via the agent

system 105.

[0037]

Although in the present embodiment, as described above,
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SO6P0238 it is desirable to store the system
aut hentication key in a high-security storage unit
that is protected fromtanpering. The system
aut hentication key is used for nutual authentication
bet ween the agent system 105 and the service 5
provi di ng system 101. [0041] As for system
aut henti cati on keys, keys according to an asymetric
key cryptosystem such as RSA or according to a
symetric key cryptosystem_such as DES or AES, or
keys 10 according to any“b? er cryptosystem may be
enpl oyed. In a case of a symmetric key, it is S06P0238
_required that providing of the key should be
Lo erf defBReH nPa WAk s é¢are l i . thkp noplsostent, I¢ heard
mégﬂﬁ IS sent_nopt. via 3 connun%gation network but via
SV Ei FPedHRITeDr 1 & PRECERLE 1B Bié R el B el
t ] y s < [L0Q42]. I tate
10 SRR TR e ey ORREL o RniPed B Ufn
mddifler, "Bht OPh &S e d nWehBi bhanSe e GepRteyi di ng,
system 101 and the system aut hentication key, when a
deydrcealfhecocionmas eahbonoteact Nt HI3 exerus€Sa a
client application, If the agent system 105
SEeRFLRERt FrR® & teqeateabl EC ea¥dmni cation ternina
103 [tively, the agent system 105 accesses, for
the{€§? ce providing system 101, the noncontact IC

carsh IoCiE. 9eiuRedob N, R 1R 8y 2re S IR 0n
key for each service providing system 101 so that
information can be transmitted in a secure manner between
each service prdviding system and the agent system 105. The
produced system authentication key is stored in both the
agent system 105 and the service providing system 101. Note
that the system authentication key may be produced not by
the agent system 105 but by the service providing system 101.

{0039]

Although in the present embodiment, by way of example,
it is assumed that one system authentication key is produced
for each service providing system 101, system authentication
keys may be produced in another way. For example, one
system authentication-key may be produced for each client
application provided by each service providing system 101;

[0040]

Since the system authentication key is secret

information whose confidentiality should be securely kept,
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S06P0238 [0043] Herein, the term"access" is used to
describe wde variety of processes perforned via a
comuni cation network, such as using of a system
connecting to a systemor a 5 server, reading of a
file, saving of a file, deleting of a file, and
nmodi fying of a file. [0044] Each of one or nore
portabl e conmuni cation termnals 103 (103a,
103b, ..., 103n) is capable of comunicating with 10
each other via the base statjon 113 and is capabl e of
accessing the service providing system 101 via t %w90238
base station 113, the packet comunication net
. 115, and the gateway 117. [0045] 15 For exanple,
1tedghdpdttamte ‘Comhdicc &P FoRY B e Hi HHthertd catéopapabl & 2

.0f executing .a client.application havin br owsi ng.
i B SRR )t ss theB Bar ™ b B A SFRT of SR Lng

Thel K¢sEEAMGcrfid@ MicliBnaybRL; addr &ssrapagi-filed by a
user, and displaying the received web data on a

~auhsptayastsedetwdln 8046hgbn: aghd #drON 050 ahhethe service

comuni cation capability and the browsing
preapdbnyi systame Odort abl e conmuni cation term nal 103

al so has a noncontact |1C card nodul e (a noncontact IC

carﬁyyyﬂapable of transmtting/ receiving data via

22§ﬁ§é<34£%5%%%.a§§h¥£€&53€¥5§”£§§%,C%gggné§§g£é¥£g te an
asymmetric key cryptosystem such as RSA or according to a
symmetric key cryptosystem such as DES or AES, or keys
according to any other cryptosystem may be employed. In a
case of a symmetric key, it is required that providing of
the key should be performed in a very secure manner. To
this end, the key is sent not via a communication network
but via certified maill or the like that allows the key to be
sent in a very secure manner.

[0042]

In a sﬁate in which the agent system 105 already has
information associated with the service providing syétém 101
and the system authentication key, when a portable
communication terminal 103 executes a client application, If
the agent system 105 authenticates the portable
communication terminal 103 positively, the agent system 105
accesses, for the service providing system 101, the

noncontact IC card module included in the portable

communication terminal 103.
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S06P0238 " [0047] When the portable comrunication
termnal 103 is located close to the reader/witer
[l or the like, the noncontact |C card nodule is
capable of wirelessly transnmtting data 5 stored in
the noncontact IC card nodule to, for exanple, the
agent system 105 via the reader/witer 111. [0048]
The portabl e comruni cation term nal 103 has an
aut henti cation key (a client authentication key) used
in 10 mutual authentication with the agent system 105
when the portable comuni &4t ion term nal 103
accesses the agent system 105. Since the client s06pP0238
aut hentication key is secret information whose
confodemtiality should be securely kept, it is
desirable to store the client authentication key in a
15 heghimeddrd therst Gragessihiis tured ite pestetbediiideom
anpering. [0049] As for client authentication keys,
Va%éﬁyaeé oPEPTRP I° AT rigsYhfet T @ W@Wﬁ?‘éé?@t@ﬁwork
Sucgcg as_RSA o accordlng

{
cryptosystenysuth aseﬂEScognﬁﬁﬁf %ﬂ? §y§y§5¥30%5r%|ng
sekQe@NY r QL HENG G5/ R GSYSL L IBY, ber qr%q%eddekgiéﬁ}]%co?%

of a symmetric key, It is reqU|red at provi

fitke key sboud@ite ferRf gined in a very secure manner.
To this end, the key is sent not via a comuni cation

net W®44] but via mail or the like that allows the key
to be sent in a 25 very secure manner. - 26

Fach of one or more portable communication terminals
103 (103a, 103b,..., 103n) is capable of communicating with
each other via the base station 113 and is capable of
accessing the service providing systeﬁ 101 via the base
station 113,lthe packet communication network 115, and the
gateway 117.

[00451}

For example, each portable communication terminal 103
is capable of executingra client application having a
browsing function, receiving web data in an HTML form or the
iike from a site with a URL address specified by a user, and
displaying the received web data on a display screen,

[0046]

In addition to the communication capability and the
browsing capability, the portable communication terminal 103
also has a noncqntact Ic cara module {a noncontact IC card)
capable of transmitting/ receiving data-via the R/W 111 and

via a wireless communication channel.
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S06P0238 [0050] Each portable comuni cation term na

103 has client application identification

information identifying a client application (the

details of which will be described later) 5 stored in

t he portabl e conmunication termnal 103. The agent

system 105 nay authenticate the portable

conmuni cation term nal 103 based on the client

application identification information. Note that

t he portable conmunication termnal 103 does not

necessarily need to have-sdéh—client 10 application

information. [0051] In the data communication S06P0238

system 100 according to the present enbodi nent of the

i nvei4dn, as shown in Fig. 1, connections between

the.service providing system 101 and the 15 portable

confhRfft CAEi 8ATrtabhf neP IS adiennhdeninal t 3 is located
nnuni$€tion networ k 10 and connections between

Qi IES G E At ?%]n Vermhatise105MangorFRATact
T SRR T G Rb e BRGA AJNS RTINS LAS daca

net wor ere 1s none r a

st@irbQCLA YeOMRChethRe agePirSWIRM200108,8Ndkdfi® e, the
service providing system 101, and thus the agent

agsyst eys 1 1axkd viibe ther vésde phHinitdirng 1syst em 101
cannot directly comrunication with each other. In
ot het048drds, the agent system 105 and the service
providin%§§§iten1101 can . conmuni,cation w th each

ot HEt® BTy aYi e HNE ot ork b (e B bt Rt i%6h
aukﬁéﬂifgﬂtfg%skey %Z client anthentication key) used in
mutual authentication with the agent system 105 when the
portable communication terminal 103 accesses the agent
system 105. Since the client authentication key is secret
information whose confidentiality should be securely kept,
it is desirable to store the client authentication key in a
high-security storage unit that is protected from tampering.

[0049]

As for client authentication keys, keys according to an
asymmetric key cryptosystem such as RSA or according to a
symmetric key cryptosystem such as DES or AES, or keys
according to any other cryptosystem may be employed. 1In a
case of a symmetric key, it is required thatlproviding of
the key should be performed in a very secure manner. To
this end, the key is sent not via a communication network
but via mail or the like that alloﬁs the key to be sent in a

very sefure manner.
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S06P0238 [0052] More specifically, the service
provi di ng system 101 can transmt information to the
agent system 105 indirectly via a comrunication
process perfornmed by the client application 5 of the
portabl e conmuni cation termnal 103. [0053] Note
that in the present enbodi nent, the nethod of
comuni cati on between the portabl e comunication
termnal 103 and the service providing system 101
via the 10 communication network 104 is not limted
to communi cati on using a-T&¥P/4+P protocol such as
HTTP or HTTPS, but the present invention may al sgobey23s
applied to any comruni cati on nethod/ nmeans avail abl e
for poosoportabl e communication termnal 103, such as
comruni cati on using a noncontact I C 15 card, a
contBach pCErtable emunficatédnr ayrmind WO nRBSionaht
bar code such as a QR code, or an el ectronic mai
apMIE L ionsieRnE biheht Eert i g amraRdonsiderfufving a client
ticul ar en ranted license.information or the
a#%ﬂ%é”}&‘r?éﬁgﬁj??gﬁfi%(ﬁﬁ WS H-U it cRe oA ditisg later)
- t [ [ [ 20 of the
TS Bonhob ot or PR iBh SBet bl 40F, The

adpes edits teb 0 db &Y , ad hieerRamaal ¢aki Oh- el ML 88¢ ation
portabl e conmuni cation term nal 103 and the agent

teysirgrh 103 bhaed hen commuiiicatti apphetaoidn LG Ay iBEtion
25 performed, for exanple, using TCP/IP such as HTTP
infonqyEfpgn.. bBgte that the portable communication terminal
103 does not necessarily need to have such client
application information.

{00511

In the data communication system 100 according to the
present embodiment of the invention, as shown in Fig. 1,
connections between the service providing system 101 and the
portable communication terminals 103 are made via the
communication netwérk 108, and connections between the
portable communication terminals 103 and the agent system
105 are made via the communication network 106. That is,
there is no network that directly connects the agent system

105 and the service providing system 101, and thus the agent

system 105 and the service providing system 101 cannot

. directly communication with each other. 1In other words, the

agent system 105 and the service providing system 101 can
communication with each other only via one of portable

communication terminal 103.
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S06P0238 [0055] Service Providing System 101 Now,
‘referring to Fig. 2, the service providing system

101 according to the present enbodi nent of the
invention is 5 described below. Fig. 2 illustrates,

ina sinplified manner, the service providing system

included in the data conmmunication system according

to the present enbodi nent of the invention. [0056]

10 As shown in Fig. 2, the service providing system

101 includes a service providing server 201. As

descri bed above, the servidle —-providing server 201

can transmt and receive data to and fromthe Ss06P0238

portabl e communication term nal 103 via the

conmuobgati on network 108. 15 [0057] As shown in Fig.

2, the service providing server 201 also includes a

| i cHnse seepiiSidaldy,unhe 2didviee ppomitdnngatyotemnmidl can

231, and a license authentication unit 241. 20
ErgeRelt FPLPHER tiQterise tAeqapsnt i oystam (1051 indéceryby via

uest. nfornatlon fro one of t rtabl e
> SR et TR oo taEs s Toga5d e i Gride Mhcqap b 67 Ghen

ofitrle PLLLAGAYI L NDITB O0om Ul Gaf4 NO he | cense

granted to the portable conmunication 25 terninals
103 [boem a | i cense database (not shown) based on - 29

Note that in the present embodiment, the method of
communication between the portable communication terminal
103 and the service providing system 101 via the
communication network 104 is not limited to communication
using a TCP/IP protocol such as HTTP or HTTPS, but the
present invention may also be applied-to any communication
method/means available for the portable communication
terfninal 103, such as communication using a noncontact IC
card, a contact IC card, an infrared ray, a two-dimensional
bar code such as a QR code, or an electronic mail (SMTP) .
Such communication means is useful in particular when
granted license information or the like is transmitted from
the service providing system 101 to the client application
of the portable communication terminal 103.

[0054]

In the present embodiment, the communication between
each portable communication terminal 103 and the agent
system 105 via the communication network 106 may be

performed, for example, using TCP/IP such as HTTP or HTTPS.
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S06P0238 the request information, and produces
granted license information. [0059] As described
above, the license acquisition unit 211 5 has the
system aut henti cati on key 220b corresponding to the
system aut henti cati on key 220a possessed by the agent
system 105. [0060] The request infornmation includes
information that 10 identifies the portable
conmuni cation termnal 103. The details of the
identification information will be described |ater.
The license acquisition unias8 211 acquires
information indicating the |icense based on the s506pP0238
identification information included in the request 15
i nf epp®sj on, and produces granted |icense information
using the system authentication key 220b. [0061]

Sekve ceommunmidatg Ayt 1231 i s capabl e of
communi cating wth the portable comuni cation
terﬁ?ﬂalrﬁiﬁ¥ﬁﬂ&§ tReF20- codmiitf cettivagenprapi&indssystem

t.he 117 the packet _copmuni cati on network
L0jy ge¥g GROLEherbadls dusieg PIROTE Off (G “pHERtion is

de%%%@hcﬁg¥,9v@ ung{ 2321 J%%%%ltggébﬁ 3, SUCH A5k od manner,

requ_est Informati O e CO mI‘IIC&%TIOI‘I
tHe€5Ri-Rake % anthd rs%%@mt lgaiédewcﬁ ahe0uansed
n

l'icense information to 25 the portable comuni cation
comgiumiinatid®3systed) according to the present embodiment of
the invention.
[0056]
As shown in Fig. 2, the service providing system 101

includes a service providing server 201. As described above,

the service providing server 201 can transmit and receive

. data to and from the portable communication terminal 103 via

the communication network 108.

[0057]

As shown in Fig. 2, the service providing server 201
also includes a license acquisition unit 211, a
communication unit 231, and a license authentication unit
241.

[0058]

If the license acquisition unit 211 receives request
information from one of the portable communication terminals
103, the license acquiéition unit 211 acquires information
indicating the license granted to the portable communication

terminals 103 from a license database {(not shown) based on
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S06P0238 [0062] License Acquisition Unit 211 Now,
referring to Fig. 3, a process perforned by I|icense
acquisition unit to produce the granted license 5

i nformati on according to the present enbodinent is
described below Fig. 3 is a diagramillustrating,
inasinplified manner, the process perforned by

| icense acquisition unit to produce the granted
license informati on according to the present

enbodi nent. 10 [0063] As shown in Fig. 3, if the
license acquisition unit 2B -recei ves input usage
license information and individual information, stlae0238
| icense acquisition unit 211 produces granted

tHd GersestNiff fBid 1, NehddbRgddcsLtgrahteaagecdh&ense

15 informati on and i ndi vidual information.

irFgrtraéinpore, the |icense acquisition unit 211

encréﬁés the granted license information using the
syst@pP&lt henti cati on key 220b produced bef orehand

Bfé?’e 5&9%%9@%% SE S (D Hepmss TS ntig
&1 a0k ed A@é}%ﬁg&%mé?%m'a&rgggoﬁafﬁcgmo the

aut ent catio the 1icense acq

sydtieln dbinaRyi addiafh kely02bbe goasdaabd bGERRE agent system
i nformation, an el ectronic signature produced by, for

1025 exanpl e, calcul ating the hash value of the
produced granted - 31

[006&0]

. The reqguest information includes information that
identifies the portable communication terminal 103. The
details of the identification information will be described
later. The license acquisition unit 211 acquires
information indicating the license based on the
identification information included in the request
information, and produces granted license information using
the system authentication key 220b.

[0061]

The communication unit 231 is capable of communicating
wiﬁh the portabie communication terminal 103 via the
communication network 108, the gateway 117, the packet
communication network 115, and the base station 113. This
allows the communication'unit 231 to receive data such as
request information from the portable communication terminal

103 and transmit data such as granted license information to

the portable communication terminal 103.
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S06P0238 |icense information and encrypting the

cal cul ated hash value wusing the system

aut henti cati on key 220b. [0065] The i ndividua

i nformati on described above is included 5 in the

request information transmtted fromthe portable

communi cation termnal 103. The individua

information includes, for exanple, an IC card ID

identifying the noncontact |IC card nodule and the

client application ID identifying the client

application stored in the portable 10 conmruni cation

term nal 103. [0066] The usage |license infornmatisosr0238

is information coupled wth the individua

I nf pygetii on i ncluded in the request information

received fromthe portable comunication 15 term na
Lite8se ahdywa §iudgmeinias2id whet her provi sion of

service should be permtted or not is nade based on

t hi¥ew.ygggerriagnse Fhd ordmtd OIFOEe66PFr fFaredanyl e,

if aclient application is stored.in the 0 fortable

LLEBRARTINT BT O 8 Al C20BEANET e e 19 8REedppt FEHIS on

ormation indicatin e condition/restrictionin
bel 8% 1B I@{gPrﬁ\ﬂss!aoﬁiaﬁrﬁﬁrﬂlP@si’sﬁaiﬁrr%quciﬁdabyiﬁlﬁ@ified
service providing system 101. 25 [0068] 32

manner, the process performed by license acquisition unit to

,in%ﬁfﬁggi&li er&d, i o pﬁoggggtpmé ) F02a i HEREC s | A E8NSR e g

produce the granted license information according to the
present embodiment.

[0063]

As shown in Fig. 3, if the license acquisition unit 211
receives input usage license information and individual
information, the license acquisition unit 211 produces
granted license information including a set of usage license
information and individual information. Furthermore, the
license acquisition unit 211 encrypts the granted. license
information using the system authentication key 220b
produced beforehand between the agent system 105 and the
service providing system 101.

[0064]

Instead of encrypting the granted license information
using the system authentication key 220b, the license
acqguisition uni£ 211 may attach, to the granted license
information, an electreonic signature produced by, for

example, calculating the hash value of the produced granted
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S06P0238 More specifically, the usage |icense
information includes information indicating a
val idation period start date/tinme and a validation
peri od expiration date/tinme, which define a period
during which service is provided. The 5 usage |icense
informati on al so includes information indicating the
maxi mum nunber of times that a user is allowed to
receive service during the valid usage peri od.
(0069] Note that the usage |license information is not
10 necessarily different f @l respective pi eces of
i ndi vidual information. For exanple, when an | Dd0%b0238
is assigned as the IC card ID for individua
lﬂd&ﬂ%@”ﬂhf@ﬂmi@&oﬁiéﬁﬂwédﬁi&ﬁflﬂéoﬁﬂb Qf1 X58k8d hASH value
val idation period . start date/tine and the validation
ugier cteexpstat i anldattd/chichennayy e @et equal ly 15 for
that group of users. In this case, all uses can
recé?8@5 service in the sane way via their own
non onta(%ﬁlc card _nodule. [0070 Note that wite
dat i3 a€5f96m5519ﬁ|4ﬁ iprfoabope thip included

%ﬂgoggggé?éqn SR %% gg}gcar qake ag #89table

da tare ron1 € noncon

comtahidedi bR ¢d18ni dNdingizdualn s nf 04 aldan | ﬁfBQ&atlon
necessary in the authentication process in ch a

inclidgeent fos evedelas taa Tehesherin heiepﬁntfgbhg the

conmuni cation termnal 103 is 25 authorized to
nopggelget sbf Wared mgduleughdwkive ecdistnd eppiéadtioB3ID
identifying the client application stored in the portable
communication terminal 103.

[0066]

The usage license information is information coupled
with the individual information included in the request
information received from the portable communication
terminal 103, and a judgment as to whether provision of
service should be permitted or not is made based on this
usage license information.

[0067]

For example, if a client application is stored in the
portable communication terminal 103 and the client
application is registered in the agent system 105, usage
license information indicating the condition/restriction in
terms of provision of service is produced by the service

providing system 101.

[0068]
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SO06P0238 data is necessary in a wite process or a

read process in which the wite data or the read

data is witten or read by the agent system 105 into

or fromthe noncontact I1C card nodule. 5 [0071]

Al 't hough in the present enbodinent, it is assuned by

way of exanple that the |icense acquisition unit 211

produces granted license information based on i nput

usage |icense information and individua

information, the granted 10 |icense information may

be produced in a different 3gay. For exanple, the

license acquisition unit 211 may produce grantedosp023s

license information so as to include only usage

l'i cgpse i QreTebihngy. Eﬂétuéébetﬂﬁ%e&%@”&ﬁ@okh&@ﬂé@

i nformation may i ncfude a part of or all of itens of
iddieddd uﬁﬂ@wmdﬂiﬁﬂﬁﬂﬁdlﬁﬁﬁﬁﬂgtaOWBIﬂthﬂmﬁ padividyahre

information. In the follow ng description, there is
daye/pamei end ax varlastatiion parond t¢repinadien dekedednén

t.he granted license information (that is, it my

WWH%H aglﬁep%fReQﬁOQMduﬁPPgowhl??e?ﬁ?%ﬁcﬁ|%§ pEqyeded. The
M of TRE T on) un ess LeRnPiEPt ‘fé? & tﬁe?ﬁﬁgg

1d&@@ggkngofﬂ@Q&Sugﬁﬁﬂ%ﬂhﬁék'QE Efﬁé@'%ﬂatlg3u§9¥’ls

referring to Fig. 4, the portable conmmunication

allieketinab 183 aes gdiviget Bukheg priesentlienedyaeperodd.
the 25 invention is described bel ow Flg 4 is a
bl ot&kO@? lagr am 34

Note that the usage license information is not
neéessarily different for respective pieces of individual
information. For example, when an ID "*" is assigned as the
IC card ID for individual information for a particular group
of users, the validation peried start date/time and the
validation period expiration date/time may be set equally
for that group of users. 1In this case, all uses can receive
service in the same way via their own noncontact IC card
module.

[C070]

‘Note that write data (which is data to be written into
the noncontact IC card module) and read data (which is data
read from the noncontact IC card module) included in the
individual information is not necessary in the
authentication process in which a judgment is made as to
whether the portable communication terminal 103 is

authorized to receive service, although write data or read
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S06P0238 show ng an exanple of a structure of the
portabl e communication term nal 103 according to the
present enbodi nent of the invention. [0073] 5 As
shown in Fig. 4, the portable conmunication term na
103 includes application software 203 that is stored
in nmenory or an HDD, an execution part 213 that
perfornms processing in accordance with a command
fromthe application software 203, and a noncont act
| C card nodul e 223. 10 [0074] The application
software 203 includes one &3 rore client

applications (such as those described above) producedz3s

by the service providing system 101. If the portable
daG@MaENheat s e Gjrmanaﬂrltg3pf:6§@$é/&ﬁ: & Qlebanf)rocess in

application 15 fromthe service providing server 201
whiich the evhieirdadat icon thretrwed kdora tikke Wriikeent b2 read by

portabl e comuni cation term nal 103 stores the
threeéelev*édsxsﬂ%tlOa“)pmmt@aproﬁr@ﬁ Bhammmopnsach 5 card
Hm? EROM menory or an HDD in an execut abl e manner.

0] 75] 20 Although In the present enbodinent it is
asspg@eh oy way of exanple that the application
software is software including one or nore program
modad ©isoefh GaNpABEpESsethemaRAkegal i 90 §9faté/@ﬁr%dd%§rs
not necessarily need to be software, but the

wagppki eatmple gdfattwahe fayebee raajpiizddiion 2bithelf or m

of hardware such as a circuit including one or nore -
prggduces granted license information based on input usage

license information and individual information, the granted

license information may be produced in a different way. For

example, the license acquisition unit 211 may produce
granted license information so as to include only usage
license information. That is, the granted license
information may include a part of or all of items of the
usage license information and the individual information.
In the following description, there is no particular
restriction on the items included in the granted license
information (that is, it may include a part of or all of
items of the usage license information and the -individual
information) unless explicitly stated otherwise.
{0072]

Portable Communication Terminal 103

" Now, referring to Fig. 4, the portable communication
terminal 103 according to the present embodiment of the

invention is described below. Fig. 4 is a block diagram
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S06P0238 circuit elements. In the case in which the
application software is in the formof hardware, the
service providing system 101 delivers the
application software 203 to a user by neans ot her
than a comuni cation network, and the user 5 installs
the received application software 203 into his/her
portabl e conmuni cation termnal 103. [00761 When the
client application is stored, a client application
IDthat is pravided by the service providing 10
server 201 and that identif34es the client application
may also be stored in the nenory or the HDD. The&06pP0238
client application IDis used in the authentication
shpndegs anweranpld e por tsahheccoanani Qat ipprthenai nal 103
accesses the agent system 101. 15 [0077] The
caRpaichshoparereig i 0Sokrraréinnctaudiegporeent  nore
nodul es preinstalled in the portable comunication
eqadiRal €63the finMRRtde8cut i on part 213 receives a
req¥8§ such as a conmuni cation process request from
he app?*cation 20 software 203, the execution part

213@%@&@?%@ FEQNLVEl VA ForCHT %ﬁﬁhh@@a@ﬁiwe‘%mmal
and transfers data received fromthe server to

ILEpphbaaaesnappmidMﬁm@n2@3ftk9938203Aﬁuﬁo&stBeored in
noncontact |1C card nodul e 223, a noncontact 25 IC
megerd oF an déhi cears wedecas iansear tohidudtert devicens
havi ng a 36
processing in accordance with a command from the application
software 203, and a noncontact IC card module 223.

[0074]

The application software 203 includes one or more
client applications (such as those described above) produced
by the service providing system 10l. If the portable
communication terminal 103 receives a client application
from the service providing server 201 via the communication
network or the like, the portable communication terminal 103
stores the received client application in a memory such as
an EEPROM memory or an HDD in an executable manner.

[0075F

Although In the present embodiment it is assumed by way
of example that the application software is software
including one or more program modules of components, the
application software does not necessarily need to be

software, but the application software may be realized in

the form of hardware such as a circuit including one or more
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S06P0238 capability of functioning as a noncontact

| C card may be enpl oyed. The noncontact |IC card has

an antenna and is capable of perfornmng a

short-range w rel ess comunication via the antenna

to wite or read data into or forma storage 5 unit

di sposed in the noncontact 1C card. [0079] In a case

where conmuni cation is performed between the :

portabl e comuni cation term nal 103 and a server (the

service providing server 201 or agent system server

205), 10 the application-seftware 203 of the portable

conmuni cation term nal 103 first issues a S06pP0238

conmuni cation request to the execution part 213.
cilx@08Q] elémedthe. datra tGRMEUBECah | i &Y HWreMadPication

according to the 15 present enbodi nent, although it
sofgwassubedibythwayraafn exXahpkévwiat thas seevdrebpdoviding

above, when comunication is performed between the

SYSEPPabP e LM AtiCoAPPL AR REPT 1PF talidrea 288r Yera user
‘the_co nication is started in response to.a tri er

by BRaP St By T ForCIBLE ORI TErCSR ¢ aPfh RaF IR

in gL catd i | ! ; r
FOREITTHE DRl I keREs SLALLE LI CLARD! 285, Mo e

polr@abl e B Gatdn tildnh tkhfisel vVegs from the application
software 203, the execution part 213 tries to access

t he[&&taler via a 25 communi cation network. In the
accessing, for the purpose of - 37

When the client application is stored, a client
application ID that is provided by the service providing
server 201 and that identifiés the client application may
also be stored in the memory or the HDD. The clieﬁt
application ID is used in the authentication process when
the portable communication terminal 103 accesses the agent
system 101.

[0077]

The execution part 213 is software including one or
more modules preinstalled in the portable communication
terminal 103. If the execution part 213 receivesra request
such as a communication process request from the application
software 203, the execution part 213 accesses a server via a
communication network and transfers data received from the
server to the application software 203,

[0078]

As for the noncontact IC card module 223, a noncontact

IC card or a device such as a semiconductor device having a
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S06P0238 security, data encryption or addition of an
el ectronic signature is perfornmed so that the server
can authenticate the portable comunication term na
103 based on the encryption or the electronic
signature, as will be described 5 in further detai
later. [0082] |If the authentication in terns of the
portable comrunication term nal 103 by the server is
successfully passed, a connection is established

bet ween the execution 10 part 213 and the server. In
a case in which the issued36cemuni cati on request is
to execute an information process (comunicati og06P0238
process) on the noncontact |IC card nodul e 223,

caabllak t aus hentd GaldndRgl §sPErhedma ket m@eeamemaé?fﬁéer
(agent system server 205) and the noncontact |IC card

empddyke. 22Be Ivrarcitiloeé CONpami dats @n phoesss amsd is
started after the mutual authentication is

capgbéesef L Pasdeda pboBBTramgyvvirefessi agunonikiag.ion
.2, Fhe agggkﬁﬁ%jon.softmare 0 installed_ in the

ViSoFPanfR | AL SOt ef RNt P03 7FE 9B HeBRd sErage

unki ¥ &y£%$§&jq§¥QE£ %nght %§Q§§L: _shown in Flg: 2,
the application software % i ncl'udes a requesting
nmodpd @7 ¢404, an encryption nodul e 206, a response

generation nodul e 207, and an I D acquisition 25
nmodlt & 208 3Bere communication is performed between the

portable communication terminal 103 and a server (the
service providing server 201 or agent system server 205),
the application software 203 of the portable communication
terminal 103 first issues a communication request to the
execution patrt 213.

[0080]

In the data communication system 100 according to the
present embodiment, although it is assumed by way of example
that, as described above, when communication is performed
between the portable communication terminal 103 and a server,
the communication is started in response to a trigger
generated by the portable communication terminal 103,
communication may be started in another way.

{0081]

If the execution part 213 receives the request to
communicate with the server from the application software
203, the execution part 213 tries to access the server via a

communication network. 1In the accessing, for the purpose of
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S06P0238 [0085] The requesting nodul e 204 generates
request information to communicate with the agent
system server 205 or the service providing server
201 and transmts the generated 5 request infornmation
to the execution part 213. [0086] Wen the request
information is produced, the requesting nodule 204
acquires Individual information from the storage
unit (not shown) such as the ADD and describes 10 it
in the request information. [0087] The encryption
nodul e 206 encrypts data-usi’ng the client
aut henti cati on key 22la corresponding to the cli eusr0238
aut henti cati on key 221b possessed by the agent system
seSRITI ek, 182285 nddyddienener yptied: sater can hecdeshypt ed
by the portable communication term na
sigmpliemei tat peonfumdd 207 thttt hbessd¢evemfcanhavapgenticate
system server 205 by using the client authentication
thegeporsahle opewepuitditignt sethénetl i B bagechent Fbati on
ke b, it . etermned in the 20 aut hentjcati on

21
oSl pE B0 Ay TR TRV ABI G EOARTRTERt i "iddr he apSqptbed

in FudPpavt forized Lermnal. [0088] The response
generation nodule 207 has at least a capability of

genes@ang a response according to the 25 chall enge
response net hod. The response generation nodule - 39
If the authentication in terms of the portable

communication terminal 103 by the server is successfully
passed, a connection is established between the execution
part 213 and the server. In a case in which the issued
communication request is to execute an information process
(communication process) on the noncontact IC card module 223,
mutual authentication is performed between the server (agent
system server 205) and the noncontact IC card module 223,

and the communication process is started after the mutual

authentication is successfully passed.

{0083}

Now, referring to Fig. 2, the application software 203
installed in the portable communication terminal 103 is
described in further detail below.

[0084]

As shown in Fig. 2, the application software 203
includes a requesting module 204, an encryption module 206,
a response generation module 207, and an ID acquisition

module 208,
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S06P0238 207 acquires a challenge code fromthe
agent system server 205 and generates a response
based on the acquired challenge code (or a seed or
the like). The response is generated by calculating
a hash value of the challenge code. Note that 5 the
response nay be generated in another way. For
exanpl e, the response may be generated by first
addi ng a password given by a user to the chall enge
code and then calculating a hash value the result.
[0089] 10 The response gerérati on nodul e 207
encrypts a set of the granted license informati &®6pP0238
and the response by using the client authentication
key[@@dH] possessed by the encryption nodule 206, as
W Il be described in further detail later. 15 [0090]
TheTh® zrapdsdiipigonogate 208 ggriates trheuedt entformation
application ID identifying the application software
tozﬁﬁmﬁ%h?a%é“ﬁhor%eaaﬁpg SYSE CHEEetn 2RAi eh e
Li.ent application_ 1 D.,LS no tored in the storage
=< B PR e 20T 000 aft 08 Sy P REP BT L
redBESR0En FOHLAING ot RAE LREESH ] Sn MuriChihgnt
application ID, which will be displayed on a display
scrpege] 0091] Response Generation Mdul e 207 25
Now, referring to Fig. 5, the encryption process - 40

When the request information is produced, the
requesting module 204 acquires Individual information from
the storage unit {(not shown) such as the HDD and describes
it in the request information.

[0087]

The encryption module 206 encrypts data using the

" client authentication key 22la corresponding to the client

authentication key 221b possessed by'the agent system server
205. If the encrypted data can be decrypted by the portable
communication terminal authentication unit 217 at the site
of the agent system server 205 by using the client
authentication key 22la corresponding to the client
authentication key 221b, it is determined in the
authentication process that the portable communication
terminal 103 is an authorized terminal.

[0088]

The response generation module 207 has at least a

- capability of generating a response according to the

challenge response method. The response generation module
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S06P0238 perforned by the response generation nodul e
207 according to the present enbodi nent of the
invention is described below Fig. 5is a diagram
illustrating, in a sinplified fashion, an exanple of
the encryption process perfornmed by response 5
generation nodul e 207 according to the present

enbodi ment. [0092] As shown in Fig. 5, if the
response generation nodule 207 acquires the input
chal I enge (chal |l enge code),3dhe granted |license
information, and the client authentication 10 keysogpo23s
221b, the response generation nodul e 207 cal cul ates

e val ( hing f ssage
2gﬂt c%?% cat?o%ﬁ%b §§ ﬁ re% u§§%3§‘3 afﬁsfunc Fon:t
209083 géﬁ@%a&@§uét§63pdﬁggqb&@h@eoﬁr@@@ i rleSt challenge
transmtted, 15 together with the usage |cense

c®d§(ﬂﬁfableﬂe@SUEhtE§ 1ihat) .showe rasgdgse Sk igeakudedd by
in the granted license information, by the execution

cphrularizot 6 hhshagehte fstém ¢D81¢roe lpde. Note that
conmuni cati on network 106. I n this case, of various

ERE MRS PORSEnIBY nBE | B9 1deGded PROHMRF g}’faéht edOFi expERle,
tﬂl@froe 35% Is% a Ztg)e ggp?l erat%%du%ag%lr dsc? r{%?rﬁg%%‘ggpd

Is tr nlcalonne

gNate gihat u%Q@ t@dtlryé Mllehﬁgoﬁ'g@é ES ! Séh%r @aieuié{]@lng a

storage unit (not shown) of 'the portabl
hegimmayliveathenréennt nal 103 is transn1tted bef or ehand

or separately fromthe portable conmmunication 25

teriPA8P1 103 to the agent system 105. O various

itens of - 41 ,
The response generation module 207 encrypts a set of

the granted license information and the response by using
the client authentication key 221b possessed by the
encryption module 206, as will be described in further
detail later.

[0090]

The ID acquisition part 208 acquires the client
application ID identifying the application software 203 from
the storage unit. In a case in which the client application
ID is not stored in the storage unit, the ID acquisition
part 208 may generate a message indicating that there is no
client application ID, which will be displayed on a display
screen.

[0091]

Response Generation Module 207

Now, referring to Fig. 5, the encryption process
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S06P0238 the individual information received from
the portable communication termnal 103, a part of or
all of the individual information (such as the
client application ID) nmay be held in the agent
system 105. 5 [0094] Although in the data
comruni cation system 100 according to the present
enbodi mrent of the invention, the response generation
nodul e 207 cal cul ates the hash value in the
above-descri bed manner, thedash val ue may be
calculated in 10 another way. For exanple, the gogpp23s
response generation nodule 207 may cal cul ate the
e LLer t li_cense.
PO Ol P A nEe S 2R RERRE AR | et ing e
tRAGE YRS BYbbRENESS RONIRIeNGEAL I ON MPUHYQ28Z45USENG,
the client authentication key 221b and thus the
Fi@sponse ai diagi&nfinalstfratimipgs obtaidechl iFhed fashion,
gener at ed resgonse Is transmtted, together with the
ap e liec efsehe e Ferttiion pregehs asctframeshbwnreésponse
Fig. .B5) included in the granted |icense information,
g%%%%é@é&%ﬂ% o Bhrtcoprding tAethfy ettte sedys eBRpd fent -
via[bgg gonnunication network 106. The agent 20
systen1% 5 determ nes the hash val ue (the response)
in as sholharm nanpers fremthe-challengenethe; 4sageiute
license information included in the granted |1 cense
20 hfargmtreenthanthpithe-Handievwyduathad Ifaig@icods) , the
decrypts the received response wusing the client
granrteentliicans oni keyrmtizpnef antetsendearentamd t2bntheakison
whet her both responses are identical to each other. -

quEZZIb, the response generation module 207 calculates the
hash value (EMAC (Hashing for Message Authentication Code))
thereof using a hash function.

[0093]

The resultant hash value (response) is transmitted,
together with the usage license information (such as that
shown in Fig. 5) included in the granted license information,
by the execution part 213 to the agent system 105 via the
communication network 106. In this case, of varicus kinds
of information included in the granted. license information,
only the usage license information is transmitted via the
communication network 106. Note that the individual
information stored in the storage unit (not shown) of the
portable communication terminal 103 is transmitted
beforehand or separately from the portable communication

terminal 103 tc the agent system 105. Of wvarious items of



10

15

20

25

S06P0238 [0095] The input challenge information is a
chal | enge code generated by the agent system server
205 according to the challenge response nethod as
descri bed above. 5 [0096] O the granted |license
information input to the response generation nodul e
207, a part thereof (the usage license information
shown in Fig. 5) is transmtted by the execution
part 213 to the agent system 105 via the 10

communi cati on network 106_tggether with or separately
from the response, for use in the authenticationgggppoag
process. [0097] Agent System 105 Now, referring to

tﬁggin&ﬁvi %ﬂ?qg@gfﬁ%fif gég%f%%dagggﬁdéﬁdé%%?%%gs

present enbodi nmen e inventionis
cBhoM c M ibn 2ehBifati 8@5 aM iddysbrabing 1 idy @ne
sinmplified manner, the data comrunication system
indtetdldlg irtferinhei presanth enbaticmenice®f 448 ication ID)
invention. [0098] 20 As shown in Fig. 2, the agent
mgyspenelds innthadegerthesysgpantl 08yst em server 205. As
descri bed above, the agent system server 205 can
trandfi**land receive data to and from portabl e

COMMNLGALL Ofly LALIMNALS 403,01 811, commnl ¢ALT Qo raing

net wo and al so can “conmuni

t8oﬂﬁé”ﬁfggénkcéﬁéoﬁﬁﬁéhﬁngkﬂﬁ%ei@ﬁngEE%ﬁy éﬂg:Qesponse
portabl e conmuni cation term nal 43
generation module 207 calculates the hash value in the
above-described manner, the hash value may be calculated in
another way. For example, the response generation module
207 may calculate the hash value based on the challenge and
the license information. The calculated hash value is then
encrypted by the response generation module 207 using the
client authentication key 221b and thus the response in a
final form is obtained. The generated response is
transmitted, together with the usage license information
(such as that shown in Fig. 5) included in the granted
license information, by the execution part 213 to the agent
system 105 via the communication network 106. The agent
system 105 determines the hash value (the response) in a
similar manner from the challenge, the usage license
information included in the granted license information, and
the individual information, decrypts the received response
using the client authentication key 22la of the sender, and

checks whether both responses are identical to each other.
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S06P0238 103 via the comuni cation network 104 and
the RFW111. [0099] As shown in Fig. 2, the agent
system server 205 includes a receiving unit 214, an
aut hentication unit 215, a 5 decision unit 225, a
communi cation unit 235 and an authentication process
manager 245. |f the conmmunication unit 235 receives
a command fromthe decision unit 225, the

conmuni cation unit 235 conmuni cates with the
noncontact IC card nodule 223 via the execution part
213 of the portable 10 communication term nal § P0238
[0100] The information indicating the details of ?%

co id%?tlon process, such as a process of witing
data at"“"a particular address in an storage area of

the'ﬁg & ﬁtugﬁélﬂéhég %BQ%?ﬁakgo%hf%rgngﬁ§1 %ﬁge code

card nndu e 223, or a process readi n from a

gpRstiedd ary addr egsnt Nsfherst-enage 288 e@c&frdﬁ% to the
storage unit disposed in the noncontact |IC card

chotdldey @23 spiogstr aasimod teed dasemibhe pestabl e
communi cation termnal 103. 20 [0101] The
aut H&®Ci%dat i on unit 215 includes a system

aut&&nthcatlon upnit, 216 that authenticates the
ser SpPHUT T gtgvg?@ané?rﬁﬁgﬁﬁldﬂ“%ﬁétgyé?%n1

UL R0 e RO 8, PO ST L B0
1 2edhantiRl-as £ ebh ek Sur RO tralyl. € 5¢oMIUNL GALIiQR ea B4 the
execution part 213 to the agent system 105 via the
communication network 106 together with or separately from
the response, for use in the authentication process.

[0097]

Agent System 105

Now, referring to Fig. 2, the agent system 105
according to the present embodiment of the invention is
described below. Fig. 2 is a diagram illustrating, in a
simplified manner, the data communication system according
to the present embodiment of the invention.

[0098]

As shown in Fig. 2, the agent system 105 includes the
agent system server 205. As described above, the agent
system server 205 can transmit and receive data to and from
portable communication terminals 103 via the communication
network 106 and alsoc can communicate with the noncontact IC

card module included of each portable communication terminal
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S06P0238 termnals 103), a challenge response
authentication unit 218 that authenticates portable
communi cation termnals 103 by the chall enge
response nethod, and an ID authentication unit 219
that authenticates the portable comuni cation
termnals 5 103 based on client application IDs.
[0102] When the system authentication unit 216 can
successfully decrypt, using the system authentication
key 220a, data encrypted_by;the service providing
server 201, it 10 is possible to verify the validifdpgs3g
of the service providing server 201. [0103]

pmlarly, when the portable co ni cation termnina
18 e B T O3 R R o Lo P | Y a R g he
dat ggbaogncrypted by the portable communication
termnal 103 by wusing the client authentication key

221as shols deterdi ngd thkhahehbes prdnale@ver 205
communi cation termnal 103 is an authorized
inehmgmla re@t04ing2nif ZlHe ebaklbenget responsenit 215, a
aut hentication unit 218 receives a request for a
deREl I Vh e ifr APt he FottEbIcetiesniihi ¢t et erni nal
e chal | enge response thentication uniit 218

a&éﬁ% gjé ti P 2%$

geretatés PhePtRafTedye edTd “frans .tﬁyilﬁ?ﬂﬁgﬁéfﬁFﬁﬁp

ughaldenge Lo, Lhe, p@ﬁ:@a@ﬁ f%%mceﬁgfug%&aéi'o%” demoal
t he chal’l

103. Furt hernore, enge -
communication unit 235 communicates with the noncontact IC

card module 223 via the execution part 213 of the portable
communication terminal 103.

[0100]

The information indicating the details of the
communication process, such as a process of writing data at
a particular address in an storage area of the storage unit
disposed in the noncontact IC card module 223, or a process
of reading data from a particular address in the storage
area of the storage unit disposed in the noncontact IC card
module 223, is transmitied from the portable communication
terminal 103.

[0101]

The authentication unit 215 includes a system
authentication unit 216 that authenticates the service
providing system 101 based on the system authentication key
220a, a portable communication terminal authentication unit

217 that authenticates clients {(portable communication
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S06P0238 response authentication unit 218 generates
a response for conparison by determ ning the hash
value fromthe challenge and the granted |license
informati on separately received. If the challenge
response aut hentication unit 218 receives the 5
response fromthe portable comunication term na

103, the challenge response authentication unit 218
checks whether the received response is identical to
the generated conparison.rgsponse. If they are
identical to each other, it is determned that t P0238
recei ved response is valid and 10 thus the portable

t4-Qn terni 03 is determ.ned . as .an .
tggt Eor |§Z:Zl 3?érrgri %g%.ff%ﬁ]eoﬁewlofjs?h%u rgcujtct‘?gcﬁ‘toflcﬁfl?‘ﬁnzm
tHAE La i 118eRk¥ESp&r Cdd RN eorRB EAT boN d L ifem 293 1y
portabl e conmuni cation termnal 103, 15 the ID
thet dertlicat epspgohie 2o cksdwaet heradheglicefton unit
application I D has been registered in the client
2 hppthiatataughentDegbe abdse nonéabd howeymufkd6lon Eérhhmeals
plicable client application IDis detected in . 20
1$ﬁebac&??deﬁfl SppETEatRiON- 935198t 4Bdse, it is determ ned
thaﬁoﬁ%? portabl e conmuni cation termnal 103 that is
t he sen ér of the client application IDis valid.

Not gnkhatnal iysiagistacad; chi eot app! g%t LoR IDs are
stored in the client application ID database. The

setdesiiuapgl Heatyen, RimmYy the 25sessryptirGtakdtion key
transmtted fromthe service providing system- 46

220a, data encrypted by the service providing server 201, it

is possible to verify the validity of the service providing

server 201.

[0103]

Similarly, when the portable communication terminal
authentication unit 217 can successfully decrypt the data
encrypted by the portable communication terminal 103 by
using the client authentication key 22la, it is determined
that the portable communication terminal 103 is an
authorized terminal.

[0104]

1f the challenge response authentication unit 218
receives a request for a challenge from the portable
communication terminal 103, the challenge response
authentication unit 218 generates the challenge and
transmits the generated challenge to the portable

communication terminal 103. Furthermore, the challenge
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S06P0238 101 to the agent system 105 via a portable
communi cation termnal 103." [0107] The deci sion
unit 225 determ nes whether to permt 5 provision of
service, according to the result of the

aut hentication perfornmed by the authentication unit
215 and also according to the usage count, the

val idation period start date/tine, and the
val i dation period expiration date/tine described in
the granted |icense informaidan. 10 [0108] If the
aut henti cati on process manager 245 receives SO6P0238
sel ection information specifying sel ected one or nor

rgépéﬁg% a%%ﬂ gk%%gtg athsgﬁlcaghgn ro%ﬁ%%%%gas?ofor

COﬂSO rna

c&$ﬁhﬁﬂkaﬂ b§y§5€8}§fﬂiﬁﬁ'é%%5ha$ﬁ 9£1£é‘ﬁ?d%ﬂthe challenge

informati on processi ng apparatus used by a manager o0
atdiecisertiane efr ovech 99 iSystraRibhesapdhartiicabbelved. 1f
process manager 245 sends to the authentication unit
the ol l lepgrandspams audidmnitd b L don prdide$d 8sekeelvon the
command)_indicating that the sel ected one or nore of

I?W%%Fépﬁ FhefPoDER R I’?@H‘E“P%F?%%prrt@éé@@éé 103, the
o L By o 08 B ¢ RBr L B P 2 tae ther
tl@rgﬁéﬁeﬁhge%mt 'scqtc:lle%Qthglﬂetg%mijyen%galtgg uni t
215 25 issues an inquiry conmand

carihEnRioinC @b 5PBn & OCESS thed/are identical to each other,
it is determined that the received response is valid and
thus the portable communication terminal 103 is determined
as an authorized terminal.

[0105]

If the ID authentication unit 219 receives a client
application ID from a portable communication terminal 103,
the TD authentication unit 219 checks whether the client
application ID has been registered in the client application
ID database (not shown).

[0106]

If the applicable client application ID is detected in
the client application ID database, it is determined that
the portable communication terminal 103 that is the sender
of the client application ID is wvalid. Note that all
registered client application IDs are stored in the client
application ID database. The client application ID may be

encrypted and transmitted from the service providing system
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S06P0238 rmanager 245. In response to the inquiry
command, the authentication process nmanager 245 sends
the authentication process selection comand to the
aut hentication unit 215. In accordance with the

aut henti cati on process selection 5 command, the

aut hentication unit 215 perforns the authentication.
[0110] That is, if an inquiry is received fromthe
aut hentication unit 215, the authentication process
manager 10 245 commands theg@ut hentication unit 215
to performthe conbination of the authenticationgygpgrag
processes specified in the selection informtion.

100t €0 1A dda SELEELRODoS WA IBLLADan1 S SGMh O3,
consol e connected to the service providing system
+&04i041 tihys .agent system 105. 15 [0111] In accordance
with the command i ssued by the authentication
procledd 7danager 245, authentication is performed by
at | east one of the system authentication unit 216
i ncliigederast e larmmeﬁ%ﬁ Sateonings twiztbert ke pertabl e
ommuni cation term nal authentjcation unit 217,

p%%%fg%ﬁﬂﬂqfeﬁ85vf8§pp%%%95ﬂhq@e59iE%?i?ﬁ?%ﬁﬁipfzfé? and
e o R S0 OT A e PR b By BE018 e
aﬁ%&r&ﬁﬂdﬁ&ﬂhboﬁot@héh@%éﬁgIB%NhEQaEh@nvéﬂﬂ&at%%%'pEQ?od
start date/time, and the validation period expiration
date/time described in the granted license information.

[0108]

If the authentication process manager 245 receives
selection information specifying selected one or more of the
plurality of authentication processes, for example, from the
console internally connected to the agent system server 205
or from an information processing apparatus used by a
manager of the service providing system, the authentication
process manager 245 sends to the authentication unit 216 a
command (an authentication process selection command)
indicating that the selected one or more of the plurality of
authentication processes specified by the selection
information.

[0109]

More specifically, before the authentication unit 215
performs the authentication, the authentication unit 215

issues an inquiry command to the authentication process
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S06P0238 aut henticati on process manager 245 has an
aut henti cati on process database (not shown) in which
the service providing systemID identifying the
service providing system 101 and the selection
i nformati on corresponding to the service 5 providing
system 101 are registered. [0113] Ifthe
aut henti cati on process nanager 245 receives
sel ection information fromthe console, the
aut hentication process manager 245 detects the
service providing system|D 10 described in the gy6pg23s
sel ection information and updates correspondi ng

[ i nf n 4 authent on
Hﬁgggggsﬁg%taggggggFgﬂi Qéi?“% §ﬂ§rﬁ e présg%%
aefheft fedti o rea¥sef m@%@(ﬁ’@ﬂr €45 kanbk Lfe aﬁ?ﬂﬂ(@ﬁlga%aon

the respective types of authentication units
p2eZesanse 248)i onncbutdeadd i to tite: auitheaticati®n urdfd 15,
215 perform authentication by checking whether
Lengrypt&nfatid Leakhpeadereyipiesd. i onheraot dre < leattiion

b erfo din a different manner. For exanple,
ﬂ¥3n§as Rﬁ%ﬁﬁthﬂnépﬁﬁi33§lBe§f@F@ﬁtﬁh? i s

aggggggﬁga%gydata each authentication unit (216,

My generate an el ectronic si gnature
baseiamt he data and may perform authentication by
checki ng whether the generated electronic signature
i s iThent iieal ifoat himpliegt Henirecsi gaat s ahkached 25
to the data. - 49

authentication unit 215, the authentication process manager
245 commands the authentication unit 215 to perform the
combination of the authentication processes specified in the
selection information. Note that the selection information
is senlt from a conscle connected to the service providing
system 101 or the agent system 105.

[0111]

In accordance with the command issued by the
authentication process manager 245, authentication is
performed by at least one of the system authentication unit
216 included in the authentication unit 215, the portable
communication terminal authentication unit 217, the
challenge response authentication unit 218, and the ID
authentication unit 219.

[0112]

In order to issue a command associated with the

authentication to the authentication unit 215, the
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S06P0238 [0115] Conbi nation of Authentication
Processes The conbi nati on of authenticati on processes
specified by the selection information can be

nodi fied as required. 5 There are a plurality of
types of authentication processes that are
executable, and it is possible to select an

arbitrary conbination of one or nore of the plurality
of types of authentication processes executabl e by
the agent system 105. 10_[£d16] Now, referring to
Fig. 6, a selection screen for selecting one or &pfsy-33
of the plurality of authentlcatlon processes and

ah@ﬁgﬁﬁ# 1d%fﬁggg%5? d%ﬁg%@%ghthea%ﬁa%ﬁg%égﬁggngr

nor e ura ut henticati

piécé@@cﬁﬂkﬂ%@%‘Qﬁ5t0§h5w C%§§w%ﬁ@ﬁg§ﬁe2%§ﬁyc% %Q%v1d1ng
console or the like is described. Fig.

sybtastIatieentifivangi tapd Isfe!rejd_ce@&ﬂeidlﬁ@%yﬁﬁﬁptlenand
screen for selecting one or nore from the plurality
thy pesleftiqn Rahproati on guocsysadingcor dileg seovithe
resent enbodi nent of ‘the invention. 20 [0117] The
g%Y%QﬁWQN?KfGF@eﬁoéh%ﬁﬁ1HqgﬂQH?reé -for selecting one
or q%ﬁ%3gron1the plurality of the authentication
processe is displayed on a console or the |ike

conngctgd LEchde A9RNLN ?)éé&@g% SELYELe 2095V i@ 8 LAN
or the like. Alternative the 25 selection screen

s abycthierdiisFbayedi on fﬂbmlﬂﬁérE&EBBMe, &k authentication

process manager 245 detects the service providing system ID

described in the selection information and updates

corresponding selection information stored in the

authentication process database.

(0114}

Although in the present embodiment, by way of example,
it is assumed that the respective types of authentication
units (216, 217, and 218} included in the authentication
unit 215 perform authentication by checking whether
encrypted dala can be decrypted, the authentication may be
performed in a different manner. For example, in a case in
which an electronic signature is attached to data, each
authentication unit (216, 217, or 218) may generate an
electronic signature based on the data and may perform
authentication by checking whether the generated electronic
signature is identical to the electronic signature attached

to the data.



S06P0238 processi ng apparatus used by a manager of
the service providing system 101. In this case, a

| ogin password or the like is input to the

i nformati on processi ng apparatus used by the
manager, and the agent system server 205 5

aut henticates the informati on processi ng appar at us
based on the input |ogin password. [0118] As shown
in Fig. 6, on the selection screen, various
checkboxes are displayed suygh_as a checkbox 601la for
10 selecting an authentication process perforrredgq%.l:,o238
the portable comunication term nal authentication
unitoﬁig to authenticate portabl e conmunication

ter ri 4 103 and a checkbox 601b for sel ecting an

céﬁﬂiﬁﬁﬂﬂd%abkoﬂugﬁgﬁ%%%%tiggr&gggggs€% the chal | enge

response aut hentication unit 218. It is possible
to speckbibafadidi UrabytEORDI Aati N p0h 088 O spd®IE ed
of the plurality of types of authentication processes
by eflectsed eloy i oheck{sygnaddone sponde ngodiheickb axe segQired.
depending on a required security level. [0119] 20
Tjreiarekienglorel by ir & yeREcRBox@sh®Oication processes

aut henticatio rocesses .to be perforned_by the
L R s SEEERT DR i dpedFt PRASLITE (e SSpELHS PR

AT SORRIRIOLIE oo Hesk O GG o
t Bke A aus8beel &g i 2P dr8l208kes &lecutable by the agent
system 105,

[0li6]

Now, referring to Fig. 6, a selection screen for
selecting one or more of the plurality of authentication
processes and inputting information indicating the selected
one cor more of the plurality of authentication processes to
the authentication process manager 245 via the ccnsole or
the like is described. Fig. 6 illustrates, in a simplified
manner, the selection screen for selecting one or more from
the plurality types of authentication processes according to
the present embodiment of the invention.

[0117]

The selection screen shown in Fig. 6 for selecting one
or more from the plurality of the authentication processes
is displayed on a console or the like connected to the agent
system server 205 via a LAN or the like. Alternatively, the

selection screen may be displayed on an information
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S06P0238 |If an Update button is clicked, selection
information is produced and transmtted fromthe
console to the authentication process manager 245.
By specifying proper authentication processes in the
above-descri bed manner, it 5 becones possible for the
agent system 105 to properly perform authentication
in the manner specified by the service providing
system 101. By using a conbination of a plurality of
aut henti cation processes,._idyhecones possible for
the service providing system 101 to arbitrarily sefcpgs33
the 10 security level as required. [0121] Wen

PBUALLI oo NS LIPS LB 520150

rocess 1s-se I'ng e che

thei Ao Nt yse¥at €01 10572 a ecy r pp ' e.1o

pdata readyfron115 t he ngﬁggn?gg%'I%:%ﬂ%ﬁlzg%%EEEQZ%E the

1ike prevemitt he daéaidfomatienngrbaspered abdahaclot 8seq
that each authentication unit 215 has this

by agebinenager) 0a22] thaNrrerdddiytbom ofrear €l0&ct roni ¢
signature in the witing 20 process is selected by

ALHEK G "R T BRetREVXHOTE, PEREC§8FRA i mdiai hgsed on
B dho Rt B FheSibncont act |1 G card modul e 223 {o
prevygnigjhe data from being tanpered with. Wen this
aut henti cati on process is selected, the agent system
105a35snemer ot 8. AN ¢l eat tR81 Se Bd@NAULRrEEAM variocus
recei ved data and - 52
checkboxes are displayed such as a checkbox 60la for
selecting an authentication process performed by the
portable communication terminal authentication unit 217 to
authenticate portable communication terminals 103 and a
checkbox 601lb for selecting an authentication process
performed by the challenge response authentication urit 218.
It is possible torspecify an arbitrary combination of one or
more of the plurality of types of authentication processes
seleéted by checking corresponding checkboxes 601 depending
on a required security level,

[0119]

By clicking one or more checkboxes 601, authentication
processes to be performed by the agent system 105 are
specified. In the specific exam@le of shown in Fig. 6, a
check box 60la, a check box 60lb, a check box 60id, and a

check box 60le are selected.

[0120]
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S06P0238 checks whet her the generated el ectronic
signature is identical to the received electronic
signature. Note that each authentication unit 215
has this capability of checking the validity of the
data to be witten into the noncontact 5 IC card
nmodul e 223. [0123] Wen encryption in the reading
process is selected by checking the checkbox 601f,
the agent system 105 encrypts data read fromthe
noncontact I C card nodule_223 to protect 10 the data
fromtapping. Note that each authentication unit 2155535
has this capability. Wien this authentication process

is ect ed he servi ce providing system 101 has to
Sf% ah % ga% ebutton 1% ﬁ%lﬁ§e? %ﬁﬁﬁlqﬁy§PéﬂFT%%%°n

decrypt f ata enct ypt é he®%

1603 24duc kb JWher  gRCHYPEL O NEddh tRE WLLLLT\Y Y Q@SS IS

sel ected by checking the checkbox 601g, the service
aPEBYhEH i isYS beBrdfd mempgarptos sdat Byt Sodiel MFiingt @Roper
into the noncontact IC card nodule 223 to protect
atheenat @ tficonptrappeags Mhethd hiboveadé hentbhetiaaner, it
process is selected, the agent system 105 has 20 to
bRERRSHIP AT P& EPY el 8l F s iSYG TERel Parkd dulomerdyst em

pa hentication key. Each authentication unjt 215 has

PhE B P eg o Bogh i GTPRE HRESLTE e wEPet on

sb 04 N80 00RGENLACE o4 G gar d DUl £, 225 L A2 00 23¢
Conmuni'cati on grogess m“?ﬁ aﬁ%gncon?act ? r

pmﬁﬁﬁdfty oF3authentication processes, 1t becomes possible

for the service providing system 101 to arbitrarily set the

security level as required.

[0121]

When addition of an electronic signature in the reading
process is selected by checking the checkbox 601d, the agent
system 105 adds an electronic signature to data read from
the noncontact IC card module 223 to prevent the data from
being tampered with. Note that each authentication unit 215
has this capability.

[0122]

When addition of an electronic signature in the writing
process is selected by checking the checkbox 60le, the
service providing system 101 adds an electronic signature to
data to be written into the noncontact IC card module 223 to
prevent the data from being tampered with. When this
authentication process is selected, the agent system 105

generates an electronic signature from received data and
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S06P0238 Now, referring to Fig. 7, a comuni cation
process with a noncontact |IC card nodul e, including
an aut hentication process, perforned by the

aut hentication unit 215 according to the present
enbodi nent of the invention is described. 5 Fig. 7 is
a sequence diagramillustrating, in a sinplified
fashi on, authentication processes performed by the
system authentication unit 216, the portable

communi cation termnal authentication unit 217, and
the ID authentication unit 219 and al so iIIustra§6§E5238
a comuni cation process with a 10 noncontact |C car

dul e. 0126] As sh in.Fig. 7. wh _
B e e
180FIRL £l Rl SLHL 0GR A REE! 0 BRLh I dI® wote that

application software 203 first accesses the service
edbnpaoMiditngasebMenn20 2 (SteR ROL) caPd £1 thal MB8Bcking
the application software 203 has already |icense

thaf vahititon ofi hdecddingi@ kgr antiedehi tensesheaandnicbnt het
granted license information is valid, the
Iqpprreatabreséfbwar e 203 does not access the service
prow&ﬁ?gq server 201. 20 [0127] Wen the application

sof t 203 accesses the service providing server

208, WIS PUERUL O 8 Loding Bhodled U cLikeels v,
cREOWIl NG1cS@h¥BkHER 160120, [ 28hentS4ystem 105 encrypts
data read from the noncontact IC card module 223 to protect
the data from tapping. Note that each authentication unit
215 has this capability. When this authentication process
is selected, the service providing system 101 has to decrypt
the data encrypted by the agent system 105.

[0124]

When encryption in the writing process is selected by
checking the checkbox 601g, the service providing system 101
encrypts data to be written into the noncontact IC card
module 223 to protect the data from tapping. When this
authentication process is selected, the agent system 105 has
to decrypt the received data using the particular system
authentication key. Each authentication unit 215 has the
capability of decrypting the data to be written into the
noncontact IC card module 223.

[0125]

Communication Process with a Noncontact IC Card Module
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S06P0238 |If the service providing server 201

receives individual information fromthe application
software 203, the service providing server 201
produces granted |license information as described
above (step S702), and transmts the resultant 5
granted license information to the application
software 203 of the portabl e conmunication termn na
103 that issued the request (step S703). The
application software 203 frapsfers the received
granted license information to the agent system S06P0238
server 205 through the execution part 213 (step
S7O§QWJ19e gggqgef&p%v%ragted license information is,
not ‘di'rectlry T transhitted 't ot REVAYEH* &y st BAPSeF ¥ ertth

a2Q§nééﬁHQéHWQC$%5¥acﬁod&¥év”fﬂcﬁgdﬁxat§H1%#Eﬁﬁ%ﬁ$%gtion

i ndependence in ternms of the security
pBeCyes S reafokaeachy emed. at0b28k catboll Eh0OUTN 5 BcbBBding
present enbodi nent, in the transm ssion process
tostlep BFGENL ehbodinemt cpplhiecaniventldh acquiasedibyd.
the ID acquisition nodule 208 is also transmitted
Fidget Hetr 2 SPUPBCAofidBEEs ddAUPyrpbERY r €t too Stimahs i ed
fghﬁig{i%p% ag@Lic tion I D For exaggle, i.n a _case in
WA EH 1t B EPBR 26 At h AR SnPHF beBae i et Rgstenm
i : li.cation [ c jt. 1S no .
NI A D o RSB Sl st o gppinar
abfhdhel Rgesh system seraRl +2@51hesiNes WA L8dunit 219

license 25 information and the client application ID
afid oM ddhd lpostabt éng Hommunication process with a
noncontact IC card module.

[0126]

As shown in Fig. 7, when authentication associated with
a portable communication terminal 103 is performed, the
application software 203 first accesses the service
providing server 201 (step S$701). Note that when the
application software 203 has already license information
indicating a granted license, and if the granted license
information is wvalid, the application software 203 does not
access the service providing server 201.

[0127]

When the application software 203 accesses the service
providing server 201 via the execution part 213, URL or the
like is employed to indicate the address of the service
providing server 201.

[0128]
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S06P0238 communi cation termnal 103, an ID

aut hentication process is first perfornmed by the ID
aut hentication unit 219 based on the received client
application ID (step S707). [0131] 5 More
specifically, in the I D authentication process by 1D
authentication unit 219, it is checked whether the
received client application IDis identical to the
client application ID that was stored beforehand in
the database (the client_application database) of
the agent system server 10 205 when the client S06P0238
application was registered as the application

sof tware 203. [0132] .Af.ter the |ID authentication .
o 0ddo L | HOSTEE STPeS hRETOAY g Ives Lidividual
iﬁ#&fﬁﬁﬂﬂdﬂakkgﬂ,Eﬁecéﬁﬁiféﬁ%ﬁaha%896w5£g éJga %%e ervice
portabl e conmuni cati'on term nal 103 1s perfornme ﬁy
pi&ei dipgy tsalve rc oMU &ald@N girehitAal i Al Nentirealh0hon as
unit 217 (step S709). Mre specifically,
desthidritd edbiven (ssepes T@rnedndby rehsekinghshekban taht
is possible to successfully perform decryption using
IE¥HE-G ilevrenaat hrhPTeatlon teefhe2app Diraldrane spéhdang 203
o t he ckigg%uauthentication ke¥ 221b used by the
°bortabi®d ‘EoMTuRPERET O ternitRar o3 14 didtypesead the

r&&@égte_d(sltieﬁegsfsﬂ .nf Of A taié)g)triﬁc!atignescg@crv}aq:%l %Qi7transfers

conmmuni Catl on termn entl cation Un! t
tI84IGERRAS eldN g QR F 8811 YeeRRY fiQRRL-AGL A4S TP RN 5 gL e system
as

portabl e communication termnal 25 103 is regarded
sarveautdisr ithedugler theadxecuti6n part 213 (step S705).
Because the granted license information is not directly
transmitted to the agent system server 205 from the service
providing system 101, high independence in terms of the
security of both servers can be achieved.

[0129]

Although in the present embodiment, in the transmission
process (step $705), the client application ID acquired by
the ID acquisition module 208 is also transmitted together,
it is not necessarily required to transmit the client
application ID. For example, in a case in which the ID
authentication process using the client application ID is
not selected, it is not necessary to send the client
application ID.

[0130]

If the agent system server 205 receives granted license

information and the client application ID from the pertable
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S06P0238 [0133] Although in the data conmunication
system 100 according to the present enbodi nent of

the invention, it is assumed, by way of exanple,

that the authentication associated with 5 the

portabl e communication termnal 103 is perfornmed in
the above-descri bed manner (in step S709), the

aut henti cation of the portabl e conmunication

termnal 103 may be perforned in a different way.

For exanple, the authenticaigon of the portable
conmuni cation termnal 103 may be performed (in @%690238
step S709) when the authentication according to the
cGRALL 08 oFCERPREE, BINO S 1B0L,PRLLL %egecq_on Brblss s
case, the authentication process can be Si i 1 éd

fansk At feemepehiOrRBAID A nRBEeceE {4 €1 @it MBRNGEsed on
[0134] 15 Although in the data comruni cation system

tiO0ramciordi rgiebd ¢hel present Iensdemesitonf. t he
invention, it is assunmed by way of exanple that

autH@ﬁ@ﬂéatlon associated with the portable
ni cation_ter is_perfornmed (in step

570 rej ppegthigt® Qgs@aFﬁFyIPeﬂtﬁhﬁé’&lﬁ& e;@ilflameﬁﬁe by
Ig aﬁﬂﬁgﬁﬁkaﬁggﬁognﬁéﬁgfj d%ﬂ&@”&ﬂ é $%§3 fOEgg]

conmmuni cation term In s

rédeth@ authent hfﬁii@i\:ﬁrp(‘l@s%( §a§@t§7ﬁ9)toa$:%90 b@i&@'t
with the portable comunication term nal 103 by the

apolicien?5Dconaunicatd redebaEaathawd henttheatia@Abase
unit 217 is conpleted, - 57

(the client application database) of the agent system server

205 when the client application was registered as the

application software 203. |

[0132]

After the ID authentication process (in step S707) is
completed, the authentication process asscciated with the
portable communication terminal 103 is performed by the
portabie communication terminal authentication unit 217
(step S709). More specifically, authentication is performed
by checking whether it is possible to successfully perform
decryption using the client authentication key 221la
corresponding to the client authentication key 221b used by
the portable communication terminal 103 to encrypt the
granted license information. If the portable communication
terminal authentication unit 217 succeeds in correctly

performing decryption, the portable communication terminal

103 is regarded as an authorized terminal.
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S06P0238 an aut hentication process associated with
the service providing system 101 is perforned by the
system authentication unit 216, based on the
decrypted granted license information (step 5711). 5
[0136] The system aut hentication unit 216 perforns
aut henti cation by checking whether it is possible to
successfully decrypt the granted license informtion
decrypted in the authentication process (S709) by the
10 portabl e conmuni cation_tegmd nal authentication
unit 217, by wusing the system authentication keysgepgssg
220a corresponding to the system authentication iey
220b(§§%3 in the encryption perfornmed by the service
provﬁ Ing system 101. If the system authentication

uni 121246, §HCEREMSe | dk COIREhLhY cd0i BT TNG 0bNEccording
decryption, it is determ ned that the service
tprove dimgeser ¥RbodOdehts ovalind ih0387]on Al tthaugh skimed,
the present enbodinent, it is assuned by way of
bgxanpl e thrameihe shat ephautiidéenitcastom wEdo@bedndith

20 the portable communi cation term nal authentication
Chni ROPEPLY FEMHERYCH hidhe AiReAt LAt ivrPapfiormed7in the

-BEELOKN. AUNCHLLESLT oy AEISOHLTE VRSB E L3 g o
cRYthentdat LORmABYca b PAHERBY | 63 ndl] ffe bty in

For exanple, in a case in 25 which data includes an
aadiaehecthteh@ol r onbe StOAlUr @het BRthe®8ication of the
portable communication terminal 103 may be performed (in
step 8709) when the authentication according to the
challenge response method is not performed. In this case,
the authentication process can be simplified and can be
performed in a more efficient manner.

[0134]

Although in the data communication system 100 according
to the present embodiment of the invention, it is assumed by
way of example that authentication associated with the
portable communication terminal 103 is performed (in step
5709), it is not necessarily required to perform the
authentication associated with the portable communication
terminal 103 {(in step 35709).

[0135]

If the authentication process (step 5709) associated
with the portable communication terminal 103 by the portable

communication terminal authentication unit 217 is completed,
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S06P0238 system authentication unit 216 and the
portabl e comuni cation term nal authentication unit
217 may produce an electronic signature based on the
data and may perform authentication by checking
whet her the generated electronic 5 signature is
identical to the electronic signature attached to
the data. [0138] After the authentication processes
by the ID authentication unit 219, the portable
communi cation termnal 10_agt hentication unit 217,
and the system authentication unit 216 are S06P0238
conpl eted, the decision unit 225 deterni nes whet her
execution of the co [ rocess with

to rmit. icatjo

PRt THGHESH AT PEOGTd TOUULE 223 0" ( TS portabre

¢9 ' ' ' 103 hag..i t he
preggg£?§q%§§£ﬂ‘gﬁﬁyﬁga%% regﬁg?kgf@?ﬁeggﬁgﬂ%ntication
aReRéQE R iy Lhecapt Hentd £t IN chenbbc 2k5 and hased
on the usage license information described in the
lgransedidficeaséonnf sremtd il )(.step S713). [0139] If
the decision unit 225 grants perm ssion to execute

20 tHE3&dmuni cation process with the noncontact |IC

card, nodul 223 (step S713), nutual authentication
bet “¥Re®"cd ARG Ut t 235° iRt fores

aQQR&M@acctiolncb%aE:ge %gf}get%h eri S+ PEL ;Eg‘g%ef%l\élt %é)t he

conmuni cat 1 on networ e gatewa

sPEskeS FILONMHREE b E O b efMifdedl 18 cehibe bassskatbihon 25
113, and the execution part 213 of the portable 59

decrypted in the authentication process (S709) by the
portable communication terminal authentication unit 217, by
using the system authentication key 220a corresponding to
the system authentication key 220b used in the encryption
performed by the service providing system 101. If the
system authentication unit 216 succeeds in correctly
performing the decryption, it is determined that the service
providing server 201 is wvalid.

[0137]

Although in the present embodiment, it is assumed by
way of example that the system authentication unit 216 and
the portable communication terminal authentication unit 217
included in the authentication unit 217 perform
authentication by checking whether it is possible to
successfully decrypt encrypted data, the authentication may
be performed in a different way. For example, in a case in

which data includes an attached electronic signature, the
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S06P0238 communi cation term nal 103 (step 5715).

More specifically, in the nutual authentication, the
comuni cation unit 235 checks whether the IC card ID
of the portable comunication termnal 103 is
identical to the ICcard IDincluded in the 5
granted license information. [0140] Al though in the
present enbodinment, it is assunmed that the nutua

aut henti cati on between the conmmuni cation unit 235

and the noncontact |IC card dul e 223 is perforned
via the 10 communi cation network 106, the gatevvayso6PO238
117 t he packet comuni cati on network 115, the base

tion and.the execu |on part 213 of the
S EAGT e e At B of Boarothabiut ual

caﬁm@mg&]aga W MY Pe.pald l@%&loﬁ i %{grnfggge e

For exanpl e e mut ual aut henti cati on

af O@mmue&mcorglgahtuz&om the theneept agtd fzy tcp%r‘%orm
nodul e 223 may be perforned via the reader/ wi

a@shept 5%&ltS)on p@lébickidg thethetruaheagéheritientdlert ronic
bet ween the communi cation 20 unit 235 and the
Sﬁ@%@ﬁt%é{s igeniiga bt &2 2d docs roptcessindtiyre attached
|l eted (step S715), the comrunication unit 235
t?r% 'S %gﬁ to the noncontact |C card nodul e 223,
|nL§L on indicating the details of the
nlcétlon process specified by the request

receined €hB §tERerQ)riloR g%&@&&ytﬂ]ﬁ%ﬂ C&pi on
process associated with the portable -

authentication unit 219, the portable communication terminal
authentication unit 217, and the system authentication unit
216 are completed, the decision unit 225 determines whether
to permit execution of the communication process with the
noncontact 1IC card module 223 of the portable communication
terminal 103 that has issued the request, bkased on the
result of the authentication performed by the authentication
unit 215 and based on the usage license information
described in the granted license information (step S713).

[0139]

If the decision unit 225 grants permission to execute
the communication process with the noncontact IC card module
223 (step S713), mutual authentication between the
communication unit 235 and the noncontact IC cardﬂmodule 223
is performed via the communication network 106, the gateway
117, the packet communication network 115, the base station

113, and the execution part 213 of the portable
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S06P0238 communi cation term nal 103 or received
separately after the authentication process is

conpl eted, thereby performng the comrunication
process with the noncontact 1 C card nodule 223 (step
5717). Al though in the present enbodinent, the 5
communi cation (in step S717) is perforned in a secure
manner using the encryption/decryption keys, it is
not necessarily needed to performthe comuni cation
in such a manner. [0142] _Id4q4the noncontact |1C card
nmodul e 223 receives fromthe 10 communication und ¢6P0238
235 communi cati on process |nfornat|on |nd|cat|ng,

exa t ha 0i. nt r 0 .
Gt AR LE S L e £

At})e futlle Shenage; Uititon t @ﬁengal‘aﬁ%f&uoﬁ ?1&9 235

nndu e 223 wites the point infornmation "80'

clagthLsmetAeri BhdSt@cenrdamce rwkhb ﬁ;@ﬁt@ﬂ@%&nﬁ@hh@ﬁtlon
process informati on. When the witing process is
teonpladt 43 Lespoasieidalf dromgheonC cadd CEl iimgluHat iheche
MW|t|n process is conpleted is sent to the
&ER8R URFerPIBonn a case where a further
pro%ggﬁ s specified as the conmunication process,
t he gLecified process is executed. [0143] Now,

ref %ﬁ&haggﬂolﬁ&e Srede UF‘Q Inccgﬂadénocn e&oggsgsm& Bhat

noncont ac | C card
tﬁ%ﬂﬂﬁﬁﬂélc@htﬁ@ntp&éﬁﬂ%ﬁﬁk@@%@gﬁrHEQ éﬁhﬂdﬁicatlon unit 235

aut hentication unit 215 according 25 to the present
amgirbdei mentoofatheId meent imoduils 223crs hedform6d via the
communication network 106, the gateway 117, the packet
communication network 115, the base station 113, and the
execution part 213 of the portable communication terminal
103, the mutual authentication may.be performed in a
different way. For example, the mutual authentication
between the communication unit 235 and the noncontact IC
card module 223 may be performed via the reader/writer 111
(step S715).

(0141}

If the mutual authentication between the communication
urnit 235 and the noncontact IC card module 223 is
successfully completed (step S715), the communication unit
235 transmits, to the noncontact IC card module 223,
information indicating the details of the communication
process specified by the request received (in step S705) in

the authentication process associated with the portable
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S06P0238 Fig. 8 is a sequence diagramillustrating,
inasinplified fashion, the authentication

processes perfornmed by the challenge response

aut hentication unit 218 and the ID authentication

unit 219 and also illustrating the 5 comuni cation

process with the noncontact |C card nodule. [0144]

As shown in Fig. 8, to authenticate the portable

conmuni cation termnal 103, the application software

203 first accesses the seryg ce providing server 201

(step 5801). 10 Note that when the application gngpg233
software 203 has already license informtion
R o taer e WL A aecRRle Ao Ea ey 2ter the
aS0fdWare 1203 9@@@@&@%@&&@@ SELYI G E)reg\fbgfnﬂgg the

server 201. 15 [0145] he service providing
carivElica2Qbnl peetyes windi thaduabnceonf ofdratd e Hr aputhe 223

application software 203, the service providing
(server71201 pRotucesh girarthed plicke ens eenbddimeatti, ohhas

descri bed above (step 5802), and transnits the
C?r@%ﬁc&ﬁtm?o(@? aht e Smaénslé PRF6PFERT O o SERBre manner

t 203 h
O e ARl L Va8 kT A A Rot pegRaserily
ne(éa&p 2003} £o bR 146] comﬁnqeaﬂsﬁt mw&ftm%g grough

then accesses the agen 5 system server
t he (exeguti on part 213 and - 62

If the noncontact IC card module 223 receives from the
communication unit 235 communication process information
indicating, for example, that point information 80" should
be written in a storage area (for example, at an address
"A"}) of the storage unit, the noncontact IC card medule 223
writes the point information "80" at the address "A" in
accordance with the communication process information. When
the writing process is completed, response information
indicating that the writing process is completed is sent to
the communication unit 235. In a case where a further
process is specified as the communication process, the
specified process is executed.

{0143}

Now, referring to Fig. 8, a communication process with
a noncontact IC card module, including an authentication
process, performed by the authentication unit 215 according

to the present embodiment of the invention is described.
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S06P0238 requests the agent system server 205 to
performthe authentication process (step 5805).
Al though in the present enbodinent, in this
requesti ng process (step 5805), the «client
application ID acquired by the ID acquisition nodule
5 208 is also transmtted together, it is not
necessarily required to transmt the client
application ID. For exanple, 1in a case in which the
I D aut hentication process_ugjng the client
application IDis not selected, it is not necessa%%FP0238
to send the client application ID. 10 [0147] If e
D authentication unit 219 receives.a cljent o
F3Bpl ¥ ¢t i%rF SABCPFEnT R PTTT doi & SEORMIRT cat® éh Pkt fapd
N I ' ' [ 1 for the ID
LUtk 10 P RE T R I Bk e PR By RE

ch&1 epRld GRtsieRsbDaleh &P R84 on uh9248] s 1dnd heel Bp

aut henti cation process by the ID authentication unit
ai®entsi sttdeasshilk| 912 capl efled, ithestehad denge:
response authentication unit 218 produces a 20
cemalterjd ceogacands t v ars Miltes noncpptahe Pordaasl eodule.
conmuni cation termnal 103 via a conmuni cation
netW@ﬁﬁ4@step 5809). [0149] If the application

sof tuarg.gR3: [ eepl ves Lhe hablenas . 29.code, Lipm the

agent system server 205, taHe appjrl catiron - ég
communication terminal 103, the application software 203
first accesses the service providing server 201 (step S801).
Note that when the application software 203 has already
license information indicating a granted license, and if the
granted license information is wvalid, the application
software 203 does not access the service providing server
201.

[0145]

If the service providing server 201 receives individual
information from the application software 203, the service
providing server 201 produces granted license information as
described above (step $802), and transmits the resultant
granted license information tc the application software 203
of the portable communication terminal 103 that issued the
request {(step S803}.

[0146]

The application software 203 then accesses the agent

system server 205 through the execution part 2132 and
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S06P0238 software 203 produces a response based on

the chall enge code and the granted |icense

information (step 5811). The response has al ready

been descri bed above, and thus an explanation

thereof is omtted herein. 5 [0150] The application
software 203 transmts the response to the agent

system server 205 via the execution part 213 (step

S813). Wien the response is transmtted to the agent
system server 205, the grapfed |icense information

is also 10 transmtted (step 5813). Note that theSO6P0238
granted license information nay be transmtted

separately. [0151 |f the chal | enge response

SRR o BT bT ST S ERebTEENOReEe t he
aGPALLenag fesponse. aut ient iLafshon Ap il 218 .\
produces a regponse frome he cha al | Bhge ' B hIPSaRy esent

cRbOELESD ane ﬁ:h@sgf:@@ﬁ@g:lﬂgc%l}%%ebgf @5{@5 's‘iﬁbssf)ec%hged

from the portabl e comuni cation term nal 103,
cslamtaﬂxﬂamneﬂontth@eqwﬁﬂnmm@etgenemaa¢qﬁhsmﬁm@a3&odu1e
erfornmed by the response generation nodul e 207. 20

F@l%?]ahﬁ? &reaseithed etedrhgrantiedis i e@ngecessarily
information received fromthe paqrtabl e conmunication

FERY T alt°LOF RET T ChEBR am%taéaﬂwafcm@npa?tabw exanple,
LA R LR ILDShn ek B8 L8 | SR 1O WRINE ne

authentlcatlon un ecr
cl el vgghi19r-ant ed ﬁbc@@sr?ot' @feQE%EHPnlﬁ‘S&@giotth%ecegéary

to send the client application ID.

[0147]

If the ID authentication unit 219 receives a client
application ID from a portable communication terminal 103,
the ID authentication unit 219 performs the ID
authentication process based on the received client
application ID (step $807).

[0148]

If the ID authentication process by the ID
authentication unit 219 is successfully completed, the
challenge response authentication unit 218 produces a
challenge code and transmits it to the portable
communication terminal 103 via a communication network {step
5809) .

[0149]

If the application software 203 receives the challenge

code from the agent system server 205, the application
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S06P0238 client authentication key 221a and then
produces the response. [0153] On the other hand, in
a case where the granted |license 5 infornation
received fromthe portable comruni cation termna

103 has been encrypted by the service providing
server 201, the chall enge response authentication
unit 218 first decrypts the received granted |icense
informati on wusing the system authentication key 220a
and then produces 10 the_rgsponse. [0154] After the
chal | enge response authentication unit 218 produg&gP0238
the response, the chall enge response aut henticati on

it 21 ks wheth th i d f
Rt T BR BB B it PRt 56 P19 coae
ahdeptd cala e qt Rec.gepes @Hnartq%aore§€%a{§82ff§e. The

chal I enge response authentication u
r86pEfidB NES thatatihent ¥y JOsRABSBSabdhE, | Hantirsal aho
each other, the chall enge response authentication
eyplan2li®rdetherapfiess t diatt ek hpoetiabl e 20

communi cation term nal 103, which is the sender, and
t he [9d@i ce providing server 201 are both valid, and

the __authentication is conpleted. [0155 If the
aut TS5 PERLT 6T BYDCuda By 2D ot EHATHdngsho5 TPaRpBHY &

t%%tgﬁgHé %@%Egﬁ nggegléb§“y1§:Q%elE&g%ﬁggggiﬁ§¥g QQ3_(step
5813}. When the response is transmitted to the agent system
server 205, the granted license information is also
transmitted (step S$813). Note that the granted license
information may be transmitted separately.

[0151]

If the challenge response authentication unit 218
receives the response, the challenge response authentication
unit 218 produces a response from the challenge code already
produced and the granted license information received from
the portabkle communication terminal 103, in a similar manner
to the response generation process performed by the response
generation module 207.

[0152]

In & case where the granted license information
received from the portable communication terminal 103 has
been encrypted by the portable communication terminal 103,
the challenge response authentication unit 218 first

decrypts the received granted license information using the
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S06P0238 unit 219 are conpleted, the decision unit
225 determ nes whether to permt execution of the
comuni cation process wth the noncontact IC card
nodul e 223 of the portable comunication term na
103 that has issued the request, 5 based on the
result of the authentication performed by the
aut hentication unit 215 and the usage |icense
information included in the granted |icense
information (step S817). - [4&4l56] The deci sion unit
225 may request the portable 10 conmunication S06P0238
term nal 103 via the comunication unit 235 to
c SHOR YaiEnt DL VL dale DTALMBLL OB, LGl dRA. N e
grante i cense I nformtio e fExecution part
rédsbrfe the portable comunication term nal 103
receives the request for the individual infornmation,
t he [@té8uti on part 213 acquires 15 the individua
information and transmts it to the agent system
ser Yer tesotg 3End,Ndre at hase tie e dthsi onapredebiscense
$ rformed by the decision unit 225 is not limted to

RSN éeﬂ%ﬁ‘é‘?ﬁi b2 G "EhBYE 2 RET %@Hﬂléatégn

t t 2
t%é?aghﬁeq03pgg?qﬁgéﬁzéﬁkr n| at|3ng?er%ﬁﬁ%ice ﬁa?gﬁ%}%g

sdddent f ¥hadcibe aoyd aﬁ@s%oﬁgm@el%t&%%ﬁﬂ 218
103 described in the granted license information Is

figentdeealpte ah@ordahlvedc oratpegal i @hdeeimifbahation
hardware ID 25 registered in the client application
usidgathgbayeteMargthergg cation key 220a and then produces

the response.

[0154]

After the challenge response authentication unit 218
produces the response, the challenge response authentication
unit 218 checks whether the response received from the
portable communication terminal 103 is identical to the
generated response. If the challenge response
authentication unit 218 determines that the two responses
are identical to each other, the challenge response

authentication unit 218 determines that the portable

communication terminal 103, which is the sender, and the

service providing server 201 are both valid, and the
authentication is completed.

[0155]

If the authentication processes by the challenge

response authentication unit 218 and the ID authentication
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S06P0238 registered in the client application ID
dat abase has a data structure including itens
“client application ID', "portable device hardware
D', "owner ID" identifying the owner of the
portable device, and "IC card ID" identifying the
noncontact 5 IC card nodule. [0158] |If the decision
unit 225 grants perm ssion to execute the
comuni cation process with the noncontact |1C card
nodul e 223 (step 5817), musal authentication
bet ween the 10 conmunication unit 235 and the S06P0238
noncontact |1 C card nodule 223 is perforned via the
manyg [ k ,106,. the.gate 17, .the.
uggcket %%%%%ﬁpgg%¥%%'neeﬂé¥fg%igg ?ﬁ%yﬁgéé SESETSRes
whdShe ARG REnEXeSH &0 RAIJE 243 ebmbidei RATAPLEocess
comuni cation termnal 103 (step 5819). More
wipecitd ealnkyntadd i ddel mebuak apshentdrgaticefablbe
conmuni cation unit 235 checks whether the IC card ID
cofmyrecagidiona bk emcomnif T dthiagn hasei pdwmed thE3 reguest,
identical to the IC card ID included in the granted

PPFL e Bhsf oPFRET ot oL sethessispt hudieninrioRd by the

resent enbodjinent,. it i ssuned that the t ua
a am%rgtn cla%éto Hon bgt %/\l/e‘tl’e nanﬂsw & %8 oNTiAT cg TR U ﬁingg §§%JE Lon

i 2@thddie iROREENE ALhd £ 16T Sa0e ke 2231 415 (%%E%ﬁ?%f
via the comunication network 106, the gateway 11
t he [packet communi cation network 115, the base
station 113, and the 25 execution part 213 of the
por tTakl éecomimmiwsEtt @35t wpmi paliuest6he portable

communication terminal 103 via the communication unit 235 to
supply the individual information included in the granted
license information. TIf the execution part 213 of the
portable communication terminal 103 receives the request for
the individual information, the execution part 213 acquires
the individual information andrtransmits it to the agent
system server 205.

f0157]

Note that the decision process performed by the
decision unit 225 is not limited to the example described
above. For example, as required, the decision unit 225 may
also check whether a portable communication terminal
hardware ID identifying the portable communication terminal
103 described in the granted license information is
identical to a portable communication terminal hardware TID

registered in the client application ID database. Data
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S06P0238 103, the nutual authentication may be
performed in a different way. For exanple, the nutua
aut henti cati on between the comunication unit 235
and the noncontact IC card nodul e 223 may be
performed via the reader/witer 111 5 (step 5819).
[0160] If the nmutual authentication between the
comuni cation unit 235 and the noncontact IC card
nodul e 223 is successfully conpleted (step 5819),

t he communi cati on unit 10_2§§_Iransnits, to the
noncontact |1 C card nodul e 223, information S06P0238
indicating the details of the comrunication process

specified b he request received during the
TR hatt GhopF bLets RGEALIEn JPt e THASobPaDRedata

s%??%%ﬂ%%?&%%%g%ﬁﬁglggkslggj%ktrggegyggtﬁgPQ¢ﬁleh%ortable

ntication pro 'S conplet'ed

abherehya Rerher fibRg & hgnecaFUIRLEaAt: 80i RS OGRS Swlkel-Nof the
t he noncontact 1C card nodul e 223 (step 5821). The
poonaind chtvier, paodeSsC parADmmEd iden st £pinS8&2k nSncontact

simlar to that performed in step S717 descri bed

IGboved wensdilehus a further explanation thereof is

omtted 20 herein. [0161] The authentication

prodé@é@é descri bed above with reference to Fig. 7 or

o, SRS o S5 e B S e

e N8 Lo iicatRERT BEHBL: s Ln thhe nbohbAWL At s+ 68 card module
223 (step S5817), mutual authentication between the
communication unit 235 and the noncontact IC card module 223
is performed via the communication network 106, the gateway
117, the packet communication network 115, the base station
113, and the execution part 213 of the portable
communication terminal 103 {step S$819). More specifically,
in the mutual authentication, the communication unit 235
checks whether the IC card ID of the portable communication
terminal 103 is identical to the IC card ID included in the
granted license information.

[0159]

Although in the present embodiment, it is assumed that
the mutual authentication between the communication unit 235
and the noncontact IC card module 223 is performed via the
communication network 106, the gateway 117, the packet
communication network 115, the base station 113, and the

execution part 213 of the portable communication terminal
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S06P0238 di scussion, an explanation of simlar
processing steps to those described above with
reference to Fig. 7 or 8 will be omtted. [0162] 5
As can be understood fromFig. 7 or Fig. 8, when only
the 1D authentication process by the ID
authentication unit 219 is perforned, it is
sufficient if the portable conmunication term na

103 transmts only the client application IDto the
agent system server 205 withput having 10 to transnit
the granted |icense information. Therefore,

not necessary to access the service provrdrng sys%%ﬁﬁ0238

101, although the result is a reduction in the
188cuhg Wé\?gr aut {ARH EHiRSe 823N PR Nt ebEeh imhe ri sk

F unauthgrlzed rt%gl ni cati on term na
%ﬁ%qiy “Fecel Ves EEMV] 1§HF5 éh?%ﬁlQEHéon
b@@&é@rpk%ec%%ﬂh%éw& t&?ﬁ'{" Bak 103 {}E@%cto%ta‘i:lae6%

client application ID to the agent system server

chhe rddentiGahb pNbPr eSS mes Pehf ohdetbdddr /writer 111
substantially the sane manner as descri bed above
(pketh Jedfer.ence to Fig. 7 or 20 Fig. 8, and thus an
explanatlon thereof is omtted herein. [0164]
Wi tliCA§0 brocess Now, referring to Fig. 9, the witing

pr o%%s m% qgl L 10 ebnoncont% | C card
Todd e 1233 ARkGE iP5 ERE: B e denBBaT e ion
uﬁeeczj&%qtdbehg%omnta%e $AELIURISE e £ is
successfully completed (step $819), the communication unit
235 transmits, to the noncontact IC card module 223,
information indicating the details of the communication
process specified by the request received during the
authentication process associated with the portable
communication terminal 103 or received separately after the
authentication process is completed, thereby performing the
communication process with the noncontact IC card module 223
(step S821). The communication process performed in step
5821 is similar to that performed in step S717 described
above, and thus a further explanation thereof is omitted
herein.
[0161]
The authentication processes described above with
reference to Fig. 7 or 8 may be modified, for example, such
that only the ID authentication process by the ID

authentication unit 218 is performed. 1In the following
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S06P0238 diagramillustrating, in a sinplified

manner, the witing process to wite data into the
noncontact |1C card nodule according to the present
enbodi nent of the invention. [0165] 5 Although in

the witing process shown in Fig. 9, an

aut henti cation process is not shown, it is assuned
herein that the authentication process has already
been perfornmed in a simlar manner as descri bed above
wWth reference to Fig. 7_0g38 10 [0166] As shown in
Fig. 9, inthe witing process to wite data intQypgozg
the noncontact |1C card nodul e 223, the application
dlSé&M@fe 203 f|£ L acgess s&%ﬁlsngICe Ggy s%ggs to
SeFVer 201 aRaP TP ansi T & 1 §qUest T i BT Or Rt N
th8§éLHH§H}158Q'MBQUQ|wﬂé£'ﬂE¥% EﬁEéoﬂo(é¥§9p75%91b will be
[0167] If the service providing server 201 receives
omim&@udual information fromthe application software
203, then, as described above, the service providing
servi@l o201 produces 20 granted |icense information

for use in the witing process (step S902), and

traf$nies PReundsiAtoaw tgPanted- |1 Songag-1 A orheR i LY

A8 L B SEALOT, SR UELe 0520 B NS HOTAADLE o v
2f§QH?§kw&%EﬁQd,S§93QS éﬁ%ﬂﬁ%%@%k 1f7§he portable
communication terminal 103 transmits only the client
application ID to the agent system server 205 without having
to transmit the granted license information. Therefore, it
is not necessary to access the service providing system 101,
although the result is a reduction in the security level,
which causes an increase in the risk that an unauthorized
portable communication terminal illegally receives service.

[0163]

After the portable communication terminal 103 transmits
the client application ID to the agent system server 205,
the authentication process is performed in substantially the
same manner as described above with reference to Fig. 7 or
Fig. 8, and thus an explanation thereof is omitted herein.

[0164]
Writing Process

Now, referring to Fig. 9, the writing process to write
data into the noncontact IC card module 223 according to the

present embodiment is described below. Fig. 9 is a sequence
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S06P0238 Subsequently, the application software 203
sends a request to performthe witing process to the
agent system server 205 via the execution part 213
(step S905). The agent system server 205 perforns
aut henti cation associated 5 with the portable

comruni cation termnal 103, although an explanation
of details thereof is omtted herein. [0169] If the
decision unit 225 in the agent system server 205
determnes that the communigation process should be
10 permtted, the communication unit 235 and the S06P0238
noncontact I C card nodul e 223 perform nmut ua

t hent i ti t . S907).. T t | o
IR S 2R R ook 7 < ier et P Eate T m theuFERSIng
. e T . Fur

pdstell fenghucbagause i i BRRLOLPRA. 1 8 SmLal.

manner as descr ove. 15 [017 f the nu
aadbhetd aat ka8 (5480 SWhodishensUEEESSd Uldwention.,
conpl eted, the comunication unit 235 in the agent
systl@hesér ver 205 requests the application software
203 to supply data to be witten in the storage neans
in t%hzeggoh%d%heaamrt@n@apaoa%%lSélomrs ipsEep- SHOPN
% 171]. The application software 203 transmts the
PR VR T L PaRT8T°TT cEhd¥@hi PG Rat T bl SSSseMafebetifih

t‘ﬂ%? WM taﬁu%ﬂen{?{%g)g& g!}%cte'l‘% gég.&‘aif DR, WL SN L0 1oy
the agent system server 205°Vi & T he ‘execut Fon part
iR13 {5teRrShhher-adldescribed above with reference to Fig.
7 or 8.

[0166]

As shown in Fig. 9, in the writing process to write
data into the noncontact IC card module 223, the application
software 203 first accesses the service providing server 201
and transmits request information including individual
information (step S901).

f0167]

If the service providing server 201 receives individual
information from the application software 203, then, as
described above, the service providing server 201 produces
granted license information for use in the writing process
(step S902), and transmits the resultant granted license
information to the application software 203 of the portable
communication terminal 103 that has issued the request (step
5903) .

[0168]
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S06P0238 [0172] The data that is witten in the
communi cation process (step S911) may be produced by
the application software 203 or may be directly
supplied fromthe service providing 5 server 201

Al ternatively, other data nay also be witten in the
comruni cation process. [0173] In the conmunication
process (step S911), the data to be witten and the
granted license information for use in 10 the
writing process are encryptggd using the cIient

aut henti cation key 221b, as shown in Fig. 3. 1%5@90238
If the authentication unit 215 receives the data

b tt dt t d I f ti
res LB AN (OB MR ER RS TP et e PR e 804t i
r@as&e@teoc% @BrHNE e 2H6 (OF gI Es%oegggapé ethfeom&éﬂkcegw&n

térm nal authentlcatlon unit *217 decry
senesy moed vdat ahé cebe-wiidd @arandigr &Wé@d sdolsqenS@he

i nformati on associated with the witing process. By
aghecld rrgremhetheer t e dqeorfypinsonuthem tbhiecasionesstubi yted

20 perfornmed, the authentication unit 215 verifies
wite Whg |Pd’|rtt?bl%fc‘?rﬁ@l%1§ra\ﬁl@@ bEBYieh hg Ger wditheogh orn

tab conmuni cati on. term pal which is
PR Eiclr o5 ‘T He: Har 8 lepoSOESEe] OFFSl P55 The
decw%hgg]unlt 225 determ nes whether the respective

72
If the decision unit 225 in the agent system server 205

determines that the communication process should be
permitted, the communication unit 235 and the noncontact IC
card module 223 perform mutual authentication (step S$907).
The mutual authentication process is not described in
further detail herain because it is performed in a similar
manner as described above.

(0170}

If the mutual authentication (step 89%07) is
successfully completed, the communication unit 235 in the
agent system server 205 requests the application software
203 to supply data to be written in the storage means in the
noncontact IC card module 223 (step S59%09).

(0171}

The application software 203 transmits the received
granted license information associated with the writing
process and the data to be written to the agent system

server 205 via the execution part 213 (step S5911).
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S06P0238 itens of the usage |icense such as the
usage count described in the received granted
license information are valid (step S915). If it is
determined that the usage license is valid, the

deci sion unit 225 conmmands the communi cation unit 235
to 5 performthe witing process. As for the itens of
the usage license, in addition to the usage count,
the decision unit 225 may al so check other itens
such as the portable termnal _hardware ID. [0176]

10 The communi cation unit 235 transmts a wite 6P0238
command together with the data to be witten to %%
nonc Lﬁét IC card nodule 223. In accordance with

t he command, the noncontact |1C card nodul e 223

t t d d t
2{LF§§%d%§Ft§%§%g%5%8%%%' % thé g&%@ﬁuﬁﬁ%ﬁog p%ggess

(PEOS eSS BCGRILRYptedthey ﬂf;ﬁ%@t a@ﬂ@ggam do¥tware 203
conpleted. [0177] Although in the witing process

oshoawm ben dHirgctly shpplikat af tom heewsett e gbtildgng
license informati on associated 20 with the witing

sproeesd lar e fefierppt etk I 1 hederadand rae alicdesgritten
i nformati on may be treated in a different way. For

1R x DI CHEEAE Ot PEYCSRR, be performed in the

wﬁltﬂ di9 5 Process or an el ectronic signature may be
attacheg to the data. Alternatively, after an

el ecty QRieC -Shghdd 418 drs p%%cé%%a%‘@@b tsPalt:Lhe datagatheo
data with the attached el ectronic -

be written and the granted license 1nformatlon for use in
the writing process are encrypted using the client
authentication key 221b, as shown in Fig. 3.

[0174]

If the authentication unit 215 receives the data to be
written and the granted license information associated with
the writing process, the system authentication unit 216 or
the portable communication terminal authentication unit 217
decrypts the encrypted data to be written and granted
license information associated with the writing process. By
checking whether the decryption can be successfully
performed, the authentication unit 215 verifies the wvalidity
of the service providing server 201 or the portable
communication terminal 103, which is the sender of the data
(step S5913).

[0175]

The decision unit 225 determines whether the respective
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S06P0238 signature may be encrypted. That is, any
conbi nation of one or nore processes for security
may be enpl oyed. [0178] Reading Process 5 Now,
referring to Fig. 10, the reading process to read
data fromthe noncontact |IC card nodul e 223 accordi ng
to the present enbodi nent of the invention is
described below. Fig. 10 is a sequence di agram
illustrating, in a sinplified manner, the reading
process to read data fronltZg noncontact 10 IC card
nodul e according to the present enbodi nent of the
i nvention. [0179] Although in the reading processV6F0238
Shown in Fig. 10, the authentication process is not
LEABWOT i the $5agsuAdEChR? eTUPNLS St RAE BhRge count described
.authentication process. has al ready been perforned in
L L T e 5 oLt ROGVES i Th T 6T dence (Pber

[ T-or:.8.. . [ ' 1 the . .
Sg%% icé%?éﬁgégf9%gg%m5®%i§%%%2thgoﬁgg %qﬁ%%?nﬁﬁals valid,

tPEr d&F 18 ibr @@ditng 2pr 6688snd thike -3gRhh i SYSIAMSLRVERs to
205 via the execution part 213 (step S1005). The

pagéatn sitst emiséngepr208s per ffor MeravhbentémwatdfOrthe usage

associated w th the portable comrunication term na
lipgnseyl thoggiahonekpl Hitatisavcofodet ai the tdrariedponi snit
28gﬁrgat1yedalhseor % gbkzgt{lg:g'sjﬂeﬁs 754111ch as the portable terminal
hardware ID.

[0176]

The communication unit 235 transmits a write command
together with the data to be written to the noncontact IC
card module 223. In accordance with the write command, the
noncontact IC card module 223 writes the data in a specified
storage area of the storage unit (step $917). Thus, the
writing process according to the present embodiment is
completed.

[0177]

Although in the writing process shown in Fig. 9, the
data to be written and the license information associated
with the writing process are encrypted, the data and the
license information may be treated in a different way. For
example, no encryption may be performed in the writing
process or an electronic signature may be attached to the

data. Alternatively, after an electronic signature is

attached to the data, the data with the attached electronic
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S06P0238 |If the decision unit 225 in the agent
system server 205 determ nes that the conmunication
process should be permtted, the comruni cation unit
235 and the noncontact IC card nodul e 223 perform
mut ual aut hentication (step S1007). 5 The nutual
aut hentication process is not described in further
detail herein because it is perforned in a sinmlar
manner as descri bed above. [0182] If the nutua

aut hentication (step S1007),is 10 successfully
conpl eted, the communication unit 235 in the age 6P0238
system server 205 transnits a read command to the

noncontact |1 C card nodule 223. On receiving the read
SEEMEHE e PRoRRERYRICTY 1 CTEa d tRnddTe 2P ineddsndaf aone

r i.fied storage.area of the storage unit

0%5%559§T%%§%?6ngiﬁ ?%%gﬁ%:cgﬁ?ac? ?%?%)fﬁﬁnndule 223

readgt/ge data, the noncontact |IC card nodule 223

transmts the read data as a reply to the
Readimmiraalcdesd unit 235. It is assuned that the

storage area (address) of the storage unit from which

to Nemadreherdna tics HgecilPi etheherading pequess i@ read

i ssued b¥ the 20 agglication software 203 (ste

P
dagHoByem he183NCPRteHe Kg&irdsTeteht serv erccpgging to the
pre(:tel vee%nbtolglcjaL gg ao%r m {Ipeen gnecont agt | C caéﬂbrﬁ%)dul L

575 TR RECSY S alt heht i TRl O O udtt 9538 brehrit v Fig-
1@uientiecathon ypLs-af 1hesa98RELSYSLeM 23,985 ¥eL 4205

encrypts the data using the system aut henti cation -
mdfmer, the reading process to read data from the noncontact
IC card module according to the present embodiment of the
invention.

[0179]

Although in the reading process shown in Fig. 10, the
authentication process i1s not shown, it is assumed herein
that the authentication process has already been performed
in a similar manner as described above with reference to Fig.
7 or 8.

[0180]

As shown in Fig. 10, the application software 203 sends
a request to perform a reading process to the agent system
server 205 via the execution part 213 (step S81005). The
agent system server 205 performs authentication associated
with the portable communication terminal 103, although an

explanation of details thereof is omitted herein.

[0181]
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S06P0238 key 220a (step 51011). [0184] The agent
system server 205 transmts the encrypted read data
to the portable communication termnal 103 via the 5
conmuni cati on network 106 (step S1013). [0185] If
the application software 203 receives the encrypted
read data, the application software 203 transmts
read request information including the encrypted
data and 10 individual information to the service
providing server 201 (step,;p1015). [0186] |If the
i cense authentication unit 241 receives the req%g 0238
information, the |icense authentication unit 241

decrypts the received data using the system
aut H F%@a FSﬁSl%%jnyﬁb%ZgoFPeE%%n%ﬁ?ﬁft%ysFﬁ@ §¢ETemM20°

a8HLhRnid £ab, %nthgygé?wgﬂniém%_ni cbhg.data encryption

process pertorne e servic provi di ng server

p20iki t 4, pPehkokBiidnt e AaCryRti 085 LAG tld GRRSGntact 1
aut hentication unit 241 verifies the validity of the

c20d serduilee 2pBopkdiagn seraerl 20thehi that ot hestdat 81007) .
sender (step $S1017). [0187] The |icense

Thetmerid lc apitbanbhfe t DL prstacisevés the dédamdpsd in
correspondi.ng.to the client application |ID described

ESEERGT (4 - BPUBYT rRYIRSY ilhf P nBEF BN 19brint Resimilar
nbhCENSE wellribed above.

[0182]
If the mutual authentication {(step S1007) is
successfully completed, the communication unit 235 in the

agent system server 205 transmits a read command to the

-noncentact IC card module 223. On receiving the read

command, the noncontact IC card module 223 reads data from a
specified storage area of the storage unit (step S1009). If
the noncontact IC card module 223 reads the data, the
noncontact IC card module 223 transmits the read data as a
reply to the communication unit 235. 7Tt is assumed that the
storage area (address) of the storage unit from which to
read the data is specified when the request is issued by the
application software 203 (step S1005).

[0183]

If the agent system server 205 receives the data from
the noncontact IC card module 223, the system authentication
unit 216 or another authentication unit of the agent system

server 205 encrypts the data using the system authentication
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S06P0238 dat abase (not shown) and checks whether the
respective itens of the usage |license such as the
usage count are valid based on fromthe |license

dat abase (step 51017). As for the itens of the usage
license, in addition to the usage count, the 5
decision unit 225 may al so check other itens such as
the portable terminal hardware ID. [0188] |If the
aut hentication by the license authentication wunit
241 is successfully passed (sstep 51017), the data
read 10 fromthe noncontact |C card nodule 223 issq¢pp2338
transmtted to the portable comrunication term na

0 receiving the data, the data is
kéfga{ayegtéé %?bléhlay screen by the application

sof tpyape]203. [0189] 15 For exanple, in a case in

whi ch the service provided by the service providing

systrem 264nti Ssy<teagi werpeirnt8s tiaforingt tes bpdigstddag

the current total point or the like is read fromthe
repheritade FRechedtavidulceom228iaaticn spdmyied ! 3A3thea the

di s screen to informa user of the point. Thus,
© "P’}Jréy P

Ae58i AGEBrotest dcEsPdPhG th- the present
enmbodi ge is conpleted. [0190] Although in the
readi ng Erocess shown in Fig. 10, the read data is

encryptrd, aﬁﬁTﬁJ&%ﬁ%nd%EQtHEYebfbirfﬁﬂé@@e%ntﬂeszfrypted

di fferent way. For exanple, no encryption may
rgef fartedihe 7dpplication software 203 transmits read

request information including the encrypted data and
individual information to the service providing server 201
{(step S1015}).

[0186]

If the license authentication unit 241 receives the
request information, the license authentication unit 241
decrypts the received data using the system authentication
key 220b corresponding to the system authentication key 220a
used in the data encryption process performed by the service
providing server 201. By performing the decryption, the
license authentication unit 241 verifies the validity of the
service providing server 201 which is the data sender (step
51017) .

[0187]

The license authentication unit 241 retrieves the
license corresponding to the client application ID described

in the received request information from the license
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S06P0238 in the reading process or an electronic
signature nmay be attached to the read data.
Alternatively, after an electronic signhature is
attached to the data, the data wth the attached

el ectronic signature may be encrypted. That is, 5 any
conbi nati on of one or nore processes for security may
be enployed. [0191] The sequence of processing
steps descri bed above with reference to Figs. 7 to
10 may be performed by meansgaof 10 hardware or
software. Wien the processes are perforned by S06P0238
software, a software programis installed on an

i or nation rocessi appar at us, such as a , ,
ob DL O SBEOE PRl AR ARl S BpecripRaf toms

ok hend nf-Qiqmmti; 00, PE 05855 TN t@@p@eaggsméw%eo‘;}%ﬁg_ based
the agent system server 205, the Service 15 providing

osef vl 21,1 ieknkbed Py §seepmEn0TAf | Omd o RAE items
103. [0192] The program may be stored beforehand in

of hehsstusraaige 1imeds em suchidag i@nhapdtide sksagre @oROW, the
installed in the 20 conputer. Alternatively, the

dRFBYrAMUTEY Bé°sPRY Al sq 1 eeGKdedier ehpiarguop gp the

ermanent ly .on fl isk, a CD ROM (Conpact D sc
P é%%%éﬁE?Iﬁ%ﬁg%sy?rﬁﬁﬂ%tgk%whgnetoopticaI) di sk, or a
DVD [(Rsgit al Versatile Disc). [0193] 25 The program
may be transferred to the conputer via a 78
If the authentication by the license authentication

unit 241 is successfully passed (step 81017}, the data read
from the noncontact IC card module 223 is transmitted to the
portable communication terminal 103 (step S1019). On
receiving the data, the data is displayed on a display
screen by the application software 203.

[0189]

For example, in a case in which the service provided by
the service providing system 101 is to give points,
information indicating the current total point or the like
is read from the noncontact IC card module 223 and displayed
on the display screen to inform a user of the point. Thus,
the reading process accerding to the present embodiment is
completed.

[0190]

Although in the reading process shown in Fig. 10, the
read data is encrypted, the read data may be treated in a

different way. For example, no encryption may be performed
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S06P0238 w rel ess transm ssion channel such as a
satellite conmuni cati on channel or via a wired
comuni cati on channel such as a LAN (Local Area
Network) or the Internet. [0194] 5 In the present
i nvention, the processing steps described in the
programto be executed by a conputer to perform
vari ous kinds of processing are not necessarily
required to be executed in tine sequence according to
the order described in tbe7§eguence di agram
I nstead, the 10 processing steps may be perforneds$gboz38
paral l el or separately (by nmeans of paralle
.ﬁ;ocessin or obj ect $rocessi2%). [ 0195] The program
ey b BACEFERerT B £ SNGPELE oI o agy by
| Ly C t in [ Lbuted fashiaon. 15
aF%%%%%ifﬁé% gtggggnﬁéﬁ?ba#?g%rzééfgﬁ;ﬁOdi as been
cteserdbed siabavarwi th sefpnracect ensPestS] Ghe data with
enbodi nents.” As can be understood from the above
tdesetriqthean clicherdata scq@maite atsiyobesyatempdad. hasmat is,
the followi ng advantages. 20 (1) A plurality of
anyt ¢greltiinedtioonopr ote sse sucrce pyrovsded, foambaurity may be
arpitrary conbination of the plurality of
€ ication processes may be sel ected dependi ng on
t he Oggg rity level required for the service
proJi ing system 101. A service provider can easily
set ighRangguthee COMYINALISQRLQT s 20 AU ENtCAl LADVe with
processes depending on the required security - 79
reference to Figs. 7 to 10 may be performed by means of

hardware or software. When the processes are performed by
software, a software program is installed on an information
processing apparatus such as a general-purpose computer or a
microcomputer so that the information processing apparatus
functions as the agent system server 205, the service
providing server 201, or the portable communication terminal
103.

[0192]

The program may be stored beforehand in the storage
medium such as a hard disk or a ROM installed in the
computer. Alternatively, the program may be stored
(recorded) temporarily or permanently on a floppy disk, a
CD-ROM (Compact Disc Read Only Memozry), an MO
(Magnetooptical) disk, or a DVD (Digital Versatile Disc).

[0193]

The program may be transferred to the computer via a
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S06P0238 and/or other factors such as cost. For
exanpl e, when the security level required by the
service providing system 101 is high, a one-tine
license is applied. On the other hand, the security
| evel required by the service providing system5 101
is not very high, the authentication may be perforned
using only a client application ID. (2) Wen the

| i cense authentication capability is used, the
service provider is allowedygo arbitrarily define the
period of validity of the |1cense dependi ng on t93690238
security policy. 10 For exanple, a license with an

i.ndefinite period or one- tine |license be
wéFFg%%%:tﬁ§§%mégééﬁgec§ %?%_éé%ﬁb?saFesﬁF%iggﬁ% censes
cbfmh ££8 M&n %%Eﬁhﬁﬁsoéf@ié'é“dﬁ%%d?@o@ﬂ?éf%% ion channel
conmuni cation termnals 103, It 1s di I cu tr#or

subRUANOS i12ed (PeESONSréd wddwRgal)| Yrlbhé ecol Mot .
services. (4) Because the application software 203
has tHé&4dapability of managing the status in terns
of comunication with servers or the like,
connécttPigPeapchle BaEINiMet FhedPikresssigwnAéertng vi a
a co i.cation network fails. 20 (5). The traffic by

PR I e e LG R i s Sarobed Peducee ey O
Brovidlingithe gYakom gntigation, Lanabi ity

P aent SyatenAor el iy e D EaRR

rb@hateS)st 8@ ckBehudi Nth tﬁeaea%gheﬁaétm&mﬁ ng'€o the

service providing system 25 (7) The nutua
oadt hehtsardbednipetheor smghdisteneléngthe. - Bstead, the
processing steps may be performed in parallel or separately
(by means of parallel processing or cbject processing).

[0195]

The program may be executed either by a single computer
or by a plurality of computers in a distributed fashion.

[0196]

The data communication system 100 has been described
above with reference to specific embodiments. As can be
understood from the above description, the data
communication system 100 has the following advantages.

(1) A plurality of authentication processes are provided,
and an arbitrary combination of the plurality of
authentication processes may be selected depending on the
security level required for the service providing system 101.
A service provider can easily set/change the combination of

authentication processes depending on the required security
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S06P0238 noncontact |1 C card nodul e 223 and t he agent
system 105 nakes it unnecessary for the service
provi ding system 101 to performa further

aut henti cation process to authenticate the agent
system 105. 5 (8) In the data conmunication system
because each portable communication termnal 103 can
be authenticated by using the system authentication
key or the |like wi thout needing identification
information identifying each, portable comunication
termnal 103, the data communi cation system 10 can
be realized in a highly flexible and versatile s06P0238

fashion _so that the communication _process can be
ARGETUtERAnd2cEaF¥i B &P 158Shr ovF te e ¥apdied| @dgnothe

arriers or .types.of ort abl e _commruni catj.on
AR e ga B e s BT Eearkt Tt swehag 101
H esciihhed; abo i s f et ci
S e e AL e B IROSEEx nane,
tiskidd ity Lheedr tediiatedv @i 0HE BRNfdLHIRMNSing system
combi nati ons, sub-conbi nati ons and al terati ons nay
19k cir nodependi hggbn desiagitheegice thentisyame pehéormed
factors insofar 20 as they are wthin the scope of
UFHY SYendedleral niPrlriadtd onedBi val ents t her eof .

SRR oRY 1 RIBL SR e etbedi s deser bed,

sONA SCLELEeaRE OVL A i $¥SLEBY IO AN ISR9BAL periog
system 105. However, there is no - 1

of validity of the license depending on the security policy.

For example, a license with an indefinite period or a one-

time license may be allowed.

(3) Because devices that are given licenses to receive

services are limited to portable communicaticn terminals 103,

it is difficult for unauthorized persons to illegally

receive services.

(4) Because the application software 203 has the capability

of managing the status in terms of communication with

servers or the like, connecting can be easily retried when

connecting via a communication network fails.

(5) The traffic by the application software 203 can be

reduced.

(6) Providing the customizable authentication capability to

the agent system 105 makes it easy to build a total system

including the agent system and the service providing system.

{(7) The mutual authentication performed between the
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S06P0238 particular restriction on the nunber of
service providing systens or agent systens. For
exanpl e, the data conmrunication system 100 may
include a plurality of service providing systens 101
managed by respective service 5 providers. Simlarly,
the data communi cati on system 100 may al so include a
plurality of agent systens 105. [0199] 1In the

enbodi nents descri bed above, each part of the

service providing system1 is realized by hardware.

10 However, each part may be realized in another WNs0238
For exanple, each part of the service providing
server 101 e realized by software includinggone

b
DRI riGgPART ROt oS o “COmBBRERTEn® [VF66T 106 Fakes

.1 he enbodinents_descri bed above, .each part of .th
1] RO TR e 3 PR L ARA A0 B SRED Blend gl ofo

p@@ﬁ@mnQ@&hrﬁﬁ¥rb§ufﬁ%ﬂﬂ33§%ﬂoﬂ @EQEQ§§ M@Xnnﬁgkticate the
exanpl e, each part of the service providing server

adédr maysthe rneali zed by software including one or
nore program nodul es or conmponents. 20 [0201] In the
(&hblodi then de tde seminye-athiove s yshemappd ¢osd erch portable
software 203 and the execution part 213 included in
CYHEH o CRp FETRORMNt EatGe8n PeepiT Rar t iEg og &Y using the

SFSPRTSHY Bt chERh 395, St uate Lela) ng. e

progrant modi Hhey
i&%ﬁ%f%id&%@%hz?gfbfhégﬁgﬂnyaeW%Xfyinézeach portable

communication terminal 103, the data communication system
can be realized in a highly flexible and versatile fashion
so that the communication process can be executed and
service can be provided regardless of carriers or types of
portabkle communication terminals 103.

[0197]

The present invention has been described above with
reference to specific embodiments. It should be understocd
by those skilled in the art that wvarious modifications,
combinations, sub-combinations and alterations may occur
depending on design requirements and other factors insofar
as they are within the scope of the appended claims or the
equivalents thereof.

[0198]

For example, in the embodiments described above, the
data communication system 100 includes one service providing

system 101 and one agent system 105. However, there is no
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S06P0238 For exanple, each of them may be realized
by one or nore hardware conponents. [0202] 1In the
enbodi ments descri bed above, a portable 5 tel ephone
havi ng a noncontact |1C card nodule is used as each
portabl e conmuni cation term nal 103. However, another
type of device may al so be enpl oyed as al ong as the
device has a noncontact |IC card nodule 223 and is
capabl e of communicating with an external device via
a communi cation 10 network,.For exanple, a notebook
type personal conputer, a Eb A (Personal Digital 0

Assi stant) device, or the |like my be enployed qgloro238

t he go tabl e cqonmuni cati on tern1na| 103. [0203] In
PRREL ﬁf‘e’sﬁt%c&égﬁr?%eweaﬁw CORTRRFEHS G g ing

s%§t5H§u nn%sﬁé& on or. Q%&ﬁgﬁggaa ur pases

et ween nlca i on uni he noncontact

cbﬁhﬁﬁ&éﬁﬂﬂ%ﬂ”é@s%gﬁ 1b6 fiﬂﬂﬂ%éevbapiﬁ@%lltytﬂf service

conmuni cati on network 106, the gateway 117
ppackeing aryatrineat 0D Nmaed gyt kvl Yesptbe: basesstiald on

113, and the execution part 213 of the portable 20
pPeowhie cat iSsmiflerdy nathd 0SB ta ewmonndat i om mstee 100 may

Eerforned i n anot her Wﬁ% For exanple, the
BIMRCHlS GnPAHFEL 238 My ILEmuvATEae el%ith the

non&gﬁ%@i | C card nodul e 223 via the conmunicati on
net the reader/witer 111 disposed in the

i nf qrm@lboempsgmmae%mg%%b&@@ A b of the
execution 25 part 213 of the portabl’e co ni cati on

steviddadrckQ3ing 8Pstem 101 is realized by hardware.

However, each part may be realized in another way. For

example, each part of the service providing server 101 may

be realized by software including one or more program

modules or components.

[0200]

In the embodiments described above, each ﬁart of the
agent system 105 is realized by hardware. However, each
part may be realized in another way. For example, each part
of the service providing server 101 may be realized by
software including one or more program modules or components.

[0201]

In the embodiments described above, the application
software 203 and the execution part 213 included in each
portable communication terminal 103 are respectively
realized by software including one or more program modules

or compeneants. However, they may be realized in another way.
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S06P0238 [0204] As descri bed above, the present

i nvention provides the advantage that in a data

comuni cation system it is possible to authenticate

a comuni cation term nal/apparatus 5 according to a

conbi nation of one or nore of a plurality of

aut henti cati on nethods sel ected dependi ng on a

required security level, and thus a service provider

can provide service to portable comunication
term nal s regardl ess of £q§%pypes thereof. 10

I ndustrial Applicability [0205] The present

invention is applicable to a data communi cation

system an agent system server, a_conputer 15
FBF ot R L can@aah daf ateemAnd &5t F6ALlheRhdy aneggr more
hSQ%gOZSS CLAINE 1. A data communi cati on system

2ot siTTYPERE " 6F *nore  portabl e communi cati on

terqu@b§ each including a noncontact 5 IC card

nodul e adapted to performinformation processing in

respens@et emeod B JJds@iibbe owdwd de, parsgpyice

providing system adapted to provide a service via
téhephafoobpmtingna peocessiaiy Igechod meckdlole tilse used as each

noncontact |1C card nodule, and an agent system
Padaph el acFmgel FaE hen fior riiié ls dPvi cellae i ovisdiogger type

te a conTunicatio rocess with the
O%ygevgge may also be eméié%ed as aT%ng as the device has a

noncontact IC card module 223 and is capabkle of

S06pP0238

communicating with an external device via a communication
network. For example, a notebook type personal computer, a
PDA (Personal Digital Assistant} device, or the like may be
employed as the portable communication terminal 103.

[0203]

In the embodiments described above, communication for
mutual authentication or for other purposes between the
communication unit 235 and the noncontact IC card module 223
is performed via the communication network 106, the gateway
117, the packet communication network 115, the base station
113, and the execution part 213 of the portable
communication terminal 103, communication may be performed
in ancther way. For example, the communication unit 235 may
communicate with the noncontact IC card module 223 via the
communication network 104, the reader/writer 111 disposed in
the information processing apparatus 109, and the execution

part 213 of the portable communicatiocen terminal 103.



10

15

noncontact |1 C card nodul e, the portabl e conmunication
termnal including a requesting unit adapted to
request the service providing systemto provide
granted license information possessed by 15 the

service providing system the granted |icense
information indicating a |icense associated with the
comuni cation process granted to the portable

conmuni cation termnal, the license information

bei ng necessary for the coggunication process

bet ween t he noncontact |1 C card nodule 20 and theSOGPG238
agent system the service providing systemincluding

an aﬁﬂHjﬁition unit adapted to, if a request is
rece'veé fromone of the portable conmunication

ter rﬂé‘@e%vcr@ﬁ@&' é@o\%,argh%d p|r|eggﬁ1§ eimyéﬁﬁroqla%)l Bides the
associated wth the portable communi cation 5

atiesntsngd dhat ihas dsssegohlio I@QUest sy88em,S0GPQ238

the acquired granted license information being
penpsilyht e ypthhetseave c2 prowvirdicagiser vermiusilNGpdaratus
system authentication key that is possessed by both
AERRTANTC Sy SPBM BRELIYheo S e €8 Provi of iy eygedaty of

<R B RELAL: Pl GRSl ek e
sERGL YD} eldalx#_&,t heaPorLtabl %e%n§9?%g?& 8! gr%%'id

using a client authentication ke I S possesse

sBYvhed hed hR rRabl abt SRR GAL i-aknt £4 14 NalgA0d JLhe s
agent systemand that is used to encrypt/é%crypt
thafoypet itbrereand 10 the resultant granted |icense
i nformati on being transmtted
Industrial Applicability
[0205]
The present invention is applicable to a data

communication system, an agent system server, a computer

program, and a data communication method.
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to the agent system the agent system i ncluding an

aut hentication unit adapted to perform based on the

granted license information received fromthe

portable 15 conmunication termnal, at |east one of a

plurality of authentication processes including a

system aut hentication process to authenticate the

service providing system based on the system

aut hentication key, a first client authentication

process to authenticate the portable 20 conmuni cati on

term nal based on the clienfs authentication key, and

a second client authentication process to S0670238

aut henti cate the portable comunication term nal

based on identification information identifying the

portable communication teérmnal, 25 a decision unit

adapted to, after the aut hent i cati on by - 86

S06P0238 the authentication unit is conpleted,

det &t m RedavhetdidimunG capebil § y COMEENEALIs@AgObnA0dr more

based on the |license described in the granted
PQHU@@ﬁ§eCPmm@wiﬁﬂ¢iﬂﬁ t@rhiaadenmanh chtdonliugi & adapbtedact

if conmunication is 5 permtted by the decision

. i f
I%r(ﬁaefd pertb? n"i“i{%t%rﬁﬂjrﬁ)ieEgPF’BnmE?‘H&@é]é’f\MPtrﬁcﬁﬁémg in

alm e
s@%ﬁeatﬂhgm% Wi dviRCQI Yesyacsel BELIRN 4 %%gﬁgéloﬁo
specifying a conbination of one or nore o

prlcesalhlypof £ ettidendy Gl 6BnpHAELSS e &n&dO&bBQwB and
t he conbi nation of one
an agent system adapted to perform, for the service

tact I1C card Ul 2, The data comunication,
ré%%%%%%]géc%rEﬁﬁye 'géom %hf Ouﬁﬂl?elrltﬁug ice providing

providing system, a communication process with the
noncontact IC card module,

the portable communication terminal including a
requesting unit édapted to request the service providing
system to provide granted license information possessed by
the service providing system, the granted license |
information indicating a license associated with the
communication process granted to the portable communication
terminal, the license information being necessary for the
communication process between the noncontact IC card module
and the agent system,

the service providing system including an acquisition

unit adapted to, if a request is received from one of the

portable communication terminals, acquire granted license
information associated with the portable communication

terminal that has issued the request,
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or nore of the plurality of authentication processes

according to the received sel ection command. 15 3.

The data comuni cati on system according to Caiml1,

wherei n the comuni cati on process perfornmed by the

conmuni cation unit is a process of making the

noncontact I1C card nodule performa witing process

or a reading process. 20 4. The data comruni cati on

system according to Claim3, wherein the

aut hentication unit receives a selection command

speci fying one or both of-tgm processes including a

process of encrypting data to be read in the reagidi@oss

process and a process of adding an el ectronic

sig u ed. i 0..1 he dat a,

and T he Sl hant [ oar on tby tras i gh ok 80058
eddigpeBe By bRE NsOfvii06899€8iA§COL Y QA N8 system

sel ection command. 5. The data conmuni cation system
awdbeotdicagito Baitrthad, isbpwheeebadtihe wmutthehki agbhon

unit receives a selection command specifying one or
SYSGER 8Rdt b pF o esie PHoNEHGHD ngY st 9k cosb$hadf is used to

ted data to be witten in the

exdSSLYDLL NG, encrypLed - -
NPT R Y et it o 0E BESTBI Vs i FyieRg et Rpformation
bek@lyl kYN of édlﬁkgcﬂ?ée"%ihb a%flg Qr?&:ﬂ%]ﬁ e Ga s

si gnature adde ot egda a,san e “fgmunication
teadtiRent 168hd 0N MNdntPRRAAEAB EDEI D& LS thAtNis possessed

processes according to the received sSel ection
byc batranthe 6po dtheb IdatcaneamMuat Cah | Orslysiie Andc ene di fént

to Claim1, wherein the conmunication between the
sySéef eed pklod disngrsEs $pseanarant/ démryagenn foyseeion,s and

perforned via thecpontable ) ,
the resultant granted license information being transmitted
to the agent system, |

the agent system including
an authentication unit adapted to perform, based on the

granted license information received from the portable
communication terminal, at least one of a plurality of
authentication processes including a system authentication
process to authenticate the service providing system based
on the system authentication key, a first client
authentication process to authenticate the portable
communication terminal based on the client authentication
key, and a second client authentication process to
authenticate the portable communication terminal based on
ideritification information identifying the portable

communication terminal,

a decision unit adapted to, after the authentication by
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conmuni cation termnal. 7. The data communi cati on
system according to Claiml, wherein the first

client authentication process is a 20 chall enge
response aut hentication process in which a challenge
code is transmtted to the portabl e conmunication
termnal which in turn produces a response based on
the challenge code and the granted |icense
information and returns the resultant response, and
the authentication is 25 perforned based on the

recei ved response. - 88 S0@R0238 8. The data
conmuni cation systemaccording to Caiml1l, whereisigpgosg
the portable conmunication termnal is a portable

t%glgebgggtlégtlon uﬂ% egg éX éfn%éfr%%&e%%gggegheéher to

a service providling ser

peRRRUNE SRk ATEATIREESE Woth ﬁas@@r&pmréctllhgngér@escnbed
nodul e, the service prOV|d|ng server being adapted

ihotpeoyt et &d Seradmee Yndoknbdoismt it 10 processi ng
perfornmed by the noncontact |IC card nodule included
i n aapmmrami@a@énﬁunhtbt&t@pﬁ%i ionakif themagertion is
ystem server conprising: a receiving unit adapted to
PﬁéE‘éF‘e%d g‘?ﬁénftfbed qq%@ﬁgé UPhFor%lE#W ithea FOBRRR Frtd@n

phBEILLr oM N Poriable 1P communl Gatdqn term nal, the
nted Titense TN orat on i ca 6 a Ilcense

aSSOC|ated with the connunlcatlon process bet ween
the noncontact IC card nodul e and t he agent
2. The data communication system according to Claim 1,

wherein the authentication unit receives a selection command
specifying a combination of one or more of the plqrality of

authentication processes and performs the combination of one
or more of the plurality of authentication processes

according to the received selection command.

3. The data communication system according to Claim 1,
wherein the communication process performed by the
communication unit is a process of making the noncontact IC

card module perform a writing process or a reading process.

4. The data communication system according to Claim 3,
wherein the authentication unit receives a seléction command
specifying one or both of two processes including a process
of encrypting data to be read in the reading process and a
process of adding an electronic signature produced based on

the data to the data, and the authentication unit performs
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system server, the granted |license information being
encrypted by the service providing server using a
system 20 aut hentication key that is possessed by

both the agent system server and the service

provi ding server and that is wused to encrypt/decrypt
information, and the granted |icense information

bei ng further encrypted by the portable

comuni cation termnal using a client authentication

key 25 that is possessed by both the portable
conmmuni-cation - 89 S06P0238; term nal and the agent
system server and that is used to encrypt/decryptSOGP0238
i nformati on; an authentication unit adapted to

per f d ted || I nf ti .
RN Br PR pRoPpBFPRTE SRR ba 1o dSAtaP,

cénkHi nation of one or nore of a plurality of
aut henti cation processes including a system
aut henti cati on process to authenticate the service
provi ding system based on the system aut hentication
key5-a fhesdate|¢emurdwraidoni easten grooedagt 0o Claim 3,
aut henti cate the portable 10 conmmuni cation term na
WhSIRIP direr REtBEEPBAEA BiRhettiitc FEr6AVeR ey, SkRtd ovecondand
Sq&? Lnau%gengkcgt{on process to aut henticate the
ortablre Cofmuhi CREH ot eI TPFCeBaER R uding a process

of deNtIAqali 0L pheLaaldap tiodget LEYEDG, tﬂf‘ &Y lableng
conmuni cation termnal; 15 a decision unit adapte

ptdes ol khpravébenif caldiayiby thlevauidient iogathONgata
unit is conpleted, determ ne whether to pernmt

bradngmi eat pdbacorondt | sipsedirenatibed | tceanse ddescr bh€dche

authentication unit performs the one or both processes

according to the received selection command.

6. The data communication system according to Claim 1,
wherein the communication between the service providing
system and the agent system is performed via the portable

communication terminal.

7. The data communication system according to Claim 1,
wherein the first client authentication process is a
challenge response authentication process in which a
challenge code is transmitted to the portable communication
terminal which in turn produces a response based on the
challenge code and the granted license information and
returns the resultant response, and the authentication is

performed based on the received response.
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in the granted license information; and a

comruni cation unit adapted to, if comunication is

20 permitted by the decision unit, performthe

comuni cation process with the noncontact IC card
nodul e. 10. The agent system server according to
Caim9, wherein the authentication unit receives a
sel ection conmand 25 specifying a conbination of one
or nore of the plurality of 90 S06P0238

aut henti cati on processes and perforns the conbi nation
of one or nore of the plurakity of authentication
processes according to the received sel ection S06P0238
command. 5 11. The agent system server according to
Caim9, wherein the communication process perforned
by the communication unit is a process of nmaking the
noncdnt axtte |dGtacabsmubicd € @ersfierrmaavedid gy MOEASSm 1,
or a reading process. 10 12. The agent system server
wheeseidi e tre1adilm tomnunher eion ttremdnehensi e apdooreble
unit receives a selection conmand specifying one or
Y5dERBFet wo processes including a process of
encrypting data to be read in the readi ng process and
a process of adding an el ectronic signature produced
basegl. omplygehe d9bfedh Od R A RptBAdLE N8 or 4 service
aut hentication unit perfornms the one or both of
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The agent system server according to Caim1ll, 20
n@gheprfact hEC autddemplodei obheinddrvieeepresidise! sotvean
command specifying one or both of two processes
bpheguagggfggiﬁqa@éggide a service via information

processing performed by the noncontact IC card module
included in a portable communication terminal, the agent
system server comprising:

a receiving unit adapted to receive granted license
information in an encrypted form from the portable
communication terminal, the granted license information
indicating a license associated with the communication
process between the noncontacﬁ IC card module and the agent
system server, the granted license information being
encrypted by the service providing server using a system
authentication key that is possessed by both the agent
system server and the service providing server and that is
used to encrypt/decrypt information, and the granted license
information being further encrypted by the portable
communication terminal using a client authentication key

that is possessed by both the portable communication
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of decrypting encrypted data to be witten in the
witing process and a process of verifying the
validity of the data based on an el ectronic
signature added to the data, and the 25
aut hentication unit perforns the one or both
processes - 91 S06P0238 according to the received
sel ection conmand. 14. A conputer programthat all ows
a conmputer to function as an agent system server
adapted to, for a service 5 providing server
performa conmmuni cation proggss wWith a noncontact IC
card nodul e, the service providing server being S06P0238
adapted to provide a service via information
rocessin rformed by the noncontact | C card nodul e
=P Re @ ih Ch° 37T Abl 2 ECHTTReae! BAC L ER il 5o o
e ROPRM Rle o} B PEQBL AR COSWPY i Sing: a receiving nodul e
adapted to receive granted license information in an
enceyptadhé ot mfdin tha tpauhpbke t& PIAHYeat b@Bed on
termnal, the granted license information indicating
geentigkddecassoti Bt ot widrh teve ivennmiinog ath®pakiable
process hetween the noncontact | C card nodul e and the
CHYBHY- cady sPehPEBRIRZY, @ Hohiaatéan| pEetize dmmemenrifon

ei encr ed by the service providjng server
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i nformati on being further encrypted by the portable
cigmuriutakhoncderon natoassisnggoaacthent i @ttchaic eati-anle
cggaﬁnication terminal based on the client authentication
key, and a second client authentication process to
authenticate the portable communication terminal based on
identification information identifying the portable
communication teiminal;

a decision unit adapted to, after the authentication by
the authentication uﬁit is completed, determine whether to
permit communication or not, based on the license described
in the granted license information; and

a communication'unit adapted to, if communication is

permitted by the decision unit, perform the communication

process with the noncontact IC card module.

10. The agent system server according to Claim 9,
wherein the authentication unit receives a selection command

specifying a combination of one or more of the plurality of
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that is possessed by. both the portabl e conmunication

term nal and the agent system server and that is used

to 25 encrypt/decrypt information; - 92 S06P0238 an

aut henti cation nodul e adapted to perform based on

the granted license information received fromthe

portable comunication termnal, a conbi nation of

one or nore of a plurality of authentication

processes including a system5 authentication process

to authenticate the service providing server based

on the system aut henticat+o key, a first client

aut henti cati on process to authenticate the portabie@spo23s

conmuni cation term nal based on the client
aﬁﬂﬂdﬂﬁﬂﬂa&&bhoﬁrogéyse@Qﬁxﬁf%%Q@QﬂsC£ﬁ§ﬂ&m&ﬁnation of one

aut hentication process to 10 authenticate the
opartrEblog tbanphucalion dieranithehthasetb®processes

identification information identifying the portable
ARG &Pi bhet Beae hedd seldetiishonompand e adapted to,

after the authentication is conpleted, determ ne

whet her to permt comrunication or 15 not, based on

theshic [ [N rant ed..l i cens .
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nodul e, performthe conmuni cation processS wth the
carmommedobacdn | Gcards maidoees200E5maldi Wattthe noncontact IC

communi cation nethod for an agent system server to,
C%ﬁ%’m&dgé?vP%@f®ﬂ®vacﬁﬂﬁ}i@@rV@ppep@r¢xnann£ading process.

12. The agent system server according to Claim 11,
wherein the authentication unit receives a selection command
specifying one or both of two processes including a process
of encrypting data to be read in the reading process and a
process of adding an electronic signature prbduced based on
the data to the data, and the authentication unit performs
the one or both of processes according to the selecfion

command.

13. The agent system server according to Claim 11,
wherein the authentication unit receives a selection command
specifying one or both of two processes including a process
of decrypting encrypted data to be written in the writing
process and a process of verifying the validity of the data
based on an electronic signature added to the data, and the

authentication unit performs the one or both processes
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comuni cation process with a noncontact |1C card

nmodul e, the service providing server being adapted

to provide a service 25 via information processing
performed by the noncontact IC - 93 S06P0238 card
nodul e included in a portable comunication term nal,

the nmet hod conprising the steps of: receiving granted
license information in an encrypted formfromthe
portabl e comuni cation termnal, the granted 5

license information indicating a |icense associ at ed

W th the communi cati on procesgs-between the noncontact

IC card nodul e and the agent system server, the gggpo23s
granted license information being encrypted by the

[ r

Bt P e e L T
agent system server and the service providing server

and that is used to encrypt/decrypt information, and

t he Igr.antedomputenseregfaor mitaitonlbewnga fanherer to
encrypted by the portable conmmunication term na
THRFRHEP™ & idnrIstthentt eht i Reypdaphat te, possassedvice

%vgg Ih the ortabl conmuni cati.on 15 term nal and

SEenPSBFUBP At PE (860 oGEoS HIEh a
nslrﬂeéry@gétf% ¥Rkal RHGLIBII AL RELLQLTEDG, s bAsed g0 bhe

granted icense information ‘receive

bPOhd HUHERNMNLEBVEE 4 efdividle vda SREDERALIGN Of
one or nore of a plurality of authentication 20

ppoocesises dendoutkeighba swstmﬁnaﬂﬂﬂmenttcatifmlmndﬁm%ss
to authenticate the service providing server based
ipmlydrd igy &t errsabhenteeaiigntiiep, tarhinst, dliemomputer

aut henti cati.on
program comprising:

a receiving module adapted to receive granted license
information in an encrypted form from the portable
communication terminal, the granted license information
indicating a license associated with the communication
process between the noncontact IC card module and the agent
system server, the granted license iﬁformation being
encrypted by the service providing server using a system
authentication key that is possessed by both the agent
system server and the service providing serﬁer and that is
used to encrypt/decrypt information, and the granted license
information being further encrypted by the portable
communication terminal using a client authentication key
that is possessed by both the portable communication
terminal and the agent system server and that is used to

encrypt/decrypt information;
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process to authenticate the portable comunication
term nal based on the client authentication key, and
a second client 25 authentication process to

aut henticate the portable 94 S06P0238 communi cation
term nal based on identification information

i dentifying the portable conmmunication term nal;

after the authentication step is conpleted,
determining whether to pernmit communi cation or not,
based on the license. 5 described in the granted
l'icense information; and if_gconmunication is

permtted in the det er mi nat{on step, performng %SE
comuni cation process with the noncontact I C car P0238
nodul e. - 95 S06P0238 ABSTRACT In a data
comnPEAPPBRL ¢3St ammesud6r edpPEed cemRffifeaty ohased on

t ' | js.authenticat b t t 5 0
SR iaihent Apaed by ancagsnl S5t S S(I0R).
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aut hentication unit (215) 1s adapted to perform
phased 19N ofghanhedtl ksense Jifcisraki onc1eeniy ed shkeah

the portable comunication termnal, at |east one of
agtisygtiemtiOnaprbheat s clat iorthpmidesset thautdmwnitdec @reviding

the service providing system based on a system
S%ﬁﬁ?ﬁﬂhﬁﬁ@étPBntR%y?Y%F?Wr%chﬁnﬁéﬁPtl@%tkﬁyﬂiﬁxﬁﬁréﬁ
Cfrocesst%% guthenticate t he portagle . commuy icatignbl

B FATPEREEG 6RO RITERS It ABHPPREL O Ky, portable
communication terminal based on the client authentication
key, and a second client authentication process to
authenticate the portable communication terminal based on
identification information identifying the portable
communication terminal;

a decision module adapted to, after the authentication
is completed, determine whether to permit communication or
not, based on the license described in the granted license
information; and

a communication module adapted to, if communication is

permitted by the decision module, perform the communication

process with the noncontact IC card module.

15. A data communication method for an agent system
server to, for a service providing server, perform a
communication process with a noncontact IC card module; the
service providing server being adapted to provide a service

via information processing performed by the noncontact IC
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and a second client authentication process to

aut henticate 15 the portabl e communication termna
based on identification information identifying the
portabl e conmuni cation termnal. The decision unit
(225) is adapted to, after the authentication is
conpl eted, determ ne whether to permt

conmuni cati on, based on the |icense described in the
granted 20 license informati on. The conmuni cati on
unit (235) is adapted to, if comrunication is
permtted, performthe congynication process with

t he noncontact |1C card nodul e. S06P0238

card module included in a portable communication terminal,
the method comprising the steps of:

| receiving granted license information in an encrypted
form from the portable communication terminal, the granted
license information indicating a license associated with the
communication process between the noncontact IC card module
and the agent system server, the granted license information
being encrypted by the service providing server using a
system authentication key that is possessed by both the
agent system server and the service providing server and
that is used to encrypt/decrypt information, and the granted
license information being further encrypted by the portable
communication terminal using a c¢lient authentication key
that is possessed by both the portable coﬁmunication
terminal and the agent system server and that is used to
encrypt/decrypt information;

performing, based on the granted license information

received from the portable communication terminal, a
combination of one or more of a plurality of authentication
processes including a system authentication process to
authenticate the service providing server based on the
system authentication key, a first client authentication
process to authenticate the portable communication terminal
based on the client authentication key, and a second client

authentication process to authenticate the portable
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communication terminal based on identificatién information
identifying the portable communication terminal;

after the authentication step is completed, determining
whether to permit communication or not, based on the license.
described in the granted license information; and

if communication is permitted in the determination step,
performing the communication process with the honcontact Ic

card module.
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ABSTRACT

In a data communication system, a portable
communication terminal is autheﬁticated by an agent system
{(105) including an authentication unit (225), a decision
unit (225} and a communication unit {235). The

authentication unit (215) is adapted to perform, based on

granted license information received from the portable

communication terminal, at least one of a system
authentication process to authenticate the service providing
system based on a system authenticationrkey, a first client
authentication process to authenticate the portable
communication terminal based on a client authentication key,
and a second client authentication process to authenticate
the portable communication terminal based on identification
information identifying the portable communication terminal.
The decision unit (225) is adapted to, after the
authentication is completed, determine whether to permit
communication, based on the iicense described in the granted
license information. The communication unit (235) is
adaﬁted to, if communication is permitted, perform the

communication process with the noncontact IC card module.



