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SECURITY VERIFICATION METHOD AND APPARATUS

[0001] This application claims priority to Chinese Patent Application No. 202210446683.8,
filed with the China National Intellectual Property Administration on April 26, 2022 and entitled
"SECURITY VERIFICATION METHOD AND APPARATUS", which is incorporated herein by

reference in its entirety.

TECHNICAL FIELD

[0002] This application relates to the field of communication technologies, and in particular,

to a security verification method and apparatus.

BACKGROUND

[0003] A conventional passive radio frequency identification (radio frequency identification,
RFID) tag (also referred to as an electronic tag) is used together with a transceiver function of a
reader. This has disadvantages such as high deployment costs and low inventory efficiency. In a
scenario of a 5th generation (5th generation, 5G) mobile communication technology, the reader is
integrated into a base station, and an enterprise completes capabilities such as tag connection
management, reader connection management, a tag positioning function, and network capability
exposure via a 5G core network (5G core, 5GC). However, because the reader is integrated into
the base station, a communication distance between the tag and the reader becomes longer, and
this may result in a communication security problem. For example, the tag is killed in an
unauthorized way, information is written into the tag in an unauthorized way, reported data is

eavesdropped, the reported data is tampered with, or the tag is forged to report data.

SUMMARY

[0004] Embodiments of this application provide a security verification method and apparatus,
to ensure communication security between a terminal device and a network device.
[0005] According to a first aspect, an embodiment of this application provides a security
verification method, including:

receiving a first command sent by a network device, where the first command includes

a first value, and the first command is one of a select command, a query command, a query repeat
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command, a query adjust command, or an acknowledgment command; determining a first response
value based on the first value and a security key; and sending a first request, where the first request
includes the first response value, and the first response value is used by a verification function to
verify a terminal device.

[0006] The terminal device determines the first response value based on the first value
included in the received first command (for example, the select command, the query command,
the query repeat command, the query adjust command, or the acknowledgment command) of the
network device, and sends the first response value to the verification function, so that the
verification function verifies the terminal device. This avoids a case in which an unauthorized
terminal device accesses a network, and avoids a case in which data reported by the terminal device
is eavesdropped, the reported data is tampered with, or the terminal device is forged to report data.
Therefore, communication security between the terminal device and the network device is ensured.
For example, a malicious third party eavesdrops on communication between a reader and a tag,
and forges the tag to report data to the reader. The terminal device is verified to avoid a case in
which the data reported by the tag is tampered with, and avoid a case in which the tag is forged to
report data. Therefore, communication security between the reader and the tag is ensured. Because
the first value generated by the network device is sent to the terminal device by using the first
command, a quantity of interactions between the terminal device and the network device can be
reduced, thereby reducing signaling overheads.

[0007] In a possible design, the first request further includes a second value, and the second
value is used by the verification function to determine a second response value, and the method
further includes: receiving a first response message, where the first response message includes the
second response value; and verifying the network device based on the second response value. The
terminal device verifies the network device by receiving the second response value determined by
the verification function. This avoids leakage of tag information of valuables caused by a malicious
network device sending an inventory instruction to obtain EPC information of the terminal device
by using a random access command. For example, a case in which a tag is killed in an unauthorized
way or information is written into the tag in an unauthorized way is avoided. Therefore,
communication security between the terminal device and the network device is ensured.

[0008] In another possible design, a third response value is determined based on the second
value and the security key. It is determined whether the second response value is the same as the
third response value. When the second response value is the same as the third response value, it is
determined that the network device passes verification. The network device is verified by
determining whether the second response value calculated by the verification function is the same
as the third response value calculated by the terminal device, to ensure verification accuracy.
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[0009] In another possible design, the first response message further includes an electronic
product code EPC, and the EPC is used to identify the terminal device. The network device is
verified based on the first response value in the first response message, to ensure authenticity of
the EPC sent by the network device.

[0010] In another possible design, an access and mobility management function AMF or a tag
management function TMF sends a first verification result to the verification function, where the
first verification result is a verification result of the network device.

[0011] In another possible design, the first request further includes the electronic product code
EPC, and the EPC is used to identify the terminal device; and/or the verification function includes
an application function or an authentication, authorization, and accounting function. The terminal
device is verified based on the first response value in the first request, to ensure authenticity of the
EPC sent by the terminal device.

[0012] In another possible design, the first command is one of the select command, the query
command, the query repeat command, the query adjust command, or the acknowledgment
command.

[0013] The select (Select) command includes the following parameters:

Target, indicating whether to change an SL (a selected flag) or an inventoried
(inventoried) flag of a tag, where when the inventoried flag is changed, a session (session) is
specified;

Action, indicating whether tags that meet a condition declare SLs or not, or used to set
inventoried flags of the tags to A or B;

MemBank, indicating whether a mask is used in an EPC, a TID, or a user zone;

Pointer and Length, indicating a storage range; and

Truncate, indicating whether a reply of the tag is truncated.

[0014] The query (Query) command includes the following parameters:

DR, used to set a T=>R (tag-to-reader) link frequency;

M, used to set a T=>R data rate and a modulation format;

TRext, used to choose whether to add a lead signal to a T=>R frame header;

Sel, used to select tags to respond to a query;

Session, used to select a session (Session) for an inventory periodicity;

Target, used to select A or B as an inventoried flag of a tag participating in the inventory
periodicity; and

Q, used to set a quantity of slots in the inventory periodicity.

[0015] The query repeat (QueryRep) command includes the following parameter:
Session, used to confirm a session (Session) value of a current inventory periodicity.
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[0016] The query adjust (QueryAdjust) command includes the following parameters:

Session, used to confirm a session (Session) value of a current inventory periodicity;
and

UpDn, used to determine whether the tag adjusts a Q value (for example, a quantity of
slots in the inventory periodicity) and how the tag adjusts the Q value.
[0017] The acknowledgment (ACK) command includes the following parameter:

RN16, which is a 16-bit random number or pseudo random number.
[0018] According to a second aspect, an embodiment of this application provides a security
verification method, including:
[0019] A verification function receives a first request, where the first request includes a first
response value, the first response value is determined based on a security key and a first value
included in a first command of a network device, and the first command is one of a select command,
a query command, a query repeat command, a query adjust command, or an acknowledgment
command. The verification function verifies a terminal device based on the first response value.
[0020] The terminal device determines the first response value based on the first value
included in the received first command (for example, the select command, the query command,
the query repeat command, the query adjust command, or the acknowledgment command) of the
network device, and sends the first response value to the verification function, so that the
verification function verifies the terminal device. This avoids a case in which an unauthorized
terminal device accesses a network, and avoids a case in which data reported by the terminal device
is eavesdropped, the reported data is tampered with, or the terminal device is forged to report data.
Therefore, communication security between the terminal device and the network device is ensured.
For example, a malicious third party eavesdrops on communication between a reader and a tag,
and forges the tag to report data to the reader. The terminal device is verified to avoid a case in
which the data reported by the tag is tampered with, and avoid a case in which the tag is forged to
report data. Therefore, communication security between the reader and the tag is ensured. Because
the first value generated by the network device is sent to the terminal device by using the first
command, a quantity of interactions between the terminal device and the network device can be
reduced, thereby reducing signaling overheads.
[0021] In a possible design, the verification function determines a third value, and determines
a fourth response value based on the third value and the security key. The verification function
determines whether the first response value is the same as the fourth response value. When the
first response value is the same as the fourth response value, the verification function determines
that the terminal device passes verification.
[0022] The terminal device is verified by determining whether the fourth response value
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calculated by the verification function is the same as the first response value calculated by the
terminal device, to ensure verification accuracy.

[0023] In another possible design, the first request further includes a second value. The
verification function determines a second response value based on the second value and the
security key. The verification function sends a first response message, where the first response
message includes the second response value, and the second response value is used by the terminal
device to verify the network device. The verification function sends the second response value to
the terminal device, so that the terminal device verifies the network device based on the second
response value. This avoids leakage of tag information of valuables caused by a malicious network
device sending an inventory instruction to obtain EPC information of the terminal device by using
a random access command. For example, a case in which the tag is killed in an unauthorized way
or information is written into the tag in an unauthorized way is avoided. Bidirectional verification
between the terminal device and the network device is implemented. Therefore, communication
security between the terminal device and the network device is ensured.

[0024] In another possible design, the verification function receives a first verification result
sent by the terminal device via an access and mobility management function AMF or a tag
management function TMF, where the first verification result is a verification result of the network
device.

[0025] In another possible design, the verification function sends a second response message
to the access and mobility management function AMF or the tag management function TMF, where
the second response message includes a derived key, the derived key is generated based on the
security key, an electronic product code EPC, and at least one of the first value and the second
value, and the EPC is used to identify the terminal device. The AMF or the TMF performs
encryption or integrity protection on signaling by using the derived key, to ensure communication
security.

[0026] In another possible design, the second response message further includes a second
verification result, and the second verification result is a verification result of the terminal device.
[0027] According to a third aspect, an embodiment of this application provides a security
verification method, including:

[0028] An access and mobility management function AMF or a tag management function TMF
determines a first value; and sends a second command to a network device, where the second
command includes the first value, and the second command is an inventory command.

[0029] The first value is sent to the network device by using the inventory command, so that
the network device delivers a first command to a terminal device. In this way, the terminal device

determines a first response value based on the first value in the first command. This reduces
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interaction processes between the terminal device and the network device, and reduces signaling
overheads.
[0030] In a possible design, the access and mobility management function AMF or the tag
management function TMF receives a second request sent by a verification function, where the
second request includes the first value; or

the first value is generated by the AMF or the TMF.
[0031] In another possible design, the AMF or the TMF receives a second response message
sent by the verification function, where the second response message includes a derived key, the
derived key is generated based on the security key, an electronic product code EPC, and at least
one of the first value and the second value, and the EPC is used to identify the terminal device.
Encryption or integrity protection is performed on signaling by using the derived key, to improve
communication security.
[0032] In another possible design, the second response message further includes a second
verification result, and the second verification result is a verification result of the terminal device.
[0033] According to a fourth aspect, an embodiment of this application provides a security
verification system, including:
[0034] An access and mobility management function AMF or a tag management function TMF
determines a first value; and sends a second command to a network device, where the second
command includes the first value, and the second command is an inventory command.
[0035] A verification function receives a first request, where the first request includes a first
response value, the first response value is determined based on a security key and the first value
included in a first command of the network device, and the first command is one of a select
command, a query command, a query repeat command, a query adjust command, or an
acknowledgment command; and verifies a terminal device based on the first response value.
[0036] The verification function verifies the terminal device by receiving the first response
value determined by the terminal device. Therefore, communication security between the terminal
device and the network device is ensured. Because the first value generated by the network device
is sent to the terminal device by using the first command, a quantity of interactions between the
terminal device and the network device can be reduced, thereby reducing signaling overheads.
[0037] Ina possible design, the network device sends the first command to the terminal device,
where the first command includes the first value.
[0038] According to a fifth aspect, an embodiment of this application provides a security
verification method, including:
[0039] After receiving an access command of a network device, a terminal device generates a
first value, where the access command is one of Write, Kill, and Lock. The terminal device sends
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the first value. The terminal device receives a first response value from a verification function,
where the first response value is calculated based on the first value. The terminal device verifies
the network device based on the first response value.

[0040] After receiving the access command, the terminal device initiates verification on the
network device, and executes the access command after the network device passes the verification,
to avoid a case in which a malicious base station initiates a command such as a read command, a
write command, or a kill command to the terminal device. Therefore, communication security
between the terminal device and the network device is ensured.

[0041] In a possible design, the terminal device receives a second value from the verification
function. The terminal device calculates a second response value based on the second value and a
security key. The terminal device sends the second response value, where the second response
value is used by the verification function to verify the terminal device. The terminal device
calculates the second response value, and sends the second response value to the verification
function, so that the verification function verifies the terminal device. Therefore, communication
security between the terminal device and the network device is ensured.

[0042] In another possible design, the terminal device determines a third response value based
on the first value and the security key. The terminal device determines whether the first response
value is the same as the third response value. When the first response value is the same as the third
response value, the terminal device determines that the network device passes the verification.
[0043] The network device is verified by determining whether the first response value
calculated by the verification function is the same as the third response value calculated by the
terminal device, to ensure verification accuracy.

[0044] In another possible design, the first value is included in a first request, the first response
value is included in a first response message, the first response message and/or the first request
further include/includes an electronic product code EPC, and the EPC is used to identify the
terminal device.

[0045] In another possible design, the verification function includes an application function or
an authentication, authorization, and accounting function.

[0046] According to a sixth aspect, an embodiment of this application provides a security
verification apparatus. The apparatus includes:

a receiving module, configured to receive a first command sent by a network device,
where the first command includes a first value, and the first command is one of a select command,
a query command, a query repeat command, a query adjust command, or an acknowledgment
command;

a processing module, configured to determine a first response value based on the first
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value and a security key; and

a sending module, configured to send a first request, where the first request includes
the first response value, and the first response value is used by a verification function to verify a
terminal device.

[0047] For implementation of each module, refer to corresponding descriptions in the method
embodiment in the first aspect, to perform the method and the functions performed by the
foregoing terminal device.

[0048] For operations performed by the security verification apparatus and beneficial effects
thereof, refer to the method in the first aspect and the beneficial effects thereof. Repeated content
is not described again.

[0049] According to a seventh aspect, an embodiment of this application provides a security
verification apparatus. The apparatus includes:

a receiving module, configured to receive a first request, where the first request
includes a first response value, the first response value is determined based on a security key and
a first value included in a first command of a network device, and the first command is one of a
select command, a query command, a query repeat command, a query adjust command, or an
acknowledgment command; and

a processing module, configured to verify a terminal device based on the first response
value.

[0050] For implementation of each module, refer to corresponding descriptions in the method
embodiment in the second aspect, to perform the method and the functions performed by the
foregoing verification function.

[0051] For operations performed by the security verification apparatus and beneficial effects
thereof, refer to the method in the second aspect and the beneficial effects thereof. Repeated
content is not described again.

[0052] According to an eighth aspect, an embodiment of this application provides a security
verification apparatus, including:

a processing module, configured to determine a first value; and

a sending module, configured to send a second command to a network device, where
the second command includes the first value, and the second command is an inventory command.
[0053] For implementation of each module, refer to corresponding descriptions in the method
embodiment in the third aspect, to perform the method and the functions performed by the
foregoing AMF or TMF.

[0054] For operations performed by the security verification apparatus and beneficial effects
thereof, refer to the method in the third aspect and the beneficial effects thereof. Repeated content
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is not described again.
[0055] According to a ninth aspect, an embodiment of this application provides a security
verification apparatus, including:

a processing module, configured to generate a first value after receiving an access
command of a network device, where the access command is one of Write, Kill, and Lock;

a sending module, configured to send the first value; and

a receiving module, configured to receive a first response value from a verification
function, where the first response value is calculated based on the first value. A terminal device
verifies the network device based on the first response value.
[0056] For implementation of each module, refer to corresponding descriptions in the method
embodiment in the fifth aspect, to perform the method and the functions performed by the
foregoing terminal device.
[0057] For operations performed by the security verification apparatus and beneficial effects
thereof, refer to the method in the fifth aspect and the beneficial effects thereof. Repeated content
is not described again.
[0058] According to a tenth aspect, this application provides a security verification apparatus.
The apparatus may be a terminal device, an apparatus in the terminal device, or an apparatus that
can be used together with the terminal device. The apparatus may alternatively be a verification
function, an apparatus in the verification function, or an apparatus that can be used together with
the verification function. The apparatus may alternatively be an AMF or a TMF, an apparatus in
the AMF or the TMF, or an apparatus that can be used to together with the AMF or the TMF. The
security verification apparatus may alternatively be a chip system. The security verification
apparatus may perform the foregoing method. Functions of the security verification apparatus may
be implemented by hardware, or may be implemented by hardware executing corresponding
software. The hardware or the software includes one or more modules corresponding to the
functions. The module may be software and/or hardware. For operations performed by the security
verification apparatus and beneficial effects thereof, refer to the methods in the first aspect and the
fifth aspect and the beneficial effects thereof. Repeated content is not described again.
[0059] According to an eleventh aspect, this application provides a security verification
apparatus. The security verification apparatus includes a processor and a memory, and when the
processor invokes a computer program in the memory, the method according to any one of the first
aspect, the second aspect, the third aspect, and the fifth aspect is performed.
[0060] According to a twelfth aspect, this application provides a computer-readable storage
medium. The computer-readable storage medium is configured to store a computer program, and
when the computer program is executed, the method or the system according to any one of the first
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[0061] According to a thirteenth aspect, this application provides a computer program product
including a computer program. When the computer program is executed, the method or the system
according to any one of the first aspect to the fifth aspect is implemented.

[0062] According to a fourteenth aspect, an embodiment of this application provides a
communication system. The communication system includes at least one terminal device and at
least one verification function. The terminal device is configured to perform the steps in the first
aspect and the fifth aspect, and the verification function is configured to perform the steps in the
second aspect.

[0063] According to a fifteenth aspect, an embodiment of this application provides a
communication system. The communication system includes at least one verification function and
at least one AMF or TMF. The verification function is configured to perform the steps in the second
aspect, and the AMF or the TMF is configured to perform the steps in the third aspect.

[0064] According to a sixteenth aspect, an embodiment of this application provides a
communication system. The communication system includes at least one terminal device, at least
one verification function, and at least one AMF or TMF. The terminal device is configured to
perform the steps in the first aspect and the fifth aspect, the verification function is configured to
perform the steps in the second aspect, and the AMF or the TMF is configured to perform the steps
in the third aspect.

BRIEF DESCRIPTION OF DRAWINGS

[0065] To describe the technical solutions in embodiments of this application or in the
background more clearly, the following describes the accompanying drawings for describing
embodiments of this application or the background.

[0066] FIG. 1 is a diagram of an architecture of a 5G system;

[0067] FIG. 2 is a diagram of an RFID service process;

[0068] FIG. 3 is a diagram of a service process of a tag after a reader is integrated into a base
station;

[0069] FIG. 4a is a schematic flowchart of a security verification method according to an
embodiment of this application;

[0070] FIG. 4b is a schematic flowchart of another security verification method according to
an embodiment of this application;

[0071] FIG. 5 is a schematic flowchart of another security verification method according to an

embodiment of this application;
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[0072] FIG. 6 is a schematic flowchart of another security verification method according to an
embodiment of this application;

[0073] FIG. 7 is a schematic flowchart of another security verification method according to an
embodiment of this application;

[0074] FIG. 8 is a diagram of a structure of a security verification apparatus according to an
embodiment of this application;

[0075] FIG. 9 is a diagram of a structure of another security verification apparatus according
to an embodiment of this application;

[0076] FIG. 10 is a diagram of a structure of a terminal device according to an embodiment of
this application; and

[0077] FIG. 11 is a diagram of a structure of a verification function according to an

embodiment of this application.

DESCRIPTION OF EMBODIMENTS

[0078] FIG. 1 is a diagram of an architecture of a 5G system. The 5G system includes two

parts: an access network and a core network. The access network is configured to implement a

function related to radio access. The core network mainly includes the following key logical

network elements: an access and mobility management function (access and mobility management

function, AMF) entity, a session management function (session management function, SMF) entity,
a user plane function (user plane function, UPF) entity, a policy control function (policy control

function, PCF) entity, a unified data management (unified data management, UDM) entity, and an

application function (Application Function, AF) entity.

[0079] Optionally, the core network may further include a tag management function (tag

management function, TMF), an authentication, authorization, and accounting (Authentication,

Authorization, and Accounting, AAA) entity, and a network capability exposure function (network

exposure function, NEF) entity.

[0080] The following describes network elements involved in FIG. 1.

[0081] UE may be an electronic device, for example, a mobile phone or an internet of things

terminal device.

[0082] A radio access network (radio access network, (R)AN) device is a device that provides

radio access for the UE, and includes but is not limited to a 5G base station (next generation NodeB,
gNB), a wireless fidelity (wireless fidelity, Wi-Fi) access point (access point, AP), a worldwide

interoperability for microwave access (worldwide interoperability for microwave access, WiMAX)

base station (base station, BS), and the like.
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[0083] The AMF entity is mainly responsible for mobility management in a mobile network,
for example, user location update, registration of a user with a network, and user switching.
[0084] The SMF entity is mainly responsible for session management in the mobile network,
for example, session establishment, modification, and release. A specific function is, for example,
allocating an IP address to a user or selecting a UPF that provides a packet forwarding function.
[0085] The PCF entity is mainly responsible for providing policies such as a quality of service
(quality of service, QoS) policy and a slice selection policy for the AMF and the SMF.

[0086] The UDM entity is configured to store user data such as subscription information and
authentication/authorization information.

[0087] The AF entity is mainly responsible for providing a service for a 3rd generation
partnership project (3rd generation partnership project, 3GPP) network, for example, affecting
service routing, and interacting with the PCF to perform policy control.

[0088] The UPF entity is mainly responsible for processing a user packet, for example,
forwarding and charging the user packet.

[0089] The NEF entity is mainly configured to: expose a capability of each network element
in the 3GPP to another network element, and provide corresponding security assurance to ensure
security of an external application in the 3GPP network.

[0090] A data network (data network, DN) is mainly responsible for providing a data
transmission service for the user, for example, an IP multimedia service (IP multimedia service,
IMS) or the internet (internet). The UE accesses the DN by establishing sessions (sessions) among
the UE, the RAN, the UPF, and the DN.

[0091] It should be noted that, in FIG. 1, the network functions and entities may exchange
messages through different interfaces. For example, the UE and the AMF entity may interact with
each other through an N1 interface, where an exchanged message is referred to as an N1 message.
Some interfaces are implemented as service-oriented interfaces. The UE, the RAN device, the UPF
entity, and the DN in FIG. 1 may be referred to as network functions and entities on a data plane,
and are configured to carry service data. User-layer data traffic may be transmitted by using a PDU
session established between the UE and the DN, and passes through two network function entities:
the RAN device and the UPF entity. Other network functions and entities may be collectively
referred to as network functions and entities on a control plane, are configured to carry signaling
messages, and are mainly responsible for functions such as authentication and authorization,
registration management, session management, mobility management, and policy control, to
ensure reliability and stability of user-layer data traffic transmission.

[0092] Radio frequency identification (radio frequency identification, RFID) is a non-contact

automatic identification technology in which non-contact bidirectional data communication is
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performed in a radio frequency manner and a tag is read or written. In this way, data
communication between a reader (Reader) and the tag (Tag) is implemented, and target
identification and data exchange are implemented. Generally, after the tag enters an
electromagnetic field transmitted by the reader, an induced current obtained from an antenna is
converted into a power supply of a chip through a boost circuit, and energy obtained from the
induced current is converted into a data signal through a radio frequency front-end circuit and sent
to a logic control circuit for processing. When reply information is sent from a memory of the tag,
the information is sent back to the radio frequency front-end circuit through the logic control circuit,
and finally sent back to the reader via the antenna.

[0093] FIG. 2 is a diagram of an RFID service process. A specific process includes the
following steps.

[0094] S201: An enterprise prints a tag, and writes an electronic product code (Electronic
product code, EPC), where the EPC is used to identify an attached item.

[0095] S202: A reader sends a select (Select) command to select a tag group for inventory and
access. Before the inventory, the reader uses one or more select commands to select a specific tag
group.

[0096] S203: The reader starts an inventory periodicity by sending a query (Query) command.
Alternatively, the reader starts an inventory periodicity of a next tag by using a query repeat
(QueryRep) command and a query adjust (QueryAdjust) command.

[0097] S204: A selected tag returns RN16 to the reader.

[0098] RN16 may represent a 16-bit random number.

[0099] S205: The reader sends an ACK command to the tag, where the ACK command carries
RN16. The ACK command is used to acknowledge RN16 replied by the tag.

[00100] S206: After receiving the ACK command, the tag responds to the electronic product
code EPC, and sends the EPC to the reader.

[00101] S207: The reader sends an access command to the tag, to perform an operation such as
read or write.

[00102] S208: The tag sends an access command response to the reader.

[00103] The access command may include: Req_RN: requesting new RN16; Read: reading data;
Write: writing data; Kill: killing the tag (where a kill password is needed); Lock: a lock operation
(where a locked area cannot be read/written); Access: switching the tag to a secured (Secured)
state, in other words, performing the lock operation (where an access password is needed);
BlockWrite: a multi-word write operation; and BlockErase: a multi-word erase operation.
[00104] In a 5G scenario, the reader is integrated into a base station, and the enterprise

completes capabilities such as tag connection management, reader connection management, a tag
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positioning function, and network capability exposure via a 5GC. FIG. 3 is a diagram of a service
process of a tag after a reader is integrated into a base station. The process mainly includes the
following steps.

[00105] S301: An enterprise prints a tag (tag), writes an EPC into the tag, and stores the EPC
in a verification function. The EPC is used to identify an attached item.

[00106] S302: The verification function sends an inventory request to an AMF/a TMF via an
NEF or a proxy, where the inventory request includes parameters such as an instruction type, a tag
identifier, and a tag type. The verification function may be an AF or an AAA.

[00107] S303: The AMF/TMF determines an inventory base station in a plurality of base
stations based on the parameters in the inventory request.

[00108] S304: The AMF/TMF sends an inventory command to a base station. The base station
is the inventory base station determined in S303.

[00109] S305: The base station sends a select command to select a tag group for inventory and
access.

[00110] S306 to S308: The base station and the tag perform a random access process, where the
random access process is the same as S203 to S205 in the RFID service process in FIG. 2. For
details, refer to S203 to S205. Details are not described herein again.

[00111] When the tag receives an ACK command sent by the base station, it indicates that
random access succeeds.

[00112] S309: The tag that performs successful access sends a registration request to the base
station.

[00113] The registration request includes the parameter EPC.

[00114] S310: The base station sends the registration request to the AMF/TMF.

[00115] The registration request includes the parameter EPC.

[00116] S311: The tag and the enterprise perform an authentication process via a 5GC.
[00117] S312: The AMF/TMF sends a registration response to the tag via the base station.
[00118] S313: The AMF/TMF sends an access command to the tag via the base station.
[00119] S314: The tag sends an access command response to the AMF/TMF.

[00120] S315: The AMF/TMF sends an inventory result of the tag to the verification function
via the NEF or the proxy.

[00121] S316: The AMF/TMF sends indication information, where the indication information
indicates the base station to inventory a next tag.

[00122] S317: Repeat S305 to S316 to perform an inventory process of the next tag.

[00123] S318: The base station sends an inventory end command to the AMF/TMF.

[00124] S319: The AMF/TMF sends inventory results of all tags to the verification function via
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the NEF or the proxy.

[00125] The foregoing network elements may perform some or all of the foregoing steps. For
example, S312 to S317 are optional.

[00126] Because the reader is integrated into the base station, a communication distance
between the tag and the reader becomes longer, and this may result in a communication security
problem. For example, the tag is killed in an unauthorized way, information is written into the tag
in an unauthorized way, reported data is eavesdropped, the reported data is tampered with, or the
tag is forged to report data.

[00127] Anexisting RFID authentication manner is mainly in a form of a password (password).
For example, before a kill operation, the tag verifies a kill password sent by the reader. After the
verification passes, the tag performs the kill operation. Similarly, before the tag is switched to a
secured (Secured) state, the tag verifies an access password (access password) sent by the reader.
After the verification passes, the tag is switched to the secured state.

[00128] Because acommunication distance between an original reader and the tag is very short,
no additional authentication process is needed. Therefore, there is no corresponding authentication
process in a random access process of RFID. However, after the reader is integrated into the base
station, the base station and the tag cannot authenticate each other. If a malicious base station sends
an inventory command to obtain EPC information of the tag by using a random access command,
tag information of valuables may be leaked. Alternatively, if a malicious tag responds to a random
access command of the base station and uploads false data, an inventory result and data
authenticity may be affected.

[00129] In existing RFID, in process of executing an access command, an authentication
manner only supports authenticating the reader before a kill operation and an access operation.
After the reader is integrated into the base station, a valid authentication process is also needed for
commands such as Read and Write. In addition, after the reader is integrated into the base station,
the original authentication manner may also be attacked. For example, if a malicious third party
eavesdrops on communication between the base station and the tag, the malicious third party may
obtain RN16 and a kill password or an access password obtained by performing an exclusive OR
operation on a random number and the kill password or the access password. Therefore, the
malicious third party can obtain the corresponding password and initiate a kill command or an
access command to the tag, to maliciously read or modify the tag.

[00130] To resolve the foregoing technical problems, embodiments of this application provide
the following solutions.

[00131] FIG. 4a is a schematic flowchart of a security verification method according to an
embodiment of this application. This embodiment of this application mainly includes the following
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steps.

[00132] S401a: Aterminal device receives a first command sent by a network device, where the
first command includes a first value, and the first command is one of a select command, a query
command, a query repeat command, a query adjust command, or an acknowledgment command.
[00133] The first value is generated by the network device. The network device may be a base
station, a TMF/an AMF, or a verification function. The verification function may be an AF or an
AAA.

[00134]  The first value may be a random number RANDL or a counter Countl.

[00135] The terminal device may be a tag, UE, or a chip in the UE.

[00136] S402a: The terminal device determines a first response value based on the first value
and a security key.

[00137] The first response value RES1=MAC (K, RAND1); or the first response value
RES1=MAC (K, Countl). K is the security key, and the security key may be written into the
terminal device and the verification function in advance. MAC is any message authentication code
algorithm.

[00138] It should be noted that the first response value may be calculated based on the first
value and the security key in another manner. The first response value or another response value
calculated in another manner falls within the protection scope of this application.

[00139] S403a: The terminal device sends a first request, where the first request includes the
first response value, and the first response value is used by the verification function to verify the
terminal device.

[00140] Optionally, the terminal device sends the first request to the verification function via
the base station or the TMF/AMF.

[00141] After receiving the first request, the verification function determines a third value, and
determines a fourth response value based on the third value and the security key. Both the third
value and the first value are generated by the network device, and are initially a same random
number or counter. However, after transmission, the first value and the third value may be
tampered with. Therefore, the third value may be the same as the first value in the first command
received by the terminal device, or may be different from the first value in the first command
received by the terminal device. The fourth response value RES4=MAC (K, RANDL1); or the
fourth response value RES4=MAC (K, Countl). K is the security key. RAND1 and Countl are
third values. MAC is any message authentication code algorithm. Then, the verification function
determines whether the first response value is the same as the fourth response value. When the
first response value is the same as the fourth response value, it is determined that the terminal
device passes verification, and it indicates that the terminal device is secure. When the first
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response value is different from the fourth response value, it is determined that the terminal device
does not pass the verification, and it indicates that the terminal device has a security problem.
[00142] The first request may be an enterprise authentication request.

[00143] For a specific implementation of this embodiment, refer to the following embodiment
shown in FIG. 4b. Details are not described herein again.

[00144] FIG. 4b is a schematic flowchart of a security verification method according to an
embodiment of this application. This embodiment of this application mainly includes the following
steps.

[00145] S401: An enterprise prints a tag, writes an EPC and a security key K into a terminal
device, and stores the EPC and the security key K in a verification function.

[00146] The terminal device may be a tag, UE, or a chip in the UE. The verification function
may be an AF or an AAA. The security key K in the terminal device is the same as the security
key K in the verification function.

[00147] The EPC is used to identify the terminal device.

[00148] S402: The verification function sends an inventory request to a TMF/an AMF via an
NEF or a proxy.

[00149] Optionally, the inventory request may include a first value. The first value may be
generated by the verification function. The first value may be a random number RAND1 or a
counter Countl. The counter Countl is stored by the verification function, and the counter is
increased by 1 each time Countl is sent.

[00150] S403: The TMF/AMF determines an inventory base station based on the inventory
request.

[00151] S404: The TMF/AMF sends an inventory command to a base station. The base station
is the inventory base station determined in S403.

[00152] Optionally, the inventory command includes the first value, and the first value may be
a random number RANDL1 or a counter Count1.

[00153] The first value may be obtained by the TMF/AMF from the inventory request sent by
the verification function, or may be locally generated by the TMF/AMF.

[00154] S405: The base station sends a select (Select) command to the terminal device to select
one or more terminal devices for inventory and access.

[00155] Optionally, the select command includes the first value, and the first value may be a
random number RAND1 or a counter Countl.

[00156] The first value may be obtained by the base station from the inventory command sent
by the TMF/AMF, or may be locally generated by the base station.

[00157] The select (Select) command may include the following parameters:
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Target, indicating whether to change an SL (a selected flag) or an inventoried
(inventoried) flag of the tag, where when the inventoried flag is changed, a session (session) is
specified;

Action, indicating whether tags that meet a condition declare SLs or not, or used to set
inventoried flags of the tags to A or B;

MemBank, indicating whether a mask (mask) is used in the EPC, a TID (tag identifier),
Or a user zone;

Pointer and Length, indicating a storage range; and

Truncate, indicating whether a reply of the tag is truncated.

[00158] S406 to S408: The base station and the terminal device perform a random access
process, where the random access process is the same as S203 to S205 in the RFID service process
in FIG. 2. For details, refer to S203 to S205. Details are not described herein again.

[00159] When the terminal device receives an ACK command sent by the base station, it
indicates that random access of the terminal device succeeds.

[00160] It should be noted that, if the select command sent by the base station in S405 does not
include the first value, the first value may be included in one of a query (Query) command, a query
repeat (QueryRep) command, a query adjust (QueryAdjust) command, or an acknowledgment
(ACK) command in the random access process.

[00161] The first value may be a random number RAND1 or a counter Countl.

[00162] The query (Query) command includes the following parameters: DR, used to set a
T=>R (tag-to-reader) link frequency; M, used to set a T=>R data rate and a modulation format;
TRext, used to choose whether to add a lead signal to a T=>R frame header; Sel, used to select
tags to respond to a query; Session, used to select a session (Session) for an inventory periodicity;
Target, used to select A or B as an inventoried flag of a tag participating in the inventory periodicity;
and Q, used to set a quantity of slots in the inventory periodicity.

[00163] The query repeat (QueryRep) command includes the following parameter: Session,
used to confirm a session (Session) value of a current inventory periodicity.

[00164] The query adjust (QueryAdjust) command includes the following parameters: Session,
used to confirm a session (Session) value of a current inventory periodicity; and UpDn, used to
determine whether the tag adjusts a Q value (for example, a quantity of slots in the inventory
periodicity) and how the tag adjusts the Q value.

[00165] The acknowledgment (ACK) command includes the following parameter: RN16,
which is a 16-bit random number or pseudo random number.

[00166] S409: The terminal device determines a first response value based on the first value
and the security key.
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[00167] The first response value RES1=MAC (K, RAND1); or the first response value
RES1=MAC (K, Countl). K is the security key. MAC is any message authentication code
algorithm.

[00168] It should be noted that the first response value may be calculated based on the first
value and the security key in another manner. The first response value or another response value
calculated in another manner falls within the protection scope of this application.

[00169] S410: The terminal device sends a registration request to the base station.

[00170] The registration request may include the first response value RES1. Optionally, the
registration request may include the EPC.

[00171] Optionally, the registration request may further include a second value, and the second
value is a random number RAND?2 or a counter Count2 generated by the terminal device. The
terminal device may generate the counter Count2 in one of the following two manners.

[00172] In a first manner, the terminal device adds 1 to Countl to generate Count?2.

[00173] In a second manner, the terminal device locally stores Count2, and locally stored
Count2 is increased by 1 each time Count2 is sent.

[00174] S411: The base station sends the registration request to the AMF/TMF.

[00175] The registration request includes the first response value RES1.

[00176] Optionally, the registration request may further include the second value. Optionally,
the registration request may further include the EPC.

[00177] S412: The TMF/AMF sends a first request to the verification function.

[00178] Optionally, the terminal device sends the first request to the verification function via
the TMF/AMF (or the NEF/proxy).

[00179] The first request includes the first response value RES1. Optionally, the first request
may further include the second value. Optionally, the first request may further include the EPC.
[00180] The first request may be an enterprise authentication request.

[00181] Optionally, the TMF/AMF may send the first request to a UDM/an AUSF. The first
request includes the first response value RES1.

[00182] Optionally, the first request may further include the second value. Optionally, the first
request may further include the EPC.

[00183] After receiving the first request, the UDM/AUSF verifies the terminal device. In other
words, a verification process may be completed via the UDM/AUSF. In this case, an interaction
process between the AF/AAA and the TMF/AMF in FIG. 4b may be changed to an interaction
process between the UDM/AUSF and the TMF/AMF. The UDM/AUSF pre-configures the EPC,
the security key K, and the counter Countl of the terminal device (where configuration and
maintenance of the counter Count1 are optional).
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[00184] S413: The verification function verifies the terminal device based on the first response
value.

[00185] Specifically, after receiving the first request, the verification function determines a third
value, and determines a fourth response value based on the third value and the security key. Both
the third value and the first value are generated by the network device, and are initially a same
random number or counter. However, after transmission, the first value and the third value may be
tampered with. Therefore, the third value may be the same as the first value in the first command
received by the terminal device, or may be different from the first value in the first command
received by the terminal device. The fourth response value RES4=MAC (K, RANDL1); or the
fourth response value RES4=MAC (K, Countl). K is the security key. RAND1 and Countl are
third values. MAC is any message authentication code algorithm. Then, the verification function
determines whether the first response value is the same as the fourth response value. When the
first response value is the same as the fourth response value, it is determined that the terminal
device passes the verification, and it indicates that the terminal device is secure. When the first
response value is different from the fourth response value, it is determined that the terminal device
does not pass the verification, and it indicates that the terminal device has a security problem.
[00186] It should be noted that the third value may be generated by the verification function. If
the third value is not generated by the verification function (for example, the third value is
generated by the TMF/AMF or the base station), the third value may be sent by the terminal device
to the verification function.

[00187] Optionally, when the verification function determines that the terminal device passes
the verification, the verification function may determine a second response value based on the
second value in the received first request and the security key. The second response value
RES2=MAC (K, RAND?2); or the second response value RES2=MAC (K, Count2).

[00188] Itshould be noted that, because there is a communication distance between the terminal
device and the network device, data may be tampered with in a transmission process. The second
value in the first request received by the verification function may be the same as or different from
the second value in the registration request sent by the terminal device.

[00189] The second value is a random number RAND?2 or a counter Count2 generated by the
terminal device. If the counter Count2 in S410 is generated by adding 1 to Countl, the verification
function adds 1 to locally maintained Countl.

[00190] Optionally, the verification function may generate and determine a derived key Ktmf
based on the security key, the electronic product code EPC, and at least one of the first value and
the second value. The derived key Ktmf may be used for signaling encryption or integrity
protection.
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[00191] S414: The verification function sends a first response message.

[00192] Optionally, the verification function may send the first response message to the terminal
device via the TMF/AMF or the base station.

[00193] The first response message includes the second response value. Optionally, the first
response message may further include the EPC.

[00194] The first response message may be a tag authentication response.

[00195] S415: The terminal device verifies the network device based on the second response
value.

[00196] Specifically, the terminal device may determine a third response value based on the
second value and the security key. The second value is a random number RAND?2 or a counter
Count2 generated by the terminal device, and is the same as the second value in the registration
request sent by the terminal device in S410. The third response value RES3=MAC (K, RAND2);
or the third response value RES3=MAC (K, Count2). Then, it is determined whether the second
response value is the same as the third response value. When the second response value is the same
as the third response value, it is determined that the network device passes the verification, and it
indicates that the network device is secure. When the second response value is different from the
third response value, it is determined that the network device does not pass the verification, and it
indicates that the network device has a communication security problem.

[00197] The network device may be a base station, a TMF/an AMF, a verification function, or
the like.

[00198] S416: The terminal device sends a first verification result to the verification function
via the AMF entity or the TMF entity.

[00199] The first verification result is a verification result of the network device. The first
verification result includes that the network device passes the verification or the network device
does not pass the verification.

[00200] The first verification result is a tag authentication result.

[00201] S417: The verification function sends a second response message to the AMF entity or
the TMF entity.

[00202] The second response message may include a second verification result, and the second
verification result is a verification result of the terminal device. The second verification result
includes that the terminal device passes the verification or the terminal device does not pass the
verification.

[00203] Optionally, the second response message includes a derived key. The derived key is
generated based on the security key, the electronic product code EPC, and at least one of the first
value and the second value, and the EPC is used to identify the terminal device.
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[00204] If the derived key is not generated after the verification function verifies the terminal
device in S413, the derived key may be generated in this step.

[00205] Optionally, if determining that the terminal device passes the verification, and/or
determining that the network device passes the verification, the verification function may send the
second response message to the AMF entity or the TMF entity.

[00206] The second response message may be an enterprise authentication response.

[00207] S418: The AMF/TMF sends a registration response to the terminal device via the base
station.

[00208] S419: The AMF/TMF sends an access command to the terminal device via the base
station.

[00209] The access command may include: Req_RN: requesting new RN16; Read: reading data;
Write: writing data; Kill: killing the tag (where a kill password is needed); Lock: a lock operation
(where a locked area cannot be read/written); Access: switching the tag to a secured (Secured)
state, in other words, performing the lock operation (where an access password is needed);
BlockWrite: a multi-word write operation; and BlockErase: a multi-word erase operation.
[00210] S420: The terminal device sends an access command response to the AMF/TMF.
[00211] Inthis embodiment of this application, the terminal device determines the first response
value based on the first value included in the received first command (for example, the select
command, the query command, the query repeat command, the query adjust command, or the
acknowledgment command) of the network device, and sends the first response value to the
verification function, so that the verification function verifies the terminal device. In addition, the
verification function determines the second response value based on the second value generated
by the terminal device, and sends the second response value to the terminal device, so that the
terminal device verifies the network device. Bidirectional verification between the terminal device
and the network device is implemented. Therefore, communication security between the terminal
device and the network device is ensured. Because the first value generated by the network device
Is sent to the terminal device by using the first command to calculate the first response value, a
quantity of interactions between the terminal device and the network device can be reduced,
thereby reducing signaling overheads.

[00212] Inthe embodiment shown in FIG. 4b, the terminal device is first verified, and then the
network device is verified. In the following embodiment shown in FIG. 5, the network device is
first verified, and then the terminal device is verified. In addition, the terminal device in this
embodiment may initiate a verification process according to a locally configured security policy.
[00213] FIG. 5 is a schematic flowchart of a security verification method according to an
embodiment of this application. This embodiment of this application mainly includes the following
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steps.

[00214] S501: An enterprise prints a tag, writes an EPC, a security key K, and a security policy
into a terminal device, and stores the EPC and the security key K in a verification function.
[00215] The terminal device may be a tag, UE, or a chip in the UE. The verification function
may be an AF or an AAA. The security key K in the terminal device is the same as the security
key K in the verification function.

[00216] The EPC is used to identify the terminal device.

[00217] The security policy indicates an execution condition of bidirectional verification. In
other words, when determining that the execution condition is met, the terminal device initiates a
verification process.

[00218] S502: The verification function sends an inventory request to an AMF/a TMF via an
NEF or a proxy, where the inventory request includes parameters such as an instruction type, a tag
identifier, and a tag type.

[00219] S503: The AMF/TMF determines an inventory base station in a plurality of base
stations based on the parameters in the inventory request.

[00220] S504: The AMF/TMEF sends an inventory command to a base station. The base station
is the inventory base station determined in S503.

[00221] S505: The base station sends a select command to select one or more terminal devices
for inventory and access.

[00222] S506 to S508: The base station and the terminal device perform a random access
process, where the random access process is the same as S203 to S205 in the RFID service process
in FIG. 2. For details, refer to S203 to S205. Details are not described herein again.

[00223] When the terminal device receives an ACK command sent by the base station, it
indicates that random access of the terminal device succeeds.

[00224] S509: The terminal device sends a registration request to the base station.

[00225]  The registration request includes the parameter EPC.

[00226] S510: The base station sends the registration request to the AMF/TMF.

[00227]  The registration request includes the parameter EPC.

[00228] S511: The AMF/TMF sends a registration response to the terminal device via the base
station.

[00229] S512: The AMF/TMF sends an access command to the terminal device via the base
station.

[00230] The access command may include: Req_RN: requesting new RN16; Read: reading data;
Write: writing data; Kill: killing the tag (where a kill password is needed); Lock: a lock operation

(where a locked area cannot be read/written); Access: switching the tag to a secured (Secured)
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state, in other words, performing the lock operation (where an access password is needed);
BlockWrite: a multi-word write operation; and BlockErase: a multi-word erase operation.
[00231] S513: The terminal device initiates the verification process according to a locally
configured security policy.

[00232] Optionally, after receiving the access command, the terminal device initiates the
verification process based on the access command.

[00233] S514: The terminal device sends a first request to the TMF/AMF.

[00234] The first request may include a first value. Optionally, the first request may further
include the EPC.

[00235]  The first value may be a random number RAND or a counter Countl generated by the
terminal device. When the terminal device locally maintains the counter Countl, locally
maintained Countl is increased by 1 each time the terminal device sends the counter Countl.
[00236] The first request may be an authentication request response.

[00237] S515: The AMF/TMF sends the first request to the verification function via the NEF or
the proxy.

[00238] The first request may include the first value. Optionally, the first request may further
include the EPC. The first value may include a random number RANDL or a counter Countl
generated by the terminal device.

[00239] The first request may be an enterprise authentication request.

[00240] Optionally, the TMF/AMF may send a first request to a UDM/an AUSF. The first
request includes the first value. Optionally, the first request may further include the EPC. In this
case, an interaction process between the AF/AAA and the TMF/AMF in FIG. 5 may be changed
to an interaction process between the UDM/AUSF and the TMF/AMF. The UDM/AUSF pre-
configures the EPC, the security key K, and the counter Count2 of the terminal device (where
configuration and maintenance of the counter Count2 are optional). In other words, the verification
process is completed via the UDM/AUSF.

[00241] S516: The verification function determines a first response value based on the first
value in the received first request and the security key.

[00242] The first response value RES1=MAC (K, RAND1); or the first response value
RES1=MAC (K, Countl). K is the security key. RANDL is the first value. MAC is any message
authentication code algorithm.

[00243] Itshould be noted that, because there is a communication distance between the terminal
device and a network device, data may be tampered with in a transmission process. The first value
in the first request received by the verification function may be the same as or different from the
first value in the first request sent by the terminal device.
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[00244] It should be noted that the first response value may be calculated based on the first
value and the security key in another manner. The first response value or another response value
calculated in another manner falls within the protection scope of this application.

[00245] S517: The verification function sends a first response message to the terminal device.
[00246] The first response message includes the first response value.

[00247] Optionally, the first response message includes a second value. The second value may
be a random number RAND?2 or a counter Count2 generated by the network device (for example,
the base station, the TMF/AMF, or the verification function). When the verification function
locally maintains the counter Count2, locally maintained Count2 is increased by 1 each time the
verification function sends the counter Count2.

[00248] If the second value is not generated by the verification function, for example, the
second value is generated by the TMF/AMF or the base station, the verification function may
alternatively obtain the second value from the TMF/AMF or the base station.

[00249] Optionally, the first response message may further include the EPC.

[00250] The first response message may be a tag authentication response.

[00251] S518: The terminal device verifies the network device based on the first response value.
[00252] Specifically, the terminal device may determine a third response value based on the
first value and the security key. The first value is a random number RANDL1 or a counter Countl
generated by the terminal device, and is the same as the first value in the first request sent by the
terminal device in S514. The third response value RES3=MAC (K, RAND); or the third response
value RES3=MAC (K, Countl). Then, it is determined whether the first response value is the same
as the third response value. When the first response value is the same as the third response value,
it is determined that the network device passes the verification, and it indicates that the network
device is secure. When the first response value is different from the third response value, it is
determined that the network device does not pass the verification, and it indicates that the network
device has a communication security problem.

[00253] Optionally, when the terminal device determines that the network device passes the
verification, the terminal device may determine a second response value based on a second value
in the received first response message and the security key. The second value is a random number
RAND?2 or a counter Count2 generated by the network device. The second response value
RES2=MAC (K, RAND?2); or the second response value RES2=MAC (K, Count2).

[00254] Itshould be noted that, because there is a communication distance between the terminal
device and the network device, data may be tampered with in a transmission process. The second
value in the first response message received by the terminal device may be the same as or different
from the second value in the first response message sent by the verification function.
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[00255] S519: The terminal device sends a second request to the verification function.

[00256] Optionally, the terminal device sends the second request to the verification function via
the TMF/AMF (or via the NEF or the proxy).

[00257] The second request may include the second response value. Optionally, the second
request may further include the EPC.

[00258] The second request may be a tag authentication request.

[00259] S520: The verification function verifies the terminal device based on the second
response value.

[00260]  Specifically, the verification function determines a fourth response value based on the
second value and the security key. The second value may be a random number RAND2 or a counter
Count2, and is the same as the second value in the first response message sent by the verification
function in S517. The fourth response value RES4=MAC (K, RAND2); or the fourth response
value RES4=MAC (K, Count2). K is the security key. MAC is any message authentication code
algorithm. Then, the verification function determines whether the second response value is the
same as the fourth response value. When the second response value is the same as the fourth
response value, it is determined that the terminal device passes the verification, and it indicates
that the terminal device is secure. When the second response value is different from the fourth
response value, it is determined that the terminal device does not pass the verification, and it
indicates that the terminal device has a security problem.

[00261] Optionally, the verification function may generate and determine a derived key Ktmf
based on the security key, the electronic product code EPC, and at least one of the first value and
the second value. The derived key Ktmf may be used for signaling encryption and/or integrity
protection.

[00262] S521: The verification function sends a second response message to the TMF/AMF via
the NEF or the proxy.

[00263] The second response message may include a verification result. The verification result
includes that the terminal device passes the verification or the terminal device does not pass the
verification.

[00264] Optionally, when the verification function determines that the terminal device passes
the verification, the verification function may send the second response message to the AMF entity
or the TMF entity. The second response message may include the derived key Ktmf.

[00265] The second response message may be an enterprise authentication response.

[00266] S522: The terminal device sends an access command response to the TMF/AMF via
the base station.

[00267] In this embodiment of this application, after receiving the access command, the
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terminal device initiates the verification process according to the security policy. The verification
function determines the first response value based on the first value generated by the terminal
device, and sends the first response value to the terminal device, so that the terminal device verifies
the network device. In addition, the terminal device determines the second response value based
on the second value generated by the network device, and sends the second response value to the
network device, so that the network device verifies the terminal device. Bidirectional verification
between the terminal device and the network device is implemented. Therefore, communication
security between the terminal device and the network device is ensured.

[00268] In the foregoing embodiment, bidirectional verification between the terminal device
and the network device is implemented. In the following embodiment shown in FIG. 6,
unidirectional verification is merely performed on the network device. In addition, the terminal
device in this embodiment may determine, based on the access command, whether to perform
unidirectional verification on the network device.

[00269] FIG. 6 is a schematic flowchart of a security verification method according to an
embodiment of this application. This embodiment of this application mainly includes the following
steps.

[00270] S601: An enterprise prints a tag, writes an EPC and a security key K into a terminal
device, and stores the EPC and the security key K in a verification function.

[00271] The terminal device may be a tag, UE, or a chip in the UE. The verification function
may be an AF or an AAA. The security key K in the terminal device is the same as the security
key K in the verification function.

[00272] The EPC is used to identify the terminal device.

[00273] S602 to S612 are the same as S502 to S512 in FIG. 5. For a specific implementation,
refer to S502 to S512 in FIG. 5. Details are not described herein again.

[00274] S613: The terminal device generates a first value.

[00275] Optionally, the terminal device may determine, based on an access command, whether
to perform unidirectional verification on a network device. After determining to perform
unidirectional verification on the network device, the terminal device generates the first value.
[00276] Further, manners in which the terminal device determines whether to perform
unidirectional verification on the network device include the following.

[00277] Inafirst manner, the terminal device starts to perform unidirectional verification on the
network device provided that the terminal device receives the access command.

[00278] Inasecond manner, the terminal device starts to perform unidirectional verification on
the network device only after receiving a specified access command. The specified access
command may include commands such as Write, Kill, and Lock.

27



10

15

20

25

30

35

[00279] The foregoing determining manners may be written into the terminal device when the
tag is printed.

[00280] The first value may be a random number RAND or a counter Count generated by the
terminal device. When the terminal device locally maintains the counter Count, locally maintained
Count is increased by 1 each time the terminal device sends the counter Count.

[00281] S614: The terminal device sends a first request to a TMF/an AMF.

[00282]  The first request may include the first value.

[00283] Optionally, the first request may include the EPC, and the EPC is used to identify the
terminal device.

[00284] The first request may be an authentication request.

[00285] S615: The TMF/AMF sends a second request to the verification function via an NEF
or a proxy.

[00286] The second request may include a first value. Optionally, the second request may
further include the EPC.

[00287] The second request may be an enterprise authentication request.

[00288] Optionally, the TMF/AMF may send the second request to a UDM/an AUSF. The
second request includes the first value. Optionally, the second request may further include the EPC.
In this case, an interaction process between the AF/AAA and the TMF/AMF in FIG. 6 may be
changed to an interaction process between the UDM/AUSF and the TMF/AMF. The UDM/AUSF
pre-configures the EPC, the security key K, and the counter Count of the terminal device (where
configuration and maintenance of the counter Count are optional). In other words, the verification
process is completed via the UDM/AUSF.

[00289] S616: The verification function determines a first response value based on the first
value in the received second request and the security key.

[00290]  The first value is arandom number RAND or a counter Count generated by the terminal
device. The first response value RES1=MAC (K, RAND); or the first response value RES1=MAC
(K, Count). K is the security key. MAC is any message authentication code algorithm.

[00291] Itshould be noted that, because there is a communication distance between the terminal
device and the network device, data may be tampered with in a transmission process. The first
value in the second request received by the verification function may be the same as or different
from the first value in the first request sent by the terminal device.

[00292] It should be noted that the first response value may be calculated based on the first
value and the security key in another manner. The first response value or another response value
calculated in another manner falls within the protection scope of this application.

[00293] Optionally, the verification function may generate and determine a derived key Ktmf
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based on the first value, the security key, and the electronic product code EPC. The derived key
Ktmf may be used for signaling encryption and/or integrity protection.

[00294] S617: The verification function sends a first response message to the AMF/TMF via
the NEF or the proxy.

[00295]  The first response message may include the first response value.

[00296] Optionally, the first response message may include the derived key Ktmf. After
receiving the derived key Ktmf, the AMF/TMF may perform signaling encryption or integrity
protection by using the derived key Ktmf.

[00297]  Optionally, the first response message may include the EPC.

[00298] S618: The AMF/TMF sends a second response message to the terminal device.
[00299] The second response message may include the first response value.

[00300] Optionally, the second response message may include the EPC.

[00301] S619: The terminal device verifies the network device based on the first response value.
[00302] Specifically, the terminal device may determine a second response value based on the
first value and the security key. The first value is a random number RAND or a counter Count
generated by the terminal device, and is the same as the first value in the first request sent by the
terminal device in S614. The second response value RES2=MAC (K, RAND); or the second
response value RES2=MAC (K, Count). Then, it is determined whether the first response value is
the same as the second response value. When the first response value is the same as the second
response value, it is determined that the network device passes the verification, and it indicates
that the network device is secure. When the first response value is different from the second
response value, it is determined that the network device does not pass the verification, and that the
network device does not pass the verification indicates that the network device has a
communication security problem.

[00303] The network device may be a base station, a TMF/an AMF, a verification function, or
the like.

[00304] S620: The terminal device sends an access command response to the TMF/AMF via
the base station.

[00305] Specifically, when it is determined that the network device passes the verification, the
terminal device may return the access command response to the TMF/AMF. When it is determined
that the network device does not pass the verification, the terminal device may return a reject
message or may not return the access command response to the TMF/AMF.

[00306] In this embodiment of this application, after receiving the access command, the
terminal device initiates the verification on the network device, and executes the access command

after the network device passes the verification, to avoid a case in which a malicious base station
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initiates a command such as a read command, a write command, or a kill command to the terminal
device. Therefore, communication security between the terminal device and the network device is
ensured.

[00307] Inthe embodiment shown in FIG. 6, unidirectional verification is merely performed on
the network device, and in an embodiment shown in FIG. 7, unidirectional verification is merely
performed on the terminal device. In addition, in this embodiment, a process of verifying the
terminal device is initiated after the terminal device sends a registration request.

[00308] FIG. 7 is a schematic flowchart of a security verification method according to an
embodiment of this application. This embodiment of this application mainly includes the following
steps.

[00309] S701: An enterprise prints a tag, writes an EPC and a security key K into a terminal
device, and stores the EPC and the security key K in a verification function.

[00310] The terminal device may be a tag, UE, or a chip in the UE. The verification function
may be an AF or an AAA. The security key K in the terminal device is the same as the security
key K in the verification function.

[00311] The EPC is used to identify the terminal device.

[00312] S702 to S710 are the same as S502 to S510 in FIG. 5. For a specific implementation,
refer to S502 to S510 in FIG. 5. Details are not described herein again.

[00313] S711: An AMF/a TMF sends a first request to the verification function.

[00314]  The first request may include the EPC.

[00315] The first request may be an enterprise authentication request.

[00316] S712: The verification function sends a first response message to the terminal device.
[00317] Optionally, the verification function sends the first response message to the terminal
device via the TMF/AMF (or via an NEF or a proxy).

[00318] The first response message includes a first value. The first value is a random number
RAND or a counter Count generated by a network device (for example, a base station, the
TMF/AMF, or the verification function). When the verification function locally maintains the
counter Count, locally maintained Count is increased by 1 each time the verification function sends
the counter Count.

[00319] If the first value is not generated by the verification function, for example, the first
value is generated by the TMF/AMF or the base station, the verification function may alternatively
obtain the first value from the TMF/AMF or the base station.

[00320] Optionally, the first response message may include the EPC.

[00321] The first response message may be a tag authentication response.

[00322] S713: The terminal device determines a first response value based on a first value in
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the received first response message and the security key.

[00323]  The first value is a random number RAND or a counter Count generated by the network
device. The first response value RES1=MAC (K, RAND); or the first response value RES1=MAC
(K, Count). K is the security key. MAC is any message authentication code algorithm.

[00324] Itshould be noted that, because there is a communication distance between the terminal
device and the network device, data may be tampered with in a transmission process. The first
value in the first response message received by the terminal device may be the same as or different
from the first value in the first response message sent by the verification function.

[00325] It should be noted that the first response value may be calculated based on the first
value and the security key in another manner. The first response value or another response value
calculated in another manner falls within the protection scope of this application.

[00326] S714: The terminal device sends a second request to the verification function.

[00327] Optionally, the terminal device sends the second request to the AF/AAA via the
TMF/AMF (or via the NEF or the proxy).

[00328] The second request may include the first response value.

[00329] Optionally, the second request may include the EPC.

[00330] The second request may be a tag authentication request.

[00331] S715: The verification function verifies the terminal device based on the first response
value.

[00332] Specifically, the verification function may determine a second response value based on
the first value and the security key. The first value is a random number RAND or a counter Count
generated by the network device, and is the same as the first value in the first response message
sent by the verification function in S712. The second response value RES2=MAC (K, RAND); or
the second response value RES2=MAC (K, Count). Then, it is determined whether the first
response value is the same as the second response value. When the first response value is the same
as the second response value, it is determined that the terminal device passes the verification, and
it indicates that the terminal device is secure. When the first response value is different from the
second response value, it is determined that the terminal device does not pass the verification, and
that the terminal device does not pass the verification indicates that the terminal device has a
communication security problem.

[00333] Optionally, the verification function may generate and determine a derived key Ktmf
based on the first value, the security key, and the electronic product code EPC. The derived key
Ktmf may be used for signaling encryption and/or integrity protection.

[00334] S716: The verification function sends a second response message to the TMF/AMF.
[00335] Optionally, the verification function sends the second response message to the
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TMF/AMF via the NEF or the proxy.

[00336] The second response message includes a verification result. The verification result
includes that the terminal device passes the verification or the terminal device does not pass the
verification.

[00337] Optionally, when determining that the terminal device passes the verification, the
verification function sends the second response message to the TMF/AMF, where the second
response message includes the derived key Ktmf. After receiving the derived key Ktmf, the
AMF/TMF may perform signaling encryption or integrity protection by using the derived key
Ktmf.

[00338] The second response message may be an enterprise authentication response.

[00339] S717: The AMF/TMF sends a registration response to the terminal device via the base
station.

[00340] S718: The AMF/TMF sends an access command to the terminal device via the base
station.

[00341] S719: The terminal device sends an access command response to the AMF/TMF.
[00342] In this embodiment of this application, after the terminal device sends the registration
request, the network device performs unidirectional verification on the terminal device, to ensure
authenticity of the EPC and subsequent data uploaded by the terminal device, and avoid a case in
which a false terminal device uploads a false EPC and false data. Therefore, communication
security between the terminal device and the network device is ensured.

[00343] In the foregoing embodiments, the terminal device, the base station, the TMF/AMF,
and/or the verification function may perform some or all of the steps in the embodiments. For
example, S418 to S420 in the embodiment shown in FIG. 4b are optional. These steps or operations
are merely examples. Other operations or variants of various operations may be further performed
in embodiments of this application. In addition, the steps may be performed in a sequence different
from a sequence presented in embodiments, and not all the operations in embodiments of this
application may be necessarily performed. In addition, sequence numbers of the steps do not mean
an execution sequence. An execution sequence of the processes should be determined based on
functions and internal logic of the processes, and should not constitute any limitation on the
implementation processes of embodiments of this application.

[00344] In the foregoing embodiments, the verification function may be the AF or the AAA, or
the verification function may be the UDM.

[00345] It may be understood that in the foregoing method embodiments, methods and
operations implemented by the terminal device may alternatively be implemented by a component
(for example, a chip or a circuit) that may be used in the terminal device, and methods and
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operations implemented by the verification function may alternatively be implemented by a
component (for example, a chip or a circuit) that may be used in the verification function.
[00346] The foregoing mainly describes the solutions provided in embodiments of this
application from a perspective of interaction between the devices. It may be understood that, to
implement the foregoing functions, each network element, for example, a transmitting end device
or a receiving end device, includes a corresponding hardware structure and/or software module for
performing each function. A person skilled in the art should be able to be aware that, in
combination with units and algorithm steps of the examples described in embodiments disclosed
in this specification, this application may be implemented by hardware or a combination of
hardware and computer software. Whether a function is performed by hardware or hardware driven
by computer software depends on particular applications and design constraints of the technical
solutions. A person skilled in the art may use different methods to implement the described
functions for each particular application, but it should not be considered that the implementation
goes beyond the scope of this application.

[00347] In embodiments of this application, functional modules of the terminal device or the
verification function may be obtained through division based on the foregoing method examples.
For example, each functional module may be obtained through division based on each
corresponding function, or two or more functions may be integrated into one processing module.
The integrated module may be implemented in a form of hardware, or may be implemented in a
form of a software functional module. It should be noted that, in embodiments of this application,
module division is an example, and is merely logical function division. During actual
implementation, another division manner may be used. Descriptions are provided below by using
an example in which each functional module is obtained through division corresponding to each
function.

[00348] The foregoing describes in detail the method provided in embodiments of this
application with reference to FIG. 4a to FIG. 7. The following describes in detail a security
verification apparatus provided in embodiments of this application with reference to FIG. 8 to FIG.
9. It should be understood that descriptions of apparatus embodiments correspond to the
descriptions of the method embodiments. Therefore, for content that is not described in detail, refer
to the method embodiments above. For brevity, details are not described herein again.

[00349] FIG. 8 is a diagram of a structure of a security verification apparatus according to an
embodiment of this application. The security verification apparatus may include a receiving
module 801, a processing module 802, and a sending module 803. The receiving module 801 and
the sending module 803 may communicate with the outside. The processing module 802 is
configured to perform processing, for example, determine a first response value. The receiving
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module 801 and the sending module 803 may also be referred to as a communication interface, a
transceiver unit, or a transceiver module. The receiving module 801, the processing module 802,
and the sending module 803 may be configured to perform actions performed by the terminal
device in the foregoing method embodiments.

[00350] For example, the receiving module 801 and the sending module 803 may also be
referred to as a transceiver module or a transceiver unit (including a receiving unit and/or a sending
unit), and are respectively configured to perform receiving and sending steps of the terminal device
in the foregoing method embodiments.

[00351] In a possible design, the security verification apparatus may implement steps or
procedures performed by the terminal device corresponding to the foregoing method embodiments.
For example, the security verification apparatus may be a terminal device, or a chip or a circuit
configured in the terminal device. The receiving module 801 and the sending module 803 are
configured to perform receiving and sending related operations of the terminal device in the
foregoing method embodiments. The processing module 802 is configured to perform processing
related operations of the terminal device in the foregoing method embodiments.

[00352] For example, the receiving module 801 is configured to receive a first command sent
by a network device, where the first command includes a first value, and the first command is one
of a select command, a query command, a query repeat command, a query adjust command, or an
acknowledgment command.

[00353] The processing module 802 is configured to determine a first response value based on
the first value and a security key.

[00354] The sending module 803 is configured to send a first request, where the first request
includes the first response value, and the first response value is used by a verification function to
verify the terminal device.

[00355] It should be noted that, for implementation of each module, further refer to the
corresponding descriptions in the method embodiments shown in FIG. 4a to FIG. 7. The method
and the functions performed by the terminal device in the foregoing embodiments are performed.
[00356] FIG. 9 is a diagram of a structure of a security verification apparatus according to an
embodiment of this application. The security verification apparatus may include a receiving
module 901, a processing module 902, and a sending module 903. The receiving module 901 and
the sending module 903 may communicate with the outside. The receiving module 901 and the
sending module 903 may also be referred to as a communication interface, a transceiver unit, or a
transceiver module. The processing module 902 is configured to perform processing, for example,
verify a terminal device. The receiving module 901, the processing module 902, and the sending
module 903 may be configured to perform actions performed by the verification function in the
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foregoing method embodiments.

[00357] For example, the receiving module 901 and the sending module 903 may also be
referred to as a transceiver module or a transceiver unit (including a receiving unit and/or a sending
unit), and are respectively configured to perform receiving and sending steps of the verification
function in the foregoing method embodiments.

[00358] In a possible design, the security verification apparatus may implement steps or
procedures performed by the verification function corresponding to the foregoing method
embodiments. For example, the security verification apparatus may be a verification function, or
a chip or a circuit configured in the verification function. The receiving module 901 and the
sending module 903 are configured to perform receiving and sending related operations of the
verification function in the foregoing method embodiments. The processing module 902 is
configured to perform processing related operations of the verification function in the foregoing
method embodiments.

[00359] For example, the receiving module 901 is configured to receive a first request, where
the first request includes a first response value, the first response value is determined based on a
security key and a first value included in a first command of a network device, and the first
command is one of a select command, a query command, a query repeat command, a query adjust
command, or an acknowledgment command.

[00360] The processing module 902 is configured to verify the terminal device based on the
first response value.

[00361] It should be noted that, for implementation of each module, further refer to the
corresponding descriptions in the method embodiments shown in FIG. 4a to FIG. 7. The method
and the functions performed by the verification function in the foregoing embodiments are
performed.

[00362] FIG. 10 is a diagram of a structure of a terminal device according to an embodiment of
this application. The terminal device may be used in the system shown in FIG. 1, to perform
functions of the terminal device in the foregoing method embodiments, or implement steps or
procedures performed by the terminal device in the foregoing method embodiments.

[00363] As shown in FIG. 10, the terminal device includes a processor 1001 and a transceiver
1002. Optionally, the terminal device further includes a memory 1003. The processor 1001, the
transceiver 1002, and the memory 1003 may communicate with each other through an internal
connection path, to transfer a control signal and/or a data signal. The memory 1003 is configured
to store a computer program. The processor 1001 is configured to: invoke the computer program
from the memory 1003 and run the computer program, to control the transceiver 1002 to receive
or send a signal. Optionally, the terminal device may further include an antenna, configured to
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send, by using aradio signal, uplink data or uplink control signaling output by the transceiver 1002.
[00364] The foregoing processor 1001 may correspond to the processing module in FIG. 8. The
foregoing processor 1001 and the memory 1003 may be combined into a processing apparatus.
The processor 1001 is configured to execute program code stored in the memory 1003 to
implement the foregoing functions. During specific implementation, the memory 1003 may
alternatively be integrated into the processor 1001, or may be independent of the processor 1001.
[00365] The foregoing transceiver 1002 may correspond to the receiving module and the
sending module in FIG. 8, and may also be referred to as a transceiver unit or a transceiver module.
The transceiver 1002 may include a receiver (or referred to as a receiver machine or a receiver
circuit) and a transmitter (or referred to as a transmitter machine or a transmitter circuit). The
receiver is configured to receive a signal, and the transmitter is configured to transmit a signal.
[00366] It should be understood that, the terminal device shown in FIG. 10 can implement
processes related to the terminal device in the method embodiments shown in FIG. 4a to FIG. 7.
Operations and/or functions of modules in the terminal device are respectively intended to
implement corresponding procedures in the foregoing method embodiments. For details, refer to
the descriptions in the foregoing method embodiments. To avoid repetition, detailed descriptions
are properly omitted herein.

[00367] The foregoing processor 1001 may be configured to perform actions that are internally
implemented by the terminal device and that are described in the foregoing method embodiments.
The transceiver 1002 may be configured to perform actions that are sent by the terminal device to
the verification function or received by the terminal device from the verification function and that
are described in the foregoing method embodiments. For details, refer to the descriptions in the
foregoing method embodiments. Details are not described herein again.

[00368] The processor 1001 may be a central processing unit, a general-purpose processor, a
digital signal processor, an application-specific integrated circuit, a field programmable gate array
or another programmable logic device, a transistor logic device, a hardware component, or any
combination thereof. The processor 1001 may implement or execute various example logical
blocks, modules, and circuits described with reference to content disclosed in this application.
Alternatively, the processor 1001 may be a combination of processors implementing a computing
function, for example, a combination of one or more microprocessors, or a combination of a digital
signal processor and a microprocessor. A communication bus 1004 may be a peripheral component
interconnect PCI bus, an extended industry standard architecture EISA bus, or the like. The bus
may be classified into an address bus, a data bus, a control bus, and the like. For ease of
representation, only one thick line is used to represent the bus in FIG. 10, but this does not mean
that there is only one bus or only one type of bus. The communication bus 1004 is configured to
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implement connection and communication between these components. The transceiver 1002 in
this embodiment of this application is configured to perform signaling or data communication with
another node device. The memory 1003 may include a volatile memory, for example, a non-
volatile dynamic random access memory (non-volatile dynamic random access memory,
NVRAM), a phase change random access memory (phase change RAM, PRAM), or a
magnetoresistive random access memory (magnetoresistive RAM, MRAM). The memory 1003
may alternatively include a non-volatile memory, for example, at least one magnetic disk storage
device, an electrically erasable programmable read-only memory (electrically erasable
programmable read-only memory, EEPROM), a flash storage device such as an NOR flash
memory (NOR flash memory) or an NAND flash memory (NAND flash memory), or a
semiconductor device such as a solid state drive (solid state drive, SSD). Optionally, the memory
1003 may alternatively be at least one storage apparatus located far away from the foregoing
processor 1001. Optionally, the memory 1003 may further store a group of computer program code
or configuration information. Optionally, the processor 1001 may further execute the program
stored in the memory 1003. The processor may cooperate with the memory and the transceiver to
perform any method and function of the terminal device in the foregoing embodiments of this
application.

[00369] FIG. 11 is a diagram of a structure of a verification function according to an
embodiment of this application. The verification function may be used in the system shown in FIG.
1, to perform functions of the verification function in the foregoing method embodiments, or
implement steps or procedures performed by the verification function in the foregoing method
embodiments.

[00370] As shown in FIG. 11, the verification function includes a processor 1101 and a
transceiver 1102. Optionally, the verification function further includes a memory 1103. The
processor 1101, the transceiver 1102, and the memory 1103 may communicate with each other
through an internal connection path, to transfer a control signal and/or a data signal. The memory
1103 is configured to store a computer program. The processor 1101 is configured to: invoke the
computer program from the memory 1103 and run the computer program, to control the transceiver
1102 to receive or send a signal. Optionally, the verification function may further include an
antenna, configured to send, by using a radio signal, uplink data or uplink control signaling output
by the transceiver 1102.

[00371] The foregoing processor 1101 may correspond to the processing module in FIG. 9. The
foregoing processor 1101 and the memory 1103 may be combined into a processing apparatus.
The processor 1101 is configured to execute program code stored in the memory 1103 to
implement the foregoing functions. During specific implementation, the memory 1103 may
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alternatively be integrated into the processor 1101, or may be independent of the processor 1101.
[00372] The foregoing transceiver 1102 may correspond to the sending module and the
receiving module in FIG. 9, and may also be referred to as a transceiver unit or a transceiver
module. The transceiver 1102 may include a receiver (or referred to as a receiver machine or a
receiver circuit) and a transmitter (or referred to as a transmitter machine or a transmitter circuit).
The receiver is configured to receive a signal, and the transmitter is configured to transmit a signal.
[00373] It should be understood that, the verification function shown in FIG. 11 can implement
processes related to the verification function in the method embodiments shown in FIG. 4a to FIG.
7. Operations and/or functions of modules in the verification function are respectively intended to
implement corresponding procedures in the foregoing method embodiments. For details, refer to
the descriptions in the foregoing method embodiments. To avoid repetition, detailed descriptions
are properly omitted herein.

[00374] The foregoing processor 1101 may be configured to perform actions that are internally
implemented by the verification function and that are described in the foregoing method
embodiments. The transceiver 1102 may be configured to perform actions that are sent by the
verification function to the terminal device or received by the verification function from the
terminal device and that are described in the foregoing method embodiments. For details, refer to
the descriptions in the foregoing method embodiments. Details are not described herein again.
[00375] The processor 1101 may be processors of various types mentioned above. A
communication bus 1104 may be a peripheral component interconnect PCI bus, an extended
industry standard architecture EISA bus, or the like. The bus may be classified into an address bus,
a data bus, a control bus, and the like. For ease of representation, only one thick line is used to
represent the bus in FIG. 11, but this does not mean that there is only one bus or only one type of
bus. The communication bus 1104 is configured to implement connection and communication
between these components. The transceiver 1102 of the device in this embodiment of this
application is configured to perform signaling or data communication with another device. The
memory 1103 may be memories of various types mentioned above. Optionally, the memory 1103
may alternatively be at least one storage apparatus located far away from the foregoing processor
1101. The memory 1103 stores a group of computer program code or configuration information,
and the processor 1101 executes the program in the memory 1103. The processor may cooperate
with the memory and the transceiver to perform any method and function of the verification
function in the foregoing embodiments of this application.

[00376] An embodiment of this application further provides a chip system. The chip system
includes a processor, configured to support a terminal device or a verification function to

implement the function in any one of the foregoing embodiments, for example, generating or
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processing the first response value in the foregoing methods. In a possible design, the chip system
may further include a memory, and the memory is configured to store program instructions and
data that are necessary for the terminal device or the verification function. The chip system may
include a chip, or may include a chip and another discrete component. An input and an output of
the chip system respectively correspond to receiving and sending operations of the terminal device
or the verification function in the method embodiments.

[00377] An embodiment of this application further provides a processing apparatus, including
a processor and an interface. The processor may be configured to perform the method in the
foregoing method embodiments.

[00378] It should be understood that the processing apparatus may be a chip. For example, the
processing apparatus may be a field programmable gate array (field programmable gate array,
FPGA), an application-specific integrated chip (application-specific integrated circuit, ASIC), a
system-on-chip (system-on-chip, SoC), a central processing unit (central processing unit, CPU), a
network processor (network processor, NP), a digital signal processing circuit (digital signal
processor, DSP), a microcontroller unit (microcontroller unit, MCU), a programmable controller
(programmable logic device, PLD), or another integrated chip.

[00379] In an implementation process, steps in the foregoing methods can be implemented by
using a hardware integrated logical circuit in the processor, or by using instructions in a form of
software. The steps of the methods disclosed with reference to embodiments of this application
may be directly performed by a hardware processor, or may be performed by using a combination
of hardware in the processor and a software module. The software module may be located in a
mature storage medium in the art, for example, a random access memory, a flash memory, a read-
only memory, a programmable read-only memory, an electrically erasable programmable memory,
or a register. The storage medium is located in the memory, and the processor reads information
in the memory and completes the steps in the foregoing methods in combination with hardware of
the processor. To avoid repetition, details are not described herein again.

[00380] According to the method provided in embodiments of this application, this application
further provides a computer program product. The computer program product includes a computer
program, and when the computer program is run on a computer, the computer is enabled to perform
the method according to any one of the embodiments shown in FIG. 4a to FIG. 7.

[00381] According to the method provided in embodiments of this application, this application
further provides a computer-readable medium. The computer-readable medium stores a computer
program, and when the computer program is run on a computer, the computer is enabled to perform
the method according to any one of the embodiments shown in FIG. 4a to FIG. 7.

[00382] According to the method provided in embodiments of this application, this application
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further provides a communication system. The communication system includes one or more
terminal devices and one or more verification functions that are described above.

[00383] All or some of the foregoing embodiments may be implemented by using software,
hardware, firmware, or any combination thereof. When software is used to implement the
embodiments, all or some of the embodiments may be implemented in a form of a computer
program product. The computer program product includes one or more computer instructions.
When the computer instructions are loaded and executed on a computer, all or some of the
procedures or functions according to embodiments of this application are generated. The computer
may be a general-purpose computer, a dedicated computer, a computer network, or another
programmable apparatus. The computer instructions may be stored in a computer-readable storage
medium or may be transmitted from a computer-readable storage medium to another computer-
readable storage medium. For example, the computer instructions may be transmitted from a
website, computer, server, or data center to another website, computer, server, or data center in a
wired (for example, a coaxial cable, an optical fiber, or a digital subscriber line (digital subscriber
line, DSL)) or wireless (for example, infrared, radio, or microwave) manner. The computer-
readable storage medium may be any usable medium accessible by the computer, or a data storage
device, for example, a server or a data center, integrating one or more usable media. The usable
medium may be a magnetic medium (for example, a floppy disk, a hard disk, or a magnetic tape),
an optical medium (for example, a high-density digital video disc (digital video disc, DVD)), a
semiconductor medium (for example, a solid state drive (solid state drive, SSD)), or the like.
[00384] The verification function and the terminal device in the foregoing apparatus
embodiments correspond to the verification function or the terminal device in the method
embodiments, and corresponding modules or units perform corresponding steps. For example, a
receiving module and a sending module (a transceiver) perform receiving or sending steps in the
method embodiments, and steps other than sending and receiving may be performed by a
processing module (a processor). For a function of a specific module, refer to a corresponding
method embodiment. There may be one or more processors.

[00385] In the several embodiments provided in this application, it should be understood that
the disclosed system, apparatus, and method may be implemented in another manner. For example,
the described apparatus embodiments are merely examples. For example, division into the units is
merely logical function division. During actual implementation, another division manner may be
used. For example, a plurality of units or components may be combined or integrated into another
system, or some features may be ignored or not performed. In addition, the displayed or discussed
mutual couplings or direct couplings or communication connections may be implemented by using

some interfaces. The indirect couplings or communication connections between the apparatuses or
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units may be implemented in electronic, mechanical, or other forms.

[00386] When the functions are implemented in a form of a software functional unit and sold
or used as an independent product, the functions may be stored in a computer-readable storage
medium. Based on such an understanding, the technical solutions of this application essentially, or
the part contributing to the conventional technology, or some of the technical solutions may be
implemented in a form of a software product. The computer software product is stored in a storage
medium, and includes several instructions for instructing a computer device (which may be a
personal computer, a server, a verification function, or the like) to perform all or some of the steps
of the methods described in embodiments of this application. The foregoing storage medium
includes any medium that can store program code, such as a USB flash drive, a removable hard
disk, a read-only memory (read-only memory, ROM), a random access memory (random access
memory, RAM), a magnetic disk, or an optical disc.

[00387] The foregoing descriptions are merely specific implementations of this application, but
are not intended to limit the protection scope of this application. Any variation or replacement
readily figured out by a person skilled in the art within the technical scope disclosed in this
application shall fall within the protection scope of this application. Therefore, the protection scope

of this application shall be subject to the protection scope of the claims.
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CLAIMS

What is claimed is:

1. A security verification method, wherein the method comprises:

receiving a first command sent by a network device, wherein the first command comprises a
first value, and the first command is one of a select command, a query command, a query repeat
command, a query adjust command, or an acknowledgment command,

determining a first response value based on the first value and a security key; and

sending a first request, wherein the first request comprises the first response value, and the
first response value is used by a verification function to verify a terminal device.

2. The method according to claim 1, wherein the first request further comprises a second
value, the second value is used by the verification function to determine a second response value,
and the method further comprises:

receiving a first response message, wherein the first response message comprises the second
response value; and

verifying the network device based on the second response value.

3. The method according to claim 2, wherein the verifying the network device based on the
second response value comprises:

determining a third response value based on the second value and the security key;

determining whether the second response value is the same as the third response value; and

when the second response value is the same as the third response value, determining that the
network device passes verification.

4. The method according to claim 2 or 3, wherein the first response message further comprises
an electronic product code EPC, and the EPC is used to identify the terminal device.

5. The method according to any one of claims 1 to 4, wherein

the first request further comprises an electronic product code EPC, and the EPC is used to
identify the terminal device; and/or

the verification function comprises an application function or an authentication, authorization,
and accounting function.

6. The method according to any one of claims 1 to 5, wherein the verification function
comprises a unified data management function.

7. A security verification method, wherein the method comprises:

receiving, by a verification function, a first request, wherein the first request comprises a first
response value, the first response value is determined based on a security key and a first value

comprised in a first command of a network device, and the first command is one of a select
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command, a query command, a query repeat command, a query adjust command, or an
acknowledgment command; and

verifying, by the verification function, a terminal device based on the first response value.

8. The method according to claim 7, wherein the verifying, by the verification function, a
terminal device based on the first response value comprises:

determining, by the verification function, a third value, and determining a fourth response
value based on the third value and the security key;

determining, by the verification function, whether the first response value is the same as the
fourth response value; and

when the first response value is the same as the fourth response value, determining, by the
verification function, that the terminal device passes verification.

9. The method according to claim 7 or 8, wherein the first request further comprises a second
value, and the method further comprises:

determining, by the verification function, a second response value based on the second value
and the security key; and

sending, by the verification function, a first response message, wherein the first response
message comprises the second response value, and the second response value is used by the
terminal device to verify the network device.

10. The method according to claim 9, wherein the method further comprises:

sending, by the verification function, a second response message to an access and mobility
management function AMF or a tag management function TMF, wherein the second response
message comprises a derived key, the derived key is generated based on the security key, an
electronic product code EPC, and at least one of the first value and the second value, and the EPC
is used to identify the terminal device.

11. The method according to claim 9 or 10, wherein the first response message further
comprises an electronic product code EPC, and the EPC is used to identify the terminal device.

12. The method according to any one of claims 7 to 11, wherein

the first request further comprises an electronic product code EPC, and the EPC is used to
identify the terminal device; and/or

the verification function comprises an application function or an authentication, authorization,
and accounting function.

13. The method according to any one of claims 7 to 12, wherein the verification function
comprises a unified data management function.

14. A security verification apparatus, wherein the apparatus comprises:

a receiving module, configured to receive a first command sent by a network device, wherein
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the first command comprises a first value, and the first command is one of a select command, a
query command, a query repeat command, a query adjust command, or an acknowledgment
command;

a processing module, configured to determine a first response value based on the first value
and a security key; and

a sending module, configured to send a first request, wherein the first request comprises the
first response value, and the first response value is used by a verification function to verify a
terminal device.

15. The apparatus according to claim 14, wherein the first request further comprises a second
value, and the second value is used by the verification function to determine a second response
value;

the receiving module is further configured to receive a first response message, wherein the
first response message comprises the second response value; and

the processing module is further configured to verify the network device based on the second
response value.

16. The apparatus according to claim 15, wherein

the processing module is further configured to: determine a third response value based on the
second value and the security key; determine whether the second response value is the same as the
third response value; and when the second response value is the same as the third response value,
determine that the network device passes verification.

17. The apparatus according to claim 15 or 16, wherein the first response message further
comprises an electronic product code EPC, and the EPC is used to identify the terminal device.

18. The apparatus according to any one of claims 14 to 17, wherein

the first request further comprises an electronic product code EPC, and the EPC is used to
identify the terminal device; and/or

the verification function comprises an application function or an authentication, authorization,
and accounting function.

19. The apparatus according to any one of claims 14 to 18, wherein the verification function
comprises a unified data management function.

20. A security verification apparatus, wherein the apparatus comprises:

a receiving module, configured to receive a first request, wherein the first request comprises
a first response value, the first response value is determined based on a security key and a first
value comprised in a first command of a network device, and the first command is one of a select
command, a query command, a query repeat command, a query adjust command, or an

acknowledgment command; and
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a processing module, configured to verify a terminal device based on the first response value.

21. The apparatus according to claim 20, wherein

the processing module is further configured to: determine a third value, and determine a fourth
response value based on the third value and the security key; determine whether the first response
value is the same as the fourth response value; and when the first response value is the same as the
fourth response value, determine that the terminal device passes verification.

22. The apparatus according to claim 20 or 21, wherein the first request further comprises a
second value;

the processing module is further configured to determine a second response value based on
the second value and the security key; and

the sending module is further configured to send a first response message, wherein the first
response message comprises the second response value, and the second response value is used by
the terminal device to verify the network device.

23. The apparatus according to claim 22, wherein

the sending module is further configured to send a second response message to an access and
mobility management function AMF or a tag management function TMF, wherein the second
response message comprises a derived key, the derived key is generated based on the security key,
an electronic product code EPC, and at least one of the first value and the second value, and the
EPC is used to identify the terminal device.

24. The apparatus according to claim 22 or 23, wherein the first response message further
comprises an electronic product code EPC, and the EPC is used to identify the terminal device.

25. The apparatus according to any one of claims 20 to 24, wherein

the first request further comprises an electronic product code EPC, and the EPC is used to
identify the terminal device; and/or

the security verification apparatus comprises an application function or an authentication,
authorization, and accounting function.

26. The apparatus according to any one of claims 20 to 25, wherein the security verification
apparatus comprises a unified data management function.

27. A security verification method, wherein the method comprises:

receiving, by a terminal device, a first command sent by a network device, wherein the first
command comprises a first value, and the first command is one of a select command, a query
command, a query repeat command, a query adjust command, or an acknowledgment command,
determining a first response value based on the first value and a security key; and sending a first
request, wherein the first request comprises the first response value; and

receiving, by a verification function, the first request, and verifying the terminal device based
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on the first response value.

28. The method according to claim 27, wherein the verifying the terminal device based on
the first response value comprises:

determining, by the verification function, a third value, and determining a fourth response
value based on the third value and the security key;

determining, by the verification function, whether the first response value is the same as the
fourth response value; and

when the first response value is the same as the fourth response value, determining, by the
verification function, that the terminal device passes verification.

29. The method according to claim 27 or 28, wherein the first request further comprises a
second value, and the method further comprises:

determining, by the verification function, a second response value based on the second value
and the security key, and sending a first response message, wherein the first response message
comprises the second response value; and

receiving, by the terminal device, the first response message, and verifying the network
device based on the second response value.

30. The method according to claim 29, wherein the verifying the network device based on the
second response value comprises:

determining, by the terminal device, a third response value based on the second value and the
security key;

determining, by the terminal device, whether the second response value is the same as the
third response value; and

when the second response value is the same as the third response value, determining, by the
terminal device, that the network device passes verification.

31. The method according to claim 29 or 30, wherein the first response message further
comprises an electronic product code EPC, and the EPC is used to identify the terminal device.

32. The method according to any one of claims 27 to 31, wherein

the first request further comprises an electronic product code EPC, and the EPC is used to
identify the terminal device; and/or

the verification function comprises an application function or an authentication, authorization,
and accounting function.

33. The method according to any one of claims 27 to 32, wherein the verification function
comprises a unified data management function.

34. A security verification system, wherein the system comprises a terminal device and a

verification function, the terminal device comprises the apparatus according to any one of claims
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14 to 19, and the verification function comprises the apparatus according to any one of claims 20
to 26.

35. A computer-readable storage medium, configured to store a computer program, wherein
when the computer program is run on a computer, the computer is enabled to perform the method
according to any one of claims 1 to 13.

36. A computer program product, wherein the computer program product comprises a
computer program, and when the computer program is run on a computer, the computer is enabled

to perform the method according to any one of claims 1 to 6 or any one of claims 7 to 13.
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