
1                                  DESCRIPTION      System and Method for
Data Cache Coherency in a Split-Level Cache System   Technical Field    The
present invention relates to data cache coherency in a computer system
comprising a split-level cache arrangement.  



Background Art    A modem computer system includes a memory hierarchy that
comprises various memory devices of varying sizes and speeds. Such memory
devices include, for example, a small but fast cache memory, and a larger
but slower primary memory.    Data can be found in either the cache memory
or the primary memory. Also, a plurality of devices (such as a central
processing unit and input/output devices) access and update the data
contained in the cache memory and the primary memory. Thus, at any time,
data may be inconsistent or stale in the cache memory and/or in the primary
memory.    This is called the cache coherency problem. The cache coherency
problem is magnified in multi-processor computer systems where a plurality
of processors each includes one or more caches, and coherency is required
among all of the caches. 



Systems and methods for maintaining cache coherency are well known and are
described in many publicly available documents, such as John L. Hennessy
and David A. Patterson, Computer Architecture - A Quantitative Approach
(Morgan Kaufmann Publishers, Inc., San Mateo, California, U.S.A., 1990),
which is herein incorporated by reference in its entirety. These
conventional systems and methods are sufficient for solving the cache
coherency problems that exist in most computer systems.
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New computer architectures, however, may spawn new types of cache coherency
problems. These cache coherency problems may be difficult to detect, much
less analyze and solve. Conventional cache coherency techniques may not be
adequate to solve these new cache coherency problems.    Thus, what is
required is a system and method for solving cache coherency related
problems that exist in a computer system having a split-level cache
arrangement.    It is an object of the present invention to provide a
control system and method for controlling the execution of cache memory
access instructions in a computer system comprising a plurality of
processing units each having at least one cache.   Disclosure of Invention
In accordance with the present invention, multi-processor cache coherency
is 



maintained in the computer system. At least one of the processing units of
the computer system includes a split-level cache arrangement that comprises
a first level cache coupled to a second level cache, wherein integer store
instructions enable data to be stored in both the first level cache and the
second level cache. The first level cache is byte writable and the second
level cache is word writable.    The control system of the present
invention monitors a pipeline of the second level cache to determine
whether a forced atomic (FA) instruction is in the second level cache
pipeline. A FA instruction is an integer store instruction which requires
allocation in the first level cache and which enables data of length other
than a word multiple to be stored in the first level cache. During
execution of a FA instruction, one or more bytes are read from the first
level cache and written to the second level cache along with write data of
the FA instruction, such that data of word length is written to the second
level cache.    If it is determined that a FA instruction is in the second
level cache pipeline, then the control system delays interventions to the
second level cache until the 



3    FA instruction exits the second level cache pipeline. This results in
delaying the   execution of the cache memory access instructions
responsible for generation of   said interventions, such that data written
by operation of said cache memory   access instructions is not destroyed by
operation of the FA instruction.      The control system also monitors the
second level cache to determine  whether a possible miss (PM) instruction
is in the second level cache pipeline.  A PM instruction is a cache memory
access instruction which requires allocation 



in the second level cache but which does not require allocation in the
first level  cache.     If it is determined that a PM instruction is in the
second level cache pipeline,  then the control system prevents FA
instructions from entering the second level  cache pipeline. In this
manner, execution of interventions to the second level  cache is not
prevented while there is a potential for an instruction in the second
level cache to be detained while an intervention is processed in its
behalf, such  that deadlock between processing units of the computer system
is prevented.     The control system also determines whether an aligned
multi-byte word in which the write data of an integer store operation is
contained is exclusive in the first level cache. If it is determined that
the aligned word is not exclusive in the first level cache, then the
control system prevents the integer store operation from entering a
pipeline of the second level cache, and initiates a cache miss and fill
operation to cause the aligned word to be exclusive in the first level
cache.  



Brief Description of Drawings    Figure 1 is a block diagram of a computer
system in which the present invention operates;    Figure 2 illustrates the
manner in which an integer store operation is implemented in a computer
system having a split-level cache arrangement;    Figure 3 depicts a
scenario where data is lost due to the structural and operational features
of a computer system having a split-level cache
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arrangement; and      Figures 4 and 5 illustrate flowcharts depicting the
operation of a control   system according to a preferred embodiment of the
present invention.     Best Mode for Carrying Out the Invention     The
features and advantages of the present invention, as well as the structure
and operation of various embodiments of the present invention, are
described in  detail below with reference to the accompanying drawings. In
the drawings, like  reference numbers indicate identical or functionally
similar elements.     1. Hardware Environment     A partial block diagram
of a computer system 101 in which the present  invention preferably
operates is shown in Figure 1. As will be appreciated by  persons skilled
in the relevant art, the computer system 101 includes other  components not
shown in Figure 1. 



The computer system 101 includes a processing unit 102 that is connected to
a bus 126. The processing unit 102 is preferably a RISC (reduced
instruction set computer) processor, although it could alternatively be a
processor having another type of computer architecture. RISC computer
processors are discussed in the following documents: G. Kane and J.
Heinrich, MIPS RISC Architecture (Prentice Hall, Englewood Cliffs, New
Jersey, U.S.A., 1992); Mile Johnson, Superscalar Microprocessor Design
(Prentice Hall, Englewood Cliffs, New Jersey, U.S.A., 1991); and Stephen B.
Furber, VLSI RISC Architecture and Organization (Marcel Dekker, Inc., New
York, New York, U.S.A., 1989), all of which are incorporated herein by
reference.    The processing unit 102 includes a plurality of functional
units (FU) 104, such as an integer functional unit (IU; not explicitly
shown in Figure 1) for performing integer operations, and a floating point
functional unit (FPU; not explicitly shown in Figure 1) for performing
floating point operations.    The processing unit 102 includes a
split-level cache arrangement that 



comprises a first level cache, such as a data cache 108, and a second level
cache,   such as a global cache 112. Generally, the data cache 108 is
smaller than the   global cache 112 (the data cache 108 has a preferred
size of 16 Kbyts, whereas   the global cache 112 has a preferred size of up
to 16 Mbytes). The data cache   108 contains a subset of the data stored in
the global cache 112. The data cache   108 is generally faster in operation
than the global cache 112.      The data cache 108 is preferably formed on
the same computer chip as the 



IU (accordingly, the data cache 108 is sometimes called "on-chip cache") in
the   processing unit 102. The global cache 112 is preferably external to
the   functional units 104 in the processing unit 102 (accordingly, the
global cache   112 is sometimes called the "off-chip cache").     Integer
data resides in the data cache 108. Floating point data resides in the
global cache 112. The global cache 112 is also a second-level storage unit
for  integer data. An integer store operation causes integer data to be
stored in both  the data cache 108 and the global cache 112. A floating
point store operation  bypasses the data cache 108 and causes floating
point data to be stored in the  global cache 112.     Preferably, the data
cache 108 supports non-word writes. Preferably, the data cache 108 supports
byte writes (although the data cache 108 may support writes of different
non-word write lengths). That is, data may be written to the data cache 108
in one-byte packets (in other words, the data cache 108 is 



preferably byte writable). The global cache 112 does not support byte
writes. Instead, the global cache 112 supports word writes, wherein a word
is preferably four bytes (in other words, the global cache 112 is word
writable).    By supporting word writes, rather than byte writes, it is
possible to implement the global cache 112 using fewer RAMs (random access
memories), thereby reducing the cost of the processing unit 102. This is
the case, since the granularity of parity is greater when supporting byte
writes than when supporting word rights. For example, where a word is 32
bits and where the        



global cache 112 is implemented using RAMs having a write width of 4 bits,
one parity RAM is required for every two data RAMs when byte writes are
supported. In contrast, one parity RAM is required for every eight data
RAMs when word writes are supported.    As noted above, integer store
operations cause integer data to be stored in both the data cache 108 and
the global cache 112. As also noted above, the data cache 108 supports byte
writes, whereas the global cache 112 supports word writes.    Figure 2
illustrates the manner in which a 1-byte integer store operation is
implemented with respect to the global cache 112. The data cache 108 is
conceptually depicted in Figure 2 as comprising a plurality of rows wherein
each row includes an aligned four byte data word.    During the operation
of a 1-byte integer store operation, one byte (this 



represents the "write data" of the integer store operation) is written to
one of the rows of the data cache 108. Also, the other three bytes of this
row are read from the data cache 108, and then these three bytes are
appropriately combined with the byte (that is, the write data) of the
integer store operation to form a data word. This word is then stored in
the global cache 112.    Data stores to the data cache 108 and the global
cache 112 are pipelined. The data store pipelines associated with the data
cache 108 and the global cache 112 (the data cache pipeline is indicated by
106 in Figure 1, and the global cache pipeline is indicated by 110 in
Figure 1) are such that integer stores to the data cache 108 are committed
before floating point misses to the global cache 112 are realized. Thus, it
is not possible to "back-out" of integer store instructions after
commitment of the store to the data cache 108, but before completion
(including realization of a floating point miss) of the floating point
store to the global cache 112.    The split-level cache arrangement is
further discussed in an U.S. Patent 



Application entitled "Split Level Cache", Attorney Docket No. 15-4-138.00,
7  referenced above.    Referring again to Figure 1, the computer system
101 includes additional processing units that are connected to the bus 126,
such as processing unit 114. These additional processing units connected to
the bus 126 may having a split-level cache arrangement (such as processing
unit 114), or may have other types of cache arrangements (although such
cache arrangements must be able to 



store both integer data and floating point data). For reference purposes,
the processing unit 102 is sometimes called the first processing unit 102,
and the processing unit 114 is sometimes called the second processing unit
114.    The computer system 101 supports multi-processor data coherence.
That is, coherency of the integer and floating point data distributed among
and stored in the processing units connected to the bus 126 is maintained
by the computer system 101. The computer system 101 includes a cache
coherency mechanism (not shown) for maintaining this data coherency.
Systems and methods for cache coherency are well known and are described in
many publicly available documents, such as Computer Architecture A
Quantitative Approach, cited above. Such well-known cache coherency
techniques can be used to implement many aspects of the cache coherency
mechanism of the computer system 101.    The inventors have identified
above coherency-related problems in the computer system 101 which are due
to the specific structural and operational 



features of the computer system 101, particularly the split-level cache
arrangement discussed above. The inventors have also developed solutions to
these cache coherency-related problems. These cache coherency-related
problems have never before been identified and, consequently, have never
before been solved.    The cache coherency-related problems which were
identified by the inventors, and the solutions to these problems which were
developed by the inventors, are discussed in the following sections.
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2.0 Data Loss Problem    As a result of the specific structural and
operational features of the computer system 101, there is a chance that
data stored in a cache by one processor may be destroyed by the operation
of another processor. Specifically, this data loss problem is due to the
following features of the computer system 101: (1) the split-level cache
arrangement; (2) the difference in write granularity of the data cache 108
and the global cache 112 (that is, that the data cache 108 supports byte
writes whereas the global cache 112 supports word writes); (3) the
multi-processor coherence requirement of the computer system 101; and (4)
the fact that integer stores to the data cache 108 are committed before
floating point misses to the global cache 112 are realized.    Figure 3
depicts a scenario where this data loss problem occurs, wherein selected
contents of the global cache 112 in the first processing unit 102 and the
cache of another processing unit (not shown in Figure 1) connected to the
bus 



126 are shown at four different times t0, t1, t2, and t3 (these times are
not necessarily equally spaced from one another). Assume that the cache of
this other processing unit supports byte writes.    At time t0, the global
cache 112 in the first processing unit 112 stores an aligned four-byte word
302 having byte values A, B, C, and D. Assume that an exclusive copy of
this word (that is, the only valid copy in the computer system 101) is
contained in the global cache 112 of the first processing unit 102.
Consequently, this word 302 is not available in the cache of the other
processing unit, as indicated in Figure 3.    Sometime between times t0 and
t2, one of the functional units 104 in the first processing unit 102 issues
an integer store instruction to write a byte "Y" to the data word 302
stored in the data cache 108 and the global cache 112 of the first
processing unit 102. The processing of this integer store instruction
causes bytes A, C, and D to read from the data cache 108 of the first
processor 102 and to be appropriately combined with the byte "Y" associated
with the integer store 



instruction.    Also between times t0 and t1, a functional unit in the
other processing unit issues a store instruction to write a byte "X" to the
data word 302. However, the data word 302 is not valid and exclusive in the
cache of the other processing unit, so a cache miss message is issued by
the other processing unit (in the computer system 101, it is possible to
write to data in a cache only if the data is 



exclusive).    As a result of the cache miss message, the exclusive copy of
the data word 302 is transferred from the first processing unit 102 to the
other processing unit. Then, the store instruction completes in the other
processing unit such that a byte "X" is stored in one of the bytes of the
data word 302. These actions are completed by time t1, as shown in Figure
3.    Sometimes between times t1 and t2, the combined bytes A, Y, C, and D
are ready to be written into the data cache 108 of the first processor 102.
However, data word 302 is not valid and exclusive in the data cache 108 of
the first processing unit 102, so a cache miss message is issued by the
first processing unit 102. As a result of the cache miss message, the
exclusive copy of the data word 302 is transferred from the other
processing unit to the first processing unit 102. These actions are
completed by time t2, as shown in Figure 3.    Sometime between times t2
and t3, the pending integer store instruction is completed in the first
processing unit 102, such that bytes A, Y, C, and D are 



stored in the data word 302. Note that byte "X" that was written in the
data word 302 by the other processing unit has been destroyed by operation
of the first processing unit 102. Thus, as a result of the specific
structural and operational features of the computer system 101, data stored
in a cache by one processor has been destroyed by the operation of another
processor.    The data loss problem was identified and understood by the
inventors only after a detailed and comprehensive analysis of the computer
system 101. The data loss problem was difficult to identify, much less
understand and solve,                                             10 



given the multiplicity and complexity of the factors (listed above) which
combined to create the problem.    3.0 Solution of the Data Loss Problem
According to the Present Invention    The solution developed by the
inventors to solve the data loss problem will now be discussed.    The data
loss problem is solved by ensuring that cache memory access instructions
which may result in the data loss problem are executed atomically.
Specifically, cache memory access instructions which may result in the data
loss problem are atomically executed from the initiation of the read (of
the three bytes) in the data cache 108 to the completion of the write (of
the four bytes) in the global cache 112. In other words, a cache memory
access instruction which may result in the data loss problem is atomically
executed from the point at which the instruction enters the pipeline of the
global cache 112 (indicated by 110 in Figure 1) to the point at which the
instruction exits the pipeline of the 



global cache 112. Interventions are not permitted during the atomic
execution portion of such instructions.    As well known to persons skilled
in the relevant art, an intervention is performed on the behalf of a
Processor X and involves reading data from the cache of a Processor Y,
wherein such data is used to update the cache of the Processor X.
Interventions are necessary to maintain coherency among caches in a
computer system.    Consider, for example, the scenario presented in Figure
3. As discussed above, at time t0 the global cache 112 in the first
processing unit 112 stores an exclusive copy of an aligned four-byte word
302 having byte values A, B, C, and D. The integer store instruction which
is issued between times t0 and t1 by one of the functional units 104 in the
first processing unit 102 initiates a memory read of bytes A, C, and D from
the data cache 108.    According to the present invention, at this point
the integer store instruction has entered an atomic execution portion such
that interventions to the global 



cache 112 are blocked. Consequently, the other processing unit does not
have an opportunity to modify the data word 302 until after the pending
integer store instruction in the first processing unit 102 completes (that
is, until after the bytes A, Y, C, and D are stored in the global cache
112).    After this pending store instruction completes in the first
processing unit 102, the exclusive copy of the data word 302 is transferred
to the other processing 



unit (that is, interventions to the global cache 112 are allowed after the
pending store instruction completes and exits the pipeline of the global
cache 112). Then, byte "X" is written to the data word 302 such that the
data word 302 includes bytes A, Y, X, and D.    By operation of the present
invention, therefore, data stored in a cache by one processor (that is, the
other processor in the example of Figure 3) is not destroyed by the
operation of another processor (that is, the first processing unit 102 in
the example of Figure 3).    As discussed above, the present invention
solves the data loss problem by ensuring that cache memory access
instructions which may result in the data loss problem are executed
atomically. These instructions are called forced atomic (FA) instructions
since they are forced to be atomically executed, as discussed above.    As
part of the solution of the data loss problem, the inventors have
identified FA instructions as including any integer store instructions
(that is, any cache 



memory access instructions which require data to be stored in both the data
cache 108 and the global cache 112) which store other than aligned word
blocks. In the preferred embodiment, the data store width of the global
cache 112 is four bytes, such that FA instructions are integer store
instructions which store other than an aligned block of four bytes, or
which store other than aligned multiples of four bytes. Such instructions
require allocation in the data cache 108, and require that the data cache
108 be accessed to retrieve bytes to fill out four-byte stores to the
global cache 112.                                               12 



This solution to the data loss problem is described in greater detail
below.      4.0 Deadlock Problem      As discussed above, the data loss
problem is solved by identifying FA   instructions and by atomically
executing the FA instructions. However, as   described below, the atomic
execution of FA instructions spawns a new problem   which involves the
possibility of deadlock of processing units in the computer   system 101.
There are two aspects of the deadlock problem, deadlock due to potential
miss instructions and deadlock due to the need for data exclusivity when
performing forced atomic instructions. These aspects of the deadlock
problem  are discussed in the following sections.     4.1 Deadlock Due to
Potential Miss Instructions     A scenario involving the execution of FA
instructions that results in deadlock  shall now be described with
reference to Figure 1. 



At a time t0, suppose that a floating write instruction is initiated in the
first  processing unit 102. Similarly, suppose that a floating writ
instruction is  initiated in the second processing unit 114. As discussed
above, floating write  instructions bypass the data caches 108, 120 and
proceed directly to the global  caches 112, 124.    At a time t1, suppose
that the pending floating write instruction has not completed in the first
processing unit 102, and that a FA integer write instruction is initiated
in the first processing unit 102. During the processing of the FA integer
write instruction in the first processing unit 102, a read operation of the
data cache 108 is initiated to retrieve the appropriate three bytes to fill
out the forthcoming four-byte write to the global cache 112. Thus,
interventions in the global cache 112 with regard to the aligned four-byte
word containing these three bytes (and also containing the write data of
the FA integer write instruction) are blocked.   Also at time t1, suppose
that the pending floating write instruction has not 



13     completed in the second processing unit 114, and that a FA integer
write    instruction is initiated in the second processing unit 114. During
the processing    of the FA integer write instruction in the second
processing unit 1 14, a read    operation of the data cache 120 is
initiated to retrieve the appropriate three bytes    to fill out the
forthcoming four-byte write to the global cache 124. Thus,    interventions
in the global cache 124 with regard to the aligned four-byte word
containing these three bytes (and also containing the write data of the FA
integer 



write instruction) are blocked.      At a time t2, suppose that a cache
miss is realized for the pending floating   write instruction in the first
processing unit 102. That is, the data which is to be   modified by the
floating write instruction is not valid and exclusive in the global   cache
112 of the first processing unit 102. Also suppose that this data is valid
and exclusive in the global cache 124 of the second processing unit 114.
Thus,   to complete the pending floating write instruction in the first
processing unit   102, an intervention at the global cache 124 of the
second processing unit 114 is   required. However, this intervention is
blocked due to the atomic execution of   the pending FA integer write
instruction in the second processing unit 114.     Also at time t2, suppose
that a cache miss is realized for the pending floating  write instruction
in the second processing unit 114. That is, the data which is to  be
modified by the floating write instruction is not valid and exclusive in
the  global cache 124 of the second processing unit 114. Also suppose that
this data  is valid and exclusive in the global cache 112 of the first
processing unit 102. 



Thus, to complete the pending floating write instruction in the second
processing  unit 114, an intervention at the global cache 112 of the first
processing unit 102  is required. However, this intervention is blocked due
to the atomic execution of  the pending FA integer write instruction in the
first processing unit 102.    Thus, the first processing unit 102 is
blocked waiting on data from the second processing unit 114, and the second
processing unit 114 is blocked waiting on data from the first processing
unit 102. However, data from the first
14  



processing unit 102 is not available until the first processing unit 102
becomes unblocked. Similarly, data from the second processing unit 114 is
not available until the second processing unit 114 becomes unblocked.
Accordingly, a deadlock situation exists between the first and second
processing units 102, 114.    4.2 Solution to the Deadlock Problem
(Potential Miss Instructions) According to the Present Invention    The
solution developed by the inventors to solve this deadlock problem will now
be discussed.    As identified by the inventors, there are two categories
of cache memory access instructions which are of interest with regards to
this deadlock problem. The first instruction category includes cache memory
access instructions which may result in the data loss problem. These
instuctions are called forced atomic (FA) instructions, and are defined and
discussed above.    The second instruction category includes cache memory
access instructions which do not require allocation in the data cache 108,
120 (that is, which do not 



store data in the data cache 108, 120) and which directly access the global
cache 112, 124. These are unlike FA instructions, which do require
allocation in the data cache 108, 120.    It is not possible for a FA
instruction in the pipeline of a global cache 112, 124 to generate a global
cache miss (but see the discussion on this topic in the following section).
This is the case, since FA instructions require allocation in the data
caches 108, 120, and since the data caches 108, 120 store a proper subset
of the data stored in the global caches 112, 124, respectively.    In
contrast, an instruction of the second instruction category can generate a
global cache miss, since these instructions do not require allocation in
the data caches 108, 120. Accordingly, instructions of the second
instruction category are called potential miss (PM) instructions.    There
is actually a third instruction category which includes cache memory access
instructions which do not fall into the first instruction category or the  



15  second instruction category. Instructions of the third instruction
category can be grouped with either first instruction category instructions
or with second instruction category instructions. Such groupings may be
made, for example, to enhance performance. Instructions of the third
instruction category are not relevant to the solution of the deadlock
problem, and thus shall not be discussed further.    Once they identified
the FA and the PM instruction categories, the inventors were able to
completely analyze the deadlock problem and devise a procedure to 



solve the deadlock problem. Specifically, the inventors determined that the
deadlock problem potentially occurred only when a potential miss
instruction was followed by a forced atomic instruction. More particularly,
and with respect to the processing unit 102 for illustrative purposes, the
inventors determined that the deadlock problem potentially occurred only
when a FA instruction was allowed to enter the pipeline of the global cache
112 when a PM instruction was already in the pipeline of the global cache
112.    In the scenario discussed above, for example, the floating write
instructions initiated at time t0 represent PM instructions. The integer
write instructions initiated at time t1 represent FA instructions.    Thus,
according to the present invention, the deadlock problem is avoided by
allowing a FA instruction to enter the pipeline of the global cache 112
only when there are no PM instructions already in the pipeline of the
global cache 112. If there are any PM instructions already in the pipeline
of the global cache 112, then the FA instruction is stalled. 



This solution to the deadlock problem (that is due, in part, to potential
miss instructions) is described in greater detail below.    4.3 Deadlock
Due to Need for Data Exclusivity When Performing Forced Atomic Instructions
The above section describes a deadlock problem that is due to the
performance of potential miss instructions. This section describes a
deadlock                                             16  problem that is
due to the need for data exclusivity when performing forced 



atomic instructions. This deadlock problem is similar to the potential miss
deadlock problem.    As discussed above, with reference to the processing
unit 102 for illustrative purpose, it is possible to write data to the
global cache 112 only if the global cache 112 stores the exclusive copy of
th data (that is, only if the global cache 1 12 stores the only valid copy
of the data). If a floating point write is made to the global cache 112 and
the exclusive copy of the data of interest is not stored in the global
cache 112, then a cache miss and fill operation (that is, an intervention)
must be performed.    In the computer system 101, a 1 -byte FA integer
write operation performed in the first processing unit 102 causes a write
to the data cache 108 and to the global cache 112. According to the present
invention, with regard to the write to the data cache 108, the data byte of
interest (that is, the byte in the data cache 108 that is being modified by
the integer write operation) is required to be in a cache block that is
exclusive in the data cache 108; otherwise, processing of the 



integer write operation is not allowed to proceed. Preferably, the width of
a cache block is 128 bytes, although the cache block width can be other
values without departing from the scope and spirit of the present
invention.    The inventors have determined that the integer write
operation should be allowed to enter the pipeline to the global cache 112
only if the data byte of interest, as well as the other three bytes of the
aligned four-byte word (in which the data byte of interest is contained),
are in a cache block that is exclusive in the data cache 108. Otherwise,
deadlock may result.    Consider a scenario where the integer write
operation is allowed to enter the pipeline of the global cache 112 even
when these four bytes are not exclusive in the data cache 108. In this
scenario, assume that these four bytes are also not exclusive in the global
cache 112. When the integer read operation reaches the end of the pipeline
to the global cache 112, a cache miss and fill operation (that   



17      is, an intervention) is generated.        In this scenario,
therefore, the FA instruction includes the properties of a    potential
miss instruction, since it generated a miss in the global cache 112. As
a result, a potential for deadlock exists since the FA instruction can both
block    interventions to the global cache 112, and wait on exclusivity
from another    processing unit.       4.4 Solution to the Deadlock Problem
(Data Exclusivity Requirement)    According to the Present Invention)
According to the present invention, this deadlock problem is solved by 



requiring exclusive allocates on store in the data cache 108. Specifically,
a FA   integer write operation is committed in the data cache 108 only if
the cache   block in which the aligned four-byte word of interest is
contained is exclusive in   the data cache 108. Otherwise, a cache miss and
fill operation is generated.   Note that the FA integer write instruction
is not in the pipeline to the global   cache 112 when this cache miss and
fill operation is issued, and this cache miss   and fill operation is not
atomically performed. Thus, there is no danger of   deadlock.     This
solution to the deadlock problem (that is due to the exclusivity
requirement) is described in greater detail below.     5.0 Summary of
Solution and Implementation of Solution     As discussed above, the
specific structural and operational features of the  computer system 101
have caused a number of cache coherency related  problems. The inventors
have identified these problems and have developed a  system and method for
eliminating these problems. In essence, the system and 



method of the present invention control the execution of cache memory
access  instructions by implementing the following three rules (for
illustrative purposes,  reference is made to the processing unit 102 to
describe these rules):    (1) If a FA instruction (that will operate to
modify a data word) is in the pipeline of the global cache 112, then
interventions to the global cache 112 with
18  regard to the data word (that is, which reference the data word) are
delayed until the FA instruction completes and exits the pipeline of the
global cache 112. 



Alternatively, if a FA instruction is in the pipeline of the global cache 1
12. then interventions to the entire global cache 112 are delayed until the
FA instruction completes and exits the pipeline of the global cache 112.
(2) If a PM instruction is in the pipeline of the global cache 112, then FA
instructions are not allowed to enter the pipeline of the global cache 112.
Such FA instructions are stalled (that is, they are aborted and re-started
at a later time).    (3) If the aligned word associated with a FA
instruction is not exclusive in the data cache 108, then the FA instruction
is not allowed to enter the pipeline to the global cache 112, and a
non-atomic cache miss and fill is generated.    Rule (1) solves the data
loss problem. Rule (2) solves the deadlock problem (potential miss). Rule
(3) solves the deadlock problem (data exclusivity requirement).    The
present invention also includes a fourth rule: If an intervention is
pending in the global cache 112, then a FA instruction is not allowed to
enter the pipeline of the global cache 112. Instead, the FA instruction is
delayed until 



after all of the pending interventions are complete.    This fourth rule
does not operate to solve any of the problems discussed above. Rather, this
fourth rule exists for performance reasons. The fourth rule ensures that
interventions will not be blocked forever by FA instructions, but will
instead be given the opportunity to be processed.    Rules (1), (2), and
(4) are preferably implemented by appending a FA bit and a PM bit to each
instruction which enters the pipeline of the global cache 112. If an
instruction is a forced atomic instruction, then its FA bit is preferably
set to one, otherwise it is set to zero. Similarly, if an instruction is a
potential miss instruction, then its PM bit is preferably set to one,
otherwise it is set to zero.    A control system 150 preferably monitors
instructions as they enter the pipeline of the global cache 112 (not that
control lines between the control    



19  system 150 and the elements of the processing unit 102 are not shown
for clarity purposes). The operation of the control system 150 shall now be
described with reference to the flowchart shown in Figure 4.    If the
control system 150 detects in the global cache pipeline an instruction with
its FA bit set to one (represented by step 404), then the control system
150 blocks interventions to appropriate data (that is, the aligned four-bit
word of interest) in the global cache 112 (represented by step 406). This
implements the first rule.    Similarly, if the control system 150
determines that an intervention is pending to the global cache 112
(represented by step 412), then the control 



system 150 prevents FA instructions from entering the pipeline of the
global cache 112 (represented by step 410). It is assumed that the control
system 150 is in contact with other components of the computer system 101
which have knowledge of the pendency of interventions. This implements the
fourth rule.    If the control system 150 detects in the global cache
pipeline an instruction with its PM bit set to one (represented by step
408), then the control system 150 prevents FA instructions from entering
the global cache pipeline (represented by step 410). This implements the
second rule.    Rule (3) is preferably implemented by appending a W
(writable) bit to each cache block (which is preferably 128 bytes wide) in
the data cache 108. If a cache block is exclusive in the data cache 108,
then the W bit associated with the cache block in the data cache 108 is
preferably set to one; otherwise, it is set to zero. Further operation of
the control system 150 shall now be described with reference to the
flowchart shown in Figure 5.    The control system 150 monitors integer
store instructions being processed at 



the data cache 108 (that is, integer store instructions which are being
processed in the pipeline of the data cache 108). If the aligned four-byte
word associated with a FA instruction is in a cache block that is exclusive
in the data cache 108 (as indicated by the W bit associated with the cache
block; this test is
SHE ET                                            20  represented by step
504), then the FA instruction is allowed to enter the pipeline 



of the global cache 112, subject to other processing of the control system
150, described herein (this is represented by step 510).    If the aligned
four-byte word associated with the FA instruction is in a cache block that
is not exclusive in the data cache 108 (this test is represented by step
504), then the FA instruction is not allowed to enter the pipeline of the
global cache 112 (represented by step 506), and a cache miss and fill
message is sent to the global cache 112 (represented by step 508).    The
control system 150 is preferably implemented as a hardware state machine
operating as discussed above, particularly in accordance with the four
rules discussed above. Alternatively, the control system 150 is implemented
as a processor operating in accordance with software.    The control system
150 is preferably implemented in each of the processing units (which have a
split-level cache arrangement) as part of the integer functional unit (IU)
which includes the data cache 108. Alternatively, the control system 150 is
implemented in each of the processing units (which have a 



split-level cache arrangement) as a component external to the functional
units 104. Alternatively, the control system 150 is implemented as multiple
state machines which are distributed throughout each of the processing
units of the computer system 101 which include a split-level cache
arrangement.    The control system 150 is preferably developed using an
appropriate compiler system which enables a hardware developer to develop
and prototype hardware circuits in software. In such compiler systems, the
functionality of hardware components can be represented using pseudocode.
Such compiler systems can be used to verify logic, and can aid in defining
the timing and generation of control signals and associated random logic.
One such compiler is the Verilog compiler by Cadence Design Systems, Inc.,
of San Jose, CA.    Further details pertaining to the implementation of the
present invention will be apparent to persons skilled in the relevant art
based on the discussion   



21  contained herein.    While various embodiments of the present invention
have been described above, it should be understood that they have been
presented by way of example only, and not limitation.    Accordingly, in
accordance with the present invention, it is possible to solve problems
about cache coherency in a computer system having a split-level cache
arrangement without giving rise to deadlock and data loss problems.   



22                                       CLAIMS      1. A method of
preventing data loss in a computer system comprising a     plurality of
processing units each having at least one cache, wherein
multi-processor cache coherency is maintained in the computer system, at
least     one of the processing units including a split-level cache
arrangement comprising     a first level cache coupled to a second level
cache, wherein integer store     instructions enable data to be stored in
both the first level cache and the second 



level cache, the first cache being byte writable and the second level cache
being     word writable, the method comprising the steps of:       (a)
monitoring a pipeline of the second level cache to determine whether a
forced atomic (FA) instruction is in the second level cache pipeline, a FA
instruction being an integer store instruction which requires allocation in
the first   level cache and which enables data of length other than a word
multiple to be   stored in the first level cache, wherein during execution
of a FA instruction one   or more bytes are read from the first level cache
and written to the second level   cache along with write data of the FA
instruction, such that data of word length   is written to the second level
cache; and     (b) if a FA instruction is determined to be in the second
level cache pipeline,  then delaying interventions to the second level
cache until the FA instruction  exits the second level cache pipeline to
thereby delay execution of cache memory   access instructions responsible
for generation of said interventions, such that 



data written by operation of said cache memory access instructions is not
destroyed by operation of the FA instruction.    2.  The method of claim 1,
further comprising the steps of:    (c) determining whether an intervention
to the second level cache is pending; and      (d)if an intervention to the
second level cache is pending, then preventing
23 



FA instructions from entering the second level cache pipeline, such that
execution of interventions to the second level cache is not indefinitely
delayed     due to the presence of FA instructions in the second level
cache pipeline.      3. The method of claim 1, wherein step (a) comprises
the steps of:       associating with instructions entering the second level
cache pipeline indicia    identifying whether the instructions are FA
instructions; and       analyzing said indicia of instructions in the
second level cache to determine   whether a FA instruction is in the second
level cache pipeline.    4. The method of claim 3, wherein said indicia
comprises a forced atomic (FA)   bit which is associated with each
instruction entering the second level cache   pipeline, the FA bit being
set to a first value for FA instructions and being set to   a second value
for non-FA instructions.  



5. The method of claim 1, wherein in step (b) interventions which access in
the   second level cache an aligned multi-byte word in which the write data
of the FA   instruction is contained are delayed until the FA instruction
exits the second   level cache pipeline.    6. A method of preventing
deadlock among processing units in a computer   system comprising a
plurality of processing units each having at least one cache,   wherein
multi-processor cache coherency is maintained in the computer system, at
least one of the processing units including a split-level cache arrangement
comprising a first level cache coupled to a second level cache, the first
level cache being byte writable and the second level cache being word
writable, the method comprising the steps of:    (a) monitoring a pipeline
of the second level cache to determine whether a possible miss (PM)
instruction is in the second level cache pipeline, a PM 



24     instruction being a cache memory access instruction which requires
allocation in      the second level cache but which does not require
allocation in the first level     cache; and        (b) if a PM instruction
is determined to be in the second level cache pipeline,    then preventing
forced atomic (FA) instructions from entering the second level    cache
pipeline, a FA instruction being a cache memory access instruction which
enables data to be stored in both the first level cache and the second
level cache 



wherein data stored in the first level cache is of length other than a word
multiple, wherein interventions to the second level cache are not permitted
while    a FA instruction is in the second level cache pipeline;       such
that execution of interventions to the second level cache is not prevented
while there is a potential for an instruction in the second level cache to
be   detained while an intervention is processed in its behalf, such that
deadlock   between processing units of the computer system is prevented.
7. The method of claim 6, wherein step (a) comprises the steps of:
associating with instructions entering the second level cache pipeline
indicia  identifying whether the instructions are PM instructions; and
analyzing said indicia of instructions in the second level cache to
determine  whether a PM instruction is in the second level cache pipeline.



8. The method of claim 7, wherein said indicia comprises a potential miss
(PM)  bit which is associated with each instruction entering the second
level cache  pipeline, the PM bit being set to a first value for PM
instructions and being set  to a second value for non-PM instructions.
9. A method of controlling the execution of cache memory access
instructions  in a computer system comprising a plurality of processing
units each having at least one cache, wherein multi-processor cache
coherency is maintained in the       



25     computer system, at least one of the processing units including a
split-level      cache arrangement comprising a first level cache coupled
to a second level     cache, the first level cache being byte writable and
the second level cache being     word writable, the split-level cache
arrangement supporting an integer store     operation which causes data to
be stored in both the first level cache and the     second level cache,
wherein during execution of an integer store operation one or     more
bytes are read from the first level cache and written to the second level
cache along with write data of the integer store operation such that data
of word   length is written to the second level cache as a result of the
integer store   operation, such execution of an integer store operation
being performed   atomically, the method comprising the steps of:      (a)
determining whether an aligned multi-byte word in which the write data  of
an integer store operation is contained is exclusive in the first level
cache; and 



(b) if it is determined that the aligned word is not exclusive in the first
level   cache, then preventing the integer store operation from entering a
pipeline of the   second level cache, and initiating a cache miss and fill
operation to cause the   aligned word to be exclusive in the first level
cache.     10. The method of claim 9, wherein step (a) comprises the steps
of:     associating with aligned multi-byte words in the first level cache
indicia  identifying whether the aligned words are exclusive in the first
level cache, said  indicia being stored in the first level cache; and
analyzing said indicia stored in the first level cache to determine whether
the aligned multi-byte word in which the write data of the integer store
operation is contained is exclusive in the first level cache.  11.  The
method of claim 10, wherein said indicia comprises a writable (W) bit 



which is associated with each aligned multi-byte word in the first level
cache, the W bit being set to a first value for aligned words which are
exclusive in the                                                 26
first level cache and being set to a second value for aligned words which
are not     exclusive in the first level cache.       12. A method of
controlling the execution of cache memory access instructions 



in a computer system comprising a plurality of processing units each having
at     least one cache, wherein multi-processor cache coherency is
maintained in the      computer system, at least one of the processing
units including a split-level     cache arrangement comprising a first
level cache coupled to a second level     cache, wherein integer store
instructions enable data to be stored in both the first     level cache and
the second level cache, the first level cache being byte writable   and the
second level cache being word writable, the method comprising the steps
of:      (a) monitoring a pipeline of the second level cache to determine
whether a   forced atomic (FA) instruction is in the second level cache
pipeline, a FA   instruction being an integer store instruction which
requires allocation in the first   level cache and which enables data of
length other than a word multiple to be   stored in the first level cache,
wherein during execution of a FA instruction one   or more bytes are read
from the first level cache and written to the second level 



cache along with write data of the FA instruction, such that data of word
length   is written to the second level cache;     (b) monitoring the
second level cache pipeline to determine whether a  possible miss (PM)
instruction is in the second level cache pipeline, a PM  instruction being
a cache memory access instruction which requires allocation in  the second
level cache but which does not require allocation in the first level cache;
(c) if a PM instruction is determined to be in the second level cache
pipeline, then preventing FA instructions from entering the second level
cache pipeline; and    (d) if a FA instruction is determined to be in the
second level cache pipeline,  then delaying interventions to the second
level cache until the FA instruction exits the second level cache pipeline.



27       13. The method of claim 12, further comprising the steps of:
(e) determining whether an intervention to the second level cache is
pending;     and        (f) if an intervention to the second level cache is
pending, then preventing     FA instructions from entering the second level
cache pipeline, such that     execution of interventions to the second
level cache is not indefinitely delayed     due to the presence of FA
instructions in the second level cache pipeline.       14. The method of
claim 12, further comprising the steps of: 



(e) determining whether an aligned multi-byte word in which the write data
of an integer store operation is contained is exclusive in the first level
cache; and       (f) if it is determined that the aligned word is not
exclusive in the first level   cache, then preventing the integer store
operation from entering the second level   cache pipeline, and initiating a
cache miss and fill operation to cause the aligned   word to be exclusive
in the first level cache.     15. A control system for controlling the
execution of cache memory access   instructions in a computer system
comprising a plurality of processing units   each having at least one
cache, wherein multi-processor cache coherency is   maintained in the
computer system, at least one of the processing units including   a
split-level cache arrangement comprising a first level cache coupled to a
second level cache, wherein integer store instructions enable data to be
stored in both the first level cache and the second level cache, the first
level cache being 



byte writable and the second level cache being word writable, the control
system comprising:    means for monitoring a pipeline of the second level
cache to determine whether a forced atomic (FA) instruction is in the
second level cache pipeline, a FA instruction being an integer store
instruction which requires allocation in the  first level cache and which
enables data of length other than a word multiple to
28   



be stored in the first level cache, wherein during execution of a FA
instruction    one or more bytes are read from the first level cache and
written to the second    level cache along with write data of the FA
instruction, such that data of word    length is written to the second
level cache;       means for monitoring the second level cache pipeline to
determine whether a     possible miss (PM) instruction is in the second
level cache pipeline, a PM    instruction being a cache memory access
instruction which requires allocation in    the second level cache but
which does not require allocation in the first level cache;      means for
preventing FA instructions from entering the second level cache   pipeline
when a PM instruction is determined to be in the second level cache
pipeline; and      means for delaying interventions to the second level
cache until the FA   instruction exits the second level cache pipeline when
a FA instruction is   determined to be in the second level cache pipeline. 



16. The control system of claim 15, further comprising:     means for
determining whether an intervention to the second level cache is  pending;
and    means for preventing FA instructions from entering the second level
cache  pipeline when it is determined that an intervention to the second
level cache is  pending, such that execution of interventions to the second
level cache is not  indefinitely delayed due to the presence of FA
instructions in the second level  cache pipeline.   17. The control system
of claim 15, further comprising:    means for determining whether an
aligned multi-byte word in which the write data of an integer store
operation is contained is exclusive in the first level cache; and 



means for preventing the integer store operation from entering the second
29  level cache pipeline, and initiating a cache miss and fill operation to
cause the aligned word to be exclusive in the first level cache, when it is
determined that the aligned word is not exclusive in the first level cache.


