
NEURAL NETWORK DATA FILTERING AND MONITORING SYSTEMS AND 

METHODS 

FIELD OF TECHNOLOGY 

[0001] The present disclosure relates to methods and systems for filtering data in a neural 

network environment. More particularly, the present disclosure is directed to systems and 

methods for filtering data in a neural network environment to filter out inappropriate content. 

BACKGROUND 

[0002] A neural network is a network involving or pertaining to a human or animal brain. A 

neural network can be a system of programs and data structures that approximates the operation 

of a human or animal brain, such as artificial intelligence. It can be a network involving an 

artificial brain, such as a biological-electronic hybrid brain, a bio-chemical brain, an electrical 

brain, etc. In short, a neural network can be a network including any brain. Often times, a neural 

network including a brain utilizes a brain-machine interface (BMI) for external interaction and 

communication, that is to say, interaction and communication outside the neural network (e.g., 

with another network). 

[0003] BMI technologies have been developed and are being further advanced and improved. 

Many BMI technologies relate to externalizing brain action potential, such as recording electrical 

signals from neurological activity in motor regions of the cerebral cortex, using either surface or 

deep electrodes, and transmitting these signals to a processor, which then controls movement of a 

prosthetic limb, computer cursor, or other external device. A particular example involves the 

encoding of hand motion. 

[0004] Meanwhile, other BMI technologies send information to the brain, such as translating 

neural signals into movements performed by a machine and providing sensory feedback. Another 

example involves providing input to the visual cortex. A further related example provides 

sensory input to the auditory cortex. 

[0005] In addition, advances in neuroimaging, especially magnetic resonance imaging (MRI), 

have increased knowledge of encoding of memory and have provided evidence that specific 
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areas of the frontal lobe are active in certain types of memory just as certain sensory areas of the 

coitex are responsible for certain types of sensing. Further, different types of electrical brain 

wave activities have been identified in the encoding of semantic episodic memory as 

distinguished from non-semantic episodic memory. Advances in understanding of both semantic 

(language-related) and non-semantic (object-related) memory encoding suggest that BMI 

technologies for sending and receiving memory signals to and from the brain, comparable to 

those that can key into sensory cortexes, are also feasible. Moreover, technology has also been 

disclosed that programs as well as monitors neural brain responses to electrical stimulation. 

[0006] In light of the expanding BMI technologies, such as receiving and transmitting data 

signals by a neural network, there is a need for prevention of inappropriate data from entering 

and/or exiting a neural network. Currently, filters are commonly installed onto computers and 

computer networks to provide protection against cyber attacks, Trojans, worms, viruses, and 

other malware (malicious software) that disrupt or compromise computer operations, privacy, 

and data. Current computers and computer networks also commonly include content filters that 

guard against accidental or unintended sending or receiving of confidential information, spam, 

offensive messages, or other unauthorized or unwanted content. However, there is presently not 

similar filtration for neural networks. 

SUMMARY 

[0007] Additional features and advantages of the concepts disclosed herein are set forth in the 

description which follows, and in part will be obvious from the description, or may be learned by 

practice of the described technologies. The features and advantages of the concepts may be 

realized and obtained by means of the instruments and combinations particularly pointed out in 

the appended claims. These and other features of the described technologies will become more 

fully apparent from the following description and appended claims, or may be learned by the 

practice of the disclosed concepts as set forth herein. 

[0008] The present disclosure describes methods and systems for filtering data in a neural 

network environment to filter out inappropriate content. In some embodiments, a data signal 

including a sensible representation (including but not limited to a visual, auditory, gustatory, 

tactile, cognitive, olfactory, kinesthetic, and motor representation) is received. The sensible 



representation included in the data signal is produced in a sensible format. From the sensible 

representation in the sensible format, a clean copy of the sensible representation can be generated 

such that any inappropriate content present within the received data signal is not reproduced in 

the clean copy. Optionally, additional filtering can occur before and/or after the generating of the 

clean copy. The (filtered) clean copy of the sensible representation is sent to a network. 

[0009] In other embodiments, the present disclosure describes an exemplary system comprising, 

inter alia, a transceiver, a sensible representation sensor, and a processor. Hie transceiver can 

receive a data signal including a sensible representation, including but not limited to a visual, 
i 

auditory, gustatory, tactile, cognitive, olfactory, kinesthetic, and motor representation. The sensor 

can sense, detect, capture, and/or record the sensible representation in a sensible format. Using 

the sensible representation sensed, captured and/or recorded by the sensor, the system can 

generate a clean copy of the representation, thus filtering out any inappropriate content by not 

replicating the inappropriate content that may be present, embedded, and/or hidden in the 

received data signal including the representation. One with ordinary skill in the art will recognize 

that the clean copy can be generated by the sensor, by the processor using the representation 

captured/recorded by the sensor, or by any other similar technique utilizing the representation 

captured/recorded by the sensor. Optionally, the system can also comprise an additional filter(s). 

The filter(s) can screen out (e.g., blur, censor) any inappropriate material (e.g., obscenity, 

profanity, confidential data, proprietary data) before and/or after the clean copy is generated. 

[0010] The foregoing and other objects, features and advantages of the present disclosure will 

become more readily apparent from the following detailed description of exemplary 

embodiments as disclosed herein. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0011] In order to best describe the manner in which the above-described embodiments are 

implemented, as well as define other advantages and features of the disclosure, a more particular 

description is provided below and is illustrated in the appended drawings. Understanding that 

these drawings depict only exemplary embodiments of the invention and are not therefore to be 

considered to be limiting in scope, the examples will be described and explained with additional 

specificity and detail through the use of the accompanying drawings in which: 



[0012] FIG. 1 illustrates an example method embodiment; 

[0013] FIG. 2A illustrates an example system embodiment; 

[0014] FIG. 2B illustrates an example system embodiment; 

[0015] FIG. 2C illustrates an example system embodiment; 

[0016] FIG. 3 illustrates an example system embodiment pertaining to a visually sensible 

representation; 

[0017] FIG. 4A illustrates an example system embodiment operating as a single unit; and 
i " 

[0018] FIG. 4B illustrates an example system embodiment operating as separate units. 

DETAILED DESCRIPTION 

[0019] Various embodiments of the disclosure are discussed in detail below. While specific 

implementations are discussed* it should be understood that this is done for illustration puiposes 

only. A person skilled in the relevant art will recognize that other steps and orders of steps may 

be used without parting from the spirit and scope of the disclosure. 

[0020] A representation is a measurable, quantifiable data set for a cognitive, sensory, or motor 

quality. The data set can "represent" a corresponding quality such as a certain sound, taste, odor, 

feel, or sight. Accordingly, a signal carrying data about a particular sensation can be represented 

by a measurable and quantifiable data set. These representations can in turn be copied by 

translating them into a signal carrying only code for the particular sensation in question. 

[0021] Sensible representations are representations that can be recognized by a physiological 

sensing capacity. Sensible representations are capable of being sensed, felt, and/or perceived. For 

example, a visually sensible representation can be a picture or image, formed by pixels. The 

visually sensible representation (e.g., picture, image) can be viewed/seen (i.e., sensed) by the 

physiological sense of sight, including biological sight, or by electronic, mechanical, bioelectric, 

bionic, or electromechanical sight, or by some other hybrid or artificial sight. Moreover, an 

audibly sensible representation can, for example, be an audible sound. The sound can be sensed 

and/or heard by a biological ear, or by an electronic, mechanical, bioelectric, bionic, or 

electromechanical microphone, or by some other hybrid or artificial ear. A third example of a 
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sensible representation can be a smell or odor, capable of being sensed by a biological nose, or 

by an electronic, mechanical, bioelectric, bionic, or electromechanical nose, or by some other 

hybrid or artificial nose. 

[0022] Accordingly, a sensible representation may be produced in a sensible format. For 

example, a visual representation (e.g., picture, image) may be produced in a visible format, such 

as a picture or image format displayed on a screen or monitor. Thus the visual representation in 

the picture/image format can be viewed/seen (/.<?., sensed) by biological (e.g., eyes) or electronic 

sight (e.g., camera). Another example can be illustrated with an audibly sensible representation, 

such as a sound. The sound can be produced in an audible/hearable format, such as by being 

played on speakers or earphones. In this audible/hem-able format, the sound can be recognized 

and/or interpreted (i.e., sensed) by an ear or microphone. 

[0023] An exemplary method embodiment is illustrated in FIG. 1. The exemplary method 

embodiment receives a data signal 102, which can be saved, sent to an administrator, archived, 

etc. This data signal can include a sensible representadon in the form of a visual image, an audio 

sound, a taste, a touch, a cognition, a smell, a motion, a motor sense, or any other sensible 

representation. The method produces 104 the sensible representation in a sensible format. For 

example, a sensible format for a visual representation can be a picture or image format, which 

can be displayed and viewed/seen on a screen or monitor. Another example of a sensible format 

can be illustrated with an auditory representation being produced in a sound/audio format, which 

can be played from speakers/earphones and be heard. 

[0024] From the sensible representation produced in a sensible format, the method copies the 

representation and generates 106 a "clean" copy of the representation. If any malicious, 

unintended, or other inappropriate content (e.g., software viruses, software Trojans, worms, 

spyware, adware) is present, embedded, and/or hidden within the data signal, then generating a 

copy of the representation included in the data signal falters out and prevents the inappropriate 

(including malicious or unintended) material from being reproduced in the copy. Thus, the copy 

is a "clean" copy. For example, if the data signal includes a sensible representation such as a 

visual image, then the method uses the image produced in a visual format to generate a clean 

visual copy of this image, thereby preventing any malicious or inappropriate code (e.g., software 

viruses, software Trojans, worms, spyware, adware) embedded and/or hidden within the image 
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file (i.e., within the code forming the image) from being reproduced. To reiterate, the method 

generates a clean copy from the image in the sensible format (e.g., a visual picture format), rather 

than by copying the bytes of data forming the image. In other words, the method generates a 

clean copy of the image visually, without having to rely on the code making up the image file. 

The method can save this clean copy for later use if needed. 

[0025] Optionally, the method can also (scan/detect and) filter out 108 any inappropriate 

material (e.g., obscenities, profanities, confidential data, proprietary data) from the image itself 

and/or apply conventional methods of malicious code scanning (e.g., antivirus software). This 
i 

additional filtering (e.g., for obscenities and/or for vimses) 108 can occur before and/or after 

generating a clean copy 106. The method can also save the filtered clean copy for later use. The 

method then sends 110 the clean (and filtered) copy of the image to a network, such as to a 

neural network or to a computer network. 

[0026] In a particular non-limiting exemplary embodiment, the method receives 102 a data 

signal including a sensible representation in the form of a visual picture. The data signal can be 

from a source such as a computer network, Internet, intranet, or local device. The visual 

representation can be produced 104 in a visible picture/image format and presented on a screen 

or display. The method can then, for example, utilize a camera to capture the picture on the 

display and then generate a clean copy of the picture 106. This prevents any inappropriate (e.g., 

malicious, unauthorized) code embedded, included, and/or hidden within the picture file from 

being spread further. 

[0027] Moreover, the method can optionally apply additional filters 108 to screen out any other 

inappropriate material (e.g., blur obscene images in the picture, censor out profanities in the 

picture, quarantine and/or remove viruses, Trojans, worms, spyware, and adware). The optional 

filtering 108 can take place before and/or after the generating of the clean copy 106. If the 

filtering 108 takes place before, then the filtering will be applied on the initially received picture. 

After the received picture has been filtered 108, the camera can then capture the filtered picture 

and a clean copy can be generated 106 from the captured filtered picture. The method then sends 

110 the clean copy of the filtered picture to a network, such as a neural or computer network. 

[0028] In addition, the filtering 108 can occur after the generating of the clean copy 106. In this 

case, the method generates a clean copy of the received picture 106 and then filtering 108 is 
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applied on the clean copy. The method then sends 110 the filtered clean copy to a network, such 

as a neural network. The filtered clean copy of the picture can, for example, be sent 110 to a BMI 

interfacing with a neural network. 

[0029] In some embodiments, the method can receive 102 a data signal including a sensible 

representation from a neural network. For example, in an exemplary method embodiment, a 

human or animal brain in a neural network can conceive a visual image. The conception of the 

visual image can be interpreted by a BMI interfacing with that neural network. The example 

method embodiment receives 102 a data signal including the visual image from the BMI 
i 

interfacing with the neural network. The method embodiment can produce 104 the visual image 

in a picture format. The method then generates 106 a clean copy of the visual image in the 

picture format. For example, the method can utilize a camera to capture the visual image in the 

picture format displayed on a screen or monitor and then generate a clean copy of the image 106. 

This filters out and prevents any inappropriate (including unintended, private, or unauthorized) 

material embedded and/or hidden within the data signal including the image from being further 

transmitted. For example, the brain may have inadvertently or unknowingly included private or 

unauthorized information (i.e., inappropriate information), such as social security and credit card 

information, in its conception of the visual image. Generating the clean copy 106 from the image 

in the visible picture format can prevent any inappropriate material from being leaked. 

[0030] In addition, the method can optionally implement a filter 108 on the initially received 

image and subsequently generate a clean copy 106 from the filtered image, and/or the method 

can generate a clean copy 106 of the received image and subsequently apply filtering 108 on the 

clean copy. Then the method sends 110 the (filtered) clean copy to a network, such as a 

communication network (e.g., Internet, intranet, electronic messaging networks, or other 

computer networks) or even another neural network (e.g., to a BMI interfacing with another 

neural network). 

[0031] In some embodiments, the method receives 102 a data signal including a sensible 

representation such as semantic content (i.e., meaningful language) from a neural network (i.e., 

from a human or animal brain). The semantic content can be produced 104 in a sensible format, 

such as a readable text format. The method then copies the semantic content in the text format to 

generate a clean copy of the text 106 such that any inappropriate (e.g., unauthorized, private, 
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malicious) data present and/or hidden within the data signal is excluded from the copy. Also, the 

method can optionally scan the text against predefined or preapproved matching criteria (i.e., 

defined or approved prior to the scanning) for unauthorized or private data (e.g., social security 

numbers, birth dates, secrets, or other confidential or unauthorized data), which in some cases 

may be hidden. If any unauthorized data (i.e., inappropriate content) is detected during the 

optional scanning, then the method filters it out 108, thereby preventing the unauthorized data 

from being replicated and further transmitted. Moreover, as previously mentioned, the filtering 

108 can take place before and/or after the generating of the clean copy 106. The method then 

sends 110 the (filtered and) clean' copy of the semantic content to a network, such as a computer 

network or a neural network. 

[0032] While throughout the above description the technology has been described as pertaining 

to visual images or pictures, any sensible representation can be used with the technology. It is 

fully contemplated herein to be able to receive a data signal including a sensible representation 

such as a visual, auditory, gustatory, tactile, cognitive, olfactory, kinesthetic, motor 

representation, and other sensible representations. Those of ordinary skill in the art will 

appreciate that, for example, with respect to an auditory representation, the method can produce 

the auditory representation in an audible sound format and can utilize a microphone or sound 

recorder to capture/record the sound. Then using this captured/recorded sound in the audible 

format, the method can generate a clean copy of the auditory representation. In short, the method 

can receive a data signal including a sound (e.g., a sound file), play the sound file, and record a 

clean copy of the sound using a microphone, thereby preventing any inappropriate material 

within the initial sound file (e.g., within the code of the sound file) from being reproduced in the 

clean copy. 

[0033] Similarly, persons of ordinary skill in the art will understand that generating a clean copy 

of a gustatory, tactile, olfactory, kinesthetic, or motor representation can be accomplished by 

utilizing an electronic tongue, a pressure sensor, an electronic nose, a motion sensor, or 

command recognizer (e.g., command recognition software), respectively. It is also fully 

contemplated that a biological, or an electronic, mechanical, bioelectric, bionic, 

electromechanical, or some other hybrid or artificial tongue, pressure sensor, nose, motion 

sensor, or command recognizer can be utilized. In addition, a clean copy of a cognitive 

representation can be generated utilizing a photographic recorder for visual text and symbols, a 
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microphone for voice and sound, a pressure sensor for a tactile representation such as Braille, 

and/or other correlating sensors for other sensible representations. 

[0034] FIG. 2A shows an exemplary system embodiment 200. The exemplary system 

embodiment comprises, inter alia, a transceiver 202, a sensible representation sensor 204, and a 

processor 212. The transceiver 202 can receive a data signal including a sensible representation, 

which can be stored and saved in memory for subsequent use, archived, etc. In this example, the 

data signal is received from a computer network. However, this is for illustration purposes only. 

It is fully contemplated that the data signal can be received from any source, including but not 
p 

limited to a neural network (i.e., from a BMI interfacing with a neural network) or even a local 

source. The example embodiments described herein apply to inputting to and/or outputting from 

a neural network and/or a computer network. 

[0035] Moreover, the data signal can include any sensible representation, including but not 

limited to a visual, auditory, gustatory, tactile, cognitive, olfactory, kinesthetic, and motor 

representation. The sensor 204 can detect, capture, and/or record the sensible representation 

produced in a sensible format. Using the sensible representation captured or recorded by the 

sensor 204, the system can generate a clean copy 206 of the representation, thus filtering out any 

inappropriate content (e.g., malicious, unwanted, unauthorized, private, personal, confidential 

information) by not replicating the inappropriate content that may be present, embedded, and/or 

hidden in the received data signal including the representation. One with ordinary skill in the art 

will recognize that the clean copy can be generated by the sensor 204, by the processor 212 using 

the representation captured/recorded by the sensor 204, or by any other similar technique 

utilizing the representation captured/recorded by the sensor 204. This clean copy can also be 

stored, saved, archived, etc. 

[0036] Optionally, the system can also comprise an additional filter 208. This filter 208 can 

screen out (e.g., blur, censor) any inappropriate material (e.g., obscenity, profanity) inherent in 

the sensible representation. This filter 208 can also implement an anti-malware (anti-malicious 

software) technique, including but not limited to antivirus software and/or scanning for Trojans, 

worms, adware, spyware, etc. This filter 208 can be applied after a clean copy is generated, as 

shown in FIG. 2A, or before the clean copy is generated, as in FIG. 2B, or there can be filters 

before and after the clean copy is generated, as shown in FIG. 2C. Moreover, the (filtered) clean 
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copy 210 of the visual image can be stored and saved in memory, sent to an administrator, 

archived, etc. The transceiver 202, which can be the same component for receiving the data 

signal, then sends the (filtered) clean copy 210 to a network. Again, in these example 

embodiments, the network where the (filtered) clean copy 210 is to be sent is a neural network. 

However, this network is in no way limited to being a neural network and can be a computer 

network, the Internet, an intranet, an electronic communication network, etc. In fact, these 

example embodiments apply to both inputting to and/or outputting from a neural network and/or 

a computer network. 
i 

[0037] FIG. 3 illustrates an exemplary system embodiment 300 pertaining to a visually sensible 

representation. The exemplary system embodiment comprises, inter alia, a transceiver 302, a 

sensible representation sensor in the form of a camera 304, and a processor 312. The transceiver 

302 can receive a data signal including a sensible representation, which can be saved, stored, 

archived, etc. In this particular example, the data signal includes a visual representation in the 

form of pixels, making up an image or picture. As such, the sensor 304 can be a photographic 

camera because the sensible representation is a visual representation. The visual image 

representation is produced in a picture format such that the camera 304 can capture/record the 

visual image. Using the image captured/recorded by the camera 304, the system can generate a 

clean copy 306 of the visual image, thus filtering out any inappropriate content present, 

embedded, and/or hidden in the received data signal including the visual image. Again, one of 

ordinary skill in the art will understand that the camera 304 itself can generate the clean copy 

306, or the processor 312 can do so using the image captured/recorded by the camera 304, or 

another similar technique utilizing the image captured/recorded by the camera 304 can generate 

the clean copy. This clean copy can also be saved, stored, or archived, etc. 

[0038] As discussed above, an additional filter 308 can be implemented to screen out (e.g., blur, 

censor) any inappropriate material (e.g., obscenity, profanity, confidential data, proprietary data) 

inherent in the visual image. The filter 308 can also block any inappropriate content in the form 

of malware (e.g., by applying malware scanning software). The filter(s) 308 can be implemented 

before and/or after a clean copy is generated. When a clean copy of the visual image is generated 

(and filtered), it can also be stored and saved in memory for later use. The transceiver 302 then 

sends the (filtered) clean copy to a network. 
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[0039] A person of ordinary skill in the art will understand that the system embodiments 

described above can operate as a single unit or as separate units. For example, the exemplary 

system embodiments described above can be implemented as a single unit (see FIG. 4A) that 

allows data transmission between a fust neural network and a computer network and/or a second 

neural network, such that a data signal can be received from the first neural network and then 

sent to the computer network and/or to the second neural network, or vice versa (i.e., data signal 

received from the computer network and/or from the second neural network and then sent to the 

first neural network). Alternatively, separate units (see FIG. 4B) can be implemented such that 

one unit may handle data signals received fr6m a first source sent to a second source, while 

another unit may handle data signals received from the second source sent to the first. Again, the 

embodiments described herein permit the filtering of input to and/or output from a neural 

network and/or a computer network. One of ordinary skill in the ait will recognize that other 

implementations and embodiments may be used without departing from the spirit and scope of 
the disclosure. 

[0040] Furthermore, referring back to FIG. 2A, FIG. 2B, and FIG. 2C, it is not necessary for the 

sensible representation sensor 204 to be a hardware component, such as a camera, microphone, 

electronic tongue, a pressure sensor, an electronic nose, or a motion sensor. The sensible 

representation sensor can also be implemented as a software component. For example, in some 

embodiments, the sensible representation sensor 204 can be a software component implementing 

an algorithm that can sense, detect, capture, and/or record the sensible representation and 

generate or construct a clean copy of the sensible representation. In this case, the sensible 

representation may be produced in a virtual sensible format, one capable of being read by the 

software sensible representation sensor 204. 

[0041] It is also noteworthy to mention that an exemplary application of the present disclosure 

can provide reliable filtration that does not necessarily have a period in which no filter exists to 

prevent incoming or outgoing inappropriate data transmissions. Conventional digital computer 

filters need to be continually updated as new threats arise. Consequently, there is a period in 

which no filter exists to prevent transmissions containing inappropriate content (e.g., new 

threats). However, due to filtration by generating a clean copy of a sensible representation to 

prevent inappropriate content, an exemplary application of present disclosure does not 

necessarily have such a period in which no filter exists to prevent incoming or outgoing 
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inappropriate data transmissions. 

[0042] Moreover, because BMI technologies can interface not only with forms of artificial 

intelligence but also with human or animal brains, the standard for filtration and prevention of 

inappropriate content should be higher and more reliable than conventional standards. Having a 

human brain "crash" (i.e., caused by inappropriate content) can be viewed as a much more 

regrettable event than the usual computer crash. An example application of the present disclosure 

can provide such better and more reliable filtration, by generating a clean copy of a sensible 

representation to prevent inappropriate content. 
i 

[0043] Furthermore, another example application of the present disclosure can allow for 

enhancement of cognition without unwanted data or malicious code sent to or from a neural 

network. The unwanted data or malicious code may include programming aimed at "mind 

control," or other input not authorized or permitted by the recipient or sender. The example 

application can enhance cognition while preventing such unwanted data or malicious code from 

entering or exiting the neural network. 

[0044] A further example application permits the secure downloading or uploading of 

information to restore semantic memory to an individual with Alzheimer's disease or vascular 

dementia, or when a portion of the individual's brain such as the hippocampus or other memory-

related brain region is damaged or compromised. In such cases, clean memory files can be sent 

to or from a neural network of the individual because inappropriate content can be filtered out 

and prevented. 

[0045] Other example applications of the present disclosure can do one or more in the following 

non-exhaustive list: prevent private information in a neural network from being uploaded from or 

downloaded to an unauthorized source; prevent advertisers from gaining access to the content of 

an online neural network and from downloading "cookies" or other unwanted programming to 

the neural network; permit visually and/or audibly impaired individuals to securely access the 

Internet or other digital data network via a BMI; prevent inappropriate content from being 

uploaded to or downloaded from a neural network interacting with a source involving virtual 

reality and/or gaming; and permit secure communication among two or more remote neural 

networks (e.g., mind-to-mind communication). 
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[0046] The various embodiments and applications described above are provided by way of 
illustration only and should not be construed to limit the invention. Those skilled in the ait will 
readily recognize various modifications and changes that may be made to the present description 
without following the example embodiments and applications illustrated and described herein, 
and without departing from the true spirit and scope of the present disclosure. 
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CLAIMS 
I claim: 

1. A method for filtering malicious content in a neural 
network environment comprising the steps of: 

receiving, from a first network, a data signal set including 
data for producing a sensible representation in a sensible 
format, wherein the first network-is a computer network 
or neural network; 

filtering for malicious content in the received data signal 
set by the steps of: 
producing, from the received data signal set, the sensible 

representation in the sensible format; 
sensing the produced sensible representation format 

using a sensible representation format sensor; 
generating a clean copy data signal set from the pro­

duced sensible representation format; 
wherein the clean copy data signal set excludes the mali­

cious content; 
storing the generated clean copy data signal set corre­

sponding to the produced sensible representation for­
mat; and 

sending the generated clean copy data signal set to a second 
network, wherein the second network is a computer 
network or neural network; 

wherein at least one of the first network or second network 
is communicatively linked to a brain machine interface 
to receive or send the data signal sets from or to the 
neural network, wherein the brain in the brain machine 
interface is biological. 

2. The method of claim 1 further comprising: 
filtering out inappropriate content inherent within the sen­

sible representation included in the data signal set. 
3. The method of claim 1 further comprising: 
filtering out inappropriate content present within the data 

signal set by using a set of defined matching criteria. 
4. Tlie method of claim 1 further comprising: 
filtering out inappropriate content present within the data 

signal set by applying an anti-malware technique. 
5. Hie method of claim 1, wherein the first network is 

communicatively linked to the brain machine interface of the 
neural network environment, and wherein the receiving of the 
data signal set is performed via the brain machine interface. 

6. The method of claim 1, wherein the second network is 
communicatively linked to the brain machine interface of the 
neural network environment, and wherein the sending of the 
clean copy data signal set is performed via the brain machine 
interface. 

7. The method of claim 1 wherein the sensible representa­
tion is a visual representation and the sensible format is a 
visible format. 
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8. The method of claim 1 wherein the sensible representa­
tion is an auditory representation and "die sensible format is an 
audible format. 

9. The method of claim 1 wherein the sensible representa­
tion is a gustatory representation and the sensible format is a 
gustatory format. 

10. The method of claim 1 wherein the sensible represen­
tation is a tactile representation and the sensible format is a 
tactile format. 

11. The method of claim 1 wherein the sensible represen­
tation is a cognitive representation and the sensible format is 
a format being at least one of: a visible fonnat, an audible 
format, or a tactual format. 

12. The method of claim 1 wherein the sensible represen­
tation is an olfactory representation and the sensible format is 
a format sensed using an odor sensor. 

13. The method of claim 1 wherein the sensible represen­
tation is aldnesthctic representation and the sensible fonnat is 
a format sensed using a motion sensor. 

14. The method of claim 1 wherein the sensible represen­
tation is a motor representation and the sensible format is a 
format recognized using a command recognizer. 

15. A system for filtering malicious content in a neural 
network environment comprising: 

a transceiver configured to receive, from a first network, a 
data signal set including data for producing a sensible 
representation in a sensible format, wherein the first 
network is a computer network or neural network; 

a sensible representation producer configured to produce 
the sensible representation in the sensible format using 
the data to yield a produced sensible representation; 

at least one sensible representation format sensor for the 
sensible format, the at least one sensible representation 
format sensor being configured to sense the produced 
sensible representation fonnat, wherein at least one sig­
nal from the at least one sensiblerepresentation fonnat 
sensor is stored, in a generated clean copy data signal set, 
as cleaned data corresponding to the produced sensible 
representation format; 

wherein (he transceiver is further configured to send the 
clean copy data signal set to a second network, wherein 
the second network is a computer network or neural 
network: and 

a brain machine interface, wherein at least one of the first 
network or the second network is communicatively 
linked to the brain machine interface of the neural net­
work environment, wherein the brain in the brain 
machine interface is biological; and 
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wherein the sensible representation producer and the at 
least one sensible representation format sensor are 
implemented as a filtering device for filtering malicious 
content in the received data signal set. 

16. The system of claim 15 further comprising: 
a filter for filtering out inappropriate content inherent 

within the sensible representation included in the data 
signal set. 

17. The system of claim 15 further comprising: 
a filter for filtering out inappropriate content present within 

the data signal set by using a set of defined matching 
criteria. 

18. The system of claim 15 further comprising: 
a filter for filtering out inappropriate content present within 

the data signal set by applying an anti-raalware tech­
nique. 

19. The system of claim 15 further comprising: wherein the , 
sensible representation format sensor includes a software 
component implementing an algorithm for sensing the pro­
duced sensible representation format and yielding the at least 
one signal to be stored, in the clean copy data signal set, as the 
cleaned data corresponding to Ihe produced sensible repre­
sentation fonnat. 

20. Hie system of claim 15 wherein the sensible represen­
tation is a visual representation and the sensible representa­
tion format sensor is a camera. 

21. The system of claim 15 wherein the sensible represen­
tation is a visual representation and the sensible representa­
tion format sensor is a hybrid or artificial eye. 

22. The system of claim 15 wherein the second network is 
communicatively linked to the brain machine interface; and 

wherein the sensible representation is a visual representa­
tion and the sensible representation fonnat sensor is a 
biological eye, the biological eye utilized, at least in part, 
to generate the clean copy data signal set to be sent to the 
second network via the brain machine interface. 

23. The system of claim 15 wherein the sensible represen­
tation is an auditory representation and the sensible represen­
tation format sensor is a microphone. 

24. Hie system of claim 15 wherein the sensible represen­
tation is an auditory representation and the sensible represen­
tation format sensor is a hybrid or artificial ear. 

25. The system of claim 15 
wherein the second network is communicatively linked to 

(he brain machine interface; and 
wherein the sensible representation is an auditory repre­

sentation and the sensible representation format sensor 
is a biological ear, the biological ear utilized, at least in 
part, to generate the clean copy data signal set to be sent 
to the second network via the brain machine interface. 
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26. The system of claim 15 wherein the sensible represen­
tation is a gustatory representation and the sensible represen­
tation fonnat sensor is a hybrid or artificial tongue. 

27. The system of claim 15 
wherein tlie second network is communicatively linked to 

the brain machine interface; and 
wherein the sensible representation is a gustatoiy represen­

tation and the sensible representation fonnat sensor is a 
biological tongue, tlie biological tongue utilized, at least 
in part, to generate the clean copy data signal set to be 
sent to tlie second network via the brain machine inter­
face. 

28. Tlie system of claim 15 wherein the sensible represen­
tation is a tactile representation and tlie sensible representa­
tion fonnat sensor is a hybrid or artificial tactile sensor. 

29. The system of claim 15 
wherein the second network is communicatively linked to 

the brain machine interface; and 
wherein the sensible representation is a tactile representa­

tion and the sensible representation fonnat sensor is a 
biological tactile sensor, the biological tactile sensor 
utilized, at least in part, to generate the clean copy data 
signal set to be sent to the second network via the brain 
machine interface. 

30. The system of claim 15 wherein the sensible represen­
tation is a cognitive representation and the sensible represen­
tation fonnat sensor includes at least one of: a camera, a • 
microphone, or a tactile sensor. 

31. The system of claim 15 wherein the sensible represen-: 

lationis a cognitive representation and the sensible represen­
tation format sensor includes at least one of: a hybrid or 
artificial eye. a hybrid or artificial ear, or a hybrid or artificial 
tactile sensor. 

32. The system of claim 15 
wherein the second network is communicatively linked to 

tlie brain machine interface; and 
wherein the sensible representation is a cognitive represen­

tation and the sensible representation format sensor 
includes at least one of a biological eye. a biological ear, 
or a biological tactile sensor, the sensible representation 
fomiat sensor utilized, at least in part, to generate the 
clean copy data signal set to be sent to the second net­
work via the brain machine interface. 

33. Hie system of claim 15 wherein the sensible represen­
tation is an olfactory representation and the sensible repre­
sentation formal sensor is a hybrid or artificial nose. 
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34. The system of claim 15 
wherein (he second network is communicatively linked to 

the brain machine interlace; and 
wherein the sensible representation is an olfactory repre­

sentation and the sensible representation fonnat sensor 
is a biological nose, the biological nose utilized, at least 
in part, to generate the clean copy data signal set to be 
sent lo the second network via the brain machine inter­
face. 

35. The system of claim 15 wherein the sensible represen­
tation is a kinesthetic representation and the sensible repre­
sentation format sensor is a hybrid or artificial motion sensor. 

36. The system of claim 15 
wherein the second network is communicatively linked to 

the brain machine interface; and 
wherein the sensible representation is a kinesthetic repre­

sentation and the sensible representation format sensor 
is a biological motion sensor, the biological motion sen­
sor utilized, at least in part, to generate tlie clean copy 
data signal set to be sent to the second network via the 
brain machine interface. 

37. The system of claim 15 wherein the sensible represen­
tation is a motor representation and the sensible representa­
tion format sensor is a hybrid or artificial command recog­
nizor. 

38. Tlie system of claim 15 
wherein the second network is communicatively linked to 

the brain machine interface; and 
wherein the sensible representation is a motor representa­

tion and the sensible representation fonnat sensor is a 
biological command recognizer,, the biological com­
mand recognizer utilized, at least in pari, to generate the 
clean copy data signal set to be sent to tlie second net­
work via the brain machine interface. 

39. Tlie system of claim 15, wherein the first network is 
communicatively linked to the brain machine interface of the 
neural network environment, and wherein the receiving of the 
data signal set is performed via the brain machine interface. 

40. The system of claim 15, wherein the sccond network is 
communicatively linked to the brain machine interface of the 
neural network environment, and wherein the sending of the 
clean data signal set is performed via the brain machine 
interface. 
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