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CHARGE ALLOCATION IN A MULTI-USER NETWORK

The present invention relates to a communication
network and in particular'to charge allocation in multi-
user networks in which access to the network is not
controlled by the network'provider.

~ With the advent of multi-user computer networks,
whereby users can communicate with one another via user
access points such as terminals included in the network
across a communication medium such as telephone lines,
the problem of how the users may be charged by the
network provider for usihg a network has arisen.

When a particular network is used by a single.
customer only (e.g. private circuits), then the network
provider can determine the total cost of providing that
network and use this information to set the charges for
the customer. However, where a network is used by more
than one customer, the network provider must apportion
the network charges in some way.

_ Where the network has some means of controlling
customer access (access control) to the network then this
same mechanism can also be used to monitor, and hence
charge for, customers’ usage of the network. A network
incorporating'access.contfol means is shown schematically
in Fig. 1. Users access the network designated generally
as 1 via one of a plurality of terminals 2 all of which
are connected to the network backbone 3. Each terminal
2 accesses the network backbone 3 via a respective access
control 4. In the example shown the access control 4 is
terminal-specific and can be arranged to record charging
data such as call length, call type and/or call duration

and ensure that the charge is attributed to the

associated terminal 2.

For many network types, however, the network
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provider does not have a'means”ef controlling customer
access such as that described above. Whilst the network
prov1der in such cases could place an access control
mechanism such as a usage monitor at each point of
connection into the netwOrk; the provieion, security,
maintenance, and”monitoring (to collect Charge records)
of such usage monitors would glve rise to considerable
expense and operatlonal dlfflcultles

In fact such arrangements will nge rise to
considerable problems. " This is a particularly
significant point when it is recognised that many of the
network types which do not provide an access ccntrol
mechanism are the most commoﬁly'used network types such

as:

. Local, wide and metropolitan area networks (LANs,
WANS & MANS) e.g. office ethernet LANs.

. The ether, for example user to user direct radio
communication.

] The proposed optical ether.

" One solution is for network providers to charge
their customers some form of subscription. Charging by
subscription, though, may dlscourage potential customers

'who only expect to make limited use of the network and

who would therefore effectively end up subsidising
customers who are high network users.
Alternatively, where the network is provided as part

' of a package together with one or more value-added

services, the service prov1der may lncorporate the
network costs into the value-added service charges to the
end customers. In this case, however, the network is
effectively being supplied to.the service provider by an
internal network provider; with the service provider
paying the entire network cost. This is then a single-

>
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user rather than multi-user scenario.

One of the essential characteristics of a broadcast
network such as the examples listed earlier, is that the
network traffic must traverse every potential access
point in the network. Thus the entirety of the network
traffic may be monitored at a single point, or,
optiocnally in the case of dispersive .media such as the
ether (air) at a number of points throughout the network
domain. In either case the number of wmonitoring points
can be small in number compared to the number of
customers using the network and the monitoring points can
be removed from the customers’ points of entry into the
network. Such a system is shown in Fig. 2. Once again
network 1 includes a plurality of terminals 2 and a
network backbone 3. 1In this case, however, there are no
access controls 4 but instead a single monitoring point
5 is provided on the network backbone 3 through which all

traffic passes.

UsS 5,406,555 ass;gned to NEC Corporatxon relates to

a local area network in which a charging apparatus is

used in the local area network (LAN) or in bridge
apparatus interconnecting the a. Packets passing through
the charging apparatus include source and destination
addresses, and packet counts are accumulated against the
various combinations of source and destination addresses.
Usage charges can be raiséd accordingly.

A problem associated with that system is that, in
many cases, a call initiated by one customer to another
may result in traffic flows back and forth between both
parties for the duration of their interaction. Under the
scheme described in US 5,406,555 there is no means of
determining how the individual packets comprising such
interactive calls should be charged. For example a

packet with customer A as the source and customer B as

Th1s Sheet Has Been Rep

[T



WO 97/37462 _ : PCT/GB97/00842

‘10

15

20

25

30

the destination could be part of aﬁ interéction sequence
chargeable to: A or B; there is no way to tell.

a solut:.on proposed in JP 63290042 of NEC
Engineering Corporatlon is to 1ntroduce an extra field,
in addition: to the source and destlnatlon identifiers
(addresses) , whlch would 1dent1fy who should be charged;
source, destlnatlon, or some third party. The problem
with 1ntroduc1ng an extra field is that in most cases it
would not be ‘compatible with the existing protocols
already in w1despread use.

Accordlng to the invention there is prov1ded a
communication network comprising at Least two user access
points, a i_communlcatlon ' medlum through which
communicatioh? between user access points pass and a

communication .monitoring point in the medium, wherein

each user @ay' be allocated a 'plurality of user

identifiers associated with respective predetermined

charging sché@es, the network bein§ arranged to accept

communications -including user identifiers in each of a
destination identifier field and ‘a "source identifier
field and wherein the communication monitoring point is
arranged to monltor user 1dent1f1ers in a communication
to determine the charging scheme.

Accordingly, various charging schemes are embraced
without the need for additional fields in the
communications. , '

Hence, éﬁbodiments of the present invention provide
an arrangement which overcomes or avoids at least to some
extent, one or more problems associated with prior art.

For instance, embodiments of the invention provide
an arrangemeht allowing each item of traffic to be
allocated and charged to a predetermined party.

Further, embodiments of the invention provide an
arrangement to allow each item of traffic to be charged
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to the correct party without thé;need for introducing
extra fields into the existing b:dtecol{

The identifiers may comprise originator identifiers
or recipient identifiers, respective charging schemes
being associated with each recipient'identifier. Where
a communication includes an originator identifier and a
recipient identifier the associated charging schemes may
comprise: all charges to user associated with originator
identifier, all charges to user associated with recipient
identifier, all charges to user 'associated with
originator identifier at a premium rate, a proportion of
the revenue proceedlng to user associated with recipient
1dent1f1er, charges shared between user associated with
originator identifier and user assoc1ated with recipient
identifier; predetermined standard rate charges to user
associated with originator identifier, additional charges
to user associated with recipient identifier - where, for
eXample, the predetermined standard rate is a local rate;
and/or all charges to a predetermined'third party. Where
a communication includes two originator identifiers or
two recipient identifiers, the charging scheme may
comprise all chargee to user associated with identifier
in source identifier field. The network may include a
data storage area in which, against each originator
identifier, are stored allowed recipient identifiers for
communications designating that originator identifier.
The potential for fraud is thus reduced.

The network may include a data storage area for
storage of user information, allocated user identifier,
and associated charging scheme.

The network may be arranged to operate 1in
conformance with the IS0 communications protocol, in
which communications are passed at ISO layer 3.

A multi-network communication system may be provided
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'comprising_ a plurality of communication networks as

herein described, and :Ln wh:.ch user identifiers may be
network specific In that case, a. simplified charging
system between networks is ach:.eved ‘as the originating
network can eas:Lly be identified. The identifiers may
comprise orlglnator and recxplent identifiers, and
charges may be dlrected towards the network associated
with the or:.glnator 1dent1£1er. _

Accord:.ng to the :.nventlon " a charge allocation
system is prov1ded for a commun:.cat:.on network as
described here:.n compr:.s:mg a commum.cat:.on monitoring
po:mt and a charge allocatlon sub-system, the network
being arranged to accept communlcatlons including one of
a plurallty - of user 1dent1f1ers assoc:.ated with
respectlve predetermlned chargmg schemes in each of a
source 1dent1f1er field and a destlnatlon identifier
field, and the charge allocat:.on sub system storing user
1nformatlon, assoc1ated user 1dent1f1ers, and respectlve
correspondz.ng charglng schemes, whereln the communlcatlon
monitoring _po_:mt is arranged to monitor identifiers in

the destination and/or source identifier fields of a

communication and transfer the identifier information to
the charge: 'al'locating sub-system to determine the
charging scheme. " o

Accord:.ng to the 1nvent10n there is further provided
a method of allocat:.ng charges in a commuxucatlon network
for a plural:.ty of users in which one or more users is
assigned a plurallty of user 1dent;f1ers each associated
with a respective predetermin,ed charging scheme,
communications in the networlt._: include destination
identifier and source identifier fields in which the user
identifiers are held, and a communication monitoring
point monitors the user identifiers to establish an
appropriate charging scheme.
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Embodiments of ‘the inventiori;will now be described,
by way of éxample, with referehce to the drawings of
which: .

Fig. 1 is a schematic illustration of a prior art
network including access control;

Fig. 2 is a schematic illustration of a prior art
network including a network usage monitor at a single
peint within the network domain;

Fig. 3 shows a typical message packet format;

Fig. 4 is a representation of a charging table
accoxrding to the present invention;

Fig. 5 shows, schematically, message packets
exchanged according to the present invention;

Fig. 6 1is a flow chart illustrating charge
allocation according to the present invention; _

Fig. 7 shows, schematically, message packets
exchanged in a different format according to the present
in#ention; |

Fig. 8 shows, schematically, message packets
exchanged in a multi-party conference according to the
present invention; _

Fig. 9 shows alternative message packets; and

Fig. 10 shows message packet exchange between
networks.

The present invention addresses the problems
identified above by allowing the allocation of different,
multiple identifiers to customers according to their mode
of use in a network, the identifiers being incorporated
within the packet-types allowed under existing protocols,
without the need for the addition of fields.

One such protocol, which will be discussed in
conjunction with the specific embodiment addressed
herein, but to which the invention is not of course
limited, is the ISO protocol. The protocol comprises a
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stack of various layers and it is proposed to operate the
system at ISO layer 3; the network layer. The benefits
of this approach are discussed in more detail below, but
it should be noted that it allows multiple identifiers to
be allocated to customers, as required under the present
invention. ' .

Under the protocol, communications between terminals
accessing a network are sernt in the form of packets and
a simplified packet format is shown in Fig. 3. The
packet is divided into various fields including a header
shown generally as 10 containing administration
information ' -about the nature éf_ the packet, an
information .field 11 containihgj’;he actual message
communicated in the packet and a check field 12 for
detecting errors in the packet under, for example, a
cyclic redundéhcy check code (CRC). ‘Turning to the
header 10 in more detail, it comprises a preamble (P) 13,
a destination address or identifier field (DA) 14 and a
source address or identifier field (SA) 15.

The destination identifier (DA) 14 indicates where
the message i$ being sent to and the source identifier
(SA) 15 indicates where the message is being sent from.

In order to embrace various different charging
schemes - such as sender pays, receiver pays, third party
pays or other variants discussed below, multiple
identifiers - are allocated to customers which can be
entered in the destination or soutdé identifier fields

(DA,SA) '14,1S5. Two = principal types of customer
identifier are provided signifying the following usage
modes: ' ' '

1. Originatbr identifiers. An originator identifier

indicates that the corresponding customer originated
the call and will accept the call charging scheme as

|- R
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deterniitied by the recipient idéncifier.

2. Recipient identifers. A recipient identifier
indicates that the corresponding customer received
~the call and would also determine how the call
charges should be allocated.

In this context a call is taken to be a related
sequence of exchanges between two or more parties.

Every customer is allocated at least one recipient
identifer which could be considered the customer’s normal

identifier and can be compared in some ways to a PSTN

(public switched telephony network) telephone number,
i.e. this is the identifer (number) used to contact the
corresponding customer.

Each recipient identifier is allocated and
registered by the network operator who also associates a
charging scheme with that recipient identifer.  The
default charging scheme may be that the call originator
(identified by an originator identifier) should pay the
call costs. Other charging schemes comprising special
trafficking schemes can also be applied including: the
recipient paying for the call; the originator paying a
premium rate with part of the call revenue going to the
recipient; the originator and recipient sharing the
charges in some way; or the originator paying the
equivalent of the *local rate" and the recipient paying
the balance. As a further alternative charges can be
allocated to a third party. It will be seen that any
geheral scheme whereby charges are allocated to one or
more of the originator, the recipient and a third party
may be adopted.

Customers may have more than one recipient identifer
with each identifier associated with a different charging
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scheme. o _

Referriﬁé' to Fig. 4 chargihéffinformation can be
maintained b¥ §he network operator ina suitable charging
table in whiéh an entry is kept'against each allocated
recipient iaéntifer indicating the' charging scheme
associated ﬁiﬁh the recipient'idenﬁifier. For example a
first unique:recipient identifier RID, is allocated to
recipient R;]énd'designates that the originator of the

call be charged. Recipient identifer RID, is also
allocated to recipient R, and designates that recipient R,
should be charged. Recipient identifer RID, is also

allocated to R, and indicates that the call originator
should be chéiged; for example at a premium rate, a part
of the callfrevenue going to recipient R,. ' Recipient
identifier Rib‘ is also allocated to recipient R, and
designates tbat.the charge should be shared between the
call originaﬁpr and recipient R,, for example with each
party paying one half of the charge. '

The system would then be implemented as follows:

For twbéparty calls the califoriginator would be
identified by an originator identifier while the call
recipient wpﬁld be identified by one of their recipient
identifiers.  These identifiers would appear as the
source or destination identifieis depending on the
direction of flow of each packet comprising the exchange
between the call originator and recipient. This is
illustrated in Fig. 5. An originator (first customer)
using terminal 2,-calls a recipient (second customer) at
terminal 231 The call from the originator has the first
customer’s originator identifier OID, as the source
identifier (SA) 'and the ‘second customer’s recipient
identifier RID, as the destination identifier (DA). In
the return message from the second customer at terminal
2, the source identifier (SA) is the second customer's

1.
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recipient identifier RIDy; and theﬁﬁéStination identifier
(DA} is the first customer’s originétor identifier OID,.

The call charges are then allocated according to the
charging scheme associated with the recipient identifier
RID,, as will be discussed in more detail below. For
example, the charges for all packets flowing in both
directions between the originator and the recipient may
be allocated to the originator.

The flow chart of Pig. 6 illustrates the system by

which charges are allocated. As discussed above, all
packets pass through a monitoring point 5 within a
network backbone 3 as shown in Fig. 2. The source

identifier and destination identifier of each packet are
then read (20} and the recipient identifier is identified
(21) . The originator identifer is also identified (22)
and the recipient identifer is compared against its
charging scheme entry (Fig. 4) to establish the
corresponding charging scheme, and, dependent on the
charging scheme, will charge the call to the originator
as identified by the originator identifier, or follow any
other allocated charging scheme. The charges are
determined on the basis of.any known system, for example
a fixed charge per packet, the charge based on the
duration of the packet, a:chatge based on the distance of
the call, the time of day, the packet type and so forth.

Generally, in order to determine whether an
identifier is an originator or recipient identifier the
network provider which ailocated the identifier consults
its allocation tables and recognises the identifier type
accordingly. Preferably, however, 1t is possible to

~distinguish different identifiers in terms of:

the network provider who allocated the identifier;
originator or recipient identifier;

optionally different types of recipient identifier.
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 With regard to recognisingn different tYpes of
recipient identifier it is desired to be able to at least
distinguish which party pays in terms of:

originator; ' ' ' '

recipient; or

other scheme such as premium rate, third party or
shared allocation. These systems“would be particularly
advantageous when opérating over multiple network
domains. = | '

It should be noted that customers may have one or
more originator identifiers, also allocated by ‘the
network operator. ' In that case a further table
corresponding to that shown in Fig. 4 will ‘contain
entrieS'indicating which charging account is associated
with which originator identifer. When a 'recipient
identifier is received indicating that the . call
originator as identified by an originator identifer
within the same packét should be éharged,'fhe sub-account
entry corresponding to the originator identifier is
billed. The originator identifer would normally only be
used for making calls (directed to a recipient
identifier), and may"optionally-be allocated only for the
duration of a call as is discussed in more detail below.

If desired, customers can communicate without using
originator identifiers, i.e. with all parties using their
recipient identifiers. This is the fallback case which
matches the situation in known network arrangements with
each customer normally having just one identifier which

- is used for all their communications. There would be no

way to choose between the charging schemes associated
with the two recipient identifiers and the network
operator would have to use the default scheme of
allocating usage charges to whichever customer is
identified as the source of each packet.
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According to that system, and as shown in Fig. 7,

‘the packets from the first customer at terminal 2, to the

second customer at 2, include as their source identifier
(SA) the first customer’s recipient identifier RID, and as

the destination identifier (DA) the second customer'’s

recipient identifier RID;. . The return message from
terminal 2; to terminal 2, will have as its source
identifier (SA) the second customer’s recipient identifer
RID;, and as its destination identifier (DA) the first
customer’s recipient identifer RID,.

The operation of this system is also shown in the
flow chart of Fig. 6 wherein, if no originator identifier
is identified at 22 the system moves to the default step
24 of charging whoever is identified as the source of
each packet.

It is also possible that packets can be launched
with 6riginator identifiers used for both the source and
destination. The default step is shown at Fig. 6

- whereby, if no recipient identifier is identified at 21

the default scheme provides for the allocation of usage
charges to whichever customer is identified as the source
of each packet 25.

The invention further embraces the possibility of
multi-party exchanges (many to many, one to many, many to
one) without using originator identifiers in the same way

'as for two-party exchanges (one to one) with the

participants all identified by their recipient
identifiers and with each participant allocated the
charges for the packets they source, according to the
default step 24 in Fig. 6.

Alternatively a conference organiser could be
allocated a recipient identifier, with an associated

charging scheme, which they would then advertise in some
way .
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As shown in Fig. 8 thg conference organiser at a
terminal 2, Sends potential participants at 2A,2B,2C
invitations using the conferencéf?fecipient identifier
RIDer a5 the source identifiéi*f(SA). Since the
destination identifier (DA) on eécﬁ'invitation is the
invitee's recipient identifier RID,,., both the source
and destination of the invitation: message packets are
recipient identifiers (the defaulﬁfstep 24 of Fig. 6) and
the network charges for these packéts are allocated to
their source, i.e. the conférence ‘organiser.

Customers wishing to participate in the conference
then "dial in" and submit their coﬁtributions using their

own originator identifer OID,, as the source identifier

(SA) and the conference recipient identifier RIDqy: as the
destination identifier (DA).  The contributions and
responses of other participants' are obtained by
monitoring other traffic with the conference recipient

ridentifer RIDggyy as-the'destinatién, " Any contributions

from the conference organiser to 2. would also have the
conference recipient identifier-RIﬁaﬁpas the destination.
' A charging scheme suitable for this form of network
based conferencing is where the conference organiser
accepts part or all of the network_tharges. Any attempt
to collect premium rate network ché;ges from participants
would probably require each participant to be connected
on a one to one basis to a conference bridging unit; with
encryption used to prevent other network users from
eavesdropping or interrupting. Such a system would allow
the filtering out (shut-out) and f-.ignoring of any one
sending in contributions using“'their' own recipient
identifier (or some target customers’ recipient or
originator identifier) to avoid‘payihg the premium rate
charges. Security issues are discussed further below.
It will be appreciated that network users may try to

' VR
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avoid paying network chargeé;;; ‘In the following
discussioh the term "target cusﬁ§mer? will be used to
refer to the potential victim of a fraud. Two principal
scenarios are considered as illustrated in Fig. 9:

1. Packets are sent to the target customer but the
sender endeavours to avoid paying the full network
charges which would normally be associated with the
target customer’s recipient identifier. This
scenario has two variations:

L Packets 30 are sent to the target customer
uéing the target customer’s recipient identifer
RID, as destination identifier (DA).

] Packets 31 are sent to the target customer
using the target customer’s originator
identifer RID, as destination identifier (DA).

2. Packets 32 are sent, poténtially to any destination,
with the sender impersonating a target customer and
using the target customer’s originator or recipient

- identifer OID,/RID, as the source identifier (SA) so

that the sender can avoid paying the network
charges.

Where a target customer’s recipient identifier RID,
is used as the destination identifier (DA) for a packet

.30 then: either the source identifier (SA) will be

another recipient identifer RID, in which case the network
charges will be allocated to the source customer (i.e.
the other party pays as per default step 24 in Fig. 6);
or the source identifier (SA) will be an originator
identifier OID, in which case the recipient identifier
RID, will determine who gets charged and how (i.e. the
target customer controls the charging scheme).
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A potential'fraudster'may use a recipient identifier
RID, instead of an originator identifier OID, as their
source identifier (sa) when_cbntactihg a téfget customer
in order to avoid the full call charges which the
potential frapdster should incur under the charging
scheme associated with the target customer’s recipient
identifier Rib, (the destination identifier (DA)),
particularly'if:this would charge the potential fraudster
at a premiuﬂ_'-r’éte. This is in accordance with the
default step 24 in Fig. 6. In this situation the target
customer can simply decline to'respond to the potential
fraudster. It would be the need for this ability to shut
out invalid pdrticipants which is likely to restrict the
form of network based conferencing described above to
those charging schemes where the conference organiser
accepts part or all of the network charges.

Where the target customer’s recipient identifer RID,

“is associated with a charging scheme which allocates the

network charges to the target customer there would be the
potential for malicious callers, using originator
identifiers OID,, to repeatedly contact the target
customer tyihg up resources and causihg the target
customer to incur unwanted network charges. If a valid
originator identifer OID, is used then the culprits could
be traced easily by the network operator“who allocated
the originator identifer OID,.'The'problems of abuse and
impersonation of originator identifiers are discussed
below. :

Where a target customer’s originator identifier OID,
is used as the destination identifier (DA) for a packet

31 then: either the source identifier (SA) will be
"another originator identifier O0ID, in which case the
network charges will be allocated to the source customer

(i.e. the other party pays as per default step 25 in Fig.
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6); or the source identifier (SA). will be a recipient
identifier'RIDa in which case thénrecipient identifier
will determine who gets charged and how. In the latter
case the sender thus has control over how the packets 31
they have sent out will be charged.

A po;ential fraudster could in principle send
packéts 31 to a target customer using the <arget
customer’s originator identifier OID, as the destination
identifier (DA) and using one of the fraudster’s
recipient identifers'RID, as the source identifier (SA).
If the fraudster uses a recipient identifier RIB, which
has a charging scheme whereby premium rate charges are
allocated to the (target) customer corresponding to the
originator identifier OID,, with part of the call revenue
being passed to the (fraudster) customer corresponding to
thg recipient identifier RIDg;, then the.fraudster could

‘collect money (from the network operator) simply by

sending packets 31 out to target customers.

- Fraudsters attempting to operate in this way could
be detected by target customers checking the source
identifiers (SA) of any packets 31 sent to them using
their originator identifier OID,. Once detected a
fraudster could be traced by the network operator who
allocated their recipient identifier RID,.

Alternatively the network operator could maintain a
list of valid recipient identifiers RID against each
originator identifier OID. Then when a customer (a
caller) wished to use their originator identifier OID to
contact another customer (the called party), they would
first inform the network operator who would add the

‘called party’s recipient identifier RID to the list of

valid recipient identifiers RID registered against the
caller’s originator identifer OID. The caller would then
communicate with the called party in the manner described
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above with":eference to Fig. S. At the end of the
exchange the caller would again oontact the network
operator who  would now remove the called party’s
recipient 1dent1f1er RID from the list of valid recipient
identifiers --:_RID reglstered agalnst the caller’'s
originator 1dent1f1er OID. Customers may choose to have
certain (tru__s_,t_ed) recipient identifiers RID permanently
registered. - The communications with the network operator
could be secured using encryption and digital signatures.
Accordingly 3’c§figinator identifiers OID may be allocated
only for thé "duration of a call.

Thus - any packets 31 'sent out with a target
customer’s or:.g:.nator identifier OIDA as the destination
identifier .(D.A) and with an invalid {(unregistered)

recipient idéh‘t’ifier RID; as the source identifier would

be charged to the source customer (corresponding to the
recipient 1dent1f1er RID,) making fraud of the type
described earlier considerably more difficult.

Potent:.al fraudsters may use a target customer’s

recipient or originator identifiers RID,/OID, as the"

source identifier (SA) for packets 32; potentially with
any destinat'ion to avoid having to pay any associated
network charges. Typically the fraudster may use the
target customer’s recipient identifier RID, (whioh should

be readily available) as the source identifier (SA) to
send packets 31 to a valid destination (identified by its:

recipient identifier RID) so that the target customer
pays the network charges. Alternatively packets could be
launched 'wit_ﬁ various combinations of originator and
recipient' identifiers OID/RID as destination identifiers

(DA), not to achieve any data transmission, but simply to .

waste resources and cause the corresponding customers to
incur unwanted network costs. Such packets are shown in
Fig. 9 referenced 32. ' '
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One way to detect such behavmbur would be for each
{target) customer to monitor the network for any traffic
(launched elsewhere) for one of their own recipient or
originator identifiers RID/OID as the source_identifier
(SA) . Tracing the culprits would then require the
network operator to track down the physical source of any
such pirate traffic.

Accordingly, the potential for fraud in the system
can be restricted or eliminated by various
stralghtforward means. _

As discussed above, the scheme of the present
invention can be applied at ISO layer 3, the network
layer. At this layer the internet protocol (iP) operates
allowing multiple recipient and originator identifiers to
be allocated to customers. Thefe is currently some
restriction on the number of IP identifiers available but
this limitation is being addressed by the Internet
Engineering Task Force (IETF) '

on the other hand, the prior art reference US
5,406,555 discussed above uses source and destination
identifiers at the ISO layér 2 (link layer) protocol;
this is typically the ethernet protocol. At this level
each 1dent1f1er is generally associated with a particular
piece of equipment {for example a computer terminal)
connected to the network and it would be difficult to
assign multiple recipient and ofiginator identifiers to
customers. o

An advantage in applying the scheme described in
this document at the network layer (ISO layer 3) would be
that a common set of customer identifiers could be used
across a multiplicity of béarer networks in the manner
shown in Fig. 10, as is the case with IP addresses
(identifiers). This wiil, howevexr, necessitate the
ability to allocate charges for packets passing into, out
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of, or through'each network domaln 40A B, c.

To achrev_
provider 41A, Bic handles a packet to pass the charges
directly to the source network prov1der This would be
stralghtforwahd'lf the allocatlng network provider can be
identified from‘each reclplent ‘and orzglnator 1dent1f1er,
e.g. through the association of a partlcular range of
identifiers wzth each network prov1der as 1is currently
the case w1th IP addresses.

‘allocation 1n th1s manner each network

Packets w1th two rec1p1ent 1dent1f1ers (or two
originator 1dent1f1ers) as the source and destination
identifiers would thus be correctly allocated On

 receipt of the charges for packets with one originator

and one rec1p1ent 1dent1f1er the (source)network provider
would check whether the rec1p1ent 1dent1f1er was valid
for the g1ven orlglnator identifier (as discussed above),
check the charglng scheme assoclated with the recipient
identifier, :and settle up w1th the other party’s
(destination) network prov1der as approprlate.

If orlglnator and rec1p1ent ‘‘jdentifiers can be
easily d1st1ngulshed and prov1ded most packets with one
originator and one rec1p1ent 1dent1f1er end up being
charged to the_customer correspondlng to the originator
identifier, then the above proceSSfcould be made more
efficient by directing the charges= for such packets
towards the:originator‘s network provider (which may or
may not be the source network prov1der)

By allocatlng charges to network prov1ders using the
simple rules descrlbed above the network monitors and
charge ralslng systems would not be required to store
(and malntaln) large quantities of customer 1dent1f1er
and charging’ scheme data for customers outside their
local network, and could be’ dlmen51oned to optimise the

trade off betﬁeen storing unprocessed charge records and
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the costs of communicating with_gﬁﬁer network providers
to present packet.charge_records;;check the applicable
charging schgmes and settle up their accounts.

Another opportuhity for fraud in a multi-network
scheme occurs because a target customer can only monitor
their local network for pirate packets sourced by
fraudsters impersonating that target customer. Such
pirate traffic on other networks would not be detected,
but the charges would still come back to the target
customer. This could be addressed by the target
customer’s network provider monitoring charges arriving
from other domains to ensure that those charges
correspond to valid traffic patterns. For example the
provider could check that, where packet charges are
received from some distant domain, corresponding charges
are also received from intermediate networks along a
valid route. |

By wvirtue of the association of different
identifiers with network users for allocating usage
charges, the system allows the allocation of network
charges based on customer usage wherein low users do not
have to subsidise high users as would be the case under
a flat rate subscription charging regime. The system is
thus far more attractive to smaller customers wishing to
make use of the network. In addition, the various
exchanges in an interactive call sequence can be collated
and charged to any desired party involved in the call
without the need to define additional fields and
transmission protocols employed.

Whilst the invention has been discussed above in
relation to a standard network such as a local area
network, it will be appreciated that it can be applied to
other network systems, with or without access controls,
but wherein all messages must pass through a single, or
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a small number of points relative to the number of |

available access points. It will further be appreciated

that any number of originator and recipient identifiers

may be allocated dependent only "upo'.n limitations of the

S . system protocol, allowing a desired charging scheme to be

“adopted. For example a recipient' identifier may indicate

that all charges are to be made to an identified third
party. ' |
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1. A communication network comprising at least two user
access points, a communication medium through which
communications between user -access .points pass and a
communication monitoring point in the medium, wherein
each user may be allocated a plurality of wuser
identifiers associated with respective predetermined
charging schemes, the network being arranged to accept
communications including user identifiers in each of a
destination identifier field and a source identifier
field and wherein the communication monitoring point is
arranged to monitor user identifiers in a communication
to determine the charging scheme.

2. A communication network as claimed in claim 1 in
which the identifiers comprise originator identifiers or
recipient identifiers, respective charging schemes being
associated with each recipient identifier.

3. A communication network as claimed in claim 2 in
which where a communication includes an originator
identifier and a recipient identifier the associated
charging schemes comprise: all charges to user associated
with ' originator identifier, all charges to user
associated with recipient identifier, all charges to user
associated with originator identifier at a premium rate,
a proportion of the revenue proceeding to user associated
with recipieﬁt identifier; charges shared between user
associated with originator identifier and user associated
with recipient identifier; predetermined standard rate
charges to user associated with originator identifier,
additional charges to user associated with recipient
identifier; and/or all charges to predetermined third
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party.

4., A communication network as claimed in claim 2 in

which, where '‘a communication includes two originator
identifiers Orftwo recipient identifiers, the charging
scheme compriz‘S’es ‘all charges to user associated with
identifier=ih¢source identifier field.

5. A commu'ni;cation network as claimed in any of the
claims 2 to. 4 -including a data stbrage ‘area in which,
against each.:o_.riginator identifier, are stored allowed
recipient idéﬁtifiers for communications designating that
originator identifier.

6. A communication network as claimed in any preceding
claim including a data storage area for storage of user
information, rjallocat'ed user identifier, and associated
charging scheme. '

7. A communication network as claimed in any preceding
claim arranged to operate in conformance with the ISO
communicatioh’s_ protocol, and in which communications are
passed at ISO"-layer 3.

8. A multi-network communication system comprising a
plurality of communication networks as claimed in any
preceding claim. ' B

9. A system as claimed in claim 8 in which user
identifiers are network specific.

10. The system as claimed in claim 9 in which the
identifiers '~ comprise originator and recipient
identifiers, and charges are directed towards the network




WO 97/37462 PCT/GB97/00842

10

15

20

25

30

e

* A

associated with the originator identifier.

11. The system as claimed in claim 9 in which the
identifiers comprise originator and recipient
identifiers, and charges are directed towards the network
associated with the recipient identifier.

12. A charge allocation system for a communication
network as claimed in any of claims 1 to 7 comprising a
communication monitoring point and a charge allocation
sub-system, the network being arranged to accept

- communications including one of a plurality of user

identifiers associated with respective predetermined
charging schemes in each of a source identifier field and
a destination identifier field, and the charge allocation
sub-system storing user information, associated user
identifiers, and respective corresponding charging
schemes, wherein the communication monitoring point is
arranged to monitor identifiers in the destination
and/or source identifier fields of a communication and
transfer the identifier information to the charge
allocating sub-system to determine the charging scheme.

13. A method of allocating charges in a communication
network for a plurality of users in which one or more
users 1is assigned a plurality of user identifiers each
associated with a respective predetermined charging
scheme, communications in the network include destination
identifier and source identifier fields in which the user
identifiers are held, and a communication monitoring
point monitors the user identifiers to establish an
appropriate charging scheme.



