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CHARGE ALLOCATION l:N A ·MULTl:-tJSER NETWORK 

The present invention relates to a communication 

network and in particular to charge allocation in multi-

5 user networks in which access to the network is not 

controlled by the network provider. 

With the advent of multi-user computer networks, 

whereby users can communicate with one another via user 

access points such as terminals included in the network 

10 across a communication medium such as telephone lines, 

the problem of how the users may be charged by the 

network provider for using a network has arisen. 

When a particular network is used by a single 

customer only (e.g. private circuits), then the network 

15 provider can determine the total cost of providing that 

network and use this information to set the charges for 

the customer. However, where a network is used by more 

than one customer, the network provider must apportion 

the network charges in some way. 

20 Where the network has some means o_f controlling 

customer access (access control) to the network then this 

same mechanism can also be used to monitor, and hence 

charge for, customers' usage of the network. A network 

incorporating access control means is shown schematically 

25 in Fig. 1. Users access the network designated generally 

as l via one of a plurality of terminals 2 all of which 

are connected to the network backbone 3. Each terminal 

2 accesses the network backbone 3 via a respective access 

control 4. In the example shown the access control 4 is 

30 terminal-specific and can be arranged to record charging 

data such as call length, call type and/or call duration 

and ensure that the charge is attributed to the 

associated terminal 2. 

For many network tYPes, however, the network 
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provider does not have a means , of controlling customer 

access such as that described above. Whilst the network 

provider in such cases could place an access control 

mechanism such as a usage monitor at each point of 

5 connection into the network, the provision, security, 

maintenance, and monitoring (to collect charge records) 

of such usage . monitors would give rise to considerable 

expense and operational difficulties. 

In fact such arrangements will give rise to 

10 considerable problems. This is a particularly 

significant point when it is recognised that many of the 

network types which do not provide an access cc::t.roi 

mechanism are the most commonly used net.work types such 

as: 
15 . 

20 

• Local,· wide and metropolitan area networks (LANs, 

WANs & MANS) e.g. office ethernet LANs. 

• The ether, for example user to user direct radio 

communication. 

• The proposed optical ether. 

One solution is for network·. providers to charge 

their customers some form of subscription. Charging by 

subscription, though, may discourage potential customers 

who only expect to make lim1ted use of the network and 

25 who would therefore effectively end up subsidising 

customers who are high network users. 

Alternatively, where the network is provided as part 

of a package together with. one or more value-added 

services, the service provider may incorporate the 

30 network costs into the value-added service charges to the 

end customers. In this case, however, the net.work is 

effectively being supplied to the service provider by an 

internal network provider; with the service provider 

paying the entire network cost. This is then a single-
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user rather than multi-user scenario. 
One of the essential characteristics of a broadcast 

network such as the examples listed earlier, is that the 
network traffic must traverse every potential access 

S point in the network. Thus the entirety of the network 
traffic may be monitored at a single point, or, 
optionally in the case of dispersive.media such as the 
ether (air) at a ,number of points throughout the network 
domain. In either case .the number of monitoring points 

10 can be small in number compared to the number of 
customers using the network and the monitoring points can 
be removed from the customers' points of entry into the 
network. Such a system is shown in Fig. 2. Once again 
network 1 includes a plurality of terminals 2 and a 

15 network backbone 3. In this case, however, there are no 
access controls 4 ,but instead a single monitoring point 
5 is provided on the network backbone 3 through which all 
traffic passes. 

US 5,406,555 assigned to NEC Corporation relates to 
20 a local area network in which a charging apparatus is 

used in the local area network (LAN) or in bridge 
apparatus interconnecting .the a. Packets passing through 
the charging apparatus include source and destination 
addresses, and packet counts are accumulated against the 

25 various combinations of source and destination addresses. 
Usage charges can be raised accordingly. 

A problem associated with that -system is that, in 
many cases, a call.initiated by one customer to another 
may result in traffic flows back and forth between both 

30 parties for the duration of their interaction. Under the 
scheme described in US 5, 406, SSS there is no means of 
determining how the individual packets comprising such 
interactive calls should be charged. For example a 
packet with customer A as the source and customer B as 
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the destination could be part of an interaction sequence 

chargeableto~A or B; there is no w~y to tell. 

A · solut:±on proposed in J~ 63290042 of NEC 

Engineering Corporation is to intr¥duce an extra field, 

5 in addition t:.o the source and de~tination identifiers 

(addresses), which would identify who should be charged; 

source, desti~ation, or some third party. The problem 

with introduc~hg·an extra field is that in most cases it 

would not be·; compatible with th~ existing protocols 

10 already in widespread use. 

According. to the invention there is provided a 
·, . . 

communication•. network comprising at least two user access 

points, a · ·. communication medium through ·which 

communications between user access points pass and a 

15 communication .. monitoring point in ·the medium, wherein 

each user may· be allocated a plurality of user 

identifiers associated with · respective predetermined 

charging schemes, the network being arranged to accept · 

communications ·including user identifiers in each of a 

20 destination identifier field and ·a ·source identifier 

field and wherein the communication monitoring point is 

arranged to mpnitor user identifiers in a communication 

co determine 'the charging scheme. 

Accordingly, various charging schemes are embraced 

25 without the need for additional fields in the 

communications. 
Hence, embodiments of the present invention provide 

an arrangement which overcomes or avoids at least to some 

extent, one or more problems associated with prior art. 

30 For instance, embodiments of the invention provide 

an arrangement allowing each item of traffic to be 

allocated and charged to a predetermined party. 

Further, embodiments of the invention provide an 

arrangement to allow each item of traffic to be charged 



W097/37462 PCT/GB!J7/00842 

s 

to the cor:tect party without th~ need for introducing 

extra fields into the existing protocol. 
The identifiers may comprise originator identifiers 

or recipient identifiers, respective charging schemes 

s being associated with each recipient identifier. Where 
a communication includes an originator identifier and a 

recipient identifier the associated charging schemes may 

comprise: all charges to user associated with originator 

identifier, all charges to user associated with recipient 

10 identifier, all charges to user associated with 

originator identifier at a premium ·rate, a proportion of 
the revenue proceeding to user associated with recipient 

identifier; charges shared bet.ween user associated with 
originator identifier and user associated with recipient 

15 identifier; predetermined standard rate charges to user 

associated with originator identifier, additional charges 

to user associated with recipient identifier - where, for 
example, the predetermined standard rate is a local rate; 
and/or all charges to a predetermined third party. Where 

20 a communication includes two originator identifiers or 

two recipient identifiers, the charging scheme may 

comprise all charges to user associated with identifier 

in source identifier field. The network may include a 
data storage area in which, against each originator 

25 identifier, are stored allowed recipient identifiers for 
communications designating that originator identifier. 

The potential for fraud is thus reduced. 

The network may include a data storage area for 

storage of user information, allocated user identifier, 

30 and associated charging scheme. 
The network may be arranged to operate in 

conformance with the ISO communications protocol, in 

which communications are passed at ISO layer 3. 

A multi-network communication system may be provided 
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comprising a plurality of communication networks as 

herein described, and in which user identifiers may be 

network spec:i:f ic. In that case, a,. simplified charging 
; i 

system betwE!en networks is achiev~d, .·· as the originating 

s network can; ~asily be identified ... ?-'he identifiers may 

comprise originator and recipie~t identifiers, and 
. . 

charges may· be directed towards the network associated 

with the originator identifier .. 

Accordin~ to the invention a charge allocation 

10 system is provided for a communication network as 

described herein comprising a communication monitoring 

point and a. charge allocation sub-system, the network 

being arranged to accept communications including one of 

a plurality of user identifiers associated with 

15 respective predetermined charging. schemes in each of a 
. . 

source identifier field and a destination identifier 

field, and the charge allocation sub-system storing user 

information, associated user identifiers, and respective 

corresponding ~barging schemes, whe:rein the communication 

20 monitoring po·int is arranged to monitor identifiers in 

25 

the destination and/or source identifier fields of a 

. communicati.on and transfer the identifier information to 

the charge allocating sub-system to determine the 

charging scheme. 

According to the invention there is further provided 

a method of allocating charges in a communication network 
:·.: . . 

for a plurality of users in which one or more users is 

assigned a plurality of user identifiers each associated 

with a respective predetermined charging scheme, 

30 communications in the network include destination 

.identifier and source identifier fields in which the user 

identifiers are held, and a communication monitoring 

point monitors the user identifiers to establish an 

appropriate charging scheme. 

I rn: 
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Embodj..~~nts of ·the inventiotj.)~,ill now be described, 
by way of example, with reference to the drawings of 
which: 

Fig. 1 is a schematic illustration of a prior art 
5 network including access control; 

Fig. 2 is a schematic illustration of a prior art 
network including a netwoi:-k usage monitor at a single 
point within the network domain; 

Fig. 3 shows a typical message packet format; 
10 Fig. 4 is a representation of a charging table 

according to the present invention; 
Fig. 5 shows, schematically, message packets 

exchanged according to the present invention; 
Fig. 6 is a flow chart illustrating charge 

15 allocation according to the present invention; 
Fig. 7 shows, schematically, message packets 

exchanged in a different format according to the present 
invention; 

Fig. 8 shows, schematically, message packets 
20 exchanged in a multi-party conference according to the 

present invention; 

Fig. 9 shows alternative message packets; and 
Fig. 10 shows message packet exchange between 

networks. 
25 The present invention addresses the problems 

identified above by allowing the allocation of different, 
multiple identifiers to customers according to their mode 

of use in a network, the identifiers being incorporated 
within the pa.cket-types allowed unde:r existing protocols, 

30 without the need for the addition of fields. 
One such protocol, which will be discussed in 

conjunction with the specific embodiment addressed 
herein, but to which the invention is not of course 
limited, is the ISO protocol. The protocol comprises a 
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stack ·of various iayers and it is proposed to operate the 

system at ISO layer 3; the network layer. The benefits 
of this approach are discussed in more detail below, but 
it should be noted that it allows multiple identifiers to 

S be allocated to_ customers, as required under the present 

invention~ 

Under the protocol, communications between terminals 
accessing a network are sent in the form of packets and 
a simplified packet fortnat is shown in Fig. 3. The 

10 packet is divided into various fields including a header 
shown gener~lly as io containing administration 

information ciliout the nature Qf the packet I an 
information field 11 · containing : the actual message 
communicated in the packet and a check field 12 for 

15 detecting errqrs in the packet under, for example, a 
cyclic redum:iancy check code (CRC). · Turning to the 
header ·10 in more detail, it comprises a preamble (P) 13, 
a destination address or identifier field (DA) 14 and a 
source address or identifier field ·(SA) 15. 

20 The destination identifier (DA) '.14 indicates where 
the message is being sent to and the source identifier 
(SA} 15 indicates where the message is being sent from. 

In order to embrace various different charging 
schemes - such as sender pays, receiver pays, third party 

25 pays or other variants discussed below, multiple 
identifiers·· are allocated to customers which can be 
entered in the destination or source identifier fields 
(DA, SA) 14, ·15. Two · principal · types of customer 
identifier are provided signifying the following usage 

30 modes: 

l. originator identifiers. An originator identifier 
indicates that the corresponding customer originated 
the call and will accept the call charging scheme as 
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determined by the recipient identifier. 

Recipient identifers. A recipient identifier 
indicates that the corresponding customer received 
the call and would also determine how the call 
charges should be allocated. 

In this context a call is taken to .be a related 
sequence of exchanges between two or more parties. 

10 Every customer is allocated at least one recipient 
identifer which could be considered the customer's normal 
identifier and can be compared in some ways ·to a PSTN 
{public switched telephony network) telephone number, 
i.e. this is the identifer (number} used to contact the 

15 corresponding customer. 

Each recipient identifier is allocated and 
registered by the network operator who also associates a 
charging scheme with that recipient identifer. The 
default charging scheme may be that the call originator 

20 (identified by an originator identifier) should pay the 
call costs. Other charging schemes comprising special 
trafficking schemes can also be applied including: the 
recipient paying for the call; the originator paying a 
premium.rate with part of the call revenue going to the 

25 recipient; the originator and recipient sharing the 
charges in some way; or the originator paying the 
equivalent of the "local rate 11 and the recipient paying· 
the balance. As a further alternative charges can be 
allocated to a third party. It will be seen that any 

30 general scheme whereby charges are allocated to one or 
more of the originator, the recipient and a third party 
may be· adopted. 

Customers may have more than one recipient identif er 
with each identifier associated with a different charging 
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scheme. 

Referring to Fig. 4 charging.· information can be 

maintained by the network operator in a suitable charging 

table in whiC::h an entry is kept aga1nst each allocated 

5 recipient identifer indicating the· charging scheme 

associated wiFh the recipient ident:ifier. For example a 

first unique recipient identifier IUD1 is allocated to 

recipient RA and designates that the originator of the 

call be charged. Recipient identif er RID2 is also 

10 allocated to :recipient R" arid designates that recipient R.., 

should be charged. Recipient identifer RID3 is also 

allocated to. R11. and indicates that the call originator 

should be charged, for example at a premium rate, a part 

of the call revenue going to recipient R,.. Recipient 

15 identifier RID4 is also allocated to recipient R,. and 

designates that the charge should be shared between the 

call originator a:nd recipient R,., ·for example with each 

party paying ·~:me half of the charge. 

The system would then be implemented as follows: 

20 For two:..:pa:rty calls the call originator would ·be 

identified by· an originator identifier while the call 

recipient would be identified by one of their recipient 

identifiers. These identifiers would appear as the 

source or destination identifiers depending on the 

25 direction of flow of each packet comprising the exchange 

between the . call originator and recipient. This is 

illustrated· in Fig. 5. An origina_tor (first customer) 

using terminal 2A calls a recipient (second customer) at 

terminal 28 • The call from the originator has the first 

30 customer's originator identifier · OIDA as the source 

identifier (SA) and the ·second customer's recipient 

identifier RID8 as the destination identifier (DA) • In 

the return message from the second customer at terminal 

28 the source identifier (SA) is the second customer's 

I I'm[; 
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recipient identifier RID8 and the.jde!stination identifier 
(DA) is the first customer's originator identifier OID,,. 

The call charges are then allocated according to the 
charging scheme associated with the recipient identifier 

s RID8 , as will be discussed in more detail below. For 
example, the charges for all packets flowing in both 
directions between the originator and the recipient may 
be allocated to the originator. 

The flow chart of Fig. 6 illustrates the system by 
10 which charges are allocated. As discussed above, all 

packets pass through a .monitoring point 5 within a 
network backbone 3 as shown in Fig. 2. The source 
identifier and destination identifier of each packet are 
then read (20) and the recipient identifier is identified 

15 {21) • The originator identifer is also identified (22) 
and the recipient identifer is compared against its 
charging scheme entry (Fig. 4) to establish the 
corresponding charging scheme, and, dependent on the 
charging scheme, will charge the call to the originator 

20 as identified by the originator identifier, or follow any 
other allocated charging scheme. The charges are 
determined on the basis of any known system, for example 
a fixed charge per packet, the charge based on the 
duration of the packet, a charge based on the distance of 

25 the ·call, the time of day, the packet type and so forth. 
Generally, in order to determine whether an 

identifier is an originator or recipient identifier the 
network provider which allocated the identifier consults 
its allocation tables and recognises the identifier type 

30 accordingly. Preferably, however, it is possible to 
distinguish different identifiers in terms of: 

the network provider who allocated the identifier; 
originator or recipient identifier; 
optionally different t:ypes of recipient identifier. 
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With regard to recognising different types of 

recipient identifier it is desired to be able to at least 

distinguish which party pays in terms of: 

originator; 

5 recipient; or 

other scheme such as premium rate, third party or 

shared allocation. These systems would be particularly 

advantageous when operating over multiple network 

domains. 

10 It should be noted that customers may have one or 

more originator identifiers, also allocated by ·the 

network operator. In that case a further table 

corresponding to that shown in Fig. 4 will contain 

entries indicating which charging account is associated 

15 with which originator identifer. When a recipient 

identifier is received indicating that the call 

originator as identified by an originator identif er 

within the same packet should be charged, the sub-account 

entry corresponding to the originator identifier is 

20 billed. The originator identifer would normally only be 

used for making calls (directed to a recipient 

identifier) , and may optionally be allocated only for the 

duration of a call as is discussed in more detail below. 

If desired, customers can communicate without using 

25 originator identifiers, i.e. with all parties using their 

recipient identifiers. This is the fallback case which 

matches the situation in known network arrangements with 

each customer normally having just one identifier which 

is used for all their communications. There would be no 

30 way to choose between the charging schemes associated 

with the two recipient identifiers and the network 

operator would have to use the default scheme of 

allocating usage charges to whichever customer is 

identified as the source of each packet. 
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According to that system, and as shown in Fig. 7, 

the packets from the first customer at terminal 2,. to the 
second customer at 28 include as their source identifier 
(SA) the first customer's recipient identifier·RID,. and as 

5 the destination identifier (DA) the second customer's 
recipient identifier RID8 • The return message from 
terminal 28 to terminal 2A will have as its source 
identifier (SA} the second customer's recipient identifer 
RID8 and as its destination identifier (DA} the first 

10 customer's recipient identifer RID,.. 
The operation of this system is also shown in the 

flow chart of Fig. 6 wherein, if no originator identifier 
is identified at 22 the system moves to the default step 
24 of charging whoever is identified as the source of 

15 each packet. 
It is also possible :that packets can be launched 

with originator identifiers used for both the source and 
destination. The default step is shown at Fig. 6 

whereby, if no recipient identifier is identified at 21 

20 the .default scheme provides for the allocation of usage 
charges to whichever customer is identified as the source 
of each packet 25. 

The invention further embraces the possibility of 
multi-party exchanges (many to many, one to many, many to 

25 one) without using or.iginator identifiers in the same way 
as for two-party exchanges (one to one} with the 
participants all identified by their recipient 
identifiers and with each participant allocated the 
charges for the packets they source, according to the 

30 default step 24 in Fig. 6. 

Alternatively a conference organiser could be 
allocated a recipient identifier, with an associated 
charging scheme, which they would then advertise in some 
way. 
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As shown in Fig. 8 t'he conference organiser at a 

terminal 2CONF sends potential participants ·at 2A, 2B, 2c 

invitations using the conference ··:recipient identifier 

RIDcoNr as the source identifi~¥": ' (SA) . Since the 

5 destination identifier (DA)' on each invitation is the 

invitee'.s recipient identifier RfD~191c, both the source 

and destination of the invitatio~·: message packets· are 

recipient identifiers (the default·step 24 of Fig. 6) and 

the network charges for these packets are allocated to 

10 their source, i.e. the conference ·organiser. 

Customers wishing to participate in the conference 

then "dial in" and submit their contributions using their 

own originator identifer OIDA/11/C as· the source identifier 

CSA) and the conference recipient identifier RIDCONF as the 

15 destination identifier (DA) . The contributions and 

responses of other participants· are obtained by 

monitoring other traffic with the· conference recipient 

· identifer RIDCONF as the destination. Any contributions 

from the conference organiser to 2coNF would also have the 

20 conference recipient identifier RIDCONF as the destination. 

A charging scheme suitable for this form of network 

based conferencing is where the.· :: conference organiser 

accepts part or all of the network charges. Any attempt 

to collect premium rate network charges from participants 

25 would probably require each participant to be connected 

on a one to one basis to a conference bridging unit; with 

encryption used to prevent other.· · ne.twork users f rem 

eavesdropping or interrupting. Such a system would allow 

the filtering out (shut-out) and ignoring of any one 

3 O sending in contributions using·· their own recipient 

identifier (or some target customers' recipient or 

originator identifier) to avoid·. paying the premium rate 

charges. Security issues are dis'cU:ssed further below. 

It will be appreciated that network users may try to 
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avoid paying network charges~-; · . .In the fallowing 
discussion the term "target customer" will be used to 
refer to the potential victim of a fraud. Two principal 
scenarios are considered as illustrated in Fig. 9: 

1 . Packets ·are sent to the target customer but the 
sender endeavours to avoid paying the full network 
charges which would normally be associated with the 
target customer's recipient identifier. This 
scenario has two variations: 
• Packets 30 are sent to the target customer 

using the target customer's recipient identifer 
RIDA as d~stination identifier (DA) . 

• Packets 31 are sent to the target customer 
using the target customer's originator 
identifer RIDA as destination identifier (DA) . 

2. Packets 32 are sent, potentially to any destination, 
with the sender impersonating a target customer and 
using the target customer's originator or recipient 
identifer OID~/RIDA as the source identifier (SA) so 
that the sender can avoid paying the network 
charges. 

25 Where a target customer's recipient identifier RIDA 
is used as the destinati9n identifier (DA) for a packet 
30 then: either the source identifier (SA) will be 
another recipient identifer RID8 in which case the network 
charges wil.l be allocated to the source customer (i.e. . . 

30 the other party pays as per default step 24 in Fig. 6); 
or the source identifier (SA) will be an originator 
identifier OID8 in which case the recipient identifier 
RIDA will determine who gets charged and how !i.e. the 
target customer controls the charging scheme) . 
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A potential fraudster may use a recipient identifier 
RID8 instead of an originator .identifier OID8 as their 

source identif~er (SA) when contacting a target customer 
in order to avoid the full call charges which the 

5 potential fraudster should incur under the charging 
scheme associated with the target customer's recipient 
identifier RIDA (the destination identifier (DA)) , 

particularly· if this would charge the potential fraudster 

at a premium rate. This is in accordance with the 
10 default step 24 in Fig. 6. In this situation the target 

customer can simply decline to respond to the potential 
fraudster. It would be the need for this ability to shut 
out invalid participants which is likely to restrict the 
form of network based conferencing described above to 

15 those charging schemes where the conference organiser 
accepts part or all of the network charges. 

20 

Where the target customer's recipient identifer RIDA 
is associated with a charging scheme which allocates the 
network charges to the target customer there would be the 

potential for malicious callers, using 
identifiers 0!08 , to repeatedly contact 
customer tying up resources and causing 
customer to incur unwanted network charges. 

originator 
the target 
the target 
If a valid 

originator identifer 0108 is used then the culprits could 
25 be traced easily by the network operator who allocated 

the originator identif er OID8 • The problems of abuse and 

impersonation of originator identifiers are discussed 

below. 
Where a target customer's originator identifier OIDA 

30 is used as the destination identifier (DA) for a packet 
· 31 · then: either the source identifier (SA) will be 
another originator· identifier OID8 in which case the 

network charges will be allocated to the source customer 
(i.e. the other party pays as per default step 25 in Fig. 

I rn: 
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6); or the source identifier (SA,t will be a recipient 
.:··· . ·•."·'.· 

identifier RID8 in which case the recipient identifier 
will determine who gets charged and how. In the latter 
case the sender thus has control over how the packets 31 

5 they have sent out will be charged. 
A potential f ra~dster could in principle send 

packets 31 to a target customer using the ~arget 

customer's originator identifier OID,. as the destination 
identifier (DA) and using one of the fraudster•s 

10 recipient identifers RID8 as the source identifier (SA) . 
If the fraudster uses a recipient identifier RIB8 which 
has a charging scheme whereby premium rate charges are 

allocated to the (target) customer corresponding to the 
originator identifier OID,., with part of the call revenue 

15 being passed to the. (fraudster} customer corresponding to 
the recipient identifier RID8 , then the fraudster could 
collect money (from the network operator) simply by 
sending packets 31 out to target customers. 

Fraudsters attempting to operate in this way could 
20 · be detected by target customers checking the source 

identifiers (SA} of any packets 31 sent to them using 
their originator identifier OID,.. Once detected a 
fraudster could be traced by the network operator who 
allocated their recipient identifier RID8 • 

25 Alternatively the network operator could maintain a 
list of valid recipient identifiers RID against each 
originator identifier OID. Then when a customer (a 
caller) wished to use their originator identifier OID to 
contact another customer (the called party), they would 

30 first inform the network operator who would add the 

·called party's recipient identifier RID to the list of 
valid recipient identifiers RID registered against the 
caller's originator identifer OID. The caller would then 
communicate with the called party in the manner described 
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above with ·reference to Fig. S. At the end of the 

exchange the·· 'caller would again contact the network 

operator who' would now remove the called party's 

recipient iden:tif ier RID from the list of valid recipient 

5 identifiers . ··RID registered against the caller' s 

originator ide~tifier OIO. Customers may choose to have 

certain (trusted) recipient identifiers RID permanently 

registered.·· Ttle communications with the network operator 

could be secured using encryption and digital signatures. 

10 Accordingly originator identifiers CID may be allocated 

only for the duration of a call. 

Thus ·any packets 31 sent out with a target 

customer's ori.ginator identifier OIDA·as the dest:ination 

identifier (DA) and with an invalid (unregistered} 

15 recipient identifier RID& as the source identifier would 

be charged to: the source customer (corresponding to the 

recipient identifier RI08 ) making fraud of the type 

described earlier considerably more difficult. 

Potential fraudsters may use a target customer's 

20 recipient or originator identifiers RIDA/OID.e. as the· 

source identifier (SA) for packets 32; potentially with 

any destination to avoid having to pay any associated 

network charges.· Typically the fraudster may use the 

target customer's recipient identifier RID,. {which should 

25 be readily available) as the source ·identifier {SA) to 
. . 

send packets 31 to a valid destination {identified by its 

recipient identifier RID) so that the target customer 

pays the network charges. Alternatively packets could be 

launcheci with various combinations of originator and 

30 recipient id~~tifiers OID/RID as destination identifiers 

(DA), not to achieve any data transmission, but simply to 

waste resources and cause the corresponding customers to 

incur unwanted network costs. Such packets are shown in 

Fig. 9 referenced 32. 
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One way to detect such behavd!tj~r would be for each 

{target) customer to monitor the n~twork for any traffic 

(launched elsewhere) for one of their own recipient or 
originator identifiers RID/OID as the source identifier 

5 (SA) . Tracing the culprits would then require -the 

network operator to track down the physical source of any 

such pirate traffic. 

Accordingly, the potential for fraud in .the system 
can be restricted or eliminated by various 

10 straightforward means. 
As discussed above, the scheme of the present 

invention can be applied at ISO layer 3, the network 

layer. At this layer the internet protocol (IP) operates 

allowing multiple recipient and originator identifiers to 

15 be allocated to customers. There is currently some 

restriction on the number of IP i~entifiers available but 
this limitation is being addressed by the Internet 

Engineering Task Force (IETF). 
On the other hand, the prior art reference US 

20 5, 406, 555 discussed above uses source and destination 

identifiers at the ISO layer 2 (link layer) protocol; 

this is typically the ethernet protocol. At this level 

each identifier is generally associated with a particular 
piece of equipment {for example a computer terminal) 

25 connected to the network and it would be difficult to 

assign multiple recipient and originator identifiers to 
customers. 

An advantage in applying the scheme described in 

this document at the network layer (ISO layer 3) would be 

30 that a common set of customer identifiers could be used 

across a multiplicity of bearer networks in. the manner 

shown in Fig. 10, as is the case with IP addresses 

(identifiers) . This will, however, necessitate the 

ability to allocate charges for packets passing into, out 
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of , or througl}'\ each network domain 4 OA, B, c. 
. ·~., :: ~ :L: ;~ . 

To achiev!! allocation in this. trranner each network 

provider 4 lA~ :~::, c handles a pa~ket t~ pass the charges 

directly to t~~ source network prov~der. This would be 

5 straightforwa~~ if the allocating network provider can be 

identified frd~ each recipient and o~iginator identifier, 
. . . 

e.g. through ,t:he association of a :particular range of 
. ···. .:.' 

identifiers. with each network provider as is currently 

the case with 'IP addresses. 

10 Packets : ~ith two recipient identifiers (or two 

originator id~ntifiers) as the source and destination 

identifiers would thus be correctly allocated. On 
. :, 

receipt of t~e charges for packets with one originator 

and one reci"pl·E!nt identifier the (sour.ce) network provider 

15 would check wh!ether the recipient :i~entif ier was valid 

for the given 6riginator identifier (Cls discussed above) , 

check the chat-ging scheme associated, with the recipient 

identifier, and settle up with the other party's 

(destination.> ··'r;ietwork provider as apI>ropriate. 

20 If origitj.ator and recipient ·identifiers can be 
easily distihguished, and provided most packets with one 

originator and" one . recipient identifier end up being 

charged to the: customer corresponding to the originator 

identifier, then the above process could be made more 

25 efficient ·by 'directing the charges for such packets 

towards the originator's network prbvider (which may or 

may not be th~ source network provid~r) . 
. . 

By alloc~ting charges to network providers using the 

simple r~les 'described above the network. monitors and 

3 0 charge raising systems would not be required to store 

(and maintain} large quantities of. customer identifier 

and charging.· scheme data for customers outside their 
. . 

local network; and could be dimensioned to optimise the 

trade off between storing unprocess.ed charge records and 

ITl~i: 
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the costs 9£, communicating with ,9 .. ~~er network providers 

to present packet charge records, . -check the applicable 

charging schemes and settle up their accounts. 

Another opportunity for fraud in a multi-network 

5 scheme occurs because a target customer can only monitor 

their local net~ork for pirate packets sourced by 

fraudsters impersonating that target customer. Such 

pirate traffic on other networks would not be d~tected, 

but the charges would still come back to the target 

10 customer. This could be addressed by the target 

customer's network provider monitoring charges arriving 

from other domains to ensure that those charges 

correspond to valid traffic patterns. For example the 

provider could check that, where packet charges are 

15 received from some distant domain, corresponding charges 

are also received from intermediate networks along a 

valid route. 

By virtue of the association of different 

identifiers with network users for allocating usage 

20 charges, the system allows the allocation of network 

charges based on customer usage wherein low users do not 

have to subsidise high users as would be the case under 

a flat rate subscription charging regime. The system is 

thus far more attractive to smaller customers wishing to 

25 make use of the network. In addition, the various 

exchanges in an interactive call sequence can be collated 

and charged to any desired party involved in the call 

without the need to define additional fields and 

transmission protocols employed. 

3 0 Whilst the invention has been discussed above in 

relation to a standard network such as a local area 

network, it will be appreciated that it can be applied to 

other network systems, with or without access controls, 

but wherein all messages must pass through a single, or 
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a small number of points relative to the number of 
available access points. It will.further be appreciated 
that any number of originator and recipient identifiers 
may be allocated dependent only upon limitations of the 

5 system protocol, allowing a desired charging scheme to be 
adopted. For example a recipient identifier may indicate· 
that all charges are to be made to an identified third 
party. 
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11/lllf /Ill~ ll~l lll{l II l/11 
CLAIM$ 

l. A communication network comprising at least two user 
access points, a communication medium through which 

5 communications between user ·access ~points pass and a 
communication monitoring point in the medium, wherein 
each user may be allocated a plurality of user 
identifiers associated with respective predetermined 
charging schemes, the network being arranged to accept 

10 communications including user identifiers in each of a 
destination identifier field and a source identifier 
field and wherein the communication monitoring point is 
arranged to monitor user identifiers in a communication 
to determine the charging scheme. 

15 

20 

2. A communication network as claimed in claim 1 in 
which the identifiers comprise originator identifiers or 
recipient identifiers, respective charging schemes being 
associated with each recipient identifier. 

3. A communication network as claimed in claim 2 in 
which where a communication includes an originator 
identifier and a recipient identifier the associated 
charging schemes comprise: all charges to user associated 

25 with · originator identifier, all charges to user 
associated with recipient identifier, all charges to user 
associated with originator identifier at a premium rate, 
a proportion of the revenue proceeding to user associated 
with recipient identifier; charges shared between user 

30 associated with originator identifier and user associated 
with recipient identifier; predetermined standard rate 
charges to user associated with originator identifier, 
additional charges to user associated with recipient 
identifier; and/or all charges to predetermined third 
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4 . A communication network as claimed in claim 2 in 

which, where ·a communication includes two originator 

5 identifiers or two recipient identifiers, the charging 

scheme comprises all charges to user associated with 

identifier in ~ource identifier field. 

s. A communication network as claimed in any of the 

10 claims 2 to .4 including a data storage area in which, 

against each. originator identifier, are stored allowed 

recipient identifiers for communications designating that 

originator idf!ntifier. 

15 6. A communication network as claimed in any preceding 

claim including a data storage area for storage of user 

information, , allocated user identifier, and associated 

charging scheme. 

20 7. A communication network as claimed in any preceding 

claim arrangec:l to operate in conformance with the ISO 

communications protocol, and in which communications are 

passed at ISOlayer 3. 

25 8. A multi-network communication system comprising a 

plurality of communication networks as claimed in any 

preceding claim. 

9. A system as claimed in claim a in which user 

30 identifiers are network specific. 

10. The system as claimed in claim 9 in which the 

identifiers comprise originator and recipient 

identifiers, and charges are directed towards the network 

.• 
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associated with the originator iQ~ntifier. 

11. The system as claimed in claim 9 in which the 
identifiers comprise originator and recipient 

5 identifiers, and charges are directed towards the network 
associated with the recipient identifier. 

12. A charge allocation system for a communication 
network as claimed in any of claims 1 to 7 comprising a 

10 communication monitoring point and a charge allocation 
sub-system, the network being arranged to accept 
communications including one of a plurality of user 
identifiers associated with respective predetermined 
charging schemes in each of a source identifier field and 

15 a destination identifier field, and the charge allocation 
sub-system storing user information, associated user 
identifiers, and respective corresponding charging 
schemes, wherein the communication monitoring point is 
arranged to monitor identifiers in the destination 

20 and/or source identifier fields of a communication and 
transfer the identifier information to the charge 
allocating sub-system to determine the charging scheme. 

13. A method of allocating charges in a communication 
25 network for a plurality of users in which one or more 

users is assigned a plurality of user identifiers each 
associated with a respective predetermined charging 
scheme, communications in the network include destination 
identifier and source identifier fields in which the user 

30 identifiers are held, and a communication monitoring 
point monitors the user identifiers to establish an 
appropriate charging scheme. 


