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Determine a connecting mode used when a Bluetooth connection is established with
an extemal Bluetooth device

Determine an application layer key generation funation according to the connecting
mode

Determine, according to the application layer key generation function, a link layer
dynamic parameter used in a link layer

Obtain an application layer key identifier agreed with the external Blustaoth device
Generate an application layer key according to the application layer key generation
function, the link layer dynamic parameter, and the application layer key identifier

(57) Abstract: Embodiments of the present description provide an ap-
plication layer key generation method and apparatus. The method of the
embodiments comprises: first determining a connecting mode used when
a Bluetooth connection is established with an external Bluetooth device;
then determining an application layer key generation function according
to the determined connecting mode; then obtaining a link layer dynamic
parameter used in a link layer; obtaining an application layer key identi-
fier agreed with the external Bluetooth device; and using the application
layer key generation function, the link layer dynamic parameter, and the
application layer key identifier to generate an application layer key.
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