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A shared storage network system and a net hod for
operating a shared storage network system Background
wobooshessBnvent i on Field of the Invention The pPeB8GL004/000009
invention relates to a shared storage network system
and to a nethod for operating a shared storage network
system Description of the Related Art The i nprovenent
of conputer storage devices, e.g. hard disk, and of
stor e . managenent is ssue in the
A SiavRH ek 6PEHaRg Pach e Do ToR.assreling b Srared storage
netWwérlcstenfl OceanStore systemdisclosed in [1], a
utili'ty infrastructure is designed to span t he gl obe
and provi de continuous access to persistent
Ba?@%@ﬁé@?@@_ﬁgﬁﬁﬁﬁie this infrastructure is conprised of
= , data is protected through
redundancy and cryptographi c techni ques. QOceanStore
objects are identified by a globally unique identifier
_ﬂﬂéﬂiﬂEﬂﬁﬂﬁﬁﬂﬂh is the secure hash (SHA-1) of the
owner's key and sone humanreadabl e nane. In the
followi ng, the data storing according to the
The GreknfSimestiqordaed tova Ishated stes@r hd@ork §J3jepeafid 8 @ method for
replicated and stored on nultiple servers. Areplica
OPeﬁaPEgr?éli‘?r%it%rége PAWPECHEEE- t hr ough one of two routing
nmechani sms. Cbjects in the CceanStore are nodified
t hrough updates. In principle, every update to an
DesQipimnSf dreeRadipdArt creates a new version. CceanStore
objects exist in both active and archival forns. An
active formof an object is the latest version of its
The dfdpfoveR@RE BEEoHItEr Qofags GE@CJSOE? URdadiSe, N0 (ﬁr&Prip\ﬁ?c'r storage
formrepresents a gernanent read-only version of
managsjreent is Rpeiniissye insthe deyalopsepnheteamiiutey technolhgy.
OceanStore system as described in the foll ow ng. There
are two routing algorithnms co-existing in the
Acc@dh%nﬁt the 8o-syliddeOreanBiordeysteni disclogsest in [11), Oebabmt?ri 1ﬁfrhsﬁructure is
tlng a%%éﬁlthnl i f 3 guery cannot be satisfied by
dosiggi 2 5P B 2100 I PHR S FPTBU QIS RS 19 awréteph@fqm@pw Since
this iﬂra@trﬁédﬁ%lly c&ﬁbr‘iﬁ%g A funtrhdled vt € W@AGs PrRAVEL thgcﬁlghqp&u%dancy

hi er ar chi cal
and cryptographic techniques. OceanStore objects are identified by a globally unique

identifier (GUID), which is the secure hash (SHA-1) of the owner’s key and some human-

readable name.

In the following, the data storing according to the OceanStore concept will be described.

Objects are replicated and stored on multiple servers. A replica from an object is located
through one of two routing mechanisms. Objects in the OceanStore are modified through
updates. In principle, every update to an OceanStore object creates a new version.
OceanStore objects exist in both active and archival forms. An active form of an object is
the latest version of its data together with a handle form update. An archival form

represents a permanent read-only version of the object.

Routing is realized according to the OceanStore system as described in the following.
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nmet hod, every server in the systemis assigned a

random node-1 D. These node-1Ds are then used to
w@eonsheassd a nmesh of nei ghbour |inks. Each |i nkCT/SG2004/000009

| abelled with a | evel nunber that denotes the stage of

routing that uses this link. The Nth I evel links-links

for sone Node X point at the sixteen cl osest

nei ghbours whose node- | Ds tch the owest N-I nibbles
of h?ﬁﬁ X s.|1D.and, who have di.fferent conbi nations of_
TheigATRETO APHPIBAISHHERS §B7e8B{ng & e Perpndiore skstory @ e disst fast,

., - i e i t. .

probIERSIORANg HaTRLRD oty PRLBEDe Sulhich! 8sbis, Mefinformation
is usafl ¢o roaité in qubryud atlikelyQuiighbess Is tther sedomd slower, reamble hierarchical

o L P B AR Bt Bl e e

usdAqd Rohstfuct HesibiheiSdour lihks. SR BHIER 1/cfed Wkl A8 DYmber that
the OceanStore system as described in the follow ng.

denptesghe stege ofmeating that nsey thisdink, Thd N” demeh link=ligkscioy pireeiNode X

in the systemthat .i,s not conpl et lic.and .
polfat PGP BB BTHES Tt aBEL 45N R s o
Noper{rs IBi efid (Whoehdvei diffefe@it c6MBRaEONs. of thel RVOKBbIEBEch object is

perm ssion, the owner requests that replicas to be
mappqdtoapipgle pgdeewepsymog-l i 3fchagehe, ahyeqtesyGURD in the most bits, this

nocgeﬁgﬁwsé Xﬂfgg\(ﬂ‘&éje&*%%&r If iﬁfoﬁhgtt)dnha%lglfth% %ﬁlwas%gxgg 3l s root,

cac copres or from m sbehaving servers.
thepraayenet canbd fint ahis Zefdrmatidresimphl by dslidvaag akizhbegUiinks cintil they
to be si ne(gﬁso t[@ wel | - behaved servers and clients
reaghed thetoof podefanths GHIRS e an access control list (ACL),
so-called "restricting witers". In [2], the so-called
"PAST" systemis disclosed. PAST is based on a
Seayeihy featmrpsarepravided hy thefgeanisrwdystomy dssdeserdiedan khedbllowing.

storage nodes that cooperatively route file queries,
store nultiple replicas of files and cache additi onal

To peivestsun@hthppd r@adsf bl @sta aflhenoigitedith the dytém shadfis FADmpletely

wi | Iég(Pe descrihed in the follow ng. Storage nodes and =~

public| aad fhe cASRUGR dieynid iRy thgseq ugRTs t With ead] permission

"rdstfehg ddbrs A ThERy St refid b&dRdich, SRTBWA S&l

(r I’S1ash %éHA rls))Aof che efriel ebs nasrre,’ Woﬁﬁ"ég&"é{sgﬁ% ri%@%ag to be

del¢ted ommcenarypteddatti the obwken A alcentlyEeebkddABIden dwilli #ble to read old
afc,si gcnelgl a 128-bit node.identifier. The

data fromtached copies or from misbehaving servers.

To prevent unauthorized writes, all writes are required to be signed so that well-behaved

servers and clients can verify them against an access control list (ACL), so-called

"restricting writers".
In [2], the so-called "PAST" system is disclosed.

PAST is based on a self-organizing, Internet-based overlay network of storage nodes that
cooperatively route file queries, store multiple replicas of files and cache additional copies

of popular files.

The naming features of PAST will be described in the following,.
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nodel D assi gnnment is quasi-random (e.g., SHA-1 of the
node's public key). The statistical assignnment of

wo 2doem6dssn st or age nodes appr oxi mat el y bal ancespe18G2004/000009
nunber of files stored on each node. However,
non-uni f orm st orage node capacities and file size
require nore explicit storage | oad bal anci ng. Routi ng
is realized according to PAST, as expl ained in the

Sl oy BEST U oR . B sher s nsage LovEEs L 1o
filegﬁgis BRputell at g Jehﬁl%!h@slaggg'ﬁ.g-ﬁlok thel NiE sRARS thcﬁ'%gl?fég%ublic key

filel Ds are consi der s’a sequence of
andvatrandvardy chpsenssalioBachsPASTitniodg it adsigned 3 1M8ghin naddidentifier. The

.ag2h I I ith 2b-1 ' h, The 2Q-I .
o B Rt R S s gl SO 7 (Bt SaHOMC ey s The fatistical
assBzrRGE ofMIRS o BRfRE Ro8Qaipproxifte B 19381 HRIRmbel eﬂﬁiepstored on

in the first n digits, but whosé (n+l) th digit has

eachinpodsf Haveeven - nonpufoim| gofage mede anpagitiashaitd fikee siae Trequire more
exq}c%isi rg%l&b aqgn%% s | D. Each node maintains |P address

BT StRETNdeT I out i ng tabl e. PAST provides security

features, as explained bel ow Each PAST node and each

user  of the systemholds a smart-card gread-only
Roptipg:isrealiged srsprdingelg AT a8 pxplained inhe Ellowing.c key pair

is signed with smartcards issuer's private key for

certification purposes. [3] discloses the so-called
PAGHaoutes y15 dssociatéth eneCage tbvrdethSyedewhdsemByleiDsisanumerically closest

eer-to- peer r -onl t orage system CFS servers
to {37 968 FRbEohine oD Araena ALRYe Shes s Ry And: P e Ronsidered as
. di& hedat s | ek : .as:a tile
» < hanm S bR Mke € il R ) ARHeR8 e kg e
with ﬂ&ddmﬁdsteﬂch. TheRileantridscm deviebh aif tles, rouims tabipdaich aéfeO1d a node

for r t ne and decrease atency with server B e
whi ngdf R R oSS R fuBh s Religiso b Wi gn” digi
hasPérRt s¥CRé 2°-MosdibleRanRE @hek Mhdt ithend LA thNAE Goéid's tBEEach node

nunber of servers.Naming is realized by the Chord

maiainsekl addreppior gsnodesiaodingrtdblaode has a uni que m bit
node identifier (1D) obtained by hashing the node's IP
address and a virtual node index. Chord views the |IDs
PAST pewvddss secugityafeaiutesy heaxplaiiesdtbefove r

Each PAST node and each user of the system holds a smart-card (read-only clients do not
need a card). A private/public key pair is signed with smartcards issuer’s private key for

certification purposes.
[3] discloses the so-called Chord system.

The Chord File System (CFS) is a peer-to-peer read-only storage system. CFS servers
provide a distributed hash table (Dhash) for block storage. CFS clients interpret Dhash
block as a file system. Dhash distributes and caches blocks at a fine granularity to achieve
load balance, uses replication for robustness and decreases latency with server selection.
Dhash finds blocks using the Chord location protocol, which operates in time logarithmic

in the number of servers.
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space. Keys are al so mapped into this ID space, by
hashing themto mbit key |IDs. Chord defines the node
wo e®poomdbl e for a key to be the "successor"” oPCT/B&2004/000009
keys I D. The successor of an IDj is the node with the
smal lest ID that is greater than or equal toj (wth
wrap around). Chord assigns each server an identifier
drawn fromthe sanme 160-bit 4identifier space as bl ock
identifiers. These identifiers can be considered as
points on a circle. The mapping that Chord inplenents
Nanasikg s raalbded bl 'tise ChadrdRgkterh @$ fisloide bl ock' s successor,
the server whose ID nost closely follows the block's
IDon the identifier circle. Wien a node n joins the

EabBf CABfdknodE Eﬁst z%ﬂqllfeeﬁﬁsblpﬁ 18%%1&%(/@5? ﬁtgglg ﬁ{? |hg§i\s}1ég§thg wgde’s IP

successor becone "assig ton
addressmordkg vituhl mcﬁdenmdexafﬂiogch eitwkalis IBs s b&ﬂ@?ingrhe@irdu%r 1dent1f1er
its _succes a storing is performed according t

SPESROKEYS atg 2 QFS'Paé’PFfLH“‘P Hhis H2 Spage W%ngwth@n b 51-big key IDs. Chord
defit ehd §oder}€sﬁoh§1€]esf¥135 Efgot% Rl |e ks%c&&%&" bp ﬁ}ag(:eysﬁ}ss TR Successor

usi ng a has each ck’'s conten
of anldRt)iif ither nOd'Eh\emh theesrpalishti Ehérat &8 grestet than rop@fudl|t6GKwith wrap-

bl k t he
srob i OPELRSE sl T BRALRF T SURdro Shepermes 60 bit idenifir
spdce b ibldtk iddntifiefs. KheRr M@ﬁtﬁfle‘rm{jb@E&{sYde?Jdt %hp&ﬁ]tg on 3 circ circle. The

bl ock’ s successor on the Chord ring
mapping dhahChosd, implgments dekse i theek s H)tahé yﬁedtﬂd theiibibapk’ sAsuccessor the

ol s LI 0 S s ot
n jeing tesstworkj cdrtaimskdys q)tHvlicﬁﬁilyf &Elgﬁ&f foeﬁi’k RERSssBNBedolR assigned to
| gokups. Every Chord node

éﬁi% r h@ble ccel er f
FhEolesleayves fhenefyor h%l Pl assigned keyidire ragsighedde s suskcessor.
its r inmediate successors on the Chord ring. If the
desired key is between the node and its successor, the
Datagtoriag lfhmémsd a¢rerding tosClsud,cs ssplained ithihe folkavihfe
| ookup can be forwarded to the successor, which noves
the lookup strictly closer to its destination. A new

Thepatdisher] iR thotild y8tesiis GRERP Ino YEOFS tsyéctéxﬁ Shsih ng {fésh of each
the Chord rin by "aski ng an existing node to orm
block’s seaens as #f identifien, d bensthe publishensigns the ket bluek into CFS using the

d
con%%';lﬁﬁﬁﬁl% ubflg gcgﬂ(}@ the ?gtgt{clﬁ% g kdaerﬁ{elfléz CEAX% epgacirég attﬂ‘ngtEﬁﬂ?PljcaS at

the k}ssnvemlmﬁled'mteﬂys aﬁtramae Blotk’s suceyssbedh the iOMgrd fs. publ i ¢
key. They can check the integrity of the root bl ock
using that key, and the integrity of blocks |ower in

Thel Oifordl EREentbéfforkR@oRa1Ht R AEscHiBENin the following.

A Chord node uses two data structures to perform lookups: a successor list and a finger
table. Only the successor list is required for correctness and the finger table accelerates
lookups. Every Chord node maintains a list of the identities and IP addresses of its r
immediate successors on the Chord ring. If the desired key is between the node and its
successor, the latter node is the key’s successor, otherwise the lookup can be forwarded to
the successor, which moves the lookup strictly closer to its destination. A new node n
learns of its successors when it first joins the Chord ring, by asking an existing node to

perform a lookup for n’s successor. Then, n asks that successor for its successor list.
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identifiers that refer to those bl ocks. CFS
aut henti cates updates to root bl ocks by checking that

wo besness3dl ock is signed by the sanme key as thecDB@2004/000009
bl ock. A tinmestanp prevents replays of old updates.
CFS al l ows updates, but in a way that allows only the
publisher of a file systemto nodify it. A CFS server
wi Il accept a request to st@gre a block under either of

{ [t O | f e.block s marked .as a
AR RSB wing L FiTER e TnThiS o Chsdsrem

if the supplied key is equal to the SHA-I hash of the

bl ock's caontent. If the block is nmarked as a singed

Clisniscname; y Silepsystern wiing thsepubligkeyt Theyeacapwhedkcthi dytegiity s the root

IR Sty R0 3 AR IR o R Ky ondt b o e entash

idesitifibdahat refer ehthbse lotiay €FS atitbhticates Wp@attPio BoEbYRIYY checkin g
system of nodes shari ng compn mMenNory resources.

that ther@ey Rlpck Kesignpseby thsnsame key an thsppldchlog. A Himnestamp prevents

j td j . e.net wo
S NS O UYL L08R T s ot
filnsytstenr to mydifiein Mm%bemgwdapxa:bp? m??e_a;h_af $tong aSlﬂﬁd’akaQﬁleﬂéither of
a copput e emw th increase i ci ency an
v b p Pt i S ks oL chaant-Beslpcl i ey reril acecpt the

bl&hf M¥RGpAIEdKePYS Ejuiodhs BAME y .
and a nggrgod (&/h' choin part | cglhigrhoanfggg})ﬁg(%éﬁgﬁt'ﬁttﬁm’l‘mk 18

magkegrascesingedD1odke theibtderkso st ibe signad by stpublig keydehase SHA-1 hash is
t sm~sshon schene) for operating a shared storage
thcn‘%?%oﬂﬁg?/@f‘emwith the features according to the
i ndependent cl ains. The shared storage network system
accordi nggt o the invention conprises a plurality of

[41d¢ esfatefbtodthe VN4 (Stargr NsHovrk dndugtrs Assasiatiga) gordardwhish is a layer

| archﬂ@ctﬁg%rqﬂue?&/&rkﬁgﬁglggﬁmﬁ& sﬁyﬁ%%ﬁﬁﬁgﬁgg 2% urces.

portion being divVi Into a ectors,
each sector being divided into a plurality of bl ocks,

Sud Vi rtg;@l gt{,l otck identifier being associated to each of
that the entirety of all of the
virtual block identifiers of the blocks form a gl obal
bl ockaddress space in which each of the virtual bl ock

It i5 gu pbiect et deipscsanf iquentiontie parvadeedl shared sigmga@eterrk system and a
mefﬂ\ét;itfg{gjegtiltn?girsg#r@g %tg?agg él@ltwolrl?%fsgen? W icﬁtag)er 9a%§blg lo% sehnatrihg storage

serv
of a computer system with increased efficiency and performance compared to the related

art.

The object is achieved by providing a shared storage network system and a method (which
in particular may include a storage data location scheme and a storage data transmission
scheme) for operating a shared storage network system with the features according to the

independent claims.

The shared storage network system according to the invention comprises a plurality of
storage servers, each providing a storage portion of the shared storage network system,
each storage portion being divided into a plurality of sectors, each sector being divided into
a plurality of blocks, a virtual block identifier being associated to each of the blocks such

that the entirety of all of the virtual block identifiers of the blocks form a global block
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and the at | east one storage client are grouped into a
plurality of |local area networks interconnected

w@ pooshessabl y with optical channels) to form a pdDB&2004/000009
network. The at |east one storage client is adapted to
have read and/or wite access to at |east one bl ock of
at | east one of the storage portions associated to one
of the local area networks which differs fromthe

TN -
netwdrk K gsein Efm*tl&ﬁ isdledes bhidkst iofe S@Sdpe @fic. TE@Elu%lltﬁothxtage Servers

access of one of the at |east one storage client
anf dhe pt fi9st oRe S1REAZR| HigRisaret greURAdy i wwa phediky afidvosk sreafnetworks

: t S tr at ed 0

BBl Pratf) 956535 BT A7 s RG] B0 HR e s

onbstoedgeadisncisaidepteditd ha\tehtEa& Iahd/'dﬂlwriﬁé 8€dess NCRAELL BHe bRck of at
the i vent ion, a nethod for operating a shared storage

leasonrptnh “s§}§{aéﬁPP§1°B$ avpeiatgd te pre ehihe derak pigp ag@fomleet whick differs
fro?ﬁ’ HeCILACHRS hetwdtk Bf tile Qﬁxtagg Rfert cﬁg(?ve?, (!h§3>tlu 204 lity ﬁ?f lggal area

lurality of storage serve eac provi
net}wxrks @n igkrephrecedaueld thsit ar eaye ofiatramt &r 8 yaiteatces86hone of the at

Sl ar o ERceien Bt T s ot PR the e Siqskaiaiept gf oblock to
whidhOfeksss i dasirel h@lrarﬁia@&i‘1micﬂ§?h¥§1&a@ bldeR 088530 xflffg?het Physical

each of the bl ocks such tha he entirety o
block asspripted avithghe victuabidaek.f i ers of the bl ocks for m a
gl obal bl ock address space in which each of the
virtual block identifiers is unique. The shared
Acsdrdingge theﬁmnﬁoxﬁyeﬁtneﬂibd [fer ap&atiny alsheredRidA RltwbCsystem is

nventi on rther conprises a plurality of local area
P“W&lﬁao‘rh@ ar\‘ixﬁ S04 nefEoTk sy ptam; W%Fl%t%rl%?gbogfeml@gs cherd and a

p]uH]ﬁy 6? stbﬁ@@ Eer%}g c%El?Px%gledngﬁ %{(%@ﬁng{tgﬁl%lfﬁ)ﬁ h'taggost(;rggee network

p ural i ty of local area n erconnec
syS(qm, edfach atorageportoropting dividedaimie b plurblityfafrsatiarsgleadhadector being

o AR ROt DD BRI 0ot
blodkscafet that the ch&RSt oPRIE P tRE kir@hl Block ‘?é’e%ttlﬁgﬁeofotﬁ]e tHicks form a

storaquéjortl ons associated to one of the |ocal area
glohgt Bleri addapss sRasi infwhish eagdnet the videal|blegkeilentifienpiskunifue. The

hat ‘ﬂfs §ld , tt& f ci.nt.erc C

she o Ao et op Bt i ool BV Bopmeses o
plum‘lit)aofrleeal amea natwmkst, e/haeireths phiralith @f Sibragh €erdérs h8@&e 20 R8st one
storage client t at | eas} one of the bl ocks, the

stofage tcglgpt B gkoupe into the plurality of local area networks interconnected
(preferably with optical channels) to form a global network. The method comprises the
step of adapting the at least one storage client to have read and/or write access to at least
one block of at least one of the storage portions associated to one of the local area
networks which differs from the local area network of the storage client, and the step of
interconnecting the plurality of local area networks such that in case of a read or a write
access of one of the at least one storage client to at least one of the blocks, the virtual block

address of a block to which access is desired is translated into a physical block address to

identify the physical block associated with the virtual block.

A basic idea of the invention can be seen in that storage portions of a plurality of remote

storage servers (i.e. storage providing nodes of the network) mutually form a huge global
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address of a block to which access is desired is
translated into a physical block address to identify
wo bespbsgso cal bl ock associated with the virtuabChBemik4/000009
A basic idea of the invention can be seen in that
storage portions of a plurality of renote storage
servers (i.e. storage providing nodes of the network)
mutual ly forma huge gIobaI?torage whi ch can be
accessed by one or nore storage clients (i.e. storage
StOagR SYMFIh G BB cACressed Bim e Brippie Poraee ichients i.¢. eorggo Gensuming
' S LS, that. . ai Nt of
nodiS) i a ot PRI R T REPEEH nefuchihn robGRlaBRiLisgfe, om o
poinhef sieor ipalesef wdosl ardzenaorkagrlyanigt o@ ofMtieChtoiage servers, the
di vided into sectors which in termare divided into
stopeg PRE1onaKhigh i gﬂé’ !é{eg dRtoECtoEeyhich jin éermyare dgrdest iog blocks, each
v t
blogk S b AR P QA Sl 0 MRS by Blor P IR MGt he shared
stomge wietwdrkissy steun ieqete block tafadach sarkgeastadvesias\d thiqae avirtual block
i ngl & .gl obal, bl qc ddress space, sq that _an IDis
ad %%3‘6’1?‘5‘? dosipgle @é@ﬁ@?%ﬂé’é@“ﬁ? Sdceoto that ap | 1Dpis asgqdatednto each
storb@e MSRSSE the RABGAI Sybem. HoOfdkeRl a pRSicHLP BRIck FrAhaYobal storage
system this uniqué virtual block address is
systeppribisrinaque vistughhblask pddiess ys apitopriate tdenambigueukly address the

I . ver, or di to the ipventi a,local to. .
desfp 8 Bloex JANEL cPEIb R heri3h, § Rl oot 894 Hramion s
perfdrmedltd dekiysithel(ldehiy glhysidalr B1sck afidrasspaf bi sati@narbbReK from its

fromits (lgl obal ) virtual block address, or vice
(glehap) gdrtuathlackaaddréss oo Vice ¥efisa. Bhig efisiant focsk ko alebaldelack address

lat i I ' r 0 . o
o0 80 2168 3y i ORI e
balatming 4ralcdata docatiodiiding Thke investidn provjdes\a dietalatov phiysidal block

L R g TR S

acc@BCREM EAANNIBARD SInoinBe ROURSWTiehth RRERC! PorkiBfiMof each storage
storage portion of each storage providing node. Thus,

pro¥igigppodst dhugecoremen skasagec aoUseesserar bel shaed very efficiently. The

S cd r &l area networ ks

o 71858 iy oERE R 0 B 5 Bl il s
in & sophisticesd mansersspheabsequah@dofnthe RevanddpefusCANISRE WedhaLement of

of the advantageous address managenent of the
the IY6RYA% on. The provided efficient virtual to physical

bl ock mappi ng schene can enabl e the native storage

| oad bal anci ng and data | ocati on hiding. The provided
Thesprovislgé effadient t viviwal rtp gdhiysinal block mapping scheme can enable the native

storage load balancing and data location hiding. The provided storage data transmission
scheme can enable the flexible sharing and high utilization of the optical channel for the

I/O generated traffic to support a high-volume shared storage oven large scale networks.

In other words, a globally addressable storage system is provided with a global network,
preferably an optical network, as the interconnection network to support the shared storage
system over a large scale distributed network at low cost. An optical burst mode flow
control and an optical stop-over burst transmission scheme may be implemented to makes
use of optical burst switching in an advantageous manner through dynamic connection
setup and release to increase optical networks utilization greatly to make it suitable for the

shared storage system, particularly in WAN (wide area network) or MAN (metropolitan
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schenme can enabl e the flexible sharing and high

utilization of the optical channel for the I/0O
w@eovenedsed traffic to support a high-vol unme shed®EsG2004/000009

storage oven large scale networks. In other words, a -

gl obal I y addressabl e storage systemis provided with a

gl obal network, preferably an optical network, as the

i nterconnection network to gupport the shared storage

Y, r I | St i but n r k

DU L BRI NP SRR of S s

ov@rﬂidrﬁafanﬁhﬁﬂoﬂ‘Sﬁfenﬁtﬁdﬁpteﬂ 28 Rhr8d H0raze ABRKBYstIF are. prov1ded
| emented to nmakes use of optical burst sw tching

in 8 chH ElRTehn eBple H@ﬁﬁ@?ﬁs{sh’ﬂ%bﬁtd&iﬂmﬁ@ a'bﬁrﬁelebllemﬂemble sharmg

: I ARt cal ne rk
and g JBEACR FOE, Ol SARERE B, bERrd bR ffiressashagre can
natitedy agsbls ggdtam lophbalansih@ahy dafa Mé&‘t'l(ﬁl\/\hldﬂlgall%@al to global block
netmork? or NMAN ( netropolltanarea net wor k) context. An

adgypsi tEapslagpR S1ayRsaReTYOrBeH O it lidingacagpyterh mdisidbuted block address
traf AtlonPdervih QB AT/ Ti?ildre%tdbl{ei %E@ 'ﬂ%c%is bRhEs ggt% goﬁ(tﬁr%ge protocol,

e shared ‘st orage networ emare provi
e-goermr -Ghonmdl S4N, gotowidecartéd. O requests with |ight path
setup. This enables flexible sharing and high
utilization of the optical channel. The proposed bl ock

Thé QHi68 %to?fé@ﬁﬂ(?@teﬁﬂﬁlhﬂiﬁt ¥ lalso AR B ey Rt g%élgfagﬁldr%ss?ble storage

balanC|ng data | ocation hiding. Loc
syskngp diefarailyeapsrateszonsy layerdh (blagk lagerp e(vlﬁMmeﬁthb)‘Bl\HA shared storage

[0 i but ed ddr ess
o050, SETLELY, B, BECHOYD TR SR mewonk s e
mtér&mﬁlleetwnl astweak I’Bﬁbp@‘tsk@lﬁk Sha}é@%@orﬂg@tsgﬁ@(h oferJa- large scale of
er- Chanpel SAN, go to wi de area. The shared storage

dlsg%teérﬂem%(wgaﬂt QY estgd reain ddeaf ghq)ﬁmdwtorage system of the
inveslfinGs ﬁ?}g}lo@ldé ta%gg @Hﬁﬁﬂsgt e RItRLS nﬁ’%ﬁ%lo%ﬁl%k%c Flr&sls &ace over

l'ayer (bl ock Tayer) tlon
netwpdqsagefembd:bebptvdal nfhWD&SdTm:ldss Bdo ipoo] sh]ndryT;ISl@s@thﬁmhge devices

in, B s B ] sBPoee Pk Rb*Rint ot & mifred e beipegy ca be allocated
dydaﬁﬁ@ﬂySNaﬂ(ﬁlgelf will $éeivd? ldb}%ﬂr fb%eWﬁvﬂéf%L%@fs bER rect?nﬁgured

ost. A min jdea of the shared storage system o
d“q taheqintessonpectiop sehesgi o dhesinwiengienyi rt ual storage with a
singl e gl obal bl ock address space over networKks,
preferably optical networks. The idea is to poo
Thesshaddystqrhgessyseeim of the agentdey hasesvdrisingle ahd §ymb@idiafditecture.
storage which, according.to a preferred enbodi nent,
It rpay, mgke gisp a?%’&a‘dg‘ﬂféhﬂ‘fﬁ?h §A aRMPEHGErorpRtimal mannge through

dyri2RIE 86nn&idCset P d ResS tP RAGsd SptRal NGwoRGAN K greatly to

make it suitable for the shared storage system in WAN or MAN context. The optical burst
mode flow control algorithm and optical stop-over burst transmission scheme adopted in
the system may be introduced to couple an 1/O request with light path setup tightly to
enable the flexible sharing and high utilization of the optical channel. A distributed block
address translation server (BATS) may be implemented to perform the local to global
block address translation. It could help any local-oriented networked storage protocol, e.g.,
Fiber-Channel SAN, go to wide area. Lots of functions can also be provided by the BATS,

such as data hiding, simple access control and so on.
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due to the interconnection schene of the invention.
The shared storage system of the invention has a very
WG 0phessand symmetric architecture. |t may nmakeCTS@2004/000009
optical burst switch in an inproved or optiml nanner
t hrough dynam c connection setup and rel ease to
i ncrease optical networks utilization greatly to nmake
it suitable for the shared gstorage systemin WAN or

Each PRSI i hived opeReay € ik R 3 B s

the $G&BRMNSharRd %mr%ir dySteb i@ 1565 RiPe r&’d&a Sewith bl GIe ﬁﬁiyc{(] gfidre%s space.

couple an |/ equest with I ght path setup ti
Theéﬁ@téme)ftth@mmtmnbs élotsdmgnn@ oalydfon ﬂghypmall storage appho:ﬁnons such

as HSeOREDIR) AL BIAR: 1l e SBHAR e Blrenf e e applications

relae@r fordonipaebliigain tggg! &bﬁibuﬁhoﬁﬁt&ﬂdrf&ssexﬁl'h?fés| @L1 BlYcience
It could help any |ocal-oriented networked stofage

applialipRic $¢qUirdNgy quitdilHae - tpragm aiddisan spg@ tidrouighie ther p@VIded data

locatiBh Sci¥ne! ﬁi&cgthﬂgé cﬁt,qﬂ ch Scﬁo@s% o gﬁ’domq ? tgen 85@ 4 the system

such as da € access CO

withont depediing the Ipetf{inﬁdmee &h@dhﬁiﬂfe shodag®catisi BidingSang I1@J@1a£a|1%cmg
gl obal block address. So the whol e

den fied
An E“ré& ’BP‘S% Qo‘é,’fé’f‘té% methpd japd an joggenl §tqvpagérmsmrsswn method
tOge%ieF Q:Inﬁ)l@ltﬂé: feRBr Qﬁlﬁng egelgﬁl? I;/lll% iZARLESE @y &[{:Elgill c}{annels in the

invention iIs not desi or t he pI
globabptttwoelt ystesn of thehinzentivins 3éthesuch enettiadsy traffit graeratda. b)l in 1/O

e P o
due t0the @xfiohAure | dbRldEbeSEFieRESy BRG] ih%h%hrtﬁgé}%ﬁdapﬂetworks with

e | arge storage address space. Through
QOS&%@*‘W@@SIMC&){;WQ{H on scheme, the storage client can
choose to randomy place the data in the system
wi t hout degrading the performance to achi eve the data
The Ilmatlomreabhed|ansjjlaadcttdrmgckyhaina(fmp’rgmgﬁmplﬂﬂﬂit)@ af LBWsS{hich are
w contro] nethod e%gd an optjcal stopover

inteif it B & RCUHATk S g BIeRGHOE TABRACE Bet VD H PYseEn. Bach LAN
comPiRE 088 of ibrd) hedes Ybtbialg 3EivE) sf?)fra%e tcbﬁ‘x hmﬁg @{kﬂﬁ%ﬁ% source

In the gl obal network syst em of | ven I on:
(storggee servias) peswiding plafaige gesgurvertatthel slbiyectmoﬂmgbysmm ahd/ona storage

RETH IR e e
resotiraé iy divided irtol séworefefablﬁi sedrl beidgr @RRIBY {rt& B10cke. F6R stofe client

opti cal networks Wit h QS (Quality of Service)
can §‘Efﬁi§otlh? storage sources of one or more remoté storage servers. Storage resources
provided by the storage sources of the shared storing system form a single global block
address space in which each block is identified by a virtual block ID. For a communication
between a storage consumer and a storage source (i.e. read or write requests concerning
data stored or to be stored in a remote storage portion), a local to global block address
translation is carried out, i.e. a particular virtual block ID of a block to which access is
desired is translated to a physical block ID to identify the physical block associated with

the virtual block.

In the following, preferred embodiments of the invention are described.
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The invention teaches a shared storing system
conprising a plurality of LANs which are

wo nioenemspnect ed by a network system pref er abl BCESG2004/000009
opti cal network system Each LAN conprises one or nore
nodes (storage server, storage client) conprising a
storage source (storage server) providing storage
resource to the shared storkpg system and/or a storage

Preg gd gtgi)cfbt Eﬁg} e Cl nté%\% 5%2153‘ St 5, f‘(eyé];%rgnnz)gtlcal network.

AcBbrdinged ihpy @mﬁ@cﬁh{éﬁﬁ thcemnmhﬁke@%béﬂef MeV hid8 Nt tQnsmission
bl ocks. Each storage client can access the storage

velogith efean mtlceh@etwarhmtéatrtbmfﬁ@lm oddrgss sshemepfthe Si@ntige can be

Lg the storage sources of the
‘mglﬁé’rg@ sr{ orld%ng eoug}(’lapg?m a single global block

address space in which each block is identified by a
virtual block ID. For a conmunication between a
Atsleast agfte ebribtinieralapiga anedwerkagaay ownmepsisg i a dinkingaromputer being
S n tored or to
imoHEbrrBeb Y 3R GAER M 1 e Rl P st one
stoagelichiest dfrtheiddcal hred nesvarkassoertedUlvith itheclinldn® @biapetel 84 the one

(g twg bl ock ID f a block to which access is desired
hand;and, the, semainme; lgc ARG SkS’I“o‘ER ofhor thand. fayeh jaf §nking computer

ass@élXt%H Q@l PrQ&HarPBARCIHAY gﬁjoe gwtérlﬁfcevée &@lreﬂlp&ikat f.th (nterface

| ow ng, preferre nent s the i nventi
bﬂamelHA§GmdbbﬂQBb@ﬁeWﬂbky, t he gl obal network of the
shared storage network systemis an optical network.
According to this enbodi nent, the invention makes use

Théfinkihg chinpite léincbd ARAPLRAIS §e@<5mvﬂile=‘dn§Mu&f ofif] vﬁﬁfal Bl%kk address
network so that the efficient address schene of

of 3 bigelnta whick apcepeisidepiresiipio thel physicah blogk addragsefubis block In other
wof@ntﬂg Eesoﬁoircesj] ﬁ?i&a%igﬁg g?[cf;p 18{222 (r?o %I%SQI adﬂfe%?trgnsﬂ’t\ﬁ))%ﬁq aeéncéluded in

nprise a erng 1 nterconn
ﬂwﬂmhhgh@mpmmn the at | east one storage server and/or
the at | east one storage client of the |local area
network associated with the Iinking conputer on the

At R2& BRnsk aﬁqo&diearéaeﬂawefmgnéyosélanaa alWBAKS: Bldy W€ wired
ot her hand. Suc | i nki ng Conpute aSSOCIated.tO

netyyarkt P@rumaarlmmanta;f the bANd Qlaly heaedlizce asecmvcnmonabwued eetwork,

L T N N
translatlon of a V|rtual bl ock address

The shared storage network system according to the invention may be adapted to operate

based on the Storage Networking Industry Association (SNIA) standard. Particularly, an

implementation of the system of the invention in the block layer (layer II) of the SNIA

shared storage model is advantageous.

A unique computer identifier can be associated to each storage server and/or to each
storage client and/or to each linking computer of each of the local area networks. The
unique computer identifier is preferably determined as a hash value, further preferably as a
cryptographic hash value, e.g. determined according to SHA-1, SHA-5 or the like. The
hash can be based on the internet protocol address (IP address) of the computer and on a
private key. Such a private key may be selected by a user of the system. By introducing

such a hash value, security can be increased in the system of the invention.
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of a block to which access is desired into the
physi cal bl ock address of this block. In other words,

wo besnemseur ces for realizing the [ ocal to gl obedT/SG2004/000009
address translation may be included in the |inking
conmputer. At |east one of the |ocal area networks may
be an optical network or may be a w red network.
Particularly, a part of thgi;LANs may be realized as a
conventional w red network, whereas another part of
the LANs may be realized as an optical network. The

The kbared! sorageagewodkt sysrekn oY Shee Mvasto b p@fersbly fht%apted such that a

|nv ntlon na%wge adapted to operate based on
tem§9 I¥garnes megt andclssachpentsof siqrage %':mve(rsmdw)r storage clients to

the %Bﬁ@&j Sothge RREFdrk Wk Ys eRBied ™Rl @ﬁgﬂ&gﬁdgy@? nepw %;g?d rrqd)as of the

system of” the invention In the
shagefd stdregeShiistens lager nat qiemtagm areddt masinéxd banitag paskible /éhat further
ue co ut e |den£ er_  can be associ ated to each

clieg e ST R adefi s Ghe Eharist SRTogt Gy e, oF feat cliamscaservers are

ren@8Erbi ik SHredMRHE Sy s@fn each of the local area
net wor ks. The uni que corrput er identifier is preferably

deternmned as a hash value, further preferably as a

c, hash det ermi ned accaordin
Prefifabf), LGRS hePork Syuin Bt el BrcBneg@ughinatrauting,
in casy & Nead ok atvariielacads cemmubicRiGINt RS a go{r};a?é%lﬁﬂmt £&torage

and on a private ke Such a private K
servep| iscinlerpinted byer Tally radeptiv stouting Bthmﬁt aéetpmﬂ iy fmdcin global

d t h
o e SO ST B s
deterinineid ibesedtonardyinsmjir lafkestab hyt/@rdioguk ©h-8 etll@adt f@nction.

tenporal ly varying attachnment and detachnent of
storage servers and/or storage clients to the shared

Alte?ﬁé?i’v@@eth@ ghaed ko §fn€tmdrl§s ggplx&grdlﬁg%tOQLQ CMJnd(%H b gapted

net wor ked nodes o t he shar stora em are
sucly hat squsiargi in ease 0f i readranaevrite aatess tommupizatobbetwiebat storage

u r reSeryers a e .shared
clet W?‘ S‘g’laé?e %R'elgrlst iptehenl, By 6 ety 4 Bbiira gy iseme,
acccfrdmgmb h&ndhﬁph@blﬁy of aeansy phdbetVedh QIR ¥ a Eth tgﬁh:ﬂérﬁdand a
storage network system of the invention is adapte
StOf%ﬁﬁé gh%ff’ stogssk inagouting tabls at the starage ghiend andlonihe tstoragesessr.
comuni cati on between a storage client and a storage
server, is inplenmented by a fully adaptive routing
Accerdingmty adetperedlt¢roativeneimbodimeittalthe shared storage network system is

adapted such that routing, in case of a read or a write access communication between a
storage client and a storage server, is implemented by a static adaptive routing scheme,
according to which one or more fixed alternate paths between a pair constituted by a

storage client and a storage server are stored at the storage client and/or the storage server.

The shared storage network system can further be adapted such that, in case of a
predetermined global network path for a read or a write access communication between a
storage client and a storage server, one or more other storage clients and/or storage servers
along said path are implemented as cache storage nodes for temporarily storing data
transmitted according to the read or write access. If data are transmitted along a data path
located between a storage client and a storage server, intermediate computers along said

path may provide the functionality of temporarily storing the data to be transmitted. Thus,
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networ k-w de | east-cost path. Particularly, the globa

net wor k- w de | east-cost path may be determ ned based
womos/oehgaan ¢ | i nk state and/or a custom desi gpeTSGI®#/000009

function. Alternatively, the shared storage network

system according to the invention can be adapted such

that routing, in case of a read or a wite access

comuni cati on between a starpage client and a storage

server, is jnplenepted by a partially adaptjve routing
a 135 Ehiita 58 BF GYNEEd B usFeonria, T Mlich 14ty Tgnomaissia jrapet performed
pr@Rhis between a pair of a storage client and a storage

server are stored in a routing table at the storage
client and/or the storage server. According to another

| [ ' h h Kk
MgaRe it seETERae BRI e o phalepiad Db b fhecphysiel block
ad@esstofWath Blodle 6GAPrised H‘Héﬁi&@hhﬁﬂstf%%xpg@ﬂ Hodk! %{(/i?@%? to address the

client and a storage server, is i ment ed
unigue physiead blackvmappiag ing psditelae virant biatk ragsaciatethivith aopeticular

. Or re fix al t ernat e. pat hs, bet n.a pair )
virla BRI iS5, A EBRGRGe nd e BRd Sl oo g o wniaue
phywicl slock el tif globed netvasrRIE deterrBint tRORictior H¥Ethe la&o@BARd physical

server. The shared storage network system can further
blogk. adapt ed such that, in case of a predeterm ned
gl obal network path for a read or a wite access
communi cati on between a storage client and a storage
Fuslkrytbe shapetbstonagemeteork dystemsdfalicigeeritlonandysbesddidpted to implement a
storﬁiagie servers aléon?g sai d .path are inplenented as
Stopagt AR TAPRSIORTERENF 6PmPHYS AR PGl bugst impgle flavy control and an
optidaP B®PlolteBurdC e AlsHiRtbnt MethbE THRELoR ti&eeﬂﬁl&?%ﬁxibﬁg sharing
data are transmtted along a data path |ocated between
andshigh ptiligation pf aneptigaldchansa %ﬂd@ gererated traffint er nedi at e
conmputers along said path may provide the
functionality of tenporarily storing the data to be

Suhmarising td leg.asgdevof the 10&6ti6 caldedecroi thestaragt 484 1ddAtiéh scheme
narjio. in which data transm ssion i s not perforned

(vi%l?ai pepiicahblpeoiddress MraPwB aFksaned: HRother keytaarsckcapybetseen in the
dat& Qﬁxhlggilsﬁgﬁ RERSheS WphchiNrst! HEAPL AR Etirol laf?&p ﬁﬁg.&g 21%%% s?Jp—over

eac ock conprises a non-determnistic
methiodk |A fuideeksy 1specidsidizsded fogthe combimatidry sf thalabb¥eomkntioned two

ol R Pl bBRoth A LR hdsgo 2 € v

determ ni stic physical block address to address a
uni que physical block in the global network to

Altheughrthe ploveriad belos ¢rabodimentp arcadesoritiedtrefdrrpigytoi thabhared storage

system of the invention, these embodiments are of course also applicable to the method for

operating a shared storage system of the invention.

The above and other objects, features and advantages of the present invention will become
apparent from the following description and the appended claims, taken in conjunction
with the accompanying drawings in which like parts or elements are denoted by like

reference numbers.
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bl ock. Further, the shared storage network system of
the invention nmay be adapted to inplenent a storage
W@l a008/06683Msm ssi on schene conpri sing an opti cabChSGED4/000009
node flow control and an optical stop-over burst
transm ssion nethod. This configuration enabl es
flexi ble sharing and high utilization of an opti cal
channel for 1/0 generated tlraffl c. Sunmari zing, a key
Brid ect of t . nventl on can be seen in the storage
—Qfaj S(virtual to physical bl ock
address mappi ng schene). Anot her key aspect can be
seen in the data transm ssion schene (optical burst
Therachemiphuying dramings, a/ﬂli;thcqm inchided tor proveie affugh@rundestandihg of the

. A further e tothecnblnatlon of
invhon 59 ol REREGT MroplioR duistale empodimary ot Bhassntion.
i mpl enentation within one system Although the above
and bel ow enbodi nents are described referring to the
In thprdrasdngst or age system of the invention, these
enbodi nents are of course al so appli cabl e to the
nmet hod for operating a shared storage system of the

Figuby @nghio0R . sclidiataly eha g eObthrstur Ricesilime baht Wiéragd Ndtworking
advant ages of the present invention WIF becone

appar &f “S‘WGMSP%@‘WMM gndsedicri ption and the

appended cl ai ns, taken in conj unction with the

acconpanyi ng dr avvi ngs in which Iike parts or elenents
Figare2 dbowet @chdigd btokage mefwerle systenn ucdoedisig By b @feferred embodiment of

Descrl tion of the Drawi ngs The acconpanying draw ngs,

whi ch 8¢ BVPH™ded to provide a further understanding

of the invention and constitute a part of the

specification illustrate enbodi nents of the invention.
Figpre thehewavi shared Fitgrage networbwsystanh canaoidoey |ty drother preferred

| ayer I rd to the Storage Networking

Induste?]¥b ﬂsntseglct:gg@%&etlg%?& standard, Figure 2 shows a

shared st orage networKk system according to a preferred

di ment of the invention, Figure 3 shows a shared

F-ggfeo ahevha daigrnaths glopg Mihich-datay Plﬁg‘r"tnéfeﬁﬁ@tbﬁ%‘feep [BHOBICE @gmputer

and a destination computer via an intermediate computer, according to a

preferred embodiment of the invention.

Detailed Description of Preferred Embodiments of the Invention

In the following, the SNIA (Storage Network Industry Association) standard, which is
preferably included in the network architecture of the shared storage network system of the

invention, will be described referring to Fig.1.

SNIA is a layer architecture for a network system of nodes sharing common storage

resources.

Similar to the OSI 7-layer model in conventional networking, the SNIA Shared Storage
Model describes common storage architectures. The layer structure according to the SNIA
standard is illustrated in Fig.1. In other words, the layering scheme of the SNIA Shared

Storage Model is visualized in Fig.1.
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enbodi nent of the invention, Figure 4 shows a data

pat h al ong which data are transferred between a source
W@ o0p6@B0 and a destination conputer via an  PCT/SG2004/000009

i nternmedi ate conputer, according to a preferred

enbodi nent of the invention. Detail ed Description of

Preferred Enbodi nents of the Invention In the

followng, the SNIA (Storagg Network Industry

Associ ation) standard, which is preferably included in

the network architecture of the shared storage network
Acyding o afe SINEA ily%e fodein1 00/ Hokwnbig Icigac teRe ;!Sr%(zi%Ea 'aflgyer 1101

to Fig.l. SNIAis a layer architecture for ‘a net

repl@%ﬁl@ﬁn the levshof S!:ﬂii%ﬁel d@l@@rﬂfoﬂnst@ta@e apeworks dFurthcas a level 11 102
t.i onal

denﬁig vvorﬁl ngyéxhrﬁgr tlﬂ\ggﬁgt %%P%%ge%\é% dd s yyhdivided into

three GrbIagess I, A IRL OAvre@et, W Bger NG0B &Y BfovideldUsst 4/ i /record layer
according to the SNIA standard is illustrated in
inclpdigg) databﬁseofl}ﬁiefllwmgﬂ apchit thuy sybdivjded interdwofsublagerSNIia, I1Ib.

n Flg | . Accordi ng
BeyPRR G <SPPI R R B BRlGRon el o %1 here 1 €
provi ded a Iayer | 101 representing the Ievel of

Qrage dev ora e network. Further, a |leve
In (54 10159 oo et 40 e & q/rag;%nd ey @istBRSNAY Iaxsstmodel 100 will be
desd}%w}ﬁo@r&@pw ces and is thus subdivided into three
subl ayers Ha, lib, Hc. Moreover, a layer 111 103 is

provided as a file/record Iayer including dat abase and

.t t wo subl a ers
Lay% Ilelﬁ yon&hl{l% Séld? Col FEE@ éPth \Veﬁte&f P%J B?tél?ﬂsﬁlé‘%? ggs(records)
1ntoaa’rg6rmnht1€§i§ulcﬁ) as blayielevel volihés zfn@'st&ﬂgeﬂﬂw&: fl‘dgﬁéal Iuhfts 103,
the file/record layer, of the SNIA Tayer nodel 10
Wi Il be described in nore detail. Layer 11l 103 packs

The%lcbmmnqg%l%%&ti@ﬁs ge]'ell %?leQQYIhﬁQé NS %ata %gglganggén?eb 7 systems

tupl es
and l:filocslystlemveBoﬂnmeEk mladlantsmsa@e rdlming: %rhﬁ@éx@x@g il biS records,
seen at level 111 103

o RCOHTRR AR G0 e Al Vel L A3

raplf) g?gfsfdjgn BEhasks SIKE fflQfecHAMh iClochBd X kdPof dde®i 188re volumes:
large block-vector stores or byte-vectors provided by an underlying block store or

(sometimes) file system.

The functions provided by the file/record layer can be implemented in several different
places:

- solely in the host: these are the traditional host-based file systems and databases.
In such systems, the implementation of the file system or database resides completely in
the host, and the interface to the storage device is at the block-vector level.

- in both client and server: these are the standard “network” file systems such as
NFS (Network File System), CIFS (Common Internet File System), etc. Such

implementations split their functions between the client (host) and the server system.

In the following, layer II 102, namely the block layer, of the SNIA layer model 100 will be

described.
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enforcing access controls, perform ng space allocation

and clustering, and caching data for rapid access. In
whodos/oeases, the file/record |layer is | ocated par/semoaboonos

one or nore volunes: |arge bl ock-vector stores or

byt e-vectors provided by an underlying bl ock store or

(sonetines) file system The functions provided by the

file/record | ayer can be inplenented in severa

sol.e in the host: these

di f f
g lor P PREER B el e” Trvrsudvaipabiosith g acces
int&AB tisY SUpORs ohd16r thoTe!IBIREBNedlorOo¥ ﬁaIedIs'ih% lodk8. Sﬁst em or

dat abase resides conpletely in the host, and
interface to the storage deV|ce |s at the bl ock- vect or

OBl b PR R S4B o BE SR ik B i
and-tdpe doved. EMkse @éﬁ&s(c@ﬁmeﬂ Qﬁr@étl&ﬁtor Fthé §toﬁg§ttﬁ pro%idfé can be
Such inplenmentations split their functions bet vieen
aggregaac m(%%q or meie bleek yeetowsrtogpereasmor|decrehse their| sizei ng pr0V1de
102, nanely the bl ock layer, of the SN A
red}l%@?y ‘model 100 wi Il be described. The bl ock | ayer
provides | ow | evel storage to higher |ayers, typically

wi th an access |n erface that supports one or nore
SeqoP R TORBTBIG P! Flodeiack 26T BcbiRe: Siig fRimeply nargiagasuch as
SChP LoLRACHnR Nanfa! (K SRR AR Y

dri v% sg [ da state dsl sks, ﬁ% @qfﬁa%eﬁagtrllagég n@ﬁr Vgiaﬂ% caches for

wrlteebqhuebda@émdde(mg:mdmglyb emtpllq/accens cohieolst or age t hey

provi de can be aggregated into one or nore bl ock

vectors to increase or decrease their size, or provide
BlocR digRféaation. confsrRBsl arpoweeP 9ftsofietidid RS thit drbais&d ﬁpgerve many

| ayer 1 nclude a sinple formof nam ng, such as
purpesgs-cheseUprludNanes (LUNs), caching (and, in

par t ol fQr W

ot ayPice anspeenk? eBdn el ke’ Boolleby 15, bioemping, gevera

smalypg begyacs packiag many small blqekwedtbislinte @he Dirgd @RN6i BYERS
that are used t.o serve, many purpqQses. These include: -

spac SRR, GBRYHPning Jrad PG’@F? ﬁ@"eéall W@é‘hﬁb@l@"&ews tapd the
sysRARAAR! JréddS BRY. alhe typical reason for doing this is to increase throughput by

‘increasing the amount of parallelism available; a valuable secondary benefit may be the

reduction in average latency that can result as a side effect.

Providing redundancy for increasing availability in the face of storage device failures. This
can be full redundancy (e.g., local & remote mirroring, RAID-1, -10...), or partial
redundancy (RAID-3, -4, -5, ...). Additional features like point-in-time copy can be
provided, which can be used to increase the effective redundancy level of a system, and to

assist recovery from other kinds of failures.

Referring to Fig.2, a shared storage network system 200 according to a preferred

embodiment of the invention will be explained.

The shared storage network system 200 comprises a first storage server 201 and a second
storage server 202 functioning as storage providing nodes, each providing a storage portion

203 of the shared storage network system 200. Each storage portion 203 of the first storage
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smal | er ones, or packing many small block vectors into

one | arge one, or both. - striping: apportioning |oad
w@eoemsssssever al | ower-1evel block vectors and P&ESG2004/000009

systens that provide them The typical reason for

doing this is to increase throughput by increasing the

anount of parallelismavail able; a val uabl e secondary

benefit may be the reductiq&sin average Iatency t hat

ffe d d
serbBp SR AF F afoRt SRartey orver L PopiidBl PG BGETab ol Sstors 204
(shfo@'n| iHIFRS? sditnfatiealy decolithhs dteadxﬂﬁl%w Ce)ic}{ %cﬁbr ZOh%mg dRvided into
renot e mrrorln%s}@RAlDl -10...),

a plesality g ridgcks RAY (lewn- in Flgg schemz)tlca],lgdgls cllemnatls off élt nmatm( at each

iR BB bG8 L R By 0 S

to Eachtof e BBEkstID5286H Bat ﬂeomerty of 41067 Bk Retfudk bR i@dntifiers of the
failures. Referrln% to Fig.2, a shared storage network
g

blogkss 2@niopp@ sletad blgic d@r@SSaSP@ﬁelﬂlevhlelde@h‘@é dhemeintialdflockhidentifiers
m1hﬂ¥%nt'°n wi Il be explained. The shared storage
wor k system 200 conprises a first storage server
201 and a second storage server 202 functioning as
storage providi ng nodes, each providing_ a storage

The, Sharehpomgs nepvork &y e 200 Tarthss &gEPHgssioliret spEge igw 306 and a
sechAd fosd g@ CAGR 20PE4dnGn@tdRiny  as ts{b‘?aeée cﬁﬁ%ggég Bé&gs erver
201 an I's

of the second storage setver i vided
into a plurality of sectors 204 (shown in Fig.2
schenmat i cal | col.unims of a.matr]j X each sector 204
The SPREE st eaeliLe Reany i dedes it e Stz nartip g
lochil GenebWHKEROS &A1 10)inRFcoRh&RNb ForRH a bloBalBBtiCAPheRlorR Q‘ﬁ‘
intersection of a matrix colum and a matrix row).

virtual bl ock identifier is associated to each of the

Eam &Cthe?' thg’% S E(fhatz g’li]seacﬁg{eh Lyve rgacﬁin %&tetagf;%s éo each block

rtua denfl I ers
ZOf'g bb badh &fl khe Istcaﬂgi:r pEton203k Ffamomhirl@h t}&aﬂbragé ch&ﬂs 206, 207 have
ntifiers is ique. - The sh

vi rtual bl ock. {i‘? iq
ACCEISIP AAGRAIT by stozae nuians L0a delaicd g i /AN 2% 81tp 249 which is
loc&k® Eéﬂ&e ¢l.d. 88docARR BNOretho?CEARY finp ﬁﬁ%n&lnhﬁlﬁtst(?rgge client 206,

each functioning as storage consum ng no

20kt orage servers 201, 202 and the storage clients 206,
207 are grouped into first to third |local area
networ ks 208 to 210 interconnected to forma gl oba

Thepifionalof frtsvsride dlikdts 206, 207 needs some storage resource, this storage client
206, 207 can access the storage provided by the storage servers 201, 202, i.e. can write

data to the storage of the storage servers 201, 202 and can read the information from there.

The first to third local area networks 208 to 210 are interconnected such that in case of a
read or a write access of one of the storage clients 206, 207 to at least one of the blocks
205, the virtual block address of a block 205 to which access is desired is translated into a

physical block address to identify the physical block associated with the virtual block.

The first local area network 208 comprises a first linking computer 212 being
interconnected as a link between the first storage server 201 of the first local area network
208 associated with the first linking computer 212 on the one hand and the remaining local

area networks 209, 210 on the other hand. In a similar manner, the third local area network
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Each of the storage clients 206, 207 is adapted to
have read and wite access to each bl ock 205 of each
w@booshesssd or age portions 203. Particularly, theCESGI@G800009

clients 206, 207 have access to storage provided by
storage portions 203 related to a LAN 208 to 210 which
is located renote (i.e. associated to a renpte LAN)
fron1the denanding storage ient 206, 207. Thus, if

i ents 207 needs sone storagv

een the

216 dGmifis & 1ol BGPEGUTRIFLAL brike mssonnaeca ot adikits
secon@ls&EgeePEIRYt 96T oPhet thRd 36Q1 308 n%ﬁﬁdfﬁ 50 Zagé'ocxag&lzw1th tf?e second

can wite data to the storage of the storage serve
hnzmg compaten Ad3 onther engchani @nd tfeoremaininglocalome 4 hmwerksme 209 on
the Pgt t@ third | ocal area networks 208 to 210 are

(H érh% 'nected such that in case of a read or a wite

access of one of the storage clients 206, 207 to at

| east one of the bl ocks 205, the virtual bl ock address
Theflinking| compuens 213 243 qeph atecedeptedstoqesforradhé granslation of a virtual

k303485, L2, VBB Rl BB b o

thigbleck 205t | ocal area network 208 conprises a first
l'i nki ng conmputer 212 being interconnected as a |link
between the first storage server 201 of the first

Refe toPFfes, r}ieéﬁMHdkSt g ﬂé%?ﬁ %n\ggb %J}?wfgl tg’:“tﬁlﬁf}’ﬁf Rrgeferred

ing conputer 212 on the one
enmqﬁaknaﬁbm:mEmMmmwﬂH2@9xpmﬁﬁdon the other hand. In a
simlar manner, the third | ocal area network210
conprises a second |inking conputer 213 being

CophRH GO MREEHaesH Abrafe hétVorlo 8Y4&8L 20D RBow St
0 Plent 207 of th;agalrd foc%l ar ea n%tﬁgfqﬂa%dﬂ5§ﬂﬁedsmnge

net@(@é@%@ﬂb@&xﬁhmnﬂrnﬁlgs%@ are symmptmrg Theghatedrst2d® metwaokaystem

306 e SAEeB S, 4 Birf R ors BB E R Bl SR Scr5 By o optica

doreain metavozk 305 (Haehl Idcal gred fiaawoik 30&5 doiphisésed fiRNst6fagd server 301 and
ess of a block 205 to which access

rtual bl oc
a SF%ODG R S‘frmroﬂﬁh%s HRIPEE PRPVIRING lodes dind < sterage telignt 303 as a
stofab®elnsaBitng Redee Tk "]ﬁhktlﬁt»{':éeﬂ &de@B@PﬁL%ﬁ of Qé 306 and the

network s sten1300 according to anot prete
optigaldeaiaie 305 sfperfhumddrhyemtinking einiputdy30¢ xsﬂoalateddo each LAN 306.

Conpared to the shared storage network system 200

shown in Fig.2, the shared storage

Referring to Fig.4, an optical data path 400 will be described, along which data are
transferred between a storage client 401 and a storage server 402 via a plurality of
intermediate cache server computers 403, according to a preferred embodiment of the
invention. In other words, Fig.4 shows the optical burst stop-over method, which is one of

the key aspects of the invention

Fig.4 shows a scenario in which data are transmitted in a shared storage network system of
the invention. Data are transmitted from the storage client 401 to the storage server 402 via
an optical network 404. Along the data transmission path 400, a plurality of computers are
located functioning as cache server computers 403. The cache server computers 403 are
adapted to temporarily store data to be transmitted between the storage client 401 and the

storage server 402.
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network system 300 shown in Fig.3 is nore synmetric.

The shared storage network system 300 is constituted
wyoos/opdssr al i ty of | ocal area networks 306 PCT/SG2004/000009

i nterconnected by an optical domain network 305. Each

| ocal area network 306 conprises a first storage

server 301 and a second storage server 302 as storage

provi di ng nodes, and a stor]t e client 303 as a storage

j de. The Iink b des. 301 tq 303 of
In Bie RHORE b Betailes o¥eevibRtaf Pl osisnelly of embpdigaents of the

sysitn Bf the MieRbork PHE Biver304 associ ated to each LAN 306.
Referring to Fig.4, an optical data path 400 will be

descri bed, along which data are transferred between a

torage, client 401.and a storage server 402 via a
In TREPEFEY Gobe neorkatsie SF Ben B el iohe coct aptn bres Syage server,
stofupe @lieht)goul @ cémpuficete vAth QR Ot MU bAINE dhtd R e Which will

In other words, Fig.4 shows the optical burst

be gregptigaldinkprando gompinisatioschgneel oW hicheouldybeaslpwodasa ate channel,
t ] { 110, scenario in which data are

e E%ﬁ@?ﬁyf{he%%gﬁég%gﬁgaﬁegg\rgntegr age network system of the
invention. Data are transmtted fromthe storage

client 401 to the storage server 402 via an optical
A pBriiy 1014bANS Antsrepneded 49 form dhe shared otiorgae mewopk system are

promdéﬂ,g»k/i)é&(in%iorgég@w&g and?$t ak#ﬁ R rb UG HdQTh B ﬁéll}lts.e? Jinking

1
cache server conputers 4O§I. e cache server co
compBera(BABSapane further thenipdnded iny asyt of eh«l &ANS acthig as an interface

transmtted het n e storage client 401 and the )
betiypEl G5 a0deSif e L i T30 PG o Sxemplesin Gpvical domain,
overview of structure and functionality of enbodi nents

of the systemof the invention will be given. In the
Thus, hased ostths Buetionalifodikferppese, dhe nddes loé therystetni om, beedassified into
' s S r torage cliept) coul d
s B8 o LOAABSERE ey AHEAS LR A o dence
as bloeknédresswirinshativh Iskrvbe BATES)0 Pt stoRilke Istivés nédisea node to provide

conmuni cati on ch%gnel, whi ch could be a | ow data rate
SLOTAgE FrsQifrce (o the shargdsintage Betworkisygican e a Sinrageserven fiamed Storage

Ared NetWoA ISANPYTA 0P8 LR HoBP REL hEGk: {ooc\:légllgﬁxﬂé 3facE MG e from
storage nhetwork syStem are provided, erer n storage
the spstemy &g. anepmputer 19 Blis possiblesfora nodd tedetiad oth kervérANg .client to
COnAurImi: nklinn Ocro%grtoer h(eBATtSln Cﬁl’i further. be included in
gny SPME S m.jh nsd'S em while alsg serving some storage to others. In
addition to the storage server nodes and storage client nodes, an optional BATS node can
take over most of the functionality from the server and client node and natively extent any

local-oriented storage networking protocol, e.g. Fiber-Channel based SAN, to wide area

for long distance data sharing.

Each node is assigned a unique 160-bit NodeID. The NodelD assignment is random
without any dependency on, e.g. the node physical location, and also no node information
should be able to be reconstructed from the NodeID. The neighbour of a node j is the node
with the smallest ID that is greater than or equal to j (with wrap-around). Each node is
associated with a public-private key pair. The NodeID could be computed as a secure hash

(SHA-1) of node’s IP address and the private key.

NodeID = SHA-1(IPAddress, PrivateKey) (1)
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bet ween the nodes of the LAN and the gl obal network,
for exanple an optical domain. Thus, based on the

wo sl ity di fference, the nodes of the sSyBtESGI@N000009
be classified into at | east three categories: storage
server, storage clients and |inking conputer (also
denot ed as bl ock address translation server, BATS). A
storage server node is a node to provide storage
resource to the shared storage network system e.g. a
storage server froma Storage Area Network (SAN). A

In HeXoRSWInG! {HRMlodkOMRIrdsS séheRARAS th 1&@&?&%1}?%@ H@é&ﬁbed This block
resource fromthe system e.g. a conput er host.

ad¢sessschrree s one af tho dey espeaisof the iveemtoser ver and cl | ent
to consune sonme storage fromthe systemwhile al so
serving sone storage to others. In addition to the

WiLeQhaUBloBEMEE siesie 8ol e SUMEREEDE h uihe 1 bRk address, that
optronal BATS nbde. can take over post o Bﬂﬂﬁﬁ address, (ha

is, pll htockwivalhe system share psingly glebal é?mk@ridr@sﬁ spaodeaeinnode also has it
owl ¥l 'bi‘(ocﬁ’%tdﬁfé‘ss’:?;%& BRI FOACHRGSPRE ShAPETY divided

anne ase

mtcﬁ Qéctbﬁn Theli sideani eadhaseztos Nigr dedigled RAGACH Qdde 16cal§ S THH &ebrage is

a ungﬁfe %ﬁo bi t hbdeID The Nodel D assignnment is
normgHy AoGRtedh Sased A1y derayish b iripablock hgs Stgﬂ?éfqum@:PeWhen a physical

bl@@ﬁ§£ 3h tR§@4i on, and al so no node information should
° l%% { &%e reconstructed fromthe Nodel D. The

nelghbour of a node j is the node with the smallest ID

that |s reat r.than . or e ua wr ap- ar ound

The e PERIEVTE L OLIRE PSS e Ol e U Poite TReJTS one is the

VirRal Blocfh@dd}&g eViRuaPBIRK IS, vIRSPILREH RSulqReF bﬁcﬁeégz?as‘\nrtual block
(SHA-1) of node' s | P address and the Frlvate key.

IOCNb@]ghgl secamydpone(is tipedleterministin Bixisicp B!.C)Ckn’\dd1§s ND-Physical-
ol YhiR is L0 8 BRI RE RETl bocRemurhiEE i, gpecutar

Vlrﬁlhieblloely daamlcfremoﬂletmtuammknm althdlizh| tBe @8edlioR| FCach Physical
ed by a unique physica

system coul d be ad [ es
bl%‘f S'e 2k B ermingd; ygt s he Wit gk e sfermipistie RhypigsleBlock
Ad@res’fs‘ @Jygcatmsa&mblvﬂﬁ& @sdqg&ﬁso BHES: a%‘;d}h &3@1&1 Bdck in the

has it own virtual block address space
systsimehd tiedpention op st MNSle@ldﬁﬂquad detemidéds msmlhanadﬂress scheme is

sect o he sL78 of Seet
s SRR G & IR SEORE! PSS teslans Bad depysica:
Secﬁj’iIIDiel’mFBi*ze (ﬂ av/dettor & déihbféﬂkls IR6tofBig) ahd 6ROt WARR cRaracterizing

physi cal
the sector is denoted as SectorOffset.

A Virtual Block Address is described by the equation:
Virtual-BlockID = Virtual-SectorID * SectorSize + SectorOffset (2)

The Non-Deterministic Physical Block Address can be determined. A physical sector

offset parameter PhysicalSectorOffset is introduced as

ND-Physical-BlockID = ND-Physical-SectorID + Physical-SectorOffset (3)

wherein
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bl ock has been attached. There are three types of

bl ock address schenes defined in the system The first
wonmsioessshe Virtual Bl ock Address, Virtual - Bl op&l/852004/000009

which is used to uniquely address a virtual bl ock

| ocally. The second one is the Non-Determnistic

Physi cal Bl ock Address, ND-Physical- BlocklD, which is

used to address that uni quezé)hysi cal bl ock mapping to

a particular virtual block derived fromthe

Vi rtual - Bl ockl D al t hough the | ocation of such physica

IFhG Kl cideip D i ! I b
N B ¥R, s ML BoRPE PhYa b REy) (o

Physi cal - Bl ockl D, which is used to address a uni que

hysi cal block in the system and the |ocation of such
4MBhysical block is determined. A similar address schene

is also enployed for a sector as Virtual - Sectorl D,

ND- Physi cal - Sector| D and Physi cal - Sectorl D. The size
Phys$ical-SeeorOffsdt s [tepnSeatatSixs | BBBI(BHAS HS¢ectaniXifsat SeétbeSetretSeed))

val ue characterizing the sector is denoted as

SectorOffset. A Virtual Block Address is described by ©)

the equation: Virtual-BlocklD = Virtual -SectorlD *

SectorSize + SectorOfset (2) The Non-Determnistic
Thetpestot il thebasik starage alecabiom upie Rering the nodage Allptagnepkration, the

Nﬁ-%ﬁ%sg%a&%elé&?g c%%{z%éri%ga A P{r‘té?tfé@%lc@‘ﬁ: %V?li g Ilssc%tto iggnerate: the storage

allbEatiBh tequzal toSeet @ieBpondiigysbapgd s&oet asdel af@tthd Pturned Physical-
wher ei nND- Physi cal - Sector| D = Nei ghbour ( SHA-1 ( Nodel D

Blegkll ygill. bsopsed tp globally ydantiRe $he) physicalhblgck associated with that virtual

i 5 OF f = E0QAs Si.zel | SB .
o) kRO L B, MR MEESl ol T g, m v
assosiatedethivmgh ¢hes tienvaed NBIRhysiaali Sectould by sBuding) ghet BectorSize storage
storage al |l ocati on operation, Physi cal - Bl ockl D |
angiafipd i B wpis BT e DBRFS Wh-PRyiAY Seup and eturming e
PhgaogIREBrORt block 8fe allb Qe siétigd RARSRIdrdsCed MBCck.
correspondi ng storage server node, and the returned

. Physical- BlockID will be used to globally identify
Dutellg tﬂp)@hé"h‘ri‘ilc Ma&ﬁkg AF %8gés%etgxe V¥|y§t@mt zpn%t deYzlchn%acl)f nodes from the

system, the neighbour of a particular node can change with time. The free resource at a
server node is also changing with the time. Therefore, the exact physical block addressed
by a ND-Physical-SectorID is varied in dependence of the time. The non-deterministic
physical address scheme is only used before the real physical storage is allocated at a
remote storage server node. After storage has been allocated, only the deterministic address
will be used to address a particular physical block. However, by such non-deterministic
address scheme, any virtual block address is guaranteed to have one and only one physical
block associated even although the physical location of such block is still non-

deterministic.



10

15

20

25

30

bl ock. At a particular tinme, given a Virtual -Bl ockl D,

a uni que physical bl ock can be associ ated through the
wa@lesoswess30ND- Physi cal - Sector 1 D by sendi ng the SeCt/s6Hi0z/600009
storage allocation request to the node with the Nodel D

ND- Physi cal - SectorI D and returning the
Physi cal - Sector O fset bl ock of the allocated storage
as the addressed bl ock. Dudfjdto t he dynami c attaching
f des. to the s et achj ng of nodes fromthe
Ab&&%@ﬁ?ﬁat‘f’ﬁ@p‘ﬁ@l‘@%éhﬁg&a bﬁé]iletoi“?ﬂf?ﬁ)‘ defined a8 an change
with time. The free resource at a server node is also
changing with the tinme. Therefore, the exact physi cal
Phykicalelloeki @) e Bad d.OQfy(ND-Rity sitfay Bil kI B SecviocRatarmaSerar i ed i n - (6)
dependence of the tine. The non-determ nistic physica
address schene is only used before the real physical
Howdvef,adiR toStiR! dyaaaliedydém @efcﬁﬁﬁé&aff'&f) 5&9 %§ ‘f)ﬁl’t’l“éﬁlap eQfismission
After storage has been al | ocated, onl
manget @vailablesin ¢headptiesd sdomdin, eis u@r@dnsnvoe amlcpesfssn athe block-based

rticu bl oc
oper3fifh S LR stBRYE ofiSdaifp G08" wid e FOL g siabiiispion Thagefore, the
sectéclplisesd Sﬁ)drﬁtl(ﬂﬂﬁﬁwﬁtﬁﬁfﬂn the shawa o7 aehtdn! dhe AR size used in both
physi cal bl ock associ ated even although t he physica
the $t@@a@ pecatien apd HOpeauast shoukt be in the noit OE Fertari &&i the Aector-based

ﬂ]gll I soperation BALLOC can be theoretically
B Q?Eg db‘é% Eyegilrhcal -Bl ockl D =

BALLOC( ND Physi cal - Bl ockl D, Servi ceParaner Set) (6)

Howeve dye to system re-configuration
Phyaﬁ%im{e%ﬂﬁ@f@mﬁﬁ%é&ﬁ? %ﬁ%?ﬁl SePUH SRSy SeViBP wramerSet
the optical domain, it is expensive to performthe 7

bl ock- based oper ation for the stor age al |l ocation and
also the I/O data transm ssion. Therefore, the

ctor- as rat i i opted. In the ,system )
w6 ElORAT ), RRE L Vi SRR o Bl oFUBH B gy
SectatlDo C)iht:d: beloiﬁd)pbfaﬁblﬂ agiBeh ished!bal a¥erthad bldeR wiolt §ibnificance,
sector, e.g. the sector-based BALLOC coul d be defi ned

BAI&SO@wygﬁaEQm walb dirset) Dsipmee eipsatioprgaestafor Seetorizestorage to the
o3RRS NOPRNAEAISTID B Lhplo USSR REHECH D v

methdd- d?krgleﬁied an {3]Sactho PAST Onteg emetiodokiscadqed i i[2n Ihes sbeennode

W t hout significance, BALLOC
requiiE 5 o5 ohehice it BBl i S0 Brida: (oo DG Aegeest opl be
forwafRetl 6 HezRxEAQEIMOEr il tHelocation is granted. The IP address of the storage
server node that grants the allocation request plus the first block Virtual-BlockID of the

allocated storage at the server node will be returned as the global Physical-SectorID related
to the allocated sector. All the following I/O operation on the virtual block Virtual-
BlockID at the storage client node within this sector will directly operate on the physical
block "Physical-SectorID + Physical-SectorOffset”. When a server node is going to detach
from the system, all the system data storing on it need to be forwarded to its neighbour and

all the client nodes attaching to it may be updated.

In order to reduce the storage allocation delay during translating the ND-Physical-BlockID
to Physical-BlockID, the allocation for several continuous sectors can be aggregated into

one BALLOC request as
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storage server node ND-Physical -Sector| D by enpl oyi ng
a systemlike the Chord routing nethod disclosed in
wQ 3josmoeesshe PAST routing nethod disclosed in [2¢T/S61004/000009
the server node requested is out of space or dedicated
for some particular users, the request wll be
- forwarded to the next neighbour till the allocation is
granted. The | P address of éwe storage server node
t hat grants [ T | us the first
Phifig] Oﬁa?ﬁrﬁé&%ﬁ’mwﬁg Io8DaSecosir SeoRumbies
SepRéerafanitestq) Wi | | be returned as the gl obal ®)
Physi cal - SectorID related to the allocated sector. All
the fol |l owi ng I/O operation on the virtual bl ock
ual - .Bl ock orage, client node within
ThFHP%"*s BHBYOYS; ﬁeFtOBi ?f&ﬂ }%93‘8%? 4h% sype ﬁf?éaash%r‘-‘éd}ode the better
peHbMﬁcc ROWRI e lackieeddol g 1/BN¥pdra@dms S§reOH fi L%iﬁ gath established

When a server node is going to detach fromt
betatreen ttheesesyest aneh digntanasdeoraukdybomare effeaivetyoussd. Howmmrd&xd» many

co g RSP 5 IR B4 B i o

the&iebt@ﬁ-bﬁsleﬂ ralld&dtioy 11§ithfelsﬁ&eﬂ ke aletwidtk s fom and the allocation request
ND- Physi cal - Bl ockl D to_Physi cal - Bl ock t he
is gAsiehéabs Featesk duselo dpatficienitr FWMWSHVQWQ) pisthe agqussted server node.

ThE PR DR of E Gy AR R HRAER ' RBERYEHE Bl soRER Betwen the

serBacind tiductizat has&iow the applicanen mh)rerﬁ&)t ahb ehendbdrlge server situation.
conti nuous sectors are allocated at the sanme storage
server node, the better performnce could be achieved
In EHérﬂoHQwi a Qo REGH O ot thE @hatr&?stbfagbhe&gﬁ% sPf R RN Edention
bet ween the server and client node coul e’ nore
aregikplagiiedvel y used. However, too many continuous sectors
all ocated at the sanme server will break the natively
| oad- bal anci ng of the sector-based allocation in the

Thes brick ddéiesy fjeme ehdvotk tRyishiesonScheindailidh @e @%'dté}ﬁ to operate in a
request is easier tq be rejected due to insu f|C|en¥

very daigseale. o 5§ 053] for GA% 1RePReEtt s the v ayethglemanb edes Preattaching

R WSS Q8L MR ARE pSbl AT e
thisgglglmmgmpttagompxpjdemsum ﬁleqthereeisemﬂﬁruﬁtd herilabler iaghe optlcal
he f ol nodes of

dorih bEfePh e besTel and Bicnt Soi S o s R Rl ey v s data

int@%# 8hiaRMn place. In order to adapt to the network infrastructure situation and the

variety of the usage, there are three operation modes defined in the shared storage network
system: A dynamic operation mode, a partially dynamic operation mode and a static

operation mode.

The dynamic operation mode is the general operation mode of the system. A complete
dynamic operation mode requires a fully adaptive routing algorithm, which can greedily
find the network-wide least-cost path based on the dynamic link state and a custom-
designed cost function. A commonly used adaptive routing scheme takes Dijkstra’s
shortest path first algorithm. To perform fully adaptive routing in a fully wavelength-
convertible network, the problem is equivalent to the routing process in conventional
communication networks without any buffer. However, in the event that networks have no

wavelength conversion capability or are only partially wavelength-convertible, the
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The bl ock address schene and data transm ssion schene
allow the systemto operate in a very large scale. It

WO 2005Me@Bo f or GAS to operate in the way that neOSQmAd€800009
are attaching and detaching dynamcally to access and
mai ntain a single global virtual storage. However,
this dynam c operati on node assunes that there is sone

route available in the optigal domain between any
erver and. cl i ent node alr d aclient is alsg
Sird ERhGy Sof (6 Rl e AP ol ksRSGn Dndie isadyantageous

cogtﬁﬁ'&is QIyAaRRtivE ‘Podt]t?x% IH%‘ WRb kuftBr !t fhd %ﬁ(‘i\%ng PrifLne MFirstty,

he vari ety e usage, there are
stablsdirdt stan mﬂyd@slldmf 4 padlictroftiebvahaesodress dodnge resedro® kdservation

beffEn 56 4@ FHE" ko L The PRodBe PRtk 56 e er node to the
wHAKNATIVEIkORAY %h%@t med&mlu%l bféﬁe AR QWistlrb QRE et Q%nmgchamsms
of the s tem | ete dynami ¢ operation no

Thirdlyui the studlyf @ﬂagnvadafpheme capuhardly &dkgotliet Ipath-besed hmetains  into

net east - c
coRidEFlon st e Bolg R Bplietickoe R fEafrind B8 Efretaion of
thef smtéﬂ irBR link geQUpERktyaitks ©F ca6H8P tHe U Bnipatikibh @oﬁﬁi&ﬁﬂf_mtroduced by
kes Dijkstra's shortest path first algorit

thep“@}lf afantve sehpmeda yemyish- du thenlight af alefabpvg,aspects the fully adaptive
rou\m %&F@L {%gﬂ&%ﬁ&&d%h@ﬁ% prnhantcﬁ‘s% (problemis

iva ero ocess I n conventional
cormunl cation networks wi thout any buffer. However, in
t he, ven t.hat netvvoréls have .no. wavel engt h conversj on

In é)aﬁgl ¥| adaptiyg roytng, ea SApTee qutlyatlon pair“is equipped with multiple

althBME RS PachQOURE thold & prolRIEN inkhtd ﬁbu%mg k08, 1ih WRiIGPAMB Aternate
be ap B|Ied directly in all cases.

pathi$ toaal %d@ge@m o) d@ﬁirtedmﬁﬂlnefzulphyxaam agaptive rmmngl ahgpritlay could

n Firs
endbles it pFfetcl Ay il el e AeRE ORIy i Bbsiasion mode,
whtc(hSlS) singi2$ télustafig operation AR dE.CHR diffticAtt RW¥aLMe pWRially dynamic
ght - paths, Secondly, the flooding of the link state
Oqu?tm 1@9@? 9nd, th dynamicepefgionemors \mgae theypeighbrysde seea request

wilf 915]57 g@ kelpligd ﬁoﬁrmos‘é' delitalofd Rt i e r%h%ragﬁfgegﬁ{gﬁ?ﬁ)gratmn

y, the tully adaptive schene can
mopanmprb&:s@dy aéapmd:whcmtlm densiaieramnild hike soatanaalyt inelude several

ti.al. bot a node pair and the
Sergedf]lo ?SdPlltBHegﬁ)Wil §ﬁ§r{§)\l\%r"fr‘}§?<asﬂlshk group constraint.
O course the conputation con‘pl eX|ty i ntroduced by the

full aptive schene is veryr . In the |ight of
Nex%@eM@dé@g@t@q@laﬂph geryey|(By §ng@lﬂ be/described in more detail.

In additional to the storage server and client node, the BATS node is an optional
component of the system. One of the important assumptions of the system of the invention
is that optical connections are available between the client and server nodes as data channel
for very high performance 1/0 data transfer. The data transfer can be directly established
between the storage client and a storage server. However, this assumes that every node has
a direct interface connection to the optical domain. A BATS node could be installed in a
LAN as the edge node to the optical domain, e.g. as an edge router. In this case, BATS acts
as an access point to the optical domain and its optical link could be shared by the nodes in
its local area. Since the communication between a BATS and nodes (storage servers,

storage clients) within the same LAN is a local area communication, a BATS node could
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routing strategy may not practically adopted in al
cases. In partially adaptive routing, each

WG oMsoesssest i nation pair is equipped W th nul t PEI/8G2004/000009
alternate paths. Each source node is provided with a
routing table, in which the alternate paths to all its
destination are defined offline. A partially adaptive
routing algorithmcould enap}e a nore practical and

el o bt hren '?éteaﬁ? s i lonS BAgech o 8 At hannel

pr&gg@ to Wigle fichf erence between the partially dynamc
operation node and the dynanic operation node is that
the nei ghbour to send a request will only be sel ected

d i h bl e
Ot & BB TR PN "R AR Tebelm Y6ttt or it

noti&t€inGhé BAN QR thond I‘éntotck@r\te@ ofefidtitinbifesi HEIRIGsS R fhe BATS
server nodes in _its neighbour list, e.g. for trust

node zessng gloRelkiNodel Reang| aop! hadmwe@squrmnsarmt thomess @odesrin the LAN
C det a i onal

jof BETRLNAID o USSP e e AR Eons can

belsﬁmﬁmm@tbyouhatomﬂﬁpg)wﬁspeétsthe system One of the

I mpor t ant assunPtlons of the system of the invention )
i s tAdecabpipraga cliey spd atepls staragesprier:diach BT bamits onen virtual

e Y AEERS FIRRIEk< 9 YA Dl s,

per mance 1/ O ans ranster can
BAJES ahill gretfoym e terdspeining biocatien dpbmtien on ag;elochll &l udde static

{ th t
opfiafis* REE y1 e ical TATHRE sevEisrandis PR elehbR 35p1 e the local
resd@iEBiaNocafioPbicee R dfe GeWlyadhife WitahPblo8d addled %ﬂ'ﬂe%tutﬂ%ﬁ as the

edge node to the optical donain, e.g. as an edge
all@‘@ﬂ@’éfesuhw'ﬁth@n@a%é\lesp%{@tt@ as an access p0| nt to

t he it I _link coul d

shar gg&%{;@t%&%@ gl%n??gd |at1§C oE:a?g%aSrecgzvae I &Pioragey lgm will send its

looameIBIthatdqoast it asaeling tl%@sﬁﬁl%lﬁﬂd@sltd GHAY Blo€k address spcace.
serve W|th|n the same LAN i s

Baon g v C R b B 6 BAT SyHeompee 6 df g Fipeingfic physica

addr¥ds Qg séiviné K6ake Qﬁé&‘aﬁ&ﬁ%gﬁés‘? {A@E c&rrf’s%ﬁ@lﬁ%}e te BATS
protocol, e.qg. ber - Ch protocol, to

Once a BATS node is installed in a LAN, it can help
nt nodes in.the,.

al,l. the remaini S r.or. cli
T g R R0 SpBihs Y TS b o s of Yo i pectS of the
inveiish. only the BATS node need a gl obal Nodel D and a
public-private key pair and the rest nodes in the LAN
In the following, an optical stopover burst transmission scheme for the shared storage

network system of the invention will be explained.

An optical burst mode flow control scheme enables the flexible sharing and high utilization
of the data channel in the shared storage network system of the invention. A random
eligibility time transmission method provides the QoS (Quality of Service) differentiation.
Since an optical burst is transmitted just after a control packet without waiting for the
acknowledgement for light-path setup, the major disadvantage for the optical burst mode
flow control scheme is the existence of a burst blocking possibility at the intermediate
optical nodes between a source node and a destination node. Blocking can cause the

dropping and retransmission of the burst. Low-level storage protocols, e.g. SCSI-based
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just need a NodelD with | ocal area significance. The
way how a BATS node functions can be summari zed by the
wo odosoedsey two aspects: - a |ocal storage cli ertT/8QZHO&000009
renote storage server: Each BATS has its own virtua
bl ock address space. \When a storage allocation
operation is received froma renpote BATS, BATS w |
perform a correspondi ng al I ation operationinits
Ioc ea under static,o eratlon e with the | oca
projQeith 4t Beusivlesns & P*}‘Eéetﬁﬂ?s;f”ﬁ‘é‘i A8 FB Gkl it 10 Bh eranpgission in
§ C C
e P B 7 SR S e B B ik 15 3l R°bloffied as an
enldncenentti o thee sptical thorst hmode twwe cBmml(Rhemerﬁxri the. system of the
renpte storage client and a |ocal storage server: a
iVePUPge client will send its local BATS the request
for attaching the physical block to its virtal block
address spcace. Based on the virtual block address,
In tthee oBACEE sinpbYer dumyd Uramsmissionowhddae, emek ribe optigahyathctl the storage

addr ssads eaI at i n.re est to the
serfErtiont SR srie e ALERRREREh hEHeh PRoiAGHEE orbe SelVer node
will Giiestien Q@Sacpidnlﬁ@ﬁienlt BtokdpR seplet aid H 1h&nﬂ9(ﬁal@fndd9§al'6ﬁg The optical

aspects of the invention. In the follow ng, an optica

patht wilo {uaetion pss caghe aﬁ%@ﬁgf's sqruats demtheesterage chignt glede-clp other words,

1nt§‘ S d%‘?eﬁ e@ﬁﬁlﬁﬁr"s g% Eﬁ li Bgtv}g In%)\l?vp{:éo n txAduIté?S (%1 a_destination

compatbt may hhelsfal(mc(hebslttﬁagmﬁjr itengpcasity $iogihy ddth tramutéﬂlaloﬁg the data
he data channel in the shared storage network system
a9f the invention. A randomeligibility tine
transm ssion nethod provides the QS (Quality of
Service) differentiation. Since an optical burst is
A Parametni k iret!sznmice&’fatameteasﬁdm BALL@&mtatmhtimjcmes that once such

lxgﬁ%@ihng%w%gngﬁe%vgg \i}g kgen exi e{[ﬁ%as {ﬁ H%Hﬁ\g}lrﬁéo%lected
as GRNYatiY stsrapesavers ahd eor@éspﬁﬁcﬁﬁgiﬁz@f)f ﬁoﬁ?é leill PrepatedNE k is set to
possibility at the internedi ate optical nodes between

zerg, Q@umweﬁ&ééa%staraa%smvﬁrétw@nb%éa@ edspy) dihg pystesmpased on the

¢ %:m gd&pppi ng and retransm ssion of the burst.
ra omﬁ?eveﬁlastorage protocols, e.g. SCSI-basedprotocols,

are highly intolerant to packet | oss or the | ong del ay
i G e PR B R S s o
of @fe @ithe storage servers, an ACK (acknowledgement) will return to indicate the
successful transmission. In case the burst is blocked at some parts of the rest journey, the
cache storage server will store the burst and take over the task to deliver the data to the
permanent storage server or the client node. If the immediate next node to the client or
server node is prepared as a cache storage server, the storage traffic is always eligible to
send just after the control packet whenever the immediate corresponding wavelength is
available. By the optical stopover burst transmission scheme, the delay for waiting the
light-path set-up, which is the major overhead in the optical burst transmission, could be
neglected. Whenever the burst is blocked, a replica of the burst is stored in the cache
storage server without simply dropping thé burst and waiting for re-transmission. Such
cache copy could be used for future read-head or write-back operation, and could even be
used for recovery or support off-line operation when the permanent storage server is not

available.
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enhancenent of the optical burst node flow control
schene for the systemof the invention. In the optical
WG k@pO§F@B0 bur st transmi ssi on schene, once the PEL/BGAI04/000009
path to the storage server node which grants the
BALLCC operati on has been deci ded, the storage server
node will function as a pernmanent storage server and
the internedi ate nodes al on§6the optical path wll
function as cache storage servers for the storage
client node. In other words, internedi ate conputers
CcthiRB8 opertidnd aRAHOviaed Wemp sﬁar@@ﬁﬁ&@e RANRHL §/steAN6E t?e invéntion, as
destination computer may act as a cache storage ’
expkeingdimtheyoldavingng data transmitted al ong the data
path. A Paraneter k in the ServiceParaneterSet for
BALLOC operation indicates that once such |ight path
BIbEK #agw rRebyaiticH@ag bk §RHorNddS 11§ orddf td g@tSAd 6&thd)coRPH&Sversion
on the path will be selected as the cache storage
cogtmlmgain@erwrsee’@mn@pntgntshazb key, catlest bgpgelp,|is used to implement

onBgREB et R R g BRSO LB

the transm ssion situation. In the frame of the
opti cal _stopover burst transm ssion schene, once the
BleklmagelR ]a(ﬁlPCijo’Etﬁ@ cache storage servers, an ACK (9)
(acknow edgenent) will return to indicate the
successful transm ssion. In case the burst is bl ocked
In tte systam qfahtst Bveitionh thersestdr jsabe basyc ddthenic foe hiee BO@pagon on the

server w store the burst er the task to
rerit et fhe Bl Setror s e reesed tusekacadd trofs i be fetched,
instda@ ol & @izl ORRK. EicH E&tdrn@%b&ﬁzﬁe@%ﬁl PLRIohP tg Efated 160-bit

client or server node is prepared as a cache storage
Vessign,/eentral Kode (BE Gl he PR o€ Bloskbnagsla ofall blobksewitlin seador and

thd YEE AN 1Rnd S EORLLRD AL I AR o I UBEO S0 in each

© blosk ocmﬂ\efltebaﬁe&lnoh re W&ﬂf)s theorrsiah &R, fubdinds Mg Cfie rto invalidate a

t he ath set-up, which is the
Sec&fe&‘?’fe By |ert{“He a??ﬁ? dan thpse s‘f"h? r Hhshaldiag othe @'@Ju VEpesince  the

Se&&%agélﬁqleem@%@('@fﬁeﬁtﬁ‘éfo?éjﬁét‘:ss' s blocked, a replica of
the burst is stored in the cache storage server

wi t hout sinply dropping the burst and waiting for
new %e(t:tgﬁrrxllgénelﬁsé ggVRﬁﬁEata, Physical-BlockID, old SectorImagelD, keys,

ServiceParameterSet) (10)

new SectorlmagelD = BREAD(data, Physical-BlockID, old SectorImagelD, keys,
ServiceParameterSet) 11)

A read/write request on a particular virtual block will result in a read/write operation on the
corresponding physical block at the local buffer if the sector is available. The real
operation on the remote storage server occurs in the unit of sector in case of that the
corresponding sector is not available at the local buffer or the data needs to be flushed

back.

In the optical burst transmission scheme which may be adopted in the system of the

invention, the burst could be accumulated in the unit of sector. Based on the application
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cache copy could be used for future read-head or
write-back operation, and could even be used for
WO ememeisyo or support of f-1ine operation when tPer/SG2004/000009
per manent storage server is not avail abl e. Conmon
operations are provided in the shared storage network
systemof the invention, as explained in the
fO||0MAng Bl ock read/MW|t% operation may be
qg erforne In order.to 9 & r|d of the conpl ex version
requBHPFSH “iFBne dPReAioBn® BT VEGLe SIOFgR SERIET HRLSHISK dynumber of
cmﬁﬁ‘lhb@sdse&t@?&%lufa bd x%adJﬁgﬁ ar@vritsrmémﬁ e YRgat i ng.
Bl ocklmagel D is sinply derived by directly hashing the
content of the block as Bl ockl magel D =

SHA- | (Bl.ockCont ent t.h st em qf th
Sharpg s an JPOTHY asks b‘} esslht'“i?é Sg%{%g DHYPE FHifem phthetifgention, as
des’cﬁ@cﬁﬁ@ﬁeﬁfoﬂl@ﬂlr%n the renote storage. The whol e sector,
where the addressed bl ock | ocates, tends to be

fetched, instead of a single block Each sector is
associated with a random generated 160-bit Version
Control Code (VCC). The XOR of Bl ockl magel D of all

ThdlsRab$ swirddel Ret¥ole 6§siém anatvél &sudprtsMrdal-da8y ERRing. The writable
Sector]l magel D of the sector. The SectorlmagelD will be
shagigg gan be suppprted] beoughsame additiona deente.mn Hils Sastent layerrbove the

r ! 2
ST o5 L 50, By GF Rk Qo B! OB s
of olsebtdQ0 sthers ebyt previdengt Bh)lsrmgﬁédmrﬂa,eﬂ&térhnb@:IDﬁ StdtedecretSeed,

befoeacs new_Sec | magel D = BWRI TE(d
Ve E TSl SO, & It OB AU DR BB el REGIGD al the cache storage

! XiteahdrefyTRh &Rk bf & bRk R
% BREAI:t)( dat a,” Physi cal - Bl ockl 6&!@@5&@@%{@&@%&85 R om(f? of a sector

by Mﬁl@?@%ﬁ@@é@ S¢ctarjImageEh oy sekdcted bleckuetftet ordea, and a list
result in aread/wite

of fREF ERVeichl SO Al EESahomg St cal' bl ook at the

| ocal buffer if the sector is avail able. The rea
operatlon on the renote storage server occurs in the

Singgach gpdehastasielfrgenerated key pRipcach pretar gHpeaqshn @i saryer is assocated
w1tﬁ’ A Sndr S}ﬂfﬁlc YR A %Q tgr d@a{';nal;c{:@pdafé‘a%y Puihe [)pé}ﬁtl&rp §n which the

data nee be” 1
Physical-SectorID is encrypted by the owner’s private-key. Otherwise, the sector can be

read-only.

After receiving the indexing structure of a sector the read-only client will perform the
version checking in turn with close servers based on the routing information. The closest

storage server with the correct version is more likely to be selected for the data delivery.
Next, a read-head and write-back operation is described.

The optical burst mode transmission scheme could enable ecasy sharing and high
utiliztation of the optical links. However, a disadvantage of the optical burst switching is
the blocking possibility at intermediate nodes, which may lead to the burst dropping. In a
storage system, the low-level storage protocols, e.g. SCSI (Small Computer System
Interface), are highly intolerant to data loss and also the long delay due to the data

retransmission in the optical domain.
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In the optical burst transm ssion scheme which may be
adopted in the systemof the invention, the burst
w@Eousadedsso accunul ated in the unit of sector. BeSESGZNNG000009
t he applicationrequirenent, when the operation on the
renote storage server occurs, a number of continuous
sectors could be read fromor wite back in one burst.
Sharing is an inportant aspgct in the shared storage
network system of the invention, as described in the
foll owi ng. The shared storage netmork system natively
WI%P BROJtbRgE @ASCaPBH ¥R b the ihP& NI F&Ql‘;ﬁ c%Hf?ﬁdo'ﬂg sQ&B‘rS will be
be supported through sone additional layer .
allgdated agihet samelstyrage sbev.dDuring ahensda dsth drang diermatmnir skoragc server,
rant the co

iRl B no e lonf B B oo . B et RSt Sontinons
sectdtY frofmahe @@Qk@ﬁdé&seﬁ%ﬁ&ﬁfﬁé‘?&@ia@d t§%ﬁ£tﬁé rafLateed,

Version Control Code and a Tist of alternative
PhyS|caI-SectorID at the cache storage server.

Wil ALY Sl Byl lec Pl PR b Ve cou

confthiy 9in€ dk nfeee keutdm), widebd Soredrmeak laf tie &Rh€ GloPtbeNeRKs. Together
offset order, and a list of alternative

withi{yes reagrahest sehems wher, theadaie iss toobagecestedy ifris eherclocated in the

clidhft ibcgp&gh@asat% c?&ucagﬁ@mg@gie &Yy pair, each sector

ocat e server Is assocated with the owner's
publi c- key A sector can be updated by a wite

rat | i ch the Ph sical-SectorlDis encrypted
A %‘55%%8 oA ds “%‘%P Che Wirlts;t a‘%&%?wge'fhet frda uateols apgrated and

logB&1 b At QithY's 14l 8dchE BWRicY '1@90&14]8' 4 P@@?&le‘ﬁ sl.‘%hlrglzj C{W{éﬁ a proper
of a sector the read-only client w pertorm-t

amgunt oif slatackasdigengeddy oo the Wrsthmodca transfer; \newgl basrecte«back to the

0 cl osest st
renlgiopb R b8, RO E By B o Rt B¢ B4R Gherton, e
cliechofwill hecetiat the deknosdedgemd¥aK whe the Béksh ﬁiﬁl@hﬁ@ﬁﬂe first cache storage
write-back operation is described. The optical burst

SeIYfhde transmi ssion schene coul d enabl e easy sharing and
high utiliztation of the optical |inks. However, a
di sadvant age of the optical burst switching is the
Nexs) ypehiimgypgibssigithd $yisteyn eftthé imventivmds axplainedles, whi ch may
| ead to the burst dropping. In a storage system the
| ow- | evel storage protocols, e.g. SCSI (Small Conputer

DuriS iRMperation on the data at the local cache, sufficient information is logged to
replay update activity. Each current active sector is associated with a replay log to record
the difference o between the local cache copy and the one at the permanent storage server.
A sector replay log is identified by the old VCC and the current VCC of the sector. In
order to reduce the size of the replay log, any operation that overwrites the effect of earlier
operations may cancel the corresponding log records. With the optical stopover burst
transmission scheme, multiple copies of data could be maintained at permanent and cache
storage servers. Any of them could be requested for the next block retrieval or update. In
order to avoid the version conflict, any update on the sector will lead to an immediate VCC
update on all the copies through the control channel to prevent any further access for the
old version. If the size of the sector replay log is under a certain threshold, all copies of

sector data can be updated by replaying the log to get the current VCC associated. Since all
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Interface), are highly intolerant to data | oss and
al so the long delay due to the data retransm ssion in
wo besopisdcal domain. Wth the storage all ocati oPCESGEN®000009
of the invention, several continuous sectors will be
all ocated at the sane storage server. During access to
data fromthe current storage server, which usually
has been prefectched to th ocal cache, the request
h tho rom
se@r%ragr‘g 158 P P e BT nteen Bt SousFmalesinei. i sestor replay
dihbd RtegpRbd Gath the PRQYERFoullHg St
he bl ocléggzg bur st 1%\%m ch cou%d g@?}?ig?n@xgﬁdg%oﬁﬁ%gﬁthe control
chanet tr synchianizertbe slatar witheut using the datechmantie Bsfoue aljeopies have

Serven wi.t h the read-.ahea
bedjt S ThEonZk A e, SeetblrindetiES Vi ERGHBRSH BELRET 1o HERE 1 Tequest
fortlakdiig toSsohRapldated 6d10erdk rejuired 61 @ier cache storage

server. A simlar solution is used to enable

write-back opeartion. The data update is operated and

ich | t ual. | .
In 1RO, Soree, G @y Y SH51SE it By 264 ippbion i
ch@ﬂeaiready for the burst node transfer, it wll be

wite-back to the renpte storage server. Although the
burst relay may occur at the read-ahead operation, the

Al q% ueVy (h!lSS rc?a%ﬁhgﬁlotnnﬁetﬂ&&( RAMIESAE Tanthe ﬁ@%e &)E(gggot]' ireﬁxé)loyed.

reaches the first cache stor age 'server.
In pase fod SGBItwhacls jssthe mast widedy depleywdi protocsl, ehepin&latt&dzddress target

d rin lthelo era}ﬁwp ?the dat th cache,

ad s e AR s o acemusg il B vhfos Fritiiqion. Associated

withCatly cla¥s/refpaésh jsCal ObS Rbe@fitdtve VRSt &dn éo?rs§§§f)ﬁlhﬂ§)fedperformance
with a replay log to record the difference s between

or @Welarlbt}’aqeqlelm gd am therdipssifinatian; therstorpee differential service will
o AR 5y R LR kL A R

order to reduce the size of the replay log, any

0 ratio over tes the effect of earlier
NO&EE\“&E‘F‘B é"IE’&h ‘t‘ﬁ‘é’ 13%5dr espondi ng | og records.

Wth the optical stopover burst transm ssion schene,

nmul tiple copies of data could be maintained at
Thebuistemeds flew ¢ontaalmetbednatiyel ysuppatssliffgvayt mépantmgtimeudmd burst

blo?f’m% ng&?bstlg/ f gcrt%rtlgh ﬁlgrh%)éstrt elPlgﬁ)Clktés h]ﬁq”g erewr'ggeg g&%l’e&h service
levtiheqsiesthent fiim kadhedakssiroquiie wiMBélblvedeM®y a random eligibility time
transmission scheme. Higher piority class/request will usually have shorter burst
accumulated for burst relay during read-ahead/write-back operation, which leads to faster

responding time and less stop-over.
Next, cache storage allocation will be described.

The storage at the cache storage servers is shared among those storage clients that have a
route passing through such server. With read-ahead scheme enabled, while the storage
client is served by the current storage server, the next storage server holding the data to be
sequentially accessed will continously provide the data in advance till either any further
notification from the client to stop the transmission or the local and intermediate cache

servers are out of storage. If more storage is ‘allocated for a client at the cache storage
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update on all the copies through the control channel
to prevent any further access for the old version. If

wo besessr of the sector replay | og i s under a BET/S@2004/000009
threshold, all copies of sector data can be updated by
replaying the log to get the current VCC associ at ed.
Since allservers are | ocated on one of the path
bet ween the source and destjihation, the sector replay

d routin

| og can i.ntegrated with the per|j ! g )
R A R SR L SR SR S ——
CIRE Ol : :
DRSO M i 0 P s i
abgel v immediteDipdating pperttian whidhl witkealss pdd to fae edspenst fime. Even

. request. f orwar.di tQ, SO updat ed server is required |
in ' gtipationfhgtine [ihengih g they Repmaeninsisrsas snrer isofemporarily not
avalRbM fethe ichcHeNBorayeSeever Qlill thdEnth Y @Y ERfg] d‘?ﬁg bbRe

An 170 request clg,ass clraslsifilcl:ati on net ﬁ%@lw ?logl%pglﬁdsmrage
cligm wil @osheoaveage opanyt sierege sl oyed. | n case of SCSI

which is the nost w dely depl oyed protocol, the

initiator address, target address and | ogical -unit

Siktthe Blotfe MDfthécicheutsthgedrier®®s SR, b@ed on the QoS requirement
classification. Associated with each class/request |qs
assqcigisd veifeeachireqiestdfiasphoane witil slorrge sisagstuppat bpwidery will be set.

; f 0 iJ-ahbi.l 1ty ¥ nt,. .Ba t he ..
Wil ! By SofR il rbiab P BYISEIR Ly ERATAZT bpstation to
thebpermehimcstoddge rsetven Beyumdsthab bbeidargdde doRY (edst tedently used)

nd cache sf or 9e al | qcat i.on.  Now, burst node data
replASPmERIS GpoYEb s eRFLFHet The IR0 St iuitermagiwill Po mosiied dpsed on

theNR§t88reBSYdE Y, Ghdte | tif EifeS | '
bu% sl?’dbl ocki ng p%;ﬂglﬁ’%ffvﬂ gé ftd){l/&%g? tlif E}% #ﬂg%%irkﬁ@lt%gﬂm be
megligibility time differently. The different service
| evel requirenent from each class/request will be
provided by a randomeligibility tinme transm ssion

FussigdiediEinfaringhi@r basé eorithe/shatedssri ﬁﬁérk\é?ritéml&'ﬂﬁ:l ihYer@Y fhay be
shorter burst accunul ated for burst relay during
Providsth- ahead/ wri t e- back operation, which |eads to faster

. . . he
In G MR NG ip sAFpI2 R FaEb 8 AMfess ML s P62 0 o
t he cache storage servers is shared anong those

stQrage,clients that have a route passing through such
S”%%SG%?’{Wth read- ahead scheme enabl ed, while the

St OA@B8Bit; //1-bit
VirtualSectorID; //lg]. 2160/Sect0rSize] bit
SectorlmagelD;
VersionControlCode;
Physical _SectorID_IP_addr;
Physical_SectorID_Remote_Sector_Base Addr;
SectorSecretSeed; [/Used during the PhsysicalOffset caculation

The Virtual Block Address Table is organized in the unit of a sector. Depending on the
SectorSize, the whole table consists of log[2'%/SectorSize] entries, which can be

implemented as an array. The length of SectorID and SectorOffset depends on SectorSize.
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client is served by the current storage server, the
next storage server holding the data to be

weemsoaisd@l | y accessed will continously provi dect/e€2004/000009
data in advance till either any further notification
fromthe client to stop the transm ssion or the |oca
and internedi ate cache servers are out of storage. If
nore storage is aIIocated f r aclient at the cache

st or I, oss bl e to be read-ahead,
Giygh %Sﬂ&iz{f Eﬁp(a(aé rgssﬁ glzet el l% q pprtion mlll BeguseHeas the index to
acotkd {he ad@@%taﬁféeﬁia&isoﬂrtaﬂ @a@?ﬁs tfcA0E v& é /?% upa%(guest will be

cache stor age server W | absor an I
gempaeditdthenwisatthe lseanird hashhgoresldadn tthe VasalSe@siOIf8e pbiitioR .and the

ven in the at i onth the |i ath to the
corfé gk 1anE et i ATt s P Aseradioal anatbe dndicated
virtuhal B1B&.cache storage server still mintains the
correspondi ng bl ocks, the storage client will not be
aware of any storage |loss. Since the storage at the
a servers is shared,. based on. the (©S
1t G GRS ha P BB Gy P AL direP L B Pich S B o storage
servdtiand alstosdgrroliget it BeRstIPI ®F nBIBHBEAEY, aVWirluapﬁlo%E%ddress Table is
Wthin the boundarx storage will be provided

by
majntaiped pn FATS wid o Llll_eoehﬁp@nl $lockad tagtaelied lpﬂengre:namted from the
I 3 0 t
stoRlg0 sV PRl dpeat ke St Afresd WL o' 85y oy eF He operation
reqoé¢st érom refinse Qhidnts.clfuillr thaeiata wardster iredpoi thﬁfugﬁ BATS dthe "Virtual
recor ded torage will be allocated

quCP%thée%g?%? o:h l?ee‘aﬁllnf'aé‘?‘rigg ?ﬁ\%t be met. Further, an

i nformati on base for the shared storage network system

of the invention may be provided. In the follow ng, an

exanple for a Virtual Block Address Table is given:

Struct Sector { ActiveBit; Ill-bit Virtual Sectorl D

| Hg[ 21601 Sect or Si ze] bit Sectorl magel D
Ver si onContr ol Code; Physical SectorID IP j zddr;
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20

Physi cal _Sector| D_Renot e_Sect or _Base_Addr;
Sect or Secret Seed; //Used during the Phsysical Ofset

w@eamshedsson } The Virtual Bl ock Address Tabl e PGI/SG2004/000009

organi zed in the unit of a sector. Depending on the

Sector Si ze, the whole table consists of

| og[ 2160/ Sect or Si ze] entries, which can be inpl enented

as an array The |l ength of Sectorl D and Sector O f set
" a Virtual Bl ock Address,

tor Si ze. G ve
In awgspe?l 1{’ t%‘ﬂqvﬁnﬁéf’?ll"&)eﬁ“%f? Fitge used as the i ndex

to access the address table. If this virtal sector is
not active yet, a BALLOC request will be generated,

[1]ot her W. Heuttidtewsec Ir. BinddhYn @ herssil Czawiiske P. Eaton, D. Geels, R.

(2]

Virtal Sect or,Of t and th content in the
cur r entUPIRfE iﬁﬁwp?‘g%ﬁ#ﬁwgm - oVpiERet o EmWells, and B. Zhao,
oper at iRafBlofene AnNdir&iteefre/ | fo?ug lobBi- &91% oﬂefrs&tg}ﬁ %T " In:

node i npl enentation I n case of di rect mruni cat
bet weelroecesdingn gt theeNingh nacmiatwmt Goafpecnce IoﬁnArchBed‘mﬁhl Support

possi b} e, or not ferred Vi r ua Bl oc dr ess
Robt e oL PR iRzt pef QPPHEE Syiipss (ASEEeEH00), Boston,
bl ockeMAng@g;IdemopQ@g coll ected fromthe storage

server wwthin [ocal area. Such address table will be
used to answer the operation request fromrenote

cI i ent My need go through .

aars, SR Skl SUR Bt dpdf Gl i pasT &
mai nt dengedcae, perdAda. peer-tdipeer spepefititiag’ o8th AM SOSP'01, Lake
follo n dgﬁ meé?s are cited: [1] J. Kubiatow cz, D

Bi ndel* 8,200 nski, P. Eaton, D. Ceels, R
GumTadl , S Rhea, H Weat herspoon, W Wei mer, C.
Wlls, and B. Zhao, "COceanStore: An architecture for

[3] gl oballos c3tpisa,p&obers t Mntriss tRavady &argen; MPr brame elaashsekofand Hari

Supporttifkgishifr 0PN A, SERMIETERES iar obup RRHee for Internet
Syst enpplitSRIrOSAZRD8)GCENR 2001, Mﬁnlﬁt%ocmaooﬂgg 1490460

[2] A Rowstron and P. Druschel St or age managenent
and caching in PAST, a |arge-scal e, persistent

[4] peer - tS‘NI%e Yeciilii a@Surg:tﬂ' | ‘f%%lfdl§{0pa CMIO%%F)%%HA L'[aé Proposal

Loui se berta, Can
Document, 2001
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[3] lon Stoica, Robert Mrris, David Karger, M Frans
Kaashoek, and Hari Bal akri shnan, "Chord: A Scal abl e

w@emsosa3peer Lookup Service for Internet Appl PCESGINEGD00009

ACM S| GCOW 2001, San Di ego, CA, 2001, pp. 149-160 [4]

SNI A Techni cal Council, "Shared Storage Mdel", SN A
TC Proposal Docunent, 2001Reference signs: 100 SN A
| ayer nodel 101 | ayer | 1023§ ayer Il 103 layer 111 104

RIalyer .V 200 shared storage network system 201 first

efPISPEe gy ver 202 second storage server 203 storage

portion 204 sectors 205 bl ocks 206 first storage

client 207 second storage client 208 first |ocal area

166 ShdAKayzOodelcond | ocal area network 210 third | ocal

lgi a ngtmnrk 211 optical network 212 first |inking
ﬁﬁﬁf r 213 second |inking conmputer 300 shared

10D pdy@gR network system
103 layer IIT

104 layer IV

200 shared storage network system
201 first storage server

202 second storage server

203 storage portion

204 sectors

205 blocks

206 first storage client

207 second storage client

208 first local area network

209 second local area network

210 third local area network

211 optical network

212 first linking computer

213 second linking computer

300 shared storage network system
301 first storage server

302 second storage server

303 storage client

304 linking computer

305 optical domain network

306 local area network

400 optical data path

401 storage client

402 storage server

403 intermediate cache server computers

404 optical network
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301 first storage server 302 second storage server 303
storage client 304 |inking conputer 305 optical donain
W edodn6ds3B06 | ocal area network 400 optical dar@r/pattins/000009
401 storage client 402 storage server 403 internediate
cache server conputers 404 optical networkWat Is
clainmed is: 1. A shared storage network system
conprising o a plurality of3%torage servers, each
“Pro¥%$ing g storage portion of the shared storage
hat horaimedds:em  each storage portion being divided
into a plurality of sectors, each sector being divided
into a plurality of blocks, a virtual block identifier
1.Peshacpdassmage retvearkisgstesach of t he bl ocks such that the
entirety .of all of the virtual block identifiers of
* the CPMBERBEf orm a gl obal bl ock address space in which

each of t 4t [ i £ i.S | que:. o
o, e AR g M e s
storage swragermetwortt systematachesashgeoputisi beiagdividddeinto a plurality

are grouped into a _plurality of |ocal area networks )
i nter conﬁ’gé?‘éﬂrst adhoterion bﬁ}“(gbfgl"ldﬁgt’%ra«?méaltthé’fzthCks, a virtual

| east on %lo%k%e?ﬁ?iepi)tiiig@ hissbSiaREMPLES drPhd BYES' KB that the entirety

and/or wite access
of all of the virtual block identifiers of the blocks form a global block

address space in which each of the virtual block identifiers is unique;
o at least one storage client;
. wherein

o the plurality of storage servers and the at least one storage client are
grouped into a plurality of local area networks interconnected to form a
global network;

o the at least one storage client is adapted to have read and/or write access to
at least one block of at least one of the storage portions associated to one of
the local area networks which differs from the local area network of the
storage client;

o the plurality of local area networks are interconnected such that in case of a
read or a write access of one of the at least one storage client to at least one
of the blocks, the virtual block address of a block to which access is desired
is translated into a physical block address to identify the physical block

associated with the virtual block.

2. The shared storage network system according to claim 1,

wherein the global network is an optical network.

3. The shared storage network system according to claim 1 or 2,
wherein at least one of the local area networks comprises a linking computer being

interconnected as a link between the at least one storage server and/or the at least one
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at | east one block of at |east one of the storage
portions associated to one of the | ocal area networks
wovkiosheasdd f ers fromthe | ocal area network of PEESG2004/000009
storage client; o the plurality of |ocal area networks
are interconnected such that in case of a read or a
wite access of one of the at | east one storage client
to at | east one of the blocgs, the virtual bl ock
address of a block to which~”access is desired is
storags shieht of thetasalaargm petvesk assosigtedawith theslinking eemputesyon the one
I . ' ith t irtual bl ock.
g i R 1Bt a B3 SR Bl e ot Mot ci g o
claim11, wherein the global network is an optica

network, 3. The shared storage network system
4-53‘86}‘%{%@‘0{383 BELHORK Jystsm Q‘Ecom%éﬁ ©igkig3,| east one of the
al panea: 0 ' K] e i
W e R IRRKS: Rl ertdr dp R IRBA S P Pl brock
adsltess afyebloek toewhialn adoess is desiet] ihteakd plosizal ockgaidedss ©nthis block.

of the | ocal area network associated with the |inking
conmput er on the one hand and the remaining | ocal area

5.%&@9&%&@@& hawehihe/steipidor J: tm‘ﬁg%h%ﬁ?s Ptoy age

net wor k system according to claim erein the
whereiRiahlgasi onp of be 19csl ardapetedrksas per f orm t he transl ati on
. of a virtual block address of a block to which access
is 388?(1%‘ ReWPH Yhe physical bl ock address of this
o bl ogkyirdd-nefli§kshar ed storage network system according
to any of clains 1 to 4, wherein at | east one of the
| ocal area networks is an optical network or a wred

rk . Th I st orage .network syste
6. g@ é \é\ﬁr)a ?dnsgtgrta%e %eﬁyggﬁasyg{jeg ar%gor%g}goto gny ﬁfﬁlﬁﬁ‘ﬂ}gl ]st";’pd apted to
wiigerigitadapiad ad sperdtd®asddoon e N1bRE KNEGoHARL Thivktry Association
Associ ation standard. 7. The shared storage network

St%‘Q%’@em according to any of clains 3 to 6,

7. The shared storage network system according to any of claims 3 to 6,
wherein a unique computer identifier is associated to each storage server and/or to each

storage client and/or to each linking computer of each of the local area networks.

8. The shared storage network system according to claim 7,

wherein the unique computer identifier is determined as a hash.

9. The shared storage network system according to claim 7 or 8,

wherein the unique computer identifier is determined as a cryptographic hash.

10. The shared storage network system according to claim 8 or 9,
wherein the hash is based on the internet protocol address of the computer and on a private

key.
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wherein a uni que conputer identifier is associated to
each storage server and/or to each storage client
w@anso6688® each |inking conputer of each of thect/ecz104/000009

area networks. 8. The shared storage network system
according to claim 7, wherein the uni que conputer
identifier is determned as a hash. 9. The shared
storage network system acc édi ng toclaim?7 or 8,

conmput er “identifier is determ ned

wger ei n the uni qug(

11. A ke shazgd SieTa85 BEIWPE: HAEM aceeydinga agy gt eleimstlotodge
pet C ' i 9 ' h

iR R SIch A Rl Rt Ml dad MEEal U sorage

servessgmdios stogapd chients topthe slered #tesagd hetwbkiesystear 8dnastiled.age
network system according to any of clainms 1 to 10,
which is adapted such that a tenporally varying

12. ®hd %mmragéwﬁetats%@sgmﬁ%c&m@te LAPEE SSMm¢ars 1gnd/ or

storage clients he shared st orage network 35ystem
whi¢ls iseaddplegdsuch Zhat Thutinghan edses 0O p agel et waitk aeyest @mmmunication

according t ny.of clains 1 ta 11, which i dapt ed .
benGEa Anvage PO PGS SeaEae By S AmPIRFTEN by fyiDesBpus wuing
schepAB4Piedas fiﬁmar@m)mw&ksme ¥a6t-&dsi pAth. and a storage

server, is inplemented by a fully adaptive routing

schene adapted to find a gl obal network-w de -

- t orage network system

13, Lok o e A R Y R B8l net wor k- i ae
whekaimshe global mawbrkiwide dér-0osn @dthbigsiebrathed LAYERGH @ dynAffic link

inA
state and/or _a,  custom desi gned cost function. 14. The
statesq.pgi

{3 Lpigmadpsioned Gost Rinliet-em according to any of
clainms 1 to 11, which is adapted such that routing, in
case of a read or a wite access comuni cation between

14. "Bhessharedgptoragel network sgstem standige te aryweficlaims 1itorpl.ement ed

.hy. a part, al daptive routi schenme, according to . .
whicll jsCRlel| et Yo OBty ERRLOtoe gl D e grtens pammugieation
betwief L0E@EHEe CllefNhndAGt@rasd Wrae i$ %Fl%ﬁleﬁ‘t%g byt QTfRgidlly #aptive

routing table at the storage client and/or "the storage

routigg, spbpme,] apcording Khahich & phirelis ofcalicorae pytbs dutween a pair of a
storz?g%cc?i%gt' 49 4 fo2BY sétberGr@tifRalin taoroa&ng table at the storage client and/or

the storage server.

15. The shared storage network system according to any of claims 1 to 11,

which is adapted such that routing, in case of a read or a write access communication
between a storage client and a storage server, is implemented by a static adaptive routing
scheme, according to which one or more fixed alternate paths between a pair constituted by
a storage client and a storage server are stored at the storage client and/or the storage

SErver.

16. The shared storage network system according to any of claims 1 to 15,

which is adapted such that, in case of a predetermined global network path for a read or a
write access communication between a storage client and a storage server, one or more
other storage clients and/or storage servers along said path are implemented as cache

storage nodes for temporarily storing data transmitted according to the read or write access.
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whi ch is adapted such that routing, in case of a read

or a wite access conmmuni cati on between a storage
w@baoosnsesand a storage server, is inplenmented bRCESG2004/000009

static adaptive routing schene, according to which one

or nore fixed alternate paths between a pair

constituted by a storage client and a storage server

are stored at the storage ghient and/or the storage

server. 16. The shared storage network system

according to any of clainms 1 to 15, which is adapted

17. 946 bhdrbdtorab®nQ @Sk Yterh RLEARIA0 TS ciginbpdo 168t wor k

path for a read or a wite access tonmuni cati on

whighisasapted sughghaidke physisak blegkoadsress of eapb biwk\cemprisgse or

nor e_ ot r st.or a t d/ or st servers

© o G AT Bk i e Sudiche ey Gghgephsisal block
f Oﬁndpﬁ[ﬁgotroai |ﬂaMlc%Ia9 rifghl dAbek: hdsBEiaiut W Re aaﬁzﬁﬁélﬂélnglrﬁxgl block
the read or wite access.17. The shared storag

neﬁW@ﬁ%,systen1accord|ng to any of clainms 1 to 16
I S. a ted S si cal bloc addr ess

+ o iR RPPERIG Pbok Mlreliof. RS 4 Hrigus BhySHAL bk in the
bl erbaikkiv k3o Horeidde Bi2I0daiBn BN HI USRIV S&?szﬁ'b@&&

mapping to a particular virtual block as lated with
a particular virtual block address; a determnistic

.Cal C r t u si cal
18. EFQI%%% St(?h% Agt@gﬁils?%g \ﬁg?q?gﬁg?de?ye? ’g‘ ﬁﬁgq 'ocat i on
whicHf ist ddaptad 3@ mlpibmdntph ytetageldatal te@kmistn sERine EethRing an optical
storage network system according to any of clains 1 to
burs} giod Pwovgola?algﬁpeameaé SioRyVERBHE! tansmissian ethoda
transm ssion schene conprising an optical burst node
flow control and an optical stop-over burst
19. Arimﬂ;wd fos pparating dhshdred s®ragh netwdrédystan, oper ati ng a
e network system . the shared storage

: ﬂ\f&g?{ ‘i@‘@?ﬁ%ﬁf‘&‘&ﬁé‘? §y§fcﬁﬁc%npélsﬂﬂ&1r ality of storage

e rvVes S a phaslity R Stk RervarsSdaeh PEidAL hisRia ggQ po}tnﬁ of the shared
shared storage network system each 3torade port

bei ng dFigragedciwark systqsm.aagh snoyagofpostmmxg dizniet ustecatpiurahty

D119 St O ol W sl S % R o i
bl ocks bla)ch 1dehaflertlfeélgem§ddia&éd/to each of the blocks such that the entirety
of all of the virtual block identifiers of the blocks form a global block

address space in which each of the virtual block identifiers is unique;

o at least one storage client;

o a plurality of local area networks, wherein the plurality of storage servers
and the at least one storage client are grouped into the plurality of local area
networks interconnected to form a global network;

. the method comprising the steps of:

o adapting the at least one storage client to have read and/or write access to at

least one block of at least one of the storage portions associated to one of

the local area networks which differs from the local area network of the

storage client;



of all of the virtual block identifiers of the bl ocks

forma gl obal bl ock address space in which each of the
WO 20050648301 ock i dentifiers is unique; o at | eaBCT/SQE04/000009

storage client; o a plurality of |ocal area networks,

wherein the plurality of storage servers and the at

| east one storage client are grouped into the

pl urallty of local area neg rks |nterconnect ed to

forma d co i ng.the

st eps ofq BCOBH%’E‘PE%E P]Fi‘éathﬂ O?i &t agAde ‘Y‘U $ §echcihatoig case of a
to have regpgk PRE{OIcc¥s Iof Bn@6EME At 1eQ RRsde

of at Ierast one of thheostgr age pgret ?t?ﬁg Sassoc:(i(l)lgt etg ?%’lﬁSt one
one of tdAéhd leeks, @pe’atwébm@klaédm@h tdo¢k tervehiéhr ancedstie desired

| ocal t i ent,;

i nter con%i@fl?ﬁ (0} ’ﬁg P Séﬁaﬁ’& g adldfﬁsélto Affentify, the,physical block
such tha&kanﬁaﬁﬂ1m&vﬂuh¢9@cﬁf a wite access of one

of the at |east one storage client to at |east one of

the bl ocks, the virtual block address of a block to

whi ch access is desired is translated into a physica

bl ock address to identify the physical block

associated with the virtual bl ock



