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15 Today, the collection and dissemination of personal consumer data for

marketing purposes is ubiquitous. Direct marketers, in particular, use personal data to
target their activities to consumers most likely to be interested in the marketer’s
products and/or services. This personal data, however, is largely collected without the
consumers’ knowledge or permission and without any remuneration to the consumers.
20  For example, merchants with which consumers transact business may collect
consumers’ personal data during transactions with the consumers and, unless the
consumers are savvy enough to expressly request otherwise, the merchants may then
sell the personal data to direct marketers or others without the consumers’ knowledge.
The existing methods of collection and dissemination of personal data
25  has produced strong complaints by consumers’ rights advocacy groups. In response,
governments and regulatory bodies throughout the world are strengthening the laws
and regulations surrounding the gathering and dissemination of personal data.
Under certain circumstances, however, consumers may be willing to
provide their personal data to merchants or marketers. Accordingly, it would be
30  desirable to have a method and device for easily allowing consumers to make

situation-specific decisions regarding the dissemination of their personal data.



In accordance with the present invention, there is provided a nethod for
providing the personal data related to a first party to a second party. The
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mechani sm for | ocking and 5 unl ocki ng2access to the personal data. The
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stored in the memory of the IC card. In addition, the mechanism for locking and

20  unlocking access to the personal data comprises an application stored in the memory
of the IC card. Then, the method may further include the steps of executing the
application on the processing unit; providing a data access code by the first party to
the application; and unlocking access by the application to the personal data
responsive to whether the provided data access code matches the stored data access

25  code.

Preferably, the memory of the IC card further includes a data access
flag stored therein indicative of whether the personal data is in a locked or unlocked
state. The step of unlocking access to the personal data may then include the step of
storing in the data access flag a value indicative of an unlocked state for the personal

30 dataresponsive to whether the provided data access code matches the stored data
access code. Preferably, the application locks access to the personal data after each
transmission of the personal data.

In yet another embodiment of the present invention, the electronic

device includes a transmitter for transmitting the personal data using radio-frequency



3 el ectromagnetic waves. In this enbodi nent, the nmechanismfor |ocking and
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In yet another embodiment of the present invention, there is provided
an electronic device for providing personal data. The electronic device includes
means for storing the personal data; means for controlling access to the personal data;
and means for transmitting the personal data responsive to the means for controlling

25  access to the personal data. Preferably, the electronic device further includes means
for receiving a economic value in exchange for transmitting the personal data. Such
economic value may include electronic money and points for a loyalty program.

Preferably, the electronic device is an IC card, which includes a
processing unit and a memory coupled to the processing unit. In this case, the

30  personal data is stored in the memory of the IC card. Preferébly, the means for
controlling access to the péfsonai data includes a data access flag stored in the
memory indicative of whether the personal data is in a locked or unlocked state and
the means for transmitting the personal data responsive to the means for controlling

access to the personal data includes an application stored in the memory. The



access to the personal data includes an application stored in the nmenory.
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di agram of t hgsobiatedgvieh 8@ cehditithd oftlccé to ThatpemoaileltaCindGheans € d accor di ng
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15 Instead of an IC card, the electronic device may be a computer coupled
to a computer network or a portable device including a radio transmitter and a switch

coupled to the radio transmitter for controlling the transmission of the personal data.

BRIEF DESCRIPTION OF THE DRAWINGS

20 The invention will be better understood from the following detailed

description of exemplary embodiments thereof in conjunction with the accompanying
drawings in which:
Fig. 1 is a front view of an integrated circuit card according to a
preferred embodiment of the present invention;
25 Fig. 2 is a functional block diagram of the integrated circuit of an
integrated circuit card according to a preferred embodiment of the present invention;
Fig. 3 is a memory map of a preferred embodiment of the integrated
circuit of Fig. 2;
Fig. 4 is a flow chart of a preferred‘ embodiment of a data access
30  application; ' ' .‘ N ‘ R
f Fig. 5 isa flow chart of an exemplary transaétion‘involving an
integrated circuit card according to a preferred embodiment of the present invention;
Fig. 6 is a memory map of another preferred embodiment of the

integrated circuit of Fig. 2;



Fig. 5is a flowchart of an exenplary transaction involving an integrated
circuit card according to a preferred enbodi nent of the present invention;
Fig. 6 iswaoamassey map of another preferred enbodi ment of rdTeusocnsssgr at ed
circuit of Fig. 2; WD 03/023560 PCT/US02/28586 5 Fig. 7 is a flow chart of
anot her preferred enbodi nent of a data access application; Fig. 8 is a flow
chart of an exenplary Figansacllow RhardyOdnotig padferréddsigidiment ofiardats decessr d
according to another preferred enbodi ment OF the present 5 invention; and
Fig. 9 is a #pbgtMart of a read function of a data access appllcatlon
according to anot her f
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characters a;rneegwaﬁcltcmltdxar"tbﬁ@ofdnk@tocamﬁmﬂpnfareﬂrenﬂmatmesmsfth‘e présent nventi on.
10 DETAI LED DESCRI PTI ON OF THE | NVENTI ON A preferred enbodi nent of the
present ihveWVe¥WAMd pe described with reference to an integrated
cireuit ("1C) card, whiechid Snbblcist bp4 Rflaliindibd of & datBcest bpfiRbflon 00 | 00ks
simlar to a convention credit card, but also includes an integrated 15
circuit 122 mmenhmgwmamdﬂetpcﬁmxm&ﬂnﬁmdnnaﬁwﬁﬂmZﬁaﬁnth@ﬁwmn|catlon bet ween

the int ted circuit, 122 d t | the | d 100. The IC
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cash card (i ¢fractéds GRMMed %@teﬂil&&oﬁl@ﬂﬁé@é b!r featubl of iRt in¢tione transferred
when the cardhol der makes purchases). Simlar to the conventional credit

card, th¥ front side of the | C card 100 20 preferably contains the

cardhol der's nane 112, 2 2 0 the date until
which the card is valid : . i al conpany
whose services are Useﬂﬂwfehb@eﬁ%&in{eﬁtéftheﬁﬁsérﬁﬁlﬁ%hﬂ@)wﬂﬂbedlé‘seﬁbetm this
specification and the appended clains, the term "termnal’ shall be used
to generi cal Withaelstenrgl @émeg@éed/\ﬁltcﬁlt\ﬁmwf&ﬁ wiich iy ifusteased g dadhe cat e.

A term nal I I i The
ceypad and t 1o e 0Y ISOIHERR 16 EBP Ao SRRt N FOM0R & iR (TP
term nal 15 Thard(ﬁylmdha’eincamﬂ eldeaidab eontdots 15231! ﬁcborarthEBlS@ﬂbetWBen the ent er a

personal identification nunber ('TIN'), and to enter t act i 88
i nformati on. inf¢gaatgd g]ﬁqudg,lZZ and devices external to the IC card 100. T eI card 100 may

be used as a credit card, a debit card, and an electronic cash card (i.e., a card
containing monetary value that can be transferred when the cardholder makes
purchases). Similar to the conventional credit card, the front side of the IC card 100
20  preferably contains the cardholder’s name 112, the cardholder’s account number 114,
the date until which the card is valid 116, and the logo 118 of the financial company
whose services are used by the card (e.g., MasterCard®).
As used in this specification and the appended claims, the term
“terminal” shall be used to generically describe devices with which an IC card may
25  communicate. A terminal typically includes a card reader, a keypad, and a display.
The keypad and the display allow a user of the IC card 100 to interact with the
terminal. The keypad allows the user to select a transaction, to enter a personal
identification number (“PIN”), and to enter transactional information. The display
allows the user to receive informational messages and prompts for data entry. By way
30  of example, a terminal may comprise a card reader in cbmmum'cation with or
incorporated into a point-of-sale device, an ATM, a computer, and/or a telephone.
Fig. 2 is a functional block diagram of a preferred embodiment of the
integrated circuit 122. The integrated circuit 122 includes a processing unit 210, a

memory unit 220, control logic 230, a timer 240, input/output ports 250, security



allows the user to receive informational nessages and pronpts for data
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therein unique I'C card data such as secret cryptographic S 320 and a
card PI N 330(RONB Zgawleqtn@arlwrwb&mmrwm;ablm@i frely vecraery (EéBEOM) 224,

wel | - known hic the private keys of public-key
pairs, whi cha%‘%/‘gang‘gfgba%?%srs %X{ﬂg@@u on of the IC card and data stored
in the I card. The caFg, Blshowse nisorhenapFet hembsoiaiteadd debbraig taacess to
the 1C card. Preferably, the secret cryptographic keys 320 and the card

PIN 330 are greberead gmpposliment pf thepresenbmveghiane rASShoroNn 1S, the mepqryanitn ot
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100. The opecadiPIy 33Ys (ThwsS6t drpptdgrap]md keyze&ﬂ!i)tmw b&amyatyde apweil-kadwons and
cryptographic keys, such as the private keys of public-key pairs, which are used for

20  authentication of the IC card and data stored in the IC card. The card PIN 330 may be

used to lock and unlock access to the IC card. Preferably, the secret cryptographic
keys 320 and the card PIN 330 are stored in a secure area of ROM or EEPROM that is
either not accessible or has very limited accessibility from outside the IC card.
The memory unit 220 also stores the operating system 300 of the IC
25  card 100. The operating system 300 loads and executes IC card applications and
provides file management and other basic card services to the IC card applications.
Preferably, the operating system is stored in ROM.
In addition to the basic services provided by the operating system, the
memory unit 220 may also include one or more IC card applications 350. For
30  example, if the IC card is to be used as an electronic cash card, the application
Mondex™ Purse from Mondex International Limited might be included on the IC
card, which loads an electronic value of a certain currency onto the IC card. In
addition, if the IC card is to be used as a credit card, the MasterCard® Credit
application from MasterCard® International, Inc., may be included on the IC card.
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menory on the | C cardspeafist € a8 typrealidhate Raued miiody Edpasity dkdoshored in
ROM which are subroutines that perfornifrequently used 15 functions or

procedur es, siacmdepstrstraintstaf pédcifamempiyron thyie cands.rantICaed 32p alspdaveisual |y
witten in the nati | angua h rocessing.unit .210.s0 that they can
be execut ed?V&t eagﬁg Eﬁ}%Pm%’ﬁ’b%ﬁg Sl%r?lﬁmggg’rag?’eer}c%ﬂ%%%t Wsdt of the
present {5VveRincBs ortphScddBIMR) Mck Bé athéfhatitfl Fundtiohs dEEe gridaivas 3DEAS8S
application 340. The data access 20 application 340 has associ at ed

therewith a ustedyaaiesdn henpatiye languegeraf thepresessing agit2449 so el theysan Benal
data file 346, T . ess PIN 342 permits access to certain functions
of the data g)éeé:g{s]egva%@f@g ion 340 (to be discussed below). The data access
flag 344 indicates thelishabriaate Witk apesioeedtmbadiment dfehSg@sént taventidigt her

the personal the memory unit 220 also includes a data access application 340. The data access
20  application 340 has associated therewith a data access PIN 342, a data access flag
344, and a personal data file 346. The data access PIN 342 permits access to certain
functions of the data access application 340 (to be discussed below). The data access
flag 344 indicates the state of the personal data file 346—i.e., whether the personal
data file is locked or unlocked. The personal data file 346 contains personal
25  information of the cardholder. Such information may include, for example, the name,
address, telephone number, email address, and/or demographic information of the
cardholder.
Fig. 4 is a flow chart of a preferred embodiment of the data access
application 340. The data access application 340 has four functions: a store/edit
30 function, a lock function, an unlock function, and a read function. The store/edit
function is used to store and/or edit information in the personal data file 346. When
this function is selected, it is necessary to transmit a PIN to the data access application
340. In step 410, the data access application determines whether the transmitted PIN
matches the data access PIN 342. If the transmitted PIN matches the data access PIN



data file is |l ocked or unlocked. The personal data file 346 contains
personal 25 information of the cardholder. Such information may incl ude,
for exanpiv® o3tohssemane, address, tel ephone nunber, ennil addviesssaand/ or
denographic information of the <cardhélder. Fig. 4 is a flow chart of a
preferred enmbodi nent of the data access application 340. The data access

appl i cation 34f) ihagp 4o0rthé Bae bt @BSapplicSicd Loredhdw 3Prdvitad aain the pefolal
functi on, an unl ock functi on, and a' read function. The store/edit function

is used to sdanéleadt. dothertvise, iifithe tansmigiad PRN dpes nss maithathe date acqess BIN46.

When this fu r mt a PINto the
data access géipln?% %@:’e[hgﬁé}ggfcess%pﬁw%ﬁ% %ﬁﬁﬁy@aﬁggagggss application
det erm nes whet her therﬁ@ﬁﬁéﬂdck%chﬁhs mfédﬁﬁlﬁéﬂii@aﬂﬁcﬁmé‘sspl N 342. |f

the transmtted PIN matches the data access PI N WO 03/ 023560 PCT/ USOZ/ 28586
8 342, ind st applispiion stpres gyeledn theddatagesess dlagidah indieative ofielpcked platrifeed dat a

in the persopa PR persdtbiial [ 3300 WIS WhidGe glokrions ok-GRIT BACR Ll 1085 not

mat ch t he da access In s ata access a i cation
returns an efrgqaired tudiee pridhiad tmmeldatalacéamapplmatwmﬁibIIacstc@oldAOL thesiatap 430, the

data access 5 applicatjion, stores val ye in the acces
i ndi cati ve oRC§sy Fpkisalan defermings whefher g@ﬁ%ﬁ@ﬁte&ﬁam?@éeséﬁ%éat%ﬁ%“t he

unl ock fU“CtPﬁﬁ'r'shf ﬁ%@&aﬁsﬂmt@dﬁm\lma&h@%b@atara%&éh ped 349, 1H%teBr49Wt‘H€d to the
data access application 340. In step 440, the data access appl i cation

det er mi n&§ whathhegess hgplicatiorsstotes e valk in ﬂatdatmceslse’lagéﬂé izectiys of @ N 342. | f

the t tted PIN th | N.342 t the 10
data acoess HBBFIELARORaRDpeson uR SBF T tabetie bk Badiriad Py o 0°
i ndi cative ofoaRatcH MOdHLELEIAIRN 0! inl &) 487, SRl £t aB}rh@t@ﬂ@etuﬂs Rerwi se,

if the transmtted PIN does not match the data access N 342, in step
480, the dat arraceslss application returns an error code. \Wen the read

function is selected, i st 4 he.da es on 340

det er m nes whet her the ﬁgﬁ%aggg Ci&llogls ?fjl‘%teadcgl %@i(ﬁtlﬂepcfaltd[%c%&s er sonal
data fil e534Gppiscatioh gm(kaetenmhest,\k}netﬂ@ttﬁe ans acesd flag3 Bhiddicaids dat ¢e an

unl ocked state, the data in the personal data file 346 is returned in step

470. Ot her wi sersongl detadile 346 i udecked Hithgdataacqepuilemidkindicpse petnleckade. o

d |
ransacts on PRSI AL Re G S-S HR 1TM i tetiefl i WM S ORI E 1 MECTE AT
100. It is agataneecksk ﬂag 3p4 irdlicakes aflbeked agitd) micngr obde it hetuined insstep 48, t he

data access flag 344 indicates a |l ocked state for the, rsqQnal _data
g Fig. Sais a flow chart of an exemplary transactlo?leinvoq%ng the &ata

20  access application 340 of the IC card 100. It is assumed that prior to the beginning of
the transaction, the data access flag 344 indicates a locked state for the personal data
file 340. In addition, it is assumed, for the purposes of this example, that the
cardholder is ready to buy a product using the MasterCard® Credit application stored
on the IC card 100. In step 510, the cardholder determines to permit the merchant

25  with which he or she is about to transact business to have access to the data in the
personal data file 346. Accordingly, using a terminal provided by the merchant, the
cardholder executes the data access application 340, selects the unlock function, and
enters a PIN matching the data access PIN 342. The data access application 340 then
sets the data access flag 344 to a value indicative of an unlocked state for the personal

30 data file 346.

In step 520, the cardholder uses the IC card 100 to tender payment for
the product for which he or she is interested in buying. Once the payment is
processed by the merchant, in step 530, the merchant attempts to read the personal

data file 346 by executing the data access application 340. Since the data access flag



file 340. In addition, it is assuned, for the purposes of this exanple,
that the cardholder is ready to buy a product using the MasterCard(r)
Credit apploaessen stored on the IC card 100. In step 51®cTiss2/egssdhol der
determnes to permt the nerchant 25 Wwith which he or she is about to
transact business to have access to the data in the personal data file
346. Accor di 5@l Mdickish B udlotlesdniAé thdday hetess plitRBnBRA0GRARhits tHeelata in
cardhol der executes the data access application 340, selects the unl ock
function, arnde perserslslata fibe RAertn BReEceRe data access PIN 342. The data

access application 34 S i e
i ndi cative of an unl ogﬁ%ge?%lg’tlg%%gﬁsag htggérge}rcg%ﬁg@%v@(g?%}i?%ﬁ) chﬁegﬁg! 1%I n step
520, the carmibehdisldes@exthunge lfé: aeadd td e petsohslrider filpa¥Forenanipds, thd he

product for which he or she is interested in buying. Once the paynent is
processed bymekhangrahpravideidgeeirapunespiion indhe oyl 3Pusthagiieovpbot %ad t he

personal d il ik 2 i | Si nce
Phe data acosocr perffhvad, S EsyREh B 5T andRer fifRilonah tivtodtor

unl ocked st alogalty pein@dha ascicdssnabbplndeathedernB4Mdtcondisions of 4 logalfapragiam  t he
personal data fil, 46 to the nerchant, Preferabl in s 540, ..th

mer chant  pr offF §déc eé@&ﬁ%‘ﬁ'?rcl_s B@ﬁ’é’f"i‘ﬂanf'ohpl S(feﬂi’eg a?’%/fh?) P%?%tﬁﬁ tré?@@ﬁté‘?fbg’ef or
access to t he@eiaNalks 4R ferbdrabdatf le RXAMRE QatalaB&osd appicafilt may provide
direct renuneration in the formof a purchase discount or a rebate.

Al t er nat 10/el ]temnhévatprtbhdate acaeys mpdivatem madavtenaticalinleck the personah dethe f or m

of loyalty ints that are redeemapl e ynder the.ter nd conditions of a
| oyal ty progﬁ%rﬂ °F BICIER R ofﬁ?edﬁ&ﬂ 183 ePesrs%{laEg?‘tf‘ Iﬁfe}; pant: ™® gsseﬂ%%nq%o, at
the end of t{igshénsaghéGherchdis aré preleled Son QeksindBe pefsanaitadnéa file
using the data access application. 10 Alternatively, the data access
appl i cati on welgssatiserpli¢idypnlpckeddyy thpeargboldegal data file after each
transm ssion of the da ' I il ' ent
transactions, other nefﬁ%g%]flés‘bg% 121%%1?)238%%?gg&ﬁt%ér%pg%fg;ggd;?nﬁa&cp EH@?@%W
data filg uRleR®Sy it 220. €KY érebddintentrolf Tok @dndlyddshe oparatingsgkeem 660,9. 6 shows
a nenory map of another preferred enbodi nent of the 15 ne y.unit 220.

4

5 .
The enbodi mepEm#fvertdl, ssereherypiaasrhs kspepa pregrdshist @1, aed Pﬁ{%@‘-’rﬂSt&ﬁ%s 610,
secret crypt Q/ﬂfsc?lt o ﬁle%gﬁﬁ% aBaQse ais&%%&l Ve#tﬁlre@é%nc%Qhﬁgrﬁié%glghpdﬁig@Q whi ch

are the sanme a ose discussed wth reference to t I'ment-of Fig. 3.
The enbodi nent of Fi g. The almbodiineal efdds. Galsaineldec 2 dsta apgss amtlicatmorteHl),

whi ch has associated therewth data acces i.n 642, access conditipn data
644 and a W Cch%nas associated%erewﬁh a%ata access plsn é)4!2, access conﬁﬁl%n data (ngf, and 4

20  personal data file 646. The data access pin 342 permits access to certain functions of

the data access application 640 (to be discussed below). The access condition data
644 indicates the terms and conditions under which the data in the personal data file
646 is to be accessed. For example, the access condition data may indicate the
identity of the merchants to whom the data in the personal data files may be provided.
25 In addition, the access condition data may indicate the minimum remuneration the
cardholder requires for access to the data in the personal data file. Such merchant or
remuneration requirenients may be specified for the data in the personal data file as a
whole or may be specified individually for each data item in the personal data file. As
previously discussed, the personal data file contains personal information of the
30 cardholder, such as the name, address, telephone number, email address, and/or
demographic information of the cardholder.
Fig. 7 is a flow chart of a preferred embodiment of the data access
application 640 of Fig. 6. The data access application 640 contains three functions: a

store/edit personal data function, a store/edit access condition data function, and a



20 personal data file 646. The data access pin 342 permts access to
certain functions of the data access application 640 (to be discussed
bel ow). TW® @oesss condition data 644 indicates the ternmPcandbocesmst i ons
under which the data in the personal tlata file 646 is to be accessed. For
exanpl e, the access condition data may indicate the identity of the

nerchants t o MamctiBe dated thdstbRRARYeRBAAdathifufctidn i SelbBYd, Mg RitpYédad. 25
In addition, the access condition data nay indicate the mninmm

r emuner at i onepphicationsddrdstatanines duystcp @50 hethaoe rarsmitied RN gatches thedata
personal data fil C r.chant renuneration regqu nt, s be
specified f oF P a@g' ﬁﬁﬁ%ﬁf@nﬁgﬁgﬁy naag%’}gs]ﬂﬁ %a?aa%ccgs%%gf;@, gﬁﬁ #"g%// be
speci fied i ngickdstigplitatioh@for@Ashv slediséd &t inthk PerspRdl dafadile 4as & dtép 20.As
previ ously di scussed, the personal data file contains personal information

of the 30 caPdisovigeril theyansmited RANglggenotapiclethe datadceess SAY odnbedatagnyi |

address, and ¢ inf { e cardholder. Fig. 7 is a
fl ow chart oéc%éss;?ggﬁga?{rogg%ﬁgggiengg?&!?ﬁﬁtsﬁg 732’[ a access application 640 of
Fig. 6. The data accesWhepphd stadeiedit a6¢8s cardittomndatd fimetori isrselettedsthe data

store/edit personal data function, a store/edit access.condition data
function, anFCESSAPPheten$4E @eﬁﬁ@?ﬁ’@%ﬁlz?t%%wg%%errae%ﬂmﬁmRmab@h@ﬁh? he

store/edit Dl als PR 41 UGl PhshiAPRGh e NEAfALAACPREEL, MAA£ Al 1 ON

640 determnes I n step 0 whether a transmtted PIN nat e data
access PIN 6dessldpplitmionredi stores e ¢ ivised advess dohéitidatlatadosepd4@l N 642, the

data access | j cat.ion store or revised data in rsonal data
file 646 in Qﬂg‘g“’#%h@ t@ﬁ‘é‘ﬂ@@%@ P‘PFén%tF%ﬂ?rﬂ%’%*’t %aeﬁl"li}%fg@st%ﬁgﬁmnat ch
the data accggssRipMibdRn tiithsdletror 86&SRStpPALI cation returns an error code
in step 770. When the store/edit access condition data function is

sel ected, the data act8wus thgushd fmctionisehBcitd: e dhtasscish applivgtigB®Athhet her a
transmtted PIN mat(ghes th d dat a aﬁa%gss PI% 64 'tlf tcg trg?a%m' gte Pl N
mat ches t he tRIFRAE LA Rrosjdqd &Y 3 merpiiang agsqoiated witli the con g?l?sco ‘on 640 stores
new or reyi sl c8Rdieshs ﬁféﬂﬁieﬂibzmhéj@céssicﬂn&tiw ddt4 @44 Ot srall ofthd he
transmtted PIN does not match the data access PIN 642, the data access

appl i cati on eendifions asgsagisfiesh, seme er alhokihe gatazn thearespnahdaty Bleds pravidedde i s
| ected, th | j . 4 i
ror chant " ass e BrERERFRS AR ORAMING e G LTSRN B PR B T

speci fi ed bycédednarpess. Torgkirt the ataiacydihe dhtago be paviddd byahe trieechant,
conditions are_satisfied, saonme or all of the data in the pergggg{;ég%ta file

i s provided thdekenarbefaneded i themergant irmaals Fdlisitally signe
applicatjpn Q40 returns an error

Fig. 8 is a flow chart showing a typical transaction involving an IC
card with the data access application 640 stored therein. In step 810, the payment
processing of the cardholder’s purchase is performed. Such processing may involve,
for example, the execution of the MasterCard® Credit application on the IC card. In

25 ' step 820, after the payment processing, the data access application 640 is selected and
the merchant attempts to read the personal data file as described with reference to the
read function of the data access application 640. If the merchant successfully reads
the personal data file, the merchant provides the cardholder with a form of
remuneration in step 830.

30 The embbdini‘ents of fche data accc‘sé applications of Figs. 3-4 and Figs.
6-7 are not exclusive, but may be combined. A data access application combining the

r features of the prior embodiments would operate in the same manner as previously

discussed, except for the read function.



code in step 770. To ensure the accuracy of the data to be provided by the
merchant, such data nay be encoded into the nerchant term nals or

di gi tal | ywsi@groesseby 1 C card 20 issuers. Fig. 8 is a fl owrdtard022¢mei ng a
typical transaction involving an IC tlard with the data access application
640 stored therein. In step 8 10, the paynent processing of the

cardhol der's purchase Ff. P& 4 A6WRHart SE8 Praférfsiemst oo )6 iiiehd/ finctidOr
exanpl e, the execution of the MasterCardS Credit application on the |IC
card. In 25 Brepagrgcessfpplicating combining thp festreseitge pravioud snkodiscatss In
application §404,i e . . at. ol er sonal
data file asg g%(?’l %ee%a%gmafﬁgsf%ggﬁéet%%eﬁ?%&? ‘%Hnegé%%g@é%c#?eg%%gg mtdﬁcgdtegat a
access appl i g@hmlocke@4bite For thdygersomat fean files UE grskifaddeyss fRgdsdicdtéseanper sonal
data file, the nmerchant provides the cardholder with a form of

r enuner atd onuilackedsipte 3o step§26:e datp aercrprplicafon datumyngs yhethes the
applications i . i . = 1. i e
conbi ne - d. m%c(]‘jl g%tgﬁgac%ggfé&;{g% F(:)rg%??ng ﬁn(%%%%ﬁ?ﬁ% at%ﬁéh U?ﬂe&éﬁ%r} %igé'o@t%ﬂg pri or
enbodi nent s theulath pess diag indicdtéseansaniecked stater andshpa@esscoaliyiondars catssed,

except for the read functjon. WO 03/ 023560 PCT/USQ2/28586 .11 Fig. is a
flow chart ﬁwé&wwg@wﬂea&aa%s PPFI}%%H&%??%F?C'?IF giprehagy in gf‘tﬂ’a‘%%é?-

access appl i eatdrfie CRIBIRicBEe fshemhRALY HRSMOELAN ¢ RESYLQUS enbodi ments. In
step 910, the data access application first determnes if the data access

flag i ndi€ates an unl ddtkeughsthapesfémed erhizodiments nfithegagsantfinvention futitineardat a

access flag jndigates an 5 unl.ocked state, in,st 920, t dat ccess
appl i cation B‘gf;@ﬁ i ﬁé’ges%té{%eé’lnoflﬁseHOti]él?lteﬁéﬂtgucé]a% R a2 ngf B%r?@i%‘gaﬁ?i ons
i ndi cat ed by J¢16esa3R6ES freGRilided inWdn@Mdrdial trinsB@idhs nidydedRbAwWaR ERSSreddnY

i ndi cates an_unl ocked state and the access conditions are satisfied, the

dat a access #pphiiemtfasxampleserrtas Tasperéativnmathogsieshsvieliaplemanted mer chant in
step 930. QO herw.s a Fro i tur. 0.t i ep
510" 10 A t nogRoE B RDe Sty B S el B LRE il IF Bl BREPP,

an | C casd, aidwofy @@ atichtoembionts Drieauch syktdne thoEstiPhssayhadi ment s.
O her portable data devices which are utilized in copmercial transactions

may be used WhplEmenied by dieMetropolijaniagpporiapen Suthesiteof New¥grk State. The

transportati LLi j g : i | | [,on
Ly ahe oy B PSSO FPEITRLATER: S ARSI i GRS ET,
conveni ent f aansimitsd ¢ResxclikieclyiddntiSying @ matsridtsecEoudht. Paden aysdterist

i mpl enented by the Metropolitan. Transportation Authority of New York State.
Tme) a]?)/proac esa tolf)gate, a recelverainstﬁ?ed in the toll gate recelve% the motovr\{stY s

20  unique code and the system automatically deducts a toll amount from a prepaid
account held by the motorist.

According to the present invention, the personal data of a motorist
could be stored in such an electronic toll device and could be transmitted to the toll
authority for its use. The electronic toll device could be equipped with a mechanism

25  for locking and unlocking the personal data, such as a switch that controls the
transmission of the personal data. In return for the transmission of the personal data,
the toll authority could provide a toll discount or other benefit.

As yet another example, the present invention could be utilized with r
electronic commerce over a computer network, such as the Internet. In this case, the

30  personal data of a“cc‘)mpu_te‘r user, a data access PIN, énd a data access application
could be storéd on the computer user’s éomputer, instead of on an IC card. In
addition, a data access flag and/or condition data may also be stored on the user’s
computer. Then, when the user engages in an electronic transaction with a merchant,

the user’s personal data may be transmitted to the merchant’s computer if the personal



E-Z Pass systemuses a portable electronic device that contains a radio
transmtter that transmts a code exclusively identifying a notorist's
account . Woers/oa3ssot ori st approaches a toll gate, a recei waT/Useegdsted in
the toll gate receives the notorist's120 unique code and the system
automatically deducts a toll amount froma prepaid account held by the
nmotori st. Acggs Gidid uhRckEELPIHRuSAtanti vy &Y herBhartt Batighies #erahdidatisindicated
notorist could be stored in such an electronic toll device and could be
transmtted bythetsendigpp dalg@fHeausesy for its use. The electronic toll device
coul d be equi pped with I 3 . i i

personal data, such asAghgﬁﬁﬂ@Ebﬁﬁgﬁég%ﬁﬁg%ﬁ%h#%gdg%ﬁ%ﬁ?%?@é#%ﬁm% R&he

per sonal dat gertaimprieirtedrenftodirhdies, vedasmedifications, difemtipas, and albstatians t he
toll authority could provide a toll discount or other benefjt. As t

anot her ekanptibbe knpwvihorahypgus;ty those Plﬂhe‘ﬁ’éll} Eia‘bf@“ﬁﬂpﬂ e?éﬁmv‘ﬁ% th&lsg%’(%r oni ¢
commer ce ove 4 SO, . In this case, the
30 personal %g?gﬁ@?@ﬁ&@ggﬁ%ﬁ?@;&Sg@#%ﬁ; gﬁgﬁggggggﬂﬁﬁhL and a data access
application could be stored on the conputer user's conputer, instead of on
an ICcard. In addition, a data access flag and/or condition data may al so
be stored on the user's conputer. Then, when the user engages in an

el ectronic transaction with a nerchant, the user's personal data may be
transmtted to the nerchant's conputer if the personal WD 03/ 023560

PCT/ US02/ 28586 12 data file is unlocked by the user and/or the nerchant
satisfies the conditions indicated by the condition data of the user.

Al t hough the present invention has been described with reference to
certain preferred enbodi nents, various nodifications, alterations, and
substitutions 5 will be known or obvious to those skilled in the art

W t hout departing fromthe spirit and scope of the invention, as defined .
by the appended claims. WO 03/ 023560 PCT/US02/28586 13 IN THE CLAWS: 1. A
met hod for providing personal data related to a first party to a second
party, said personal data being stored in an el ectronic device conprising a
mechani sm for | ocking and unl ocking access to said personal data, said

met hod conprising.the 5 step of receiving said personal data by said second
party dependent on whether said personal data is in a | ocked or unl ocked
state.



2. The nethod of claim1, farther conprising the step of transmtting said
personal data by said electronic device responsive to whether said personal
data is iwomsokssshked or unl ocked state. 10 3. The net hod afcTevsaenmsske before
said receiving step, further includintg the step of |ocking or unlocking
access to said personal data in said electronic device by said first party
usi ng sai d npeigp GNAIMS: The nethod of claim 1, further including the step
of providing an econom c benefit by said second party to said first party
in exchange for shi d methodfen provigingessons! dafapelates lqadiist PEIYAP hsgcongher ei n
sai d econom ¢ _henefif I i : . Sal Ll

party. 6. Th%arﬁ'ef %éggrg?ﬁ%ﬁgﬁ%%@%%%gfg} %l %ﬁ#fgﬁ@eﬁzﬁ%&?ﬁg@ﬁgﬁﬁrﬂ?@hﬁgﬁet ary.
7. The net hogbr tdckilgaindudhlockhigretdss s@iaid parsnniriista eitbhethod nompsing fiei nts f or
20 a loyalty programfor which sajd firs& parég iSs.a ggrtici ant. 8., The
met hod of? cl gpmpiteceimidgspid personalsisiaynsaid sspad Pty drpsadqnhan et saldigr ess,

and tel epho finSabeekiior ShioPRdd Hate 9. The nethod of claim 1, wherein
sai d personzlll(;Jer a a&ﬁ{t%c i :[g&ktehe emaoiB]F‘:'r aﬁ%ress of said first party. 25 10.

The nmethod of cl a2.mThe métbodkofivisai Y fimthes cnsiprisiag shd stey oftteansaigting saphi c

information rel at to said first party. 11. The thod.of claimof.claim
L e el SBFEHBAHARY SRilebetDBE KBRS Hsaonie ' SRS Sucasson Al
personal datf k&l & JiBsHRedkes. switch. 12. The nethod of claim 1, wherein
said electronic device is an integrated 30 circuit card conprising a

processi hyy unit abd Thermeetbodotdapl bbefase sajdirerepring depsifgher grlading Hied

personal data bej stored in said nmory. 13.. The. f.clai ,
wher ei n sai d%ﬁgetﬁﬁklgﬁ]‘){ B’%OFISBE %‘besgﬁcfmd{%elr%oélﬁll d-r%a glzzr%}eds@g%t%mscaﬂieg&égebﬁé onal
data conpri S%dﬁﬁt§Whﬁﬁg Q8 nSchaBgni N said nenory. WO 03/ 023560

PCT/ US02/ 28586 14 14. The nethod of claim 13, wherein said nenory farther

includes a data Accéwamebabokelaimed fyﬁb@rém}gdigg_them@ HeragdingRnc| ai m 14,
before the step of $&G8H ¥ Ma sLhl hehy GOMRT hitt Plty & BB Fordhid personal

15 data.

5. The method of claim 4, wherein said economic benefit is a discount on a
purchase made by said first party.
6. The method of claim 4, wherein said economic benefit is monetary.
7. The method of claim 4, wherein said economic benefit includes points for
20  aloyalty program for which said first party is a participant.
8. The method of claim 1, wherein said personal data includes the name,
address, and telephone number of said first party.
9. The method of claim 1, wherein said personal data includes the email
address of said first party.
25 10. The method of claim 1, wherein said personal data includes demographic
information related to said first party.
11. The method of claim of claim 1, wherein said mechanism for locking and
unlocking access to said personal data is a mechanical switch.
12. The method of claim 1, wherein said electronic device is an integrated
30  circuit card comprising a processing unit and a memory coupled to said processing
unit, said personal data being stored in said memory.
13. The method of claim 12, wherein said mechanism for locking and
unlocking access to said personal data comprises an application stored in said

memory.



5 executing said application on said processing unit; providing a data
access code by said first party to said application; and unlocking access
by sai d amd i3@masicon to sai d personal data responsive to \Huarsee/28a6d
provi ded data access code matches sai th stored data access code. 16. The
met hod of claim15, wherein said nenory further includes a data 10 access

flag indicative ofs whehlRelodstcthiBersahaleiral dmemotyfudthePinkRded dainl ocked
state, and wherein said step of unfocking access includes the step of

storing i n sacessdadeastoreddlsyeinf | ag a val ue indicative of an unl ocked state

code: mat chos. sai d Sy B RRA itadde belf e oo ST AL ARG CahBide S

further comnéstepdof: he step of |ocking access to 15 said personal data by
said application after each transm ssion of said personal data. 18. The
met hod of claim 1, wheePwingsaid applipation oeaid RIPFRFSBEVHItper sonal dat a

i ncl udes inserting sai | i Vi LA rJn ; . Of. adi ng
said el ectronic devi cﬁoglg&%cgﬂ%% c%%ddoggbglgglﬂrﬁr%ﬂwgé gaﬁ{l}‘g a#cgtle ’ea!(E:ltSr oni c
devi ce includes a 20 turdockinhg Aceessibyrsald appicatiohito gaid pettoped rdatanadpodsivataisi ng

radi o-frequency el ectromagnetic waves, and wherein said step of receiving
sai d per sonavheibgrsaidprpyided data agqess sRyeduat esﬁ%‘ﬁégﬁ%ﬂ Sad%lﬁ%f’eﬁsrf?o%gh

radi o- 1 equency e} eab; AIRAREY duiPILES herdh T NeHREMRANR! 1nEl,aLaM dataWher ei n

said electronic vice I's a conputer coup to a conmputer network. 25 2
1. A netlifod deoessilagundicatyepdmdethat sddpearsomdl deteds ine lackéd gtunfmked stats, a
second party using an el ectroni¢c. device.havjng stor t her.ein jd
personal dat %‘da r Bﬁﬂ‘@dtsfeé’rf’f!u&g)[cgmé?g%fﬁ alcz'ﬁieé\ng}%t[?oﬁgf%n@ﬂg S?)lfi_sdgta_cess to
sai d personalccdathe Sailk RBIENE ofGANRIdckENSaleTer SiEPpSs@ial BtanEpbidivde dat a
by said second par?y associated wth said conditions 30 of access to said

per sonal datwhetherdardguevided datancdesnendegnatehes saidstoredilata peqesoenale. dat a by

sai d second party ependent . on her said.t.rapsmtt ta |

consi stent at |east Tiqjlﬁ%egg?&%cﬁﬂmsm@ﬁhl&%ﬁ%?W%ﬂg e{%e.p %%%g%%o

PCT/ US02/52858&d pekSordidatd B§ shltapplicatibn @fial ¢icR krandmhikdibe bl edperbsiangatbhe step
of transmtting at |east certain of said personal data by said electronic

devi ce dependent bh Theandiked efglaim 1, wherein said step of receiving sald personal data

includes inserting said electronic device in a terminal capable of reading said
electronic device.
19. The method of claim 1, wherein said electronic device includes a

20  transmitter for transmitting said personal data using radio-frequency electromagnetic
waves, and wherein said step of receiving said personal data includes receiving said
personal data through radio-frequency electromagnetic waves.

20. The method of claim 1, wherein said electronic device is a computer
coupled to a computer network.

25 21. A method for providing personal data related to a first party to a second
party using an electronic device having stored therein said personal data and condition
data associated with conditions of access to said personal data, said method
comprising the steps of:

transmitting data by said second party associated with said conditions
30  of access to said personal data; and o
receiving at leést 'certéiﬁ' of said personal data by said second party
dependent on whether said transmitted data is consistent at least in part with said

condition data.



transmtted data is consistent at least in part with said condition data.
23. The nethod of claim?2l, further including the step of providing an 5
econoni ¢ wensfzsseby sai d second party to said first party RQT/ES0ehgssge f or
sai d personal data. 24. The method of5 claim 21, wherein said electronic
device is an integrated circuit card conprising a processing unit and a

menory coupl ed t m2sahd nivtisdasTsldng 21y Rirther edipridies thie Rtcpdif drapenisiipadt data and
said condition data are _stored_ in said 10 nenp(rﬁé., 25. The nmethod of claim
24, wher ei n le2it gerfayr efsaid persenal e by said glochenigdistica depeagdantionayiedier stidr ed i n
said nenory, £ ur . 1.S) t: iqi.ng by said
application t\r/\%g%h&eelrd c{saal 4 ct8 fr?%ﬁéﬁr;[ﬁt %gg lﬁg?‘?‘?@ sg{(gln%?lg?%?tdggaf | east in part
with said condi t130Mhdaiethodldd cBim 240 fiether inchiding e viep of pmvplingamg:  nmeans
for storing persopal data,; ans for controlling access to_sai.d persqnal
data; and nmeRALOMIGLERERHIMTA ?eﬁﬁni%arrﬂ’ RSPl P t‘%%é‘?ﬁ%?l@f‘%‘g%rs%ﬁd
means for cgptrolling access to said personal data. 20 27. The electronic
device of claim 26, further conprising neans for receiving a econonic

val ue i n exchange24. Ghe tuetinsindficlaimg? 1s sihdrepesasdelattratat devigsis afl irdeghtedt r oni ¢
device of claim 27, wherein said economic,value is ?@%‘?@trgi c _noney. 29.
The el ect r orfitCUH &G AGOYISTIEA PHOSFSINGHEY @pﬂag}ﬁ%oré% VI RIETE Boi nt s
25 for a | oy@lit ¥n®HasfeiRaiBPersoadsth 8d 500 tondie ERa B stdrad M Akt Wherein
sai d personal data includes the nane, address, and tel ephone nunber of a

person. 1¥1. mhmowl.ectroni ¢ device of claim 26, wherein said personal data

i ncludes the ennj ddress a rson. .30.32. | Lce of

cl ai m 26, wher eimraliés i ﬁ%eﬁ%do%facllalﬁl%aw?lﬁ{: e é(gl%teo%%g%rg{é%ﬁ% %a?@nn%})u%% ion of a
person. 0 33applib&iddl terkd @Néaed ARMicEE a8l figtirk bddprisind tHeatop Eaekrnaasbyf or
controlling "access to said personal data conprises a nechanical switch. W
03/ 023560 PCRIdmmicaenBahethe said trapgmitiqddata is gpesidentiat leagfin pprawithssid wher ei n

sai d neans fé)orndhfo?lrh%'fg.tti ng

15 26. An electronic device comprising: ,
means for storing personal data;
means for controlling access to said personal data; and
means for transmitting said personal data responsive to said means for
controlling access to said personal data.
20 27. The electronic device of claim 26, further comprising means for receiving
a economic value in exchange for transmitting said personal data.
28. The electronic device of claim 27, wherein said economic value is
electronic money.
29. The electronic device of claim 27, wherein said economic value is points
25  for a loyalty program.
30. The electronic device of claim 26, wherein said personal data includes the
name, address, and telephone number of a person.
31. The electronic device of claim 26, wherein said personal data includes the
email address of a person.
30 32. The electronic device of claim 26, wherein said personal data includes
demographic information of a person. - .
33. The electronic device of claim 26, wherein said means for controlling

access to said personal data comprises a mechanical switch.



said personal data is a radio transmtter coupled to said nechani cal
switch. 35. The electronic device of claim26, wherein said electronic
devi ce i swas/nstcegrated circuit card conprising a procesfamuwnsssand a
menory coupled to said 5 processing utnit, said personal data being stored
in said nenory. 36. The el ectronic device of claim35, wherein said nmeans

for controlling a¢caassid@osididdvieebselaiad 33latlaréeneiidingass fordahandideess fl ag
stored in said menor i ndi cative of whether said personal data is in a

| ocked or un$aéf1:]z@@|0@_{é4té is %Iﬁdif’ﬂﬁ%ls@li@w‘élﬂ?‘ét%@ﬂ wechspical syitphss.  wher ein
said menmory furt h§§ Thg@%ﬁe%g'ﬁlzlcﬁg}ll%g 8%; &ll:aﬁﬁ 2@'%1%8{3%58 Rgﬁic%teﬁ%gﬁ énher ern,

and further conprising nea erving a secon%legata access code and
means for stptdgigedicivaliiard oathsddingepoteaingunitand admasthatyeouplad sesaid dat a
access flag responsive to whether said second data access code matches

said first deogesswgasy, gadpersap! dﬂfﬁge@g&%‘?‘g‘ﬁisél YPee: of clai m 36, wherein

sal d means for t r%!sl'ﬂetegécﬁgnicgﬁfévﬁébﬁclg §9NAMer8ALAdTRSRO AT BRirdl@ngal d Means

for controlling access to sald personal data conpri ses an application
stored i n saiddessonsid. peRdnal Hae @ngriseondga deescBagstorsl am said Biememer ei n sai d

application caoppr.ise ans. for tr mtti sai d persqgnal data if said
data access ¥nF1éF&t1Y?1?J€‘EB‘%§%r saigl P%?ﬂnaﬁ(%z@sé? aﬁ%ke‘g@r 'A‘@F"’kﬁﬁe‘%é?-ec_t roni ¢ device
of claim38, wheregymRaldtdRilde$RE o Rlaind 86 UsESTciiBadSmerh6Yy fEftdriiRGudes\wal ue
indicative of a |ocked state in said data access flag after each

t ransni s onfict dataiaccepecaisrstdred thersin,snd fimther epmprising meanelor seceying? ai m 35,

wherein said nea for controll,in CCessS conpri.s iti tored
in said merm?‘i?,oni a?t(aj aﬁ%?ﬁﬂ?q({ec?ﬁd&lﬁggs ﬁoé isﬁ)émgfg aasd 3@??&% 3) qu%nh tuﬁﬁgg%ﬁ%t?ons of
access to sajfkREdAL s Presfbhsive he whEBEH JaiicCotbdits ecorbs @ldaintatelibs

wherein said neans for transm'tting said personal data responsive to said
means for costid Srdtidag agesseseds o sai d personal data conprises an

ns for costid Griliing ases aid p data comprises an
oher et n sai d appl PhaieoRe R et of Sl 38, Fhabhi d MR O GRrahiBhE T 10,

wi th sai g5 copglil bbepsal dhtaaegasivé @ sid degsrispemitrotiatgacessd to sadpersémal
transmtting at | east certain of said personal data if said received data
is consi st efetagpmpasestan appleationgiored Wspld YRVt i on data. 44. The

gLeCt ronic device t39.‘°T1¥<4 A B AR de‘é’ib%ro?ic[}irﬁ gy BLEG L RNP LM BripPisés
nputer coupled {0 a conputer networKk.
means for transmitting said personal data if said data access flag indicates an
unlocked state.

20 40. The electronic device of claim 38, wherein said application includes means
for storing a value indicative of a locked state in said data access flag after each
transmission of said personal data.

41. The electronic device of claim 35, wherein said means for controlling
access comprises condition data stored in said memory, said condition data being

25  associated with conditions of access to said personal data.

42. The electronic device of claim 41, wherein said means for transmitting
said personal data responsive to said means for controlling access to said personal
data comprises an application stored in said memory.

43. The electronic device of claim 42, wherein said application includes means

30 for receiving data associated with said conditions of access to said personal data and
means for transmitting at least certain of said personal data if said received data is
consistent at least in part with said condition data.

44. The electronic device of claim 26, wherein said electronic device is a

computer coupled to a computer network.



