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Syst em BACKGROUND OF THE | NVENTI ON TECHNI CAL FI ELD The invention rel ates
to the di stoe3mssizon and exchange of el ectroni c data packagasr/usvsmosegonput er
environment. More particularly, the invention relates to establishing
ownership of electronic content and the distribution and exchange of said
el ectronic content in a onput er envi ronnent. DESCRI PTI ON OF THE PRI OR ART
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clients losing service. 1 WD 03/058537 PCT/US03/00592 Distributed systens

are popul ar because the resources of the systemare distributed to
A classic tension exists in the design of automated data processing systems between

pure client-server based systems, such as computer mainframe systems or the World
Wide Web, and pure distributed systems, such as Networks of Workstations (NOWS)
that are used to solve complex computer problems, such as modeling atomic blasts or
breaking cryptographic keys.

Client-server systems are popular because they rely on a clean division of
responsibility between the server and the client. The server is often costly and specially
managed, since it performs computations or stores data for a large number of clients.
Each client is inexpensive, having only the local resources needed to interact with the
user of the system. A network of reasonable performance is assumed to connect the
server and the client. The economic model of these systems is that of centralized
management and control driving down the incremental cost of deploying client systems.

However, this model has significant costs that must be considered. For instance, the
incremental cost of adding a new client system may be quite high. Additional network
capacity must be available, sufficient computing resources must be available to support
that client, including storage, memory and computing cycles, and additional operational
overhead is needed for each client because of these additional resources. As the ceniral
servers become larger and more complex they become much less reliable. Finally, a
system failure of the server results in all clients losing service.
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video streaming bandwidth through a client settop device, have proven even more
uneconomical because dedication of server resources to each client quickly limits the size
of the system that can be profitably built and managed.

However, television viewers show a high degree of interest in choice and control over
television viewing. A proper distributed database management system is described in
U.S. Patent Application Ser. No. 09/422,139 also owned by the Applicant, and
described below, that addresses the many problems with the approaches described
above. A distributed database management system enables a client to easily maintain
the data in its local database and to synchronize its local database with the main server
database. It also provides a secure data transmission link between a server and its
»  clients.

Currently, there is growing interest in the electronic distribution of various kinds of content.
Electronic distribution covers the copying of content from one digital storage repository
to another using a network such as the Internet as the transport vehicle.
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2 WD 03/ 058537 PCT/ US03/ 00592 The file-sharing system of Napster, Inc. of
Redwood City, California and the Giutella peer-to-peer file sharing system
(ori gi nal Wwo asewedsoped by Nul l soft, Inc., of San Franci sc@ec1dsooeni a) are
exanples of primtive electronic distribution systens. Napster client
systens nust connect with a server to reach other clients systens.
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e There are no payment or transaction systems to support the sales and exchange
of protected content.

It would be advantageous to provide an electronic content distribution and exchange
system that provides reliable content downloads with tracking capabilities. It would
further be advantageous to provide an electronic content distribution and exchange
system that provides an authenticated, secure content distribution management system.

SUMMARY OF THE INVENTION

The invention provides an elecironic content distribution and exchange system. The
system provides reliable elecironic content downloads to client systems with tracking
capabilities. In addition, the invention provides a system that ensures authenticated,
secure content distribution between a server and client.

A client device, typified in U.S. Pat. Serial No. 6,233,389, owned by the Applicant,
provides functionality typically associated with central video servers, such as storage of
a large amount of video content, ability to choose and play this content on demand, and
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full "VCR-Iike" control of the delivery of the content, as typified in U S.
Pat. Serial No. 6,327,418, owned by the applicant. The invention provides
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specific domain, such as a geographic region, or under the footprint of a satellite
transmitter. Objects contain, among other types of data, items of digital content and/or

network locations where items of digital content may be downloaded.

slice

Using standard, currently existing techniques, ranging from private data channels in digital
television signals, through modulation of data onto the Vertical Blanking Interval (VBI) of
an analog television signal, via direct connection with the server using a modem, to an
Internet connection with the server, slices are transmitied to the client devices, which
choose portions of the information to save locally.

If a protecied broadcast channel is used, the slice(s) of the content is/are copied onto
equipment co-resident with the station television transmitter from whence it is modulated
onto the broadcast signal. In these and similar broadcast-oriented cases, the slice is
“carouseled”, i.e., the data describing the slice is repeated continually until a new slice is
provided for transmission.



provided for transm ssion. 4 WO 03/058537 PCT/ US03/ 00592 The user accesses
itens of digital content through the client system's user interface. The
user i s fweeostissplay |icensed content fromhis client systEmme®3dedered and
to control how it is played back (e.g., pause, fast forward, reverse,
etc.). Because all licenses are tracked, if the client systemshould fail,
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dient stens I'so verify that the proper content is resident on the
client systens in the sane manner, deleting or adding content as needed.
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server instructs the seller's client system to delete the cont nt The buyer's cli ent

system receives a copy of the content.

The invention allows content originators to make an offering on the market to client
systems of new material, much like a public stock offering. Users purchase the new
material through their client systems or through a Web site.

The invention’s client system acts as a home base for the owner’s content assets. If the
owner wishes to get a copy of a particular content on his portable device, he needs to
register ownership of the portable device with the invention’s service. The owner
requests a copy of a particular item of digital content for the portable device and the
invention’s service checks that the device is registered to the owner and that he has a
license to the content. Once the information is validated, the invention’s service makes

. the content available to the portable device, optionally through a download from the
owner’s client system.

An owner may own more than one client system. The owner registers his client
systems with the invention’s service which provides each client system with
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owner's client system An owner may own nore than one client system The
owner registers his client systens with the invention's service which
provi des waxds/osgizent systemwith 5 WO 03/058537 PCT/ USO3/raQH@d3/00592
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programmati c access according to the invention; Fig. 4 is a block schematic
di agram showi ng an exanpl e graph of relati onshi ps between view ng objects
whi ch describe information about prograns according to the invention; Fig.
5 is a block schematic di agram showi ng an exanpl e graph of relationships
gener at ed when processing viewer preferences to determ ne prograns of
interest according to the invention; Fig. 6 is a block schematic di agram
showi ng the scheduling of inputs and storage space for making recordings
according to the invention; Fig. 7 is a flowhart show ng the steps taken
to schedule a recording using the nechanismdepicted in Fig. 6 according
to the invention;



Fig. 8 is a block schematic diagramof a preferred enbodi nent of the

i nvention showing the bootstrap system configuration according to the
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for the bootstrap conponent according to the invention; Fig. 9b is a bl ock
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deci si on flowchartg " i " i FLSMRLTS cedure according to
the invention; 7 WO 03/058537 PCT/US03/00592 Fig. 11 is a block schematic
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Fig. 6 is a block schematic diagram showing the scheduling of inputs and storage space
for making recordings according to the invention;

Fig. 7 is a flowchart showing the steps taken to schedule a recording using the
mechanism depicted in Fig. 6 according to the invention;

Fig. 8 is a block schematic diagram of a preferred embodiment of the invention showing
the bootstrap system configuration according to the invention;

Fig. 9a is a block schematic diagram of the decision flowchart for the bootstrap
component according to the invention;

Fig. 9b is a block schematic diagram of the decision flowchart for the bootstrap
component according to the invention;

Fig. 10 is a block schematic diagram of the decision flowchart for the software installation
procedure according to the invention;



fully distributed, in that calculations pertaining to an individual viewer
are performed personally for that viewer within a local client device,
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cts.wthin t a}( b%ze are ofte ternmed _ "tel evision
r

dat abase. .The obj . i S
U et APUAPES: BPTEGs il Ja it otk RE by 16 shfichase accaming. o g
t hei r inventeomiexzhduse. However, one skilled in the art will readily appreciate
that objects can be any type of data. The viewi ng object database provides
a consistent abstract software access nodel for the objects it contains,
i ndepkigdddts ablaghdchamadie diagsamwif alprefesed gphbatimentofdbe inventieswhaeesar i bed
her ei DserByeVied N rbfistorbA18' ftefe ARV &N t%ﬂg thbead,
wite, and ot%ervvi e mani puf ate obje ty(s: I'n tﬁgﬁ%ét%ggégteavﬁctgho ?%otﬂéern for
under NYPA¥PN-activities and with assurance that a consistent and reliable
view of the objects in the database and the relationships between themis
al ways nmai ntai ned. Basic Television Viewng bject Principles Referring to
Fig. 2, television view ng objects are structured as a collection of
"attributes" 200 h teh s a i nteger, string or
bool ean, and a va ; § N i Ty 4 froma fixed pool
of basic types supported by the database.

The invention is embodied in an electronic content distribution and exchange sysiem. A

system according to the invention provides reliable electronic content downloads to
client systems with tracking capabilities. In addition, the invention provides a system that
that ensures authenticated, secure content distribution between a server and client.

The invention is embodied in a television viewing information transmission and collection
system that improves the ability of the individual viewer to select and automatically
timeshift television programs while providing opportunities for a service provider io
enhance and direct the viewing experience. The invention describes a system which is
fully distributed, in that calculations pertaining to an individual viewer are performed
personally for that viewer within a local client device, while providing for the reliable
aggregation and dissemination of information concerning viewing habits, preferences or
purchases.

The Database of Television Viewing Information




The attributes of an object fall into two groups: "basic" attributes, which
are supplied by the creator or maintainer of the view ng object; and
"derived"waayoskastes, which are automatically created andomiswaised by
mechani sms wWithin the database. Basic attributes describe properties of
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progra program o IS crea I ng storage
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i ﬁ tetmedym&mlstah tllyawmty sbjpety”, ‘Mmm|nglmbfncts”t mp@mpk] hjeqtsh rengshasinthg he| rCI
sche o nee

o o iR 62 iHoRellh buo BRIeERRLERE Ry SHRfRIAS b tBldcts B et e
Scherke abyémesOfadﬁahandl ed the sanme as all other view ng objects under the

nmet hods of this invention. Referrlng again to Fig. 2, each object in a
dat abase j s assigned an "object ID' 203 which nust be uni que W|th| n the

dat abH%%V'eW‘PgsO@SF‘e%taPESWY'QR% TPt Rostrad QOHW@V%§CC%3§JHO%'J Btt IDis

uni quie Jlf]@cﬂ%r efcontaf@, @rﬁd&fbrﬂ%ﬂt afsanrd an?ﬁaréllel wm mrreblilfatléﬂﬂﬁaoﬁbin@t | D,
as it rocess n num r of

uni g S%'éﬁgieée'%ué%wéw c'ﬂ%{)%f:%c?gﬁp@% Sn%\aé{d%@ %%3&8){@ o W
whi chands alimenwigee granipudatei phjectse imuihd edatabase heithoob| @ricerni riort Imedelxzh,tnag)ase

V"h' Ch cft‘?/[tlgé etn(a Jvlﬂ?agﬂré H%PJ e?csrb |s?éht em&l Febaﬁ)lg" ng iBwlof SRt oW of

database and the relatlonshlps between them lS always maintained.

Basic Television Viewing Object Principles

Referring to Fig. 2, television viewing objects are structured as a collection of “atiributes”
200. Each atiribute has a type 201, e.g., integer, string or boolean, and a value 202. All
attribute types are drawn from a fixed pool of basic types supported by the database.

The attributes of an object fall into two groups: “basic” attributes, which are supplied by
the creator or maintainer of the viewing object; and “derived” attributes, which are
automatically created and maintained by mechanisms within the database. Basic
attributes describe properties of the object itself; derived atiributes describe the
relationships between objects. Basic attributes are replicated between databases,
whereas derived attributes are not.

With respect to Fig. 3, there is a small set of fundamental object types defined by the
invention; each object type is represented as a specific set of related attributes 300,
herein called a “schema”. The schema defines a template for each attribute type 301,
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One specific type of viewing object is the "directory" object. A directory
object maintains a list of object IDs and an associ ated sinple nanme for

t he obj ectwo @yosgstory objects may include other directoryabyssnessas part
of the list, and there is a single distinguished object called the "root"
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this con3| stency is automatically naintained without reference to ot her

dat aBRSRs i06nd BReBChibA!yFRTIBELNAY 1o GulRiRudeatidy el tiehita Bpe2 1o
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et GRGRIPE Wi GGt e e uipbRitest aBE. P SEhamac s, Sregl ARBLESeyen | 1
I]t I%tt ﬂée;t@h%ﬁﬁhl@ehﬁdtaveldslthé neéd iothargesapplieation saftware N@]eﬂm:hemﬁsr ﬁl and
clien abase e seri ere
can” ot SRRBHET SRadedt B SBERIE SertE Uit 2 oY Thel Baie RS M ietiat abase
i s i vievsiag @bjents ngderbenedhodeoef thisdnygrdionel ect ri cal pover to t he devi ce

may cease. This invention treats all database updates as "transacti ons”
[ that the entire transaction will, be co | et e it owill

meani ) f
be cdi%fe@moagarh@ Rigedisach objesting a@?@béﬂ"ﬁ)@eﬁ?slg@ & “ghjeck \;Bngagé’@'%mh t
V‘her%ﬁbtaéé ufil a&mtm e dehébéée’mﬁﬁé?bbj@ﬁt IBineaye ke mady doend, aoledg 40! | owed

b ct f I t
Chat éacBiohic R s HleHE M PideRsd 60 arr@»ow‘i‘oﬁ%m@%%ﬁ' % Eﬁg@@éﬂ% Jb e GRBEES' 70 4
separ|Bi eslitogrovitesba neefuliradedd betwedropremedsing cpeeduandvniuotben s suridie | og to
I : d, i
77 il gloph Bt St abo ooty IR BTG A oh g 0. 1
obj eqgiving thérsumber of @ﬂner owﬂctﬁm incthe afer whigh ggfer to the current oblect An
object with a reference count of zero will not persist in the database (see below).

One specific type of viewing object is the “directory” object. A directory object maintains
a list of object IDs and an associated simple name for the object. Directory objects may
include other directory objects as part of the list, and there is a single distinguished object
called the “root” directory. The sequence of directory objects traversed starting at the
root directory and continuing until the object of interest is found is called a “path” to the
object; the path thus indicates a particular location within the hierarchical namespace
created among all directory objects present in the database. An object may be referred
to by multiple paths, meaning that one object may have many names. The reference
count on a viewing object is incremented by one for each directory which refers to it.

Methods for the Maintenance of Database Consistency and Accuracy

One of the features of a preferred embodiment of the invention is to insure that each
database replica remains internally consistent at all times, and that this consistency is
automatically maintained without reference to other databases or the need for connection
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change to the object; the version attribute may be represented as a
nonotonically increasing integer or other representation that creates a
nonot oni cwor@assssg of versions. The schena for each obj ealtcmhﬁa)ts/omy be
replicated includes an attribute called "source version" which indicates
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curre ect. the new o jeCt has a |gher source version attrlbute

it i sPERR over the existing object, otherwise it is discarded. It is
assurred that a nmuch greater nunber of viewi ng objects are transmtted than

. , ' > " |
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be adva ous recei tered on other gttributes in
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version” which indicates the version of the object from which this one was replicated.

Transmission of a viewing object does not guarantee that every client receives that
object. For instance, while the object is being broadcast, exiernal factors such as
sunspots, may destroy portions of the transmission sequence. Viewing objects may be
continually retransmitted to overcome these problems, meaning that the same object
may be presented for replication multiple times. It is inappropriate to simply update the
database object each time an object to be replicated is received, as the version number
will be incremented although no change has actually occurred. Additionally, it is desirable
to avoid initialing a transaction to update an object if it is unnecessary; considerable
system resources are consumed during a transaction.

Two approaches are combined to resolve this problem. First, most objects will have a
basic attribute called “expiration”. This is a date and time past which the object is no
longer valid, and should be discarded. When a new object is received, the expiration
time is checked, and the object discarded if it has expired. Expiration handles objects
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using a filtering process based on object type and attribute values. In one
I npl ementation, this filtering process is based on runni ng execut abl e code
of sonme kwwodgs/osgsrhaps as a sequence of commands, whi ch haxCciresss/ovmRt t en
wi th specific knowl edge of various object types and how t hey shoul d be

1; i } t ewbdse | rarsnyissidre s etblaydub i raﬂm?]e ofh?jmdae bwmtib@@ nét Qfahwbemultm ect | 3
erin t I ndi cat es at attributes are require
FesbfontBedanfs bl ik !

shoul be " présen val ues for attributes that make it
acceptabl e for addltlon to the database. One skilled in the art wll

readi Te §89Fc%%?§|@n bi@duth Mapdicsthi g{@@%@g&\{ﬂ%?’a Wé%nljgaggéﬁ%‘ﬁaﬁg}nﬁte%’de | n

sone _form rha as a sequence onhmands

woul dth'seﬁg‘ﬁ% ‘SaFrRP'% AHOH} @%@%rﬁeﬂbwré@naﬁiﬂlbé’ﬁ of thetoures gbiechWhen ée bei ng

fi Ib t emednng @Bj'ébt isn@ckived aihei sfudulr@eaw;@mnoéf tH@Qédf@f/eéi 8 éélPhseéém Qn‘é’d‘ witrpe the
subj

t urt he cess ects re r | ndependent of
ot hert%Sb?Oé‘(ECfesver%’P @’;tﬁﬁ.&ugen aom%?{owﬁf‘% ne 08?1@8 ?ﬁ&&gﬁ@y?@‘rﬁe g’ﬁf—%‘?ﬁ ic tinme
on a sirdwité,itiscopiedelver e edgiendebjectpotharlipe tids distardelj ect (describing a
specific TV progran). One inportant aspect of maintaining consistency is
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or alt 8 assupeddbriad mush greatenuraber abviewingaakjacts ae tassmitechthar @ bhg t o

add amfé?@ét\’tb%eﬂy%md&mr%ﬁént sggtérﬂe%@%ﬁ%ﬁ c?ésé‘%aﬂﬁéIPl b&lﬁ@%ﬁecﬁt\ﬁﬁl&ﬁmts of

the n ewi ng nJect cal att

lists ?Sf?é‘b%j“”@c‘%hal pels e QBG‘PH‘@V gable ﬁYﬁ%@md‘F OBB? inierest tonelienismitaghed Ebj ect is
depengi@et cable s@ét@msl Becaage mﬁtr@ @\Vé?h@éd N cabtfng aﬁu%z‘ddthgene\ﬁ @b}bﬂs e, in

t he sgns S W Vers
stri ceonbbate. i fobRLBH ARl o S BRistts o9 Bia e\ %ng58537
PCT/ Usitrjudexb readdithem ta thase demmbegl dm@\@:tﬂnes imeardion eat;contpdishies diadey i s
first cke a e t ct pkes
so, vﬁ”% A i *Bibreserbapgd “B0 SEREL Tl AL vl PRPORRe
" st agép emgatﬁtlﬁ@ this f|ltﬁrlag REICESH ip l@@f@@l QitUnning| exe@t;miﬁjme Ofo%}f@%tkmdar e al so

st ageferhab8ais! & sed dbr@b@%d‘nﬁ]haﬁdé‘%@ﬁﬁa@ﬁeé’h eWten il §sdcfictihdiledgisled to
t he dat abase, the de endcglpI \x @%ﬁ %E‘}IIE ﬁ osed bet ween objects Tn the
st agi ﬁ% a%?ruéapbiﬁfg %P(ﬁp Qy §h gffi 1§74 the database, based on both
object 1D and source version. Once closure is achieved, neaning all
depen e ew e ) at abase
in a0 ApraoiEd st RoE 3F Mo VREIR S SRR R BT s, bRt
(hj ectype which indicates what atiributes are reqwred should not be present, or ranges of

values for attributes that make it acceptable for addition to the database. One skilled in

the art will readily appreciate that this filter object may contain executable code in some

form, perhaps as a sequence of executable commands. These commands would

examine and compare attributes and attribute values of object being filtered, resulting in

an indication of whether the object should be the subject of further processing.

Viewing objects are rarely independent of other objects. For example, a “showing”
object (describing a specific time on a specific channel) is dependent on a “program”
object (describing a specific TV program). One important aspect of maintaining
consistency is to insure that all dependent objects either already exist in the database or
are to be added as part of a single transaction before attempting to add a new viewing
object. This is accomplished using a basic attribute of the new viewing object called the
“dependency” attribute, which simply lists the object IDs and source versions of objects,
that the new object is dependent on. Clearly, new versions of an object must be
compatible, in the sense that the schema defining new versions be the same or have a
strict superset of the attributes of the original schema.
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Directory objects have been described previously. Referring to Fig. 4, the
collection of directory objects, and the directed graph fornmed by starting
at the rowo @Easss3400 and enunerating all possibl e paths trREVISai005920bj ect s
is called a "nanespace”. In order for an object to be found w thout
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replicated on each client systemw || be different, |eading to great

d|ff|culty in managr ng pathnarres anong all replicas of the database. A

pref BN Chi ndingr Teleis Aewingj@ojeciso t he dat abase namespace is called

"indexing". In a preferred enbodi ment of the invention, an "indexer" object
ned for, each object type which indicates what attributes are to be

d
:J:edelahﬁ%(ﬂ()\'yn%%tﬁ@ar’? %eﬁf‘ons'r%' eddirapiouelyn aierpag do Fihd, dhe colisgliomof he art
Wi 11 | dirsiry wb?am e&hoﬁﬁh@ difeated graphi f@ﬂﬁé@rb @rynﬁ@t ar{rmgl R (it 4@66&@% abl e
code C apl e Co ese
comethereind; 8 Bt Fle" 8 35 i B9 siisetn (t eulRli HalReshatar. dn PRiereer of
obj ecan bkieatioibedexpd withestKrowigg arspadaific objectlD, @meodr mbex pathsewittn dds

houl d
exani @%@%’%‘S@@. i tofe 1'%, POCTREAGE rlRER(orPtbilya oo e ey il el Coeh"
at t r i IPst elpsigpd thes seliwpe weidd| lkgester refart snerlijecis| Dy a@dﬂ'lsa fernipstance WO
03/ 05&G3dhdtfulé/tdefdg’. 0I95tﬁ|§ olehp |bh€eh@labe§r objBas Rferdd w@né(@kzﬁanqéh elBey

attribute, w thin the hierarchical namespace .represented e graph of
di r ect®r %@OPHGHHE'”EQPQ'B%%” W@?%W %fd'&‘? ﬁystt%mFl g. 4, a program obj ect

may have both an "actor" attribute with value "John Wayne" and a

O b8 el b P e A oRBl o SABisTE j60B) dpESg] e o

i ndexXpathosumel basic aﬁriauteh:m m hiject. The object is added to the database and
directory objects describing the components of the path are created or updated to add
the object. Such naming is typically used only for debugging the replication
mechanisms. Setting explicit paths is discouraged, since the portions of the central
database replicated on each client system will be different, leading to great difficulty in
managing pathnames among all replicas of the database.

A preferred method for adding an object to the database namespace is called
“indexing”. In a preferred embodiment of the invention, an “indexer” object is defined for
each object type which indicates what atiributes are to be used when indexing it into the
database namespace. One skilled in the art will readily appreciate that this indexer
object may contain executable code in some form, perhaps as a sequence of
executable commands. These commands would examine and compare atiributes and
attribute values of object being indexed, resulting in an indication of where the object
should be located in the namespace.

Based on the object type, the indexer examines a specific set of attributes attached to
the object. When such atiributes are discovered the indexer automatically adds a hame
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"/ byactor/John Wayne" and "/bydirector/John Ford" to the database, both of
which refer to the sanme object 401. A derived attribute is maintained for
each obj ewto 03/08833ng the directory objects which refer to Rdu/ssSBlo)det 404.
As the indexer adds paths to the nanmespace for this object, it adds the
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deci d%t”%{ g@ 3/ 058537 PCT/ US03/ 00592 the obj ect should be’retained in
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object is no longer valid, and the reaper will delete the object. In the

ngfeﬁeﬁ%nsmg&@?%ﬁntﬁ@bg&bﬁs@t hod simlar to (or perhaps identical to)

While the rules for adding objects to the database are important, the rules for removing
objects from the database are also important in maintaining consistency and accuracy.
For example, if there were no robust rules for removing objects, the database might
grow unboundedly over time as obsolete objects accumulate.

The cardinal rule for deleting objects from the daiabase is based on reference counting;
an object whose reference count drops to zero is summarily deleted. For instance, this
means that an object must either be referred to by a directory or some other object to
persist in the database. This rule is applied to all objects in the closed dependency
graph based on the object being deleted. Thus, if an object which refers to other objects
(such as a directory) is deleted, then the reference count on all objects referred to is
decremented, and those objects similarly deleted on a zero count, and so forth.,

There is also an automatic process which deletes objects from the database called the

“reaper’. Periodically, the reaper examines all objects in the database, and depending
on the object type, further examines various atiributes and attribute values to decide if
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filtering and i ndexing nmethods descri bed above, the reaper may instead
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per for mance penal tért%as 0 ayed
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pr opetrdnsadtbr ivitd the Habase tibwbhid ddaatResay o dik the d@ﬁoﬂﬁhm@%p@i@t I e the
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o cf o7\ eaP BRI bk fat el iid dRsr it s eReh MBI e R RAEEe & o
ser i gerefdrreg aslaxliment ethis ﬁoaca:dmplrsrhradhamng)fa td@ghaiue basedean cooimertt ed,

t hey I ngl e transaction. Said process continues until all
obj ec@ésrﬁﬁg\&rcsﬁ)ﬁﬁh@(%lr}roﬁéed This technique does not guarantee that all

gar bage objects are collected during the exam nation process, since

alr F" g@r‘ nﬁ’eﬁéhdé' UinSRalBYsf I QEIBASE AP) S5iESt MREe0URletefoeNEdifll- hasl Ngsén obj ect s
Wi e oun
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per f ofagRicalied ihe gatiterje cbiilbaioaeraraities \eath ebjecpahatdataimsen Iftthe objest hadbut ed
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embodiment, once the garbage collector has examined the entire database, it would
delete all such objects in a single transaction. One familiar in the art will appreciate that this
method may also result in a significant performance penalty, as other accesses to the
database may be delayed while the objects are being deleted. In addition, if all objects
are to be properly deleted, changes to the database may have to be delayed while the
garbage collector is active, resulting in even worse performance.

In a preferred embodiment, the garbage collector examines the database in a series of
passes. Once a specific number of objects has been collected, they are deleted in a
single transaction. Said process continues until all objects have been examined. This
techniqgue does not guarantee that all garbage objects are collected during the
examination process, since parailel activities may release objects previously examined.
These objects will be found, however, the next fime the garbage collector runs. The
number of objects deleted in each pass is adjustable to achieve acceptable
performance for other database activities.

Operations on the Distributed Television Viewing Object Database
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Consi derations in Maintaining the Distributed View ng Object Database The
replication of television view ng objects anobng the instances of the
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unreliable and unsecure distribution channels. For exanple, if the objects
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mfor@ﬁit‘ﬁ’rﬁﬁn’t hatsehgld pepiaeepdifed private or secret. Because of the

br oadcast - ori ent ed nat ure of sI ice transm ssion, slices may be easily
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Schne red enbodi nent o the
i Nvenanmyoor, a"anSﬁéthh@ay@ﬁdtS? dirsany-partieidar lﬂéta@%Q abl i shed using techniques
simlar to those described in U S. Pat. Serial No. 4,405,829, often

described as asynmetric ke ti o or, .so .c/priyvate key
pai r FRRIGEAGL RLISKISIORE ,r%/pl t?tdygr @%’efj r{ogegtge%‘ﬁao Gdo ﬁ’{%ui'g%gﬁﬁ KageS; hat
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i <t regRlvant B eyl ACSERe il dhon 3, £ unfRafiSR6R8 SUMETIGC qi g

an exiooiprinpeobd sateljfectiansmiderges bet ween the client and central

Security of these slices is quite important. Slices are used to add objects to the
database which are used to provide valuable services to users of the database, as well
as to store information that may be considered private or secret. Because of the
broadcast-oriented nature of slice transmission, slices may be easily copied by third
parties as they are transmitted. A practical solution to these problems is to encrypt the
slice during transmission. An ideal reference text on the techniques employed in the
invention is “Applied Cryptography: Protocols, Algorithms, and Source Code in C” by
Bruce Schneier, John Wiley and Sons, 1995.

In a preferred embodiment of the invention, a secure, encrypted channel is established
using techniques similar to those described in U.S. Pat. Serial No. 4,405,829, often
described as asymmetric key encryption, or sometimes public/private key pair
encryption. A practitioner skilled in the art will recognize that protocols based on
asymmetric key encryption serves as a reliable and efficient foundation for authentication
of client devices and secure distribution of information. In general, authentication is
provided using an exchange of signed messages between the client and ceniral
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16 WO 03/058537 PCT/ US03/ 00592 systens. Secure distribution is provided by
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O Cieias, Top nuble ey lhutiBenarbied BALEORUIS 10k e Januishynd SHStETA ¢ he
publ IWhrd;rﬁvecordsetHeeﬁeV tafor@f withitisd) chene sbh@mmﬁ@e/ﬁ ﬁl\eé éééu@(Uﬁfdbabe qpigponent s.
The r i nder, of this,discus q %jb omruni cati.ons bet ween
clie S It SeuiC haarnied o 356 BT eBibulon sSSET v EGE L0888 | b
abovdo p@rfamseame cgmvfiunicatign&ijte thesclieat.t he Cl i ent Systens Referring again

to Fig. 1, in a preferred enbodi nent of the invention the follow ng steps

constitute "transm ssion"” of television viewi ng objects fromthe central
dat abHi® upiguegand | neves : applicatian of ey Benenakion readvesmitbersprioblent r ahdeyt t i ng

sli C%st?r&tbheaélméféﬁ@éecﬁ gqls'rﬁé%r r@s‘é‘fﬁélﬂtdj@(tbﬁ%? cO nbﬂ |ﬁ"!ﬁé’ chérﬁ‘e slices

may be direct wnl oa over one dem o dem 109, they

Ty BEGTBITIENLRS AREETeANSIE APacib ool SRE 2R HPIRIANAYZEResioat, [ MaY) of o

st andglyg beelisad svithin tieosstumist midiBprocessildgdlftto decrypt messages originally
encrypted with the public key, the results of which are then provided to external

components.

The remainder of this discussion assumes that all communications between client and
central systems are authenticated and encrypted as described above.

Transmitting Viewing Obijects to the Client Systems

Referring again to Fig. 1, in a preferred embodiment of the invention the following steps
constitute “transmission” of television viewing objects from the central database using
slices:

1. There may be many mechanisms for transmitting slices to the universe of client
viewing devices. For instance, the slices may be directly downloaded over a
telephone modem or cable modem 109, they may be modulated into lines of the
Vertical Blanking Interval (VBI) of a standard television broadcast 108 , or added to a
digital television multiplex signal as a private data channel. One skilled in the art will
readily appreciate that any mechanism which can transmit digital information may be
used to transmit slices of the television viewing object database.
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digital television nultiplex signal as a private data channel. One skilled
in the art wll readily appreciate that any nechani smwhich can transmt

di gi tal iwooismasizon may be wused to transmt slices of thedrissioeioon

vi ew ng obj ect database. 17 WD 03/058537 PCT/ US03/00592 The first step in
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carry them ternatively,
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to al | oywdserdtibots 9RbUIAPbE Béﬂﬁﬂﬁﬁnferd%@‘%%é dTPésb‘n‘b nsOr instance, it may
a| n tr

only be necesSary to create slices for ce ansm ssi on net hods every
ot her day, or every hour. The final step in preparing each slice is to

encrypt i aereferred ensiduimeniséfans ivieveon, thy speéd bad lpeyiodichy vf Baversingdevi ces

whi ch hav

s syﬂ}?e??q%ﬁ”%@‘é‘?‘ﬁ e R RS B 5 S8 'e@ﬁcagblﬁaéeaicéiﬁyt b
t el evi sifashion ievilloy usefud cost/pearfionnance tradeoffdio beanade. dorinstarmepltetay, it is
copi ed gﬂyltgfngase%@ S B} SN AR HEABABHE EVER il sonc

one connecti ons Ice 1S

t el epho®ye¥@Iaur111 mhlch provi des the data to each cllent as it calls in.

If television broadcast is used, the slice is copied onto equi pnent

co-resi dent mﬁth the station television transmtter, fromwhence it is

nodul at ? t he si and |n1lar broadc ﬁ ented cases,
o) A

8 al . Iqbﬁhese Sy L,
the sli al gigp ) rePang eachuslice s io epangt thslice yxing,a s e is repeated
conti nuayllnyneim kéy. Ontedliesit deeces whithhvhavedeeorautherdicaiedasingsecure

protocols will have a copy of this symmetric key, making them able to decrypt the

slice and access the television viewing objects within it.

2. Once a slice is complete, it is copied to the point at which the transmission
mechanism can take and send the data 110. For telephone connections, the slice is
placed on a telephony server 111 which provides the data to each client as it calls in.
If television broadcast is used, the slice is copied onto equipment co-resident with
the station television transmitter, from whence it is modulated onto the signal. In these
and similar broadcast-oriented cases, the slice is “carouseled”, i.e., the data
describing the slice is repeated continually until a new slice is provided for
transmission.

This repetitive broadcast of slices is required because there can be no assurance that
the signal carrying the data arrives reliably at each client. The client device may be
powered off, or there may be interference with reception of the signal. in order to
achieve a high degree of probability that the transmitted slices are properly received
at all client devices, they are continually re-broadcast until updated slices are available
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This repetitive broadcast of slices is required because there can be no
assurance that the signal carrying the data arrives reliably at each
client. Th® wlosest device nmay be powered off, or there nmacTmesosnomeference
with reception of the signal. In order to achieve a high degree of

pr obabi for trangrhissionhe transmtted slices are properly received at all
client devices, they are continually re-broadcast until updated slices are
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previously received slices to telephony servers 111. The server conpares
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client systens an a unt 1l I'n the

sequencii@V een g@gﬁgsed?hgt%@@tsglgeg Wh'@'&%@rﬁ%ﬂmﬁﬁﬁq A€ slice, which is
t hen deieanygphitidd td the dliehesiisidnen vi ewi ng objects w thin the slice are then
filtered for applicability, possibly being added to the | ocal television
vi ew ng obj ect database. This process replicates a portion of the central
dat abase of television viewi ng objects reliably into the client. The

i nvedt i bie glieeps tranamiktedlbyt hreakingrthesgnanypteti stie latqaaskma;s-ne)f skogi ved. Data
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staging area on a_ period or an
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database of television viewing objecis reliably into the client.

The invention keeps track of the time at which data packets are received. Data
packets which are older than a selected time period are purged from the staging area
on a periodic basis; this avoids consuming space for an indefinite period while
waiting for all parts of a slice to be transmiited.

Especially when transmitting the objects over a broadcast medium, errors of various
kinds may occur in the transmitted data. Each data packet is stamped with an error
detecting code (a parity field or CRC code, for example). When an error is detected
ihe data packet is simply discarded. The broadcast carousel will eventually retransmit
the data packet, which is likely to be received properly. Slices of any size may thus
be sent reliably; this is achieved at the cost of staging received portions of the object
on the client until all portions are properly received.

4. There may be one or more “special’ slices transmitted which communicate service
related data to the client system, particularly service authorization information. It is
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to decrypt any objects.

Each authorization slice is individually generated and transmitted. If broadcast
transmission is used for the slices, all relevant authorizations are treated identically to
all other slices and carouseled along with all other data. If direct transmission is used,
such as via a phone connection, only the authentication slice for that client is

transmitted.

5. Once the client device has received a complete database slice, it uses the methods
described earlier to add the new object contained within it to the database.

Collecting Information from the Client Systems

Referring again to Fig. 1, in a preferred embodiment of the invention the following steps
. constitute “collection” of television viewing objects from each client database:
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5. Once the client device has received a conpl ete database slice, it uses
the nmethods described earlier to add the new object contained within it to
t he dat abe®en3ns&sl] ecting Information fromthe Cient SystrEmsudishedei ng
again to Fig. 1, in a preferred enbodi nent of 'the invention the follow ng
st epd. Asiis vieweenadgates the television charnals availablecdiaihig, g alientsyistem each
client : : 2% : ki navi gat es
he- ol FEPERTAEIactg RIGHELER U R ch et iunienBiime of CRrig B BHer

i nt er es$iengVERHiseraglionm(e.gupauses rewiadhandirrdnteesting Pf%or(ﬁ"ﬂatloﬂn-irh'é, dur ati on

of st ayataVERrédk RREAIGBRVISrOViewRdWect! ewi nd), and other interesting
information. This data is stored in a'local television view ng object.

Additionally, the viewer may indicate interest in offers or pronotions that
ar e nudAdditivaallyatieaviewer rhay iralicdta ifite@stinaofidesor grotmotipos thedsee amadet em  Thi s

I nf or mag | |.S I | V&I =y | ect .
add 11 oRUTRYIES oPhs ey AGHER seibito iRt ah Rty rhsHipthaiST A 220 -
t hat shmagodddskinta 2 sattetevisivroviewing @sjeeli on vi ewi ng obj ect. For exanpl e,
errors may occur when reading fromthe hard disk drive in the client, or

the internal tenperature of the device nmay exceed operational amet ers.
O her sPgfitignallyy geeragien phiherGlight davica BRY reult ip 4port t[‘{?t P’@b%’?@gﬁ?&ml oad

an ng e?éoordiéwi’r\itdlﬂ télwzisi@f'&tvmﬁg oE)}E{ct.\FQ{r lexapid, skrobnwagd ocopewhdn ons, or

rapi d power cyclin . a certain ti whi > Oor on a
peri odi &€ ?mtﬂ'ﬁ%hﬁrpi digl d4eIp A Cl@@&rtoﬁ%mﬁﬁég‘é&ﬁ%? ?U'JS WV%\R%E di rect
connect iray éxdéed operaiiohsl parametens eOtvet/similaxrypdsnefaniognatiommightiben) . The
client ' ' t i f W | AW _hh ncrypt ed
it o LR FEREY Bqibaa SRBARRATTURARIY o ¥t Bl VAR B baded Lo Ve
obj ect bperatings,cdrirapitl pOWEr §¥CliNdom t he dat abase, and uses the key stored

there to decrypt the byte sequence. At the sane tine, the server sends a
byt e sequence to, the client, encrypted in its secret key, giving the

client new ope-ti .encryption k for the.sessian.,Bot.h si must
succeds ?\B A GRrigE iR WhigR m%’gtiﬁ WHH?&%B?[ Pra %SE%@% Blaﬁ'sotlhﬁ @ﬁ'e?tosygﬁ%ﬂmu ni cat e.
Thi s t weomnrgisthe dehted! sité sial angicadt aotneciiond 84 i(norastly viaphooetandidrent  and
server at_th t | | C ' ' o Qe avoid
vart ous Tetngt Ra el the enevEe e RR bEQUrRR enRARGRA NG, |
comuni isehaygtedeayith itsagecret key. The server fetches the matching television viewing

object for the client device from the database, and uses the key stored there to

decrypt the byte sequence. At the same time, the server sends a byte sequence to

the client, encrypted in its secret key, giving the client a new one-time encryption key

for the session.

Both sides must successfully decrypt their authentication message in order to
communicate. This two-way handshake is important, since it assures both client and
server that the other is valid. Such authentication is necessary to avoid various attacks
that may occur on the client system. For example, if communications were not
authenticated in such a fashion, a malicious party might create an “alias” central site
with a corrupt television viewing object database and provide bad information to a
client system, causing improper operation. All further communication is encrypted
using the one-time session key. Encrypted communication is necessary because the
information may pass across a network, such as the Internet, where data traffic is
open to inspection by all equipment it passes through. Viewing objects being
collected may contain information that is considered private, so this information must
be fully protected at all times.
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aut henticated in such a fashion, a malicious party m ght create an "alias"
central site wth a corrupt television view ng object database and provide
bad i nforwatodmss3o a client system causing inproper operpt/use3/ ofsob
further conmunication is encrypted using the one-tine session key.

Encr ypt Adsurimguinatahs aathehtication phass 16 uecesthd, theawoipatisiRiat P faky pass
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i nf or majheR ta i ; y protected at all tinmes. 21 WO 03/058537
PCT/ USO%%O?@%%%E%%{/%SH’[ hat the authentication phase is successful, the

two parties treat the full- duplex phone |ine as two one-way broadcast
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collected is sen%2 b?}g%' The connecsgal%lgcﬁ gqged when "al |l data is

del i ver BEWORGSUCR @y Interetunaipg signdarg LER{P\profosels draispatantly 1q &l s
connect oiher sefjwakeia the agstemver a network, such as the Internet running
standard TCP/ I P protocols, transparently to all other software in the
system 3. Uploaded information is handled simlarly by the server; it is
assuned to represent television viewing objects to be replicated into the
cent ral U@M@ds@prm@m@rhand}wrsemllwaybsb%ermﬂyerurius)a%a;mneﬁl wepesen} ect s, as
there nyeRSoARRNiY bBEcE ©Bfbd rBBlicR8A Hits the bBhtRAdRMHAREEAbRetEC S ef or e
assigned a nax{a%abl? ajtribute contail m%% |nf3{rrat|on_abou t helir source;
the obj B BaMany trloRHerLiIRGAREGS % Born By Remasy Ciopindt fitte whon it | s
gddeg. s@wmda@loddewdwecm@h@qhere?%@ as&tglried'fmﬁh}\ﬁg&ilé attdslee cbma:]m@% cen}3 ral
at abase; re _queu t.er insertion. into at abase.
Thi o ot DormietBhRint Py Dhelite tipctd el Mpl TR AT kR o' e
connect hameppacewhenft isbided. devi ces. For instance, many devi ces may

connect at once, generating a large nunber of objects. If these objects
were inmedi ately added to the central database, the perfornmance of all

connect Pplpadgguiiewiggrabiacts gregneti@meshaiel adsied tofhe genlral datahasease. Phone
cal I s argtdiphegdrdyustiscivt Rifer indtiorfitio FedRabdde. ThisGioraiircthbon  tinme

R L I A e 2 S Y
devices. For instance, many devices may connect at once, generating a large
number of objects. If these objects were immediately added to the central database,
the performance of all connections would suffer, and the connection time would
increase. Phone calls are charged by duration, thus any system in which connection
time increases as a function of load is not acceptable.

Another advantage of this separation is that machine or network failures are easily
tolerated. In addition, the speed at which viewing objects are processed and added
to the central database may be controlled by the service provider by varying the
computer systems and their configurations to meet cost or performance goals.

Yet another advantage of this separation is that it provides a mechanism for
separating data collecied to improve service operations and data which might
identify an individual viewer. It is important that such identifying data be kept private,
both for legal reasons and to increase the trust individuals have in the service. For
instance, the navigable attribute assigned to a viewing object containing the record of
a viewer's viewing choices may contain only the viewer's zip code, meaning that
further processing of those objects can construct no path back to the individual
identity.
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tolerated. In addition, the speed at which view ng objects are processed
and added to the central database may be controlled by the service
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cost or performance goals. Yet another advantage of this separation is that
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nodel , and information that m ght identify an individual viewer is

di scarded (bj ects containing operational information are forwarded to an
anal ysi Any af theselsctivitiesynayaesslt tusew televisionvieying ebiasimbeing@ddd Q) erted to

potenti ] NSt | sHj&dtswill on are
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ot o1 Svenaly hasEanamitad foa e Byices olks K HESSLEPRIES g added 1o ;e
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eventual{l'%/ 15O(iwﬂgntedto clrent b%i‘#ﬁ Sg]léf" the television view ng
managen8yRiedy ic CanFURROT &y NUMREL{ @es'ﬁ ¥ Svai ntai ni ng replicat ed
dat abase system 105 whi ch can support any nunber of client systens.
Processing of Television Viewing Cbjects by Cient Systems Tel evision

Vi ew a ob'! elcts %8\9%%%1 =~f U ) y@ﬁén?fS b?ﬁgatlon tel evision

pr ogr otfs—atrd—sho or broadcast
si gnal originator |nfornat|on such as channel nunberi ng and
I dentification; viewer preference I nformati on, such as actors, genre,

showi =S BWWQ; éjaéfarhﬁ)ﬁﬁ iR TEMRIsoN
appl |-E‘g? 'Sﬁ%s\()?ﬁv\ér 8bj%8{st %%rﬁ%)ﬁ/gh%?r?lsoflt fﬁe taallt | Ft I, cal nodel i ng
i nf or pregram deacmptms;mfeh@wa@ tireRs; giadle, &@Fﬁyﬂ?éﬁrﬁ ea O 2nd any
ot hermformatron, such as channel numbering and identification; viewer preference rnformatron

such as actors, genre, showing times, efc.; software, such as enhanced database
software, application software, operating system software, etc.; statistical modeling
information such as preference vectors, demographic analysis, etc.; and any other
arbitrary information that may be represented as digital data.

—

Methods Applied to Program Guide Objects

Program guide objects contain all information necessary for software running in the client
system to tune, receive, record and view programs of interest to the user of the client
system, selecting from among all available programs and channels as described by
objects within the database.

This program guide information is updated on a regular basis by a service provider. This
is handled by the provider acquiring program guide information in some manner, for
instance, from a commercial supplier of such information or other sources of broadcast
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arbitrary information that nmay be represented as digital data. Methods
Applied to Program Gui de Objects Program gui de objects contain all
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syst Where %ﬁ&&tm%ﬂw&{el .ﬁmhéoaﬂew%gstbmst @@eqhé edtita StbSSrTnﬁHE él&slemwat ato

manage te I'sion View ng he service provider nmay al so prow

aggré@%M’inGn vi ewi ng obj ects, which describe a set of program gui de obj ect s
that are interrelated in sone fashion. For instance, a "Star- Trek"
collection mght contain references to all program gui de objects associ at ed

r o o SR R T BB Pty ol AR e 6

di r ecdediof emgrémgundenb;ects thaharesnmrretatmnmsnmecfasmm o tinstance, a “Star-
Trek” collection might contain references to alf program guide objects associated with this
brand name. Clearly, any arbitrary set of programs may be aggregated in this fashion.
Aggregation objects are similar to directories. For instance, the Star Trek collection might
be found at “/showcases/Star Trek” in the hierarchical namespace. Aggregation objects
are also program guide objects, and may be manipulated in a similar fashion, including
aggregating aggregation objects, and so forth.

The client system may further refine the collection of program objects. In a system where
programming may be captured to intemal storage, each capiured program is
represented by a new program guide object, becoming available for viewing,
aggregation, eic. Explicit viewer actions may also result in creation of program guide
objects. For instance, the viewer may select several programs and cause creation of a
new aggregation object.
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be found at "/showcases/Star Trek' in the hierarchical nanespace.
Aggregation objects are also program guide objects, and may be mani pul at ed
in a simWarosfoasisron, including aggregating aggregati on dgreesos/ooand so
forth. The client systemmay further refine the collection of program

obj ecThis dbacnqot-ynsmfetypm@fqarogxangga:dm oljectays het mephtitcetet inclusiver here
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I nstance, the viewer may sel ect several prograns and cause creation of a

new aggregation object. 24 WO 03/058537 PCT/ US03/00592 This description of
types_of program gui de objects js not neant _to be jnclusive; there my be
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I nvention. Program gui de objects are used by the application software in
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as recorpibgram is beintred RsBulting lirséerhe af)pliman-\&bédﬂfld: hctioh, Bligrpaicebrding

Appl i ca | on soft al s d| cess program gui de objects to
choose rb? 8'@95%%%%?9&0@”' ﬁtcbéP%%‘fas?o the viewer. This process is
typically based on an analysis of previously watched programm ng conbi ned
with statistical nodels, resulting in a priority ordering of all prograns

aval | 8Dl ghoidhforldthipsb héy 06bidrephPBiBEEs Pwaﬂﬁeq#%é’%&%%'dﬂoeﬁ%cm

applicati on Speci program
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are uni €se ues
may be presented to the viewer for addltlonal selectlon asincase 1.

One skilled in the art will readily appreciate that there is a great deal of prior art
centered on methods for selecting programming for a viewer based on previous
viewing history and explicit preferences, e.g., U.S. Pat. Serial No. 5,758,257. The
methods described in this application are unique and novel over these techniques as
they suggest priorities for the capture of programming, not the broadcast or
transmission of programming, and there is no time constraint on when the
programming may be broadcast. Further details on these methods are given later in
this description.

In general, explicit viewer choices of programming have the highest priority for

capture, followed by programming chosen using the preference techniques
described herein.

3. Aclient system will have a small number of inputs capable of receiving television
broadcasts or accessing Web pages across a network such as an intranet or the
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t hey suggest priorities for the capture of progranmm ng, not the broadcast
or transm ssion of progranmng, and there is no tinme constraint on when
the progwasiosgssmay be broadcast. Further details on thesemmesoboes2are
given later in this description. In general, explicit viewer choices of
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Syt om Wil e B R o BB e vi ng ¢ el ovi si on

broadcasts or accessing Wb pages across a network such as an intranet or

the 25 ABioRTHGEH15: 5, BEREMID HRPSGrani s rieriot 10RAVIEMa) g Pt hod 115 used

to choo is'tu @esultln
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pr ogr ansAdditionligy ibetprogranteoiintsrest may beeNebpagddasiverdhl Rayodrcee, on any

channel , nal | t he
or agr am-BF o?ﬁﬁ%@%%%?%ff bl ST B itiBrete St Ryarel T Sl LRD)
across dneleptior i useddmawe desciibe therecation, ohdRLnoba patticulEn dVethsitmet

met aphorpdqsp used to al so describe the location, or URL, of a particular Wb
site or age. A viewer, for exanple, can "tune" into a Wb site by
designating the Web site URL as a channel. Wenever that channel is
selected, the Wb site is displayed. A Wb page nay al so be designated as

a progr aﬂirwewermoeexampm@aa “areditota Webtdie b;Més:Qmmthbl Web siteKH¢mL and

or or 1 1 samcfirbiel BB Rl el s dflpt hE v SIS a@ini Dener at ca as

per the WabgmgaboapalsTiie dedignatbd ag anprogeam & inteteshand angrapebot dfitee | i st
wi th thqutq%ﬁg%ﬁu BE tAKSPLATY 95%8{35 Féo%tér%ne@’ﬁhfé“ indicate when

prograns o erest are actua roa cast en generates a schedule
of tinme 607 versus avail abl e storage space 606 that is optimal for the
viewer's explicit or derived preferred programs. Further details on these

et hogs Bicsdliedeler betsits a8 mpsmlaSprftﬁméd tiod progfamWiening préfetericed aoBEgr am i s
Ve, RSTTENL A PLO AR AULE BBLECtyd SRl PaoRRR kT ¢ one
compares this list wnth the database of program guide objects 604, which indicate
when prbgrams of interest are actually broadcast. It then generates a schedule of
time 607 versus available storage space 606 that is optimal for the viewer's explicit
or derived preferred programs. Further details on these methods are given later in
this description.

4. When a captured program is viewed, the matching program guide object is used to
provide additional information about the program, overlaid on the display using any
suitable technique, preferably an On Screen Display (OSD) of some form. Such
information may include, but is not limited to: program name; time, channel or network
of original broadcast; expiration time; running time or other information.

5. When live programming is viewed, the application uses the current time, channel,
and channel map to find the matching program guide object. Information from this
object is displayed using any suitable technique as described above. The
information may be displayed automatically when the viewer changes channels,
when a new program begins, on resumption of the program after a commercial

, break, on demand by the viewer, or based on other conditions.
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sui tabl e techni que, preferably an On Screen Display (OSD) of some form
Such information may include, but is not limted to: program nane; tine,
channel owowstosgssk of original broadcast; expiration ti meCwuswioy2ti me or
other information. 5. Wien live progranmng is viewed, the application uses
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apparatEs aIIog t he ovgrla}g ?ro ramto be delayed while the stored

pr og S ting,a iﬁm . hods for Generating a List of
Preferred Prograns Viewer preferences may be obtained in a nunber of ways.
The viewer may request that certain programs be captured, which results in
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such 6mbﬁ6ﬁé|0§ﬁ3tm@$fa BATARFNOGrane, drebean $:iuﬂﬁg Vth@WléWm?bbﬁﬁt progtamed in
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In each case, such preferences must correspond to television viewing objects stored in
the replicated database. Program objects included a wealth of information about each
particular program, for example: title, description, director, producer, actors, rating, efc.
These elements are stored as attributes attached to a program object.

Each individual attribute may result in the generation of a preference object. Such objects
store the following information:

1. The type of the preference item, such as actor or director preference;

2. The weight of the preference given by the viewer, which might be mdncated by
multiple button presses or other means;

3. The statically assigned significance of the preference in relation to other preferences,
for example, actor preference are more significant than director preferences;
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These elenents are stored as attributes attached to a program object. Each
I ndividual attribute nmay result in the generation of a preference object.
Such obj ewtso3/sgsre the follow ng information: 1. The typeafusobeoss2
preference item such as actor or director preference; 2. The weight of the

pr ef efenlde afituad valog of thes rictarence iwdrh dbr insiahte B hatde epfadifaytor MUl tipl e
button presses or other neans; 3. The statically assigned significance of
the preference in relation to other preferences, for exanple, actor
preference are nore significant than director preferences; 27 WO 03/ 058537
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"di reﬁrte']'cergﬁgéserences, e.g., those derived fromviewer actions or Interred

preferences. A simlar hierarchy is devel oped based on "indirect"
preferences pointing to the sanme preference objects 501. In general,
i ndirect preferences are generated when preferences for aggregate objects
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eggh %ﬁcfipgéjkgeﬂ%ﬁas'%(yﬁﬁdpy %8 Q@Fﬁtﬁ’% B{f’ aﬂgm‘? &%iﬁct%rﬁh%rmﬁ@@m@s begi ns
at fze@bi?Cfarrafermmdathmhdhe dhdirabbpre:farenclaaidmbrbmafb genékeedl e Upgakid dar d

! . r t andar
Dat el SPEnRIAGRAS GvRREHS BR5arah BeLlsPfiof it R B RR°Fadretiis aRieflnce i <
expr e¥¥e dNH HeBAradAg £h Undaiinappreteroncawhiects figreasch aliribuierthtiefeemdes  gener at ed

by all view ng objects subordinate to the aggregated object are simlarly
wei ghted. Therefore, a new weighting of relevant preference elenents is

e B e SRR et A e er e R 390 ot nge
fall addes basedindether degree ohpmefgenteoxpressdoarnaps ¥y trhatiplevsiidron,
non-14,868&s)CM! QahdRSVATRY i SubiEdelif disinterest has been expressed. If a
preference is expressed based on an aggregate viewing object, all preferences
generated by all viewing objects subordinate to the aggregated object are similarly
weighted. Therefore, a new weighting of relevant preference elements is generated
from the previous weighting. This process is bounded by the degree of preference
which is allowed to be expressed, thus all weightings fall into a bounded range.

In a preferred embodiment of the invention, non-linear combinations may be used for
weighting a preference item. For instance, using statistical models provided by the
central site, the client may infer that a heavily weighted preference for three attributes in
conjunction indicates that a fourth attribute should be heavily weighted as well,

The list of preferred programs is generated as follows:

1. Atable 504 is constructed which lists each possible program object attribute, and
any preference objects for that attribute that are present are listed in that entry.
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wei ghting a preference item For instance, using statistical nodels
provided by the central site, the client may infer that a heavily wei ghted
preferencedayossdzree attributes in conjunction indicates Hdrawsoaoéonrt h
attribute should be heavily weighted as well. The list of preferred
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resul ti ngphn alis %%. rmst-"%ge erred Oeléigta t- refferrédé&ro&rams. G ven
this fi FEFNHIOYRM reUIInG;d @ ISLOl negR IR Hiﬁ#i—grqgrrﬁ REERYF- using t he
nmet hods described below, resulting in a collection of recorded prograns of
nost interest to the viewer. Methods applied to scheduling recording

ver sus: avahlk & 0f Spac ; ' | or ded
prog lrg}rvs% \ﬁvxﬂlﬁa%ér?] pzltgﬂlg%gf ll_%’a\% e%gé@l@%gﬁ%ﬂ&?%b é%ﬁ?%q %W h%l%tnégzs?ecor ded
pr ogr @esaribedhriowd resuling dn eclledliopraigecordaed programms ohaositintarest to e

I ndi cgbRethat a program shoul d be saved | onger, which delays expiration by
a viewer-selected interval. The invention views the avail able storage for
recordi ng prograns as a "cache"; unviewed prograns are renoved after a
time, based on the assunption they will not be watched if not watched soon
af t er Metwoaisthpplied Yo seiestiulipg oecadimghersurseavainbdi sibvrageapdedat es for del eti on,
on the assunption they are no |onger interesting.

As has been described previously, recorded programs will in general have an
expiration date, after which the recorded program is removed from client storage. The
viewer may at any time indicate that a program should be saved longer, which delays
expiration by a viewer-selected interval. The invention views the available storage for
recording programs as a “cache”; unviewed programs are removed after a time, based
on the assumption they will not be watched if not watched soon after recording. Viewed
programs become immediate candidates for deletion, on the assumption they are no
longer interesting.

With proper scheduling of recording and deletion of old programs, it is possible to make
a smaller storage area appear to be much larger, as there is an ongoing flushing of old
programs and additon of new programs. Additionally, if resources are available,
recordings may be scheduled of programs based on inferred preferences of the viewer;
these are called “fuzzy” recordings. This results in a system where the program storage
area is always “full’ of programming of interest to the viewer; no program is removed
until another program is recorded in its place or the viewer explicitly deletes it.
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Wth proper scheduling of recording and deletion of old progranms, it is
possible to make a snaller storage area appear to be much larger, as there
i s an ongwionp/Es3shi ng of old progranms and addition of neRETUSHNEIYS.
Additionally, if resources are available, recordings may be schedul ed of
prograns based on inferred preferences of the viewer; these are called
"fuzzy" recordings. This results in a system where the program storage
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i nvention includes unique and novel nethods of resolving such conflicts.
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602. The Space Schedule tracks all currently recorded prograns and those
whi CH’%OQ been scheduled to be recorded in the future. The anount of
space avail able at any given nonment in tinme may be found by generating the

sum of all occupied space (or space that will be occupied at that tine) and
subtr t t
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SOUr ce:
for recording based on inferred preferences (“fuzzy” recordings) are not counted in this

calculation; such programs automatically lose all conflict decisions.

A program may be recorded 6083 if at all imes between when the recording would be
initiated and when it expires, sufficient space is available to hold it. In addition, for the
duration of the program, there must be an input available from which to record it. The
Input Schedule 602 tracks the free and occupied time slots for each input source. In a
preferred embodiment of the invention, the input sources may not be used for identical

_services, e.g., one input may be from a digital television signal and another from an
analog television signal with different programming. In this case, only those inputs from
which the desired program can be recorded are considered during scheduling.

With respect to Fig 7, a flowchart is shown describing the steps iaken to schedule a
recording in the preferred embodiment. First, an ordered list of showings of the program
of interest are generated 701. Although a preferred embodiment of the invention orders
these showings by time, such that the recording is made as soon as possible, any
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preferred enbodi nent of the invention, the input sources may not be used
for identical services, e.g., one input nmay be froma digital television
signal anwoasms$ssr from an anal og tel evision signal w th riTd®sees2
programming. In this case, only those inputs from which the desired

pr ogrpEmictder dideringanighiesk eticseno EsicH ehewindun thiglist 7lo2dis| thay ch&iéikel ibagjeect to

Fig 7. rt i L bi t ens .0 schedyl e a

reco r'fd'Pﬁlél]c '%%l{@a%? Zﬁ é ?:Eg@@tgg%%f %Hg&@gﬁ qub’ov%h E?ﬁ{bg@&p % PJUBE V%'Wowi ngs
of t e gurdiipts therdhe ipreogransis sehedujech far seeatding YO5AI t hough a preferred
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pr ef eElliggHRay e cheseNnum anount of avail abl e space during the lifetine of
the candi date recording. O her orderings may be chosen. Referring again to
Fig. 7, for each candi date showing, the viewer is presented with the

ti f shortepipg th i ratiqn, dat flicti 708, 709.
Thi s PefBHInd SHpT BBt & 1 Send candiaie Sisvieg. gre S aigs i es BOMER 8 n' o der
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sorti&gepmgﬁg u3B9YVeRYS arfSothér.the first conflict resolution phase 711. The
viewer 1s en presented™wth the option to cancel each previously

schedul ed recording in favor of the desired program 712, 713. O course,
the viewer may ultinmately decide that nothing new will be recorded 714. In

a pr e$lesuleche mgémmesictadll dpeoriunided itorshoréh expirbtior tisnes, ehe dinal etp as
early. a 0SSl | V] . | . tr | . rded.
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to cancel each previously scheduled recording in favor of the desired program 712, 713.

Of course, the viewer may ultimately decide that nothing new will be recorded 714.

In a preferred embodiment of the invention, all conflicts are resolved as early as
possible, giving the viewer more control over what is recorded. When the viewer
makes an explicit selection of a program to record, the algorithm described in Fig. 7 is
used to immediately schedule the recording and manage any conflicts that arise.

Once an explicit selection has been made, and the viewer informed that the recording
will be done, it will not be canceled without explicit approval of the viewer.

Fuzzy recordings are periodically scheduled by a background task on the client device.
Given the prioritized list of preferred programs as described earlier, the background
scheduler attempts to schedule each preferred program in tum untii the list is exhausted
or no further opportunity to record is available. A preferred program is scheduled if and
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used to inmmedi ately schedul e the recording and manage any conflicts that
arise. Once an explicit selection has been nmade, and the viewer inforned
that the wecxwridsssg wll be done, it will not be cancel ed radTris»aDomxXpl i Ci t
approval of the viewer. Fuzzy recordings are periodically scheduled by a
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with an explicit selection, and second, if a change in viemer pr ef er ences
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I nvention, conflicts resulting fromthe recording of aggregate objects

w Il be resolved using the preference weighting of the prograns invol ved,
if multiple conflicts are caused by a particular programin the aggregate
obj edn,a prafemed | erabbgiment r efc thed ivrention, t onficts! msalting feons ebe srectralingodf al |

conf | p palelels eqgl t r system
reqwér%)tr ég&e é{@?&%r%ﬂl IIMEvvtegtr e e%(s?'rg’g?n@r?t cheggehp% @?Igﬁﬁﬁto? tﬂ-é]epr%'laﬁggber ating
syst dryetegdidienuliiple ganflisisare; Q@Hsa@wﬁ%naw%rvmgramm @@saggiegai@ qhie@nt and
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vi ewi ng obj'ect database is managed by a distinct software application. The
ti me-warping software application is yet another application. It is
desirabl e to add new features or correct defects in these and ot her
sof t videthodsubppyltdciosSeftwate Objectsn t he client hardware device. Using the
met hods described herein, it is possible to replicate view ng objects
cont ai ni ng updat ed software nodul es
The client system requires a complex software environment for proper operation. An
operating system manages the interaction between hardware devices in the client and
software applications which manipulate those devices. The television viewing object
database is managed by a distinct software application. The time-warping software

application is yet another application.

It is desirable to add new features or correct defects in these and other software
subsystems which run on the client hardware device. Using the methods described
herein, it is possible to replicate viewing objects containing updated software modules
into the client system database. Once present in the client system database, the
following unique and novel methods are used to install the updated software and cause
the client system to begin executing the new software.

The software environment of the device is instantiated as a sequence of steps that occur
when power is first applied to the device, each step building up state information which
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into the client system database. Once present in the client system

dat abase, the follow ng unique and novel nethods are used to install the
updat ed seitosasgssand cause the client systemto begi n exaaarusegoodee new
software. The software environnent of the device is instantiated as a
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step launches the applications which nanage the device and interact with
the viewer. These steps are: 1. A read-only or electrically programmable

menory, Areh§dnfieot éi@cth@élﬁ}%)régﬁ‘rahﬂhéblé he g Heatﬂ’e\ﬁ@&Hﬁ% %n% lél nstructions.
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operati ng system This | oader nmust exist at a specific |location on the
di sk %0 The segombsiageibopt lqagienthen lpgates the eperating sysieeyon theedighpediive;, i ng
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ti me- watqeategl Bothewaitial leader. vi ewer interaction software, are also | oaded and
started. This software is usually located in a separate area on the disk

fromthe object database or captured television prograns. Ideally, new
f I
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dangdpads epaewiap|apjedi datahase @ﬁware)fmldhe clramrrvawapd b@gtn&ﬂxec@tlmbpgu ng the
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oper at.i % The new{'s§ Eb#?cﬁ égt gv? def I ch p eve%c{) pr oper
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| magen afSepacatgarédnen thed disk fronf thielibjedt duzibase or baparddfetsvisich progeands.sk
drive, one skilled in the art w Il readily appreciate that the met hods
descri bed here apply generally to any persistent storage system A disk

dri vVegye R nBlEwReE HGhEBe RERIAPEY SHHORBopfhg it to the appropriate place
on the disk drive and rebooting the device. This operation is fraught with danger,
especially in a home environment. Power may fail while copying the software, resulting
in an inconsistent sofiware image and potential operating problems. The new sofiware
may have defects which prevent proper operation. A failure may occur on the disk drive,
corrupting the software image.

Although the methods of this invention have referred to a disk drive, one skilled in the art
will readily appreciate that the methods described here apply generally to any
persistent storage system. A disk drive, and other persistent storage systems, are
typically formatted into a sequence of fixed-size blocks, called sectors. “Partitions” are
sequential, non-overlapping subsets of this sequence which break up the storage into
logically independent areas. :

With respect to Fig. 8, the invention maintains a sector of information at a fixed location
on the disk drive 803 called the “boot sector” 804. The boot sector 804 contains
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typically formatted into a sequence of fixed-size blocks, called sectors.
"Partitions" are sequential, non-overl appi ng subsets of this sequence

whi ch br ewlo aspsssze storage into |ogically independent araaI/udlBobsoeespect
to Fig. 8, the invention maintains a sector of information at a fixed

| ocatsufficient infoineatidnsér tHe iniial 808tstrap 188d 6 hrdérbiant! tise paditioniAg 6f thEhgriieoot

sect ﬁ]SBQﬁdQQﬁc%%@ﬁ‘\e ‘{ér ap E%detor?goﬁﬁad:%o S03/ 00592 sufficient information

for Inrtra o underatand t he partitioning of the drive
803, and to |ocate the second stage boot | oader 806. The disk is
partitioned. into at |east seven (7) partitions. There are two (2) small
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a parhaldhnga dopylot thsseperating (syaltﬁmiﬂ kerieb897, tBE\Eb artittbmg| ddﬁmnﬁﬂb Qafdpyt i ons,
an i egtor ich one
L ARERl VEES  d 5BATe W LR A
skl | Icelicated partitions, anlindicationiis yecapedeinithe @oohamtoaBOEoug\khMqu)af thet i ons
are g)%?lﬂ[?ng‘?@'mah@cggﬂn{aﬂﬁ 554 d id friaPteRrpgMig P upl @ or greater degrees
du achi eved b

of ancy can y Creating nore plicated partitions. Wth
respect to Figs. 9a and 9b, on boot 901, the initial bootstrap code reads
the boot sector 902, scans the partition table and | ocates the "primry”

par t iQneskiled iri he Hewil rr@adﬁgt appreenné th&tadlﬂioughtt\nidlpartlﬂéﬁ§afé gedéiderrd this

pr ogr, 9 it, fails 904 f.or n to a, failure
bt ° 8%l db 4P Blaley,oiplso: el ' & Bisaier Bhraeag” tRAUNGHTEY: B b5 t he
" baclawbievpdrtmctreaimgmoredmﬂna’gedmmdﬂmchever attenpt succeeds, the boot
| oader then passes control to the newy | oaded program al ong with an

I ndi cation of which partition the programwas | oaded from906. Simlarly,
the second stage _boot | oader reads partition table and | ocates the

" pri ity respest i Figs: 99 and Bk epdwot @@1, ther infiglebaedsthan cedn raeds the berided 908,
the scerrlong. skaigigk paﬁrnﬂdnam aRatiecle D@D “Primaryy p@\ﬂﬁl@n 6P fHe 8bcdriRl passed

P ona RO oS, RO BB bR e B A B B0 "
oper doi imgtemgs;t due It@@aiamsretcbfethépuhskmilnyé_ trer boot doadevnditempisgicatged that i on
Sifzt Viﬁé@ra ‘ih ! %M@”t&ﬁit%ﬁanhﬁem&'@s. a\W)'iéh%@EP gﬂe%} 'sul:éeetcﬂ! ﬁ'nef ails
boot Ioader then passes control to the newly loaded program, along with an indication of
which partition the program was loaded from 9086.

Similarly, the second stage boot loader reads the pariition table and locates the
“primary” operating system kernel 907. If the kernel can not be loaded 908, the
“backup” kemel is loaded instead 909. In any case, control is passed to the operating
system along with an indication of the source partition, along with the passed source
partition from above 910.

Finally, the operating system locates the “primary” partition containing application
software and attempis to load the initial application 911. If this fails 912, then the
operating system locates the “backup” partition and loads the initial application from it
913. An indication of the source partition is passed to the initial application, along with
the source partition information from the previous steps. At this point, application
software takes over the client system and normal viewing management behavior begins
914.
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operating system |l ocates the "backup" partition and |loads the initial
application fromit 913. An indication of the source partition is passed
to the i nwa @lossppl i cation, along with the source partitiroT/UseBoessati on
fromthe previous steps. At this point, application software takes over
the client system and normal view ng nmanagenent behavi or begins 914. 34 WO
03/ 058537 PCT/ US03/ 00592 This sequence of operations provides a reasonabl e
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er g object in e
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obj eg?e %"ﬁ@ﬁag@dirghﬁ@éemm'@IQJ‘PQPr@H@‘-st atus of software installation
attenpts. It records the state of the partitions for each of the three
| evel s above, including an indication that an attenpt to install new
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new sasffivvgse dnstatlatien attempys. dif recordstihe state of dihes paditibas dreebchast thel theees: t he
new ' ' ' | ' ' jtion
161, T3 ab0.E TAORAD &1 ka8 B S, R SUFAPCHURGBRIL)

i nst a3 1PatThisroresatipide reliaple dusle the ransactivnalnatwe of e database.i ti on
indications in the partition table are then swapped 1003, and the system
rebooted 1004. Eventually, control will be passed to the initial

"0, 58Tl 0, R o ol e Bl ) f T BRI iR o2t
appl }asaidllowsntmecm isbftevare imsage isdirstaopied inte ther appeprigtechadkup, partitich f

b " ) . b | |
Yﬁ(rel i1ns alta{ﬂgt?rtﬁ&cé@fffﬁarﬁﬁﬁ%&/r&ﬂg%%%%%@g{sP %oﬁWg%frgé}?ggtohg% g"l?\pgr j ect Sios
updat B2 o Thadpidneey endclkaskupopadiien indieations dnothecpaidition dablet aee dpgs i cati on

copi esysed2068Pai itd EjBm Ribdoled 1084eEveM Ry, Mdntr&iNkilMey pAsddd td on and
indicates. failure in the installer object for that |evel 920. Copying the

par t | @ §Htial RpakGEoR.hat a backup copy of known good software for a |evel is
kept available at all tinmes. In a preferred enbodi nent of the invention,
finalization of the installation for the top application |evel of software

suscaseFitAgeRLbo. & ubfls Bk orliCadiialans g Ldsly iRty At Coe"
assurkereachtevel 8211, 924, the applicaiornghaaks dtardnstalationovagsintpreeassitk Pid,
Pr opesdd/verifies that the level was loaded off of the primary partition 918. If so, the installation
at that level was successful, and the installer object is updated to indicate success for that
level 919. Otherwise, the application copies the backup partition for that level over the
primary pariition and indicates failure in the installer object for that level 920. Copying the
partition insures that a backup copy of known good software for a level is kept available
at all times.

In a preferred embodiment of the invention, finalization of the installation for the top
application level of software may be delayed untl all parts of the application
environment have been successfully loaded and started. This provides an additional
level of assurance that all parts of the application environment are working properly
before permanently switching to the new software.

Methods Applied to Operations Status Objects
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before permanently switching to the new software. Methods Applied to
Qperations Status Ohjects 35 WO 03/058537 PCT/ US03/ 00592 Operations

st at us obyvexd3wsssse a cl ass of view ng object in which inf@ararsesnoaabout the
usage, performance and behavior of the client systemis recorded. These

obj e@pseratians statuseatijects laye Blalasseoit VIanng objeshimuhich islormatitincalbowih@i t h t he
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recorded. Each "button press” is recorded along with the current tine, and
any ot her contextual information, such as the current viewer context.
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t akeniméstafyg:omat i ¢ actions, such as beginning or ending the recording of a
program or choosing a programto record based on viewer preferences, are
recorded. In addition, deletion of captured prograns is recorded.

Post - processi ng of this object at the central site results in a conplete

t r acel.oViewes gelonss MEMarly l@[@ﬁ$'69§u¥t@1k%ﬁn Byemnete contral JeVies e feCqrae ud| ng the
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i ncl udi amtmubltélrdsults, mAG@I'npleteImwajfvfauelr/acmsarrtcludmgmercnaﬂextlewifmfat ure

profile of tqql l( persi stent storage access errors, nenory parity
errors ﬁﬂq‘% Pﬂésre\é %értltlon failures. Since all actions are recorded al ong

with atine stanp, it is possible to reconstruct the behavior of the
client systemusing a linear tinme-based ordering. This allows manual or

aut onmt i ? r f C] ccorrelate
e (?SS Agt(gﬁétl;&f’ﬁsﬁgr%@ﬁ a§tb%gﬁﬁ‘nﬁd'tﬁ‘ éhﬂﬁ\g tRE réddFlingfof a\p%gr m, or
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nst
not occ@hoRUAHaZreFAM ?OJSGBE‘* %"'?\‘@W @8f§r P AT ISR M nferred that
the neWa@IthWadétemﬁobeafpaﬂ‘ed‘p@ograﬁusdsmm@l chosT—prcmessmgmf Yhieobjegt @bj ect s

by Cent rhe centra?s@/resufmln a complete trace of program capture actions taken by the
client system, including the programs residing in the persistent store at any point in

time.

3. Software installation actions, including reception, installation, and post-reboot results
are recorded.

4. Hardware exceptions of various kinds, including but not limited to: power fail/restart,
internal temperature profile of the device, persistent storage access errors, memory
parity errors and primary partition failures.

Since all actions are recorded along with a time stamp, it is possible to reconstruct the
behavior of the client system using a linear time-based ordering. This allows manual or
automatic methods to operate on the ordered list of events to correlate actions and
behaviors. For instance, if an expected automatic action does not occur soon after
rebooting with new software, it may be inferred that the new software was defective.

Processing of Television Viewing Objects by Central Site Systems
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WO 03/ 058537 PCT/ US03/ 00592 Sources of Tel evision Viewing Objects A client
system has a single source of television view ng objects: the central site.
The centwa 03gi588870bj ect dat abase has nmany sources of tel edBUSHB/0NE92W Ng
objects: 1. Program gui de information obtained from outside sources is
processed to produce a consistent set of program guide objects, indicating

"prograns”, "show ngs", "channels", "networks" and other related objects.
Thi s Swirces ocbbelevisionWieinta@bjectkependenci es (" channel s" depend on
"networ ks", "show ngs" depend on "prograns”) and other interrel ationships.

When a conplete, consistent set of objects is ready, it is added to the
dat abase as an atomi c operation. 2. New software, includi n? new
appl i% &iemsysiam hagiassingle seureexpistelavipiery viexdne obigds:s heseentibgiteagé® i nt o

" sof toumiral sitd eyjeatRet s Manpbaiees bhRisMibnekRinybjBaKe

I nt er dependenci'es, such as an application depending ona dynam cally | oaded
l'ibrary, which nust be reflected in the interrelationships of the software
objects involved. In another exanple, there nay be two types of client
syst ens Progrageguide aformuttionrdbtdined froin edside fsbaroestis paicessedtogjpdatsa t hese
sof t war | : Lt es: D LndlCal.| he type of
system E %Qgétgﬁg%ta@r’i Bfa%dg%\ﬁy{'@é&]@gag’ ﬁggﬁéﬁéﬁhg} se ’_%?‘bg%’ Cts is

avai | abl@hannels,sneiuges” eadicikerdaleiashaliccts. Hiis aelpficbjecipwilthaven. 3. Each
client Eé?éﬁd@r’iﬁ’és CchEHIE dcpBAE n “h@M&R@?@R&WiM‘gé”mébénH-onThe public key
mat chi nﬂ%r hi s s,gcr(gt keY Is Igaded into a "client rrag%{}rrent obéect, al ong
wi th ot HEPIrAY &R PiHes NtereiAHRSIRS- acRBPER ANSISIgSeRel MIPERt type,
amount & reatipyitigadded tdithe databasp ashe atohiedperttioact s are used to generate
aut henti cati on objects as necessary. 4. Aggregation program gui de objects
are added in a simlar fashion. In this case, however, the aggregation
object must refer to primtive program gui de objects already present in

t he dat Alexssoftwareoneudingmnew applicationsyeyrreviaions of exiping seftveare: arerfirstobj ect s,
such. as paoksidd it SBRARIONIANingBTENS s BEGRL the SowaRFmal ate! nf o Mmati onal

. . b !
attri buFes. ce a, consistent Sef of apcillary objects to the aggregation
i s avai frigidependendias, sefeas ep %Pﬁhcﬁ@ﬂéiﬁ.?@l@d'ag WQY’@H‘@a@b@PQ?Qon. 37 WO
03/ 0585 8iFralRe; WHISIWMuBOSDreflected in the interrelationships of the software objects

involved. In another example, there may be two types of client systems in use,
each of which requires different software objects; these software objects must have
attributes present indicating the type of system they are targeted at. Once a
consistent set of objects is available, it is added to the database as an atomic
operation.

3. Each client system has a unique, secret key embedded within it. The public key
matching this secret key is loaded into a “client” management object, along with other
interesting information about the client, such as client type, amount of storage in the
system, etc. These objects are used to generate authentication objects as
necessary.

4. Aggregation program guide objects are added in a similar fashion. In this case,
however, the aggregation object must refer to primitive program guide objects
already present in the database. Also attached to the aggregation object are other
objects, such as a textual description, a screen-based icon, and other informational
attributes. Once a consistent set of ancillary objects to the aggregation is available, it
is added to the database as an atomic operation.
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5. Data collected fromclient systens. It should be clear that there may be
any nunber of sources of view ng objects, and this enuneration sinply
shows t hewwonmstos&masi ¢ possi bl e sources. Operations on Tel eA(I/Es13N0®M Ng

bj ects There are a | arge nunber of possible operations on the central

tel evision view ng object database. The follow ng exanples are neant to
show the type of processing that may be perforned, however the potenti al
oper &.i Bata colleciggtfram glierd@ystemshese exanpl es: 1. Using various vi ew ng

obj ects, a nunber of interesting statistical analysis tasks may be
perforrred 1.1. By exam ning | arge nunbers of upl oaded operations status

obj e SSIb|e to perform extensive anal ysis of hardware.

ol + dbRtioud bp Flediial dePre TR BE anECT 8 SO R AMAMEWINg GHISGESADIS ¢ o

cor r eriingeratidre singdly showe tied most Maéudapossﬁbl@csoemlcéw BF (Mean Time Between

Failures) of client devices. 1.2. By exam ning |arge nunbers of upl oaded

viewing information, it is possible to derive denographic or psychographic

i nformation about varlous populatlons of client devices. For exanple, it
Reratie plewsig pjeciss nost watched within specific zip

codes in mhlch the cllent deV|ces reside. 1.3. Simlarly, by exam ning

| ar ge nunbers of view ng |nfornat|on objects, it is possible to generate

"ratipng" and "share" vaI artjcul ar ms, with full aut omat ed

et hollere i RIRORHEINRG! BrUA PPN ORdbh Gadral TSlpvisRG YW oBY. of her

ex armia&abasfe srhétfomiw|nglexan-@lessars rhéskSotdmalv thedlypebef proesdsimgrih emayt he

2ol 1B, PERNET Ripond B0 SRS o el Py eb spebMioe cpect v um

of operations that mght be perforned. 2. Specialty aggregation objects may
be automatically generated based on one or nore attributes of all

avai 'ﬁblﬁm\d\f‘rﬁ?fgﬂgvfé%ﬁﬁb?e é”&huﬁ%@fb%ié?@sti dyidtieal dnéy %‘tﬁﬂ(é‘ﬁﬁ by first

extracting - ntormation of Interest from each view ng 3! Sect. such as
pr ogr anP8R&fArpdn, actor, director, etc., and 38 V\DOB/ 058537

PCT/ USO?{/ 0%592 constructing a si b% tabl eag.f gr% a dtattrl butes. An
aggr egat'e Riaryning;lage ny %fﬁéﬁﬂg dpdORGraioNE SiAUS 55198 & nore
at t ri but es possitliestd gienigriextdrsivegyratgsg ef hardware reliability trends and failure

modes. For instance, it is possible to correlate internal temperature with

expected MTBF (Mean Time Between Failures) of client devices.

1.2. By examining large numbers of uploaded viewing information, it is possible to
derive demographic or psychographic information about various populations of
client devices. For example, it is possible to correlate TV programs most
watched within specific zip codes in which the client devices reside.

1.3. Similarly, by examining large numbers of viewing information objects, it is
possible to generate “rating” and “share” values for particular programs with fully
automated methods, unlike existing program rating methods.

1.4. There are many other examples of statistical analysis tasks that might be
performed on the viewing object database; these examples are not meant to
limit the applicability of the invention, but to illustrate by example the spectrum
of operations that might be performed.

2. Specialty aggregation objects may be automatically generated based on one or
more attributes of all available viewing objects.

Such generation is typically performed by first extracting information of interest from
each viewing object, such as program description, actor, director, etc., and
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t hose prograns for which the chosen attributes match in some way. These
objects are then included in the slices generated for transm ssion,

possi bl y woasedsssn geogr aphic or other information. Sonme ecammsosoeygr egat es
that mght be created are: 2.1. Aggregates based on events, such as a

nej or | eansiricliogalsahplegabie dflpregr‘amsgsmd attribyited. Antdggsegate evjeveing opjeoyr ans

or oo amodben SehGRied B b66csing'0f6 of i SutifiRbe, Yridadtifly 16 le dikéne 20 L0
nanes, tmserprrpgrayerfoewh@héee chorenaiifbUIss roalehimmpopamey. et c. Mt ch ng

program objects are added to the aggregate which is then sliced for
transm'ﬁ_glon only to client dey In regions in and around t C|ty 2. 2.
Aggr egat esaRieps e fgnsiprkkids "T: jres gengrated fpptrangmisgion RRRSEIY o

Vi ewer spa&ed oh gebgraphic @rothgdinfgatation] $hrhe xanpis hggegatesthatinight behn
Wayne" c ﬁ Gr fo be broadcast in the next week. 2.3. Aggregates based on
Vi ewi ng i 8r can be produced. In this case, uploaded view ng objects
are scanned for elenents of common interest, such as types of prograns

vi ewed, actual prograns viewed, etc. For exanple, a "top ten Iist

aggregabg g‘&’ Fggr%%sﬁlg%sr?d &’ﬁ@%rﬂ? Sch 45'd ﬁﬁi(orqé‘é’gn%oﬂd&"yaﬁwé A laReK M ght

be generat oW n

[ arms.
2. 4. Aggr e§ly-da thimease, @H pé@qsamvee\@%?elw clisnd deyices !ﬂ/\%rr%r ouqﬁshaﬁg gr@v\n ng of
a programcolidifed ia@dRke mc@ﬂémbies@ﬁﬂsﬂ‘%%@bh@dfbr g repnes dlthetidarh® "vote" on

h h f, f b
(Storyi nePlavRicy Bid et RofiortiRliana ety PARRREHRABRAL Bl Yo g
obj ect s t halatehieg programdegedis aer addéuﬁséhaaggmegat&a msstla@rnsl@ddtf@’ det erm ne
an over al | yhakidicAony fEIBAOM LD | yg%}}gHﬁ ahb S hedi.0 those who vot ed

for their perusa ere are man er exarrp es o how t he basic

facilit ovi de
pre- sor?e%A(ae{Qdé d;;artgs '8@%@3%’2?%@6“33%"38 ﬁgﬁée/ §ﬁ00£ Haﬁzwﬁ%user of the

client deviviewergrFqsdnsiange, @ﬁcﬁ%&?gﬁ!@ﬂﬂgh bﬁﬁg@ R®eant to

limt the appliesRbe btoadehstiRgne megMved), but to |Ilustrate by exanple the
spectrum of operations that m ght be perforned. 3. Manual nethods may al so

be used 23 /Mgpnegaaés baged ogatetvingjbebtgior eapbe pesducesio rethisreasecal | ed

“authori N9 pidaidiel Nhewifi§ Blectd SreReanAly for efirhdfts WP EoRRFiPREst, sith as
types of programs viewed, actual programs viewed, etc. For example, a “top
ten list” aggregate of programs viewed on all client devices in the last week
might be generated containing the following week’s showing of those programs.

2.4. Aggregates based on explicit selections by viewers. During viewing of a
program, the viewer might be presented with an opportunity to “vote” on the
current program, perhaps on the basis of four perceived atiributes (storyline,
acting, directing, cinematography), which generates viewing objects that are
uploaded later. These votes are then scanned to determine an overall rating of
the program, which is transmitted to those who voted for their perusal.

2.5. There are many other examples of how the basic facilities of this invention allow
the service operator to provide pre-sorted and pre-selected groups of related
programs to the user of the client device for perusal and selection. These
examples are not meant to limit the applicability of the invention, but to illustrate
by example the spectrum of operations that might be performed.

3. Manual methods may also be used to generate aggregate objects, a process
sometimes called “authoring”. In this case, the person creating the aggregate
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WO 03/ 058537 PCT/ US03/ 00592 chooses prograns for explicit addition to the
aggregate. It is then transmtted in the sane manner as above. Cearly,
aggr egat i wo (@rosgi3am obj ects may al so permt the expressi orrafupseémdeences
or recording of other information. These results may be upl oaded to the
cent r al clsodsestprofianms foreXaisit adbition tdtheraggregatondischer ranepitled igezer at i on or
statlstjsgﬁlb rﬁgﬁné(rsésab d so on. This feedback | oop closes the circuit

bet ween Service provi "and the universe of viewers using the client
device. This unique and novel approach provides a new formof television
vi ewi ng by provi di ng uni que and conpelling ways for the service provider to

pres Ql‘léa% gﬁ? Prograrh 8&31e6€’s tﬂéy%cﬁﬂéﬁrgptﬂe@ %@iﬁh O prefireh&sy ?rt 0
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i ndi vidu mai nt al abl e ons erat lon, of the

ser vi'geor f%\*ﬂ'@'ﬂ-t he gylsngy %Wﬁﬁd% to ﬁ'}%cqﬁﬁ@ﬂ etq fQP®opyr i ght

| aw isshasis forltis gextestimhdf ygregdte dehontion or sladstipay anaipdis,dingitgo dnit i on of

objects on which the copyrighted nmaterial is printed or manifested in sone

way. The end user is licensed to use the material through the act of

purchasing a copy of the material. It is often envisioned that electronic

di st ritisifeashhack looptaesesvinel civadt ketween genmcarprowglar @nd thef univensat ef vy,

t her nt ent
%.@o&swr?qjm dReRRIRAES. %@hd{ @{éoamwé] apBtHch R8BS AN [din. 60

are essenti al free to I’_TB. copylng I's very lcult.

CopyitRi§VisiPraviewingsRypoyidingaigus ang Ctorﬁ’@PeP bRe:weay s dorstheaandae ipsovider it i ve
becatm@s@rucalhdcmymtg tﬁ@md?ﬁngfdvméléwbioﬁ%rbgre&né af fterext ®nindividawrRehile | t
rai ses t %ﬁ@Fnta (gﬁ t|on of.. ﬁﬁ g ens if the client systemis
dest rrB?/'Q 'n'ﬂg§ Q/\%idﬁ pigrt operal '°Pr?£- fair use of the content for
whi ch he has paid. The user is also denied the opportunity to engage in
secondary tradi ng of such content unllke a phy5|cal obj ect which could be
Elecire B VY P e ProfectioRe i nplies that such digital
content shoul d be usabl e by the purchaser in any personal device which can
play or display the content. It seens inportant to provide a way for the

user ey hﬂ'aw 518 adafgteremtwneheéoemwmmmé Hylsital defbatoR of otsjEstsen
descrlb d above |

t chi't ect
Gt ot WG B commaStl et Ronriie oY Hiaieseloh SHEte Mava kRS g8 Ber 5 or
el ectlicensed th abe it riateriab fsdugisthe sautref plrdhasing aveepy asfsthe maiesal. 410 is

often envisioned that electronic distribution of content will work in a similar fashion.

Unfortunately, there are serious problems with this notion. Electronic copies of content
are essentially free to make and stopping such copying is very difficult. Copying to a
closed system such as the invention’s system is attractive because such copying can be
controlled to a large extent. However, it raises the fundamental question of: What
happens if the client system is destroyed in some way? The user is then denied fair
use of the content for which he has paid. The user is also denied the opportunity to
engage in secondary trading of such content, unlike a physical object which could be sold
to another person.

The concept of fair use implies that such digital content should be usable by the
purchaser in any personal device which can play or display the content. It seems
important to provide a way for the user to do so.

The distributed television viewing management system described above is an end-to-
end system architecture and secure distribution management system that addresses
many weaknesses of prior electronic distribution systems; some of these weaknesses
are:
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WO 03/ 058537 PCT/ US03/ 00592 Prior electronic distribution systens are not
automated, thereby requiring direct interaction to introduce content to the
syst em or wooo3rosgsreve content fromthe system Prior el etwesmwnoso

di stribution systens are not reliable, i.e., long downloads may fail, no
data integrity is established, etc. Prior electronic distribution systens
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systens tQygHRort the sal es or exchange of protected content. Referring
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a system for managing electronically distributed digital content. The

i nvention satlsfles hoth Sl "1 SppSMARS Salé® obexdriingby
corrpensét e‘ﬁﬁérgfar%ﬁ@iéé vvorrﬁ%gtrqg eoﬁ%}{r%%ﬁ?sé of Pgl r use, while prgvi ding a
new opporofiprotegidgdbeontentenue generation. The invention also facilitates a
busi ness nethod for managi ng commerce based on el ectronic distribution of

digital content, Tel evisjon view obj ects can,enco S r ny

di f f eReferring Roainpfto gkiga. 1.rdpe 18 e,pjr%\é'dﬂﬁsépﬁhﬁeﬁza%vge@g%f ?’\%@b?eg?vi ew ng
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exist]n of tware.. Ot her e rLQni ase t ' d to be
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obj eCEaﬂg}'aearlaﬁqand‘léonnection-based transmission methods that connect directly or across

the Internet or an intranet (telephone modem, ethernet, ISDN, DSL, cable, etc.).

—

The same system capabilities can be provided over a broadband network as through
broadcast media when using network connections between the distribution servers 110
and the client systems 101. Client systems include settop boxes, computers, or
portable devices that incorporate storage devices, e.g., Digital Video Recorders (DVR).

The invention’s architeciure provides a system for managing electronically distributed
digital content. The invention satisfies both the needs of copyright owners to be fairly
compensated for their work and the demands of fair use, while providing a new
opportunity for revenue generation. The invention also facilitates a business method for
managing commerce based on electronic distribution of digital content.

Television viewing objects can encompass a great many different types of data. For
example, as described above, software viewing objects contain sofiware that includes
new applications or revisions of existing software. Other electronic content, such as that
considered to be copyrighted material (e.g., pictures, video, music, ebooks, etc.), can
also be contained in a television viewing object. A television viewing object may also
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a Web-oriented URL. These pointers would then be used by a client device
to separ anel og/05&i3ai n the digital content. Wth respect to FETgQUS03A9592USI C,
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I Nventi; ﬁﬂé%o%ﬁfaﬁttBthﬁeﬁ§¥§8F bear the cost of distribution; the user

bears the cost throug V' subscription or Internet access service.
Referring to Fig. 12, the song is "delivered" to the user once it is resident on the client
system 1104 and available, for example, in a special music playlist 1201. The user
accesses content through the client system’s user interface. The client systems make the
invention easy to use through a simplified user interface via a remote control or
keyboard. The user is free to play licensed content from his client system as desired
and to control how it is played back (e.g., pause, fast forward, reverse, etc.).

This transacted purchase is for a license to the song, not for the song itself. The
invention’s operator may receive a small fraction of the purchase price as a fee for
handling the transaction. Typically, the invention's operator does not bear the cost of
distribution; the user bears the cost through a TV subscription or Internet access service.

Because all licenses are tracked, if the client system should fail, the invention’s service
can validate which songs are licensed from the license database, such that the user can
retrieve new copies of his licensed songs onto his new client system. The process is
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Because all licenses are tracked, if the client systemshould fail, the
i nvention's service can validate which songs are licensed fromthe |icense
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place through the seller's and buyer's respective client systens or
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illegal copies to be created

Referring to Fig. 14, the invention allows song publishers 1401 (content originators) to
make an offering on the market to client systems 1405 of new material, much like a public
stock offering. Users purchase the new material through their client systems 1405 or
through a Web site 1406, as described above. Central servers 1402 transmit the
purchases to a backend transaction service 1407 which provides clearing-house
capabilities. The purchases are logged into the license database 1403 by the central

servers 1402.

Demand and greed would determine the number of copies offered to the market. One
can imagine offering a limited number of copies of an artist’s new song for early access at
a high price. A publisher might increase the value of a song by simply buying up cheap
copies, much as a corporation buys back its stock.
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servers 1402. Demand and greed woul d determ ne the nunber of copies offered
to the market. One <can imagine offering a limted nunber of copies of an
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t he |nvegt|on s serVvice 1501 nmkes the song available froma secure server
1505 on the device 1504, nost |ikely via download. This checking m ght
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|nformat|onI gr the other client systens owned by the owner. This all ows
the M3 dewnlopdt ens 1503, 1506 to aut henticate each ot her

This checking might instead be handled locally within the owner's home, with
authentication provided by software in the owner’s client system 1503, and the owner’s
client system 1503 providing the download to the device 1504. In this type of system,
the client system and the device would have to be informed of the authenticity of the
other by the invention’s service prior to any downioad.

An owner may own more than one client system 1503, 1506. The owner registers his
client systems with the invention’s service 1501. The service 1501 provides each client
system 1503, 1506 with authentication information for the other client systems owned

- by the owner. This allows the client systems 1503, 1506 to authenticate each other
without the need of the service 1501.

When an owner wanis to transfer content from one client system 1503 to another client
system 1506, he merely initiates the transfer at one of the client systems 1503, 1506.
The client systems 1503, 1506 authenticate each other using the authentication
information given by the service 1501 and then initiate the copying of content between
themselves. Clearly, the owner can have a plurality of client systems registered with
service 1501. The owner can transfer content between select client systems or all of his
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wi t hout the need of the service 1501. When an owner wants to transfer
content fromone client system 1503 to another client system 1506, he
nmerely i nwad@tsss3the transfer at one of the client systeneciald3/0dH06. The
client systems 1503, 1506 authenticate each other using the authentication
i nf oglizht S@%rﬁsvﬂh@npbmmheﬂlmmahéMeam ptayeconteitt in aneltipleeroeaisyinng of

cont ent be q@ V.8S Clearly, the owner can have a plurality of
C|Ieh?u§$ﬁ§Wé Fﬂﬁrgﬁ SFSwi th service 1501. The owner can transfer

content between select client systens or all of his 44 WO 03/058537
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appl 1 cati ons stitute r I
dggaﬂ‘t\fﬁﬁ@ﬂ‘ r &W?W@@hg?t'n‘éﬂ&'o&ég@u@ qﬁg)ep?hgtgﬁtwntﬁg\;ecﬁ &oswnkﬂaggr di ngly,
t he baugpti on should only be limted by the Cains included below 45 WO

03/ 058537 PCT/ US03/00592 CLAIMS 1. A process for protecting and
di stributing licensed electronic content, conprising the steps of:

providing a central |icense database; providing a plurality of client
systens; wherein said central |icense database contains client system
identifications and a |ist of licensed content associated with each client

system providing licensing neans for registering a user's purchase of a

| icense for an electronic content; wherein said |licensing nmeans records
the user's client systemidentification along wth a description of said
purchased license in said central |icense database; and providing content
delivery nmeans for delivering electronic content associated with said
user's purchase to the user's client system 2. The process of Caiml,
wherein said user's purchase is transacted via a user
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interface on the user's client system and wherein a |ist of available

| i censabl e el ectronic content is displayed to the user through the user's
client sywtoer®os&37 The process of Claiml, wherein said useBupanedase is
transacted via a Wb site, and wherein a list of available |icensable

el ectronic content is displayed to the user through the Wb site. 4. The
process of CQaim1l1, wherein said éigr!'ng purchase occurs over an |nternet
connection to said licensing neans. 5. The process of Caim1l, further
conprising the step of: providing a tel ephony server; wherein said user's
purchase is transmtted to said |icensing neans through a log that is
backhul edAvittegeshior pseiecting and distghuingnicensed Glestrone coptsnt.ceonmisngh sai d
tel epirenstegsebrer. 6. The process of Caim1, further conprising the step

' rchase fromsaid |licensing neans to a

of : transm ttjng sai er's

backend tP@HQH&?SﬂMiWQ‘Q@ ‘5%‘19‘93%’ ovi des cl earing-house capabilities. 46
WO 03/ 0585grovieiry &phBaapodelient syStbmspr ocess of Caim 1, wherein said
content de| | e ' . i o d
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ext r alistof lidensed ednieohasseciatedwitls aach gliedt &st@r; br oadcast channel . 8. The
process of p@gﬁi&@ %ceﬂs‘ﬂgdr i PhdhnS Ao réRSbATY adRer¥ YPUcHERBNST GAIcBRSS & &6t T oni c

content to ive to client Systens 1nto distribution packages call ed
"s| i celectronigeentier ei n sai d content delivery means transnits slices to

client devivpegirybaiddiesmeing emians tecoras theaseriechiienssystemdidentiicationhalong s,

d . . 9. Th f i wh i id
Cont oMt Gleseinpn sl ettt Tehnee n AR paN BERERsS SRS Ay net - ang
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The p erel el'ectronic content associated with said
user's purchase is accessed by the user through the user's client systenis

user pnt erﬁ'ﬁé?ro@{s@ ofMBRGRI 1 WhEreits 8aidAIsRYS JuraRiReal teprheBY Vs adesirr ed and
control s how the |cen?ed cont ent IR lpl ag«]a bfack.vbla sai d LfSEi {nt.erface.
interface on the users client system, and wherein a list of available licensable électronic

content is displayed to the user through the user’s client system.

3. The process of Claim 1, wherein said user's purchase is transacted via a Web
site, and wherein a list of available licensable electronic content is displayed to the user
through the Web site.

4. The process of Claim 1, wherein said user's purchase occurs over an Internet
connection to said licensing means.

5. The process of Claim 1, further comprising the step of:

providing a telephony server;

wherein said user’s purchase is transmitted to said licensing means through a log
that is backhauled when the users client system contacts the service through said

telephony server.
6. The process of Claim 1, further comprising the step of:

transmitting said user's purchase from said licensing means to a backend
transaction service that provides clearing-house capabilities.

46



11. The process of Caim1l1, wherein if a user's client systemfails, said

| icensing neans validates which songs are licensed to the user's client
system f r v ®ases3li cense dat abase, enabling the user to reEtwU®seI9EeW
copies of his licensed content onto his new client system 12. The process
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agreed to, said licensing means transfers Ilcense ownership of the content
sold in sald | i cense database to the buyer's client systemand instructs
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system 13.
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conneuedidmssushias breadoast meskanisms, Addsis 0BNOKE3Gr IRETHIEERR/ 00592 14. The
process of Claim1l1, wherein a content ori gi nator publishes an offering of
licenses for new material to client systens. 15. The process of Caiml1,
wher d.n a Thsepreasgs sefe Chaimwi e vé1eirgin ofaich castent dlelivery wieans residgs| drensi ng
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downl gaded, t user, EVIﬁb rein sald |lcensing means cﬁecks t hat
the %qtron@eqﬂnée@ A§SPEigied g Utss § Rwclass 1 e HRRIS citat gyslemyia He i cense
to tHatefmquested el ectronic content before naking the el ectronic content
avai lable to the user device via the user's client system 16. The process
of Claiml1, wherein an owner registers ownership of at least two «client
syst elfs wi The pracesd ofdelaimn hgwhemirstheatetimhierasinters assodiated mdihngpichasers
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whereln the user plays llcensed content as desired and controls how the licensed content

is played back via said user interface.

11.  The process of Claim 1, wherein if a users client system fails, said licensing
means validates which songs are licensed to the user’s client system from said license
database, enabling the user to retrieve new copies of his licensed content onto his new
client system.

12.  The process of Claim 1, further comprising the step of:

providing a central server;

wherein a user places his license for an electronic content up for sale on a central
server;

wherein a buyer that is interested in said users license places a bid on said
central server;

wherein when a price is agreed to, said licensing means transfers license
ownership of the content sold in said license database to the buyer’s client system and
instructs the user's client system to delete the content sold; and

wherein said content delivery means delivers the content sold to the buyer's
client system.

13. The process of Claim 12, wherein bidding takes place via the users and the
buyer's respective client systems or through a Web site connected to said central
server.
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17. The process of C aim 16, wherein an owner initiates copying of

el ectronic content fromone client systemto another client systemthrough
one of thwoodsiossts7systens, wherein the client systens autHtamrsosaos®2each

ot her using said authentication information, and wherein the client
systens initiate the copying of content between thenselves after

ful L CatA 1 . ' L L n.
Lo es TRODRIRN T il 1, et £ eBGRRP ofinatf ilbithed L FihnBCo) T
ot hericensasfor sgw material égrligni sysiems. t he owner through one of the client

systens, wherein the client systens authenticate each other using said
authentication i nfor@tj on, and wherein the client systens initiate the

copyiny of INedpleesss offdaife d nwherein 8 |upeLregisters oWnereiR O User HewicedMth on.  19.
An appit idansingomeangtwisdremothendsat klgubbiet & tepyi 6FREdestdifid CORlAt B@Nt ent,

oG 5 B e 25 S e b Sl i 5™
i dentdelviceds regiserado she Usartanafthai them_sedhamaiimrl(seatssm reguedted éloctrmich cl i ent
27t [hicnk BERSHe Mafia o SRENdROLANEN! ABiBHUSEg BUF BOARE Vi 1k LEGRNSE T T

an electronic n ereln sal Censi ng neans recor e user's
cl i erflieisystam, dentification along with a description of said purchased
license in said central |icense database; and 48 WD 03/ 058537

PCT/l,{ 03/ Q0592 contFEL{@:del ivery, means for delivering el ectronic content
associat ed & PIPCESE & @15WE%'>téB’h3§é’Wr@rtrﬁ@St?§%P“§‘ shipf aylead w0, The
appardigntssysterfib awith 38id lisbasing mesisg ansewhereipusaithdisending hicatsapiovities a a

v 198G ARt BritRlcsiof rEReRH o B ot ABELSDefinedied bohr ougn
t he dBepwsetl|ient system 21. The apparatus of Caim 19, wherein said

user's purchase is transacted via a Wb site, and wherein a |ist of
avai l abl e licensable electronic content is _displayed to the user through

the Vieb sithe progessi¢{Clainp A6 vherely arcpwngs inategeaidving ohelgciiers centgak chase
oCCUrffon®\oRle éieni BySteRtto &R cCiicAnsyStefnitttoligle On@i B tHE fiént systems,
wherein the client systems authenticate each other using said authentication information,
and wherein the client systems initiate the copying of content between themselves after

successful authentication.

18. The process of Claim 16, wherein an owner initiates copying of electronic content
from one client system to all other client systems registered by the owner through one of
the client systems, wherein the client systems authenticate each other using said
authentication information, and wherein the client systems initiate the copying of content
between themselves after successful authentication.

19. An apparatus for protecting and distributing licensed electronic content,
comprising:

a central license database;

a plurality of client systems;

wherein said central license database contains client system identifications and a
list of licensed content associated with each client system;

licensing means for registering a user's purchase of a license for an electronic
content;

wherein said licensing means records the user’s client system identification along
with a description of said purchased license in said central license database; and
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23. The apparatus of Claim19, further conprising: a telephony server;
wherein said user's purchase is transmtted to said |licensing neans through
a log thwtodawsgmsekhaul ed when the user's client system c@uTacdos/oosee
service through said telephony server. 24. The apparatus of C aim 19,

further corgntenti degjivesy muehrisefdr cdeliverng nalédtiong samtdniu aesociatpdr witdsgaid r om
said dée?gﬁ@hﬁﬁsgﬁgﬁ% +S%tr’|§é:gg&%§§{é$ht ransaction service that provides

cl earing- ie apparatus of Claim 19, wherein said
content delivery nmeans carousels |icensable content in a protected
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extracts |1 censed content rom sai d profect e dcast c an

appar'aerface,pn dhe ugersoclionhaysiem, @@ﬂd""&@fﬁt"‘eﬁ‘ﬂ‘s @i javaiialye igensabimelrelrenic

el ectaoptert i€ dRpRPEd totheaisee thrgadie thel stk ichrit s?.‘zﬂ‘éhﬁ”ﬁ into dI stribution
packages called "slices", and wherein said content delivery neans

transmts slices to cli ent devices via conmmuni cation nedi uns such as
br oadtthst Thecapparatus,of Qtalentd, whetreinskic user's paechabe isirandactativia ANd etppar at us

Cer vl Con Y ol 8 L SPaihi Bl @Rhedhie et aRrh B GERY AR B 1S TBH Ve

el ectthmwtb@ﬁﬂéhtsltassom ated with a user's purchase to the user's client
system VI a the Internet. 49 WD 03/058537 PCT/ US03/ 00592 28. The appar at us

of C , Wherejn t ell_el troni ¢ content associated with said wuser's
purc e | SN eRRAER QS?:%' swer%% SPHR PHEERSE, OEFUrR RVeL ga dRIRINet s er

| nt erdompectiorptodaithiensing nivangser pl ays |icensed content as desired and
controls how the licensed content is played back via said user interface.
29. The apparatus of Claim19, wherein if a user's client systemfails,
sai d 23. cenmmgppmmmfmirrdw,éertmﬁaammism are licensed to the user's
client Sysé%%é. &-1icense database, enabling the user to retrieve

0

new copi es |cenéed content onto his new client system 30. The
appar at us wher@naﬁaﬁi wser'sfpurehase is diapsmitiasyto said feansing meang drough a log

that is backhauled when the user's client system contacts the service through said
telephony server.

24.  The apparatus of Claim 19, further comprising:
a module for transmitting said user's purchase from said licensing means to a
backend transaction service that provides clearing-house capabilities.

25. The apparatus of Claim 19, wherein said content delivery means carousels
licensable content in a protected broadcast channel received by client devices, and
wherein a client system extracts licensed content from said protected broadcast channel.

26. The apparatus of Claim 19, wherein said content delivery means gathers
electronic content to be delivered to client systems into distribution packages called
“slices”, and wherein said content delivery means transmits slices to client devices via
communication mediums such as broadcast mechanisms, modems, networks, or the
Internet.

27. The apparatus of Claim 19, wherein said content delivery means resides on a
secure server on the Internet, and wherein said content delivery means delivers
electronic content associated with a user's purchase to the user’s client system via the
Internet.
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wherein a user places his |license for an electronic content up for sale on
a central server; wherein a buyer that is interested in said user's

| i cense pWwaxesasss3sbi d on said central server; wherei n wherrGI/y80B0Es92 S
agreed to, said licensing neans transfers license ownership of the content
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user ' oridlt id P e@B&&vnés&%ﬁ%ﬁdté{ﬁaﬁ ient systems or through a Wb site

connected to Sgl d central server. 32. The apparatus of Caim19, wherein a
content originator publishes an offering of |icenses for new material to

cliengo. SySTmTappér&tusTbEC%ﬂﬁamitWtﬁerQlﬁ iGh @séﬁ’slaient/\@%t@nﬂfaﬁls USAH liceskding er s
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and vﬂl&talaase saadling thensientp retidsne dve copidshatt his lieenssd rcontéew ioo® his nexgi st er ed
to thgieH Eg‘? d that the user has a license to the requested el ectronic
content ore maki ng the electronic content available to the user device
via the user's client system 34. The apparatus of C aim 19, wherein an

0Wner3(§eg'?ﬁ@éﬁpé)’éﬂ%@@l&lnﬁg%rtl*m@(%?nﬁr}éﬁh :client systems with said
| i censing means, and wherein said |1censing means provides 50 WO 03/058537

PCT/ US03/ 0@3@‘?"ral§§'a’ﬁr’cl ient systemwith authentication information for the

ot her cli enhegirsh assr Haeeschib livensehfer ameicirodib coiedt apFer sdloDnod céhtel m 34,
V\hereé#yéy owner initiates transfer of electronic content fromone client
syste anot her client systemthrough one of the client systens, wherein
the cli entwhsreire asbuyer Hbatt is dalteccsied fin saldeusarsi iingnsaipacast Aebiti oatsaith

i nf or g ioPEn@d wWherein the client systenms initiate the copying of content

bet ween t emsél ves after successful authentication. 36. The apparatus of
C ai m 34, Wheiled whan gwadee jisiagraeed stoc sinjd d@eaﬁln%uae@m%ﬁr@sfers license

ownership of the content sold in said license database to the buyer’s client system and
instructs the user's client system io delete the content soid; and

wherein said content delivery means delivers the content sold to the buyer's
client system.

31.  The apparatus of Claim 30, wherein bidding takes place via the user's and the
buyer's respective client systems or through a Web site connected to said central
server.

32. The apparatus of Claim 19, wherein a content originator publishes an offering of
licenses for new material to client systems.

33.  The apparatus of Claim 19, wherein a user registers ownership of a user device
with said licensing means, wherein the user requests a copy of an electronic content be
downloaded to the user device, and wherein said licensing means checks that the user
device is registered to the user and that the user has a license to the requested electronic
content before making the electronic content available to the user device via the user's
client system.

34. The apparatus of Claim 19, wherein an owner registers ownership of at least two
client systems with said licensing means, and wherein said licensing means provides
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content fromone client systemto all other client systens registered by
the owner through one of the client systens, wherein the client systens
aut hent i cetoeos@agds7ot her using said authentication i nfor madTowsosaesd2 wher ei n
the client systens initiate the copying of content between thensel ves

af t ereashcli@isisterrawltih @otheniidation infévhatién forobe asthert aliertgsy sterrs wownieehabl e by a
conp%&gbw %Pnglbly enbodying a program of instructions executable by the
conmpute p ‘perform nmet hod steps for protecting and distributing |icensed
el ectronic content, conprising the steps of: providing a central |icense
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content; erein said.licensin ans .r.ecords e.user's ent. system
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cent tidméélcenafterdatedssfid authediicationvi di ng content delivery neans for
delivering electronic content associated with said user's purchase to the

user's client system 38. The nethod of Caim37, wherein said user's
pur cldse iThe: ppparatuse @f Glaim 3ds evhergint an foxgwr onitigine aepyings of | ¢legitoniy st em

and \Wagtph @roﬁP]'dn%t ﬁl%}]%\fé’{ieh@% eall bﬁ@ﬂ%ﬁ&hesﬁk@ﬁgr@@is@ereaow Rk bgnéh spl ayed
to the user through the’user's client Syci't em 39. The mfat hod OB %al m 37,
wher dhreughjoge Qiethesclisnt sysiems; whereln dhe ident systemgayithesticale egeh e ein a
l'i st WRingpaaid laatieptiddiion NHemicion) & Wbarein gwntipnt systedissinitiagettle tooplyirg user
t hr ough t@e Vb si tE. 4q. Th'? net hod lﬁf ﬁ i.mt37, wherein said user's
pur c KRERNSEL BrWegpdnempelyes Al SHICCESHi AMEWCE s ai d 1 censi ng neans. 51 WO
03/ 058537 PCT/ US03/00592 41. The nethod of Caim 37, further conprising
t he p of: I Qi .eph r, ' ki ' ase is
tranait tt dh rBoRKh %W?%%@?dn'?“n@éﬁsﬁm‘iua SO BRB SR e nen
t he uyegras «fiigpiructiors exeewablechby theecampyieasetor REHAGA Mgthpd s8R HENY
Ser V@retecting and distributing licensed electronic content, comprising the steps of:
providing a central license database;
providing a plurality of client systems;
wherein said central license database contains client system identifications and a
list of licensed content associated with each client system;
providing licensing means for registering a user's purchase of a license for an
electronic content;
wherein said licensing means records the user’s client system identification along
with a description of said purchased license in said central license database; and
providing content delivery means for delivering electronic content associated with

said user's purchase to the user’s client system.

38. The method of Claim 37, wherein said users purchase is transacted via a user
interface on the user’s client system, and wherein a list of available licensable elecironic
content is displayed to the user through the user’s client system.

39. The method of Claim 37, wherein said user's purchase is transacted via a Web
site, and wherein a list of available licensable electronic content is displayed to the user
through the Web site.

40. The method of Claim 37, wherein said user's purchase occurs over an Internet
connection to said licensing means.
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42. The nethod of Caim 37, further conprising the step of: transmtting
said user's purchase fromsaid |icensing neans to a backend transaction
servi ce twatoswsgssrdes cl earing-house capabilities. 43. Theamswdo®t C ai m
37, wherein said content delivery neans carousels |I|icensable content in a
protected broadcast channel received by client devices, and wherein a
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the s pro I'ng a cen erver, a user s hi'S |icense
for an electronic content up for sale on a central server; 52 WO 03/058537

PCT/ Ug@3/ 8?@&@9%6@8?&:&“% FPMPerdif 3hid ritéﬁt%e@i%ﬁrﬂeﬁﬁ Yathe$ Blecoric Cense
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mediums such as broadcast mechanisms, modems, networks, or the Internet.

45. The method of Claim 37, wherein said content delivery means resides on a
secure server on the Internet, and wherein said content delivery means delivers
electronic content associated with a users purchase to the user's client system via the
Internet.

46. The method of Claim 37, wherein the electronic content associated with said
user's purchase is accessed by the user through the user’s client system’s user interface,
and wherein the user plays licensed content as desired and controls how the licensed
content is played back via said user interface.

47. The method of Claim 37, wherein if a user's client system fails, said licensing
means validates which songs are licensed to the user's client system from said license
database, enabling the user to retrieve new copies of his licensed content onto his new
client system.

48. The method of Claim 37, further comprising the step of:

providing a central server;

wherein a user places his license for an electronic content up for sale on a central
server;
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instructs the user's client systemto delete the content sold; and wherein
said content delivery neans delivers the content sold to the buyer's

client syetoeos0s487 The nmet hod of C aim 48, wherein biddi ngpdrkss/ogivace vi a
the user's and the buyer's respective client systens or through a Wb site
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ot her using said authentication information, and wherein the client
systens initiate the copying of content between thenselves after

succasf ulTheutbeitd eAOIdim 334whéiein med¢dntehtodrigilatompiifishes eaneoffering ofwner
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copy| n of co ensel ves after successf aut hent | C%tl on. 53
said licensing means, wherem the user requests a copy of an eectronlc content
downloaded to the user device, and wherein said licensing means checks that the user
device is registered to the user and that the user has a license to the requested electronic
content before making the electronic content available to the user device via the user’s

client system.

52. The method of Claim 37, wherein an owner registers ownership of at least two
client systems with said licensing means, and wherein said licensing means provides
each client system with authentication information for the other client systems owned by
the owner.

53. The method of Claim 52, wherein an owner initiates transfer of electronic content
from one client system to another client system through one of the client systems,
wherein the client systems authenticate each other using said authentication information,
and wherein the client systems initiate the copying of content between themselves after
successful authentication.

54. The method of Claim 52, wherein an owner initiates copying of electronic content
from one client system to all other client systems registered by the owner through one of
the client systems, wherein the client systems authenticate each other using said
authentication information, and wherein the client systems initiate the copying of content
between themselves after successful authentication.
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