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SYSTEM FOR TRACKING END-USER ELECfRONIC CONTENT USAGE 

5 BACK.GROUND OF THE INVENTION 

10 

1. Field of the Invention 

The invention disclosed broadly relates to the field. of electronic commerce and more particularly to a 

system and related tools for the secure delivery and rights management of digital assets. such as print media, film8, 

games, and music over global communications networks such as the Internet and the World Wide Web. 

2. Description of the Related Art 

The u.~ of global distribution systems such as the Internet for distribution of digital asset.i; such as music. 

film, computer programs, pictures, games and other content cmitinues to grow. At the same time owners and 

publishers of valuable digital content have been slow to embrace the use of the Internet for distribution of digital 

15 assets for several reasons. One reason is that owners are afraid of unauthorized. copying or pirating of digital 

content. The electronic delivery of digital content removes several barriers to pirating. · One barrier that is 

removed with electronic distribution is the requirement of the tangible recordable medium itself (e.g., diskettes or 

CD ROMs). It costs money to copy digital content on to tangible media. albeit, in many cases less than a dollar for 

a blank tape or recordable CD. However, in the case of electronic distribution, the tangible medium is no longer 

20 needed. The cost of the tangible medium is not a factor because content is distributed electrOnically. A second 

barrier, is the format of the content itself i.e. is the content stt>red in an analog format versus a digital format. 

Content stored in an analog format, for example, a printed picture. when reproduced by photocopying. the copy is 

of lesser quality than the original. Each subsequent copy of a copy, sometimes called a generation, is of less 

quality than the original. This degradation in quality is not present when a picture is stored digitally. Each copy, 

25 and every generation of copies can be as clear and crisp as the original. The aggregate effect of perfect digital 

copies combined with the very low cost to distribute content eJectrcmically and to distribute content widely over the 

Internet makes it relatively easy to pirate and distribute unauthorized copies. With a couple of keyStrokes, a pirate 

can send hundreds or even of thousands of perfect copies of digital content over the Internet. Therefore a need 

exists to ensure the protection and security of digital assets distributed electronically. 

30 Providers of digital content desire to establish a secure. global distribution· system for digital content that 

protects the rights of CODtent owners. The problems with establishing a digital content distribution system includes 

developing systems for digital content electronic distribution, rights management, and asset protection. Digital 

content that is distributed electronically includes content such a.~ print media, films, games, programs. television, 

multimedia, and music. 

35 The deployment of an electronic distribution system provides the digital content providers the ability to 

achieve fast settlement of payment through immediate sales reporting and electronic recoociliation as well as gain 



W000/08909 PCT/US99/18383- · 
2 

secondary sources of revenue through redistribution of content. Since the electronic digital content distribution 

system is not affected by physical inventory ouiagrs or returns, the digital content providers and retailers may 

realiu reduced costs and improved margins. Digital content providers c:oWd facilitate new, or augment existing. 

distributioo channels for better timoo-release of inventory. The transactional data from the electronic distribution 

5 system ~uld be used to obtain information regarding coosumer buying patterns as well a8 to provide immediate 

feedback on electronic marketing programs and promotions. In order to meet these goals, a need exists for digital 

content providers to use an electronic distribution model to ~e digital content available to a wide range of users 

and businesses while ensuring protection and metering of digital assets. 

Other commercially available electronic distribution i."ystem.11 fQl' digital content, such as real audio. A2B 

I 0 from AT&T, Liquid Audio Pro from Liquid Audio Pro Corp .• City Music Network from Audio Soft and others 

offer transmission of digital data over secured and unsecured electronic net.works. The use of secured electronic 

networks greatly reduces the requirement of digital content providers of distributing digital to a wide audience. 

The use of unsecured networks such as the Internet and Web allows the digital content to arrive to an end- user 

securely such as through the use of encryption. However. once the encrypted digital content is de-encrypted on the 

15 end-user's machine. the digital content is readily available to the end-user for unauth0ri:i.ed re-distribution. 

20 

Therefore a need exist!! for a secure digital content electronic distribution system that provides protection of digital 

assets and ensures that the Content Providcr(s)' rights are protected even after the digital content is delivered to 

consumers and businesses. . A need thus exists for rights managemeot to allow . fur secutcf delivery. licensing 

authorization. and control of the usage of digital assets. 

Another reason owners of digital content have been slow to embrace electronic distribution is their desire 

to maintain and fOster existing channels of distribution. Most content owners sell through retailers.·· In the music 

market these U.S. retailers include Tower Records, Pmcbes, Blcckbuster. Circuit City and others. Many of these 

retailers have Web sites that allow Internet users to makes selections over the Internet and have selections maileci. 

to the end-user. Example music Web sites include @tower, Music Boulevard and Columbia House; The use of· 

25 electronic distribution can remove the ability of the retail stores from differentiating themselves ftom each other 

and differentiate themselves from the content .owners. especially on the Web. ·Therefore a need exists to provide 

retailers of electronic content such as pictures, games, music. programs and videos a way to differentiate 

themselves from each other and the content owners when selling music through electionic distribution. 

Content owners prepare their digital content for electronic distribution through distribution sites such as 

30 electronic stores. Electronic stores ()11 the Internet, or through other online services, want to differentiate 

themselves ti"om each other by their product offerings and product promotions. A traditicmal store, i.e. - the 

non-electronic. non-online analogs to electronic stores - use product promotions, product sales, product samples, 

liberal return policies and other promotional programs to differentiate themselves ftom their competitors. 

However, in the on.line world where the con.tent providers impose usage conditions on the digital content, the 

35 ability of electronic stores to differentiate themselves may be severely limited. Moreover, even if the usage 

conditioos can be changed, electronic. stores are faced with the difficult task of processing the metadata associated 

• 
"' 



W000/08909 
3 

PCT/US99/18383 - · 

with the digital content :from the content providers to promote and sell prooucls elecironically. Electronic stores 

need to manage several requirements when processing the metadata. First. the electronic store is required to 

receive the metadata associated With the digital content from the content proViders. Many times. parts of this 

metadata may be sent encrypted. so the content provider must create a mechanism to decrypt the encrypted content. 

5 Secood. the electronic store may wish to preview metadata from the content provider either before the content is 

received tmn the content provider or after the content is received by the electronic store, in order to a.~ist with 

product marketing. product positioning and other pnmoti~ considerations for the content. Third, the electronic 

st<re is required to extract certain metadata used fur promotional materials such as graphics and artist information. 

Often, this promoticmal material is used directly by the electronic store in its online promotions. Fourth. the 

10 electronic stores may wish to differentiate themselves from one another by modifying some of the permitted usage 

conditions to create different offerings of the digital coo.tent. Fifth. the electronic store may have to insert or illter 

certain address, such as URLs, in the metadata to direct payment reconciliation to an account reconciliation house 

automatically by the purchaser without the need to go through the electrollic store for payment clearance. Sixth, 

the electrmiic store may need to create licenses for the permitted use of the copyrighted digital content that match 

15 usage conditions. For example. the license may· grant the permission to make a limited numbe.r of copies of the 

digital content. A license is needed to reflect the terms and cooditions of the permission granted. 

20 

In light of all these requirements, to process the metadata related to the digital content, many electronic 

stores write L'Ustomized software programs to handle these 'requirements. The time, Cost and testing needed tO 

create these customized software programs can be large. Accordingly. a need exists to provide a solution to these 

requirements. 

Still, another reason owners of digital content have been slow to embrace electronic distribution is the 

difficulty in preparing content fur electronic distribution. Today, many providers of content have thousands or 

even tens of thousands of titles in their portfolio. ·In a music example. it is not unusual for a content ownc=r to have 

a single master sound recording available on several different formats simultaneously (e.g. CD, tape and 

25 MiniDisc). In addition. a single format can have a master sound recording re-mastered or re-mixed for a specific 

distribution channel. As an example, the mixing for broadcast radio may be different than the mixing for a dance 

club sound track, which may be different than a generally available consumer CD. Inventorying and keeping track 

of these different mixes can be burdensome. Moreover, many owners of master recordings often times re-issue old 

recordings in various subsequent collections. such as '"The Best Of'. or in compilations for musical sound track.~ 

30 to movies and other collections or compilations. As more content is offered digitally, the need to re-mix and 

·encode the content for ela.'tronic distribution grows. Many times providers need to use old reeording formats as 

guides to select the correct master sound recordings and have these sound recordings reprocessed and encooed for 

release for electrcmic distribution. This may be especially true for content providers that wish to use their old 

formats to assist them in re- releasing the old sound recording fur electronic distribution. Providers will look 

35 through databases to match up titles, artists and sound recordings to set the encoding parameters. This process of 

manually searching databases for recording portfolios is not without its shortcomings. One shortcoming is the 
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need to have an operator mfUlually search a database and set the ·processing parameters appr0priately. Another 

shortcoming is the possibility of Operator transcription error in selecting data :from a database. Accordingly. a need 

exists to provide content providers a method to automatically retrieve associated data and master recordings for 

content such as audio. 

~ontent owners prepare their digital content for electronic distribution through a process known as 

encoding. Encoding involves taking the content, digitizing it. if the content is presented in an analog format, and 

compressing it. The process of compressing allows the digi~ content .to be transferred <Wer networks and stored 

on recordable medium more efficiently because the amount of data transmitted or stored is reduced. However, 

compression is not without its shortcomings. Most compression involves the lo.11."I of some information, and is 

10 called 1<>88)1 compression. . Content providers must make decisioos on what compresS.ion alg0rithm to use and the 
·.. . 

cornpres."lion level. required. For example, in music., the digital content or song may have vesy different 

characteristics depending on the geare of the music. The compression algorithm and compression level selected 

fur one. geiire may not be the optimal choice for another genre of music. Cootent providers may 'find certain 

combinations of compression algOrithms and compression levels wOrk very well for . one genre of· music, say 

IS classical, but provide unsatisfilctory results for another genre of music such as heavy metal. Moreover. audio 

engineers must often equalize the music, perform dynamic range adjustments and perform other ·preprocessing and 

processing settings to ensure the genre of music encoded produce.o; the desired results. The requirement to always 

20 

.. . ·. . ·. . . 

have to manually set these encocUng parameters such as setting the equalization levels and 'the dynamic range 

setting11 for each digital content c8n be burdensome. Returning to the music example, a ccmtent provider fur music 

with a collection covering a variety of musical ·genre ~Id have to manually select for each song or set of song11 to 

be encoded, the desired combination of encoding panimeters. ACcordingiy. a need exist."' to overcome the need for 

manually selection of process parameters for encoding. 

The process to cooipress content can require .a large amoont of dedicated computational resources, 

especially for larger content items such as full-leilgtb fmture movies. Providers of compression algorithms offer 

25 various tradeoffs and advantages associated with their compression techniques. ·· . These tradeoffs include: the 

amount of time and computational resources needed to compress the content; the amount of compression achieved 

ftom the original content; the desired bit rate for playback; the performance quality of the compressed con.tent; and 

other factors. Using an encoding program which take as input a multimedia file aod generate an encoded output 

file with no interim indication of progress or status is a problem. Moreover. in many circumstances. other 

30 programs are used to call or to manage an ~coding program with no interim indication of progress. This leaves 

the calling applicatioo with no way to gauge the amount of content that has been encoded a.o; a percentage of the 

entire selection of designated to be encoded. In circumstances where the calling program is trying to schedule 

several different programs to run at once this can be a problem. Furthermore. this can be especially burdensome in 

cases where batches of content have beeo selected for encoding and the content provider wants to determioe the 

35 progress of the encoding process. Accordingly, a need exists to overcome these problems. 

.. ~. 

, .... ' 
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Yet, still another reason digital cmtent providers have been slow to adopt electronic distribution for their 

cootent is lack of standards for creating digital players on end-user devices fur electronically delivered content. 

Content providers. electronic stores. or others in tbe electronic distribution chain may want to offer customized 

players on-a variety of devices such as PCS, set-top boxes. hand-held devices and more. A set of tools that can 

handle the decryption ofthe digital cmtent in~a tamper re..o;istant environment. that is. an environment to deter the 

unauthorized access to the content during p1aying by a third party is needed. Moreover. a set of tools is needed to 

enable an end user to manage of a local library of digital cont~t without allowing the end user to have access to 

the content for uses other than what was purchased. 

Further informatim on the background of protecting digital content can be found from the following three 

10 sources. "Music on the Internet and the Intellectual Property Protection Problem" by Jack Lacy. James Snyder. 

David Maher, of AT&T Labs. Florham Park. N.J. available online URL 

http://www.a2bmusic.com/about/papers/musicipp.htm. Cryptographically protected container.· called DigiBox, in 

the article "Securing the Content, Not tbe Wire for Information Commerce" by Olin Sibert, David Bernstein and 

David Van Wie. InterTrust Technologies Corp. Sunnyvale, CA available online URL 

15 http://wWw.intertrust.com/archita.1urelstc.btml. And "Cryptolope Container Technology", an IBM White Paper. 

availab1c online URL http:///cypto]ope.ibm.com/white.htm. 

20 

SUMMARY OF THE INVENTION 

It is an object of the present invention to remove the above-meotiooed drawbacks and to provide a system 

for tracking usage of content data. One embodiment of the present invention providcii a system for tracking usage 

of digital content on user devices. Electrmic stores coupled to a network sell licenses to play digital content data 

to users. Content p1ayers, which receive ftom the network the licensed content data, are used to play the licensed · · 

content data. Additiona1ly. a Jogging site that is coupled to the network tracks the playing of the eontent data. In 

particular, the logging site receives play information from the network, and the play information ini::ludes the 

25 number of times that the content data has been played by the ass0ciated content player. 

A further embodiment of the present invention provides a method for tracking usage of digital content on 

user devices. According to the method, a license to play digital content data is sold to a user. and the licensed 

content data is transmitted to a content player for the user. Further, infurmation is transmitted to a logging site 

whenever the content data is played by the content player or copied ii'om the content player to an externa1 medium 

30 so that usage of the licensed content data can be tracked. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram illustrating an over view of a Secure Digital Content Electronic Distribution 

System according to the present invention. 

35 FIG. 2 is a block diagram illustrating an example Secure Container (SC)· and the associated graphica1 

representations according to the present invention. 
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FIG. 3 is a block diagram illustrating an overview of the eocrypt~on process for a Secure Container (SC} 

according to the present invention. 

FIG. 4 is a block diagram illustrating an overview of the de-encryption process for a Secure Container 

(SC) according to the present invention. 

5 FIG. S is a block diagram illustrating an overview of the layers for the Rights Management Architec."lUre 

of the Secure Digital Content Distribution System ofFIG. 1 according to the present invcntimi. 

FIG. 6 is a block diagram iJlustraling an overview ~the Content Distribution and Licensing Control as it 

applies to the License Control Layer of FIG. 5. 

FIG. 7 is an illustration of an example user interface fur . the Work F1ow. Manager Tool of FIG. 1 

10 according to the present invention. 

15 

20 

FIG. 8 is a block diagram of the major tools, components and processes of the Work Flow Manager 

corresponding to the user interface in FIG. 7 according to the present invention. FIG. 9 is a block: diagram 

illustrating the major tools,. components and processes of an Electronic Digital Content Store of FIG. 1 according 

to the present invention. 

FIG. 10 is a block diagram illustrating the major components and processes of an End- User Device(s) of 

FIG . .1 according to the present invention. 

FIG .. 11 is a flow diagram of a method to calculate att encoding rate factor for the Content Preprocessing 

and Compression tool of FIG. 8 according to the present invention. .· · , ·. 

FIG. :12 is a flow diagram of a method to automatically retrieve additional infonnation for the Automatic 

Metadata Acquisition Tool of FIG. 8 according to the present invention. 

FIG. 13 is a tlow diagram of a method to autmnatically set the Preprocessing and Compression parameters .. 
of the Preprocessing and Compression Tool of FIG. 8 according ~o the present invention. . · 

FIG.)4 is an exampJe Qfuser inter&ce screens of the Player Applicatioo downloading contenuo .a local . ·· 

library as described in FIG. IS according to the present invention. 

FIG. 15 is a block diagram illustrating the major components and processes of a Player Application 

ruoning on End-User Device of FIG. 9 according to the present invention •. 

FIG. 16 is an example user inter&ce screens of the Player· Application of FIG. 1 S according to the preseot 

invention. 

FIG. 17 is a flow diagram of an alternate embodiment to automatically retrieve additional information fur 

30 the Automatic Metadata Acquisition Tool of FIG. 8 according to the present invention. 

35 

DETAILED DESCRIPTION OF AN EMBODIMENT 

A Table of Contents is provided for this present invention to assist the reader in quickly locating different 

sections in this embodiment. 

I. SECURE DIGITAL CONTENT ELECTRONIC DISTRIBUTION SYSTEM 
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A. System Overview 

1. Rights Management 

2. Metering 

3. Open Architecture 

B. System Functional Elements 

t. Content Provider(s) 

2. Electronic Digital Content Store(s) 

3. Intermediate Market Partners 

4. Clearinghouse(s) 

5. End-User Device(s) 

6. Transmission Infrastructures 

c. System Uses 

CRYPTOGRAPHY CONCEPTS AND THEIR APPLICATION TO THE SECURE DIGITAL CONTENT 

ELECTRONIC DISTRIBUTION SYSTEM 

A. Symmetric Algorithms 

· B. Public Key Algorithms 

C. Digital Signature 

D. 

E. 

F. 

Digital Certificates 

Guide To The SC(s) Graphical Representation 

Example ofa Secure Container Encryption 

Ill. SECURE DIGITAL CONTENT ELECTRONIC DISTRIBUTION SYSTEM FLOW 

IV. RIGHTS MANAGEMENT ARCHITECTURE MODEL 

A. Architecture Layer Functions 

B. Function Partitioning and Flows 

1. Content Fonnattiog Layer 

2. Content Usage Control Layer 

3. Content Identification Layer 

4. License Control Layer 

c. Content Distribution and Licensing Control 

v. SECURE CONTAINER STRUCTURE 

A. General Structure 

B. Rights Management Language Syntax and Semantics 
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c. Overview of Secure Container Flow and Processing 
D. Metadata Secure Container 620 Format 

E. Offer Secure Container 641 Format 

F. Tran.~action Secure Container 640 Format 

G. Order Secure Container 650. Format 

H. License Secure Container 660 Format 

I. Content Secure Container Fonnat 

SECURE CONTAINER PACKING AND UNPACKING 

A. Overview 

B. Bill of Materials (BOM) Part 

C. · Key Description Part 

CLEARINGHOUSE(S) 

A. Overview 

B. Rights Management Processing 

c. Country Specific Parameters 

D. Audit Logs and Tracking 

E.' Reporting of Results 

F. Billing and Payment Verification 

G. · Retransmissions 

·CONTENT PROVIDER 

A. Overview 

:B. Work Flow Manager 

1. Products Awaiting Action/Information Process 

2. New Content Request Process 

3. Automatic Metadata Acquisition Process 

4. Manual Metadata :Entry Process 

s. 
6. 

7. 

Usage Conditions Process 

Supervised Release Process 

Metadata SC(s) Creation Process 

8. Watennarking Process 

9. 

10. 

11. 

Preprocessing and Compression Process 

Content Quality Control Process 

Encryption Process 
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12. Content SC(s) Creation Process 

13. Final QuaJity Assurance Process 

14. Content Dispersement Process 

15. Work Flow Rules 

c. Metadata Assimilation and Entry Tool 

1. Automatic Metadata Acquisition Tool 

2. Manual Metadata Entry Tool 

3. Usage Conditions Tool 

4. Parts of the Metadata SC(s) 

s. Supervised Release Tool 

D. Content Processing Tool 

E. 

F. 
G .. 

H. 

I. 

1. Watamarking Tool 

2. Preprocessing and Compression Tool 

3. Content Quality Control Tool 

4. Encryption Tool 

Content SC(s) Creation Tool 

Final QuaJity Assurance Tool 

· Content Dispersement Tool 

Content Promotions Web Site· 

Content Hosting 

1. Content Hosting Site8 

2. Content Hosting Site(s) 111 provided by the Secure Digital 

Content Electronic. Distribution System 

ELECTRONIC DIGITAL CONTENT STORE(S) 

A. Overview - Support for Multiple Electronic Digital Content Store(s) 

B. Point-to-Point Electronic Digital Content Distribution Service 

1. Integration Requirements 

2. Content Acquisition Tool 

3. Transaction Processing Module 

4. Notification Interface Module 

s. Account Reconciliation Tool 

C. Broadcast Electronic Digital Content Distribution Service 

END-USER DEVJCE(S) 

A. Overview 
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Application Installation 

Secure Container .Processor 

The Player Application 

I. Overview 
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2. End-User Interface.Components 

3. Copy/Play Management Components 

PCT/US99/18383 - · 

4. Decryption 1505, Decompression 1~06 and Playback Components 
s. 
6. 

7. 

Data Management 1502 and Library Access Components 

Inter-application Communication Components 

Other Miscellaneous Components 

8. The Generic Player 

I. SECURE DIGITAL CONTENT ELECTRONIC DISTRJBUTION SYSTEM 

A. System Ove"iew 

The Secure Digital Cmtent Electronic Distribution System is a technical platform that encompasses the .· 
technology, specifications, tools, and software needed for the secure delivery and rights management of Digital 
Content and digital content-related content to an end-user. client device. The End-User Device(s)include PCS. set 
top boxes (IRDs), and Internet appliances. These devices may copy the content to . external· media or portable. 

20 CQDsumer- devices as permitted by the content proprietors. The term Digital Content or simply Content, refers to 
information and data stored in a digital :furmat including: pictures, movies, videos. music, programs~ multimedia 
.and games. 

The· technical platform specifies . how Digital Content is prepared, securely distributed through 
. point-to-point .and broadcast infrastructures (such as cable, Internet, satellite, and wireless) licciosed. to End-User 

25 Device(s). and protected against unauthorized copying or playing. In addition, the architecture of the technical 
platform allows for the integration and migration of various technologies such· as watermarking. 
·compression/encoding. encryption, and other security algorithms as they evolve over time. 

The base components of the Secure Digital Content Electronic Distribution System are: (1) rights 
management for the protection of ownership rights of the content propridor; (2) transaction mderilig for 

30 immediate and accurate compensation; and (3) an open and well-documented architecture that enables Content 
Provider(s) to prepare content and permit its secure delivery over multiple network infrastructures for pla:yback on 
any standard compliant player. 

1. Rights Management 
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Rights management in the Secure Digital Content Electronic Distribution System is implemented through 

a set of functions distributed among the operating components of the system. Its primary functions include: 

licensing authorization and control so that content is unlocked only by authorized intermediate or End-User(s) that 

have secured a license; and cootrol and enforcement of content usage according to the conditions of purchase or 

5 license. such as permitted number of copies,. number of plays. and the time interval or term the license may be 

valid. A. secondary functioo of rights management is to enable 8: means to identify the origin· of unauthorized 

copies of content to combat piracy. 

Licensing authorization and control are implemented through the use of a Clearingbouse(s) entity and 

Secure Container (SC) technology. The Clearinghouse(s) provides licensing authorization by ·enabling 

10 intermediate or End-User(s) to unlock content after verification of a successful completion of a licensing 

transaction. Secure Containers are used to distribute encrypted content and information among the system 

components. A SC is a cryptographic carrier of information or content that uses encryption, digital signatures, and 

digital certificates to provide protection against unauthorized interception or modification of electronic information 

and content. It also allows for the verification of the authenticity and integrity of the Digital Content. The 

15 advantage of these rights management functions is that the electronic Digital Content distribution infrastructure 

does not have to be secure or trusted. Therefore allowing transmission over network infrastructures such as the 

Web and Internet. This is due to the fact that the Content is encrypted within Secure Containers and its storage 

and distributicm are separate ftom the control. of its unlocking and use. Only users who have decryption keys can 

unlock the encrypted Content, and the Clearinghouse(s) releases decryption keys only fur' authorized and 

20 appropriate usage requests. The Clearingbouse(s) will not clear bogus requests from unknowrr or unauthorized 

parties or requests that do not comply with the content's usage conditions as set by the content proprietors. In 

additim. if the SC is tampered with during its transmission, the software in the Clearingbouse(s) determmes that 

the Content in a SC is corrupted or falsified and repudiate the transaction. 

The control of Ccmtent usage is enabled· through the End-User Player Application 195 running on an 

25 End-User Device(s). The application embeds a digital code in every copy of the Content that defines th~ allowable 

nwnber of secondary copies and play backs. Digital watermarking technology is used to generate the digital code, 

to keep it hidden :from other End- User Player Application 195, and to make it resistant to alteration attempts. In 

an alternate embodiment, the digital code is just kept as part of the usage conditions associated with the Content 

113. Whea the Digital Content 113 is accessed in a compliant End-User Device(s). the End-User Player 

30 Application 195 reads the watermark to check the use restrictions and updates the watermark as required. If-the 

requested use of the cmtent does not comply with the usage conditions, e.g., the number of copies has been 

exhausted, the End-User Device(s) will not perform the request. 

Digital watermarking also provides the means to identify the origin of authorized or unauthorized copies 

of Content. An initial watermark in the Content is embe.dded by the content proprietor to identify the content 

35 proprietor, specify copyright information, define geographic distribution areas, and add other pertinent 

information. A second watermark is embedded in the Content at the End-User Device(s) to identify the content 
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purchaser (or licensee) and End-User Device(s), specify the purchase or liceilse conditions and date. and add any 
other pertinent information. 

Since watermarks become an integral part of the Content, they are carried in the· copies independent of 

whether the copies were authorized or not. Thus the Digital Content always contains information regarding its 
5 source and its permitted use regardless of where the content resides or where it comes from. This information may 

be used to comba~ illegal use of the Content. 

2. Metering 

As part of its rights management functions, the Clearinghouse(s) keeps a record of all transactioos where 

10 a key exchange is cleared through the Clearinghouse(s). This record allows for the metering of licensing 
authorizaticn and the original conditions of use. The transaction record can be reported to responsible parties. 

such as, content proprietors or Content Provider(s). retailers, and others, on an immediate or periodic basis to 
facilitate electronic reconciliation of transaction payments and other uses. 

15 

20 

3. Open Architecture 

The Secure Digital Content Electronic Distribution System (System) is an open architecture with 

publiSbed specifications and interfaces to facilitate broad implementatioo. and acceptance of the System in the 
_market place while maintaining rights protection fur the cootent proprietors. The flexibility ~d opennes8.ofthe. · 
System architecture also enable ·the System to evolve over time as various technologies, transmission· 

inftastructures, and devices are delivered to the marketplace. 

The architecture is open regarding the nature of the Content and its format. Distribution. of audio, 
programs. multimedia, video, or other types of Content is. supported _by the archit~ure. The Content could 'be in a 
native format , such as linear PCM for :digital music, or a format achieved by additiooal preprocessiiJ.g or· encoding, 
such. as filtering, compression, or pre/d~ emphasis, and more. The architecture is open to various encryption and · 

25 watermarking techniques. It allows for the selection of specific techniques to accommodate different Content types 
and formats and to allow ~e introduction or adoption of new technologies as they evolve. This flexibility all<JWs 
Content Providei-(s) to pick and evolve the technologies they use for data compression, encryption, and formatting 
within the Secure Digital Content Electronic Distri~ution System. 

The architecture is also open to different distribution networks and distribution models. The architecture 
30 supports content distribution over low-speed Internet connections or high-speed satellite and cable networks ·and 

can be used with point-to-point or broadcast models. In additim, the architecture is designed so -that the :functions 

in the End-User Device(s) can be implemented on a wide variety of devices, including low cost consumer devices. 

This flexibility allows Content Provider(s) and retailers to offer Content 10 intermediate or End-Usez(s) through a 

variety of service offerings and enables the users to purchase or license Ccmtent, play it back, and record it on 
35 various compliant player devices. 

.. 
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B. System Functional ·Elements 

Turning now lo FIG. 1, there ·is shown a block diagram illustrating an overview of a Secure Digital 

Content Electrcmic Distribution S:ystem 100 according to the present invention. The Secure Digital Content 

Electronic Distribution S)'stem 100 encompasses several business elements that comprise an end-to-eod Solution, 

S including: Content Provider(s) 101 or the pr.oprietors of the Digital Content, Electronic Digital Cootent Store(s) 

103, Intermediate Market Partners (not shown), Clearingbouse(s) 105, Content Hosting Site · 111, Transmission 

lnftastructures 107, and End-User Device(s) 109. Each of th~e business elements use various components of the 

Secure Digital Content Electronic Distributioo System 100. A high level description of these business elements 

and system components, as they pertain specifically to electronic Content 113 distribution, follows. 

10 

1. Content Provider(s) 101 

Content Provider(s) 101 or content proprietor(s) are owners of original Content 113 and/or distributors 

authorized to package independent Content 113 for further distribution. Content Provider(s) 101 inay exploit their 

rights directly or license Contenl 113 to the Electronic Digital Content Store(s) 103, or Intermediate Market 

15 Partners (not shown), usually in return for Content usage payments related to electronic commerce revenues. 

Examples of Content Provider{s) 101 include Sony, Time-Warner, MTV, IBM, Microsoft, Turner, Fox and others. 

Content Provider(s) 101 use tools provided as part ofibe Secure Digit8l Content Electronic Distribution 

System 100 in order to prepare their·Content 113 arid related data for distribution. A Work Flow Manager Tool 

.· 154 schedules Content 113 to be processed and tracks the Content 113 as it flows through the various steps of 

· 20 Content 113 preparation and packaging to maintain high quality assurance. The term metadata is used throughout 

this docU11lent to mean data related to the Content 113 and in this embodiment does not include the Content 113 

·. itself. As an example, metadata for a song may be a song title or song credits but not the sound recording of the 

smg. · 'lbe Content 113 wruld contain the sound recording. A Metadata Assimilation and Entry Tool 161 is used 

to extract metadata :from the Content Provider(s)' Database 160 or data provided by the ContentProvider(s).in a 

25 prescribed format (for a music example the Content 113 information such as CD title, artist name, SODg title, CD 

artWllrk. and more) and to package it for electronic distribution. The Metadata Assimilation and Entry Tool 161 is 

also used to enter the Usage Conditions for the Content 113. The data in Usage Cooditions can include copy 

restriction rules, the wholesale price. and any business rules· deemed neces.wy. A Watermarking Tool is used to 

bide data in the Content 113 that identifies the content owner, the processing date. and other relevant data. For an 

30 embodiment where the Content 113 is audio, an audio preprocessor tool is used to adjust the dynamics and/or 

equalize the Content 113 or other audio for optimum conpression quality, compress the Content 113 to the desired 

c0mpression levels, and encrypt the Content 113. Tbe.o;e can be adapted to follow technical advances in digital 

content compression/encoding. encryption, and formatting methods, allowing the Content Provider(s) 101 to 

utilize best tools as they evolve over time in the marketplace. 

35 The encrypted Content 113, digital content-related data or metadata, and encrypted keys are packed in 

SCs {described below) by the SC Packer Tool and stored in a content hosting site and/or promotional web site for 
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electronic distribution. The content hosting site can reside at the Content Provider(s} 101 or in multiple locations, 
including Electronic Digital Content Store(s) 103 and Intermediate Market Partners (not shown) facilities. Since 
both the Content 113 and the Keys (described below) are encrypted and packed in SCs, Electronic Digital Content 
Store(s) 103. or any other hosting agent can not directly access decrypted Content 113 without clearance from the 

5 Clearingbouse(s)and notification to the Content Provider(s) 101. 

2. Electronic Digital Content Store(s} 103 

Electronic Digital Content Store(s) 103 are the entities who market the Content 113 through a wide 
variety of services or applications, such as Content 113 theme programming or electronic merchandising of 

10 Conteol 113. Electrooic Digital Content Store(s) 103 manage the design, development. business operations. 
settlements, merchandising, marketing, and sales of their services. Example online Electronic Digital Content 
Store(s) 103 are Web sites that provide electronic downloads of software.· 

Within their services, Electronic Digital Content Store(s) 103 implement certain functions of the Secure 
Digital Content Electronic Distribution S}istem 100. Electronic Digital Content Store(s) 103 aggregate 

15 information from the Content Provider(s) 101, pack content and metadata in additional SCs, and.deliver those SCs 
to consumers or businesses as pan ofa service or application. Electronic Digital Content Store(s) 103 use tools 
provided by the Secure Digital Content Electronic Distribution ~ l 00 to assist with: metadata extractioo. 
secondary usage conditions. SC packaging. and traclcing of electronic content transactions. The Se:condary usage 
conditions data can· include retail• business offers i.uch as Content 113 purchase price, pay-per-listen price. copy 

20 autbori:mtion and target device types, or timed-availability restrictions. 

Once an Electronic Digital Content Store(s) 103 completes a valid request for electronic Cmtent 113 from 
an End-User(s}, the Electronic Digital Content Store(s) 103 is responsible for authorizing the Clearinghouse{s) 105 
to release the decryption key:fm the·Conlent 113 to the customer. The Electronic Digital Content Store(s) also 
authorizes the download of the SC containing the Cmtent 113. The Electrcmic Digital Cmtent Store(s) may elect 

25 to host the SCs containing the Digital Cootent at its local site and/or utilize the hosting and distribution filcilities 
of another Content hosting site. 

30 

The Electronic Digital Content Store(s) can provide customer service fur any questions or problems that 
an End-User(s) may have using the Secure Digital Content Electronic Distribution System 100, or the Electronic 
Digital Content Store(s) 103 may contract their customer service support to the Clearinghouse(s) 105. 

3. Intermediate Market Partners (not shown) 
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In an alternate embOdiment, the Secure Digital Content Electronic Distribution System 100 can be used to 

provide Content 113 securely lo other businesses called Intermediate Market Partners. These partners may include 

. digital content-related companies offering a non-electronic service, such as televisions stations or video clubs, 

radio stations or record clubs, that distribute Content 113. These Partners may also include other trusted panies 

5 who handJe material as part of making or marketing sound recordings. such a.o; record studios, replicators, and 

producers. These Intermediate Market Partners requires clearance from the Clearinghouse(s) 105 in :ord'2' to 

decrypt the Content 113. 

4. Qearinghouse(s) 105 

10 The Clearinghouse(s) 105 provides the licensing authorization and record keeping for all transactions that 

relate to the sale and/or permitted u.i;;e of the Content 113 encrypted in a SC. When the Clearingbouse(s) 105 

receives a request for a decryption key for the Content 113 ftmn an intermediate or End-User(s), the 

Clearinghouse(s) 105 validates the integrity and authmticity of the information in the request; 'Verifies that the 

request was authorized by an Electronic Digital Content Store(s) or Contmt Provider(s) 101; and verifies that the 

15 requested usage complies with the content Usage Conditions as defined by the Content Provider(s) 101. Once 

these verifications are satisfied, the Oearinghouse(s) 105 sends the decryption key for the Content 113 to the 

requesting End-User(s) packed in a License SC. The key is encrypted in a manner 8o that only the authorized user 

can retrieve iL If the. End-Um's reque,st is not verifiable. complete, or authotized, the Clearinghouse(s) 105 

repudiates the request for the decryption key. 

20 The Clearinghouse(s) I 05 keeps a record of all transactions and can report them to rmponsible parties, 

such as Electronic Digital Content Store(s) 103 and COntmt Provider(s) 101, on an immediate. periodic. or 

restricted ba.<1is. This reporting is a means by which Content Provider(s) 101 can be informed of the sale of 

Content 113 and the Electrcmic Digital COntent Store(s) 103 can obtain an audit trail ofelectrmic delivery to their. 

customers. The Clearinghouse(s) lOS can also notify the Content Provider(s) 101 and/or Electronic Digital 

25 Content Store(s) 103 if it detects that information in a SC has been compromised or does not comply with the 

Content's Usage Ccmditions. The transaction recording and repository capabilities of the Clearinghouse(s) 105 

database is structured for data mining and report generation~ 

In another embodiment, the Oearinghouse(s) 1 OS can provide customer support and exception processing 

for transactions such as refbnds, transmission failures. and purchase disputes. The Oearingbouse(s) 105 can be 

30 operated as an independent entity. providing a trusted custodian for rights management and metering. It provides 

·billing and settlement as required. Examples of electronic Oearioghouse(s) include Secure-Bank.com and Secure 

Electronic Transaction (SE'l) from Visa/Mastercard. In one embodiment, the Clearinghouse(s) 105 are Web sites 

accessible to the End-User Device(s) 109. In another embodiment. the Oearingbouse(s) 105 is part of the 

Electronic Digital Content Store(s) 103. 

35 
S. End-User Device(s) I 09 
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The End-User Device(s) 109 can be any player device that cootaiD$ an End-User Player Application 195 

(described later) compliant with the Secure Digital Content Electronic. Distribution System 100 specifications. 

These. devices may include PCS. set. top boxes (IRDs). and Internet appliances. The End-User Pfayer Application 

195 could be implemeoted in software and/or consumer electronics hardware. In addition to performing play. 

5 record, and library management :functions, the End-User Player Application 195 performs SC proeessing to enable 

rights management in the End-User Device(s) 109. The End-User Device(s) 109 manages the download and 

storage of the SCs cmtaining the Digital Content; requests 8!1d manages receipt of the encrypted Digital Content 

. keys ftom the Oearingb.ouse(s) 105; processes the watcrmark(s) every time the Digital Content is copied or played; 

manages the number of copies made (or deletion of the copy) in accordance with the Digital Content's Usage 

10 . . Conditions; and perfunns the copy to an external media or portabl~ consumer device if permitted. The portable 

consumer device can perform a subset of the End-User Player Applicatit-. 195 functions in order to process the 

content's Usage Conditions embedded in the watermark. The term.-; End-User(s) and End-User· Player Application 

1~5 are used throughout this to mean through the use or running-on an End".UserDevicc(s) 109 ... · 

15 6. Transmission Infrastructures l 07 

.. The .Secure Digital Content Electronic Distribution System 100 is independent of the transmission 

network connecting the Electronic Digital Content Store(s) 103 and End-User Device(s) 109. ]t supports both 

· .. · ... · ., point~t~point such as the Internet and broadcast distribution models such as digital .broadcast television.••, · 

20 . 

25 

:: Even though the same tools and: applications are used to acquir~. package, and track Coo.tent l f3 · ·· 

transactions over various Transmission Infrastructures 107, the presentation and method in which services are 

delivered to the customer may vary depending on the infrastructure and distribution model selected. · The quality of 

the Cqnteot 113 being transferred may also vary since high bandwidth infrastructures can deiiver high-quality 

digital content at more acceptal>tc response times than lower bandwidth infrastructures. A. Service· application 

designed for a point-to-point distribution model can be adapted to support a broadcast distribution model· as well. · 

C. System Uses 

The Secure Digital Content Electronic Distribution System 100 enables the secure delivery of 

higb.-quali~. electronic copies of Content 113 to End-User Device(s) 109, whether coosun1er or· business, and to 

regulate and track usage of the Content llJ. 

30 The Secure Digital Content Electronic Distribution System 100 could be deployed in a variety of 

consumer and business-to-business services using both new ·and existing disttibution chanriels.- · Each· particular 

service could use a different financial model that can . be enforced through the rights management features of the 

Secure Digital Content Electronic Distribution ~tern 100. Models such as wholesale or ·retail purchase, 

pay-per-listen usage, subscription services, copy/no-copy restrictions. or redistribution could be implemented 

35 through the rights management of the Clearinghouse{s) 105 and the End-User Player Application 195 copy 

protection features. 
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The Secure Digital Content Electronic Distribution System 100 allows Electronic Digital Content Store(s) 

103 and Intermediate Market Partners a great deal of flexibility in creating services that sell Content 113. At the 

same time it provides. Content Provider(s) 101 a level of assurance that their digital assets are protected and 

metered so that they can receive appropriate compensation for the licensing of Content 113. 

II. CRYPTOGRAPHY CONCEPTS AND mEIR APPLICATION TO THE SECURE DIGITAL 

CONTENT ELECTRONIC DISTRIBUTION SYSTEM 

License Control in the Secure Digital Content Electronic Distribution System 100 is based on the use of 

cryptography. This section introduces basic cryptography technologies of the present invention. The use of public 

key encryption, synunetric key encryption. digital signatures. digital watermarks and digital certificates is known. 

A. Symmetric Algorithms 

In the Secure Digital Content Electronic Distribution System 100 the Cootent Provider(s) 101 en(:rypts the 

content using symmetric algorithms. They are called symmetric algorithms because the same key is used to encrypt 

and decrypt data. The data sender and the message recipient must share the key. The shared key iS referred to here 

as the symmetric key. The Secure Digital Content Electronic Distribution System 100 architecture is independent 

of the specific symmetric algorithm selected for a particular implementation. 

Common symmetric algorithms are DES. RC2 and RC4. Both DES and RC2 are block cipher~· A block·· 

cipher encrypts the data using a block of data bits at a time. DES is an official US g0vemment encryption standard~ 

has a 64-bit block size. and uses a S6-bit key. Triple-DES is commonly used to increase the securitY achieved with 

simple DES. RSA Data Security designed RC2. RC2 uses a variable-key-size cipher and.has a block. size of 64 bits. 

RC4, also designed by RSA Data Security, is a variable-key-size stream cipbt:r. A stream cipher operates on a 

single data bit at a time. RSA Data Security claims that· eight to sixteen machine operations are required for RCA 

per output byte. 

IBM designed a filst algorithm called SEAL. SEAL is a stream a1gorithm that uses a variable-1ength key 

and that has been optimized for 32-bit processors. SEAL requires about five elementary machine instructions per 

data byte. A SO MHZ. 486-based computer runs the SEAL code at 7.2 megabytes/second if the 160-bit key used bas 

alreadY been preprocessed into internal tables. 

Microsoft reports results of encryption :performance benchmark in its Overview of CryptoAPI document. 

These results were obtained by an application using Microsoft's CryptoAPI, running on a 120-MHZ, ·· 

Pentium-based computer with Windows NT 4.0. 

Cipher Key Size Key Setup Time Encryption Speed 

DES 56 460 l IJ8Sl9 

RC2 40 40 286888 
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Cipher Key-Size Key Setup Time Encryption Speed 

DES 56 @ 1138519 

RC2 40 40 286888 

R.C4 40 ISi 2377723 

R.c4 40 ISi 2377723 

B. ·. Public Key Algodtbms 

In the Secure Digital Content Electronic Distribution System 100, symmetric keys and other small data 
S pieces are encrypted using public keys. Public key algorithms use two keys. The two keys are mathematically 

related so that data encrypted with one key can only be decrypted with the other key. The owner of the keys keeps 
one key private (private key) and publicJY distributes the second key (public key) •. 

To secure the transmission of a confidential message using a public key algorithm, one must use the 
· · ·recipient's public key to encrypt the mc:Ssage. Oil1y the recipient, who has the associated private key,· can decrypt 

· I 0 · ·' the message~ Public key algorithms are also used to generate digital signatures. The private key is used for that 
.. purpose. The ·following section provides information on digital signatures. 

The most conunon used public-key algorithm is the RSA public-key cipher. It has become the: de-facto 
···public' key standard in the indlistfy. Other algorithms that also wcirk well fur encryption and digital signatures are · 

EIGatnal and Rabin. RSA is a variable-key length cipher. · · · · -' · 
· 15 · Syminetric key algori~ are much :taster than the public key algOrithm& In software. DES":is generally 

20 

at least too· ·times as :fast as RSA. Because of this, RSA is not used to encrypt bulk data. RSA Data Security 
reports that Oil a 90 .MHZ Pentium machine. RSA Data Security's toolkit BSAFE 3.0 has 'a througbplit for · 

· privatc>-key operations (encryption tJr decryption, :Using the private key) of 21.6 kilobits/secmd with a: 512-bit 
modulus and 7.4 kilobits/second· with a 1024-bit modulus. . ~-; . 

. C. Digital Signature 

In the Secure Digital Content Electronic Distribution System 100, the issuer ofSC(s) protects the integrity 
of SC(s) by digitally signing it. In general, to create a digital signature of a message, a message owner first 
computes the message digest (defined below) and then encrypt the message digest using the owner's private key. 

25 The message is distributed with its signature. Any recipient of the message can verify the digital signature first by 
decrypting the signature using the public key of the message owner to recover the message digest. Then, the 
recipient computes the digest of the received message and compares it with the recovered one. If the message bas 
not being altered during distribution. the calculated digest and recovered digest must be equal. 

In the Secure Digital Content Electronic Distribution System 100, since SC(s) contain several data parts, a 
30 digest is calculated for each part and a sununary digest is calculated for the concatenated part digests. The 

summary digest is encrypted using the private key ofthe is.'IUer of the SC(s). The encrypted summary digest is the 
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issuer·s digital signature for the SC(s). The part digests and the digital signature are included in the body of the 

SC(s). The recipients of SC(s) can verify the integrity of the SC(s) and its part8 bY means of the received digital 

signature and part digests. · 

A one-way hash algorithm is used to calculate a message digest. A hash algorithm takes a 

5 variable-length-input message and converts it into a fixed length string. the message digest. A one-way hash 

algorithm operates only in one direction. That is. it is easy ro calculate the digest for an input message. but it is 

vecy difficult (computationally infeasible) to generate the in1>1:1t message from its digest. Because of the properties 

of the one-way hash functions. one can think of a message digest as a f"mgerprint of the message. 

The more cormnon one-way hash functions are MDS from RSA Data Security and SHA designed by the 

·I 0 US National Institute of Technology and Standards (NITS). 

D. Digital Certificatea 

A digital ·certificate is used to authenticate or verify the identity of a person or entity that bas sent a 

digitally signed message. A certificate is a digital document issued by a certification authority that binds a public 

15 key to a person or entity. The-certificate includes the public key, the name of the person or entity. an expiration 

date. the name of the certification authority, and other information. The certificate also contains the digital 

signature ofthe certification authority. 

When an entity (or person) sends a message signed with its private key and accompanied with its digital 

certificate. the recipient of the message uses the entity's name from the certificate to decide Whether or not to 

20 accept the message. 

In the Secure Digital Content Electronic Distribution S)'stem 100. evr:ry SC(s). except those issued by the 

End-User Device(s) 109; includes the certificate of the creator of the SC(s). The End-User Device(s) 109 do not 

need to include certificates in their SC(s) because many End- User(s) do not bother to aequire a certificate or have 

certificates issued by non bona-fide Certificatim Authorities. In the Secure Digital Cmtcnt Electronic Distribution 

25 System 100. the Clearingbouse(s) 105 has the option of issuing certificates to the Electronic Digital Content 

Store(s) 103. This allows the End-User Device(s) 109 to independently verify that the Electronic Digital Content 

Store(s) 103 have been authorized by the Secure Digital Content Electronic Distribution System 100. 

E. Guide Tone SC(s) Graphical Representation 
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This document·uses a drawing to graphically represent SC(s) that·sbows encrypted parts. non-encrypted 

parts, the encryption keys, and certificates.· Referring now to FIG. 2 i11 an example drawing of SC(s) 200. The 

following symbols are used in the SC(s) figures. Key 201 is a public or private key. The teeth of the key e.g . 

. CLRNGH for Clearinghouse indicate the key owner. PB inside the handle indicates that it is a public key thus 

5 key 201 is a Clearinghouse public key. PV inside the handle indicates that it is a private key. Diamond shape is 

an End- User Digital Signature 202. The initials indicate which private key was used to create the signature thus 

in EU is the End-User(s) digital signature :from tabJe below.. Symmetric key 203 is used to encrypt coo.tent. An 

encrypted symmetric key object 204 comprising a Symmetric key 203 encrypted with a PB of CLRNGH. The key 

on the top border of the rectangle is the key used in the encryption of the oiject. The symbol 0r text inside the 

10 . rectangle indicates the encrypted object (a Symmetric key in this case). Another encrypted object, in this example a 

Transacticm ID encrypted object 205 is shown. And Usage Conditions 206 for content licensing management a.~ 

described below. The SC(s) 200 comprises Usage Conditions 206, Transaction ID encrypted object 205, an' 

Application ID encrypted object 207, and encrypted symmetric key object 204, all signed with an End-User Digital 

. Signature 202. 

15 The table below shows the initials that identify the signer ofSC(s). 

Initial Component .. 

CP Content PrOvider(s) 101 

MS Electronic Digital Content Store(s) 103 

HS Content HOsting Site(s) 111 
; 

Eiid-User Device(s) 109 EU 

CH Clearinghou8e(s) fos 
CA certification autbority(ies) (not shown) 

F. Example of a Secure Container Encryption 

20 The tables and diagrams below provide an overview of the encryption and decryption process used to 

25 

create and recoVer information from SC(s). The SC(s) that is created and decrypted in this process overview is a 

general SC(s). It does not represent any of the specific SC(s) types used for rights management in the Secure 

Digital Content Electronic Distribution System 100. The process consists ·of the steps de.uibed in FIG. 3_ for 

encryption process. 

Process Flow for Encryption Process of FIG. 3 

&m, Process 

301 Sender generates a random symmetric key and uses it to encrypt the content. 

302 Sender runs the encrypted content through a hash algorithm to produce the content digest. 
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303 Sender encrypts the symmetric key using the recipient's public key. PB RECPNT refers to the recipient's 

public key. 

304 Sender runs the encrypted symmetric key through the same hash algorithm used in step 2 to produce the 

symmetric key digest. 

305 Sender runs the concatenation of the content digest and symmetric key digest thr0ugh the same hash · 

algorithm used in step 2 to produce the SC(s) digest. 

306 Sender encrypts the SC(s) digest with the sender's private key to produce the digital signature for the 

SC(s). PV SENDER refers to the sender's private key. 

307B Sender creates a SC(s) file that includes the encrypted content. encrypted symmetric key, content digest. 

I 0 symmetric key digest. sender's certificate, and SC(s) signature. 

15 

:.· 

:20 

25 

30 

35 

307A Sender must have obtained the certificate :from a certification authmity prior to initiating secure 

communications. The certification authority includ~ in the certificate the sender's public key, the 

sender's name and signs it. -PV CAUfHR. refers to the certifications authority's private key. · Sender 

transmits the SC(s) to the recipient. 

Process Flow for Decryption Process of FIG. 4 

§tm Process 

408 Recipient receives the SC{s) and separates its parts. 

.409 

;410 

411 

412 

413 

Recipient verifies the digital signature in the sender's certificate by decrypting it with the public key of the .· 

certification authority. If the certificate's digital signature is valid, recipient acquires the sender's public 

key ftom the certificate • 

Recipient decrypts the SC(s) digital signature using the sender's public key. This recovers the SC(s) 

digest. PB SENDER refers to the sender's public·key. 

Recipient runs the concatenation of the received content digs and encrypted key digest through the same 

hash algorithm used by the sender to compute the SC(s) digest. 

Recipient compares the computed SC(s) digest with the cme recovered :from the sender's digital signature. 

If they are the same, recipient confirms that the received digests have not been altered and continues with 

the decryption process. If they are not the same, recipient discards the SC(s) and notifies the sender. 

Recipient runs the encrypted S)'ml11etric key through the same hash algorithm used in step 411 to compute 

the symmetric key digest. 

414 Recipient compares the computed symmetric key digest with the one received in the SC(s). If it is the 

same, recipient knows that the encrypted symmetric key has not been altered. Recipient coo.tinues with 

the decryption process. If not valid, recipient discards the SC(s) and notifies the sender. 

415 Recipient runs the encrypted content through the same bash algorithm used in step 411 to compute the 

content digest. 
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416 Recipient compares the computed content digest with the one received in the SC(s). If it is the same. 

recipient knows that the enccypt.ed content has not been altered. Recipient then continues with the 

decryption process. Ifnot valid, recipient discards the SC(s) and notifies the sender. 

417 

418 

DI. 

Recipient decrypts the encrypted symmetric key using the recipient•s private key. This recovers the 

symmetric key. PV RECPNT refers to the recipient's private key. . . 

Recipient uses the symmetric key to decrypt the encrypted content. This recovers the content. 

SECURE DIGITAL CONTENT ELECTRONIC DISTRIBUTION SYSTEM FLOW 

, The Secure Electronic Digital. Content Distribution System .100, consists of several components that are 

I 0 used by the different participants of the system. .These participants include the Content Provider(s) l 01, Elec."tronic 

Digital Content Store(s) 103, End-User(s) via End-User Device(s) 109 and the Clearinghouse(s) 105. A high level 

system flow is used as an overview of the Secure Digital Cc.mte:nt Electronic Distribution System 100. This flow 

·. outlined below tracks Content as it flows throughout the System 100. Additionally it outlines the steps used by the 

participants to, conduct the transactions for the purchase. unlocking and use of the Content 113. Some of the 

. 15 assumptions made in the system flow include:· 

This is a system flow for a Digital Content service (Point-to-Point Interface to a PC). 

Content Provider(s) 1 Ol submits audio Digital Content in PCM uncompressed format (as a mwri.c· audio·> 

example).. . . ~ . 

20 . Content Provider(s) 101 has metadata in an ODBC compliant database or :Content. Provider(s) 101 will· .· 

25 

enter. the data directly into the Content Information Processing Subsystem, or will have provided data in .· • • . 

. . prescribed ASCII file format(s). 

Fin~ial settlement is done by the Electronic Digital·Conteot.Store(s). 

Content. 113 is hosted at a single Content Hosting Site(s) 111. 

It should be understood by those skilled in the art that these assumptions can be altered to accommodate · 

the exact nature of the Digital Content e.g. music, video and program and electronic distribution systems 

broadcast. 

30 1he following process flow in illustrated in FIG. 1. 

Steo Process 

121 A uncmnprcssed PCM audio file is provided as Content 113 by the Ccmtent Provider(s) 101. Its filename 

is input into the Work Flow Manager 154 Tool along with the Cmtent Provider(s)' 101 unique identifier 

35 for the Content 113. 
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122 Metadata is captured ftom the Content Provider(s)' Database 160 by the Content Information Processing 

Subsystem using the Content Provider(s)' 101 unique identifier for the Content 113 and information 

provided by the Database Mapping Template. 

123 The Work Flow Manager Tool 154 is used to direct the content flow through the acquisition and 

preparation process at the Cootcnt Provider(s) 101. It can also be used to track the status of any piece of 

content in the system at anytime. 

124 The Usage Conditions for the Content 113 are. entered into the Content Information Processing 

Subsystem, this can be done either manually or automatically. This data includes copy restriction rules 

and any other business rules deemed necessary. All of the metadata entry can oct."Ur in parallel with the 

Audio Processing for the data. 

125 

126 

127 

128 

The.Watermarking Tool is used to hide data in the Cootent 113 that the Content Provider(s) 101 deems 

necessary to identify the content. This could include when it was captured, where it came 'from (this 

Content Provider(s) 101). or any other information specified by the Content Provider(s) 101. 

The Cmtent Processing Tool 125 performs equalization, dynamics adjustments and re-sampling 

to the Content 113 as necessary for the different compression levels supported. 

The Content 113 is compressed using the Content Processing Tool 125 to the desired 

compressioo levels. The Content 113 can then be played back to verify that the compression: 

produces the required ,level of Content 113 quality. If necessary the equalization, dynamics 

adjustments, compression and playback quality checks can be performed as many times as 

desired. 

The Content 113 and a subset of its metadata is encrypted with a Symmetric Key by the ·sc 
Packer. This tool then encrypts the key using the Public Key of the Clearingbouse(s) 105 to 

produce an Encrypted Synunetric Key. This key can be transmitted anywhere without 

comprising the security of the Cmtcnt 113 since the only entity that can decrypt it is the 

Clearinghouse(s) 105. 

The Encrypted Symmetric Key, metadata and other information about the Content 113 is then packed into 

a Metadata SC by the SC Packer Tool 152. 

The encrypted Content 113 and metadata are then packed into a Content SC. At this point the processing 

on the Content 113 and m.etadata is complete. 

The Metadata SC(s) is then sent to the Content Promotions Web Site 156 using the Content Disbursement 

Tool (not shown). 

129 The Content Disbursement Too] sends the Content SC(s) to the Content Hosting Site(s) 111. The Content 

Hosting Site(s) can reside at the Content Provider(s) 101, the Clearingbouse(s) 105 or a special location 

dedicated for Content Hosting. The URL for this site is part of the metadata that was added to the 

Metadata SC. 
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130 The Content Promotions _Web Site _156 notifies Electronic Digitaf -Content Store(s) 103 of new Content 

113 that is added to the System 100. 

131 Using the Content Acquisition Tool, Electronic Digital Content Store(s) 103 then downloacrihe Metadata 

SCs that correspond. to the Content l J 3 they wish to sell.. -

S 132 The Electronic Digital Content Store{s) 103 will use the Content AcclUisition Tool to pull out any data 

10 

15 

. -
from the Metadata SC(s) that they want to use to promote the Content 113 on their-Web Site. Access to 

portions of this metadata can be secured and charged forif desired. 

133 The Usage Conditions for the Cmtent 113, spe.ciiic to this Electronic Digital Content Store(s} 103. are ____ _ 

entered using the Content Acquisition Tool. Th~ Usage Conditions include the retail prices and 

copy/play restrictions for the different compres&on levels of the Content 113. 

134 The Electronic Digital Content Store(s) 103 specific Usage-conditions and the original Metadatii SC{s) 

are packed into an Offer SC by the SC Packer Tool. 

US After_ the Electronic Digital Content Store(s) 103 Web Site is updated, the Cootent 113 is available to 

- End-User(s) surfing the Web. 

136 When an End-User(s) finds Content 113 that they want to buy;-they click oo a coo.tent icon, such as a -
- . 

music icon, and the item is added to bis/her shopping cart which is maintained by the Electrcmic Digital 

Content Store(s) 103. When the End-User{s) completes shopping they submit the pmchase request to the 

Electronic Digital Content Store(s) l 03 for processing.----·_. 

· 137 ·-· The Electronic Digital Content Store(s) 103 then interacts with credit- card clearing organizations to place ----

20 a bold on the funds in the same way they do business today. 

25 

30 

35 

- 138 Once the Electronic Digital Content Store(s) 103 receives.the credit card authorization number back ftom -

the credit card clearing organization, it stores this into a database and invokes the SC Packer Tool tobuild­

:·a 'Transaction ·sc. This Transaction SC includes all of the offer SGs for the Content 113 that--the 

End-User(s) has purchased; a Tr~ion ID that can be tracked back to the-Electronic-Digital Content 

Store(s) 103, information that -identifies the End-User(s), compression levels, Usage Conditions and the 

price list for the songs purchased. 

-139 This Transaction SC is then transmitted to the End-User Device(s) 109. 

140 When the Transaction SC arrives on the-End-User Device(s) 109, it kicks off the End- Usa Player 

Application 195 which opens the Transaction SC and acknowledges the End- User's purch8Se. · The 

End-User Player Application 195 then opens the individual Offer-SCs and in an alternate embodiment. -­

may inform the user with an estimate of the download time. It then asks the-user to specify when they 

want to download the Content 113. 

141 Based on the time the End-User(s) requested the download; the End-User Player Application 195 will 

wake up and initia~e the start of the download process by building a Order SC that contains among other 

things the Encrypted Symmetric Key--for the Content 113, the Transactioo --ID, and End-User(s) 

infonnation. 
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142 This Order SC is then sent to the Clearingliouse(s) I 05 for processing. 

143 The Clearingb.ouse(s) 105 receives the Order SC. opens· it and verifies that none of the data has been 

tampered with. The Clearingbouse(s) 105 validates the Usage Conditions purchased by the End-User(s). 

These Usage Conditions must comply with those specified by the Content Provider(s) 101. This 

infonnation is logged in a database •. 

144 

145 

146 

Once all the checks are complete, the Encrypted Symmetric Key is decrypted using the private key of the 

Clearingbouse(s) 105. The Symmetric Key is then. encrypted using the public key of the End-User(s). 

This new Encrypted Symmetric Key is then packaged into a License SC by the SC Packer. 

The License SC is then transmitted to the End-User(s). 

When the License SC is received at the End-User Device(s) 109 it is stored in memory until the Content 

SC is downloaded. 

147 The End-User Device(s) 109 request from the Content Hosting Facility 111. seeding the corresponding 

148 

IV. 

A. 

License SC for the purchased Content 113. 

Content 113 is sent to the End-User Device(s) 109. Upon the receipt the Content 113 is de-encrypted by 

the End-User Device(s) 109 using the Symmetric Key. 

RIGHTS MANAGEMENTARCHITECTURE MODEL 

Architecture Layer Functions 

FIG. S is a block diagram of the Rights Management Architectlire of the Secure Digital Content 

Electronic Distribution S}istem 100. Architecturally, four layers represent the Secure Digital Content Electronic 

Distribution System 100: the License Control Layer 501, the Content Identification Layer 503; Content Usage 

Control Layer SOS, and the Cmtent Fctmatting La}"i' 507~ The overall functional objective of each layer and the 

individual key functions for each layer are described in this section. The funCtions in each of the layers are tairly 

25 independent of the functions in the other layers. Within broad limitations, functions in a layer can be substituted 

with similar functions without affecting the functionality of the other layers. Obviously, it is recjuired that the 

30 

35 

output from one layel' satisfies format and semantics acceptable to the adjacent layer. 

The Licen8e Control Layer 501 ensures that: 

• · the Digital Content is protected during distribution against illegal interception and tampering; 

the Content 113 aiginates from a rigbtf\al content owner· and is distributed by a licensed distributor. -e.g. 

Electronic Digital Content Store(s) 103; 

the Digital Content purchaser bas a properly licensed application; 

the distributor is paid by the purchaser before a copy of the Content 113 is made available to the purchaser 

or End-User(s); and 

a record of the transaction is kept for reporting purposes. 
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The Content Identification Layer 503 allows for the verification of the copyright and the identity of the 
content purchaser. The content's copyright information and identity of the cm.tent purchaser enables the source 
tracking of any. authorized or not. copy of the Content 113. Thus. the Content Identification Layer 503 provides a 
means to combat piracy. 

5 The Content Usage Control Layer SOS ensures that the copy of the Content 113 is used in the purchaser's 

10 

device according to the Store Usage Conditions S19. The Store Usage Conditions 519 may specify the number of 

plays and local copies allowed for the Content 113. and wh~er or not the Content 113 may be recorded to an 
external portable device. The functions in the Content Usage Control Layer SOS keep track of the content's 
copy/play usage and update the copy/play status. 

The Content Formatting Layer S07 allows for the format conversion of the Content 113 from its native 
reprcwntation in the cmtent owner's :facilities into a form that is consistent with the service features and 

. distribution means of the Secure Digital Content Electronic Distribution System 100. The conversion processing 
may include compression encoding and its associated preproce.ssing, such as :frequency equalization and amplitude 
dynamic adjustment. For Content 113 which is audio, at the purchaser's side. the received Content 113 also needs ·. 

15 to be processed to achieve a format appropriate for playback or transfer to a portable device. ·· 

20 

B. Funclion-Partitioniug and Flows 

The Rights Management Architectural Model is shown in FIG. 5 and this illustrates the mapping of the 
architectural layers to the operating· comporients making up the Secure Digital Content Electronic Distribution 
System 100 and the key functions in each layer. 

I. C.ontent Formatting Layer 507 

The general :functions associated.with the-Content· Formatting Layer S07 are Content·Prcproeessing 502 
and Compression Sll at the Content Provider(s) 101, and Content De- scrambling 513 and Decompression ·515 at 
the End-User Device(s) 109. The need for preprocessing and the examples of specific :functions we£e mentioned 

25 above. Content Compression S 11 is "QSed· to reduce the file size of the Content 113 and its transmission time. Any 
· compressioo algorithm aPPJopriate for the type of Cootent 113 and transmission medium can be used in the Secure 
Digital Content Electrcmic Distribution System· 100. For music, MPEG ~4. Dolby AC-2 and AC-3, Sooy 
Adaptive Transform Coding (ATRAC), and low-bit rate algorithms are !.i>rne of the typically used compression 
algorithms. The Content 113 is stored in the End-User Dcvice(s) 109 in compressed form to reduce the storage 

30 size requirement. It is decompressed during active playback. ~bling is also performed during active 
playback. The purpose and type of scrambling will be described later during the discussion-of the Content Usage 
Control Layer 505. 

2. C.ontent Usage Control Layer SOS 

. .... 
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The Content Usage Ccmtrol Layer SOS permits the specification and enforcement of the conditions or 

restrictions imposed on the use of Content 113 use at the End-User Device(s) 109. The C(Jllditions may specify the 

number of plays aUowed for the Content 113, whether or not a secondary copy of the Content 113 is allowed, the 

number of secondary copies, and whether or not the Content 113 may be copied to an external portable device. 

5 The Content Provider(s) 101 sets the allowable Usage Conditions 517 and transmits them to the Electronic Digital 

Cmtent Store(s) 103 in a SC (see the License Control Layer 501 section). The Electronic Digital Content Store(s) 

103 can add to or narrow the Usage Conditions 517 as long_ as it doesn't invalidate the original conditions set by 

the Content ProVider(s) 101. The Electronic Digital Content Store(s) 103 then transmits all Store Usage 

Conditions 519 (in a SC) to the End-User Device(s) 109 and the Clearinghouse(s) 105. The Clearinghouse(s) lOS 

I 0 perform Usage Conditions Validation 521 before authorizing the Content 113 release to an End-User Device(s) 

109 .. 

The enforcement of the content Usage Cooditioo.s S 17 is performed by the Content Usage Control Layer 

SOS in the End-User Device(s) 109. First. upon reception of the Content 113 copy from the Content Identification 

Layer 503 in the End-User Device(s) 109 marks the Content 113 with a Copy/Play Code 523 representing the 

15 initial copy/play permission. Second, the Player Application 195 cryptographically scrambles the Content 113 

· before storing it in the End-User Device(s) 109. The Player Application 195 generates a scrambling key for each 

Content item, and the key is encrypted and hidden in the End-User Device(.11) 109. Then, every time the End- User 

Device(s) 109 accesses the Content 113 for copy or play, the End-User Device(s) 109 verifies the copy/play code 

before allowing the de-scram~ling of the Content 113 and the execution of the play or· copy. The End-User 

20 Device(s) 109 also appropriately update..~ the copy/play code in the miginal copy Of the Content 113 and on any · 

new secondary copy. The copy/play coding is performed on Content 113 that has been compressed. That is, there 

is no need to decompress the Content 113 before the embedding of the copy/play code. 

The End-User Device(s) 109 uses a License Watermark 527 to embed the copy/play code within ·the 

Content 113. Only the End-User Player Application 195 that is-knowledgeable of the embedding algorithm and 

25 the associated scrambling key is able to read or modify the embedded data. The data is invisible or inaudible to a .· 

human observer; that is. the data introduces no perceivable degradation to the Content 113. Since the watermark 

survives several steps of content processing, data compression, D-to-A and A-to-D conversion, and signal 

degradation introduced by normal content handling. the watmnark stays with the Content 113 in any 

representation furm, including analog representation. In an alternate embodiment, instead of using a Licen.~e 

30 Watermark 527 to embed the copy/play code within the Content 113, the End- User Player Application 195 -uses 

securely stored Usage Conditioas S 19. 

3. Content Identification Layer 503 
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As part of the Cont~t Identification Layer 503, the Content Provid~(s) 101 also uses a License 
Watermark 527 to embed data in the Ccmtent 113 such as to the content identifier, content 0wner and other 
information, such as publication date and geographic distribution rCgion. This watermark is referred to here as the 
Copyright Watermark 529. Upon reception, the End-User Device(s) 109 waiermarks the copy of the Content 113 

5 with the content purchaser's name and the Transaction ID 535 (see the License Control Layer 501 section below), 

and with other information such as date of license and Usage Conditions 517. This watermark is referred to here 
as thelicensewatermark. Any copy of Content 113, obtain~ in an authorized manner or not, and subject to audio 
processing that preserves the content quality, carries the copyright and license watermarks. The Content 
Identification Layer 503 deters piracy; 

10 

4. License Control Layer 501 

The License Control Layer 501 protects the Content 113 against unauthorized interception and ensures 
that the Content is only released on an individual basis to an End- User(s) that bas properly licensed End-User 
Dcvice(s) 109 and successfully completes a license purchase transaction with an authorized Electronic Digital 

15 Content Store(s} l 03 •. The License Control Layer 501 · protects the Content 113 bY double Encryption 531. The 
Content 113 is encrypted using an encryption -symmetric key generated by the Content Provider(s) 101. and the 
symmetric key is encrypted using the public key 621 of the Clearin~ouse{s). Only the Clearingbouse(s) 105 can 

.. :initiallyr~er. the symmetric key • 

. License control is designed with the Clearinghouse(s) 105 as the "trusted party". Before releasing 
20 permission for the License Request 537, (i.e. the Symmetric Key 623 for the Cmteni 113 to an End'.'"User DeVice(s) 

, . · 109), the Clearingbouse(s) 1 O~ verifies that the Transaction 541 and the License Authorization· 543 are complete . 
. and authentic, that the Electrooic Digital Content Store(s) 103 bas authorimtion from the Sec\lre Digital C<mtent 
. ElectronicDistribution System 100 for the sale of electronic Content 113, and thal the End-User(s) has a properly 
·. licensed application. Audit/Reporting 545 allows the generation of reports and the sharing of licensing transaction 

25 information with other authorized parties in the Secure Electronic Digital Content Distribution System 100 · 

License control is implemented through SC Processing 533. SC(s) are used to distribute encrypted 
Content 113 and information among the system operation components (more about the SC(s) detailed structure 
sections below). A SC is cryptographic carrier of informatioo that uses cryptographic encryptim, digital 
signatures and digital certificates to provide protection against unauthorized interception and modi:ficatim of the 

30 electronic information or Content 113. It also allows for the authenticity verification of the electronic data. 

35 

License control requires that the Content Provider(s) 101, the Electronic Digital Content Store(s) 103. and 
the Clearingbouse(s) 105 have bona-fide cryptographic digital certificates from reputable Certificate Authorities 
that are used to authenticate those components. The End-User Device(s) 109 are not required to have digital 
certificates. 

C. · Content Distribution and Licensing Control 
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FIG. 6 is a block diagram illustrating an overview of the Content Distribution and Licensing Control as it 

applies to the License Control Layer of FIG. 5. The figure depicts the case in which the Electronic Digital Content 

Store(s) 103. End-User Device(s) 109 and the Clearingbouse(s) 105 are interconnected via the Internet. and 

unicast (point-to-point) transmission is used among those Coritponeots. The communication between the Content 

5 Provider(s) 101 and the Electronic Digital Content Stme(s) 103 could also be over the Internet or other network. It 

is assumed that the Content-purchase commercial transaction between the End-User Device(s) 109 and the 

Electronic Digital Con.tent Store(s) 103 is based on standar~ Internet Web protocols. As part ·of the Web-based 

interaction~ the End-User(s) makes the sclcction of the Content 113 to purchase. provides personal and financial 

information. and agrees to the conditions of purchase. The Electronic Digital Content Store(s) 103 could obtain 

l 0 payment authorization from an acquirer institution using a protocol such as SET. 

15 

It is also asswned in FIG. 6 that the Electronic Digital Contelit Store(s) 103 has downloaded the End-User 

Player Application 195 to an End-User Devicc(s) 109 based on standard Web protocols. The architecture requires 

that the Electronic Digital Content Store(s) 103 assigns a unique aPJ>lication ID to the downloaded Player 

Application 195 and that the End- User Device(s) 109 stores it for later application license verification (see below). 

The overall licensing flow starts at the Cmtent Provider(s) 101. The Content Provider(s) 101 encrypts the 

Content · 113 using an encryption symmetric key locally generated., and encrypts the Synunetric Key 623 using the 

Clearinghouse's 105 public key 621. In an alternate embodiment, the syminctric key instead of being locally 

generated my be sent to the Content Provider(s) 101 from the Clearingh00se(s) 105. The ContentProvider(s) 101 

creates a Content SC(s) 630 around the encrypted Content 113. and a Metadata SC(s) 620 around the encrypted 

20 Symmetric Key 623, Store Usage Conditions 519, and other Content 113 associated information. There is one 

Metadata SC(s) 620 and one Content 8qs) 630 ibr every Content 113 object. The Content 113 object may be a 

· compression level one sam:e song or the Content 113 object may be each song on the album or the Content 113 

object may be the entire album. For each .Content 113 object, the Metadata SC(s} 620 also carries the Store Usage 

Conditions 519 associated with the Content Usage Control Layer 505. 

25 The Content Provider(s) 101 distributes the Metadata SC(s) 620 to one or more Electronic Digital Content 

Store(s} 103 (step 601) and the Content SC(s} 630 to one or more Content Hosting Sites (step 602). Each 

Electronic Digital Content Store(s) 103, in tum creates an Offer SC(s) 641. The Offer SC(s) 641 typically carries 

much of the same information as the Metadata SC(s) 620, including the Digital Signature 624 of the Content 

Provider(s) 101 and the Certificate (not shown ofthe Content Provider(s) 101. As mentioned above, the Electronic 

30 Digital Content Store(s) 103 can add to c.r narrow the Store Usage Conditions 519 (handled by the Control Usage 

Control Layer) initially defined by the Content Provider(s) 101. Optimally. the Content SC(s) 630 and/or the 

Metadata SC(s) 620 is signed with a Digital Signature 624 of the Content Provider(s) 101. 

After the completion of the Content-purchase transaction between the End·User Device(s) 109 and the 

Electronic Digital Content Stme(s) 103 (step 603), the Electronic Digital Content Store(s) 103 creates and 

35 transfers to the End-User Device(s) 109 a Transaction SC(s) 640 (step 604). The Transaction SC(s) 640 includes a 

unique Transaction ID 535, the purchaser's name (i.e. End-User(s)') (not shown). the Public Key 661 of the 
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End-User Device(s) 109, and the Offer SC(s) 641 asm:iated with the purchased·Content llJ. Transaction Data 
642 in FIG. 6 represents both the Transaction ID 535 and the Eiid-User(s) name (not shown). The Transaction 
Data 642 is encrypted with the Public Key 621 oftbe Clearinghouse(s)l05. Optio.i:ially, the Transaction SC(s) 640 
is signed -with a Digital Signature 643 of the Electronic Digital Content Store(s) 103. 

Upon reception of the Transactim.SC(s) 640 (and the Offer. SC(s) 641 included in it), the End-User 
Player Application 195 running on End-User Device(s) 109 solicits · license authorization :from the 
aearinghouse(s) 105 by means of an .Order SC(s) 650 (step 605). The Order SC(s) 6SO includes the encrypted 
Symmetric Key 623 and Store Usage Coiiditions SI 9 from the Offer SC(s) 641, the encrypted Transaction Data 
642 :from the Transaction SC(s) 640, and the encrypted App]ication ID 551 from the End-User Device(s) I 09. ·In 

10 another After. the completion of the Content-purchase transaction between the End-User Device(s) 109 and the 
Elcctrmic Digital Content Store(s) 103 (step 603), the Electronic Digital Content Store(s) 103 creates and 

. transfers to the End-User Device(s) 109 a Transactioo SC(s) 640 (step 604)~ The Transaction SC(s) 640 includes a 
unique Transaction ID 535, the purchaser's name (i ... e. End-U11er(s)') (not shown), the Public Key 661 of the 
End-User Device(s) 109, and the Qffer SC(s) 641 associated with the purchased Content llJ. ·Transaction Data 

15 . 642 in FIG. 6 represents both the Transaction ID S35 and the End-User(s) name (not shown} .. The Transaction· 
Data 642 is encrypted with the .Public Key 621 of the Clearingbouse(s) 105. Optionally, the Transaction SC(s) 640 

: 20 

25 

30 

35 

is signed with a Digital Signature 643 of the Electronic Digital Content Store(s) 103. ' · 
Upon reception of the Transaction SC(s) 640 (and the Offer SC(s) 641 included in it), the ;End-User 

Player Application 195 running on End•User Device(s) 109 solicits license authorization :from the 
Clearingbouse(s) 105 by means of an Order SC(s) 650 (step 605). The Order SC(s) 650 incltide8 the'"encrypted 

. . :Symmetric Key 623 and Store Usage Conditions 519 :from the Offi:r SC(s) 641, the encrypted Transaction Data 
642 from the Transactim SC(s) 640, and the encrypted Application ID 551 . ftom the End-User· Device(s) 109. ln 
anOfher embodiment, the Order SC(s)650 is signed with a Digital· Signature 652 of the End-Usei"Device(s) ·109. 

. . Upon reception of the Order SC(s) 6SO ftom the End-User Device(s) 109. the ClearinghouSe(s) 105 
. verifies: 

1. 

2. 

3. 

4 ... 

s. 

' ~ .. 

that the Electronic Digital Content Store(s) 103 has authorization ftom the Secure Digital Content 
Electronic Distribution System 100 (exists in the Database 160 of the Clearinghouse(s) 105); 
that the Order SC(s) 650 has not been altered; 

thauhe Transaction Data 642 and Symmetric Key 623 are complete and authentic; 
that the electronic Store Usage Conditions 519 purchased by the End-User Device(s) 109 are consistent 
with those Usage Conditions 517 set by the Content Provider(s) 101; and 
that the Application ID 5Sl has a valid structure and that it was provided by an authorized Electronic 
Digital Content Store(s) 103. 

If the verifications are successful, the Clearinghouse(s) 1 OS decrypts the Symmetric Key 623 and the 
Transaction Data 642 and builds and transfers the License SC(s) 660 to the End-User Device(s) 109 (step 606). 

.. :1 .. 
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The License SC(s) 660 carries the Symmetric Key 623 and the Transaction Data 642, both encrypted using the 

Public Key 661 of the End-User Device(s) 109. If any verification is not sncccssful. the aearingbouse(s) 105 

denies the license to the End-User Device(s) 109 and informs the End-User Device(s) 109. The Clearinghouse(s) 

105 also- immediately informs the Electronic Digital Content Store(s) 103 of this verification fililure. In an 
5 . alternate embodiment, the Clearinghouse(s) "105 sigos the License SC(s) 660 with its Digital Siglialure 663. 

After receiving the License SC(s) 660, the End-User Device(s) 109 decrypts the Symmetric Key 623 and 

the Transaction Data 642 previously received from the Cleai:inghouse(s) 105 and requests the Content SC(s) 630 

(step 607) :from a Content Hosting Site(s) 111. Upon arrival of the Content SC(s) 630 (step 608), the End-User 

Device(s) 109 decrypts the Content HJ using the Symmetric Key 623 (step 609). and passe8 the.Content 113 and 

I 0 the Transactioo Data 642 to the other layers for license watermarking. copy/play coding. scrambling, and further 

Content 113 processing as described previously for FIG. 5. 

15 

Finally, the Clearinghouse(s) 105 oo. a periodic basis transmits summary transaction reports to the 

Content Provider(s) 101 and the Electronic Digital Content Store(s) 103 for auditing and tracking purposes 

(step 610). · 

V. SECURE CONTAINER STRUCTURE 

· A. . General Structure 

A Secure Container (SC) is a structure that consists of several parts Which together define a unit Of 

20 Content 113 or a portion .of a transaction,·and which also define related information such as Usage Cmditions.,· 

metadata. and eocryption methods. SC(s) are designed in such a way that the integrity, completeness, and 

·authenticity of the information can be verified. Some of the infonnation in SC(s} may be encrypted so that it can 

only be accessed after. proper authorization has been obtained. 

SC(s} include at least one bill of materials (BOM) part which bas records of information about the SC(s) 

25 and about each of the parts included in the SC(s). A message digest is calculated, using a hashing algorithm such 

as MD-S, for each part and then included in the BOM record for the part. The digests of the parts are 

concatenated together and another digest is cumputed ftom them and then encrypted using the private key of the 

entity creating the SC(s) to create a digital signature. Parties receiving the SC(s) can use the digital signature to 

verify all of the digests and thus validate the ~cgrity and completeness of the SC(s) and all of its parts. 

30 

35 

The following information may be included as records in the BOM along with the records for each part. 

The SC(s) type detennines which records need to be included: 

SC(s) version 

SC(s) ID 

Type ofSC(s) (e.g. Offer, Order. Transaction. Content, Metadata or promotional and License.) 

Publisher ofthe SC(s) 

Date that the SC(s) was created 
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. Expiration date of the SC(s) 

Clearingb.ouse(s) URL 

32 

Description of the digest algorithm.used for the included parts (default is MD-5) 

PCT/US99/18383- · 

Description of the algorithm used for the digital signature encryption (default is RSA) 

Digital signature (encrypted digest of all of the concatenated digests of the included parts) 

SC(s) may include more than one BOM. For example. an Offer SC(s) 641 consists of the original 

Mctadata SC(s) 620 parts, including its BOM, as well as a'!ditional in-formation added by the Electronic Digital 

Content Store(s) 103 and a new BOM. A record for the Metadata SC(s) 620 BOM is included in the Offer SC(s) 

.. 641 BOM •. This record includes a digest for the Mctadata SC(s) 620 BOM which can be used to validate its 

I 0 integrity and therefore, the integrity of the parts included from the Metadata SC(s) 620 can also be validated using 

the part digest values stored in Metadata SC(s) 620 BOM. Nooe of the parts from the Metadata SC(s) 620 have 

records in the new BOM that was created for the Offer SC(s) ~I. Only parts added by the Electronic Digital 

.· Content Store(s) 103 and the Metadata SC(s) 620 BOM have record~ in the new BOM. 

SC(s) may also include a Key Description part. Key Description parts include records that· contain the 

15 ··following information about encrypted parts in the SC(s): 

20 .. 

2S 

· . The name of the maypted part. 

: :: .. • 

... 

The name to use for the part when it is decrypted. 

The-encryption algorithm used to encrypt the part. : ·. ··.:. 

Either a Key Identifier to indicate the public encryption key that was used to encrypt the part or an 

CDCl'Y:Pled symmetric key that, when decrypted, is used to decrypt the encrypted part. 

..·Tile encryption algorithm used to encrypt the symmetric key~ This field is only present when the record in 

the Key Description part includes an encrypted symmetric key that was used to encrypt the encrypted part.· 

. A Key Identifier of the public encryption key that was used to encrypt the symmetric key. -This field is 

cmly present when the record in the Key Description part includes an encrypted symmetric key and the 

encryption algorithm identifier of the symmetric key that was used to encrypt the encrypted part. · · 

If the SC(s) does not ccmtain any encrypted parts, then there is no Key Description part. 

B. Rights Management Laaguage Syntax and Semantics 
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The Rights Management Language consists of parameters that can be assigned value3 to define 

restrictions on the use of the Content 113 by an End~User(s) after the Content 113 purchase. The restrictions on 

the use of the Content 113 is the Usage Conditions 517. Each Content Provider(s) 101 specifies the Usage 

Conditions 517 for each of its Content 113 items. Electronic Digital Content Store(s) 103 interpret the Usage 

S Conditions S 17 in Metadata SC(s) 620 and use the information to provide select options they wish to offer their 

customers as well as add retail purchase information for the Content 113. After an End-User(s) has selected a 

Content 113 item for purchase, the End-User Device(s) 109 ~equests authorization for the Content 113 ba.<red on 

Store Usage Conditions 519. Before the Clearingboµse(s) 105 sends a License SC(s) 660 to the Erid-User(s). the 

Clearingbouse(s) 105 ·Verifies that the Store Usage Conditions 519 being requested are in agreement with the 

l 0 al1owable Usage Conditions 517 that were specified by the Content Provider(s) 101 in the Metadata SC(s) 620. 

15 

20 

When an End-User Device(s) 109 receives the Content 113 that was purchased, the Store Usage 

CoDditioos 519 are encoded into that Content 113 using the Watermarking Tool or encoded in the securely st0red 

Usage Conditions 519. The End-User Player Application 195 rwining on End-User Device(s) 109 insures that the 

Store Usage Conditions S 19 that were encoded into the Content 113 are enforced. 

The fullowing are examples of Store Usage Cmditions 519 for an embodiment where the. Content 113 is 

music: 

Song is recordable. 

Song can be played n number ·or times. 

c. Overview of Secore Container Flow and Processing 

Metadata SC(s) 620 are built by Content Provider(s) 101 and are used to define Content 113 items such as 

smgs. The Content 113 itself is not included in these SC(s) because the size of the Content· 113 is typically too 

large for Electrmic Digital Content Store(s) 103 and End- User(s) to efficiently download the containers just for 

the purpose of accessing the descriptive metadata. Instead, the SC(s) includes an external URL (Uniform Resource 

25 Locators) to point to the Content 113. The SC(s) also includes metadata that provides descriptive information 

about the Content 113 and any other associated data. such as for music. the CD cover art and/or digital audio clips 

in the case of song Content 113. 

Electronic Digital Content Store(s) 103 download the Metadata SC(s) 620. for which they are authorized. 

and build Offer SC(s) 641. In short, an Offer SC(s) 641 consists Of some of the parts and the BOM from the 

30 Metadata SC(s) 620 along with additional information included by the Electronic Digital Content Store(s) 1 OJ-. A 

new BOM for the Offer SC(s) 641 is created when the Offer SC(s) 641 is built. Electronic Digital Content Store(s) 

103 also use the Metadata SC(s) 620 by extracting metadata information frmn them to build HTML pages on their 

web sites that present descriptions of Content 113 to End-User(s), usually so they can purchase the Content 113. 

The information in the Offer SC(s) 641 that is added by the Electronie Digital Content Store(s) 103 is 

35 typically to narrow the selection of Usage Conditions 517 that are specified in the Metadata SC(s) 620 and 

promotional data such as a graphic image file of the store•s logo and a URL to the store·s web site. An Offer SC(s) 
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641 template in the Metadata SC(s) 620 ~dicates which information can be PVeITidden by the Electronic Digital 

Content Store(s) 103 in the Offer SC(s) 641 and what, if any, additional in~tion is required by the Electronic 

Digital Content Store(s) 103 and what partS are retained in the embedded M:$adata SC(s) 620. ·. 

Offer SC(s) 641 are included in a Transaction SC(s) 640 when an End-User(s) decides to purchase 

S . Content .1_ 13 :ftom an Electronic Digital Content Stcxe(s) 103. The Electrooic Digital Content Store(s) 103 builds a 

Transaction SC(s) 640 and includes Offer SC(s) 641 for each Content 113 item being purchased and transmits it to 

the End-User Device(s) 109. The End-User Device(s) 109 r~eives the Transaction SC(s) 640 and validates the 

integrity ofthe Transaction SC(s) 640 and the included Offer SC(s) 641. 

An Order SC(s) 650 is built by the End-User Device(s) 109 for each Content 113 item being purchased. 

10 Information is included ftom the Offer SC(s) 641, :from the Transiu.:tion SC(s) 640. and from the configuration 

files of.the End-User Device(s) 109. Order SC(s) 650 are sent to the Clearingbouse{s) 105 one at a time. The 

Clearingbouse(s) 105 URL where the Order SC(s) 650 is included as one of the records in the BOM for the 

Metadata SC(s) 620 and included again in the Offer SC(s) 641. 

The Clearinghouse(s) 105 validates and processes Order SC(s) 650 to provide the End- User Dcvice(s} 

. 15 · 109 with everything that is required to a License Watermark 527 and access purchased Content- ll3~- One of the 

functions .of the Clearingboose(s} 105 is to decrypt the Symmetric Keys· 623 that are needed to decrypt the 

watermarking instructions from the Offer SC(s) 641 and the Content 113 :from the Content SC(s) 630. An 

encrypted Symmetric Key 623 record actually contains more than the actual encrypted S}'mmetric Key 623. Before· ·· 

~ting the encryption. the Content Provider(s) 101 may optionally append it., name to the actual Symmetric Key .. · 

20 623. Having the Content Providcr(s)' 101 name encrypted together wit.h the S:ymmetric Key 623 ptoVides seeurity 

·againsta pirate Content ProVider(s) 101 that bas bwlt its own Metadata SC(s) 620 and Content SC(s) 630·frmi1 

legal SC(s). ,The Clearingbouse(s} 105 verifies that the name of the Content Provider(s) rn1 ·encrYJ>ted together · · 

with the Symmetric Keys 623 matches the ilame of the Content Provider(s) 101 in the SC(s) certificate. · ; .. 

If there are any changes required to be made tO the watermarking instructions by the Cleariilgbouse(s) 

25 105, then the Clearingbouse(s) 105 decrypts the Symmetric Key 623 and then modi:fie8 the ·watermarking 

instructions and encrypts them again using a new Symmetric Key 623. The Symmetric Key 623 is then 

re>enerypted using the Public Key 661 of the End-User Device(s) 109. The Clearinghouse(s) 105 also decrypts the 

other Symmetric Keys 623 in the SC{s) and encrypts them again with the Public Key 661 of the End-User 

Device(s) 109. The Clearingbouse(s) 105 builds a License SC(s) 660 .that includes the newly encrypted Symmetric 

30 Keys 623 and updated watermarking instructions and sends it to the End-User Device(s) 109 in response to the 

Order SC(s) 650. If the proceging of the Order SC(s) 650 does not complete successfully, theo the 

Clearingbouse(s} 105 returns to the End-User Device(s) 109 an HI'ML page or equivalent reporting the failure of 

the authorization process. 

A License SC(s) 660 provides an End-User Device(s) 109 with everytbin~ that is needed to access a 

35 Content 113 item. The End-User Device(s) 109 requests the appropriate Content SC(s} 630 from the Content 

Hosting Site(s) ll l. Content SC(s) 630 are built by Content Provider(s) 101 and include encrypted Content 113 
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and metadata parts. The End-User Player Application 195 uses the Symmetric Keys 623 :from the License SC(s) 

660 to decrypt the Content 113, metadata, and watermarking instructions. The watermarking instructioos are then 

affixed into the Content 113 and the Content 113 is scrambled and stored on the End-User Device(s) 109. 

D. · Metadata Secure Container 620 Format 

The following table shows the parts that are included in a Metadata SC(s) 620. Each box in the Parts 

column is a separate object included in the SC(s) along with. the BOM (with the exception of part names that are 

surrounded by [] characters). The BOM contains a record for each i>art included in the SC(s). The Part Exists 

column indicates whether the part itself is actually included in the SC(s) and the Digest colwnn indicates whether 

10 a message digest is computed for the part. Some parts may not be propagated when a SC(s) is incJuded in other 

SC(s) (as determined by the associated template), although the entire original BOM is propagated. This is done 

because the entire BOM is required by the Clearingbouse(s) 105 to verify the digital signature in the original 

SC(s). 

·The Key Description Part columns ofthe following table define the records that are included in the Key 

15 Description part of the SC(s). Records in the Key Description part define information about the ericr}rption ·keys 

and algorithms that were used to encrypt parts within the SC(s) or parts within another SC(s). ·Each reci>rd 

includes the encrypted part name and, if necessary, a URL that points to another SC(s) that includ~ the encrypted 

part. The ~ult Name column defines the name that is assigned to the part after it is decrypted. The Encrypt Alg 

column defines the encryption algorithm that was used to encrypt the part. The Key Id/Enc Key column defines 

20 either an identification of the encryption key that was used to encrypt. the part• or a base64 encoding of the 

encrypted Symmetric Key 623 bit string that was used to encrypt the part. The Sym Key Alg column is an· optional 

parameter that defines the encryption algorithm that was used to encrypt the S~etric Key 623 when the 

previous column is an encrypted Symmetric Key 623. The Sym Key ID colunm is an identificaticm of the. 

encryption key that was used to encrypt the Symmetric Key 623 when the Key Id/Enc Key column is· an encrypted 

25 Symmetric KeY 623. 
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Key Description Part· 
BOM Result . Encrypt Key Id/ SymKey SynaKey 

·pons Part Exists Digest Name Alg Enc Key Alg ID 
[Content URL] Output RC4· Enc Sym RSA CH Pub 

Part Key Key 
[Metadata URL] Output RC4 EncSym RSA CH Pub 

Part Key Key 
SC Version 

.. SCID . ... 
SC Type 

SC Publisher 
Date 

Expiration Date 
Clearingbouse(s) 

URL 
Digest Algorithm ID 
Digital Signature Alg 

ID 
Content ID 'Yes Yes 
Metaclata Yes Yes 

Usage Conditions .Yes Yes 
SC Templates Yes Yes 
Watermarking Yes Yes Output RC4 EncSym RSA CH Pub 

Instructions Part Key Key 

· . Key Descripti0n Part . Yes Yes . 
. . Clearinghoµse(s) Yes No .. .. :'· . 

Certificate(s) 
CertifiCatC{s) Yes No 

Digital Signature 
'· 

The following describes the terms that ate used in the above Metadata SC(s) table: 

[Content URL] -A parameter in a record in the Key Description part. This is a URL that points to the 

encrypted Content 113 in the Content SC(s) 630 that is associated with this Metadata SC(s) 620. The 

Metadata SC(s) 620 itself does not contain the encrypted Conlent 113. 

(Metadata URL} - A parameter in a record in the Key Description part. This is a URL that points to the 

encrypted metadata in the Content SC(s) 630 that is associated with this Metadata SC(s) 620. The 

Metadata SC(s) 620 itself does not contain the encrypted metadata. 

Content ID - A part that defines a unique ID auigned to a Coo.tent 113 item. There is more than cme 

Content ID included in this part if the Metadata SC(s) 620 references more than one Content 113 item. 

Metadata • Parts that contain information related to a Content 113 item such as the artist name and CD 

cover art in the case of a song. There may be multiple metadata parts. some of which may be encrypted. · 

The internal structure of the metadata parts is dependent on the type of metadata contained therein. 

··:·. 
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Usage Conditions - A part that contains information that describes usage options, rules, and restrictions to 

be imposed on an End-User(s) for use of the Content 113. 

SC(s) Templates - Parts that define templates that describe the required and optional information for 

building the Offer, Order, and License SC(s) 660. 

Watermarking Instructions - A part that contains the encrypted instructions and parameters for 

implementing watermarking in the Content 113. The watermarking instructions may be modified by the 

Clearingbouse(s) 105 and returned back to the End~ User Device(s) 109 within the License SC(s) 660. 

There is a record in the Key Description· part that defines the encryption algorithm that was· used to 

encrypt the watermarking instructions. the output part name to use when the watermarking instructions · 

are decrypted, a base64 encoding of the encrypted Symmetric Key 623 bit string that is was used to 

encrypt the watermarking instructions. the encryption algorithm that was used to encrypt the Symmetric 

Key 623, and the identification of the public key that is required to decrypt the Symmetric Key 623. 

Clearinghouse(s) Certi:ficate(s) - A certificate from a certification authority or :from the Clearinghouse(s) 

lOS that cmtains the signed Public Key 621 of the Clearinghouse(s) 105. There may be more than one 

. certificate. in which case a hierarchical level structure is used with the highest level certificate containing 

the public key to open the next lowest level certificate is reached which cantains the Public Key 621 of the 

Clearingbouse(s) 105. 

Certificate(s) -A Certificate from a certification authority or from the Ctearinghouse(s) 105 that cantains 

the signed Public Key 621 of the entity that created the SC(s). There may be more than one certificate, in 

which case a hierarchical level structure is used with the highest level certificate cmtaining the p\iblic key 

to open the next level certificate, and so on, until the lowest level certificate is ~cached which contains the 

public key of the SC(s) creator. 

SC V ersioo. -A version number assigned to the SC(s) by the SC Packer Tool. 

SC ID - A unique ID assigned to the SC(s) by the entity that created the SC(s). 

SC Type-Indicates the type of SC(s) (e.g. Metadata, Offer, Order, etc.) 

SC Publisher - Indicates the entity that created the SC(s}. 

Creation Date - Date that the SC(s) was created. 

Expiration Date - Date the SC(s) expires and is no longer valid. 

Qearingbouse(s) URL - Address of the Clearingbouse(s) 105 that the End-User Player Application 195 

should interact with to obtain the proper authorization to access the Content 113. 

Digest Algorithm ID - An identifier of the algorithm used to compute the digests of the parts. 

Digital Signature Alg ID - An identifier of the algorithm used to encrypt the digest of the concatenated 

part digests. This encrypted value is the digital signature. 

Digital Signature - A digest of the concatenated part digestS encrypted with the public key of the entity 

that created the SC(s). 

Output Part - The name to assign to the output part when an encrypted part is decrypted. 
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RSA and RC4 - Default encryption algorithms used to encrypt the Symmetric Keys 623 and data parts. 

Enc Sym Key - A base64 encoding of an encrypted key bitstring that. when decrypted. is used to decrypt 

a SC(s) part. 

CH Pub Key - An identifier that indicates that the Clearingbouse•s 105 Public Key 621 was used to 

encrypt the data. 

E. Offer Secure Container 641 Format 

The following table shows the parts that are included in the Offer SC(s) 641. The parts. with the 

exception of some of the metadata parts, and BOM.ti'c.m the Metadata SC(s) 620 are also included in the Offer 

SC(s)641. 

.Key Description Part 
BDM Result Encrypt Key/DI SymKey SymKey 

: 
Parts PartEXisrs DiJtest Name· A.lg Enc Key Alg ID 

,,• 

Meta.data SC Parts----- .. -- -
[Content URL] Output RC4 Enc Sym RSA . CHPub 

Part Key Key 
[Metadata URL] Output RC4 Enc Sym RSA CH Pub 

Part Key .. Key 

SC Version 
· SCID. 

SCType 
, .. SC Publisher ":.• 

,'Date .... 

ExPiration,Date "• 

Clearinghouse(s) 
URL.· 

Digest Algorithm ID .. 
Digital Signature Alg 

ID 
Content ID Yes Yes 
Metadata Some Yes 

Usage Conditions Yes Yes 
SC Temolates Yes Yes 

" 

Watermarking Yes Yes Output RC4 EncSym RSA CH Pub 
Instructions Part Key Key 

Kev Description Part Yes Yes 
Clearingbouse(s) Yes No 

Certificate(s) 
Certi.ficate{s) Yes ·No 

Digital Signature 

- Offer SC Parts -
' 
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Metadata SC BOM 
Additional and 

Overridden Fields 
Electronic Digital 
Content Store(s) 

Certificate 
Certi:ficate(s) 

i .· 
1 

SC Version 
SCID 

SC Type 
SC Publisher 

Date 
Expiration Date 

Digest Algorithm ID 
Digital Signature Alg 

ID 
Yes Yes 
Yes Yes 

Yes No 

Yes No 
Digital Sigoature 

PCT/US99/18383 - · 
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The following describes the terms that are used in the above Offer SC(s) 641 that were not previously 

described for anolber SC(s}: 

F. 

Metadata SC(s) BOM - The BOM from the original Metadata SC(s) 620. The record in the Offer SC(s) · 

641 BOM includes the digest of the Metadata SC(s) 620 BOM. 

Additional and Overridden Fields - Usage conditions information that was overridden _by the Electronic 

Digital Content Store(s) 103. This information is validated by the Clearinghouse(s) 105, by means of the 

received SC(s) templates, to make sure that anything that the Electronic Digital Cmtent Store(s) 103 

overrides is within the scope of its authorization. 

Electronic Digital Content Store(s) Certificate - A certificate provided to the Electronic Digital Content 

Store(s) 103 by the Clearingbouse(s) 105 and signed by the Clearingbouse(s) 105 using its private key. 

This certificate is used by the End-User Player Application 195 to verify that the mectronic Digital 

Content Store(s) 103 is a valid distributor of Content 113. The End-User Player Application 195 and 

Clearinghouse(s) 105 can. verify that the Electronic Digital Content Store(s) 103 is an authorized 

distributor by decrypting the certificate's signature with the Clearingbouse's 105 Public Key 621. The 

~d-Uscr Player Application 195 keeps a local copy of the Clearingbouse•s lOS Public Key 621 that it 

receives as part of its initialiution during installation. 

Tnn1action Secure Container 640 Format 

The following table shows the parts that are included in the Transaction SC(s} 640 as well as its BOM 

and Key Description parts. 
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Key Description Pan 
BOM Result Encrypt Key/DI SymKey SymKey 

Pans PartExisrs Digest Name . Alg Enc Key Alg ID 
SC Version 

SCIO 
SCType 

SC Publisher 
Date 

. Expiration Date . 
Digest Algorithm ID 

Digital Signature Alg 
ID 

Transaction ID Yes Yes Output RSA . CHJ>ub 
Pan Key 

End-User(s) ID Yes Yes Output RSA CH Pub 
Part Key 

End-User(s)' Public Yes Yes 
Key 

OfferSC(s) Yes Yes 
Selections Of Content Yes Yes 

.Use 
. . HTML to Display Yes. Yes 
key Description Part Yes Yes 

EJectromc Digital Yes No· . 
.. , . Cont(D~ Store(s) ·'· .. 

Certificate 
Digital SignatUl'e 

The fullowing describes the terms that are . used ·in the above Transaction SC(s) 640 that were Iiot 
· · ipreviously described for another SC(s): · '. . .· · .. 

S · • · Transaction ID 535 - An ID assigned by the Electronic Digital Content Store(s) iOJ to uniquely identify 

10 

15 

the transaction. 

End-User(s) ID - An identification of the End-User(s) obtained by the Electronic Digital Content Store(s) 
103 at the time the End-User(s) makes the buying selection and provides the credit card information. 
End-User(s)' Public Key- The End-User(s)' Public Key 661 that is used by the CJearingbouse(s) 105 to 
re-encrypt the Symmetric Keys 623. The End-User(s)' Public Key 661 is transmitted to the Electronic 
Digital Content Store(s) 103 during the purchase transaction. 

Offer SC(s)-Offer SC(s) 641 fm the Content 113 items that were purchased. 

Selections of Content Use - An array of Usage Conditions for caeh Content 113 item being purchased by 
the End-User(s). There is an entry for each Offer SC(s) 641. 

HI'ML to Display - One or more HI'ML pages that the End-User Player Application 195 disi)lays in the 
Internet browser window upon receipt of the Transaction SC(s) 640 or duriilg the interaction between the 
End-User Dev:ice(s) 109 arul. the Clearinghouse(s) 105. 
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When the -End-User Device(s) 109 receives a Transaction SC(s) 640, the fo1lowing steps may be 

performed to verify the integrity and authenticity of the SC(s): 

1. Verify the integrity of the Electronic Digital Content Store(s) 103 certificate using the Public Key 621 of 

the Clearinghouse(s) 105. The Public Key 621 of the Oearingbouse(s) 105 was stored at the End-User 

_ Device(s) 109 after it was received as part ofthe initialization of the End-User Player Application 195 

during its installation process. 

2. Verify the Digital Signature 643 of the SC(s) using the public key from the Electrooic Digital Content 

Store(s) 103 certificate. 

3. Verify the hashes of the SC(s) parts. 

4. V aify the integrity and authenticity of each Offer SC(s) 641 included in the Transaction SC(s) 640. 

G. Order Secure Container 650 Format 

The following table shows the parts that are included in the Order SC(s) 650 as well as its BOM and Key 

15 Daicription parts. These parts either provide information to the Clearingbouse(s) 105 for deeryption and 

_verification purposes or is validated by the Clearinghouse(s) 105. The partS and BOM ftom the Offer SC(s) 641 

are also included in the Order SC(s) 650. The Some string in the Part Exists column of the Metadata SC(s) BOM 

indicates that the some of those parts are not included in the Order SC(s) 650. The BOM from the Metadata SC(s) 

620 is also included without any change so that the Clearingbouse(s) I 05 can validate the integrity of the Metadata 

20 SC(s) 620 and its parts. 
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.. Key Description Part 
BOM Result Encrypt Key/DI SymKey SyrnKey 

Parts Pan Exists DiJ?est Nanre Alg ·Enc Key A.lg ID 
Metadata SC(s) Parts -- ----

[Content URL] Output RC4 EncSym RSA CH Pub 
Part Key Key 

[Metadata URL] Output RC4 EncSym RSA CHPub 
Part Key Key 

SC(s) Version 
.... 

SC(s)ID 
SC(s)Type 

SC(s) Publisher 
Date 

Expiration Date 
Cleannghouse(s) 

URL 
Digest Algorithm ID 
Digital Signature Alg 

ID 
. ' C0ntentlD Yes .. Yes 

.. .-: Metadata Some Yes 
Usage Conditions Yes Yes 
SC(s) Templates Yes Yes .. -

Watermarking Yes Yes Output . RC4 Enc Sym RSA 'CHPub 
·. · Instructions Part Key . •Key. 

. . .Key :Description Pan Yes Yes _; .. · 
.. 

. · Clearinghouse(s) Yes No 
Certificate(s) 
Certificate(s} Yes· No 

Digital Signature 
Offer SC s) Parts 

SC(s) Version 
SC(s)ID 

SC(s)Type 
SC(s) Publisher 

Date 

Exniration Date 
Digest Algorithm ID 
Digital Sigaature Alg -

ID 
Metadata SC(s) BOM Yes Yes 

Additional and Yes Yes 
Overridden Fields 
Electronic Digital Yes No 

Content 
Store(s) Certificate 

Certificate(s) Yes No 
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I Digital Signature U 
----·----·------Transaction SC(s) Pans--------------------

Transaction ID 

End-User(s) ID 

End-User(s)' Public Key 
OfferSC(s) 

Selections of Content 
Use 

HIML to Display in 
BrowserWdw 

Key Description Part 
Electronic Digital 

Content 
Store(s) Certificate 

SC(s) Version 
SC(s) ID 

SCCs)Type 
SC(s) Publisher 

Date 
Expiration Date 

Digest Algorithm ID 

Digital Signature Alg 
ID 

Yes 

Yes 

Yes 
One 
Offer 
SC{s) 
Yes 

Yes 

Yes 
Yes 

Yes 

Yes 

Yes 
Yes 

Yes 

Yes 

Yes 
No 

Digital Signature 

Output 
Part 

Output 
Part 

RSA 

RSA 

CH Pub 
Kev 

CH Pub 
Key 

---------------Order SC(s) Parts--------·----·-·--·--~ · 

Offer SC{s) BOM 
Transaction SC{s) BOM 
Encrypted Credit Card 

Info 
Key Description Part 

SC(s) Version 
SC(s)ID 

SC(s)Type 
SC(s) Publisher 

Date 
Expiration Date 

DiRCSt Algorithm JD · 
Digital Signature Alg . 

JD 
Yes Yes 
Yes Yes 
Yes Yes 

Yes Yes 
Digital Signature 

Output 
Part 

RSA CH Pub 
Kev 
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The following describes the term.~ that are used in the abov~.Oider·SC(s) 650 tb&t \Vere not pre\riousty 
described for another SC(s): 

B. 

Transaction SC(s) BOM - The BOM in the original Transaction SC(s) 640. The record in the Order 
SC(s) 650 BOM includes the digest of the Transaction SC(s) 640 BOM. 
Encrypted Credit Card Info.- Optional encrypted information from the End-User(s) that is used to charge 
the purchase to a · eredit card or· debit card. This information is required when the Electronic Digital . . 

Content St~e(s) 103 that crQted the Offer SC(s) 64~ dora not handle the customer biHing, in which case 
the Clearinghouse(s) 1 OS may handle the billing. 

License Secure. Container 660 Format 

The following table shows the parts that are included in the License SC(s) 660 as well as its BOM. As 
shown in the· Key Description part, the Symmetric Keys 623 that are required for decrypting the watermarklllg 
inSttuctions, Content 113. and Content 113 metadata have beeo re-enCJ'}'Pted by the Oearingbause(s) 105 using the 
End-User(s)' Public Key 661. When the End-User Dcvice(s) 109 receives the License SC(s) 660 it decrypts the 

15 Symmetric Keys 623 and use them to access the encrypted parts from the License SC(s) 660:and the Content SC(s) 
630. 
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Key Description Pan 
BOM Result Encrypt Key/DI SymKey SymKey 

Parts Part Exists Digest Name A.lg Enc Key Alg ID 
[Content URL] Output RC4 EncSym RSA EU Pub 

Part Key Key 
[Metadata URL] Output RC4 EncSym RSA EU Pub . 

Part Key Key 

SC(s) Version 
SC(s)ID 

SC(s)Type 
SC(s) Publisher 

Date 
Expiration Date 

Digest Algorithm ID 
Digital Signature Alg 

ID 
Content ID Yes Yes 

Usage Conditions Yes Yes 
Transaction Data Yes Yes 

Watermarking Yes Yes Output RC4 EncSym RSA EU Pub 
Instructions Part Key ··; Key 

Key Description Yes Yes 
Part 

Cenificate(s) Yes No 
Digital Signature 

The following describes the terms that are used in the above License SC(s) 660 that were not previously 

described for another SC(s): 

EU Pub K.ey - An· identifier that indicates that the End-User(s)' Public Key 661 was used to encrypt the 

data. 

Order SC(s) 650 ID - The SC(s) ID taken from the Order SC(s) 650 BOM. 

Certificate Revocation List - An optional list of certificate IDs which were previousJy issued and signed 

by the Clearingbouse(s) 105, but are no longer cmsidered to be valid. Any SC(s) that have a signature 

which can be verified by a certificate that is included in the revocation list are invalid SC(s). The 

End-User Player Applicatioo 195 stores a copy of the Clearinghouse•s 105 certificate revocation list on 

the End-User Device(s) 109. Whenever a revocation list is received, the End-User Player Application-195 

replaces its local copy if the new one is more up to date. Revocation lists includes a version number or a 

time stamp (or both) in order to determine which list is the most recent. 

L Content Secure Container Format 

The following table shows the parts that are included in the Content SC(s) 630 as well as the BOM: 
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BOM 
Parts Part Exists Digest 

SC(s) V ersioo 
SC(s)ID 

SC{s)Type 
SC{s) Publisher 

Date 
Expiration Date 

Cearingbouse(s) lOS 
URL 

Digest Algorithm ID 
·Digital Signature Alg 

ID 
Content ID Yes Yes 

Encrwted Content Yes Yes 
Encrypted Yes Yes 
Metadala 
Metadata Yes Yes 

Certificate(s} Yes No 
Digital Signature 

. The following describes the tams used in the above Content SC(s) 630 that were not previously deScribed · · · 

S ., . for. 1U10ther SC(s): · ·• •· 

Encrypted Content - Content 113 that was encrypted by a Content Provider(s) 101 using a Symmetric Key 

623. 

Encrypted Metadata - Metadata a&'lociated with the Content 113 that was encrypted by a Content 

Provider(s) 101 using a Symmetric Key 623. 

10 There is no Key Description part included in the Content SC(s} 630 since the keys required to decrypt the 

encrypted parts are in the License SC(s) 660 that is built at the Clearingbouse(s) 105. 

VI. SECURE CONTAINER PACKING AND UNPACKING 

15 A. Overview 
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The SC{s) Packer is a 32-bit Windows' program with an API (Application Programming Interface) that 

can be called in either a multiple or single step process to create a SC(s) with all of the specified parts. The SC(s) 

Packer 151, 152.153 varietyofhardwareplatfmns supporting Windows' program at the Content Provider(s) 101, 

Clearinghouse(s) 105, Electronic Digital Content Store(s) 103 and other sites requiring SC(s) Packing. A BOM 

5 and, if necessary. a Key Description part arc created and included in the SC(s). A set of pack.er APis allows the 

caller to specify the information required to generate the records in the BOM and Key Description parts and to 

include parts in the SC(s). Encryption of parts and Symmet~ic Keys 623 as well as computing the digests and the 

digital signature is also be performed by the packer. EncryptiOn and digest algorithms that are supported by the 

packer are included in the packer code or they are called through an external interface. 

I 0 The interfitce to the packer for building a SC(s) is done by an API that accepts the following parameters as 

IS 

20 

25 

30 

35 

input: 

A pointer to a buffer of concatenated structures. Each structure in the buffer is a command to the packer 

with the information that is required to execute the command. Packer conunands include adding a part to 

the SC(s) with an associated BOM record, adding a record to the BOM. and adding records to the Key 

Description part. 

A value indicating the number of concatenated structures contained in the above described buffer. 

Name and location of the BOM part. 

A value with each bit being a defined flag or a reserved flag fur future use. The follOwing flags are 

currently defined: 

Indication as to whether all of the parts of the SC(s) should be bundled together into a single file 

after all of the structures . in the buffer have been processed. Bundling the parts into a single 

object is the last step that is performed when building a SC(s). 

Indication as to whether the digital signature is omitted from the BOM part. If this flag is not 

set. then the digital signature is computed right before the SC(s) is bundled into a single object. 

In an alternate embodiment, the interface to the packer for building a SC(s) is done by APis that accept 

the following parameters as input: 

First, an API is called to create a Bill of Materials (BOM) part by passing in pointer to a structure that 

cmsists of information that is used to initialize SC(s) settings that are denoted as IP records in the SC(s) 

BOM part, the name to use for the BOM part, a de:filult location to look fur parts that will be added. and a 

flags value. This APl returns a SC(s) handle that is used in subsequent Pat:ker APis. 

The Packer lias an API that is used whenever a part is added to a SC(s). This API accepts a SC(s) handle. 

which was previously returned by a previoos Packer API, a pointer to a structure that consists of 

informatioo. about the part that is being added, and a flags value. Information about the part being added 

includes the name and location ofthe part, the name to use in the BOM for the part, the type of part that 

is being added. a hash value for the part, flags, etc. 
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After all of the parts have been added to the SC(s) a Packer API is called to pack all of the parts, 
including the BOM pan, into a single SC(s) object, which is typically a file. This API accepts a SC(s) 
handle, which was previously returned by a previous Packer API, the name to use for the packed SC(s). a 
pointer to a structure with ~ormation for signing the SC(s), and a flags value. 

Either the packer or the entity calling the packer can use a SC(s) template to build a SC(s). SC(s) 

templates have information that define parts and records ~at are required in the SC(s) that is being built. 
Templates can also define encryption methods and key references to use for encrypting Symmetric Keys 623 and 
encrypted parts. 

I 0 The packer has an API that is used to unpack a SC(s). Unpacking a SC(s) is the process of taking a SC(s) 

15 

and separating it into its individual parts. The packer can then be called to decrypt any of the encrypted parts that 
were unpacked fi'om. the SC(s). 

B. Bill of Materials (BOM) Part 

The BOM part is created by the packer when a SC(s) is being built. The BOM is a text file that contains 
records of information about the SC(s) and about the parts that are included in the SC(s). Each record in the BOM 
is an a single line with a new line indicating the start of a new record. The BOM usually includes digests for mch 
~ and a. digital signature that can be used to validate the authenticity and integrity of the SC(s). _,. 

20 The record types within a BOM are as follows: 

IP 
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An IP record contains a set .of N~e=vaiue pairs Pertaining to the SC(s). The following Names are 
rfsc:rved fur specific properties of.SC(s): 

V major.minor.fix 

The V property specifies the version of the SC(s). This is the version number of the SC(s) specification 

that the SC(s) was created under. The string that follows should be of the form major.minor .fix, where 
major, minor, and fix are the major relmse number, minor release number, and fix level, respectively. 

ID value 

The ID property is a unique value that is assigned to this specific SC(s) by the entity that is creating this 

SC(s). The fonnat of the value is defined in a later version of this document. 

T value 

The T property specifies the type of the SC(s), which should be one of: 

ORD -An Order SC(s) 650. 
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A value 

OFF -An Offer SC(s) 64 l. 

LIC - A LlcCDSe SC(s). 

TRA-·A Transaction SC(s) 640. 

MET - A Metadata SC(s) 620. 

CON -A Content SC(s) 63D. 
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The A property identifies the author or publisher of the SC(s). Author/publisher identities should be 

unambiguous and/or registered with the Clearingbouse(s) 105. 

D value 

The D property identifies the date. and opticmally, the time that the SC(s) was created. The value should 

be of the form yyyy/mm/dd[@hh:mm[:ss[.:l:Sec]][(TZ)]] representing 

yearlmonth/day@bour:minute:second.decimal-ftaction-of-second · 

(time-mne). Optional parts of the value are enclosed io [] characters. 

E value 

The E property identifies the date, and optionally; the time ·that the SC(s) expires. The value ;should: be 

the same fonn used in the D property that was previously defined. The expiration date/time should be 

conipared, whenever possible, with the date/time at the Clearinghouse(s) 105. 

CCURL value· 

The CCURL property identities the URL of the Oearinghouse(s) 105. The value should be of the fOrm of 

a valid external URL. 

B value 

The H property identifies the algorithm that was used to calculate the message digests for the parts 

included in the SC(s). An example digest algorithm is MD5. 

A D record is a data or part entry record that contains infonnaticm that identifies the type of part; .the 

name of the part, the (optional) digest of the part, and an (optional) indicatim that the part is not included 

in the SC(s). A - sign immediately after the type identifier is used to indicate that the part is not 

included in the SC(s). The following are reserved types of data or part records: 

K parLname [digest] 

Specifies the Key Description part. 
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W part.JJame [digest] 

Specifies the watermarking instructions part. 

C part_name [digest] 

Specifies the certificate(s} used to validate the digital signature. 

T .part.Jiame [digest] 

Specifics the Usage Conditions part. 

YF part.Jiame [digest] 

Specifies the Template part for the Offer SC(s) 641. 

YO part..name [digest] 

Specifies the Template part for the Order SC(s) 650. 

YL part..Jlame [digest] 

Specifies the Template part for the License SC(s) 660. 

ID part_name [digest] 

Specifies the ID(s) of the Content 113 of the item(s) of Content HJ being referenced. 

· ·· CH parlJlame [digest] 

Specifies the Clearinghouse(s) I 05 certificate part. 

SP part.JJame [digest] 

Specifies the Electronic Digital Content Store(s) 103 certificate part. 

B parLname [digest] 

Specifies a BOM part foranother SC(s) that bas its parts or a subset of its parts included in this SC(s): 

BP part.Jlame sc_part_name [digest] 

Specifies a BOM part for another SC(s) that is included as a single part in this SC(s). The sc...part...narne 

parameter is the name of the SC(s) part that is included in this SC(s) and that this BOM part defines. A 

BOM that is identical to this one is also included in the SC(s) that is defined by the sc_part_narne · 

parameter. 
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D part_name [digest] 

Specifies a data (or metadata) part. 

An S record is a signature record-the is used to define the digital signature of the SC(s). The digital 

signature is specified as follows: 

S key_ideoti:fier sigoature__string signature_algoritbm 

The S record cootains the key_identifier to indicate the encryption key of the signature. the 

sigoatur«L.String, which is the base64 encoding of the digital signature bitstring, and the signature 

algorithm that was used to encrypt the digest to create the digital signature. 

C. Key Description Part 

The Key Descriptioo part is created by the packer to provide information about encryption keys that are 

15 needed for decryption of SC(s) encrypted parts. The encrypted parts may be included in the SC(s) being built or 

may be in other SC(s) which are referred to by the SC(s) being built. The Key Description part is a text file that 

contains records of information about the encryption keys and the parts for which the encryption keys are used. 

Each record in the Key Description part is on a single line with a new line indicating the start of a new reconl 

20 
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The following record type is used within a Key Description part and is defined as follows: 

K encryptec:l.part...JWne; result...parUl"arne; part__encryption._algorithnt_identifier; public_Jceyjdentifier •· 

key_encryptioll...lllgorithm and encrypted_symmetric_key. 

A K record specifies an encrypted part that may be included in this SC(s) or may be included in another 

SC(s) that is referred to by this record. The encryptec:l.parL.Dame is either the name of a part in this · 

SC(s) or a URL pointing to the name of the encrypted part in another SC(s). The rmult.partJWne is the 

name that is given to the decrypted part. The part_encryptiOD....JllgoritbJn.Jdentifier indicates the 

encryption algorithm that was used to encrypt the part. The publicJceyjdenti:fier is an identifier of the 

key that was used to encrypt the Symmetric Key 623. 

The key_encryptiOJL8lg0ritlmUdentifier indicates the encryption algorithm that was used to encrypt the 

Symmetric Key 623. The encrypted symmetric key is a base64 encoding of the encrypted Symmetric Key 

623 bit string that was used to encrypt the part. 

35 VU. CLEARINGBOUSE(S) 105 



W000/08909 
52 

.PCT/US99/18383 - · 

A. Ovenriew 

The Clearinghouse(s) 105 is responsible for the rights management :functions of the Secure Digital 
Cmtcnt Electronic Distribution System 100. Clearinghouse(s) 105 functions include enablement of El~tronic 
Digital Content Store(s) 103. verificatim. of rights to Content 113. integrity and authellticity validation of the 

5 buying transaction and related infurmation,.distribution of Content encryption keys or. Symmetric Keys 623 to . . 

End-User. Device(s) 109, tracking the distribution of those keys. and repenting of transaction sununaries to 

Electronic Digital Content Store(s) 103 and Cmtent Pr~der(s) 101. Content encryption keys are used by 

End-User Device(s) 109 to unlock Content 113 for which they have obtained rights, typically by a purchase 
transaction from an authorized Electronic Digital Content Store(s) _ 103. Before a Content encryption key is sent to 

10 an End-User. Device(s) 109, the Clearinghouse(s) 105 goes through a verification process to validate the 

authenticity ofthe entity that is sellin~ the Content 113 and the rights that the End-User Device(s} 109 bas to the 
. Cmtent 113. This is called the SC Analysis Tool 185. In some configurations the Clearingbouse(s) 1 OS may also 

.. handle the financial settlement of Content 113 purchases by co-locating a S)'Slem at lhe Clearingbouse(s) · 105 that 
performs the Electronic Digital Content Store(s) 103 functions of credit card authorization and billing. The 

15 Clearingbouse(s) 105 uses OEM packages such as ICVerify and Taxware to handle the credit card processing and 
_local sales taxes. 

Electronic.:Digi.tal Content Store(s) Embodiment .. " · : · ;. 

An Electronic Digital Cootent Store(s) 103 that wants to participate as a seller of Content· 113 in the 
20 Secure Digital Content Electronic Distribution S)stem ;] 00 makes a request to one or more of the Digital· Content 

,Provider(s) lQl that provide Content 113 to the Secure Digital Content Electronic Distributi00 System.JOO. There 
is no definitive process for making the request so long as the two parties come to an agreertient. After the digital 

·content label such as a Music Label e.g. Sooy, Time-Warner. etc. decides to allow the Electronic Digital Content 
Store(s) 103 to sell its Content 113, the Clearinghouse(s) 105 is contacted, usually via E-mail, with a request that 

25 .· the Electronic Digital Content Store(s) 103 be added to the Secure Digital Content Electronic Distribution S}istem_ 

100. The digital cootent label provides the name of the Electronic Digital Content Store(s) 103 and any other 
. information that ~Y be required for the Clearinghouse(s) 105 to create a digital certificate for the Ele<..-tronic 

Digital Content Store(s) 103. The digital certificate is sent to the digital content label in a secure filshion~ and then 
forwarded by the digital conteot label to the Electronic Digital Content Store(s) 103. The Clearinghouse(s) 105 

30 maintains a database of digital certificates that it has assigned. Each certificate includes a version number, a 
unique serial number, the si~ng algorithm, the name of the issuer (e.g., tbe name of Clearinghouse(s) 105), a 
range of dates for which the certificate is considered to be valid, the name Electronic Digital Content Store(s) l 03, 

the public key of the Electronic Digital Content Store(s) l 03. and a hash code of all of the other information signed 

using the private key of the Clearinghouse(s) 105. Entities that have the Public Key 621 of the Clearingbouse(s) 

35 105 can validate the certificate and then be assured that a sqs) with a signature that can be validated using the 

public key from the certificate is a valid SC(s). 

··.: :.· 
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After the Electronic Digital Content Store(s) 103 has received its digital certificate that was created by the 

Clearinghwse(s) 1 OS and the necessary tools for processing the SC(s) from the digital content label. it can begin 

offering Content 113 that can be purchased by End-User(s). The Electronic Digital Content Store(s) 103 includes 

its certificate and the Transaction SC(s) 640 and signs the SC(s) using its Digital Signature 643. The End-User 

5 Device(s) 109 verifies that the Electronic Digital Content Store(s) 103 is a valid distributor of Content 113 on the 

Secure Digital Content Electronic Distribution System 100 by first-checking the digital certificate revocation list 

and then using the Public Key 621 of the Clearingbouse(s) 105 to verify the infurmation in the digital certificate 

for the Electrmic Digital Content Store(s) 103. A digital certificate revocation list is maintained by the 

Clearinghouse(s) 105. The revocaticm. list may be included as one of the parts in a License SC(s) 660 that is 

10 created by the Clearinghouse(s) 105. End-User Device(s) 109 keep a copy of the revocation liSt on the End-User 

Device(s) 109 so they can use it as part of the Electrmic Digital Content Store(s) 103 digital certificate validation. 

Whenever the End-User Device(s) 109 receives a License SC(s) 660 it determines whether a new revocation list is · 

included and if so. the local revocation list on the End-User Device(s) I 09 is updated. 

15 B. Rights Management Processing 

Order SC(s) Analysis 

The Clearingbouse(s) 105 receives an Order SC(s) 650 from an End-User(s) after the End•User(s)-has 

received the Transactioo SC(s) 640. which include the Offer SC(s) 641. from the Electronic Digital 'Content 

Store(s) 103. The Order SC(s) 650 ccmsists of parts that contain information relative to the COntenfl 13 and its 

20 use. infomlatim about the Electrmic Digital Content Store(s) 103 that is selling the Content 113. and information 

about the Eod-User(s) that is purchasing the Content 113. Before the Clearingb.ouse(s) 105 begins processing the 

informatioo in the Order SC(s) 6SO. it first performs some processing to insure that the SC(s) :is in &ct valid and 

the data it contains has riot been corrupted in any way. 

25 
Validation 

The Clearingbouse(s) 1 OS ·begins the validation of Order SC(s) 650 by verifying the digital signatures. 

then the Clmringbouse(s) 105 verifies the integrity of the Order SC(s) 650 parts. To validate the digital 

signatures, first the Clearingb.ouse(s) 105 decrypts the Contents 631 of the signature itself using the Public Key 

661 of the signing entity included if signed. (The signing entity could be the Content Provider(s) 101. the 

Electronic Digital Content Store(s) 103, the End User Device(s) 109 or any cOmbination of them.) Then, the 

30 Clearingbouse(s) 105 calculates the digest of the concatenated part digests ofthe SC(s) and compares it with-the 

digital signature's decrypted Content 113. If-the two values match, the digital signature is valid. To verify the 

integi.ity of each part, the Clearingbouse(s) 105 computes the digest of the part and compares it to the digest value 

in the BOM. The Clearinghouse(s) 105 tbllows the same process to verify the digital signatures and part integrity 

for the Metadata and Offer SC(s) 641 parts included within the Order SC(s) 650. 

35 The process of verificatioo of the Transactioo and Offer SC(s) 641 digital signatures also indirectly 

verifies that the Electronic Digital Content Store(s) 103 is authorized by the Secure Digital Content Electronic 
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Distribution System 100. This is· based on the fact that the Clearinghouse(s) 105 is the issuer ·of the certificates. 

Alternately. the Oearinghouse(s) .1 OS would be able to successfully verify the digital signatures of the Transaction 

SC(s) 640 and Offer SC(s) 641 using the public key :from the Electrooic Digital Content Store(s) 103, but only if 

the entity signing the SC{s) has ownership of the associated private key. Only the Electronic Digital Content 

5 Store(s) 103 has ownership of the private key. Notice that the Clearinghouse(s) 105 does not need to have a local 

database of the Electronic Digital Cmtent Store(s) 103. Since the store uses the Clearinghouse Public Key to sign 

the Transaction SC(s) 640 Offer SC(s) 641 public keys. 

Then. the Store Usage Conditions Sl 9 of the Ccntent l 13 which the End-User(s) is purchasing are 

validated by the Clearinghouse(s) 1 OS: to insure that they fall within the restrictions that were set in the Metadata 

10 SC(s) 620. Recall that the Metadata SC(s) 620 is included within the Order SC(s) 650. 

Key Processing 

·.Processing of the encrypted Symmetric Keys 623 and of the watermarking instructions are dOne by the 

Clearingbou$e(s) 1 OS after authenticity and the integrity check of the Order SC(i;) 650, the validation of the 

Electronic Digital Content Store(s) 103, and the validation of the Store Usage Conditions 519 have been eompleted 

15 successfulJy. The Metadata SC(s) 620 portion of.the Order SC(s) 650 typically has.several S}'mmetric Keys 623 

located in the Key Description part that were encrypted using the Public Key 621 of the Clearinghouse{s) 105. 

Encryption of the Symmetric Keys 623 are done by the Content Provider(s) ·I 01 when the Metadata · SC(s) 620 was 

created./ :, :,,_ 

. On~ Symmetric Key 623 are used fOI'. :~decrypting the watermarking instructions and the ·<>thers for 

20 decrypting the Content 113 and any encrypted metada.ta, Since Cmtent 113 can· represent a sinjl~ s'ong or an· 

entire collect of songs on a CD, a different Symmetric Key 623 may be used for each song. · ·The·watermarking 

inst;ructions are included within the Metadata SC(s) 620 portion in the Order SC(s} 650. The Content 113 ·and 

encrypted metadata are in the Content SC(s) 630 at a Content Hosting Site(s) 111 •. The URVand part Jiaines ofthe 

encrypted Content 113 and metadata parts. within the Content SC(s) 630, are included in the Key Description part 

25 of the Metadata SC(s) 620 portion of the Order SC(s) 650. The Clearingbouse(s) 105 uses its private key to 

decrypt the S)lllltnetric Keys 623 and then encrypts each of them using the Public Key 661 of the End-User 

Device(s) 109. The Public Key 661 of the End-User Device(s) 109 is retrieved :from the Order SC(s) 650. The 

new encrypted Symmetric Keys 623 are included in the Key Description part of the license SC(s) 660 that the 

Clearingbouse(s) 105 returns to the F.nd-User Device(s) 109. 

30 During the time of processing the Symmetric Keys 623, the Clearinghouse(s) 105 may want to make 

modifications to the watermarking instructioos. If this is the case, then after the Clearingbouse(s) 105 decrypts the 

.Symmetric. Keys 623, the watennarking instructions are modified and re-encrypted. The new watermarking 

instructions are included as me of the parts within the License SC(s) 660 that gets returned to the End-User 

Device(s) 109. 
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If all of the processing of the Order SC(s} 650 is successful, then the Cleanngbouse(s} 105 returns a 

License SC(s) 660 to the End-User Device(s) 109. The End-User Device(s) 109 uses the License SC(s) 660 

infurmatim to download the Content SC(s} 630 and access the encrypted Content 113 and metadata. The 

watermarking instructions are also executed by the End-User Device(s) 109. 

S If the Clearinghouse(s) 105 is not able to successfully process the Order SC(s) 650. then an HTML page is 

returned to the End-User Device(s) 109 and displayed in an lntemet browser window. The HI'ML page indicates 

the reason that the Clearinghouse(s) 105 was unable to PrOC~ the transaction. 

Jn an alternate embodiment, if the user has purchased a copy of the Content. l 13 prior to the release date 

set for the sale. the License(s) SC 660 is returned without the Symmetric Keys 623. The License(s} SC 660 is 

10 returned to the Clearinghouse(s) 105 on or after the release date to receive the Symmetric Keys 623. As an 

example, the Content Provider(s) 101 allow users to download a new song prior to the release date for the song to 

enable customers to download the song and be prepared to play the song before a date set by the Content 

Provider(s) 101. This allows immediate opening of the Content 113 on the release date without having to conient 

for bandwidth and download time on the release date. 

15 

C. Country Specific Parameters 

Optimally. the Clearinghouse(s) 105 uses the domain name of the End-User Device(s) 109 and, whenever 

possib1e. the credit card billing address to determine the country location of the End-User(s). If there are any 

restrictions for the sale ofCmtent 113 in the country where the End-User(s) resides, then the·etearinghouse(s) 105 . 

20 insures that the transaction being processed is not violating any of those restrictions before transmitting License 

SC(s) 660'to the End-User Device(s) 109. The Electronic Digital t.ontent Store(s) 103 is also expected to 

participate in managing the distributioo of Content 113 to various countries by performing the same checks as the 

Clearinghouse(s) 105. The Clearinghouse(s) 105 does whatever checking that it can in case the Electrooic Digital 

Content Store(s) 103 is ignoring the country specific rules set by the Content Provider{s) 101. 

25 D. Audit Logs and Tncking 

30 

The Clearinghouse(s) 105 maintains a Audit Logs ISO of information fur each operation that is perfurmed 

during Content 113 purchase .transactions and report request transactions. The information can be used for a 

variety of purposes such as audits of the Secure Digital Content Electronic Distributioo System 100. generation of 

reports, and data mining. 

The Clearingbouse(s) lOS also maintains account balances in Billing Su~ 182 for the Electronic 

Digital Content Store(s) 103. Pricing structures for the Electronic Digital Content StOCe(s) 103 is provided to the 

Clearingbouse(s) 105 by the digital content labels. This information can include things like current specials. 

volume discounts. and account deficit limits that need to be imposed on the Electronic Digital Conte.nt Store(s) 

103. The Oearingbouse(s) 105 uses the pricing infbrmation to track the balances of the Electroo.ic Digital Content 

35 Store(s) 103 and insure that they do not exceed their deficit limits set by the Content Provider{s} 101. 

The following operations are typically logged by the Clearinghouse(s) 1 OS: 
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End-User Device(s) 109 requests for License SC(s) 660 . 

Credit card authorization number when the Clearingbouse(s) 1 OS handles the billing 

Dispersement of License SC(s) 660 to End-User Device(s) 109 

Requests for reports 

Notificaticm :from the End-User(s) that the Content SC(s) 630 and License SC(s) 660 were received and 
validated 

The following information is typically logged by the ~learinghouse(s) 1 OS for a License SC(s) 660: 

Date and time of the request 

Date and time 9{the purchase transaction 

Content ID of the item being purchased 

Identification of the Content Provider(s) 101 

Store Usage Concitions S19 

Watermarking instruction modifications 

Transaction ID S3S that was added by the Electronic Digital Content Store(s) 103 

Identification of the Electronic Digital Content Store(s) 103 

Identification of the End-l]ser Device(s).109 , 

Eod·lJser(s) credit card information (if the Clearinghouse(s). IOS is handling the billing) 

The following information is typically logged by the Clearingbouse(s) I OS for an End- User's credit card 

validation: 

.. 
Date and time of the request 

Amount charged to the credit card 

Content ID of the item being purchased 

Transaction ID 535 that was added by the Electronic Digital Content Store(s) I 03 

Identification ofthe Electronic Digital Content Store(s).103 

Identification of the End-User(s) 

End:-User(s) credit card infunnation 

Authori7.ation number received :ftom the clearer of the credit card 

The foll~g information is typically logged by the Clearingbouse(s) 105 when a License SC(s) 660 is 

sent to an End-User Device(s) 109: 

Date and time of the request 

Content ID of the item being purchased 

Identification of Content Provider(s) 101 

Usage Conditions Sl 7 

Transaction ID 535 that was added by the Electronic Digital Content Store(s) 103 

Identification of the Electronic Digital Content Store(s) 103 

Identification of the End-User(s) 
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The following infonnation is typically logged when a repOrt r~est is made: 

Date and time of the request 

Date and time the report was sent out 

Type of report being requested 

Parameters used to generate the report 

Identifier of the entity requesting the report 

E. Reporting of.Renlts 

PCT/US99/18383 - · 

Reports are generated by the Clearingb.ouse(s) 105 using the infonnatim that the Clearingbouse(s) 105 

10 logged during F.nd-User(s) purchase transactions. Content Provider(s) 101 arid Electronic Digital Content Store(s) 

103 can request transacticm reports from the Clearinghouse(s) 105 via a Payment Verification lntrice 183 so they 

can reconcile their own transaction databases with the information logged by the Clearinghouse(s) 105. The 

Clearingb.ouse(s) 105 can also provide periodic reports to the Content Provider(s) 101 and Electronic Digital 

Content Store(s) 103. 

IS The Clearingbouse(s) 105 defines a secure electronic intrice which allows Content Provider(s) 101 and 

Electronic Digital Content &cre(s) 103 to request and receive reports. The Report Request ·SC(s) includes ·a 

certificate that was assigned by the Clearinghouse(s) 105 to the eotity initiating the request. The Clearinghouse(s) 

105 uses the certificate and the SC's digital signature to verify that the request originated tT<xn an authorized 

entity. The request also includes parameters, such as time duration, that define the scope· of the report. The·. 

20 Clearinghouse(s)' 105 validates the request parameters to insure that requesters can only reCeive inforrnatioo for 

which they are pemlitted to have. 

If the Clearinghouse(s) 105 determines that the Report Request SC(s) is authentic and valid, then the 

Clearinghouse(s) 105 genaates a report and pack it into a Report SC(s) to be sent to the entity that initiated the 

requrst. Some reports may be automatically generated at defined time intervals and stored at the Oearingbouse(s) 

25 l 05 so they can be immediately sent when a requrst is received. The format of. the data included 1n the report is 

defined in a later version of this docmnent. 

F. BiWng and Payment Verlficadon 
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Billing of Content 113 can be bandied either by the Clearingbouse(s) 105 or by the Electronic Digital 
Content Store(s) 103. In the case where the Clea.ringbou..~e(s) 105 handles the billing oftbe electronic Content 
113. the Electronic Digital Content Store(s) 103 separates the End-User(s)' order into electronic goods and, if 
applicable. physical goods. The Electronic Digital Content Store(s) 103-then. notifies the Clearingbouse(s) 105 of 

5 the transact.ion, including the End-User(s)' billing infurmatioo, and the total amount that needs to be authorized. 
The Clearingbouse(s) 105 authorizes the End-User(s)' credit card and returns a notification baek to the Electronic 
Digital Content Store(s) 103. At the same time the Clearingbouse(s) 105 is authorizing the End-User(s)' credit 
card. the Electronic Digital.Content Store(s) 103 can charge the End-User(s)' credit card for any physical goods 
that are being purchased. After each electronic item is doWnloaded by the End-User Device(s) 109, the 

10 · Oearingbouse(s) 105 is notified so theEild-User(s)' credit card can be charged. This occurs as the last step bytbe 
End- UserDevice(s) 109 before the Content 113 is enabled for use at the End-User Device{s) 109. 

·In the case where the Electronic Digital Content. Store(s) 103 handles the \>illing of the electronic Content 
113, the Clearingbouse(s) 105 is not notified abollt the transaction until the End-User Device(s) 109 sends the 
Order SC(s) 650 to the Clearingbouse(s) 1 OS. The Clearingbouse(s) 1 OS is still notified by the End-User Device(s) 

15 109 after each electronic item is downloaded. When the Clearingbouse(s) 105 is notified it sends a notification to 
the Electronic Digital Content Store(s) 103 so that the Electronic Digital Content Store(s) 103 can charge the 
End-User(s)' credit card. 

20 

G. · Retransmissions ·:·_.: 

1be ·Secure Digital Content- Electronic Distribution 8Ystem 100 provides the abilit}r' to ·handle 
retransmissions of Content 113. This is typically performed by a Customer·.Service lntenace 184; ··Electronic· 
DigitalContent Store(s) 103 provides a user interface that the End- User(s) can step through in order to·imtiate a· 
retransmission. The End-User(s) goes to the Electronic Digital Content Store(s) 103 site where•tbe Content 113 ·. 
item was purchased in order to request a retransmission of the Content 113. 

25 Retransmissicils of Content 113 are done when an End-User(s) requests a new copy of a previously 
purchased Content 113 item because the Content 113 could not be downloaded or the Content 113 that was 
downloaded is not usable. The Electronic Digital Content Store(s) 103 determines whether the End-User(s) is 
entided to do a retransmission of the Content 113. If the End-User(s) is entitled to a retransmission. then the 
Electronic Digital Content Store(s) 103 build~ a Transactioo SC(s) 640 that includes the Offer SC(s) 641 of the 

30 Content 113 item(s) being retransmitted. The Transaction SC(s) 640 is sent to the End-User Device(s) 109 and"the 
identical steps as for a purchase transaction are performed bythe End-User(s). If the End-User Device(s) 109 has 
a scrambled key(s) in the key lilnry fur the Content 113 item(s) undergoing retransmission, then the Transaction 
SC(s) 640 includes information that instructs the End-User Device(s) 109 to delete the scrambled key(s). 

In the case where the Clearingbouse{s) 1 OS handles the financial settlement of Content 113 purchases, the 
3S Electronic Digital Content Store(s) 103 includes a flag in the Transaction SC(s) 640 that is carried forward to the 
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Clearinghouse(s} 105 in the Order SC(s) 650. The Clearinghouse(s) 105 interprets the flag in the Order SC(s} 650 

and proceed with the transaction without charging the End-User(s) for the purchase of the Content 113. 

VIIL CONTENT'PROVIDER 

A.. Ovemew 

The Content Provider(s) 101 in the Secure Digital. Content Electronic Distribution System 100 is the· 

digital content label or the entity who owns the rights to the Content 113. The role of the Content Provider(s) 101 

is to prepare the Contmt 113 for distribution and make information about the Content 113 available to Electronic 

10 Digital Content Store(s) 103 or retailers of thc downloadable electronic versions of the Content 113. To provide 

the utmost security and rights control to the Content Provider(s} 101, a series of tools are provided to enable the 

Content Provider(s) 101 to prepare and securely package their Ccmtent 113 into SC(s) at their premises so that the 

Content 113 is secure when it leaves the Cmtent Provider(s)' 101 domain and never exposed or accessible by 

unauthorized parties. This allows Content 113 to be freely distributed throughout a non-secure nelwork. such as 

15 the Internel. without fear of exposure to hackers or unauthorized parties. 

20 

25 

30 

35 

The end goal of the tools for the Content Provider(s) 101 is to prepare and package a Content 11~ such as 

a scmg or series of songs into Content SC(s) 630 and to package informaticm describing the song. approved uses of 

the song (cmtent Usage Conditions 517), and promotional information for the song into a Metadata SC(s) 620. To · 

accomplish this, the following set of tools are provided: 

Work Flow Manager 154 - Schedules processing activities and manages the required synchronization·of 

processes. 

Content Processing Tools 155 - A collection of tools to control Content 113 file preparaticm including 

Watermarking, Preprocessing (for an audio example any required equalization, dynamics adjustment; or 

re-sampling) encoding and compression. 

Metadata Assimilation and Entry Tool 161 - A collection of tools used to gather Content 1 l 3 description· 

information from the Database 160 of the Content Provider(s) and/or third party database or data import 

files and/or via operator interaction and provides means for specifying content Usage Conditions S 17. 

Also provided is an interface for capturing or extracting content such as digital audio content for CDS or 

DDP files. A Quality Control Tool enables to preview of prepared content and metadala. Any corrections 

needed to the metadata or resubmission of the content for further processing can be conducted. 

SC(s) Packer Tool 152 - Encrypts and packages all Content 113 and infonilation and calls the SC(s) 

Packer to pack into SC(s). 

Content Dispersement Tool (not shown) - Disperses SC(s} to designated diStrlbution centers, such as 

Content Hosting Site(s) 111 and Electronic Digital Content Store(s) 103. 

Content Promotions Web Site 156 - stores Metadata SC(s) 620 and optionally additional promotional . 

material for download by authorized Electronic Digital Content Store(s) 103. 
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B. Work Flow Manager 154 

The purpose of this tool is to schedule. track, and manage Content 113 ·processing activities. This 
application enables multi-user access as well as allowing scheduling of Content 113 and status checking from 

S remote l~tioos within the Intranet or extt:anet of the Content Provider(s) 101. This design also allows for 

collaborative processing where multiple individuals can be working on multiple pieces of Content 113 in parallel 
and different individuals can be assigned specific responsibiljties and these individuals can be spread throughout 
the world. 

Tuming now to FIG. 8 is a bloclc diagram of the major processes of the Work Flow Manager 154 
10. .corresponding to FlG. 7. The major processes in FIG. 8 summarizes the Content 113 processing functions 

provided by the tools described in this section. The Work flow Manager 154 is responsible for feeding jobs to these 
. processes and directing jom to the next required process upon completion of its current process. This is 

accomplished through a series of Application Programming Interfaces (APls) which each processing tool calls to: 
retrieve the next job to process 

15 indicate successful completion of a process 

indicate unsuccessful completion of a process and reason for the failµre 

·provide interim status of a process (to allow initiation of processes that require only partial COOlpletion of 
. a dependent process) 

add comments to a product which are made available to the designated processes 
20 · The Work Flow Manager 154 also has a user interface, an example Work Flow Manager User Interface 

;700 is illustrated in FIG. 7 which provides the following functions:. 

a coofiguration panel to allow specification of default values and conditions to be assigned and pedbrmed · 
.· :duringvarious stages ofprocessing 

customimtion of the work flow mies and automated processing flows 

25 job scheduling 

status queries and reports 

add comments or instructions for a job associated to one or more processes 

job management (i.e. suspend, rdease, remove, change priority (order of processing)) 

Each process ha.o; a queue associated with it managec:J, by the Work Flow Manager 154. All processes 
30 requesting jobs from the Work Flow Manager 154 results in the Work Flow Manager 154 either suspeoding·the 

process (tool) in a wait state if there are no jobs currently in its associated queue or returning to the process all 
information about the job needed to perform its respective process. If a pr~ess. is suspended in a wait state. it 
resumes processing when a job is placed on its queue by the Work Flow Manager 154. 

The Work Flow Manager 154 also manages the flow or order of processing based on a set of defined rules. 
35 · These rules can be customized by the Content Provider(s) 101 if it bas special processing requirements or 

configures specific defaults rules. When a process reports comp~etion of its assigned task, it notifies the Work 

·· .. 
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Flow Manager 154 of this status and the Work Flow Manager 154 decides what queue the job gets p1accd on next 
based on the defined rules. 

Comments indicating special -handling instructions or notices may also be attached to the product at any 

of the processing steps via either the prograrmning API or manua1ly through the Work Flow Manager User 
5 . Interface 700 or processor interfaces. 

The processes in the Work Flow· Manager 154 are implemented in Java in the preferred embodiment but 

other programming languages such as CIC++, Assembler anq equivalent can be used. It should be understood that 

the processes described below for the Work Flow Manager 154 can run on a variety of hardware and software 
platfbrms. The Work Flow Manager 154 a.-; a complete system or as any of it's constitute processes may be 

I 0 distributed as an applicatiOll program in a computer readable medium including but not· limited to electronic 

distn"bution such as the web or on floppy diskettes, CD ROMS and removable hard disk drives. · 

15 

Turning now to FIG. 8 is a blOck diagram of the major processes of the Work Flow Manager 154 

correspcmding to FIG. 7. The :fullowing sections summarize each process and describes the information or action 
required by each process. 

1. Products Awaiting Action/Information Process 801 

Jobs are placed on specific processes queues once all information required by that process is available· and the job: 

has already successfully camp1etcd all dependent processing. A special queue exists in the Work Flow Manager· 

154 which is used to hold jobs that are ·not currently· available for· processing due to missing· information or a : · 
20 . failure that' prevent further processing. These jobs are placed in the Products Awai.ting Action/Information Process · 

801 queu~ Each job in this queue has associated status to indicate the action or information it is waiting on, the 

last process that worked on this job, and the next process( es) this job is queued to once the missing or additional 

information is provided or the required action is successfully completed. 

Cmnpletion of.any process causes the Woik Flow Manager 154 to check this queue and determine if any_ 
25 job in this queue was awaiting the completion of this process (action)· or informaticm provided by this process. If· 

so, that job is queued to the appropriate process queue. 

2. New Content Request Process 802 
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The Content Provider(s) 101 determines those products (for example, a product may be a song or a 

collectim of songs) it wishes to sell and deliver electronically. The initial function of the Work Flow Manager 154 

i.11 to enable an operator to identify these products and to place them on the queue of the New Ccmtent Request 

Process 802. The Content Provider(s) 101 may specify through configuration options, what information is 

5 prompted for on the product selectim interface. Enough information is entered to uniquely identify the product. 

Optionally, additional :fields may be included to request manual entry of the information required to initiate the 

audio processing phase in parallel with the metadata acquisi~on. If not provided manually, this information can 

optionally be retrieved from default configuration settings or from the Database 160 of the Content Provider(s). 

obtained_ in the :first stage of Metadata Processing as in Au,tomatic Metadata Acquisition Process 803~ The makeup 

10 and capabilities of the Content 113 in the Database 160 of the Content Provider(s) determines the Cmtent 

selection process . 

. If the required information needed to perform a query to the Database 160 of the Content Provider(s) 101 

· .. is specified. ~ejob is processed by the Automatic Metadata Acquisition.Process 803. In a music-embodiment, lo 

properly schedule the product for audio processing, the product's genre and the desired compression levels are 

15 specified as well as the audio PCM or WAV filename(s). This information may be entered as part of.the product 

selectiOQ process or selected via a customized query interface or Web browser function •. · Specification of this 

i.nf~ion enables the product to be scheduled for content processing. 

. ; T,be product selection user interfiu:e provides an optim enabling the operator· to specify. whether the 

produc;t ,can be released for processing or whether it are held pending further information entry. •If held, the job is . , 

· 20: :· adcied to the queue of the New Content Request P:rocess 802 awaiting further action tircomplete;data·eotry and/or 

release the product for processing. Once the product is released, the Work Flow Manager· 154 evaluates the , , 

infonnation specified and determines which processes the job is ready to be passed to. .·.·.' 

; If adequate information is provided to enable an automated query to the Database 160 of ·the Content •· 

Provider(s)' 101, the job is queued for Automatic Metadata Acquisition P:rocess 803. If the database mapping table 

25 has not been configured for the Automatic Metadata Acquisition .Process 803, the job is queued .for Manual 

Metadata Entry Process 804 (see Automatic Metadata. Acquisitioo Process 803 section for details on the Database 

Mapping Table). 

If the required general information for audio processing and the specific information required for 

watermarking is specified, the job is queued for Watermarking Process 808 (the first phase of content processing). 

30 If any of the required information is missing when the job is released, the job is queued to the queue of the 

Products Awaiting Action/Information Process 801 along with status indicating the information that is missing. 

If the status indicates that the filename of the Content 113, fur example where the Content 113 is audio 

and the PCM or WA V file is missing, this may indicate that a capture (or digital extraction from digital media) is 

required. The audio processing functions require that the song files be accessible via a standard file system 

35 interface. If the songs are located on external media or a file system that is not directly accessible to the audio 

processing tools, the files are first be copied to an accessible file system. If the songs are in digital format but on 
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CD or Digital Tape. they are extracted to a file system accessible tO the audio proce"ssing tools. Once the files arc 

accessible, the Work Flow Manager User Interface 700 is used to specify or select the path and filename for the job · 

so that it can be released to the watermarking process, assuming all other information required for watermarking 

bas also been specified. 

3. · Automatic Metadata Acquisition Process 803 

The Automatic Metadata Acquisiticm Process 803 Pet:forms a series of queries to the Database 160 Of the 

Coo.tent Provider(s) 101 or a staging database where data has been imported, in an attempt to obtain as much of 

the product information as possible in an automated filshion. The Automatic Metadata Acquisition Process 803 

10 requires the foJlowing information prior to allowing item.111 to be placed on its queue: 

15 

database mapping table with adequate information to generate queries to the Database 160 of the Content 

Provider(s) 101 

product information required to perform queries 

adequate product infonnation to uniquely defme product 

An automated query is performed to the Database 160 of the Coo.tent Provider(s) 101 to obtain the 

infurmation necessary to process this Cmtent 113. For example, if the Content 113 is music, the information 

needed to perfunn this query could be the album name or may be a UPC or.a specific ii.lbum or 'selection ID as 

defined by the Content Provider(s) 101. Of the information to be obtained, some is designated as requirCd (sec the 

section Oil Automatic Metadata Acquisition Process 803 for details). If all required information is obtained, the job 

20 is next ([ueued for Usage· Cmditions Process 805. If any required information is missing, the song is queued for 

ManUal Metadata Entry Process 804. If any jobs in the Products Awaiting Actioo/lnforma.tion Process'801 queue · 

are waiting for any of the information obtained in this step, the jobs status is updated to indicate that it is no longer . 

waiting for this information. If that job no longer has any outstanding requirements, it is queued to the next 

defined queue. 

25 

30 

4. ·Manual Metadata ·&try Process 804 

The Manual Metadata Entry Process 804 provides a means for an operator to enter missing information. · 

It has no dependencies. Once all required information is specified, the job is queued for Usage Conditions Process 

805. 

S. Usage Conditions Process 805 
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The Usage Conditions Process 805 a1lows specification of prodqct uses and restrictions. . The Usage 

Conditions Process 805 may require some metadata. Upon completion of Usage Conditions specifications. the job 

is eligible to be queued for Metadata SC(s) Creation Process 807 unless the Supervised Release Process 806 option 

has been requested or is configured as the default in the Work Flow Manager 154 rules. In that case, the job is 

5 queued for Supervised Release Process 806 .. Before queuing to Metadata SC(s) Creation Process 807. the Work 

Flow Manager 154 will first assure that all dependencies for that process have been met (see below). If not. the job 

is queued to the Products Awaiting Action/Information Proc~s 801. 

10 

15 

6. Supervised Release Process 806. 

The Supervised Release Process 806 allows a quality check and validation of information specified for the 

digital content product. It does not have any dependencies. Comments previously attached to the job at any stage 

. of the processing for this product can be reviewed by the Supervisor and appropriate action t8ken. After reviewing 

. all infonnation and comments, the Supervisor bas the following options: 

. approve release and queue the product for Metadata SC(s) Creation Process 807 

modify and/or add infm:mation and qlleue the product for Metadata SC(s) Creation Process 807 · 

.. .ad~ comments to the job and re-queue for Manual Metadata Entry Process 804 

•. ;add comments and queue the job to the queue for ProductsAwaiting Action/Information Process 801 

. · .. ·. 

7. Metadata SC(s) Creation Process 807 

2() ;. . TI.le Metadata SC(s) Creation Process 807 gathers together all the information collected above as well as 

25 

30 

35 

other informatim required for the Metadata SC(s) 620 and calls the SC(s) Packer Process to create the Metadata 

SC(s) 620. .This tool requires the following as input: 

.. . Ute required metadata 

the usage conditions 

the encryption keys used in the encryption stage of all quality levels for this Product 

This last dependency requires that the associated audio objects completed the audio processing phase 

before the Metadata SC(s) 620 can be created. Upon completion of the Metadata SC(s) Creation Process 807, the 

job is queued to either the queue for Fmal Quality As&mmce Process 813 or Content Dispersement Process 814 

based on defined work flow rules. 

8. Watermarking Process 808 

The Watermarking Process 808 adds copyright and other information to the Content 113. For an 

embodiment where the Content 113 is a song. this tool requires the following as input: 

song tileoame(s) (multiple filenames if album) 

watennarking instructions 

watermarking parameters (information to be included in the watermark.) 

. ::. · . 
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Upon completion of the Watermarking Process 808. the job is queued for Preproeessing and Compression 

Process 809 if its required input is available or otherwise queued to the Products Awaiting Action/Information 

-Process 801. 

9. Preprocessing and Compression Process 809 

The Preprocessing and Compression Process 809 encodes the Content 113 to the specified compression 

level performing any required preprocessing first. Queuin~ a job to this queue actually create multiple queue 

entries. A job is created for each compression level of the product desired. The encoding processes can be 

performed in parallel on multiple systems. This tool requires the following input: 

10 watermarked content filename(s) (multiple :filenames if Content 113 is an album) 

quality levels for product (could be preconfiguml) 

compression algorithm (could be preconfigured) 

product genre (if required by preprocessor) 

Upon completioo of the encoding process. the jobs are queued to the Content Quality Control Process 810 

15 if configured by the work flow rules. If not, the jobs are queued for Encryption Process ·811. 

If third party providers of encoding tools do not provide a method to display the percentage of the Content 

113. such as audio, that bas been processed or a method to indicate the amount of Content 113 that has been · 

encoded as a percentage of the entire selection of Content 113 selected, in FIG. 11 there is shown a flow diagram 

1100 of a method to determine the encoding rate of Digital Cootent for the Content Preprocessing and 

20 · Compressioo tool of FIG. 8. The method begins with the selection of the desired encoding algarithm and a bit 

rate. step 1101. Next, a query is made to determine if this algorithm and encoding rate baS a previously calculated 

rate filctor, step 1102. The rate filctor is the filctor used to determine the rate of compression for a specific 

encoding algorithm and a specific bit rate. If no previously calculated rate filctor is stored, a sample of the Content 

113 is encoded for a predetermined amount of time. The predetermined period ·of time Jn the preferred . 

25 embodiment is a few seconds. This rate of encoding for a predetermined period of time is used to calculate a n:ew 

rate factor &mw. Calculating a new rate filctor ~ knowing the amount of time and the amount Of Content I 13 

encoded is RHEW= (length of Digital Content encoded)l(amount of time), step 1108. The Content 113 is encoded 

and the encoding status is displayed using the previously calculate rate filctor RHew. step 1109. This encoding rate 

factor RHEW is then stored, step 1107, for future use for this encoding algorithm and encoding bit rate. If the 

30 selected algorithm bas a previously calculated rate factor RsroREJ>. step 1103. The Content 113 is encoded an<tthe 

progressicm displayed using the previously calculated rate factor RsroRED, step 1104. In the meantime, a current 

rate factor. Lunar is calculated for this selected algorithm and bit rate, step 11 OS. This current rate factor Rcum.ot is 

used to update the stored rate factor R.mw = AVERAGE OF (RsroRED + Rcuaimrr). step 1I06. The iterative update 

of the rate factor enables the determination of the encoding rate to become more and more accurate with each 

35 subsequent use for a particular encoding algmithm and bit rate. The new rate RHEW· is then stored for future use, 
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. step .1107. The updating ofRsroREo may not be made if the i..-urrent rate factor ·R..m.m is out range for the previously 
stored rate factor Rm>REo by a given range or threshold. 

The display of the encoding status can then be presented. The cocoding status includes along with the 
current mcoding rate. the display of the percentage of the total· Content 113 displayed as a progression bar based 

S on the encoding rate and the total length of the :file for the Content 113. The encoding status can also include the 
time remaining for the encoding. The time remaining for the encoding can b~ calculated by dividing the encoding 
rate calculated Rcl.IRltENI' by the total length of the file for C~tent 113. The encoding status can be transferred to 
another program that may invoke the calling process. This can help supervisory programs to encoding or 
co-dependent programs on encoding be operated· and be batched for processing· more efficiently. It should be 

10 understood, .in an alternative embodiment. that encoding can include the step of watermarking •.. 

10.. .·. Content Quality Control Process 810 

Th,e Content Quality Control Process 810 is similar in function to the Supervised Release Process 806. It 
is an optional step allowing someone to validate the quality of the content processing performed thus mr. This has 

15 no dependencies other than completion of the Watermarking Process 808 and the encoding portion of the 
Preprocessing and Cmlpression Process 809. Upon completion of the Content Quality Control Process 810 the 
following e>ptions are available: 

25 

30 

. the jobs can be released and queued for Encryption Process 811. ·. 
, comments can be attached and. one or more of the jobs re-queued for Preprocessing and 'Compression 
l'rocess 809. . · · •· 
The last option requires that· the unencoded watermarked version of the song file remain available until 

after Content· Quality Control Process 810 • 

. 1 l. ·· . Encryption Process 811 

The Encryption Process 811 calls the appropriate Secure Digital Content Ele.ctronic Distribution Rights 
Management function to encrypt each of the watennarked/enooded song files. This process has no dependencies 
other than completion of all other audio processing. Upon completion of the Encryptioo Process 811 process, the 
job is queued for Content SC(s) Creation Process 812. 

12. Content SC(s) Creation Process 812 

The Content SC(s) Creation Process 812 Process may require some metadata files to be included in the 
Content SC(s) 630. If files other than the Content 113 are required. the files are gathered and the SC(s) ·Packer 
Process is called to create a Content SC(s) 630 for each compression level of the Content 113 (e.g. a song) created. 
Upon completion of the Content SC(s) Creation Process 812, the song is queued to either the Final Quality 

35 Assurance Process 813 or Content Dispersement Process 814 queue based on defmed work flow rules. 
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13. Final Quality Assurance Process 813 

Final Quality Assurance Process 813 is an optional step that allows a cross reference check between the 

associated Metadata and Content SC(s) 630 to verify that they match up correctly and that all informaticm and 

Content l13 contained therein are correct. Upon completion of Final Quality Assurance Process 813, the jobs are 

S queued for Content Dispersement Process 814. Ifa prOblem is found. the job in most cases has to be re-queued to 

the fililing stage. Rework at this stage is much more costly since the product has to go through re-encryption and 

repacking in addition to the reprocessing required to crirrect ~e problem. It is highly recommended that the prior 

assurance stages be used to assure the quality of the Content 113 and accuracy and completeness of the 

infonnation. 

10 
14. Content Dispersement Process 814 

The Content Dispersement Process 814 Process is responsible for transferring the SC(s) to the appropriate 

hosting sites. After the successful transfer of the SC(s), the job completicm status is logged and the job is deleted 

ftc:m the queue. If a problem occurs in transferring the SC(s), after a defined number of retries. the job is flagged 

l S in the Worktlow Manager Tool 1 S4 as having failed along with the error encountered. 

15. Work Flow Rules 

The Work Flow Rules for FIG. 8 operate in three major systems as follows: 

20 A: Work Flow Manager Tool 154 

1. New Content Request Process 802 

2. Products Awaiting Ac.tion/lnformation Process 801 

3. Final Quality Assurance Process 813 

4. Content Dispersement (and Notification) Process 814 

2S B: Metadata Assimilation and Entry Tool 161 

1. Automatic Metadata Acquisition Process 803 

2. Manual Metadata Entry Process 804 

3. Supervised Release Process 806 

4. Metadata SC(s) Creation Process 807 

30 
C: Content Processing Tools 155 

1. WatennarkingProcess 808 (requires copyright data) 

2. Preprocessing and Compression Process 809 

3. Content Quality Control Process 810 

35 4. Encryption Process 811 

5. Content SC(s) Creation Process 812 
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Work Flow 

. The Ccmtent 113 selection operator inputs a new product and it starts out queued onto Al (New Content 

Request Process 802). 

S Al: ~en the Content 113 selectioo opeFator releases it to the Work Flow Manager Tool 154, then it gets 

10 

15 

20 

queued onto Bl (the Automatic Metadata Acquisition Process 803). 

Al: coming from step Bl·(the Automatic Metadata Acquisition Process 803), 

or st.ep B2 (Manual Metadata Entry Process 804 ). 

0r step B3 (Supervised Release Process 806) 

on its way to step Before (the Metadata SC(s) Oeation Process 807) 

. [needs the encryption keys ]. 

coming from step Before (the Metadata SC(s) Creation Process 807) 

on its way to either step A3 (the Final Quality Assurance Process 813) or step A4 (the Content 

Dispersement Process 814) 

[ needs the Content SC(s) 630). 

· ·· ··coming from step Ct (the Waterrriai'king P1oCesS 808) 

on its way to step C2 (the Preproce8sing aild Compression Process 809) 

[ needs the metadata for PreprocesSing and Compression Process ·809]. 

. cOmiilg froni step C4 (the Encryption Proces8 st' 1) 

· · on its way to step CS (the Content SC(s) Creation Proces8 812) 

['needs the metadata for Qmmt SC(s) 630.Packing ]. 

cooling from step cs (the Content SC(s) Creati0n Process 812) 

. -~ 

0n its way to either step A.3 (the Final Qliality Assurance Process 813) or step A4 (the Content 

Dispersement Process 814) 

25 [needs the Metadata SC(s) 620 ). 

A3: After step A3 (the Final Quality Assurance Process 81-3), 

place onto queae B2 (Manual Metadata Entry Process 804), 

or plaee onto queue B3 (Supervised Release Process 806), 

or place into queue as required by the quality assurance operator. 

30 A4: After step A4 (Content Dispersement Process 814), 

35 

the Work Flow Manager Tool 154 is done for this product. 

Bl: After step Bl (the Automatic Metadata Acquisition Process 803), 

if the metadata needed fur step Cl (the Watmnarking Process SOS) is present, then place an entry 

representing this product onto queue Ct. 

(do the following logic also) 
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if either 1- any required metadata is missing, or 2- there are comments directed to the manual metadata 

providers, then also place the product onto queue Bl (Manual Metadata Entry Process 804), 

else if supervised release was requested for this product, then place the product onto queue B3 

(Supervised Release Process 806). 

else if the product has all the information :from the Content Processing Tools lSS for all of the requested 

quality levels, then place the product onto queue Before (the Metadata SC(s) Creation Process 

807), 

else flag the product as needs the encryption keys and place the product onto queue A2 (Products 

Awaiting Action/Information Process 801). 

10 B2: During step B2 (Manual Metadata :Entry Process 804), 

15 

20 

25 

if step Cl (the Watermarking Process 808) has not been done and the metadata needed for step Cl is 

present, then place an entry representing this product onto queue Cl. 

(do the following logic also) 

if metadata needed for step C2 (the Preprocessing and Compression Process 809) just been prOvided. 

then 

(do the following logic also) 

if all the metadata that can be gathered by the Metadata Assimilation and Entry Tool 161. is present, 

then• 

· if supervised relrase was requested for this product, then place the produl.t onto queue 83 

(Supervised Release Process 806) 

else 

else 

if all the infurmation from step C4 (the Encryption Process 811) ·of the· Content Processitig · 

Tools lSS is present, then place this product onto queue Before (the Metadata SC(s) 

Creation Process 807) 

else flag the product as needs the encryption keys and place this product onto queue A2 · ·· 

(Products Awaiting Action/Information Process 801). 

if the metadata provider requested a forced supervised release, then place the product mto 

queue B3 (Supervised Release Process 806) 

30 else do nothing (keep the product on queue Bl (Manual Metadata Entry Process 804)). 

B3: During step B3 (Supervised Release ProCess 806), · 

if this operator is sending the product back to step B2 (Manual Metadata Entry Process 804), then place 

· the product on queue Bl. 

else if this operator released the product, then 
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if all the infonnation from step C4 (the Encryption Process 811) of the Content Processing Tools 
155 is present, then place this product onto queue Before {the Metadata SC(s) Creation 
Process) 

else flag the product. as needs the encryption keys and place this product onto queue A2 (Products 
S A waiting Action/Information Process 801 ). 

10 

IS 

20 

else the product remains on queue Bl (Supervised Release Process 806). 
Before: After step Before (the Metadata SC(s) Creation Prpeess 807), 

flag the product Metadata has been packed • 

if all the (product/quality level) tuples have been packed, then 

if the Content Provider(s)' 101 configuration specifies Quality Assure the SC(s). then place this 
product onto queue A3 (the Final Quality Assurance Process 813) 

else place this product onto queue A4 (the Content Dispersement Process 814). 
else flag the product as· needs the Content 113 SC(s) and place this product ooto queue Al· (Products 

· AwaitingActioD/Infonnation Process 801). 

Cl: After Step Cl (the Watermarking Proeess 808), 

if the metadata needed for step C2 (the Preproceilsing and Comprmsion Process 809) is present, then 
... create an entry for eacli (producttqualiiy level) tu:ple and place them onto queue Cl. 

else flag the product as needs the metadata for Prep[ocessmg/'Compression and place this "product onto 
·queue Al (Products Awaiting Action/Information Process 801 ) .. 

C2: Aftet step Cl (the Preprocessing and Compression Proeess 809). · ·· 
ifthe Content Provider(s)' 101 configuration specifies Content Quality COntrol Process 810 , then 

place this (product/quality level) tuple onto queue C3 (the Content· Quality Control Process 810), · 
·else place this (product/quality level) tuple onto queue C4 (the Encryption Process 811 ). 

25 · · C3: After step C3 {the Content Quality Control Process 810), then place this (product/quatity level) tuple onto 

30 

· queue C4 (the Encryption Process 811 ). 

C4: After step C4 (the Encryption Process 811), 

provide the needed informaticm {i.e., the Symmetric Key 623 generated by the Process and used to 
encipher the Content 113) to the Metadata Assimilation and Entry Tool 161. 

·if all the metadata that's required for the Content SC(s) 630 is present, then place this (product/quality 
level) tuple onto queue CS (the Content SC(s) Creation Process 812). 

else flag the product as ne~s the metadata for Content SC(s) 630 Packing and place this 
(product/quality level) tuple onto Al (Products Awaiting Action/Information Process 801 ). 

CS: After step CS (the Content SC(s) Creation Process 812), 

35 flag the quality level the Content 113 at this quality level bas been packed • 
if all the (product/quality level) tuples have been packed, then 
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if the product is flagged Metadata has been packed , then 

if the Content Provider(s)' 101 configuration specifies Quality Assure the SC(s}, then place 

this product onto queue Al (the Final Quality Assura0ce Proeess 813) 

else place this product onto queue A4 (the Content Disprzsement Process 814) 

else flag the product as needs the Metadata SC(s) 620 and place this product mto queue A2 

(Products Awaiting Action/Information Process 801). 

else (all the (product/quality level) tuples have nQt been packed) do nothing (another (product/quality 

level) tuple triggers an action). 

10 C. Metadata Assimilation and Eatry Tool 

Metadata consists of the data describing the Content 113 for example in music, title of the recording, artist, 

author/composer, producer and length of recording. The following description is based upon Content 113 being -

music but it should be understood by those skilled in the art that other conteot types e.g.. video. programs. 

multimedia. movies, and equivalent, are within the true scope and meaning of the present invention. 

15 This Subsystem brings together the data the Content Provider(s) 101 provides to the Electronic Digital 

Cmtent Store(s) 103 to help promote the sale of the product (e.g., for music, sample clips bY this artist. hisiory of 

this artist, list of albums on which this recording appears-, genres associated with this artist and/or product). the 

. data the Content Provider(s) 101 provides to the End-User(s) with the purchased product (e.g .• artist, producer, 

album cover, track length), and the different purchase options (the Usage Conditions Sl 7) the Content ProVider(s) 

20 101 wants to offer the End-User(s). The data is packaged into a Metadata SC(s) 620 and made available t0 the 

Electronic Digital Content Store(s) 103. To accomplish this, the following tools are provided: 

Automatic Metadata Acquisition Tool 

Manual Metadata Entry Tool 

Usage Conditions Tool 

25 Supervised Release Tool 

These tools enable Cmtent Provider(s) 101 to implement the processes described above for Work Flow 

Manager 154. Tools described here are a toolkit based on Java in the preferred embodiment but other 

programming languages such as CIC++, Assembler and equivalent can be used. 

30 1. Automatic Metadata Acquisition Tool 
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The Automatic Metadata Acquisition Tool provides a u11er the ability to implement the Autmnatic Metadata 

Acquisitim Process 803 described above. The Automatic Metadata Acquisition Tool is used to access the Database 

160 of the Content Provider(s) 101 and to retrieve as much data as possible without operator assistance. 

Configuration methods are available to automate this process. The Content Provider(s) 101 can tailor the default 

5 metadata template to identify the types of data this Contmt Provider{s) 101 wants to provide to End- User(s) {e.g.. 

compmer, prcxlucer, sidemen. track length) and the types of promotional data the Content Provider(s) 101 provides 

to the Electronic Digital Cmtent Store(s) 103 (e;g., for a Dll:lsic example. sample clips by this artist, a history of 

this artist, the list of albums cm which this recording appears. genres associated with this artist). The default 

metadata template includes data fields which are required by the End-User Device{s) l 09, data fields which can be 

l 0 optionally provided lo the End-User Device(s) 109 and a sample set of data fidds, targeted to the Electronic Digital 

Content Store(s) 103, that promote the artist, album, and/or single. 

To .extract the template data fields from the Database 160 of the Content Provider(s) 1 Ol the Automatic 

Metadata .Acquisition Tool uses a table that maps the type· of data { e;g., composer, producer, a biography of the 

artist)- to the location within the database where the data can be found. Each of the Content Provider(s) 101 help 

1 S specify that mapping table for their environment. 

The Autmnatic Metadata Acquisition Tool uses a metadata template of the Content Provider(s) 101 and 

mapping table to acquire whatever data is available fi'<m the Databases 160 of the Content Provider(s) 101. The · 

status of each product is updated with the result of the Automatic Metadata Acquisition Process 80'.L ··A pi'odUCt · 

which is missing any required data is queued for Manual Metadata Entry Process 804, otherwise it ·is available for 

20 packing into a Metadata SC(s) 620. 

2. Manual Metadata Entry Tool 

The Manual Metadata Entry Tool provides a user the ability to implement the. Manual Metadata Entry· 

Process 804 described above. The Manual Metadata Entry Tool allows any properly author.ized operator to provide 

25 the missing data. If the operator determines that the missing data is unavailable, the operator· can attach ·a 

comment to the product and request supervised release. The Content Provider(s) 101 may require, for quality 

assurance reasons. that the product undergo supervised release. Once all the required data is present, and if 

supervised release has not been requested. then the product is available forpacking into a Metadata SC(s) 620. 

30 3. Usage Conditions Tool 

The Usage Conditions Tool provides a user the ability to implement the Usage Conditions Process 805 

described above. Th~ process of offering Content 113 for sale or rent {limited use}, using electronic delivery, 

involves a series of business decisions. The Conteot Provider(s) 101 decides at which compression level(s) the 

Conteot 113 is made available. Then for each compressed encoded version of the Content 113, one or more usage 

35 conditions are specified. Each usage condition defines the rights of the End-User(s), and any restrictions on the 

End- User(s). with regard to the use of the Content 113. 
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As part of Content Processing Tools lSS, a set of usage conditions (End-User(s) rights and restrictions) is 
attached to the product. 

A usage condition defmes: 

1. the compression encoded version _of the C.OUtent 113 to which this usage condition applies. 
2. the type of user covered by this usage condition (e.g., business, private c<>nsmner) 

3. whether this usage condition allows for the purchase or. the rental of the Content 113. 

For a rental transaction: 

the measurement unit which is used to limit the term of the rental (e.g.. days, plays). 

the number of the above units after which the Content 113 will no longer play. 

For a purchase transaction: 

the number of playable copies the End-User(s) is allowed to make. 

onto what kinds of media can be/she make those copies (e.g., CD-Recordable (CD-R), MiniDisc, 

Personal Computer). 

4. the period of time during which the purchase/rental transaction is allowed to occur (i.e., an End .. User(s) can 
purchase/rent under the terms of this usage condition mil! after the beginning availability date and before 
the last date of availability). 

S. the countries ftom which an End-User(s) can transact this purcha.4le (or rental). 

6. the price of the purchase/rental transaction under this usage condition 

7. the watermarking parameters. 

8. the types of events which require notification of the Clearinghouse(s) 105. 

An Example of a Set of Usage ConditiODS 

The Content Provider(s) 101 may decide to test the North American market's acceptance to the.re-release ofthe 
children's song by a popular children's vocalist during the fuurth quarter 1997. The test wiU make the song 
available in two different compression encoding versions: 384Kbps and 56Kbps. The 384Kbps version can be 
bought (and one copy made onto MiniDisc) or rented (for two Weeks}, while the S6Kbps version can only be 
bought (and no copies made). The watermarking instructions is the same fur any purchase/rental. and the Content 
Provider(s) 101 wants the Clearingbouse(s) 105 to count every copy madC. This would create Usage Cmditions as 
follows: 

Usasre Condition l Usae:e Condition 2 Usiure Condition 3 
compressed encoded 384Kbps 384Kbs S6Kbps 
version 
tweofuser · l>rivate consumer nrivate consumer nrivate crinsumer 
tvoe of transaction purchase rental . -- e 
availability dates 1Oct1997 - 31 Dec 1Oct1997 - 31 Dec 1 Oct 1997 - 31 Dec 

1997 1997 1997 
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Usllfle Condition 1 Usage Condition 2 Usasre Condition 3 
compressed encoded 384Kbps 384Kbs S6Kbps 
version 
tvoeofuser mivate consumer nrivate consumer orivale consumer 
type of transaction purchase rental nurchase 
availability dates 1Oct1997 - 31 Dec 1Oct1997 - 31 Dec 1 Oct 1997 - 31 Dec 

1997 1997 1997 
countries USA and Canada USA 'and Canada USA and Canada 
watermarking std. std. std. 
notifying events Col>vaction none none 
number of copies 1 0 0 
onto what media MiniDisc not annlicable not annlicable 
term of rental not anolicable 14davs not annlicable 
mice Pricel · Price2 Price3 
countries USA and Canada USA and Canada USA and Canada 
watermarkin2 std. std. std. 
notifvinrz: events CODVactiOn none none 
number of cooies. 1 0 0 
onto what media MiniDisc not annlicable not aoplicablc 
term of rental not aonlicable 14 days not aoolicable 
mic.e Price 1 Price 2 Price3 

4. Parts of the Metadata SC(s) 620 . 

Below are some of the kinds of data that the Metadata Assimilation and Entry Tool 161 gatbers·foi 

S .· inclusion into the Metadata SC(s) 620. An attempt has been ~ to group the data into SC(s) parts by furiciim · 

and destination. 

10 

product.ID. 

licensor label company 

licensee label company 

source (publisher) of this object (subliceosee label company) 

type of object (i.e., a single object or an array of objects) 

object ID 

[src:content provider;] 

[dest: everybody;] 

. [dest: EMS; end-user;] 

[dest: EMS; end-user;] 

[dest: everybody;] 

[dest: everybody;] 

15 International Standard Recording Code (ISR.C) 

International Standard Music Number (IS.MN} 

usage conditions (src: content provider; dest: EMS, end-user, Clearingbouse(s) 105) 

purchased usage conditions (src: EMS; dest: end-user, Clearingbouse(s) 105) 

20 ·the set of usage conditions (consumer restrictions and rights) for the use of the object (sound recording) 

an individual eotry in the array of usage conditions 

the compression encoded version of the Content 113 to which this usage ca:idition applies 
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whether this usage condition allows for the purchase or the rental of the Content 113 

fm a rental transaction: 

the measurement unit which is used to limit the tenn ofthe rental (e.g •• days. plays). 

the number of the above units after which the Content 113 will no longer play. 

for a purchase transaction: 

the number of playable copies the End-User(s) is allowed to make. 

onto what kinds of media can (s)b~ make those copies (e.g., CD-Recordable (CD-R). 

MiniDisc. personal computer). 

the period of time during which the purchase/rental transaction is allowed to occur (i.e.. an 
End-User(s) can purchasc'rent under the terms of this usage condition only after the beginning 

availability date Jmd. before the last date of availability) 

a pointer to the countries from which an End-User(s) can transact this purchase (or rental) 

the price of the purchase/rental transaction under this usage condition 

a pointer to the encrypted watermarking instructions and parameters 

a pointer to the types of events which require notification of the Clearinghouse(s) 1-05 

purchase data (encrypted; optional info; src: EMS; dest: end-user. Clearinghouse(s) 105) 

purchase date 

purchase price 

bill to name and address 

consumer name .and address 

country of the consumer {best guess) 

metadata 1 (src: content provider; dest: EMS. end-user) 

25 an array of { 

30 
} 

copyright information 

for the composition 

for the sound recording 

title of song 

principal artist(s) 

a pointer to { 

the artwork (e.g.. album cover); 

the format of the artwork (e.g., GIF. JPEG); 

35 } 

··, . 
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optional info; 

an array of additional information { 

ccxnppser 

publisher 

producer 

sidemen 

date of recording 

date of release 

lyrics 

track oame (description) I track length 

76 

. l~ of albums on which this reconling appears 
geme(s) 

} 

metadata, 2(src: content provider; dest: EMS)· 

PCT/US99/18383- · 

.an array of structures, each representing different quality levels of the same soundrecording { 
the sound recording; 

the quality level of the sound r.ecording; 
the size (in bytes) of the (probably coni.pressed) sound recording; 

} 

metadata 3 (src: content provider; dest: EMS, end-user) 

optional info: 

promQtional material: 

a pointer to artist prmnotion material { 

a URL to the artist's web site;· 

background description(s) of the artist(s); 

.. : ·./ 

artist-related interviews (along with format of the interview (e.g., text, audio, video)); 
reviews (along with format of the reviews (e.g., text, audio, video)); 
sample clips (and its format and compression level); 
recent and upcoming concerts/appearances/events - their dates and locations; 

} 

a pointer to album promotion material { 
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} 

sample clip (and its format and compression level); 

background descriptim(s) of the producer, and/or the composer, and/or the movie/play/cast, and/or 

the making of the album, etc.; 

.non-ertist-related interviews (along with format of the interview (e.g., text, audio, video)); 

reviews (along with format of, the reviews (e.g., text~ audio, video)); 

genre(s); 

single promotions: 

sample clip (and its format and compression level) 

background descriptioo(s) of the producer, and/or the composer. and/or the movie/play/cast, and/or 

the making of the single, etc. 

reviews (along with fonnat of the reviews (e.g., text, audio, video)) 

Supervised Release Tool 

Supervised Relrase Tool provides a user the ability to implement the Supervised Release Process 806 

described above. Ao individual designated by the Content Provider(s) l 01 as having supervised re1ease authority, 

may call up a product awaiting supervised re1ease (i.e., a product on the queue of the Supervised Release Procc:Ss 

806). examine its Ccmteilts 113 and its accompanying comments, and either 

.· 20 approve its Contents 113 and release the product for packing into a Metadata SC(s) 620, or 

make any necessary corrections and release the product for packing into a Metadata SC(s)-620 or 

add a comment specifying the oorrective action to take and resubmit the product to the Manual Metadata 

Entry Process 704 

In another embodiment, after the creatiDD of the SC(s), there is another optional quality assurance step 

25 where the Content 113 of the SC(s) can be opened and examined for completeness and accuracy, and, at that time, 

final approval can be given or denied for the product's release to the retail channel. 

D. Content Processing Tools 
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The Content Processing Tools 155 is.actuaUy a collection of software tools which are used to process the 

·digital content file to create watermarked, encoded, and encrypted copies of the content. The tools makes use of 

industry standard digital cootent processing tools to allow pluggable replacement of watermarking, encoding and 

encryption tecf:mologies as they evolve. If the selected industry tool can be loaded via a ·conunand line system call 

S .. interface and passed parameters or prOvides ·a toolkit wherein functiODS can be called via a DLL intedace. the 

content processing can be automated to some degree. A front end application to each tool quenes the appropriate 

queue in the Content Processing Tools 155 for the next avai~able job, retrieves the required :files and parameters 

and then loads the industry standard content processing tool to perform the required function. Upon completion of 

the task, manual update to the queue may be required if the tool does not report terminating status. 

10 A generic version of the Content Processing Tools 155 is described, but customization is possible. The 

Cmtent Processing Tools lSS can be written in Java, CIC++ ar any equivalent software. The Content Processing 

Tools 155 can be delivered by any computer readable means including diskettes, CDS or via a Web site. 

1. Watermarking Tool 

1 S The Watermarking Tool provides a user the ability· to implement the Watermarking Process 808 as 

described a~e. This tool applies copyright infmmation of the Content 113 owner to the 80ng file using audio 

Watermarking technology. The actual informatioo to be written out is determined by the Content PrOVider(s) 101 

and the specific watermarking technology selected. ·This information is available to the frarifend Watcnnarking 

Tool so that it can properly pass this information to the watermarking function. This imposes a syncllronization 

20 requirement on the Metadata Assimilation and Entry Tool 161 to assure thatit bas acquired•this information prior 

to, for example, allowing the Stmg's audio file to be processed. This song will not be available for ·audio pr0cessing 

until the watermarking infonnation bas been obtained. · · · 

The watermark .is applied as the :first step in audio processing since it is common to 811 encodin8s Of the 

scmg created,.· As long as the watermark can survive the encoding technology, the watermarking process need only 

25 . . . occur once per song. 

Various watermarking technologies are known and commercially available. The :front end Watermarking 

Tool though is capable of supporting a variety of industry Watermarking Tools. 

2~. Preprocessing and Compression Tool 

30 'Ibe Preprocessing and Compression Tool provides a user the ability to implemmt the Preprocessing and 

Compressioo Process 809 as described above. Audio encoding involves two processes. Encoding is basically the 

application of a lossy compression algorithm against, for a music content example, a PCM audio stream. The 

encoder can usually be tuned to generate various pla:yback bit stream rates based on the level of audio quality 

required. Higher quality results in larger file sizes and since the file sizes can become quite large ·ror high quality 

35 Content 113, download times for high quality Content 113 can become lengthy and sometimes prohibitive on 

standard 28,800 bps modems. 

.'·:[ 
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The Content Provider(s) 101 may, therefore, choose to offer a variety of digital content qualities for 
download to appease ·both the impatient and low bandwidth customers who doo t want to wait hours for a 

download and the audiophile or high bandwidth customers who either only buys high quality Contmt 113 or has a 
higher speed connection. 

S Cmlpression algorithms vary in theil: techniques to generate lower bit rate reproductions of Content 113. 

The techniques vary both by algorithm (i.e. MPEG, AC3. ATRAC) and by levels of compression. To achieve 

higher levels of compressim, typically the data is re-sampl~ at lower sampling rates prior to· being delivered to 

the compression algorithm. To allow for mme efficient compression with less loss of fidelity or to prevent drastic 

. dropout of smne frequency ranges, the digital content may sometimes require adjustments to equalimtic.m levels of 
10 certain frequencies or a~ustments to the dynamics of the recording. The· content preprocessing requirements are 

directly related to the compression algorithm and the level of compression required. In some cases, the style of 

Content 113 (e.g. musical genre) can be successfully used as a base for determining preprocessing requirements 

since songs from the same genre typically have similar dynamics.· With some compression tools, these 

preprocessing functions are part of the encoding process. With others. the desired preprocessing is performed prior 
15 to the compression. 

Besides the downloadable audio file for sale, each song also has a Low Bit Rate (LBR) encoded clip to allow 
the soog to be sampled via a LBR streaming protocol. This LBR encoding is also the responsibility of the Content 

Processing Tools 155. This clip is either provided by the Content Provider(s) 101 as a separate PCM tile or as 
parameters of offset and length. 

20 As with watermarking; it is hoped that the encoding tools can be loaded via a DLL or corilmand line system· 

call intedace and passed all the required parameters for preprocessing and compression. The front end Encoding· 
Tool may have a syn~onization requirement with the Metadata Assimilation and Entry Tool 161. for example if 

.. the content is music, ·and if it is determined that the song's genre is acquired ftom the Databftse 160 ofthe'Content 

. Provider(s) pri<r to performing any audio preprocessing. This depends on the encoding tools selected and how 

25 indeterminate the genre for the song is. If the Content Provider(s) 101 varies the choice of enooded quality levels 

per scmg, this information is also be provided prior to the· encoding step and agrees with the metadata being 

generated by the Metadata Assimilation and Entry Tool 161. 

A variety of bigb quality encoding algorithms and tools are known today. The front end Encoding Tool 

though is capable of supporting a variet}' of industry encoding tools. 

30 Turning now to FIG. 12 is shown a flow diagram of one embodiment for the Autmnatic Metadata 
Acquisition Tool of FIG. 8 according to the present invention. The process starts with reading an identifier from 

the media the Content Provider(s) 101 is examining. One example of content in an audio CD embodiment. In an 

audio CD embodiment, the following codes may be available Universal Price Code (UPC), International Standard 

Recanling Code (ISRC), International Standard Music Number (ISMN). This identifier is read in the appropriate 
35 player for the contmt, fur example an audio CD Player for audio CD, DVD player for DVD movie, DAT recorder 

for DAT recording and equivalent, step 1201. Next this Identifier is used to index a Database 160 for the Content 



. WO 00/08909 PCT/US99/18383- · 
80 

Pro\iider(s) IOI. step 1202. Some or all of the information required by the Work Flow Manager Process as 

described in FIG. 8 is retrieved in Database 160 and any other related sources. step 1203. This infurmation can 

include the Content 113 and the metadata related to it •. In step 1204, the additional informatioo reti'ie\ied is used to 

start the· Work Flow Manager 154 for creating electronic Content 113. It should be understood. that several 

S selections of media. such as several audio- ens. can be queued up so as to enable the Automatic Metadata 

Acquisitioo Tool to create a series of Content 113 for electronic distribution. For example, all the Content 113 

could be created from a series of CDS or even selected tra~ from one or more CDS examined by the Content 

Provider(s) 101. 

ID an alternate embodiment, the preprocessing parameters can be retrieve from the Database 160 of the 

10 Content Provider(s) automatically. Referring now to F1G. 13 is a flow diagram of a method to automaticalJy set 

the Preproceuing and Compression parameters of the Preprocessing and Compres.~on Tool of FIG. 8 according to 

the present invention. In this embodimenL the:Content 113 is music. In step 1301, music (Contelit 113) is 

selected to be encoded in Content Processing Tools 155. The genre of the music selected is detemJined. step 1302. 

This can be entered manually or by using other meta data available, such as the additional dala retrieved ftom the 

IS process described in FJG. 12. The audio compreuion level and audio compression algorithms selected are than 

examined. step 1303. Next, a lookup is made by genre, compression stttings and campression algorithms of what 

compression parameters should be·used in the Preprocessing and Compression Process 809, 1304. ·· ··. 

3. Content Quality Control Tool 

20 ·The COntent Quality Control Tool provides a user the ability to implement the Content QualitY Control 

Process 810 as described above. This is an optional Content Processing Tool and provides an oPJ>ortunity for a 
quality control technician to review the encoded and watermarked CDDtent files and approve or reject th~ coo.tent 

files based on quality judgments. He can re-encode the content making manual preprocessing a(ljustments until 

the quality is adequate or can flag the song for reprocessing and attach a note describing the problem. 

25 This process step can be configured by the Content Provider(s) 101 as an o)>tional oi' required step of the 

content processing w<rk tlow. An additional optional Final Quality Assurance Process 813 step is provided after 

packaging af all the SC(s) fer this cmtent (e.g. each SC(s) for songs on a CD) at which time the quality of the 

content encoding can be tested but catching a problem early pri« to enccyption and packaging allows for more 

eflicient content processing. It is. therefore. highly desirable that the content quality be assured at this step as 

30 opposed to waiting until final completion of all processing. 

4. Encryption Tool 
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The Encryption Tool provides a user the ability to implement the Encryption Process 811 as described 
above. Content encryption is the final step of the Content Processing Tools 155. Each of the versions of the 
cooteot that were created by the Encoding Tool is now encrypted. The encryption tool is a function of the SC(s) · 
Packer. The SC(s) Packe.r is called to encrypt the song and returns the generated eocryption key used. This key is 

5 later passed into the SC(s) Packer for use in creation of the Metadata SC(s) 620. 

E. Content SC(s) Creation Tool 

Once aH metadata has been gathered the Content SC(s) Creation Tool groups the metadata into categories 
based on their intended use. These groups of metadata are written into files to be passed in to the SC(s) Packer 

10 Tool as Metadata parts fur the Metadata SC(s) 620. Each part (file) has unique processing requirements. Once the 

associated scmgs have been processed and encrypted and the target dest~ation (URL of Content Hosting Site(s) 
111) has bem determined, the Content SC(s) 630 fur the Cmtent 113 are ready to be created. The Contmt 113 

-which have completed processing and have met all the requirements described above, are queued for packing in the 
packer queue of the Wmk Flow Manager 154. 

15 The Cmtent SC(s) Creation Tool now retrieves all the required :files created 'bf the previous steps of the 
Metadata Assimilation and Entry Tool 161 and calls the SC(s) Packer functioos to create the Metadata SC(s) 620 
and Content SC(s) 630. This process creates a single Metadata SC(s) 620 and multiple Content SC(s) 630 for each 

soog. For example, if the cootent is music, each of the audio files created during audio procesSing for the 'various 

quality levels of the full song is packed into separate Ccmtent SC(s) 630. The audio file created for the silmple clip 
20 is passed as a metadata file to be included in the Metadata SC(s) 620. 

F. Ftllal Quality Assurance Tool 

The· Final Quality Assurance Tool provides a user the ability to implement the Fmal Quality ASsurancc 
-_. Process 813 as described above. Once all the SC(s) have been built for a conteot file, the ccmtent is available for a 

25 final quality assurance check. Quality assurance can be performed at various stages of the Cmtent 113 preparation 

process. The Cmtent Provider(s) 101 can choose to perform quality assurance as each maj« step is completed to 
prevent excessive rework later or may choose to wait until all audio preparation processes are complete and 
perfurm quality assurance cm everything at once. If the latter is chosen, quality assurance is performed at this 
point upon completion of the creatim of the SC(s). This tool allows each SC(s) for the song to be opened, 

30 examined, and the audio played. 

Any problem discovered, even minor teXt changes requires that the SC(s) be rebuilt due to internal security 

features of SC(s). To avoid unnecessary re-processing time, it is highly recommended that the interim quality 
assurance steps be utilized to assure accuracy of the metadata and that this specific quality assurance step be 
reserved for validating appropriate cross references between the SC(s) associated with this song. If problems are 

35 found, the assurer can enter a problem description to be attached to the song and have it re-queued to the 

appropriate processing queue for reprocessing. Status is updated appropriately in the Work Flow Manager 154 to 
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indicate the status of all related comJJ(Dents of the song, If no problems are discovered, the Content 113 is marked 
or flagged as ready for release. 

G. Content Dispersement Tool 

5 The Cootent Dispersement Tool prO\lides a user the ability to implement the Content Dispersement Process 
814 as described above. Once the Content 113 has been approved for release, the SC(s) for the Content 113 are 
placed in the queue of the Content Dispersement Process. 'f?e Content Dispersement Tool monitors the queue and 
performs immediate transfer of the SC(s) files oc batch transfer of a group of SC(s) files based on the configuration 
settings provided by the Content Provider(s) 101. The Content Provider(s) 101 can also optionally configure the 

l 0 Content Dispersement Tool to automatically hold all SC(s) in this queue until they are manually flagged for 
release, .This allows the Content Provider(s) 101 to prepare content in advance of.their scheduled release date and 
hold them until they wish to r~ease them e.g., a new song, movie or game. The SC(s) can also control access to 
Content 113 based on a defined relrase date so there is no requirement for the Content Provider(s) 101 to actually 
hold up delivery of the SC(s) but this manual release option can still be used for this purpose or ·used to manage 

1 S network bandwidth required to transfer these large files. 

20 

When. flagged for release, the Content SC(s) 630 for ·the Content 113 are transferrecLvia FfP to the 
designated Content Hosting Site(s) 111. ·.The Metadata SC(s) 620 is transferred via FfP to the COritent PrOlllotions 
W~.Site 156. Here the SC(s) are staged to a new Content 113 directory until they can be pr~Cd and integrated 
into the Content Promotions Web Site 156. 

FIG. 17 is a flow diagram of an alternate embodiment to automatically retrieVe additional information for · 
the Automatic Metadata Acquisition Tool of FIG. 8 according to the present invention. The pr0cess ·is similar for · 
that: d~ibed in FIG. 8 above. However. the quality ch~ of Supervised Release 806 and Content Quality 
Control 809 are combined into ooe quality check called Quality Control 1704. Performing quality cllecks prior to 
Metad&ta SC. Creation 807 and Content SC Creation 812·. Perf9nning quality check prior to·· SC creation, 

25 eliminat.es the steps of unpacking the Content 113 and the associated Metadata SC(s) 620. In addition, in this 
embodiment, the queue of Products Awaiting Action/lnfunnation 801 have been eliminated. The jobs are placed 
on the specific process queues depending on what action is being requested. For example, if the job requires 
Manual Metadata, i.e. additional Metadata to be entered, the job is place on the Manual Metadata entry queue. 
Also the Automatic Metadata Acquisition 803 has been merged with New Content Request to occur up front prior 

30 to the Metadata Assimilation and Entry Tool 161 and the Content Processing Tool 155. Finally, it is important to 
point out that the Usage Conditions 804 are entered both at the Automatic Metadata Acquisition 803 and during 
the Manual Metadata Entry 803. Since, many of the usage conditions can be automatically filled-in during the 
Automatic Metadata Acquisition 803 step. 

B. Content Promotions Web Site 

. ! 

\ 
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To most e:ff'ectively· disperse information on what the Content Provider(s) 101 is making available for sale 
via digital download, and to get the necessary files to the Electronic Digital Content Store(s) 103 to enable it to 
make this Content 113 available for download to its customers. each Content Provider(s) 101 ·should have a secure 
web site.housing this information. This is similar to the method used today by some Content Provider(s) 101 to 

5 make promotiOoal content available to their retailers and others with a need for this information. In the case 
where this type of service already exists, an additional section can be added to the web site where Electronic 
Digital Content Store(s) 103 can go to see a list of the cont~ available for sale via download. 

The Content Provider(s) 101 has complete control over the design and la}'Out of this site or can choose to use 
a turnkey web server solution provided as part of the toolkit for Secure Digital Content Electronic Distribution 

10 System 100. To implement their own design for this service, the Content Provider(s) 101 need only provide links 
to the Metadata SC(s) 620 for Electronic Digital Content Store(s) 103 who access their site. This is accomplished 
using the toolkit fur the Secure Digital Content Electronic Distributim System 100. The selection process and 
what infannation is shown is the discretion of the Content Provider(s) 101. 

Metadata SC(s)' 620 received into a new content directory via FTP ftom the Content Dispersement Tool is 
15 processed by the Content Promotions Web Site 156. These containers can be opened with the SC(s) Preview.Tool 

to display or extract information from the container. This information can then be used to update HfML Web· 
pages and/a- add information to a searchable database maintained by this service. The SC(s) Preview Tool is 
actually a subset of the Content Acquisitioo Tool used by the Electronic Digital Content Store(s) l 03 to ·open and 
process Metadata SC(s) 620. See the Content Acquisition Tool sectioo for more details. The Metadata SC(s) 620 

20 file should then be moved to a permanent directory maintained by the Content Promotions Web Site 156. 
Once the Metadata SC(s) 620 has been integrated into the Content Promotims Web Site 156, its avai18bnity 

is publicized. The Content Provider(s) 101 can smd a notification to all subscribing Electronic Digital Content 
Store(s) 103 as each new Metadata SC(s) 620 is added to the site or can perform a single notification daily (or any 
defined periodicity) of all Metadata SC(s) 620 added that day (or period). This notification is performed via a. 

25 standard HITP exchange with the Electrmic Digital Content Store(s) 103 Web Stner by seoding a defined CGI 
string containing parameters referencing the Metadata SC(s} 620 added. This message is handled by the 
Notification Interface Module of the Electronic Digital Content Store(s) 103 which is described later. 

l. · Content Hosting 

30 The Entertainment Industry produces thousands of conteot titles, such as CDS, movies and games e\'ery 
)QlJ', adding to the tens of thousands of content titles that are currently available. The Secure Digital Content 
Electronic Distribution System 100 is designed to suppon all of the content titles available in stores today. 

The numbers of content titles that the Se.cure Digital Content Electronic Distributioo System 100 may 
eventually download to customers on a daily basis is in the thousands or tens of thousands. For a large number of 

35 titles. this requires a large amount of bandwidth. · The computer disk space and bandwidth needs call fer a 
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distributed, scalable implementation with multiple Content Hosting Site(s) 111. The system also supports 

customers all over the world. This requires overseas sites to speed delivery to the global customers. 

Content hosting on the Secure Digital Cmtent Electronic Distribution System 100 is designed to allow the 

Content.Provider(s) 101 to either host their own Content 113 or share a copunon facility or a set of facilities. 

5 Content hosting on the Secure Digital Content Electronic Distribution System 100 consists of multiple 

Content Hosting Site(s) 111 that collectively contain all of the Content 113 offered by the Set.-ure Digital Content 

Electrcmic Distributioo System 100 aod several Secondary ~ontent Sites (riot shown) that contain the current hot 

hits offered by the Content Provider(s) 101. The number of Content Hosting Site(s) 111 changes depending on the 

number of End-User(s) using the system. The Secondary Content -sites host a limited number of songs, but they 

10 . will represent a large percentage of the bandwidth· used on ·the system. The secondary sites are brought on line as 

15 

20 

the volume on the primary sites increases to the point of maximum capacity. The secondary site.~. can be located 

close to Network Access Points (NAPs) which helps speed up download times. They may also be placed in 

different geographic areas around the world to speed up download times. 

Should the Content Provider(s) 101 choose to host all of their CmtC!lt 113 in th~ own system, \hey can act 

as a single Content Hosting Site 111 with or without additional Secondary Content Sites. This allows them to 

build their own scalable distributed system. lo another embodiment. Electrcmic Digital Content Store(s) 103 can 

also act as Content Hosting Site(s) 111 for certain Content 113. This embodiment requires a Special financial 

.. agreement between the.Electronic Digital Content-Store(s) 103 and the Content Provider(s) lOL ·· · 

1. . . Conte11t Hosting Sites ··i··. 

Content 113 is· added to the Content Hosting Sit~s) 111 via FTP or HITP by the Content Disbursement 

Tool described in the Cootent Provider(s) Section of this specification or via oftline means such a8 content delivery · 

e>n tape,. c:p. Rom. flash, or other computer readable media. . The Metadata SC(s} · 620 created· by the Content 

Provider(s) 101 contain a fidd that indicates the URL lacating the Content SC(s) 630 for this Content 113. This· 

25 . URL ~esponds to a Content Hosting Site(s) 111. Electronic DigitaJ Content Store(s) 103 can override this URL 

.. if allowed by the Content Provider(s) 101 in the Offer SC{s) 641. The End-User Device(s) 109 communicates to 

this Content Hosting Site(s) 111 when it wants to download the Content SC(s) 630. 

The End-User Device(s) 109 initiates the request for a Content SC(s) 630 by sending the License· SC(s) 660 

to the Content Hosting Site(s) 111. This is the same License SC(s) 660 returned by the ClearingbOUse(s} lOS. The 

30 Digital Signature of the License SC(s} 660 can be verified to determine if it is a valid License SC(s) 660. If it is a 

valid License SC(s) 660 either the download is initiated, or the download request may be redirected to another 

Content Hosting Site(s) 111. 

2. Content Hosting Site(s) 111 provided by the Secure Digital Content Electronic Distribution System 100 
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For the Secure Digital Content Electronic Distribution System 100 the decision of which site should be used 

to download the Content 113 is made by the primary content site that received the initial request for a Content 

SC(s) 630. This site uses the following information to make this decision: 

Are there secondary content sites that host the Content 113 requested? (The majority of Content 113 offered 

5 by the Secure Digital Content Electronic Distribution System 100 is only located at primary sites); 

Where is the End-User Device(s) 109 geographically located? (This information can be obtained from the ·. 

End-User Device(s) 109 when the request is initiated ~t the End-User Device(i;) 109, this is passed up to the 

Clearinghouse(s) 105 in the Order SC(s) 650; 

Is the appropriate secondary site up and operational? (Sometimes the secondary sites may be off-lirie); 

10 What is the load of the secondary sites? (In some cases where a secondary site is swamped with activity 

another site that is less busy may be selected. 

Befure transmitting the Coo.tent SC(s) 630 to the End-User Device(s) 109, analysis and verifications are 

perfurmed on the End-User's request. A database is kept of all of the License SC IDs that have been used to 

download C.00.tent 113. This database can be checked to ensure that the End-User Device(s) 109 only makes cine 

15 request for each piece of Content 113 purchased. This prevents malicious users from repeatedly accessing the · 

20 

. Content Hosting Site(s) 111 in hopes of slowing down the Content Hosting Site(s) 111 and prevents unauthorized 

download of the Content SC(s) 630. 

The promotion and demotion of Content I.13 to the SecOndary Content sites is done periodfoally based an 
customer demand for the individual pieces of Content 113. 

Content Hosting Router 

The Content Hosting Router (not shown) resides in the Content Hosting Site(s) 111 and receive5 all requests 

ft~ End-User(s) wanting to download Content 113. It performs validation checks on the End-User(s) request to 

ensure they indeed bought the Content 113. A databa.<re is maintained on the status of the Secondary Content Sites 

25 that includes what Content 113 is on them and their current status. This current status includes lhe amount of 

activity on the sites and whether a site is down for maintenance. 

30 

The cmly intertace to the Content Hosting Router is the License SC(s) 660 that is sent by the End-User 

Device(s) 109 when Content 113 is required to be downloaded. The License SC(s) 660 includes information that 

indicates the user is allowed to download the Content 113. 

Secondary Content Sites 

The Secondary Content Sites (not shown) host the popular Content 113 of the Secure Digital Cmtent 

Distribution System 100. These sites are geographicaUy dispersed across the world and are located near Network 

Access Points (NAPs) to improve download times. These sites are added to the system as demand on the primary 

35 Content Hosting Site(s) 111 nears maximum capacity 
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IX. ELECTRONIC DIGITAL CONTENT STORE(S) 

A. _Overview - Support for Multiple Electronic Digital Content Store(s) 103 

Electronic Digital Content Store(s) l 03 are essentially the retailers. 'Ibey are the entities who market the 

5 C<mtent. 113 to be distributed to the customer. For distribution of Content 113, this would include Digital Content 

Retailing Web Sites,. Digital Content Retail Stores, or any business who wishes to get involved in marketing 

electronic Content 113 to consumers. These businesses can .market the sale of electronic Content 113 only or can 

choose to just add the sale of electronic goods to whatever other merchandise they currently offer for sale. 

. lntrQduction of downloadable electronic goods into the service offering of the-Electronic Digital Contcnt.Store(s) 

.10 103 is accomplished via. a set of tools developed for the Electronic Digital Content .Store{s) 103 as part of the 

Secure Digital Content Electronic Distribution System 100. 

These tools are used by the Electronic Digital Content Store(s) 103 to: 

acquire the Metadata SC(s) 620 packaged by the Content Provider(s) 101 

extract Content 113 from these SC(s) to be used as input to building their service offering 

15 . •create Offer SC(s) 641 describing.the downloadable Content 113 they are offering for sale 

.. handle the acknowledgment of the sale and initiation of the download by creating and sending Transaction 
SC(s) 640 to the End-User Device(s) 109 

.. · .. manage a transaction log of sales of dOwnloadable Content 113 and the status of each download 

handle status notifications and transaction authentieation requests 

20 perform account reconciliation 

The tools are designed to allow flexibility in how the Electrmic Digital Content Sttre(s) 103 wiSbes to 

integrate sale of downloadable electronic Content 113 into its service. The tools can be used ii:l such a way as to 

.. requ~ that all financial settlements fur downloadable Content 113 purchased be handled b)r·the Oearinghause(s) 

.10.S although this is not required_ These tools also enable Electronic.Digital Content Store(s) 1'03 to eompletcly . 

25 ser_vice their customers and handle . the financial transactions themselves, including providing promotions and 

special off'ers. The tools enable the Electronic Digital Content Store(s) 103 to quickly iniegtate the sale of 

downloadable Content 113 into its existing services. ·In addition, the Electronic Digital Content Store(s) 103 is not 

required to host the downloadable Cmtent 113 and does not have to manage its dispersemen:t. This fbnetion is 

performed by the Content Hosting Site(s) 111 selected by the Content Provider(s) 101. 

30 The tools fur the Electronic Digital Content Stores{s) 103 are implemented in Java in the prefeired 

embodiment but other prograrmning languages such as CIC++,; Assembler and equivalent can· be used. It should 

be understood that the tools described_ below for the Electronic Digital Content Stores(s) 103 can run on a variety 

of hardware and software platforms. The Electronic Digital Content Stores(s) 103 as a complete system or as any 

of it's constitute components may be distributed as an application program in a computer readable medium 

35 including but not limited to electronic distribution such as the web or on floppy diskettes, CD ROMS and 

removable bard disk drives. 
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ID another embodiment, the components of the Electronic Digital Content Stores(s) 103 is part of a 
programmer's software toolkit. This toolkit enables predefined interfilces to the components of the generic 
Electronic Digital Content Stores(s) 103 components ·and tools discussed below. These predefined inte.ri3ces are in 
the form.of APis or Application Programming Intermces:. A developer usin~ these APis can implement any of the 

S functionality of the components from a high.level application program. By providing APis to these components, a 
prograrmner can quickly develop a customized Electronic Digital Content Stores(s) 103 without the need to 
re-created these functions and resources of any of these com~onents. 

Electronic Digital Content Stcre(s) 103 are not limited to Web based service offerings. The tools provided 
are used by all Electronic Digital Content Store(s} 103 wishing to sell downloadable electronic Content 113 

10 regardless of the transmission infrastructure or delivery mode used to deliver this Content 113 to End-User(s). 

15 

Broadcast services offered over satellite and cable infrastructures also use these same tools to acquire, package. and 
track electronic Content 113 sales. The presentation of' electronic merchandise for sale and the method in which 
these offers are delivered· to the End:..User(s). is the main variant between the broadcast based service offering and 
the point-to-point interactive web service type offering. 

B. POint-to-Point Electronic Digital Content Distribution Service 
Point-to-Point primarily means a one-to-one interactive service between the Electrcm.ic tiiW.tal · Content• 

St<re(s) 103 and the End-User Device(s) 109. This typicallyrepr~ts an Internet web based service provided Via 
tclephme or cable modem connection. Net'Works other than the Jnternet are supported in this model· as well, as· 

20 long as they conform to the Web Sen'er/Client Browser model. FIG. 9 is a block diagram illustrating the major 
. tools. components and processes of an Electronic Digital Content store(s) 103. 

1. Integration Requirements 

The Secure Digital Content Electronic Distribution System 100 not only creates new online businesses but 
25 provides a method for existing businesses to integrate the sale of downloadable electrmic Content 113 to their 

current inventory. The suite of tools provided to the Electronic Digital Content Store(s) 103 simplify this 
integration effort. The Content Acquisition Tool 171 and SC(s) Packer Tool 153 provides a method for the 
Electronic -Digital Content Store(s) 103 to acquire information from the participating Content Providei(s) 101 on 
what they have available fur sale and to create the files required to reference these downloadable objects as items in 

30 their own inventory. This process is batch driven and can be largely automated and is executed only io integrate 
new Content 113 into the site. 

The tools for the Secure Digital Content Electronic Distribution have been designed to allow integration of 
sale ofelectrmic downloadable Content 113 into typical implementations of web based Electronic Digital Content 
Store(s) 103 (i.e. Columbia House online. Music Boulevard. @Tower) and equivalent with minimal change to their 

35 current Content 113 retailing paradigm. Several methods of integration are possible and in the preferred 
embodiment. the Electronic Digital Content Store(s) 103 provides support for all product searches, previews. 
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selections (shopping cart), and purchases. Each Electronic Digital Content Store(s) 103 establishes customer 
loyalty with its customers and continues to offer its own incentives and market its products as it does today. In the 
Secw:e Digital Content Electronic Distribi.ltion System 100, it would simply need to indicate which products in its 
inventory are also available for electrcmic download and allow its customers to select the electronic download 

5 . opticm when making a purchase selection •. Jn another embodiment, the customer's shopping cart could contain a 
mixture of electrm.ic (Content 113) and physical media selecticms. After the customer checks out, and the 
Electronic Digital Content Store(s) 103 has completed the ~nancial settlement and logged or notified its shipping 
and handling functions to proces.I( the physical merchandise purchased. the commerce handling function of the 

.. Electronic Digital Content Store(s) 103 then calls the Transaction Processor Module 175 to handle all electronic 
I 0 downloads. It simply passes the required information and all processing :from that point on is handled by the 

toolset for the Secure Digital Content Electronic Distribution System 100. In another embodiment, other methods 
of transaction handling are also possible using tools for the Secure Digital Content Electronic Distribution System 

100 to handle the financial settlement should the Electronic Digital Content Store(s) 103 wish to sell downloadable 
merchandise only or to segregate the financial settlement of physical· and. downloadable merchandise. 

l S To handle the downloading of merchandise, the Electronic Digital· Content Store(s) 103. is given a Prod"ilct 
ID (not shown) for each downloadable product that it acquires :from the Ccmtent Promotions Web' Site 156 for the 
.Cm;itent Provider(s) 101. This Product ID is associated to a customer's purchase selection to the downloadable 

·. prochu:t. The Product ID is what the Electronic Digital Content'Store(s) 103 passes to the Transaction Proces:sOr 
. Module 175 to identify the product that the user has purchased. The SC(s) (Offer SC(s) 641) thafwere created to 

20 . describe the products. are isolated :from the Electronic Digital Content Store(s) 103 and kept in ari Offer Database 
181 in an effort to Silnplify management of these objects and make their. existence transparent lo the Electronic 

: Digital Content Store(s) 103~ 

·The Transaction Processor Module 175 and other additional functions are provided as web server side 

. execulables (i.e. CGI and NSAPI, ISAPl callable functions) or simply APls into a DLL or C object library. These · · 
25 functions handle run time processing for End-User(s) interactions and optiOnal interacti(lns with the . 

Clearinghouse(s) 105. These functions interact with the web server's commerce services to create and download to 
the End-User Device(s) 109 the files necessary to initiate the Content 113 download process. They also handle 
optional interactions to provide authorizations and accept notifications of completion of activities. 

An Accounting Reconciliation Tool 179 is also provided to assist the Electronic Digital Content Store(s) l 03 
30 in contacting the Clearinghouse(s) 1 OS to reconcile accounts based on. its own and the transaction logs of the 

Clearinghouse(s} 105. 

2. Content Acquisition Tool 171 
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The Content Acquisition Tool 171 is responsible fur interfacing with the Cmitent Promotions Web Site 156 
to preview and download Metadata.SC(s) 620. Since the Content Promotions site is a standard web site. a web 
browser is used by the Electronic Digital Content Store(s) I 03 to navigate this site. The navigation features varies 
based on.the site design of the C.OOtent Provider(s) 101. Some sites may provide extensive search capabilities with 

5 many screens of promotional informatioo. . Others may have a simple browser interface with lists of titles. 

perbmen or new releases to select from. All sites include the selection of Metadata SC(s) 620 containing all the 
promotional and descriptive information of a song or album. . 

10 

Alternatively, ·the Electronic Store(s) l 03 ·may subscribe to cootent updates and receive updates 

automatically via FTP. 

. Viewing Metadata 

The Content Acquisiticm Tool 171 is a web browser helper application which launches whenever a Metadata 
SC(s) 620 link is selected at the Ccmtent Promotions Web Site 156. Selection of the SC(s) causes it to be 
downloaded to the Electronic Digital Content Store(s) IOJ, and launch the helper application. The Content 

15 Acquisition Tool 171 opens the Metadata SC(s) 620 and display the non-encrypted information contained therein. 
Displayed infixmation includes Extracted Metadata 173, for a music example, the graphic image(s) associated with 
the song and the information describing the song. a preview clip of the song can also be listened to if included: in 
the Metadata SC(s) 620. In an example where the Content 113 is music, promotional information about the saig 

or album, the album title. and the artist is also shown if provided by the Content Pr0vider(s) 101. This information 
· 20 is displayed as a series of linked HTML pages in the browser window. Purchasable Content 113 such as the song 

and the lyrics and whatever other metadata the Content Provider(s) 101 wishes to protect. is not accessible to the 
Retail Content Web Site 180. 

In another embodiment; the Content Provider(s) 101 provides optional promotional content for a fee. In this 
embodiment such promotional content is encrypted in the Meta:data SC(s) 620. Financial settlement to open this 

25 data can be handled via the Clearinghouse(s) 105 with the account for the Electronic Digital Content Store(s) 103 
being charged the designated fee. 

Extracting Metadata 

Besides the preview capabilities. this tool provides two additional features: metadata extraction and , 
30 preparation of an Offer SC(s) 641. Selection of the metadata extraction option prompts the Electronic Digital 

Content Store(s) 103 to enter the path and filenames to where the metadata is to be stored. Binary metadata such as 

graphics and the audio preview clip is stored as separate files. Text metadata is stored in an ASCil delimited text 

file which the Retail Content Web Site 180 can then import into its database. A table describing the layout of the 
ASCII delimited file is also be created in a separate TOC file. Additional options is available to allow extraction. 

35 into other National Language Support (NLS) supPorted formats. 



W000/08909 
90 

PCT/US99f18383 - · 

One important piece of informatioo provided in the extracted data is the Product ID. This Product ID is 

what the commerce handling ftmction for the Electronic Digital Content Store(s) 103 needs to identify to the 

Transaction Proces.'K>I" Module 175 (for more information refer t_o Transaction Processing section), the Content 113 

that the user has purehased. The Transaction PJ:ocessor Modµle 175 uses this Product ID to pro(>erly retrieve the 

5 appropriate Offer SC(s) 641 from the Offer Database 181 for subsequtnt download to the End-User Device(s) 109. 

The Electronic Digital Content Store(s) 103 has full control over howit presents the offer ofdowriloadable Content 

113 on its site. It only needs to retain a cross reference m: the Cont~t 113 being. offered to this Product ID to 

properly interface with the tools for the Secure Digital Content Electronic Distribution ~ 100. Providing this 

information here, allows.the Electronic Digital Content Store(s) 103 to integrate this product or Content 113 into 

10 its inventory and sales pages (database) in parallel with the Offer SC(s) 641 creation process since both processes 

uses the same Product ID to reference the producL This is described :further below. 

Offer SC(s) Creation Packer 153 

. The Electronic Digital Content Store(s} 103 is required to create an Offer SC(s) 641 describing the 

1 S downloadable Content 113 that is for sale. Most of the information that &QCS into the Offer SC(s) 641 · is derived 

from the Metadata SC(s) 620. The Content Acquisition Tool 171 creates the Offer SC(s) 641 by:· 

removing parts from the Metadata SC(s) 620 that are not required to be included in the Offer SC{s);641 as 

defined by the Offer SC{s) Template in the Metadata SC(s) 620 · · · · ·< • ·• · 

adding additional required parts as defined by defaults specified by the configuration optirins in this tool fur 

20 the Elecb'onic Digital Content Store(s) 103 

prompting for additional required inputs or selectioos as defined by tbe Offer SC(s) Template .in the 

Metadata SC(s) 620 

. calling the SC(s) Packer 153 to paCk this information into the SC(s) format 

Metadata to be displayed by the Player Application 195 (further described later) on the End-User Dev.ice(s) 

25 109 is kept in.the Metadata SC(s) 620. Other prornotimal metadata that was only used by the Electronic Digital 

Content Store(s) 103 as input to his web service database is removed :from the Metadata SC(s) 620~ Rights 

management informatioo provided by the Content Provider(s) 101, such as watermarking iDStructions, encrypted 

Symmetric Keys 623, and Usage Conditions S 17 def'aning the permitted uses of the object, are also retained. 

This stripped down Metadata SC(s) 620 is then included in the Offer SC(s) 641. The Electronic Digital 

30 Content Store(s) 103 also attaches its own Usage Conditions called Store Usage Conditions -519 or purchase 

options to the Offer SC(s) 641. This can be accomplished interactively or automatically through a set of defaults. 

If configured to be processed interactively, the E1ectnmic Digital Content Store(s) 103 is prompted with the set of 

perinitted object Usage Conditions Sl 7 as defined by the Content Provider(s) 101. He then selects the optim(s) he 

wishes to offer to his customers. These now become the new Usage Conditions.Or· Store Usage COOditions 519. To 

35 process automatically. the Electronic Digital Content Store(s) 103 configures a set of default purchase options to be · 

offered for all Content 113. These defllult options are automatically checked against the permitted Usage 
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Conditims 517 defined by the Content Provider(s) 101 and is set in the Offer SC(s) 641 if there are no 
discrepancies. 

Once the Offer SC(s) 641 is created, it is stored in an Offer Database 181 and is indexed with the Product ID 
pre-assigned in the Metadata SC(s) 620. This Product ID is used later by the Electronic Digital Content Store(s) 

5 103 to identify the downloadable Content 113 being purchased by a cnstcxner when interfacing with the o&· 
Database 181 to retrieve the Offer SC(s) 641 for packaging and transmittal to the End-Um(s). See the 
Transaction Processor Module 175 section for more details. 

In another embodiment, the Electronic Digital Content Slore(s) 103 hosts the Content SC(s) 641 at his site. 
This embodiment requires changes to the Offer SC(s) 641 such as the replacemeot of tbe URL of the Conteot 

10 Hosting Site(s) 111 with the URL of the Electronic Digital Content Store(s) 103. 

3. Transaction Processing Module 175 

Electronic Digital Content Store(s) 103 directs billing to Clearingbouse(s) 105. Alternatively. the · 
Electronic Digital Content Store(s) 103 may request financial clearance direct ftorn the Ciearinghouse(s) 105. 

15 There are two basic modes for processing End-User(s) purchase requests for downloadable Content 113. If the 
Electronic Digital Content Store(s) 103 does not wish to handle the financial settlement of the purchase 'and has no· · 
special prmnotions or incentives governing the sale of the merchandise and does Dot use a shopping cart metaphor 
fur batching the purchase requests, it may opt to provide links on its Content 113 download pages directly to the · 
Offer SC(s} 641 files. These Offer SC(s) 641 would have to have been built with retail pricing information. 

20 included in the metadata. Also included in the Offer SC(s) 641 is a special HTML offer page presenting the . 
purchase options with terms and conditions of the sale. This page is built :from a template created when the Offer 
SC(s) 641 was built. Wbeo the End- User(s) clicks on the direct link to the Offer SC(s) 641. the Offer SC(s) 641 is 
downloaded to the browser End-User Device(s) 109 launching a helper application which opens the cotitainer and 
present the offer page included in the Offer SC(s) 641. This page contains a form to collect customer information 

25 including credit card information and purchase option selection. The form then· iets submitted directly to the 
Clearinghouse(s) 105 for :financial settlement and processing. Optionally, this form may contain the fields needed 
to use the End-User(s)' credit information or industry standard local transaction handler. 

An embodiment where the Electronic Digital Content Store(s) 103 handles billing is now described. The 
more typical mode of handling purchase requests is to allow the Electr0nic Digital Content Store(s) 103 to process 

30 the :financial settlement and then submit the download authorization to the End-User(s). This method allOWS""the 
Electronic Digital Content Store(s) 103 to integrate sale of downloadable Content 113 with other merchandise 
offered fir sale at his site, allows batch processing of purchase requests with mly one consolidated charge to the 
customer (via a shopping cart metaphor) instead of individual charges for each download request, and allows the 
Electronic Digital Content Store(s) 103 to directly track his customers buying patterns and offer special promotions 

35 and club options. In this enviromnent, the offer of downloadable Content 113 is included in his shopping pages 
which get added to a shopping cart when selected by the End-User(s) and get processed and financially settled as is 
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done in the Electronic Digital Content Store(s)' 103 CWTent shopping rµodel. Once the financial settlement is 
completed, the commerce handling process of the Electrooic Digital Content Store(s) 100 then calls the 
Transaction Processor Module 175 to complete the transactio1,1. 

5 Transaction Processor Module 175 

The role of the Transaction Processor Module 175 is to put together the infurmatioo needed by the End-User 

Device(s) 109 to initiate and process the download of the ~tent 113 Purchased. This information is packaged 
into a Transaction SC(s) 640 which is sent back to the End-User Device(s) 109 by the Web Server as the response 

to the purchase submission. The Transaction Processor Module 175 requires three pieces of information from the 
10 commerce handling process or the Electronic Digital Content Store(s) 103: the Product IDs for the Content 113 . 

purchased, Transaction Data 642, and an Hl'ML page or COi URL acknowledging the purchase settlement~ 

The Product ID is the value provided to the Electronic Digital Content Store(s) 103 in the Metadata SC(s) 

620 associated to the Content113 just sold. This Product ID is used to retrieve theassociated·Offer SC(s) 641 · 
from the Offer Database 181. 

15 The Transaction Data 642 is a structure or information provided by the transaction processing function of 

the Electronic Digital Content Store(s) 103 which is later used to correlate the Oearinghouse(s) 105 processing 
with the financial settlement transaction performed by the Electronic.Digital Content Store(s) 103 and to provide 
use;r identity information to be included in the watermark of the ·Content ll3 downloaded .to the End-User 

Dcvi~e(s) 109. When the Clearinghouse(s) 105 receives a valid Order. SC(s) 650, it logs a transaction indicating 
.. 20 . , the Content HJ that was sold. which Electronic Digital Content Store(s) 103 sold it and the assticlated TraliSaction·:: 

Data 642 incl~ding the End-User~s Name and a Transaction ID 535. The '.fransaction ID 535 provides a reference 

to the financial settlement trdD.Saction. This information is later returned by the Oearingb.Ouse{s) l OS to the 
· Electronic Digital Content Store(s) 103 for use in reconciling its accounts with the billing statements received from· 
the C00tent Provider(s) 101 (or his agent) .. The Clearinghouse Transaction Log 178 can be usCd.by the 'Content 

.· 25 Provider(s) .101 to determine what Content 113 of his has been sold and enables him to create a bill io each 
. Electronic Digital Content Store(s) I 03 for royalties owed him. Other electronic means besides billing can 
. alternatively be used to settle accounts between the Content Provider(s) 101 and Electronic Digital Content Store{s) 

103. 

The informaticm. provided in the Transaction SC(s) 640 and ·the security and integrity of the Transaction 
30 . SC(s) 640 provide sufficient authenticity to the Oearingbouse(s) 105 that the purchase transaction is valid and 

thus no further validation is required prior to the logging of this sale by the Clearinghouse(s) I OS. The Electronic 
Digital Content Store(s) 103, however. bas the opticm to request authentication before its accounts are charged 

(transaction logged at the Oearingbouse(s) 105 indicating to the Content Provider(s) 101 that this Electronic 

Digital Content Store(s) 103 bas collected money for the sale of this Content 113). This request for 

35 authentication/notification is indicated by a flag in the Transaction Data 642. In this scenario, the 

Clearingbouse(s) 105 contacts the Electronic Digital Content Store(s) 103 and receive authocizatioo :from the 
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Electronic Digital Content Store(s) 103 before the charge to his account and the release of the encryption Key 623. 

The Transaction ID S3S is passed to the Electronic Digital Content Store(s) 103 fhxn the Clearinghouse(s) 105 as 

part of this authentication request to enable the Electrooic Digital Content Store(s) 103 to associate this request to 

a prior .transaction performed with the End-User{s}. This Transaction ID 535 can be any unique value the 

5 Electronic Digital Content Store(s) 103 wishes to use and is solely for its benefit. 

The Transaction Data 642 also ccmtains a customer name. This name can be from the uSe.r name field of the 

purchase form filled out by the user when making his pw:chase, or from information logged previously during 

some user registration process with the Electrooic Digital Content Store(s) 103, or the official riame obtained from 

credit card information associated with the card used in this transaction. This name is later included in the 

10 License Watermark S27. 

The Transaction Data 642 ·also contains the Store Usage Conditions 519 purchased by the End-User{s). 

This infurmation is included in the License Watermark 527 and used by the End- User Device(s) 109 in Copy and 

Play Control. 

The final parameter required by the Transaction Processor Module 175 is the HrML page or CGI URL 

15 acknowledging the purchase settlement. The purpose of this is to allow the Electronic Digital ContenfStorc{s) 103 

to respond to the End-User(s) with an acknowledgment of the financial settlement and whatever other infurmation 

he wishes to include in the response. This HI'ML page or COi URL is included in the Transactioo SC(s) 640 and 

is displayed in the browser window of the End-User Device(s) 109 when the Transaction SC{s)640 is receiVed aild 

processed. 

. : 20 The Transaction SC(s) 640 is the IITTP respoose to the End-User(s) from the Electronic Digital Content 

Store(s) 1()3 after processing the purchase submission; Sending a SC(s) as the direct HTTP response forces the 

automatic Joading OD the End-User Device(s) 109 of a SC{s) Processor Helper Application thus alJowing automatic 

completion of the transaction without depending on further End-User(s) initiated a,cti0ns~ 'This process is 

described in more detail in the End-User Device(s) 109 and Player Application 195 section later. 

25 When the Transaction Processor Module 175 is called with the required parameters, it builds a Transaction 

30 

SC{s) 640 cootaining the Transaction Data 642, the transaction acknowledgment HfML page or reference URL 

other required security features of the SC(s), and retrieves and·imbeds the Offer SC(s) 641 assOciated with the 

purchase. It also logs information about this transaction for later use by the Notification Interface Module 176 and 

the Account Reconciliation Tool 179. 

4. Notification Interface Module 176 

The Notification Interface Module 176 is a Web Server side executable routine (CGI or function callable by 

NSAPI, ISAPI or equivalent). It handles optional requests and notifications ftom the Clearinghouse(s) 1 OS, the 

End-User Device(s) 109, the Content Hosting Site(s) 111, and the Content Provider(s) 101. The events that the 

35 Electronic Digital Content Store(s) 103 can optionally request notification for are: 
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Notification :from the aearinghouse(s) 1.05 that the End-User Device(s) · 109 requested an encryption Key 

623 and the Clearinghouse(s) 105 is releasing the encryptioo Key 623 for the specified Content 113. This 

notification can . optionally be configured to ·require authentication from the Electronic Digital Content 

Store(s) 103 prior to the encryption Key 623 being sent to the End-User Device(s) 109. 

5 Notification from the Content Hosting Site(s) 111 that the Content SC(s) 630 has been sent to the End-User 

. Device(s) 109. 

Notification ftom the End-User Device(s) 109 -that thC? Content SC(s} 630 and the License SC(s} 660 have· 

been received and successfully used to process the Content 113 or was found to be corrupt. 

Notification. from the Content Provider(s) 101 that new Content 113 has been placed in the Content 

10 Promotions Web Site 156. 

None of these notifications are a required step in the Secure Digital Content Electronic Distribution System 

flows 100 but.are provided as options to allow the Electronic Digital Content Store(s) 103 the opportunity to close 

its records on the satisfaction of completion of the sale. It also provides information that maybe needed; to handJe 

customer service requests by letting the Electronic Digital Content Store(s) 103 know: what functions have 

15 transpired. since financial settlement of the transaction or what errors occurred during an attempt to corilplete the 

20 

· sale •. Alternatively, much of this status can be obtained :from the Clearingbouse(s) 105 through the· Customer 

.. Service Interface 184 as needed. 

. Fr~ency of notification of new Content 113 available at the Content Promotions Web Site 156 is · 

det~ned by the Content Provider(s) 101. Notification may be provided as each new Metadata ·SC(s) 620 is 

. ~~ed orju~ daily with all new Metadata SC(s) 620 added that day. .· _;, · ' -· 

All of these notifications result in entries being made to the Transaction Log 178. If the Electroirlc· Digital 

Con.tent Store(s) 103 wishes to perform bis .own processing on these notification.s;, he can intercept the CGI call, 

perfonn bis .unique function and then·optionally pass the request on to the Notification Interfaee ModUle 176; 

25 S. .Acc~t Reconciliation Tool 179 

This Account Recoociliation Tool 179 contacts the Clearinghouse(s) 105 to compare the Transactian Log 

178 with the log of the Clearingbouse(s) 105. 'Ibis is an optional process which is available to help the Electronic 

Digital Content Store(s) 103 feel comfortable with the accounting for the Secure Digital Content Electronic 

Distribution System 100. 

30 In another embodiment, this tool can be updated to provide electronic funds transfers for automated peribdic 

payments to the Content Provider(s) 101 and the Clearioghouse{s) 105. It can also be designed to automatically 

process payments upon reception of an electronic bill ftom the Clearinghouse(s) I OS after reconciling the bill 

against the Transaction Log 178. 

35 C. Broadcast Eledronic Digital Coatent Distributioa Service 
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Broadcast primarily refers to a one to many transmission method where there is no personal interaction 
between the End-User Device(s) 109 and the Electronic Digital Content Store(s) 103 to customize on-demand . 
viewing and listening. This is typically provided over a digital satellite or cable infrastructure where the Content 
113 is ,preprogrammed so that all ·End-User Device(s) 109 receive the same stream. 

5 A hybrid model can also be defined such that an Electronic Digital Content Store(s) 103 provides a digital 
content service organized in such a way that it can offer both a web distribution intrice via an Internet 
connection as well as a higher bandwidth satellite or cable _distribution intcrfilce via a broadcast service. with a 
great deal of commonality to the site design. If the IRD backchannel serial interfilce were connected to the web. 
and the IRD supported web navigation. the End-User(s) could navigate the digital content service in the usual way 

10 via the backchannel Internet interface, previewing and selecting Content 113 to purchase. The user can select high· 
quality downloadable Content l 13. purchase these selections, and receive the required License SC(s) 660 all via an 
Internet connection and then request delivery of the Content 113 (Content SC(s) 630) over the higher bandwidth 
broadcast intdce. The Web service can indicate which Cmtent 113 would be available for download in this 
manner based on the broadcast schedule or could build the broadcast streams based totally on purchased Content 

.15 113. This method would allow a Web based digital content service to contract with a broadcast :facility to deliver 
high quality Content 113 to users equipped with the proper equipment making a limited number of specific 
Content 113 (e.g. songs or CDS) available daily in this manner and the entire catalog available for download in 
lower quality via the web interface. 

Other broadcast models can be designed where there is no web interface to the End-User Device(s) 109. in 
20 . this model, promotional content is packaged in specially formatted digital streams for broadcast''delivery to the ·. 

End~User Device(s) 109 (i.e. IRD) where special processing is perfhrmed to decode the streams·and Piesent the 
End-User(s) with the promotional c~tent from which purchase selections can be made. 

The actual purchase selections would still be initiated via backchannel communications from the End-User 
Device(s) 109 to the Oearingbouse(s) 105 and would utilize SC(s) to perfurm all data exchange. The toolset 

25 provided to the Electronic Digital Cmtent Store(s) 103 has hem architected and developed in such a way that most 
of the tools apply to both a point-to-point Internet service offering as well as a broadcaSt satellite or cable offering. 
The tools used by a Digital Cmtent Web Site Electronic Digital Content Store(s) 103 to acquire and manage 
Content 113 as well as prepare SC(s) is also used by a satellite based Electronic Digital Content Store(s) 103 to 
manage and prepare Content 113 for distribution on a broadcast infrastructure. The SC(s) distributed over a Web 

30 service are the same as those distributed over a broadcast service. 

X. END-USER UEVICE(S) Ul9 



W000/08909 PCT/US99/18383- · 
96 

. The applications in the End-User Device(s) 109 for the Secure Digital Content Electronic Distribution 

S}istem 100 perform two main :lUnctions: first the SC(s) processing and copy control; and second playback of 

encrypted Cmteot 113. Whether the End-User Device(s) 109 is a P~ Computer or a specialized electronic 

consumer device. it has to be capable of performing these base functions. 'Ibe End-User Device(s) 109 also 

5 provides a variety of additiooal features and tbnctions like creating play lists, managing the digital content library, 

displaying information and images during content playback. and recording to external media devices. These 

functions vary based on the services these applications are Sl:'pporting and the type of devices the applications are 

designed for. 

10 A. Oveniew 

Referring now to FIG. 10, shown is the major components and processes and End-User Device(s) 109 

Functional Flow. The applications designed lo support a ·PC based web interface Cmtent 113 ·service consists of 

.two executa\>le software applications: the SC(s) Processor 192 and. the. Player Application 195. The SC(s) 

Processor 192 is an executable application which is configured asa Helper Application into the End-User(s) WdJ 

. 1 S. .. Browser 191 to handle SC(s) File/MIME Types. This application is launched by the Browser Whenever SC(s) are 

received from the Electronic Digital Content Store(s) 103, the Clearingbouse(s) 105, and the Content Hasting 

Site(s) 11 l. . lt is responsible for performing all required processing of the SC(s) and eventually adding Content 

.. 113. to the Digital Content Library 196 of the Erut-User(s). ·" ' · 

20. 

.. The Player Application 195 is a stand alooe executable application which the End-User(s) loads tO perfuriri 
. . 

Conteoi 113 in his Digital Cmtcnt Library 196, man•ge his .Digital Content Library 196 and create copies Of the 

COJ;ltent.113 if permitted. Both the Player Application 195 and SC(s) Processor 192 applicatiOlis can be written hi 

Java, CIC++ or any equivalent software. In the preferred embodiment, the applications can be downloaded ftom 

computer readable means such as website. However, other delivery mechanisms are also posSib1e mch as being 

delivered on computer readable media such as diskettes or CDS. '·' · · 

25 The searching and browsing of Content 113 infcmiatioo, previewing of, for example, song clip$, and 

selecting.songs for purchase is all bandied via the End-User(s) Web Browser 191.· Electronic Digital Content 

Store(s) 103 provides the shopping experience in the same way that is offered today by many Content 113 retailing 

web sites. The di:fference to. the End-User(s) over today's web based Content I 13 shopping is ·that they may now 

. select downloadable Content 113 objects to be added to their shopping cart. If the Electronic Digital Cootent 

30 Store(s) 103 has other merchandise available for sale in addition to the downloadable objects, the End-User(s) inay 

have a c001bination of physical and electronic downloadable merchandise in his shopping cart. The Secure Digital 

Content Electronic Distribution End-User Device(s) 109 are not involved until after the End•User(s) checks out 

and submits his final purchase authorimtioo to the Electrmic Digital Content·Store(s) 103. Prior to this point, all 

interaction is between the Web Server for the Electronic Digital Content Store(s) 103 and the Browser 191 on the 

35 End-User Device(s) 109. This includes preview of sample Digita:J Content clips. Digital Content clips are not 

packaged into SC(s) but instead are integrated into the web service of the Electronic Digital Content Store(s) 103 
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as downloadable files or fed :&om a streaming server. The funnat of the Content 113 clip is not dictated by the 
system architecture. In another embodiment, the Player Application 195 could interact directly with the Electronic 
Digital Content Store{s) 103 or Clearinghouse(s) 105oroffline1.lsing a promotional CD. 

S B. Application Installatioa 

The Player Application 195 and the Helper Application 1981 are packaged into a self instailing executable 

program which is available for download :&om many web. sites. The Clearinghouse{s) 105 acts as a central 

location which hosts the mast!% download page at a public web site. It contains links to the locations :&om which 

the installation package can be downloaded. The installatioo package is available al all Content Hosting Site(s) 
10 111 to provide geographic dispersal of the download requests. Each participating Electronic Digital Content 

Store(s) 103 can also make the package a\iailable for download :&om their site or may just provide a link to the 
master download page at the public web site of the Clearinghouse(s) 105. 

Any End-User(s) wishing to purchase downloadable Content 113, downloads and install this package. The 
installaticm is self contained in this downloadable package. It unpacks and installs both the· Helper Application 

15 198 and the Player Application 195 and also configure the Helper Application 198 to the installed Web Browser(s). 

As part ofthe installation, a Public/Private Key 661 pair is created for the End-User Deyice(s) 109 for use in 

processing Order and License SC(s) 660. A random Symmetric Key (Secret User Key) is also generated for use in 
protecting _song encryption keys in the License Database 197. The Secret User Key· (not shown) is pi'Otected by 

breaking the key into multiple parts and storing pieces of the key in multiple locations throughout the End-User{sf 
20. computer. This area of the code is protected with Tamper Resistant Software technology so a8 not to di'vulge how 

the key is segment~ and where it is stored. Preventing access to this key by even the End-User(s) helps to prevent 
piracy or sharing of the Ccm_tent 113 with other computers. See the.SC(s) Processor 192 section for more details 

on bow these keys are used. 

Tamper-resistant software technology is a method to deter unauthori7.ed entry into a computer software 
. 25 application. by a hacker. Typically a hacker wants to understand and/or modify the software to remove the 

restrictions on the usage. In practicality, no computer program exists that cannot be hacked; that is why 
tamper-resistant software is not called "tamper-proof". But the amount of effort required to hack a 
tamper-resistance protect applicatioo Usually deters most hackers because the effort is not worth the possible gain. 
Here the effort would be to gain access to a key to one piece of Content 113, perhaps a single song on a CD. 

30 One type of tamper-resistant soft.ware technology is from IBM. One product this code was introduced is in 

the IBM ThinkPad 770 laptop computer. Here, the tamper-resistant software was used to protect the DVD movie 
player in the computer. Digital Content Provider(s) such as Hollywood studios, concerned about the advent of 

digital movies and the ease at which perfect copies can be made, have insisted that movies on DVD disc(s) contain 

copy protection mechanisms. IBM's tamper-resistant software made it difficult to circumvent these copy protection 
35 mechanisms. This is a very typical applicaticm fur tamper-resistant software; the software is used to enforce rules 

on the usage of some protected type of Content 113. 
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mM's tamper-resistant software puts several types of obstacles in the path of the attacker. First, it Contains 

tCchmques to defeat. or al least reduce the effectiveness of, the standard. software tools that the backer uses: 

debuggers and disassemblers. Second it contains self- integrity checking, so that single modificatioos, or even 

. small handfuls of modifications, will be detected and cause incorrect operation. Finally, it contains obfuscations to 

5 mislead hackers regarding its true operation. The latter technique is largely ad hoc, but the fust two build upim 

well-known tools in cryptography: encryption and digital signatures. 

C. ~care Container Processor 192 

When the End-User(s) submits the final purchase authorization to the Electronic Digital Content Store{s) 

10 103 for the merchandise be bas collected in his shopping cart, .his Web Browser remains active waiting for a 

respcmse :from the Web Server. The Web Server at the Electronic Digital Content Store(s) 103 processes the 

purchase and performs the financial settlement and then returns a Transaction SC(s) 640 to the End-User 

Device(s) 109. The SC{s) Processor 192 (Helper Application 198) is ~unched by the Web Brawser to process the 

. SC(s) mime type associated with the Transaction SC(s) 640. FIG. 14 is an example of user interface screens Of 

15 the flayea: Application 195 downloading content to a local library as described in FIG. 10 acctirding to the.present 

. invention. 

· .. The SC(s) Processor 192 opens the Transaction SC(s) 640 and extract the Response HTML page and Offer 

.. SC(s) 641 cootained within. The Response HFML page is displayed in the Browser windmv·acknowJdlging the · ·. 

End-User(s)' purchase. The Offer SC{s) 641 are then opened and the Content 113 (e.g. song Cll' albWn) names 

20 . . al()Jlg with the projected download times are extracted from them, step 1401. A new win:doW·is then :displayed 

·_, wid!: this inf!>nnaticn and the End"."User(s). is presented :with options to schedule the download(s) of the Cooterit 

113 _(e.g. for music, songs or entire albums), step 1402. The End-User(s) can select immediate download or can 

~edule the download to ClCCUI at a later time; 1f a later time is selected, the download schedule irifoimation is 

saved in a log and the download is initiateld at the scheduled time if the End-User Device(s) 109 .is powered on· at 
25 that time. If. the cmnputer is not active at the scheduled download time or the communicatiori link is ncit active. 

the End-User(s) is prompted to reschedule the download when the computer is next powered up. : 

When the scheduled download time occurs or if immediate download was requested, the SC(s) Processor 

192 creates Order SC(s) 650 :from information in the Transaction SC(s) 640. Offer SC(s) 641, and the Public Key 

661 of the End-User(s) generated at install time. This Orda- SC{s) 6SO is sent via HITP request to the 

30 Clearingbouse(s) 105. When the Clearinghouse(s) 105 returns the License SC(s) 660, the Helper Application-198 

is re-invoked to process the License SC(s) 660. The License SC(s) 660 is then opened and the URL of the Cootent 

Hosting Site(s) 111 is extracted :fi"om the referenced Order SC(s) 650. The License SC(s) 660 is then sent to the 

specified Content Hosting Site 111, via http .request through the Browser. requesting download of the Content 

SC(s) 630. When the Content SC(s) 630 comes back to the Browser, the Helper Application 198 is re-invoked 

35 again. The SC(s) Processor 192 displays the name of the Content 113 being downloaded along with a download 

progress indicator and an estimated time to completion. 
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As the Content 113 is being received by the SC(s) Processor 192, it loads the Content 113 data into memory 

buffers for decryption. The size of the buffers depends on the requirements of the encr}iption algorithm and 

watermarking technology 193 and is the minimwn size possible to reduce the amount of unent..-rypted Content 113 

exposed to hacker code. As a buffer is filled, it is decrypted using the Key 623 (corresp0nding to the Public Key 

5 661) of the End-User(s) extracted :from the License SC(s) 660, which itself is first decrypted using the Private Key. 

The decrypted buffer is then passed to the watermarking function. 

The watermarking 193 extracts the watermarking in~oos :from the License SC(s) 660 and decrypt the 

instructioos using the Private Key ofthe End-User(s). The watermarking data is then extracted from the License 

SC(s) 660 which includes transaction information such as the purchaser's name as registered with the Electronic 

10 Digital Content Store(s) 103 from which this Content 113 was purchased or derived from the credit card 

registration information if the Electronic Digital Content Store{s) 103 does not provide a registration function. 

Also included in the watermark is the purchase date and the Transaction ID 535 assigned by the Electronic Digital 

Content Store(s) 103 to.reference the specific records logged for this transacticm. The Store Usage Conditicms 519 

are also included to be used by the Copy Control of the Player Application 195. 

15 The Watermarking 193 is protected with Tamper Resistant Code technology so as not to diwlge the 

watermarking instructions thus preventing a hacker from discovering the location and technique of the watermark. 

This prevents removal or modification of the watermark by a hacker. 

After inscribing any required watermark to this ccmtcnt buffer, the buffer is passed to tlie scrambling 

:function for RrrEncryption 194. A processor efficient secure encryption algorithm such as IBM's SEAL 

20 encryption technology is used to re-encrypt the Content 113 using a random Symmetric Key. Onec the dowilload 

and Decrypticm and RrrEncryption 194 process is complete, the encryption ·Key 623 used by the Content 

Provider(s) 101 to originally encrypt the Content 113 is now destroyed and the new SEAL key is itself enc[ypied 

using the Secret User Key created and hidden at installation time. This new encrypted Seal Key is now stored in 

the License Database 107. 

25 Unlike source performed at the Content Provider(s) 101 and u.cier watermarking pf.rfurmed at the End User 

Device{s) 109 may need to become an industry standard to be effective. These standards are still evolVin.g. The 

technology is available to allow control information to be embedded in the music and updated a number of times. 

Until such time as the copy control standards are more stable, alternative methods of copy control have been 

provided in the Secure Digital Content Electronic Distribution System 100 so that it does not rely on the copy 

30 control watermark in order to provide rights management in the consumer device. Storage and p lay/record USllge 

conditions security is implemented utilizing encrypted DC Library Collections 196 that are tied to the End User 

Device(s) 109 and protected via the Tamper Resistant Environment. Software hooks are in place to support copy 

control watermarking when standards have been adopted. Support exists today for watermarking AAC and other 

encoded audio streams at a variety of compression levels but this technology is still somewhat immature at this 

35 time to be put to use as a sole method of copy control. 



:W9 00/0~909 PCT/US99/18383- · 
100 

The Decryptim and Re-;Encryption 194 ?rocess is another area of the code that . is proiected With Tamper 

Resistant Code tec.hnoiogy so as not t~ diw1ge the original Content 113 encryption key. the new SEAL key, the 

Secret User~. and where the Secret User Key segments are stored and how the key is segmented. 

The process of Decrypti~ and Re-Encryption 194 serves two purposes. Storing the Content 113 encrypted 

5 · with an algorithm like SEAL enables filster than real-time decryption and requires much less processor utilization 

to perform the decryption than does a more industry standard type algorithm like DES. This enables the P1ayer 

Application 195 to perform a real-time concurrent decryption-;decode>playback of the Ccmtent 113 Without the need 

.. to first decrypt the entire :file for the Content 113 prior to decode and playback. The efficiency of the SEAL 

algorithm and. a highly efficient decode algorithm, allows not only concurrent operation (streaming playback from 

I 0 the encrypted file) but also allows this proceu to occUr on a much lower powered system processor. Thus this 

application can be supported on a End.;.User Device(s} 109 as low end as a 60MHz Pentium system and perhaps 

lower~ Separating the encryption format in which the Content 113 is finally stored from the· original encryption 

format. allows for greater flexibility in· the selection of the original content encryption algorithm. Thus use of 

Widely accepted and proven industry standard algorithms can be used thus further enhancing Digital .. Content 

1 S. ·.Industry acceptance of the Secure Digital Content Electronic Di..'itribution System 100. 

20 

25 

Th.e second purpose of this necryption and lle'-Encryption 194 process is to remove the requirement that the 

. original master encryption Key 623, used by the Cmtent Provider(s) lOltoencrypt this Content 113, be Stored on 

every End-User Device(s) · 109 which has licensed this Content 113. The eoCl')'Pted master Key 623, 8s part Or the 

•• J.icense SC(s) 660, is only cached on the hard disk of the End-User Device(s) 109 for a very short time and is in . 
. the clc,m (}Illy in memory and for a very short time. During this execution pha~ the Key 623 is protected via · · 

Tamper :Q.esistant Code technology. Not having to retain tbis:Key 623 in any form on the EDd- User Devi~e(s) 1 o9 
once this. Decryption 1111d lle'-Encryption 194 phase has· completed, greatly lessens the possibilitY of piracy ftom 

.. hackers. 

Once the song has been re-;enccypted, it is stored in the Digital Content Library 196. All metadata.·required 

for use by the Player Application 195,·is.extracted frcm the associated Offer SC{s) 641 and also stored iii the 

Digital Content Library 196, step 1403. Aoy parts of the metadata which are encrypted, such as the smig lyrics, 

are decrypted and re-encrypted in the same manner as described above for ~e other content. The ·Same SEAL key 

used to encrypt the Content 113 is used for any associated metadata needing to be encrypted. 

30 D. The Player Application 195 

1. Overview 

, · ... ;. 

··· .. · 

: ~ 
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The Secure Digital Content Electronic Distribution Player Application 195 (referred to here as the Player 

Applicatioo 195) is analogous to both a CD, DVD or other Digital Content player and to a CD, DVD. or other 

digital content storage management system. At its simplest. it performs Content 113, such as playing 8ongs <X' 

videos. -At another level, it provides the End- User(s) a tool for managing bis/her Digital Content Library 196. 

5 And just as importantly. it provides for editing and playing of collections of content. such as songs, (referred to 

here as Play-lists). 

The Player Application 195 is assembled ftom a coll~on of components that may be individually selected 

and customized to the requirements of the Content Provider(s) 101 and Electroo.ic Digital Content Store(s) 103. A 

generic version of the player is described, but customimion is possible. 

10 Referring now to FIG. 15 there is shown a block diagram of the major corliponents and proeesses of the 

Player Application 195 running on End-User Device(s) 109 of FIG. 10. 

There are several component-sets that make up the subsystems of the Player Object Manager 1501: 

1. End-User Interface Components 1509 

2. Copy/Play Management Components 1504 

15 3. Decryption 1505, Decompression 1506, Playback Components 1507 and may include recording. 

4. Data Management 1502 and Library Access Components 1503 

5. Inter-application Communication Components 1508 

6. Other miscellaneous (Installation, etc) Corriponents 

20 Components :from within each of these sets may be selected, based on the requirements of: 

the platform (Windows. Unix, or equivalent) 

communications protocols (network, cable. etc) 

Content Provider(s) 101 or Electroilic Digital Content Store(s} 103 

Hardware (CD. DVD, etc) 

25 Clearingbouse(s) 105 technology and more. 

The sections below detail the various component sets. The final section details how these compments are 

put together in the generic player, and discusses how the components can be customized. 

In another embodiment. the components of the Player Applicatimi 195 and the SC(s) Processor 192 are 

30 available as part of a programmer's software toolkit. This toolkit e:nables predefined interfaces to the cornpolients 

of the gcnrric player application listed above. These predefined interfaces are in the form of APis or Application 

Programming Interfaces. A developer using these APls can implement any of the :fimctionality of tho components 

mm· a high level application program. By providing APis to these components, a programmer can. quickly 

develop a customized Player Application 195 without the need to r!Xreated these functions and resources of any 

35 · of thr&e components. 
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2. End-User lnterface Components 1509 

Components from this set combine to provide the on-screen manifestaticm of the Player Application 195. 

Note that the desigri establishes no definitive la)IOQt of these components. One such layout is provided in the 

generic player. Based on requirements from Cont~t Provider(s) 101 and/or Electronic Digital Content Store(s) 

S and other requirements. alternate layouts are possible. 

This set is grouped into subgroups. starting with the components used to present End-User Display 1510 and 

handle controls called End-User Controls 1511 µsed for ~b low-level functions as audio playback • and 

presentation of metadata. Next.- the End-User Display Component 1510 is· further divided by special function 

groupings (Play-list, Digital Content. Library). and theo object-container components used· for grouping and 

10 placing of those lower-level components. 

Within the component listings below, any reference to creating: CDS or copying of Content 113 to a CD or 

other recordable medium only applies to the case where the Player Application 195 bas such fimetionality enabled. 

Also note that the term CD in that context is a generic one. that can also represent Various other external 

recording devices, such as MiniDisc or DVD. 

15 . FIG. -16. is an example user interlace screens of the Player Application 195 of FIG. 15 according to the 

; ::' 

20 

2S· 

present invention. FunctiOli for the End-User Controls 1511 include (correspcnding screens~of an End-User 

Intrice ar~-shown 1601-1605): 

· .. Controls for perfmning the Content 113: 

Play/Stop button 

· Play button 

·. Stop button. 

Pause button 

·, Skip forward button 

Skip backward button 

Volume control 

Track position control/display 

. Audio channel volume level display and more. 

.• ,·· 

30 Controls for the displaying metadata associated. with the Content l 13 

Cover Picture button 

Cover Picture object 

Artist Picture button 

Artist Picture object 

35 Track List button 

Track. List Information object 
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Track List Selector object (click to play) 

Track Name object 

Track Information object 

. Track Lyrics button 

Track Lyrics object 

Track Artist Name object 

Track Ciedits button 

Track Ciedits object 

CD Name object 

CD Credits button 

CD Credits object 

Generic (Configurable) Metadata button 

Generic Metadata object and more. 

103 
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15 Function for the End-User Display 1510 include (corresponding screens ofari End-User Interface are shown 

20 

25 

30 

35 

1601 - 1605): 

Play-list of display container 

Play-list Management button 

Play-list Management window 

Digital Content search button . 

Digital Content search Definition object 

Digital Content search Submit button 

Digital Content search Results object 

Copy Selected Search Result Item To.Play-list button 

Play-list object (editable) 

Play-list Save button 

Play-list Play button 

Play-list Pause button 

Play-list Restart button 

Create CD :from Play-list button and more. 

Display of Digital Content Library 196 

Digital content library button 

Digital content librarian window 

Digital content categories button 

Digital content categories object 
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By-artist button 

By-genre button 

By-label button 

. By-category button 

Delete button 

Add-to--Play-li&t button 

Copy to CD button 

Song List object 

Song List display container and more · 

Containers and Misc. 

Player window container 

Audio controls container 

Metadata controls container. 

Metadata display container 

Toolbar container object 

Sample button 

Download button 

Purchase button 

Record button 

Player Name object 

LaJ>el/Provider/Store Advertisement object 

Label/Provider/Store URL button 

Artist URL Button and more 

3. Copy/Play Management Components 1504 
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These components handle set up of encryption keys, Watermark processing, Copy management, and more. 

Interfilces also exist fur communication with the Qearingbouse(s) 105, transmission of purchase requests, and 

mme, for special services such as pay per listen or cases where each access to the Content 113" is accounted for. 

30 Currently, the conununications to the Oearingbouse(s) 105 functions are haiidled· by the SC(s) Processor 192. -

The use of the Content 113 by the Player Applications 195 on Entl User Device(s) 109 is logged into a 

database such as the License Database 197. The tracking of each use of Content 113 by the Player Application 195 

can be transmitted to me or more logging sites such as the Clearing House(s) 105 or Content Provider(s) 101 or 

Electronic Digital Content Store(s) ·103 or any site designated and coupled to Transmission Infi'astructures 107. 

35 This transmission can be scheduled at predetermined times to upload the usage infurmation to a logging site. One 

predetermined time contemplated is early in the morning whm Transmission Infrastrµctures 107 may not be as 



W000/08909 PCTtUS99118383- · 
105 

CODgested with network traffic. The Player Application 195 using known techniques, wakes-up at a scheduled . . '· 

time, and transmit.the informatioli from the local logging database to the logging site. ·By reviewing the logging 
site information. the Content Provider(s) 101 can measure the popularity of their Content 113. 

In another embodiment. the instead of logging the usage of Content 113 for later uploading to a logging site, 
5 the use of the Contellt 113 is uploaded to the logging site during every use ofthe Content 113. For example, when 

duplicating or copying the Content 113 stored at the End User Device(s) 109. on to an external device such as 
DVD Disc. digital tape. flash memory. mini Disc or equival~t read/writeable removable media, the use is updates 
to the logging site. This may be a precondition to copying the Content 113 in the usage conditions 206 that is 

transmitted when the Content 113 is purchased. This ensures the Content Provider(s) 101 can accurately track the 
10 usage of their Content 113 dming their playing. duplicating or other actions upon the Content 113. 

Jn addition, other information about the Content 113 can be uploaded to the logging site. For example the 
last time (e.g., hour and day) the Content 113 was performed; how many times the Content 113 was peribrmed; if 

the Contellt 113 bas been duplicated or copied to an authorized external device such as DVD Disc, digital tape or 
mini-Disc. In cases where there are multiple distinct users of a single Player Application 195 on the End User 

15 Device(s) 109, such as different members of a fimlily, the identifications of the user of the Content 113 is 
transmitted along with the usage information to the logging site. By reviewing the usage information uploaded to 
the logging site, the Content Provider(s) 101 can measure the popularity of the Content 113 base on the actual 
usage. the identificatioo of the user and the number of times the Content 113 has been pr:rl'ormed. The actual 
usage measurement makes. this system mm:e filctual driven over systems using sampling ·methodS. such as a 

20 Nielsen Rating scheme for televisions. or telephone surveys. where only a limited ~ber of users are sampled at 
any me time and the results extrapolated. In this present embodiment. the actual usage cali be measures for the 
users logging back onto a designated web site such as the Electronic Digital Content Store(s) 103 er Content 
Provider(s) 101. 

25 4. Decryption 1505, Decompression 1506 and Playback Components 1506 

These components use the keys acquired by the Copy/Play Management components to unlock the audio 

data acquired :from the Data Management and Library Access components, apply the ap~te decompression to 
prepare it for pla}'back, and use S)'Stem audio services to play it. In an alternate embodiment. the audio data 
acquired mm the Data Management and Library Access components may be copied to remcivable media such as 

30 CDS, diskettes, tapes or MiniDisks. 

35 

S. Data Management 1502 and Library Aceess Components 1503 

These components are used to store and retrieve song data on various storage devices on the End-User(s)' 
system~ as well as handle requests for information about.the stored songs. 

6. Inter-application Communication Components 1508 
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. These components are used for . coordination between the Secure Digital Content Electronic Distribution 

Player and otha applications (e.g., Browsez, helpec-app .and/oc plug:-in, etc) that may invoke the Player 

Application 195, oc that the Player Application 195 needs to 1JSe when carrjiing out its functions. For example, 

. when a URL control is activated, it invokes the appropriate browser and instruct it to load the appropriate page. 

7. Other Miscellaneous Components 

Individual components that don t fall into the categori~ above (e.g., Installation) are gr00ped here. 

&. The Generic Player 

I 0 In this section the combining of the components above into a versiQD of the Player Api)lication 195 is 

discussed. This is just one of many different examples possible. since the Player Application 195 is designed fur 

.. custorni7.ation by being based on software objects. The Player Object Managez 1501 is a ·softWare :framework 

holding all the other components together. As discussed in the sections above, the blocks below the Player Object 

Manager 1501 in this diagram are required fyr any pla~. but may be 1eplaeed by specialized versions depending 

lS .. on such things as form of encryption or scrambling being used, types of audio compression. access methods for 

the Content 113 library, and more. 

20 

Above the Player Object Manager 1501 arc Variable Objects 1512, .which are mmt1y derived ftom the 

metadata associated with the Content 113 bejng played or searched. These Variable Objects are made available to · 

the End-User Device(s) 109 by way of the End-User Display 1510 and received input from the End-Uset Controls 

1511. All objects are configurable, and the IR}Ollts of all containers are customizable. these objects may be 

:implemented in CIC++, Java or any equivalent programming language. 

Using the Player Application 195 •·· . 

The following embodiment is for an example where the Player Applicaticm 195 running cm End-User ·· · 

25 Device(s) 109 is an audio player where Content 113 is music. It should be understood to those skilled in the art 

that other. typeS of Content 113 can be supported by the Player Application 195. A typical audio enthusiast has a 

library of CDS holding songs. All of these are available within the Secure Digital Content Electrooic Distribution 

System 100. The set of songs that have been pmchased :&:om ElectrQDic Digital Content Store(s) 103 are stored · 

within a Digital Content Library 196 on bis or her system. The groupings of songs that are analog0us to ph}lsical 

30 CDS are stored as Play-lists. In some cases a Play-list exactly emulates a CD (e.g., all tracks ofa commercially 

available CD has been purchased :&:om an Electronic Digital Content Store(s) 103 as an on-line version of the CD 

and is defined by a Play-list equivalent to that of the CD). But most Play,-lists is put together by End-User(s) to 

group songs they have stored in the Digital Content Libraries on their systems. However :fur the purposes of the 

ensuing discussions, an example of a custom made music CD is used when the term a Play- list is mentioned. 

35 When the End-User(s) starts the Player Application 195 explicitly. rather than having it start up via 

invocation from the SC(s) Processor 192 Application, it pre-loads to the last Play-list that was accessed. If no 
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Play-lists exist in the Digital Content Library 196. the Play-list editor is started automatically {unless the user has 
tmned off this feature via a prelEteftce setting). See The PJay-list, below :friJ. further details. 

The Player Application 195 may also be invoked with a specific song as an argument. in which case it 
immediately enters Song-play mode. Optionally, the song may be prepared for play but await action by the 

5 End-User(s) before proceeding. See Song Play. below for more on this situation. 

10 

15 

' 20 

25 

30 

35 

• 
• 

• 
• 

• 
• 

The Play-list (corresponding screen of an End-User In~ace 1603): 

When the End-User{s} has invoked the Play-list function, these are the available functions: 
Open Play-list 

Digital Content Librarian is invoked to display a list of stored Play-lists for selection. Also see Digital 
Content Librarian below for more info. 

Edit Play-list 

Invokes the Play-list Editor (see below). primed with the current Play-list if one has been loaded already • 
Otherwise the editor creates an empty Play-list to start with. 

Run Play-list 

Songs are played one at a time starting with the selected song (or the beginning of the play-liSt, if no song is 
selected). Opticms set in the Play-list Editor affect the sequencing of the playback. However there is 
controls available here to override those options for this play of the Play-list. 

• Play song 

• 
* 
• 
* 
• 
• 

OnJy the selected song ftom the Play-list is played. See Song Play below for more info. 

Play-list Info 

Display infonnation about the Play-list. 

Songlnfo 

Display information about the selected song within the Play-list • 

Visit web site 

* Load web site associated with this Play-list into browser. 

• Librarian 

• 

• 
• 

Open the Digital Content Librarian window. Also see Digital Content Librarian below for more info . 

The Play-list Editor (corresponding screen of an End-User Interface 1603): 

When invoking the Play-list editor, these are the End-User(s)' options: 

View/Load/Delete Play-lists 

Digital Content Librarian is invoked to display a list of stored PJay-lists for selection of me to load or 
delete. Also see Digital Content Librarian below for more info. 

* Save Play-list 

• 
• 

Current version of PJay-list is saved in the Digital Content Library 196 • 

Delete Song 
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• 
* 
* 
• 
• 
• 
* 
• 

set: 

• 
* 
* 
* 
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Currently selected song is deleted :from PJay-list . 

Add Song 
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Digital Content Li~ian is invoked in song-search mode. for selection of song to add to the Play-list. Also 
see Digital Content Librarian below for mme info. 

Set Song Information 

Display and allow changes to information about the selected song within the play-list. This information is 

stored within the Play-list, and does not alter informa~on about the song stored within the Digital Content 
Ll'brary 196 •. These things can be changed: 

Displayed Song Title 

· End-User(s) notes about the song 

Lead-in delay on playing the song 

Follow-on delay after playing the song 

Start-point within song when playing 

End-point within song when playing 

... · Weighting for random mode 

Volume aqjustment for this song and more. 

.• ·.· 

Set Play-list attributes: Display and allow changes to the attributes of this Play-list. These attributes may be 

Play-list title· 

Play-list mode (random. sequential, etc) 

·.Repeat mode {play once, restart when done, etc) 

End-User(s) notes about this Play-list 

Librarian (corresponding screen of an End-User Interface 1601): 

Open the Digital Content Librarian window. Also see Digital Content Librarian below for more infu. 

Song Play 

When a song has been prepared ftr play; either by invoking the Player AppJication 195 with the song as an 

argument or by selecting a song for play ftom a Play-Jist or within the Digital Content Librarian, these are ·the 

End-User(s)' options: {corresponding screen of an End-User Interface 1601): 

* Play 

• Pause 

* Stop 

• Skip Backward 

* Skip Forward 

* Acljust Volume 

• Aqjust Track Position 
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* View Lyrics 

* View Credits 

• View CD Cover 

* View Artist Picture 

* View Track Information 

* View other metadata 

* Visit web site 

* Play-list 

* Librarian and more. 

Digital Content librarian 

The Digital Ccmtent Librarian can be invoked implicitly when selecting songs or Play-lists (see above) or 

may be opened in its own window for management of the Song Library cm the End-User(s)'· syStem~ In that case. 

these are the End-User(s)' options: 

15 Working with songs: 

20 

25 

30 

Sort All by Artist, Category, Label, other 

Select Songs by Artist, Category. Label, other 

Add selected songs to Current Play-list 

Copy Song to CD (if enabled) 

Delete Song 

Add Song to Category and more. 

Work with Play-lists: 

SortbyName 

Sort by Category 

Search by Keyword 

Search by Included Song Title 

Load Selected Play-list 

Rename Play-list 

Delete Play-list 

Create CD from Selected Play-list (if enabled) and more. 

Although a specific embodiment of the invention has been disclosed. it Will be understood by those having 

skill in the art that changes can be made to this specific embodiment without departing from the spirit and scope of 

the invention. The scope of the invention is not to be restricted, therefore. to the specific embodiment. and it is 

intmded that the appended claims cover any and au such applications, modifications, and embodiments within the 
35 scope of the present invention. 
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WHAT ISO.AIMED IS: 

I. A clearinghouse that enables securely providing data, the clearinghouse being capable of communicating 

with a system, the system being capable of receiving both data encrypted with a first eri.eryptioil key and an 

S encrypted ~ encryption key. the encrypted first encryption key being the first encryption key encrypted by a 

second encryption key. the clearinghouse comprising: 

decryption of a first decryption key from the encrypted first decrypting key; and 

transfer of the decrypted first decrypting key to a system. 

10 2. A system for securely providing data comprising: 

encryption of data by a first eocrypting key to generate encrypted data; 

encryption of a first decrypting key by a second encrypting key to generate an encrypted first deCrypting ls.ey; 

transfer of thc encrypted data to a second system; 

transfer of the enCJYPted first decrypting key to a second system; 

15 transfer of the encrypted first decrypting key to a clearinghouse that possesses a second decrypting key; 

.decryption of the first decrypting key by the second decrypting key; and 

transfer of the first decrypting key to a second system~ · · 

3... The system of claim 2, :fUrther comprising, prior to the transfer of the first decrypting key re-f:n.Cryption of 

20· the first decrypting key by a 1hird encryJ)ting ·key and where the transfer of the ti"l'St dccryj>ting key to a second ' · 

system is the transfer of the decrypted and re-encrypted first decrypting key to a second systerii> ·' 

4. The system of claim 3. wherein the third encrypting key is a public key of a second system. · 

25 S. The system of claim 2, wherein the second encrypting key is a public key ·of the clearinghouse and the 

second decrypting key is a corresponding private key of the clearinghouse. 

6. The system of claim 2, further comprising confirming that the data was paid. · 

30 7. A system of securely providing data to a second s,stem, the data being encrypted so as to be decryptable Dy a 

data decrypting key, the data decrypting key being encrypted using a first public key, said mcithod comprising the 

steps of: 

receiving the encrypted data decrypting key by a clearinghouse; 

decrypting the data decrypting key using a first private key; 

35 re-encrypting the data decrypting key using a second pubJic key, the second public key having a 

corresponding second private key; and; 

' 111111111111111111: 11111111111 · 
* C L M S . * 

:~ .. _. _ ~ ... 
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transferring the re-encrypted data decrypting key to a second system. 

8. The system of claim 7, wherein the encrypted data dcczypting key is received from another system. 

S 9. The S}'Stem of claim 8, :further comprising authorization for the data prior to transferring the encrypted data 

decrypting key to a second system. 

10 

10. A system for managing contem data., associated metadata, and associated usage condition data 

comprising: 

metadata and usage condition data for associated content data; 

altering at least one of the metadata and the usage condition data to create· promotional data; and 

transferring the promotional data. 

11. The system of claim 1 O wherein the content data includes music data, and the usage condition data · 

15 includes at least one of a time restriction on the pJaying of the music data, a maximum number of copies of the 

music data that can be made and a maXimum number of times the music data can be played. 

20 

12. The system of claim 10, 

wherein the content data includes music data, and 

the metadata includes at least one of a link to a content data host, a descriptirin of the content of the music·' 

data, artwork associated with the music data, and a selected portion of the music data. 

13. An electronic content management system for managing content data, associated metadata, and assaciated 

usage condition data, said system comprising: 

25 a content provider capable of transmitting associated metadata of content data, and associated usage 

30 

35 

condition data of content data; and 

an electronic store capable of receiving the metadata and the usage condition data from the content 

provider and generating altered promotional data from at least one of a portion of the metadata and a portion of the 

usage condition data. 

14. The system of claim 13 wherein the content provider is tUrther capable of encrypting the content data with 

a first encrypting key. encrypting the first encrypting key with a second encrypting key; and transmitting tbe 

encrypted first encrypting key. 

IS. The system of claim 13, 

wherein the contem data includes music data, and 
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the usage condition data incJudes at least.one of time restrictiQDS on the playing of the music data a 
maximum number of copies of the music data that can be made and a maximum number of times the music data 
can be played. 

16. The system of cJaim 13, 

wherein the content data includes music data, and 

the metadata transmitted at least one ofthe informati~ identifying the content provider, a link to the 

content host; and at Jeast one of a description of the content of the music data, artwork associated with the mu.sic · 
data, and a selected portion of the music data. 

17. The system of claim 13 wherein the content provider is capable of transmitting content data, the system 
further comprising a content host capable of receiving the content data from the content provider. 

18. A digital content data player for playing digital content data. said data player comprising a transmitter for 
15 transmitting usage infmmation. the usage information being at least one of the occurance of the playing or copying 

oftbe digital content data, the number of times the digital content data was pJayed m copied, the time the digital 
content data was played or copied, and the identification of a user that plays or copies the digital content data. 

20 
19. The data player as defined in claim 18, wherein the digital content data includes digital music data. 

20. A system for tracking usage of digital content comprising: 

a license to play or copy digital content data; 

licensed digital content data; and 

information on at least one of the occurrence of playing or copying of the licensed digital content data, the 
25 number of times the licensed digitaJ cmtent data was played or copied, the time the licensed digital content data 

was played or copied and the identification of a user that plays or copies the licensed digital content data • 

.. 21. The system of claim 20 :further comprising prohibiting further pJaying or copying based on the information. 

30 22. The system in claim 20, wherein the digital content data includes digital music data. 

23. The system of claim 20, wherein the information is transmitted at a predetermined time or at a 

predetermined interval. 

35 26. A computer readable medium containing program instructions for tracking usage of digital content data cm 
user devices, comprisjng instructions for: 
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obtaining a license to play or copy digital content data; 

accepting the licensed digital content; and 

PCT/US99/18383 - . 

transmitting information on at least one of playing of the digital content data. copying of the digital content 

data. the time the digital content data was played or copied and the identification of a user that plays or copies the 

S digital content data. 
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