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OF | NTEREST TO A
1 A METHOD OF ORGAN ZI NG DEVI CES
USER, IN A MJLTI PLE H ERARCHI CAL STRUCTURE FI ELD OF

THE | NVENTI ON The present invention relates to a

' etwor k using
nmet hod of managi ng resources on a n
access control |ists. BACKGR(IJND_ OF THE | IIWFI\T I(]i\lSt 10
An access control list (or ACL) is a tabulate

AMETHODNOF (ORGARIZINGDEMISES OB it ﬁ%ﬁ g*ﬁ)‘éé‘i&j&‘l{d\fﬁ A MULTIPLE

cess privileges. This list Is esta
Sflst errspadrri ni strat UPETRARQH!%AL &msaf Ielmgua?g :8 EE:
's operating system as a
corrpbgtgr% i t abase. The conputer system
fgﬂ'pogdspg/m%ﬁ'ﬂ ng a level of security to the
network 15 resource within the server, according to

Each network resource has a

trol |ist. . |
gibgﬁﬁggrﬁs'iYefnﬁg%ﬂ?'éteﬁﬁa@ mgtedidfineandiging rescesss @@@t,{e@t\,%rk ysing
gdcess corttrel listd. st has an entry for each system user w

I Vi [ ers may be divided
access privileges. Typically, us S m (
into 'rgle nanmes' and 'user groups'. 'Role nanes' nmay

E N [ ' ", power
BACKGROUND OFOFIE WieNTION) into 'users', “p
useHKg and 'adm nistrators'. Access privileges are

' role of the systemuser, and these
A%(eﬂtlcgrg;ns ir:]a?rgtqubﬁﬁt (EZAQJ'L %C? E{qu‘ndé&g lrllé;:/}:}ﬁ%tﬁﬁgrﬁ?lfels gg%ﬁ%ﬁts?rq and their
rgg %ﬁﬁ\{ég%éé}e%%g%@eg?%ﬁml%bet ,iseegtalel!}shed é}gca.wys@nsfl. 84@RhR&htor, and is
comttenicates thittey ecrrﬁ;%‘l.)ter’srt’@‘t?’]ﬁeiar?tg'r%I %{éieﬂg d’%’ équrfteél%d g{ the gantents of its
d t?g?%ér Erﬁ)e/%gﬁthgpeg éxsgc‘arpt@sg)@gg gm groatingd levepefrsetGit) & the network
resodrsewithin thpsenegaiceodMaio i ééc%s&@érlt?o&ﬁﬁ;der s _and

resources. 30 In a manufacturing envi nt sie:]-up,
devi ces of the manufacturing plant are set up

Each network resource has a security attribute that identifies its access control list. The
list has an entry for each system user with access privileges. Typically, users may be
divided into ‘role names’ and ‘user groups’. ‘Role names’ may be further sub-divided
into ‘users’, ‘power users’, and ‘administrators’.

Access privileges are determined by the role of the system user, and these roles
include reading, writing and executing.

Presently, in a manufacturing environment, security is administered by grouping related
resources together under one hierarchy, and assigning a particular security setting to
the target node, or top of the hierarchy. The security setting set at a particular node will
propagate down to its child folders and resources.

In @ manufacturing environment set-up, devices of the manufacturing plant are set up in
a hierarchical form. The design of this hierarchy is typically set up in a fixed form, for the
benefit of usually a single group of users, for example, either the operations or
maintenance user groups, and especially for higher management.
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a hierarchical form The design of this hlerarcp_ytlgf
typically set up in a fixed form for the Ibene'Lher
usually a single group of users, for exanple, ?

t he operations or maintenance user groups, anI .
especially for higher managenment. 2 For exatrr})ocra],S

| ogi cal hierarchical structure for the opera

i t hat each manufacturing
g?gg%(ﬁé\?lg: %g)g(i)clﬁmlig%ltr% rieqtsgf‘g@?e fﬁbg@ oRgfirfiosg gioup will be structured
N thakaach mgeufacmrimgw'smps(_bem_ggéing éﬁ BE%@FS?T@% aZ@de’c}cn squipment
b . h

e A Stor i TR HRB all ndl e {Hivices Asbe wibin asch equipment as
thg ghdiviflualidevieescas sen is Figues yae f or the mai Et enanlcg

group, as seen in Figure 1 E the hierarchy wou .

have éach site as a target node, each area within eac

ricelogisabhiererabical sthictule atee A EnARYIGRRN b Wob i Fioure 18, th
sqrtafboa?a@legrg;tcgg on (zhi Ld node andggcgﬁ aQw c& |9ure | e
PR BquUr e a5 2iAgel Aeds icactpragevithie sact Gitéas a first

heqplpmene dithinazieh isken b 224/ St e and each device
H%@gi?sq%ﬁ e:bsp Ligular. sett n%Pto the tar g_erﬁ) nb%%,
Vg%g‘the Secur ty g’ée['"gle"dé{alﬁiﬁ” gul ar nodedvm |
[ [ es,
propagate down to its child folders and 12\/:? S

ASBrenot e didingd, sBalies fMfisrscbaessignies opaaidisopating to the
target aestsy @ngribbisensity sme?@iﬂﬁFhliE%% w%h%\%%g’r"&”i tg its child
fogﬁ\gl%ggg’ggkﬁsét (iacgﬂgglﬂ E'rgg‘:ﬁe%f rigyd g@'&FWrées of interest

[ [ [ [ structure
in a nmultiple hierarchical ( _
Becor o, : such a user, said device of

.~ . ; . .
o ST B3l & RIS e o1 e arcthocabove problems,
structures, said nethod including creating a

hi erarchical structure in terms of_fol ders and fsug-
folders according to the organi zati onal needs o

SUYMARY, OF THE IVENVIONS of i nter est

According to an embodiment of the invention, there is provided a method of organizing
devices of interest to a user, in a multiple hierarchical structure according to the users of
such a user, said device of interest selected from a multiple of hierarchical structures,
said method including creating a hierarchical structure in terms of folders and sub-
folders according to the organizational needs of a user, assigning devices of interest
from a pre-existing hierarchical structure to the main folder and sub-folders created in
the hierarchical structure, assigning a security setting to the device of interest, wherein
the security setting assigned to the said device is the most restrictive security setting of
said device in the parent folder of the device of interest, forming a first level of security
to the hierarchical structure thus formed.

Preferably, the security settings applicable are any one of the following of
(i)  ‘read only;
(i) ‘hidden’; or
(iii) ‘full control'.
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25 froma pre-existing hierarchical structure to the
mai n fol der and sub-folders created in the .

hi erarchi cal structure, assigning a security setting
to the device of interest, wherein the security
setting assigned to the sald device is the nost
restrictive security setting of said device in the
parent fol der of the device of interest, formng a
fIrSt | evel of security to the hi erarchical structure

R e erlethosh aﬂ’@@ffléfﬁ'atﬁtw Carhassigsca ﬁﬁ?QU}"t)S@ttMngtgsa main folder or
smpffbldeabi & hidrérc )éaWerﬁfmsttl'é?orfs‘éJc%r‘ﬂws@ﬁlnﬂfforng []la a Je%&gd level of

SﬁF‘é%!% e &lf '%‘l‘é"lafﬁg‘éi d‘(’e’gF?pa‘?.m’Fﬁl"ﬁtF%ﬁ 8¢ diselasersahaye. aherefore with two

|svesta of §6Cu$i6/‘; bbdigeritf hdRidhtibRAIGRIMAl mo%ﬁpta[@r{ gfe{h ocIev%a will be
hlerg%ﬁ said adm ni strator security setting form
die

PREE vel of security to the hierarchy, on top

of the method as disclosed above. Therefore, with two

IJ evel S securjty, accidental and intentional harnful
roaraae ﬁ'fq HORT levpleof geGirie hiap precedenceraverthedidst level of security.
Preferably, the second | evel of security has

rece e er the first |evel of security. 10 In a
"S?e‘frsgffsg e@ﬁ’(?glﬂ“er?éntf‘e gdpeiniskiaton pssigradosecastyi Sﬁﬂl&@ is according to
treaaties bgine tbleRBink 8 fH St UskPor Slﬂé1 g ght's

deternmined for a specific user or peC| s I group.

Accordi ng to another aspect of the |nvent| on, there is

Aptardinded adothief Beeh of e |§9éh{fbhufr\%re %r%ﬁgéﬁg fﬁé(ra%mcg [gtructure

of devices of interest to said user, sal ierar
oaniret e USST & dlavisgs Rfcibtaesigot said hisenesait dierarbhical structure

cmﬁam adtgrandioehe hidmdad)l of%?éé{i‘ﬁ%; Y KefafeHil Hudlirefi? k grga of folders

EL@ fol ders accordin he organi za T onal
a?ﬁ SybiRlders a&%@ﬁ@ﬁltﬁdh%@w%tléﬂm needle oé et usler,oamsigning devices of

m}tH’restGMrﬁtd Pee-Bising" ﬁeia?éﬂmétgt% L}ﬁé % e 1ikn TG L 988 soiders

sub-fol ders created in the er ar chi cal
g ctuie hisearehical ngrustusec @ssiging ea sepgrity csetting thettiec device of

intdrest, wherein the security setting assigned to the said device is the most restrictive
security setting of said device in the parent folder of the device of interest, forming a first
level of security to the hierarchical structure thus formed.

The user created hierarchical structure of above, where in use, a user is able to view
the devices organized that have security settings that are ‘read only’ and ‘full access'.

DESCRIPTION OF FIGURES

In order that the invention might be more fully understood, embodiments of the
invention will be described by way of example only, with reference to the accompanying
drawings, in which:

Figure 1A shows a pre-existing hierarchical structure organized by manufacturing steps;
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interest, wherein the security sgttigg 22§L?P$S to the
. ’ . Y ctive
said device is the nost restric Y
[ [ [ the parent folder o _
setting of said device in P o T ovar of seerrity
device of interest, formng a firs
[ [ hus forned. The user
to the hierarchical structure 4 user
' ' f above, where in ,
created hierarchical structure o where o
[ ' devi ces organi ze
P18 o Bt oG Biorhiapical et dropnizgs batutatibl |
a?Zess' 25 DESCRI PTI ON OF FI GURES 38 Intogger t hat
| W ant. | ] e fully understood,
e T SR B B By EHeS birae sl iructarscmpinszb by bastion

i ments _
g?%%% e only, with reference to the acconpanyi ng

i ' Leh: Figure 1A shows a pre-exi s',_ting
RO Sl e hesamney v e
steps; 4 Figure 1B shows a pre-existing hierarchica

' | ocation: Figure 2A shows a
Fzégrg?}%gﬁ%?@@@%{@?%ﬁB'Yerﬁrg?%ﬂt #Hegtan; st ruct ure or gani zed
bs | ocation; 5 Figure 2E shows a detail ed pre-existing

i j ni zed by sensor type;
P PLSOEE g BHE e Bera macai wmhes v Gostring to the
' ; i i hi ca
t the iivemiiont hed user or gani zed hierarc
nirré?ﬁ:?ure formed according to the 10 nethod of the

i nvention; and Figure 5 shows the adm nistrative view

Figtresd ghews Hregarministiathieasiaw 6hh GaL ?rhéM?édJﬁigl;ﬁréhsfci:arl] LruSture, using

&6HW 1 etting of the pres
aigﬁvent ?Jéeﬁ¥g!ilgﬁ)$%e;{5% %/fégﬁgffséﬁtgg_i‘?ﬁggr (E)E goch BT o o
necessarily drawn to scale.

: . |
He & ence w ||l now be made in detai
Tt ttdhclyggrug%@#%%e% ﬁ%‘?%ﬁ?ﬂ'&d'@wfﬂhécala.\/entl on, _

egarrpl es of which are illustrated in the acconpanying

drawi ngs. The preferred

DETAILED DESCRIPTION OF THE INVENTION

Reference will now be made in detail to the preferred embodiments of the invention,
examples of which are illustrated in the accompanying drawings. The ’preferred
embodiments of the invention are not intended to limit the invention in its broadest
aspect to these embodiments. On the contrary, the invention is intended to cover
alternatives, modifications and equivalents, which may be included within the spirit and
scope of the invention as defined by the appended claims. Furthermore, in the following
detailed description of the embodiments, numerous specific details are set forth in order
to provide an understanding of the present embodiments.

The present invention relates to a method of grouping each individual device in a
manufacturing plant, by placing each device under a multiple of hierarchies.
Advantageously, this provides ease of reference for g user, to obtain access to g
particular device, regardless of the role of the system user.
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enmbodi nents of the invention are not intended to limt
the invention in its broadest aspect to these

enbodi nents. On the contrary, t he invention is ;

i ntended to cover alternatlves, nDd!flpatlons an ”
equi val ents, which may be inclsuded within the spiri
and 25 scope of the invention as defined by the

' in the follow ng
ARRERE. SeioPR o P A Fe 2R invid ! davieesosiown in diferent
Ypeaiuttivle tietanthiss. dneFiget Jrthb devices 46 gré@eer%\/loggt}ﬂ%nof each
wer §E@ﬂ1di=' of. t.he present enbodi nents. The prese
diéqnveht ion r@ﬁ%ﬁ 5 tES dgv'ﬁ%? RBUIGHPRE BYiSERRPr derss. Therefore, a level

i j ‘gite’. 3 n g I . .
G A orimeien st A AR LI ol fvet i o

l%ﬁ% ﬂ%rw aﬂg\él{fﬁ:ﬁ%gg &%E%q fg§§h%g@d%@f Pregsareesrnsofsd?0, and under

vant ageousl'y, | .
the targetinode bf sensoatypes 30, tvihen griapdd demsodeVi cei:
regardl ess of the role of the systemuser. 5 For I
exanpl e, as seen in Figure 2A and 2S, an individua
Seilarte pressinesvsensodidelieeent  isangtddliiddP! Rder Slishq ‘agga heat
N ghies. I Figure 2A  the devices are group N
el %r?z;lngléo’n po%ngChanddé)\rﬁngfe B {1nafi spenein2f@pret BA, whereas it is

' ‘ g fore, a
calegpiizss wnder ‘gemuop &gbebYarkie 86i¥ord MR ERyurd bgrefore,
| evel senso? 10, is grouped unde?ﬁ site', "area',

"distillation', '"tank', and under 'level' in the 5

Thissubtore iniveryaigid and @aeh@eURSHpHBRE aobatfinglo b MBHEora user.
of pressure sensors 20, and under the targe In |
sensor types 30, when grouped by sensors. Simlarly,

Epereindivides! seensdlt halevhis ewhlorefer@aHidarchzaOstHMIFE according to his
iobSdBer w e o heat. exchar&ger' , ressure’and "
Jo'bpr cesurt é’ﬂ{ aﬁké P "§QUIEERFN B n FRT g¥pmapizA a Ietvel eemssdrt maistenance

enginesatwaed iwaed tonste bRers Qlewt ¥RE Saccadd .’(h'(fS ?é;v%fd) rsgr'ésr%%{‘ghat he is

rogRoide Hof aulblh SitBo Pibisgedo poilige dacts. & useingle Eaatrotica

stiugtire:i Tdisals muse comidnlient &/ @ehissr %‘é‘boﬁgﬁﬁﬁ t[)%%grcjhigg for all the level

) . i t
sé@%ﬁ%@{sﬁ@o@é@ﬁfﬁ@%ﬁLr‘f%f}ﬁﬁlﬁég',{{i]ggrarop@pl elreoires, todinally find the
dgvisgs |of sima@et T mbeina@%tﬁ&g Pﬂﬁfélétir‘éﬁgnlél%/glr %@‘[&hgs: 8fh|2|?qr%st is very
tin’f’é’écﬁmshﬂin‘é’, S%e%llqa?ly %(iﬁlg Ssg’mte s%arc%vh%s to be done daily.

The present invention relates to a method of organizing devices of interest to a user, in
a single hierarchical structure according to the needs of such a user. As seen in Figure
3, this method includes the steps of creating a hierarchical structure in terms of main
folders and sub-folders according to the needs of the user, assigning devices of interest
from pre-existing multiple hierarchical structures into the folders and sub-folders
created, and assigning a security setting to the device of interest, wherein the security
setting assigned to the said device is the most restrictive security setting of this device,
in the parent folder of the pre-existing hierarchical structure. This method may be
repeated as long as a user wishes to create g further hierarchical structure.

In the hierarchical structure created in the method above, devices of interest to a
particular user will be presented to him in the single structure thus created, and the
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responsi ble for, within the networked production
facility, in a single hierarchical structure. This is
nore convenient to the user, as conpared to searching
for all the level sensors using |location folders
under nultiple hierarchical sbructures, to finally
find the 20 devices of interest. The previous method

sculi9tttingd of W&ev&fe’\ﬁﬂ ffc§l oﬁ; thb rétegur‘ﬁg 88@“@#’ ﬁ%ioytaliy %termined by

consum ng, especi al I S sarne
%’b"f‘@“'ﬂéﬁrﬁﬁw arﬁeasmr mﬁﬂd inthveeprietexisting Inadltise thierarchieainddcture.
of organl zing devices of interest to a user, in a

gle hierarchical structure according to the needs
'Bf th§uE'H" exisliggr hiermschiens rstiugture g:urr sirucﬂﬁ'e& Lrteh devicedt Besl organized
dca6idite %o té?@neﬁttﬁé’sloeétloﬂr it l{ygg derse %r@gﬂ%gom&glpg hierarchical

structure in terms o
SNUELF RS- et secunitg S%MSfoofead:hwdewseemuwes gfel mud@vge@mg of each

ﬁéfreﬁt%lgére&tthefcfeﬁgh P ?ﬁﬁeﬁurﬁbérn& od@('/lc%!s? | Fa gﬁlgﬁ%gmay take a

structures Into ers an
V&Rt Oa%§m§n$5rR§C@||ls wberei thy peeextisting Hieratchizatistiicage Bfvery long.
interest, wherein the security setting assigned to

the said device is the nost restrictive security

Iy e prgsent inveRrtiane vihe ehieGchical t steuchae ecreated dlﬁfplyOftalIelgeon the
nﬁw‘ﬁn%ls%ﬁ:urﬂg uHJj@rrtﬁé ggrle‘ﬁ?hle? rEWWﬁghe gérc[&h?ycs:égtglgé are Pade. These

be repeated user
SPEHW&?“WQS@H@Y beu aombnspf tesdumdy’, ‘hiddérigortiue caktedri cal
structure created in the nethod above, devices of

interest to a particular user will be presented to

TRP$R SAcCWikeseliings maythavetaisecont Usvet roé askedtity aed by g Liministrator,

WBRRUE iid ¥c&RUdiRS aogpéch%utg;a}[ 'pgoz \émloHanf %lcﬁl{j usgr group according to

security settings previous
thedidiarirehents of a usets aegqmrzahentTemb sevurityesqiingy @¥ilg taHOprecedence

olHthé BE&rif) tmg%mc%&ldur@tt{) ngg?ﬂf?@gt he pre-existing

hi erar chi cal structure of st the devices are
organi zed 5 according to either the |ocation, or type

waith Q%}@r&%h&gﬂéﬂd&ﬂug‘ﬂ& #ﬂe@l fccghd?ljl(’?e{?c | Caﬁﬁwpatoégﬁqt ﬁ)&gr?tlon a user

The security settl or eac
haydrg, @i Q%?C@@tblsﬁh gieofmc@aom wilbbe eabte fooliderthofusbhered@dl Kigrarchical

sthfct&r’@%f BENTRSS Qfon?;ea\é' iC&s' bt l\?rqgﬁ% LS ég?tﬁcesfs ‘hidaen’.

take a very ong ne, espec
pre-existing h|erarch|cal structure is very |ong.

As seen in Figure 4, a user created hierarchical structure for maintenance engineer
Suzuki would have a main folder named ‘Maintenance’, a sub-folder named ‘Suzuki’,
and sub-sub-folders named ‘Daily’ and ‘Weekly'. Devices that user Suzuki has to
maintain in a daily period will be located in the ‘Daily’ sub-sub-folder, and devices that
Suzuki has to maintain in a weekly period will be located in the ‘Weekly’ sub-sub-folder.

Depending on the security settings of the individual devices in all the parent folders of
pre-existing hierarchical structures, the same security setting will be applied to the
device located in the user defined hierarchy, forming a first level of security for a user.
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structure created sinply takes on the maxi num

security under the parent hierarchy, where security
settings are made. These security settings may be any

one of 'read only', 'hidden', or'full control'. These
security settings may have a second | evel of security
ACnYandh; 1 . st r.at or ich is in accordance to

a speci fi'é?%g}eﬁg"%f’ otﬁﬁglr_%‘?thg%?‘éi ngﬁé@?“ﬂqe@ hsesteqyobwptting a security
ﬁggﬁf@ggﬁg tQI gf spegmc:li%tmngrz ut@farngjrév\{gﬁlr'gﬁ?aieecurity setting takes
precedence g(\e/er Lﬁﬁ% %ﬁ%%ﬁﬁé’é‘('ﬁ}’ﬂgs according to

the parent folder. Wth a hierarchical structure

FH r.dj o 1he method of the invention, a
useélr}@’;’1 #%gﬁg%@%a#@ﬁéecﬁfq”ca Bistraige mayrset userdalder Suzide’ hidden

fEQin aiseroY amada. tTheralisrer whee asedy st ' - r
&dz 5‘2‘!&59%1@32'@%5%?1té@lestructure,

' : as it does not have
r?;‘tlv? ?*r?é%gia q'%lisodlcﬁlgﬂl%r %‘Sceg%g}? fVigEsfhpleuspr Suzuksievas created, even
feguahy Basnideviees hrec abt sdtrascthitident B BB BIGH Security. The fold
rRfdanSeiug RiGulh witldnhaye g man fo der named o
' Mai ntenance’, a A asBed nesa sigmify s (ks hidderpBhemaser Yamada
380#Rss ke eraehicahstneure Rorirled byang otk Sitne pdShi§Rntion
y peri o :

that user Suzuki has to maintain in a dai

T\évi I lqiggdlljocl?t ed in the 'Daily" sub-sub-folder, and
BV araveen3lesukibediashd foregyinY, ap&cifidandinRek
T SR LBELS or epetworkec

' A ted in th
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WEih%%a‘h'ag&?rieirsﬁ glures, the same security setting fissiat
Wil be applied [EKeHEsoyeses dexiblycated in the user
defined hierarchy, formng a first |evel of security

for a user. 7 At an administrator |evel, the nethod
Tfurther_ i ncludes the step of setting a security
@%?W‘P?@mQOEd]ade bge‘!’ ad@ar&p@@ywag ofiekdmMe OHsf,eEm?ﬁgHﬁi:ations are
PO—E@'%WWHfHet%éoﬁgé¥g1gq talt<e§ precedence over e

security setting PYREUPR pS pefinagdy. the appended atgihe,

as seen in Figure 5, an admnistrator may set user

fol der 'Suzuki' hidden fromuser Yamada. Therefore,

when user Yanmada accesses the hierarchical structure,
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he will not be able to view or access the devices that
user Suzuki has created, even though these devices
are not set as 'hidden' in the first |evel of
security. The folder nanmed 'Suzuki' is drawn with
dashed lines to signify that #t is hidden when user
Yamada 10 accesses the hierarchical structure forned
dnamys et hod of the present invention. The nethod has
been described in the foregoing, specifically in the
use for a networked production facility for device
managenent. However, it is to be understood that this
met hod nmay al so be applied in other networked
s aci 14 Methed @rorganigng sevisey ahintarestansa tbert in 4 ki hisearchical
sfra r
Btﬁgaeaéc'&ﬁinﬁ M@Qfsg%dof Cf%gﬁlé L&% sfaloeéé\ﬁ d 8&'8'3%?% sgleplpd from a

enbodi ment s have been Advance
mifiépieratiieiardiqabstsuciures, saissithiod lrwludmgn the scope of

the ichageRg 'aorﬁer%r?ch%%f étﬁﬁﬂ#rg% Ie,l?ﬁsao??q@grg gg% 'bqalpgrrs(ggpordmg to

CLAIMS 1. ani zi ng devl
theyorganizational neegs efiptuser; e h| erarchical 5 structure

aCCOFaGélgﬂné Yeliags Lb?%tﬁre% fro CF ;?r[e LSS |h%§1é§rg?cg Laﬁruc?ure to the

i nterest sel ected
main {pdan ped suls-flderastaatat in g Imelran@lccal satdtog; a

hi er %EQ&‘HH@E s%&urwgé’tﬁﬁq {opth% %Eﬁ@e 8{ m{eﬁ&qer s and

sub-fol ders accord hé or i onal needs of
a us&hereggmegq;ﬁqqgtyd@tmngegssagnedrtbdhestaldf dediisedis the most restrictive

s@é@?éée?ﬁdgr@ slal?e(;egrc%hh g pa%ﬁtl‘f(gjlﬁgrr N tﬁodtﬁ\?g? 8ﬁeﬁfiséﬂormmg a first

fol der and sub- ers created Int
leyel Qi seairidy todtbe ihignanshical structuré thys sertrteidng t o t he devi ce

of interest; wherein the security setting assigned to
the said device is the nost restrictive security

25et t Anetrdsefi ergaeizingedéviceshef maarestt tof al uber aetordihg to claim 1,

wﬁ@r\éirptﬁe%facurmr rigsasia %:ml greaar{ LQne (}félp%%)ﬁowm ?ecuh ty

t he hi erarc truc ure
(||) ‘read only’;

(i) ‘hidden’; or
(iii) ‘full control.

3. A method of organizing devices of interest to a user according to any one of
claims 1 or 2, wherein an administrator can assign a security setting to a main folder or
sub-folder of a hierarchy, said security setting according to any one of claims 2, said
administrator security setting forming a second level of security to the hierarchy.

4, A method of organizing devices of interest to a user according to any one of the
preceding claims, wherein the second level of security has precedence over the first
level of security.

5! A method of organizing devices of interest to a user according to any one of
claims 3 or 4, wherein the administrator assigned security setting is according to the
access rights determined for a specific user or specific user group.
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2. A nethod of organi zing devices of interest to a
user according to claiml1l, wherein the security
settings applicable are any one of the follow ng of
(ii) "read only; (ii) "hidden'; or 20 (iii) 'ful
control'. 3. A nmethod of organizing devices of
interest to a user according to any one of «clains 1
or 2, wherein an adm ni straor can assign a security
setting to a main folder or sub-folder of a

6. hi erakiehychiaRbiruchRe Wrd tlpgagcording to any one
sa@fhi ¢l al ne, sir sai d g%réé a r%aﬁilys% P%roo? devices gft tegest ¥‘? §@jd user,
of rﬁb'ca Helyrereio@ peesrdingtouthe methods bhanyhineraieiiys 1 to 5.
4. A nethod of organizing devices of interest to a
user, rdi to any one of the preceding clains,
4 m;f‘e'?%’%?‘i%aggwﬁﬁe IOEdABIzed by sk vsari of ydeliass pf mbeetne @aid user
acesyding tdelaim Bs vheteciralse Oh (BBEHKI4 hod af
hasd Qa0 isQ@ngse i {:es of ‘interest bgé/otoaﬁg‘ggrr‘e §8ggérsd?rﬁan'5%d that
any “oné of "ct Al HE 82PNy angiful afgest’he admi ni st rat or
assigned security setting is according to the access
rights determ ned for a specific user or specific user
group. 9 6. A hierarchical structure organized by a
user of devices of interest to said user, said
hi erarchi cal structure created according to the
net hods of any one of clains 1 to 5. 7. A
hi erarchi cal structure organi zed by a user of devices
of interest to said user according to claim6, where
in use, a user is able to view the devices organi zed
that have security settings that are 'read only' and
“full access'.



