WD 2004/ 083997 PCT/ S&004/ 000052 METHODS AND SYSTEMS

FOR E- MAI L ATTACHVENT DI STRI BUTI ON AND MANAGEMENT
WORBERBIPY ON OF THE | NVENTI ON Fiel d of the | nveariseroo4/000052

[001] The present invention relates to nethods and

systens for email conmmunication and
particularly, to met NG&IH@RS éNQ%ﬁTEMStFI%
di stribution of attachnents using enmail. Background

of the | ngcRiNIOATIOCHMENT DIBTRISUTRONGAKD MANAGEMENT

into a neans of structuring, sharing and transferring

|nfornat|on i nformati on systens, such as electronic
mail (enail), hav@i&@ﬂ_ﬁ%@_@ﬂﬂlﬂﬁw&l iTHANand

i nformati on managenent for information sharing and
§ifhe hioN @ conput er net wor k have
r@'éam%—used emails to communicate private

rressagz@o,m E)H'h%ﬂﬁ'\%s&ﬁtnﬁ%%ntgw\%\’a%s 1 FRithod@Snd @g#t@lﬁé for email

evol ve st an conmuni cat1 on nedi

i ond t he ne beco

LeoUERuaE g end drotRac By e kBed BB der theypistribution of
to send any type of data attached as a file to an
egifiechmenfselisind iemdlleasi ngl y used, not only for
di ssem nation of information, but also as a means of
real world collaboration and emai | attachnments have
b &8=awkgraund afdhe dmvgndioant of an organi zation's work-
flow. [003] Typically, organizations use a network of
conput ¢0G2Jwi tAs cwnputeo petveirks gessloprimiiol a swansraf structuring, sharing
functioning as applications responsible for receiving,

t rpaStArisemfiag ihforhbtien anfbrakebn %F/Q@nﬁémhbh adsestrarfic mail (email),
such a corporate network typically have client

VWa%b‘?Qélllt% ed BEmATRidatRAf AR forhRftioR MRk 4 di¥me8EBf iHf@rmation sharing

recel

and transfer. Users on a computer network have traditionally used emails to
communicate private messages with each other. However, email has rapidly
evolved into a new standard communication medium moving beyond the memo
framework to becoming a universal tool for conducting business. The capability o
send any type of data attached as a file to an email is being increasingly used, not
only for dissemination of information, but also as a means of real world collaboration
and email attachments have become a vital component of an organization’s work-
flow. |

[003] Typically, organizations use a network of computers with some
operating as email servers functioning as applications responsible for receiving,
transmitting, routing and archiving email. Users of such a corporate network

typically have client versions of the email software for creating, sending, receiving
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PCT/ S&004/ 000052 and organi zing emails installed on
woeosmszd7 wor kst ati ons. The size of emmil attachserddg/000052

used for collaboration varies considerably dependi ng

on the application but the trend is novin owar ds :

| andyeriganizing emadp éraﬁtﬁqucwﬁ eﬁrﬁqn@ﬂWHB&ﬁt%F%{}?& 'f*l%?'izsrﬁ% email

i nvol ving audi o and vi deo. [004] Consequently, the o

vattaohenerfts daed farasaiahgrationo@giestosasisiesably sepeading amthe application

i ncreased beyond the capabilities of the existing

| MitrtRS ticnatis toviig oRvards tdrgpofilet] esimciallysol ticlmgnedia applications

strai ned bandmﬁd#ﬁ net wor ks, unmanageable growh in

4h§6|gjn:§,tg&ﬁgoghervm_requi rements and adverse inmpact on
unr el at’e

m ssion critical conmunications. [005]

O her es~fhat arise,inel ] ; -
ot endf O o GROB R ey S o EEEEP g HirBupfi e Bmail systems
reliance on | ow technol ogy. _.alternatives .t regover
thasinceraseddieyand tha crpabiliies ebinevisting inftesirgtdre of many
reporting capabilities. These problens are further .
ceorpotatived, tasutting is tsirainesdbamdwidthonetwesks, wesipnageable growth in
extend life of existing infrastructure, desire to

| gistribated sloeagriAlquingnnte Bhdradvetssdinipastoniuneslated mission critical
demand for an inherent fail-over mechani smfor
cEdhhfiicativptens, requirenment of accurate data for
forecasting and planning infrastructure growh and

t racki f i L i q it
(i.e. @)@girt%@ﬁé‘%@%tﬁé’% %"l'%?%ecﬁ{aeamfg S’i’é’%?’%ﬁ%@s or latency,
regi on or,_ specific |ocation 006] .. Convent i opal I :

{ SresSRB LR auEpSaRy 1SS e i &1 g ahpBltRlyatteratives to
efficient and difficult to manage, causing staff to .

| esever Boimdeduissanscierk of gffective and asmirate lepgriing gapabiliies. These
files to conpact disc (CD), printing hardcopy of the

| prcierhi laes firther coentiungetybyttha ditreiretklT resoniaess, need fo extend life
usi ng ot her ad-hoc manual tools such as the public

Fbt &xidiifdsiiestERre Risired Mcregsy eesq@diy bf bihes Matwar services,
servers Wwhich are potentially
demand for an inherent fail-over mechanism for critical systems, requirement of
accurate data for forecasting and planning infrastructure growth and tracking of
resource utilization by business unit (i.e. department, partner, client and geographic
region or specific location)
[006] Conventional email file attachment delivery methods and systems are
not efficient and difficult to manage, causing staff to lose precious productivity time
transferring large files to compact disc (CD), printing hardcopy of the large files for

sending by traditional courier, or using other ad-hoc manual tools such as the public

File Transfer Protocol (FTP) servers and file-sharing servers which are potentially
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PCT/ S&004/ 000052 vul nerabl e and do not address the
wozeMdssd7 | i f ecycl e managenment of these often PCT/SG2004/000052

sensitive files. [007] The negative i npact on

operational productivity and the related"
i nYylagiable aod dorpl agdirssdhedsaecofiifedidamanegentent oathese often

solution that neets both business and technical
r espnsitiveeiiies. One of the nost i nportant
deci sion-making criteria fromthe perspective of

an' ent ej0p71 SeThé nbgatedivipstt dnoYeihticHal bP@ducwwgha $he related
the tools enployees are nost famliar wth, so as

Eﬁbﬁ% e bR B PR ng PR B R %ﬁ#f ot ot
: hotﬁj%?ﬁgrﬂq ﬁeyr%l ic%'fr COI’]SI St $ LQ\Q‘M@:&F}& cgétﬁéggrtant decision-making
sean1ess enterprise- vvldeflle delivery solution for

erfienia &Oebtheawsaw@w efianoerirrnrisege teipsovideerselutiasmthet supports
by providing a franmework for their file attachnent,
sttbedgels amployees are ms’e@amih’mdNilﬂh,fszx:as:toema[rﬁﬁiﬂ]thbmxisting business
accordance with one enbodi ment of the invention, an

atpraceseand wibirkflow.but i on net hod conprises the step of
processing an enai |l having a nessage portion and an
attachnment portion by a detacher to identify and

i solate at | east one,sum\nAﬁ?q_pqq.@mggNtﬂgn and the
attachnment portion o t he

emai | hapsng ﬁk‘i“s‘iﬁbtﬁ)b?lt é}hodgy%ftélﬂétdloggls?éfﬁtvﬁm the present

bei ng associ at thereto
q t%% éc' Sh msgadat Lo SrBﬁQé’-(\eNide file delivery
e ﬁ ¢ % e seplets, ol
pac in t he tachmen portion of the email by
@&rhf%aa =biy'q olbsie ten tmémar%@muatﬁwems by providing a
mat adata being descriptive of the email. A |ocator
cdrmawprioier feeiefilatatichbneanhestamgas transpart, access and lifecycle.

[009] In aceordance with one embodiment of the invention, an attachment
distribution method comprises the step of processing an email having a message
portion and an attachment portion by a detacher to identify and isolate at least one.
of the message portion and the attachment portion of the email from the other, the
email having a source system and a destination system being associated thereto.
The method may also comprise the step of generating metadata in response to the
email being processed, the metadata for packaging with the attachment portion of
the email by the detacher to form an attachment packet, the metadata being

descriptive of the email. A locator code may be generated by the detacher for

storing onto a database, the database being in operative association with the
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storing onto a database, the database being in
operative association with the 3 SUBSTI TUTE SHEET

WORW4EBSAOY WO 2004/ 083997 PCT/ SG2004/ 000052  detcaskieno4/000052
A |l ocator object nay al so be generated fromthe
| ocat or code by the. detacher and embeddi he
| GocBPr.of; IoAlan AbiSat HEHE S0 ZToTre T e loties qode by the
to forma nessage packet. The attachment packet is )
dekiacherdnd embddsiing e leeatos pbjegt inke themesgage perton of the email to
at.tachnment packet having an attachnent address, the

afdrath medsagedsokes Tleattadhrent pakeh i déliveredbtosaholding server by
bei ng i ndicative of the I ocation of the attachnent

g%g ‘rﬂg’g%é% iR ét%h@%rﬁ?ﬁ@kéﬁ{m ah M@athieabABAess, the attachment

el ng stor nto the database and being

oantsSV AR e SeldiihPher A8 et =88 o RFldkeiion of the
e e i e oL ot diRLEl Bding stored

destination system [010] In accordance wi th anot her ,
eobtatihestatabase Bad betngragsesiates withttha degaiart code, the uploader being
di stribution system conprises neans for performng
eapbratively adsoziatedivitacheeietaaties andiihe uptoader being in data
consistent with the present invention. BRIEF .

DESHRh it S Phith ke RBAWJ\NSSVER LThe Misssageqaereyisiklivered to the
draw ngs, Ich are incorporated in and constitute a

part..of.. thi ecification exenplify certain aspects
oae%H’iéterrl;@é’ﬁém- i nvention and, together with the
descriptjan, .serve to explain,sone of .t LnCi

associ 248" Ropeielanes sl i goazpos gt PR Refifon. an
system fl ow di a%_r am a typical network of n’%l | servers
amttacheient istiéition syetarh commgisenaneangdiof PEHarMigg:each step of an
flow of emails with attachments from internal user to
bettiachmicait ditributibnexetodadonsstes; with the present invention.

BRIEF DESCRIPTION OF THE DRAWINGS

[011] The accompanying drawings, which are incorporated in and
constitute a part of this specification exemplify certain aspects of the present
invention and, together with the description, serve to explain some of the principles

associated with the invention.
[012] FIG. 1 shows a system flow diagram a typical network of mail servers

and email clients, describing the traditional data flow of emails with attachments from

internal user to both internal and external users;
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PCT/ S&004/ 000052 [013] FIG 2 shows a system fl ow
wdizeyroasnoof one exenpl ary attachnent distri but POWSG2004/000052

system for managi ng data fl ow using an attachnent

di stri Lon 0 according to at |east one

enbodi ﬁ@ﬁl{*]o of’gﬁg $ 2 sypient tawdiagrem of e axemplary attachment
process flow di agram of an attachment distribution

medigipRution systa tos managing datadiaw tisingramattatishentidistribotion method
systemof FIG 2; [015] FIG 4 shows a system di agram
ofaczording te at leaist ofie eheboalirhacshofetht inwlirgiont but i on

systemof FIG 2; [016] FIGS. 5, 6, 7, and 8 show an

exenpl §OY4RPHIG: Bt dHO4 deBéséthP@iangm of %ﬁHﬂggHHe‘ﬁ?distribuﬁon

systemof FIG 2 and the attachnment distri

: P OF TH
R e Ty s T TRl <y FomatFig. 2
d [ bel I enmbodi t f
L AR R R —
fiﬁJése_del,ivery of large email attachnents. At | east
ofdstaRiglinn sysfeev@fddGa@iat provides a sean ess,
enterprise wide file delivery for enabling

col | abd@Hli orFIGK: HLGh7 ) ancy@ showi dn erérmplafyrapplicatvn of the attachment
providing a franework for their storage, transport,

ackstabutiamsy stinf FRIC, @ Jmi thben@RAmert ‘a_is%ﬂibdtﬁar%aﬁ{o%' of FIG. 3.
file distribution systens consistent with the present

i nvention work by extracting large file attachnents

from the {radi (o)) g pEICRIFIDN &eﬁi-lgilﬁyt!:ﬁ@N

based on confi

Yt TIPSR SOl B o D).kl Biow o oxemplry

TN 5 RS-SRS B SRS RIS e ctvery

Tg? Féergg te}naaﬁlhant{?argh?nenr%g. E\?Iefa%{ E)qu rexg%%?gr;l{e!n?igggnjenn? ipgo?/ides a
seamless, enterprise wide file delivery for enabling collaboration through large email
attachments by providing a framework for their storage, transport, access, and
lifecycle maintenance.

[018] In general, file distribution systems consistent with the present
invention work by extracting large file attachments from the traditional mail-flow of
specific users based on configurable policies that are driven by system parameters.
For example, the policy can be that only specified senders are able to have
attachments extracted or only certain attachments that meet a threshold size or

destination are extracted. These attachments may be further encapsulated inside

larger units referred to as “attachment packets.”
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| arger units referred to as "attachnment packets." 5
SUBSTI TUTE SHEET ( RULE 26) WD 2004/ 083997
WOCH4882004/ 000052 [019] Certain enbodi ments 8ETISEBR004/000052
present invention transfer these |arge attachnment
ackets in an_efficient manner to a renote server
c apabl 1031 cERfiaiRi BRedigests afhediesent iaventiondransfer these large
protocol s through an integrated transport system
O @itachengrd diagketssn @i efficiept mener iow esrnotenserver capstie of
of leveraging on any of a set of several protocols

ansbmetuhivdting on drgy age bf 4 eet bBPBIRIols tHIGUEH aATHERErA88 transport
be optionally governed by configurabl e paranmeters such

aSsyRWm N @thb BibBHini&hts Idf e nﬁgslgﬂgingﬁgﬁér%% ?é&?abrl% ©f leveraging on

transport protocols, mninu owa rans

NN e AR ——

bgsed transport protocols. The system can further use
iR QPSR 90V RETarLRICoTidurabls R amaters sHEh @I Rt et Amited to: the

conputer network. Anong other criteria, the protocols
cdibiprd destinatiopatraaspoit pretocdls ymininiupealfovatde transtsedates and time-
of the enterprise. The original email may then be

r efutaandiupleat! tachal! Bxeehplesof thearamsport BRGSO dWRIDBTTP, HTTPs,
attachnments with enbedded |inks or |ocator objects

( ¥Rt )UDPI KdsedrihsPB It 8HChR. rﬁf%é@ﬁf@r&% R fhaf U?g %%)nventional

fromthe internet or intranet rtain sys

c i ' t i l.on hel p,ensure o

C RaetPHE e bt 28 sBB R on & KRB AT SRR MR ey crtera, the
of |ar attachment extraction, . transport, and

GG an B FRRRRILBRIRA O S6eLily AgorRATiaTmaace Rgeds of the

si mul t aneousl y,  such that even while attachnents are

b&NRYPESE+ dEeadiding errajenay thenibe reliensmitted to alltrecipients after

emai | s may continue to be exam ned and passed through
t heplasipgitierge §texhindtis kvithesmbédddd Mksn@mTbsatbe obfecRMIRLs) which

may be treated as an attachnent
can be used to retrieve the attachment from the internet or intranet.

[020] Certain systems consistent with the present invention help ensure
that the risk of a bottleneck occurring in the process of large attachment extraction,
transport, and management is reduced by processing multiple emails
simultaneously, such that even while attachments are being extracted, packaged,
and transferred, other emails may continue to be examined and passed through the
system.

[021] Each set of attachments to an email may be treated as an attachment

packet. Along with the attachments, each attachment package may optionally

contain meta information regarding the package itself. For example, this meta
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packet. Along with the attachnents, each attachnent
package may optionally contain neta information

woegrrodsaeg t he package itsel f. For exanple, thPEeT/SBL@46000052
SUBSTI TUTE SHEET (RULE 26) WD 2004/ 083997
PCT/ SG2004/ 000052 informati on can include, but is not
| i imfarethtion, carmiackidedbut is nettinited doy thesender s eneailt address or content,
information identifying one or nore recipients, and a

| i mforaiatiaintidehtifgingsoresomable ripiants) bhd baist 8fiaftadtiments as well as
size and type. The neta information can optionally

| NgfritslRes \GaER %@%[.%242 éériidl @@b@smé nhéta Aﬁl%%btubﬁ gsb ﬁgﬁHﬁé‘lly include

return receil pt. rtain enbodi ments o

pr ' ' n : S . of existing
il G PR DB e SR R R G T

wi t hout _di.srupting or, i.npacti ot her applicatio

and ser lﬂ(i’@is Bﬁﬁtaﬁk ?'BH%@'P‘%”%%QF&‘& Weé%b'gp%ﬁ‘ﬂrbe?@e seamless

al | ow policy-based managenent of attachnents through _
optsageae’ edstingemad wqufg)w farrcedinboration ot largshfiteatwithowié disrupting or
for extraction and attachnment |ifetinme on storage

| oioggaating oikert applicatisheand savicdss Adiditionally, gertaid érmbodiments may
have separate rules for inbound and outbound traffic.

Ang|Riy b@ﬁbﬁb&s&ﬁn@h@%bﬁ*@ﬂt bPAttA@frhEnt8 ThratighlstfohaPbar@feters like
based on enterprise directory standards |ike the

Li ﬁ:%é’}fcikg t%f ggﬁ%@ﬁ{eﬂg é’fzéa‘ﬁfr?ira’cﬁ%@ hﬂa %Itta(:h%ﬁ} Iiite‘ﬁmeo%n storage

preven or war dai . very COﬂ rma
SoRbhat, EaarmSlGhe S B RS kS S e s for

aut omat ed background replication of attachnents to o

r elbppyaGh angrastteynchtraidao e opfian/@ay berprepidedfontgeirieripauthentication
be provided for securing of the previously non-secured

nelvdssd! of eotdrpadbodaeitory stbadamisilikedht dadiiesicht i@28ry Access

One exanple of a distributed network of nail servers

andrago@dl | (LDAIF) @8 hevianp beathive HSRAVAM IRy, SRAIGEBNtHHFiRbYon to allow the
spread out enterprise is shown in FIG 1. 1In this

Z%eﬁgff] t%niajl‘%td[g oAbt Fh e Aile MERIdwridadHidk &Rail attachments

and automated background replication of attachments to recipient preferred remote
server. An option may also be provided for securing of the previously non-secured
method of collaboration via email attachments.

[023] One example of a distributed network of mail servers and email
clients typically used by a geographically spread out enterprise is shown in FIG. 1.
In this example, a sender 20 sends out an email 22 with an attachment 24 to
multiple recipients 26 over a network 27 as shown in FIG. 1. It can be seen that the

email 22 with the attachment 24 traverses a tortuous and inefficient route over the
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mul tiple recipients 26 over a network 27 as shown in

FIG 1. It can be seen that the email 22 with the
wato@oksmnt 24 traverses a tortuous and i neffi CESG2004/000052

route over the 7 SUBSTI TUTE SHEET (RULE 26) WO

2004/ 083997 PCT/ SG2004/ 000052 network of mail server

etIOTK b makaarvers ubiheramal 23 e aiipchment 2ddire deceived by all

by all the recipients 26. [024] FIG 2 illustrates

othe rexipigita2p. enbodi nent of the present invention,

that is, an attachnment distribution system 28

conpri a4y nRIG. BRuYRAiesiohexeptyankembodinmantioftihepresent invention,
simlar to that shown in FIG 1. However, in network

3913?}‘ b&tta%hme?ﬂ?i‘%tf'&t@h Ssteérh PR bﬁé}ﬁ% n‘l"illpé&vers_ in a network

bot't S on € servers "are avol

SRS MY e SBFRTREIG, R netBheSor 2,
e e o ot e b ent L e

FIG 2. Attachnent distribution nethod 300
i inl epitnalidsdiverycofetiaepmeanys trerasinienteysiamadOdg t he
flow of email attachnents, such as over network 30. As

shown jo25F1 GSIG.23 Hostrdtes ant dteeihmmeanit distabufidrutrietiiod 300, as may be
system 28 nmay conprise a detacher 34, an upl oader 36,

afskd BY, érﬁ?ﬁﬁth?@%r&?@éﬂonﬂwegéﬁé’&fm&% d.§ﬁ§nn&fn s bﬁp@@bf FIG. 2.

34 and’'upl oader 36 may be a software nodul e that may

;ﬁﬂhﬁ?m%é$§ﬂphlﬂ§n %@tﬂﬁ@%@@fll}] gé QH@ Fgggﬁ%%tﬂgd 98 managing

emai ] 42_cont aini ne or, nore att

Bedlanar SR tchees syye@@rﬂvj%@eﬁvorﬁ??ﬂf A% 3ERNR R FIGS. 2 and 4,
distribution system28, email 42 may be processed 42

i attaciyoenldigisbufiom system %a_matyfcqrn@iIS@a siptagher 3dx afpipigader 36, and
det acher 34 of FIG 2. The email 42 contains a

naisleagieomn tottirg sévachde Biach4f petadhen84 afiveuploadaradfemay be a
and/or attachment 44 portions of email 42 are

| debadd dduRUABE AByR¥side within the attachment distribution system 28 on a

mail server 40 as shown in FIG. 4.

[026] When an email 42 containing one or more attachments 44 is received
from a sender system 100 by the attachment distribution system 28, email 42 may
be processed 42 in accordance with step 310 of FIG. 3 by, for example, detacher 34
of FIG. 2. The email 42 contains a message and the attachment 44 portions. The
message and/or attachment 44 portions of email 42 are identified, such as by
detacher 34. In certain embodiments, as shown in step 310, the attachment 44 may
be detached from the email 42 only when the email 42 complies with a set of

processing rules 48.
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detacher 34. In certain enbodinents, as shown in step

310, the attachnent 44 may be detached fromthe email
wo20msyInhen the email 42 conplies with a set POT/SG2004/000052

processing rules 48. 8 SUBSTI TUTE SHEET ( RULE 26) WO

2004/ 083997 PCT/ SG2004/ 000052 .[027] Generally, . :

det achi®”27B4 Generaly) 98@[%@%%‘? W"{W?'Mr?n@ﬁﬁﬁwwfl%@ emgll that has file

file attachnents 44. Each email 42 received may be
catagyonémtedi4i. ftach emaitid@geeeinell mayhe catdgetizaddsto incoming email,
emails froma sender system 100 external to the

OWERAIIAEILHES entHils froHh aaiondeespstem 100 eRtarnalltodies organization, or
emails froma sender system 100 within the

O&ggei rinQE,- wﬁigﬁ%caﬁdéé &l HORTE SeRbef $Y<LeMB0PRithin the
used tO enabl e the detacher 34 to engage emails 42
froma l§nder system 100 that is recognized as a

aglglnfziai _ g Sgnder system 100" for outgoing emails. An
appl i cation adm ni strat or i d l i
ol | 08 Sehder pseeied s 088 Sad daenable the detacher 34 to

processing rule may be used to regulape processing of
t egageneinaila 22eaa d sandensystere 100 thaids seacgninasghas a4Qualified
The second processing rule, for exanple, may set a

PSeaesSsystern1Oes furl alitgsing enfralls. ekmappHationlddmmiaistrator may provide a
processed if the size of the attachnent 44 is smaller

t &b IR SRS RIchgydtBrRstod. d. However, the detacher
34 may proceed to process the attachnent 44 when the

size o e il ' ' .
1 Sl A Pbng ol e Ll 1 EERR Mocessing of the
smal |.er. attachnments, 44 _from bei ng d hed fromthe .
S o S T S b T B R Rt fssing rle, o
wth the bandw dth of the network 30 carrying the _
aexahles may get.a peRepsice thrgsholenitsd thahe@adf‘i%tw@ not be processed if
present invention include multiple
the size of the attachment 44 is smaller than the processing threshold. However, the
detacher 34 may proceed to process the attachment 44 when the size of the email
42 is at least of the processing threshold. The second processing rule may prevent
smaller attachments 44 from being detached from the email 42 due to their
insignificance when compared with the bandwidth of the network 30 carrying the
attachments 44.
[030] Certain embodiments of the present invention include multiple
processing thresholds for catering to different types of emails 42. For example, in
certain embodiments, there could be three distinct processing thresholds that can be

set to govern whether or not an attachment is detached from the email: An internal

threshold may be applied if the email 42 is destined for recipient systems 102
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processing thresholds for catering to different types

of emails 42. For exanple, in certain enbodi nents,
woOhermseoal d be three distinct processing thresaoisds004/000052

that can be set to govern whether or not an

attachpent is detached fromthe email: An internal

t teraablodtheesnte@riggpan gutarnalifesbRisl may e apRliesk iegemal 42 is

for recipient systens 102 9 SUBSTI TUTE SHEET ( RULE

26pstine i 4¢ G grab 3y Fems I62004¢ 0@d bthe énterprisel and ankabound

enterprise; an external threshold may be applied- if

t itestitid Im#A2bé Sipplies td apthbband resaipd2nt systens 102
external to the enterprise; and an i nbound threshold

may beLO%G\g' ' ﬁﬁjcé@alﬁldaseé‘%éﬂdase\ﬁﬁel‘e #r?en{éﬂ&l@ |S'é@3nt to both internal

certai ses suc as where an email 42 1s sent to

Ard BB RS Sy B2 Léﬁ‘ff‘%?fﬁatp@z%@%%'ﬁv#ggshﬁeﬁ for

processing threshold to apply, for all
¢ PEEmNIR %@@ﬁ&ceﬁseaﬁh%@kem tpeanply fqrf%?' gils, hﬁhe fhreshold
email, so if there are both internal and external

r parqmeher cep beaimivarsal fof atdivan email] so Kijererare both internal and
processi ng threshol d bei ng exceeded may result in the

C exiepsdl oadibitht 3sieaisTe0R ofithabenral, aryrovne processindithreshold being
email 42 for all recipient systens 102. The threshold

p@k@é{dé@f medredIEm e @P@sb@ﬁdlng%ﬂa’&ﬁn@#ﬁﬁhﬁeﬁ% Fémé\V@j from the

att ments’in the email. Alternatively, the thresho

p%p@iﬁf fgﬂ a@ r gg@f’q,—ﬁ %8%@%;1@ Eﬁ@ ﬂy@%ﬁ&asﬁdr?%eter can also be applied

420 to ea ttac ment 44|nthe

¢ RathasIRbO o the SlEFB e s A KB ”%L'ﬂn%ﬁhv‘fmh? Prgghold

and/ or second processing rules may be sent to

i potadeler r@w@f tortapphdngine noLesFing Hueshay tpdhe llﬁrgesi attachment 44

exam nation or processing in a transparent nanner.

[ 0Bl &nait 42rordomiach 42taghiaent 44 dn ther et 4€h reemeilsithat do not qualify

extraction, the neta- data related to the email is

gzdl* Rahatmandb e Deneiaticdalyor E8torRK prateesingaliRehBay be sent to the
intended recipient systems 102 without any further examination or processing in a
transparent manner.

[032] Once an email 42 qualifies for attachment 44 extraction, the meta-

data related to the email is extracted and/or generated by, for example, detacher 34.
The meta-data may include, for example, data from the email header and from the
profile of the sender system 100 residing on the mail server 40. Attachment 44 is
removed from the email 42 by, for example, detacher 34. In step 312 of FIG. 3, the

meta-data may be compiled into a meta-file and combined with the extracted

attachment 44 to form an attachment packet 56. The attachment packet 56 may be

10
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The neta-data may include, for exanple, data fromthe
emai | header and fromthe profile of the sender

woeyel4ms3od0 residing on the mail server 40. At PaTSGROW/000052
44 is renoved fromthe email 42 by, for exanple,
detacher 34. In step 312 of FIG 3, the neta-data_ma
beritemin f aleiconbourederackpge Irgaipre eﬁﬂﬁﬂ Gl FaINeE H3 for Subsequent
extracted attachnment 44 to forman attachment packet
Seploddiagainta therhostinpedeer 5% Thg specific meiapftapatirered may include,
SHEET (RULE 26) WO 2004/ 083997 PCT/ S&2004/ 000052
Vhittis Bt fiitad B6 Sthe dehdersrslemariegnalliadeessy, Yeciﬁiethystem list, mail
mai | server 40 for subsequent uploading onto the
h j : d i d 1
RSOt ntdal PR RAP SIS TG Uepara BN defauit
enai . addres recipi.ent syst. [.st ' .server
cPartio SRR A b HE R o8 and BssnsBfc i ng
departnent and default | ocatign, if available, and, .
attachiVBHl {IN Grembgimrnfiemtracied parEent 44'js replaced with
enbodi nents, the extracted attachnment 44 is repl aced )
v idcater oljeatt 58, svicherstbysdetagherh34sinbstenet1dcdldTIG3 8, allecator code is
step 314 of FIG 3, a locator code is generated by,
f g&nératstrbp, fopbReMple detactidresd. ot catadsodemalpdesa secured uniform
secured uniform resource |ocator (secured URL). The

| ReRbfe I%gg%)r{(ﬁécglﬁéd RN ArNbeafrédtahasPbe &lordi®nto a database

assocl at e e extracted attachnent 44. In step

316, | ocat or ' nat :

B2 2D ssonetec b e o EaeRB By ERF 3, I oifp 539, Frocator object 58
| ocat or object 58 y be referred tp as a "link' for

MRS aenFraes gﬁﬂ&ﬁﬁi'@@ﬁ?b@éﬁﬂ(ﬂsoa%r%mp'%bé{#&t%c%eé 34. The

| ocat or object may be generated froma |ocator code .
bisicatprasietiss may et leferredia 2ecanini forrpabeddisgdpto an email.

obj ect may be enbedded as a |inked object within the

emai | p8d] semt ah @neailr @cinwlend |copsorerbjdéfiZmapbe ganerated from a

reci pient system 102, a user nmmy activate the |ocator

g lc8dr %ﬂ%e&éiﬁ& 2k b hbRdlbith a8 BBbthmEReNThE®odadsedisiect may be

| ect being activated by the user, in the enuil

e)é%@%ld'aedta@ea linked object within the email and sent to a recipient system 102. At
the recipient system 102, a user may activate the locator object embedded within the
email. Upon the locator object being activated by the user, in the email example, the
attachment associated with the locator code may be downloaded from a server to
the recipient system 102.

[035] In step 314, the locator object 58 may be generated dynamically by,

for example, detacher 34, and may encompass security features to prevent

unauthorized access to the attachment packet 56. Exemplary security features

include, but are not limited to, cryptographic tokens, shared keys and other

11
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attachnment associated with the | ocator code may be

downl oaded froma server to the recipient system 102.
wOQeE]J0s3997st ep 314, the | ocator object 58 may BeET/SG2004/000052

generated dynam cally by, for exanple, detacher 34,

and may enconpass security features to reveéw

urdibeificatien neeNisEy FRECXAMAI IRGHOTRRIREOSEAY Use a shared key

Exenpl ary security features include, but are not

| ias & etbans, of @ufiperdigatiphiot a rﬂmmte,steﬁa@ﬂeﬁﬁrk@wdaad%-bit encryption

other 11 SUBSTI TUTE SHEET (RULE 26) WD 2004/ 083997

PGt S6=1RB4/0AVENDf tihe bittasimeat packetB6h amessecuribpfeatures can further
exanpl e, | ocator object 58 nay use a shared key as a

m%qggdg_ %@dt&%ﬂq @nTﬁereﬁgW ggf%é’rﬁ@ﬂﬁ\es@étﬁﬁfsr@%%e life of the

yption or secur ivery of th

£ UpBBFBBleaD B i nR gy f@ﬁﬁéﬁéﬁséﬁﬁﬁ%ﬁ?ﬁan 056 may not be

date and tine establishes the |ife of the ocat or
olfjuploadablg s g reRyerOmRg %tiﬁ@hmrﬁm%ﬁtg@acket

56 may not be downl oadable froma server storing the

at t achrf@a6] paldieelocs®r codedpr generhatingthsr logatps dbjgct 58 can include
generating the | ocator object 58 can include

paaraRictsrs tb @pepidcivhpthenehd escipibat systeri O sisydd be vEdified before
shoul d be verified before downloading the attachnent

aer\W]S%&‘lﬁb tRe ‘éﬁ%‘iﬁrﬁéﬁt 580 Whefftri Lo edl Eoharhsién &ﬁould be sent to

t he sender “system 100 upon successful downl oadi ng of

[ doehRE SRt @iﬁé%ﬁ’ Aiesst ] B E5 b B @iBntnt packet 56 by

g}ra,ted with the mail server 40 at a | ow system
ITeCigign, Syst ﬁﬁbﬁi%t may prevent interference with
existing auxiliary email services such as virus

scanni rl§34hd lot irn@mbod'm@ms;@eta@l@%nﬁﬂon@gﬁ kesintegratyd with the mail

Det acher 34 may be adapted for processing nultiple

engdrler 40 at a low system level. Such placement may prevent interference with
existing auxiliary email services such as virus scanning and other mail scanning
technologies.

[038] Detacher 34 may be adapted for processing muliiple emails
simultaneously, such that even when one email are being processed, other emails
continue to be examined and passed through the system.

[039] Uploader 36 may be an application responsible for uploading the
attachment packet 56 generated by the detacher 34 from the mail server 40 to the

hosting server 38. In step 318 of FIG. 3, the attachment packet 56 may be uploaded

to the hosting server 38 by, for example, uploader 36 as shown in FIG. 2. The meta-
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si mul t aneously, such that even when one email are

bei ng processed, other emails continue to be exam ned
wand4pasmed t hrough the system [039] Upl oader pB®/SGRYN4/000052

be an application responsible for uploading the .
at tachnment ackéea 56 ,Igenerat ed b% the detacher 34 from
t heaheYRet Yzed by mail saeer 4band Rgstirg seres88 fonogtireizing delivery of
318 of FIG 3, the attachment packet 56 may be
upRBe deanagiag ereeswist thegteehment packet,56 or  exanpl e,
upl oader 36 as shown in FIG 2. The neta 12

SUBSTI T[0WB] SHERToddRPI3E diferaldl RRed/ @83 98 fber of t
ST SG20041 0000ES Lt 2wy e s By rnber of parametgts such s, for

angxAepld, RosHPEMRSt 63&dr4in fﬁ@ﬂérr@r‘ffé'gg gﬁ g% Fvégsf y?‘ﬁé 613%/%?3 contained in

managi ng access to the atta

Up e ased on a nunber of parangters

quE:E as, e?@%ﬁ%@%&,ﬁéﬁrr %@gﬁgeﬁeqppg?e gﬂs%%ﬁf‘eﬂrﬁ ehgnge. One server
plurality of servers. The servers contained in the

se A Lq %/%'?C*@&' LY the saiveatgllft and idaniidiad @siihe dwsting server 38. Such
preference. One server may be selected fromthe

sep&lestion sraysre pedoinaechforf éxaimpls, bjeplasier 86. ser ver

38. Such selection may be performed, for exanple, by

upl oadej043p. Befbld upkiaairg opdrethBgeaEiRBES of iHteselected server may
readi ness of the selected server may first be

defiret Be Rtermifed.O m?sér"nbﬁcg ?@‘?}‘Qﬁ the Eel%%egnﬁécﬁ?ellsrz{a\{/er{ot be accessible

may not be accessible eady.

de ] : er is not ready, Db

Ae4RIE R BS SSEN e e 860 598 Bt roacy, by for

se%gect d froni%\f;&'seryer list 64 and identified as

t ¥R iquo:g r agg_hqgﬁgﬁvqgég@( @p'ﬁj:t@%ﬁ‘pnh’[he server list 64 and

selected server is ready, the attachment packet 56 is

upfgaiifiad anthe hertingarveiB&ebipen deseryininbdhat 2 selecter server is

upl oader 36. [042] In certain enbodi ments, uploader 36

| seady] ineegtemheterit paokeida is uploaded onto the hosting server 38 by, for
example, uploader 36.

[042]  In certain embodiments, uploader 36 is an integrated transport
system, capable of transmitting data using any known file transfer protocol and/or
method for large file transfer. For example, uploader 36 can communicate with the
hosting server 38 using the HTTP, HTTPS, FTP or the like file transfer protocols
supported by the mail server 40 and hosting server 38. The file transfer protocol
used may depend on a parameter or by determined by the needs of the application.
For example, HTTP or FTP may be the best option for efficient file transfer and

HTTPS may be the best option for file transfer over the Internet as it may ensure

transport layer security.
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system capable of transmtting data using any known

file transfer protocol and/or nethod for large file
wonrengBe97 For exanpl e, upl oader 36 can comMmUNPCE&ISE2004/000052

with the hosting server 38 using the HTTP, HITPS, FTP

or the like file transfer protoc ortedb t he

mai | se[Péé} wﬁhgnwb/speﬂgﬁs@nb@on@@Strﬁ@ppaﬁ@r?) and hosting server

transfer protocol wused nay depend on a paraneter or

by3& atayruseneseriasedeauthenticatibn foresegopngithe file trémsfer operations.

exanpl e, HITP or FTP may be the best option for

ef ficieou4]illa domeshess, apibaddt BBInappelsapabie EiRiproving efficiency
option for file transfer over the Internet as it may

’(A ;?Lgﬂ%%cglﬁ% grﬂ% étt%@rg‘ﬁ% ‘cS@’ Ogi)%é%lgég?%% o ri% Sb&&llel processing
ndSeRgRRLhY evERadi 8y Tl ﬁﬂ%@%@ﬁéﬁ“ﬁ%ﬁ?ﬁﬂﬁt of&fiifye. by being
 ogaad 88 AT R S g ahment packets
ef ficiency of uploading of the attachnent packet 56 by

pabtitd edrrespmnedg hgstineaservers| 3% r bae ssmigr of leéﬁR.\%tLﬁmels may be

by | everaging on multiple network connections, for

exdetpirineldbybsalagcing @9icpn pedoinsantsewitin sy stehe rddblire utilization, for
tunnel s for uploading nmultiple attachnment packets 56

t f
Sgrgearplian trU g rener (o ncimgwiten 2

Eig‘;rg{ﬁ%ﬁﬁd%@@;@{%% thgessn@ ﬁqg(?%/ﬁj%ldteﬁé}ht qa58ve which, the
ngiﬁﬁ &@&E‘S&M%Léé’ ?Fg %dﬁa {aveE r@% T r@a\qml)he several

be broken into several smaller porti ons The several

sneinpligr prstiensomayre/Upleaded npeids Feppately te drahestingyserver 38

to the hosting server 38 wherein the several snaller

powhéeis g seevdlnerdallar pogtigenamrcgbmetiite rerdegienate the original

attachment packet 56. This feature would allow the

C apdtinnd it pRickE€86IMTARE fekR)ENould allow the capability of resuming broken
uploads by only uploading the portions of a file that could not be uploaded due to a
bad or broken connection, which may in turn improve efficiency.

[046] In certain embodiments consistent with the present invention,
attachment package 56 may be “fingerprinted” and compared with packages already
stored or previously uploaded. “Fingerprinting” may be performed by, for example,
hashing the contents of the attachment package using conventional hashing
technologies, such as MD5. By doing so, certain embodiments of the present

invention may avoid uploading and storing an attachment packet twice, thereby

saving bandwidth and/or storage space.
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upl oads by only uploading the portions of a file that
coul d not be upl oaded due to a bad or broken

woaom@stdoon, which may in turn inprove effi ci eRCY/SG2004/000052
[046] In certain enbodi nents consistent with the
present invention, attachnment package 56 may be
"fi nged@47Int &iertaingmhodimenis Qﬁtgﬁ Preascd Juenipp éagly involve other
stored or previously uploaded. "Fingerprinting" may be
peohigomthld pardnestersy aoph @s thiesbbidsgot miniowm eliowable transfer rate
the attachnment package using conventional hashing

t fhedlswabrUeh fiRstradidtersBy tHOhBStIFPsever B8 Buch exemplary
enbodi ments of the present invention nay avoid

TP 07 B AL AT PR o oo o
HEET LE 26 .
S eass sbes s RS O ORI o e

present invention may involve other configurable

par anet{848] Librr ambodineenisiraay £EPIeN an eRHeRRlIRAkAmEter such as an
transfer rate and tine allowable for file transfers

t apideddrazsiche gettmgwehicB glecBlasthayx lmgl package lnoatdrds adll be held on the
may be used to prevent excessive upload tines and

alhaseRepus aftel kit sliddegstul apiel STHI®@lpesdf@drdmeter may be used,
aborted due poor connectivity. [048] O her enbodi nents

ﬁé&é%pﬁ %8 a pa?dgﬁﬁ‘n?érca?ﬁg @Qﬁtﬁ)ﬁ ﬁoSM%Ha 1 baldRbe#ENeen safety and

ong package contents
server 40 after their

will be | d.on the il

sﬁ%‘@?flﬂﬁzﬁwrbgﬂ%erm% SYY¥E Bt paraneter may be used,

for exanple, by an adm nistrator wantipg to nmanage the ,

bal ancdOfgk méé@iogﬁ‘Fre%@/"hﬁYoa'S%PSrt%}@%‘ﬁ’ltﬁ PEQ?’?'%ﬂ?ﬁwc‘?'{}@ur ation of
mai | server 40. [049] Upl oader 36 may al so be tasked
widetacimid4. ni supgortotiis appligatiom obany deanrgdsein the afprementioned

supports the application of any changes in the
af @infiaBRib® pathmetend.i gomdnenpamanteasticvedrframententral server for

may be retrieved froma central server for
updating the detacher 34 application.

[050] Additionally, uploader 36 may contain logging and error reporting
features that allow the administrator to monitor the application performance and set
up automated application support. Activities of the attachment distribution system
28 may be logged at different configurable levels and it is may also be possible to
configure the time that log files remain available. Such parameters may be useful,
for example, for diagnostics purposes, thereby allowing the retention of critical
information while controlling data storage growth. The generated logs can be

periodically transferred from the mail server 40 to the hosting server 30 for mining

and for generating reports. Error reporting can be automated through an email
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updating the detacher 34 application. [050]

Addi tional ly, uploader 36 nmay contain | oggi ng and
wenomrossmporting features that allow the adm RCESGaE0a000052

to nonitor the application performance and set up

aut omat ed application support. Activities of th

anotifidgationtsyatesns Fouekampisy ssavere zeronﬁg)nw@on%gg%b%feported via email

di fferent configurable levels and it is nay al so be

pasthichdanfigaraisle atingnistratdnérom awonfigurabbeyséndersatraecanifigurable

avai | abl e. Such paraneters may be useful, for

CTROBRR st Yon of oritical i ni ormhtion while

ggﬂt Lgtdé‘lig- iﬁg?}ﬂ% ifh t%rgglr?g g\rlgrfg: GTagargylﬁgE %ttarfé%cgtgg\}%esystem like
PRENTLR R N e e e —

thrO%gh an emai | 15 SUBSTI TUTE SHEET (RULE 26

spegtiopsTikemmova 0delebron i peaichteswt §923.t%‘#ﬁh hosting servers

For exanple, severe error conditions may be reported
V38 igctBilé, butart met imittd dos IABTE sedveraj ETPateoversasiialike servers
configurabl e sender at a configurable frequency.

[ @xdind l&ﬁy'ﬁﬁéﬁchgth%ﬂch% pabfe 6f stEhE? addiediveries fiks.

renote  fife systemlike functionality for uploading,

retri _ex%gg a”ﬁja8p&|8h% ﬁdh{;%ﬁié‘%t@ﬁn ﬁhbﬁ?&ﬁ?lrﬂ&%ecure fast and

al | ow oper I ons e nove or delete on

TER TSRS U T —
servers or the |ike servers runni ng any protocol that

i Qndaqyémr@mftlogthyrmﬁ@t%m@gc?euw&atﬁga?@ les. [052] In

addition to providing file systemfunctionality in a

secur e[053ist lafodnatieh pablidedby ter detacher 34, indhe sretagiata of the
may al so provide facilities for user registration and

ST, M o0 e o ot o
mesttcﬁ'aaé,t l%p%aﬁ&ﬁ transport, access, and life-cycle management. The meta-data
in the attachment packet 56 may contain information on the sender system 100, a
recipient system list, the profile of the mail server 40 for internal recipient systems
102, including department and location and file name and extension.
[054] The hosting server 38 receiving the attachment packet 56 can
optionally replicate the uploaded attachments to the server of choice of the recipient
systems 102 whose profiles may exist either in the organization’s directory server or

in the registered user database. Such replication can optionally occur immediately

after the upload to allow the minimum download time for each recipient system 102.
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attachnment packet 56, may be used by the hosting

server 38 to drive policies for storage, replication,
woOnrengemot, access, and |ife-cycle managenent. PTISG2004/000052

neta-data in the attachnent packet 56 may contain

informati on on the sender system 100, a recipient )

syst em[0$&] , lngeripincgmpedisientsdhadosaterphiest & irsgrted in the email

internal recipient systens 102, including departnent

arvanl ke attivatechatithiel reeipistesyaten 402 do sétdave fitsbaltadiment packet 56

hosting server 38 receiving the attachnent packet 56

C Hysobibtd Pth ive [RBIArGHEctisse SR RAS)AMBACOERIMthEP directly
the server of choice of "'the recipient systens 102

SRR LR oP 4t il PESrl ] A8nENRCHE B Bsiured on e
B S AR T S BRI GRhS s 3 or . for
for each recipient system 102. 16 SUBSTI TUTE SHEET
( RY¥Eme,) berencamiaiedesa sempgapnion e tapstor hjef|58.n

certain enbodi nents, the | ocator object 58 inserted in

t he end0566]carf the racipiardtsydteat 102 autreritisaton isyesuéed ld@n the

to retrieve the attachnent packet 56 associated with

t hfuth&fRaE6n PRaEBE pefformug by Rishiny Rre-teratitsd dibttoey servers like

directly wthout authentication or after being

palﬁ?‘gﬁﬂ?rﬁé%?%ﬁtﬁé%‘?g?@%%ﬁfnha ?/ro@é é%%‘r%@f?\gﬁﬂ tﬁ@‘?e%is’%eﬁ%d user

Sys I's confi1 gur ther o

host i ng server 38 or may,..for example e . .
o, EE st iRy ancBhpronBTR okt B caisr acemaiaddress which
[056] If the recipient system 102 authentjcation is )

r s¥RAld gan henbiRheneritiad againsiAeI V9N yeHRiepk pYIp et ppptained from
querying pre-determned directory servers like the

L (the Afctaatata of frer embd. dihganiipiant siistem b2 seair alsprig fequired o enter
the regi stered user database. The hosting server 38

C@F@é‘»mﬁ far usitflcation @9tiRe hastngisbrved8BeShiswhimiides a framework for
woul d can be further verified against the original

| SRR n YRS leR 00 e ey e origna
' erggfpfeen stygteﬁwnsF 62 can download the attachment packet 56.

[057] In situations where the recipient system 102 does not exist, then a
new user profile is created for which the user can submit a password and preferred
location for future deliveries. If the email address is not found in the recipient system
list or the password is incorrect then the download is disallowed, otherwise, the
locator object 58 is authenticated for validity by the hosting server 38.

[058] Thus, the hosting server 38 can be configured to disable download by

any recipient systems 102 not on the original mailing list via mail forwarding in

addition to the authentication mechanism for file delivery described above.
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a password for verification by the hosting server 38.
This provides a framework for verifying the recipient
weystunssh02 before the downl oad so that only tRET/SG2004/000052
original recipient systens 102 can downl oad the
attachnment packet 56. [057] In situations where the
reci pi B¥%5€] sy Kiteersenderdysten J00grnuestednBetYN RRGRIRES BRING a
profile is created for which the user can submt a
psasidardlemat! dieef featurd, thedwestingsehar FButan gend a download
deliveries. If the email address is not found in the

r 8GhithRifonIME lseitel systerdr1dohia thasem® blah emdilcaftarasticcessfully
en the download is disallowed, otherw se, the

t

| H . . f. K I

hﬁﬁﬁtﬁ%‘d@ @%ﬁa@hhf%@d é%ﬁﬁﬁhi? B} R PR 5"

can

e p W01 < Bl Fie-4ib4 hBRrishE e vy pprpmgers and can

via mail forwarding in addition to the authenticatjo

nbe igiehalyn enderced) @9 erfprapsign adie py B@%ﬁ%%ﬁﬁéer-inecclﬁc basls. This
SUBSTI TUTE SHEET (RULE 26) WD 2004/ 083997

PR3 GERADBE 006D Dy ffeafiehcy bf ahessseordimefsgrseemor@xample, the
requested "Return Receipt" using a standard emai |

chitahmERedigfrbutibh 8ybtest R8 otk e todyured soehgl the attachment packet
ownl oad confirmation the sender system 100 in the

d
;??g%ﬁ%%e%ﬁ gg%{(éq ?%%rﬁ%nt%i%?é?%ﬁ Bb'ﬁéve%%ﬂl@é’«ﬂ’édﬁggoqﬂé, or simply after

al e y recipient system 102.

e life-cycl e managenent may be governed by

ph’i’%%ﬁi&‘?@éﬂrﬁﬁﬁn&} a%&gg?'obal 'y enforced, or enforced

on a file or hosting seryer-specifi S| S. Thi .

pol i cy Q&1 pédminisaatien of | Qﬂ% cﬁ%gég@orwysﬁem 28 may involve

timefrane. For exanple, the attachnent distribution .

syist eatting upcandimodification gf tedvasipustparameserstthalderide the policies

packet 56 is deleted after all recipient systens 102

hawechpvairraiedishiag of i attactshaml distabuton syster@@k sdministration

regardl ess of access. [061] Admi nistration of the

AAALHIBRHohEH ThdHilg BySHSAGMmstrat8Y oh R¥eh Yife mail server 40. The
administrator can set or change the servers on the server list 64, thereby changing
the hosting server 38. The administrator can change the processing rules 48 for the
attachment packet 56. The administrator can add or remove qualified sender
systems 100 whose mails will be intercepted by the system. The administrator can
decide the life of the attachment packet 56 on the mail server 40. The administrator
can set or change the time for which the links inserted in the mail will cease to be
valid after insertion.

[062] The administrator can enable or disable automated notification by

email upon each successful download. The administrator can enable or disable the
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the setting up and nodification of the various
paraneters that decide the policies governing the
woumatossner ng of the attachnment distribution syBCESG2@4/000052
Adm ni stration may be performed manual |y by an
adm ni strator, on each the mail server 40
adaatyre of rcipieabsystem K12 arbaricating, %W@ml@ﬁher@ﬂﬂy to configure
server list 64, thereby changing the hosting server
38&vhéther adndtra Mm'pnien‘r systemcdiiZnast érdepapassword)before siownloading an
48 for the attachnment packet 56. The adm ni strator

C afitaaHehedit paekatvss qual i fied sender systems 100 whose

mails will be intercepted by the system The
adm ni t
o o 0692 UABRS TS, e S pEinkTEaBid RNIPAEY encbe

can set or c i e for,which [
" HosPi 8fve RO T RE chiiBen Sod e giar HiSataghment distibuton
insertion. [062] The adm nistrator can enable or

disystene 28u @RNgssi MY he irefieaigd I@Weﬁdnatawp%@ﬁ detection of the
successful downl oad. The adm ni strator can enabl e or

dichabpes ththe parasudens Oyhe GHzader(IRUDE c26h gl server 40.

2004/ 083997 PCT/ SG2004/ 000052 feature of recipient

syst em[084] authHeehbdtimgtderver IS ca®vpopirevidehairabidtiativntod the
configure whether or not a recipient system 102 nust

e% %te?g&?é?g@g]@ %&faﬁ{sqG@%Hﬁ%ﬁ'&%eﬁ?maﬂ%é@ﬁfﬁ{éggem 102 profiles

pac pl oader 36 nay conprise a

T GBI Baldpesh AR o SRAPLPand)fRhe BOLRFENAY Ao KBt information

di stribution ystem 28. Such chapges may be ref] ected
i (A% |a§tQ€fs;$V\(%ér§‘ @%\@;‘m@é‘f’é‘%‘t‘ﬁt@ﬁ Rfﬁpqgﬁ'éce E%@@“Pl? ?H@'“'Strators
paranmeters by the uploader 36 on each mail server 40.

[ Gmu]d Ty sersier sysieors €00 sRodrmyedlsss! tbe@tta@bment distribution system

adm nistration of the registered recipient systens
1B amdithid nail sefverewonmihith heoé miterdepssts trenmal sent by them. The logs

profiles to the database and setting or changi ng of

I REIARIY by i @bad2r B ahd kife InfdPRaTRIN PBintained by the hosting server
38 can be used to create reports at the file level, to provide a comprehensive
understanding of attachment packet 56 resources, their availability, usage and their
cost. The same can be done by any event capturing software in place of logs at the
hosting server, in essence it is the capturing and processing of events that allow
such reports to be created.

[065] The attachment upload events captured in such logs could be used to

generate access statistics details on a per sender system 100 basis. Resources,

such as bandwidth and storage usage, can be quantified to track and control

expense as well as monitor business practices on a hosting server 38 basis as well
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such as password & downl oad | ocation preference. For
exanpl e, admnistrators could view sender systens 100
wohae4hvasm7used the attachnent distribution sysPemsG2@4/000052
and the mail servers 40 which have intercepted the

mail s sent by them e lo | oaded by the upl oader

S48 RET AT SYSITAL B basis, o1 ¢ Honn BRd.inge RB8 Beriiped lo oreate reports
server 38 can be used to create reports at the file

| efh@t helpdrastondividual etaphraraisshwdateuradipientsyditeny 12 user-id, file size
attachnment packet 56 resources, their availability,

usaueb tiaedfor Hewnloadost . The sane can be done by any

event capturing software in place of |logs at the

host i ngose] VelDesérfbe%ﬁﬁ@r@ﬁ%fﬂeP with rEfé?ﬁﬁ@é)fdJFfG‘@. @ftg& is an example of
processi ng of events that allow such reports to be

B UPR RSB 2L B e e o
L P b 2 Bl BT DAL SO0 L vorcconds

be quantified to track and control expense as well as
no#h earilt&swille adargessized edashmenhds ta Hijee sesipienss namely Jane 202, a
basis as well 19 SUBSTI TUTE SHEET (RULE 26) WD

20083997 Ke@ld SERp04/ DOAER win werksFond eustonséresh AORE in Kuala
basis. The downl oad | ogs can be used to create reports

t haimper and sk 200041y bftddyert bRGRIER Primtdl¥ iflFafvan.

reci pient system 102 user-id, file size and tinme for

down! 03867 togﬁg; RSiLeR %augngéfo? Bleds!iRgb&IeBNERGE John 200 sends

to FI I'S an exa an app at

t he tachment distribution syst 28. In this ex I

it 3he FECTRn § oinas redie 5o evE Kook et isiver Ahpe ACME

corporation in New York sends an email 42 with a S

| YRS Batvark ydEie the smaildt2 isrsecesseiddneties]etaghe 34 which finds

Jane 202, a co-worker in Kuala Lunpur, Jim 204, who

wdhibthieonaih atiasiiroeet siné oAt itachroattald isuamer tlerdtHeysipe allowed to

206, an enpl oyee of Geat Printers in Taiwan.
be sent unhindered. The detacher 34 also checks if John’s 200 email address is in
the list of qualified senders and upon verification of this fact proceeds to extract the
attachment portion 44 from the email, replace it with a locator object 58, and create
an attachment packet 56 containing the attachment portion 44 of the email 42 and
meta-data containing information extracted from the email 42 about the recipient
systems 102. The email 42 is then sent out in the normal manner to all the three
recipients with the attachment 44 being replaced by the locator object 58, for
example a URL. Meanwhile, uploader 36 may be looking for new attachment

packets 56 and, upon finding an attachment packet 56, immediately uploads the

attachment packet 56 to the hosting server it is configured for which happens to be a
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[067] FIG 5 shows the sequence of events triggered

when John 200 sends out the mail. John's 200 mail
woeansthe New York mail server 40 in the ACRET/SG2004/000052

corporate network where the email 42 is processed by

the detacher 34 which finds that the mail attachnent

si MewoYorkrhosiing servinBas 4t isdolhe peiedithals in thés example, only Jane 202

all owed to be sent unhindered. The detacher 34 also

cheakased ajutticidaddrvenso fardddrezeiving aftachrméet packetob6 and is

qual i fi ed senders and upon verification of this fact

pr egpttdfed Witk streaipierit peofilet t achnent portion 44 from
the email, replace it with a |ocator object 58, and

creat engo%%] at f-'@.@@Iﬁ&wgﬁ%ﬁ&to%tﬁﬁrﬁigbg&%@iohgf ttggltwrgent packets 56

a
attachnent " portion e enul a-

containing informtion extracted fromthe engi 2.0

oot BpliiAng B pEflery o SGBREECAR Sial it b2, 18 thig example, Jane
sent _out in the normal nmanner to all the three . . .

r eé0Papedready Wsed dhigsysiennand has aoragﬁerreéipwragl@dngvatmg a Kuala
the |l ocator object 58, for exanple a URL. Meanwhil e,

upLompar hestingagerver B8l ks itige hosting:semet.atherafore, paskenss the New
56 and, upon finding an attachnent packet 56,

| MYBek lnbsting seneedBa idteivedttha cleneattadhme&etitpduhet 56t ibmoks at the meta-
hosting server it is configured for which happens to

E‘é%?‘s@ oc@éggrgéon 5 fﬁhé%éﬁ?h?%e?r@1d%%%§4sg§%l%ﬁﬁitg its database.

New Yo hosti1 ng server 38a.

Lo afies et 2da R areay b R RertuieR Rt FRE A SS 15 Rheduted for
L aroatAn T b tackorus] b epreoaRe Ecatie TabaRe 2R3 this example,

of replication of attachment packets 56 for
opthenKzalad-unmeurdulsting sgries 388gi Sinee din 284 ignddrnn 206 are not yet
systens 102. In this exanple, Jane 202 has al ready
usejigtbresl sy furtherantoh &sreauiredifot thegstepent i | e

indicating a Kuala Lunpur hosting server 38b as the

host i Ng[&@)) VeThe HRAVEH Aff the 8MafaRNa s atthén MMt patkck 56 is shown in
hosti ng sefver 38a reCeives the new attachnent packet

56F|é.t7 5&8#3" e trhpge F@c‘iﬂénts get the same email 22 with the locator object 58.

When Jane 202 clicks on the locator object 58 in the email 42, the attachment
packet 56 begins to download immediately from the KL hosting server 38b and no
further user action is required. However when Jim 204 clicks on the same locator
object 58, a web page 208 is launched for prompting Jim 204 to register his profile
with the system by entering his email address, password and a preferred location
(selected from a list) for future replication. Jim 204 is then able to select that he too
wants to download from the KL hosting server 38b and since the attachment packet

56 is already replicated for Jane 202, Jim 204 also downloads the attachment packet
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data to check if any of the recipient systens 102 are

registered with its database. Since Jane 202 is
wahkoEadyr egi st ered, the attachment packet 56 PET/SG2004/000052

scheduled for replication in the background to the

rre n for Jane in this exanple, the
ﬂtﬁt'?f %8§?”91 §eRver SéP %%HS oaenﬁ@mfﬁhemtaahment packet 56 at
L nn 206 are not regi stered no further action is
r e‘é'ulhpéﬂng SEMVERSS ér\fe@éfﬁhtbe §resgh fohsentirlg therrgquirembats of all recipients
emai | 42 and attachnment packet 56 is shown in FIG 7
af tegisterteld witfe thehKkdosting pemrt 38pet the sanme emai|l 22
with the locator object 58. Wen Jane 202 clicks on

the | ocgvoLeOIbn@cs d@&:rib@sttl'i'@ p?d@sg ot%ﬁﬁkﬁﬁeﬁtrrpﬁﬂg%tdenvery to

packet gins to downl oad | nmedi at e _
o reﬁwﬂéﬁﬁéeﬁs?’%sﬁ Sfared S on @Rk B Bl is prompted to
:o?r%a P56 T st tioB racRos Ut Fthgrsgmd Eraner ASwHe 204 in KL. Lynn

sy stem by entering his email address, password and a
’ pr?étaewlgﬁtsltbéﬁ(?&%t locgtiore whiah iSrao haiwani kastingeervert 38teand is able to
replication. Jim204 is then able to select that he

t ceeamiessly downiaadhthesattZchatent packét 5®attenitieseylstatids process.
and since the attachnent packet 56 is already

r efriteirede f faturd 3! o
attachnentepacut{et gﬁ%ﬂ@é‘?ﬂ%@%@%&ﬁ?&?é@% %ed on her

in
cﬁi%?%@t? leT)ﬁT é§%9§é%?gggatnh5ﬁo§‘tirn eﬁiyér:ﬁcp ﬁ@t %@erred location
| server 38b woul d be enough for serving
t?éd?b}ﬁ%% Hﬁ%’ts of all recipients regi stered with
the KL 82?“ n erver 38b 070;1 FIG 8 describes the
procesd06f] gha@resant jnventionyulfill #esneed for a

who is al so not reg|stered and upon clicking on the

| ihigh-spegd aliptributaddile tregsfrendustorag et drthanegitaht af barxisting
page 208 in the sane manner as Jim 204 in KL. Lynn

2Q0rmebectmall heradiesest drecaidme e\ﬁ’férﬁihsésstoas@ﬁﬁléﬁﬂly improve their
hosting server 38b and is able t

collaborative environment, while providing a platform for future application
integration.

[072]  Although only certain embodiments of the invention have been
disclosed, it will be apparent to one skilled in the art in view of this disclosure that
numerous changes and/or modifications can be made without departing from the

scope and spirit of the invention.
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seanl essly downl oad the attachnent packet 56 after the

regi stration process. Furthernore, future replication
wand4bssdovery for Lynn 206 will be based on hePCT/SG2004/000052

specific profile which states the Taiwan hosting

server 38c as the preferred |location of delivery for

hemmmmodi ments of the present

in e need for a high-speed,
digtribyted file transfer and, storage enhancenent of
an%'exi s Prf’g‘acbmeﬂip!ﬁ@)@ﬁ’ﬁime'ihﬁ’fjr%wriﬁi’ﬂ%#@ sigas &fiabl e
enterprises to significantlﬁﬁinprove their

col | abor at i vRrosagsing mmestnail aving qomessaya poriopl artd am attachment
for future application integration. [072] Although

only ceperiion byrebdeiachet ® idéntifyandthersbiyoisolagy &t le&@ehone of the
disclosed, it will be apparent to one skilled in the

art in iessagsé pbhion ﬁ@lﬁb%ﬁtﬁcﬁﬁéﬂﬁboﬁf&%ﬂé%nﬁé‘ﬁ@@ﬁ%he other, the

and/ or nodifications can be made w thout departin

fromt LIl ' don. 22 , . .
supsTI TOTRT E%E@?a{%ﬁﬁgb fﬁte\%aég%ﬂ%%@gbéﬁ system being associated
PCT/ S 04ﬁ000052 VWHAT IS CLAIMED I S: 1. An

at t achnernt®8i stri buti on met hod conprising the steps

of : processing an _email having a nmessage portion and

an at t achmer@engsating Bietanata ineaspoinee to the ematllifeingiptbcessed, the
thereby isolate at | east one of the nessage portion

and t henetadatd farmackaging avithothet dtaobimerit portton ohide email by the
other, the enmail having a source systemand a

dest i najdtachenytotfenm baiaMachRRAE batkst, tHeeRiddita being descriptive of the
generating nmetadata in response to the enail bei ng

processfflgjit he netadata for packaging with the
attachment ‘portion of the email by the

generating a locator code by the detacher for storing onto a database,
the database being in operative association with the detacher:

generating a locator object from the locator code by the detacher and
embedding the locator object into the message portion of the email to form a
message packet;

delivering the attachment packet to a holding server by an uploader,
the attachment packet having an attachment address, the attachment
address identifying the holding server and being indicative of the location of
the attachment packet within the holding server, the attachment address
being stored onto the database and being associated with the locator code,
the uploader being operatively associated with the detacher and the uploader

being in data communication with the holding server; and
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detacher to forman attachnment packet, the netadata

bei ng descriptive of the enmil; generating a |ocator
woaQaoE/08y9t he detacher for storing onto a dat abBe®/SG2¢0h@00052

dat abase being in operative association with the

det acher; generatl ng a | ocator bi';]ecé1 ecgomt | ocat or
code by t hedgiesngdhe snessag £ ReAGSHRGHAN SYHPEL ¢

into the nessage portion of the enmail to forma
nmessage packet; delivering the attachnment packet to a

n3ui ng 185 aneamet ARl PRI T or A TR IR RBLing the steps

identifying the hol ding server and bei ng |ndicative of
tRE | ocation of the attachment packet within the

hol di ng server, the attachnent address being stored
onto the dareteidegdmeinessage pssketi byt ke d,ﬁatlna?msystem;

| ocat or code, the uploader being operatively

associ at ed wttivatingethd edcatdesbjeotintthe nigdsagdeuackbgi ng
in data communication wth the holding server; and 23

SUBSTI TUTE e 204 1D&ERPIhse to the |ocator object bein
PCT/ SG2004/ %@rg& deﬁaverlear%%t he rrei%gge packet : o

t he destﬁva}tao (fystem 2. The attachment distri but| on
met hod P5VF RSP m 1, further conpri si ng the st eps

Systom - cOBNETTRACBREbPRORY T 06 PRI gé’&a&to the

packet; locating the attachnent packet in response
the | odastinatists) systemdn respanseito Abe attaghpeatpacket Paing located.
the attachnment packet fromthe hol ding server to the

3. The attachment distribution method as in claim 1, the step of processing an
email having a message portion and an attachment portion comprising the steps of:
verifying compliance of the email with at least one processing rule, the
processing rule being pre-defined; and
detaching each of the attachment portion and the message portion of
the email from the email upon verifying compliance of the email with the at

least one processing rule.

4, The attachment distribution method as in claim 3, the step of verifying
compliance of the email with at least one processing rule comprising the steps of:
obtaining the attachment size of the attachment portion of the email;

and

24

SUBSTITUTE SHEET (RULE 26)



destination systemin response to the attachnent

packet being |located. 3. The attachnent distribution
worbhamd3®ms in claiml1l, the step of processi ng BAT/SER®HI000052
havi ng a nessage portion and an attachnment portion
conprising the steps of: verifying conpliance of the
emai | with a@nfn/@@sqorawrﬁ%g&%éﬁaglﬁwg{) SlF%v't% a reference
processi ng rul e being pre-defined; and detachi ng each

of t heatiathmobntsize gbetatianhment side heing atjleapbef thermeltsgrence
the email fromthe email upon verifying conpliance of

t he engithciwntht $ibe fdrtconpliasice thereprithcessi ng rule. 4.
The attachment distribution nethod as in claim3, the

step of verifying conpliance of the email with at

| east one processing rule conprising the steps of:

obt ai niThg attachetenadistimittiosimethot! ashis clainmé Hiverstep of verifying
portion of the email; and 24 SUBSTI TUTE SHEET ( RULE

26ompParedéf BRIAAZI REEH/ 5210 6h8ROSSssivE rilé Wrttger comprising the
conpliance of the attachnment size with a reference
a%fe%grk?_ant size, the attachnent size being at |east of
the'reference attachment size for conpliance

E |h Zir ?nw.a,f hi h g'r%v@ﬁg %} rte\?egrgﬁgg %ﬂ@kﬁ@%&%ﬂ% L(%%éé%é?(ﬂg@é IiEPcontaining at

email with at |east one processing rule further
conpr i 9384 ONASOUEIEHSIYT: provi ding a reference source
list, the reference source list containing at le

ast
one source gaiching thesewicegystam asapeatesywitle the email with the at least
associated with the email with the at | east one

sour cepA¥Sbamasystamrhtained irethreefeference ssoroedist) arsd ;
and
verifying compliance of the source system of the email with the
reference source list, the source system of the email existing in the reference

source list for compliance therewith.

6. The attachment distribution method as in claim 4, the step of verifying
compliance of the email with at least one processing rule further comprising the

steps of:

providing a reference destination list, the reference destination list

containing at least one destination system;
matching the destination system associated with the email with the at

least one destination system contained in the reference destination list; and
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verifying conpliance of the source systemof the emil

wth the reference source |ist, the source system of
woOheo4mssiol exi sting in the reference source | PeT/SGRI04/000052

conpliance therewith. 6. The attachment distribution

method as in claim4, the step of verifyin o

conpl i ance \@rifying compliange ohthg &P%ﬁ@it'oﬂyﬁéfsﬁgﬁ%é’g% ¢rgail with the

rule further conprising the steps of: providing a

r ef er eebaredes diestnation liststhe delstinatidgresysterm efdbeiemaail @sting in the

list containing at |east one destination system

mat chi gorchee deslinatir IRt f ameeaRERigth. Wi th the
email with the at |[east one destination system

contained in the reference destination list; and 25

SUBSTI TUTE SHEET (RULE 26) WD 2004/ 083997

PLT/ SCRIE aftacipBat digtritiutipn metbodalsiiactaamot, thastep of generating
destination systemof the email with the reference

dgetddia cemprishig thehResiest i nati on system of the emi |
existing in the reference destination list for

conpl i ance_ Lhg ngi)iforrt?\ﬁgé[@frgg{ IRAATRIN! thelitfobnBtibh BBing descriptive

nmethod as in ¢ generating netada

conpri sj the ste of ; .extracting. ipnfornati I .
Che. entl Aeesior earrarah thoriy cRevef AR ahegesfdion system:
| east one of the emmil, the source system and the

dest i nat i onc@ygtiagthe N%Wti%tot?cga‘”ﬁ?‘@r'ﬂ% gia;@nd

obtain the nmetadata; and packaging the netadata with )

t he attachnpatkaging thenmetadate withdhe attachmest poitiongfihe email to
the attachnment packet. 8. The attachnent distribution

et hodinasebyigrhathe attachiens papketf generating a
| ocator code by the detacher conprising the step of:

8. The attachment distribution method as in claim 1, the step of generating a
locator code by the detacher comprising the step of:
generating the locator code by the detacher, the locator code being
one of a uniform resource locator (URL), a uniform resource identifier (URI)

and a uniform resource name (URN).

9. The attachment distribution method as in claim 1, the step of delivering the
attachment packet to a holding server by an uploader comprising the steps of:
selecting a server from a server list containing a plurality of servers,
the plurality of servers being arranged in sequence based on preference;
determining readiness of the selected server for receiving the

attachment packet;
26

SUBSTITUTE SHEET (RULE 26)



generating the | ocator code by the detacher, the

| ocator code being one of a uniformresource |ocator
wOLRI4)og3@7uni form resource identifier (URI) aRdTaG2004/000052

uni formresource nanme (URN). 9. The attachnent

di stribution method as in claim1, the step of )

del i veri ng identifidng Huhaelectedssiteer asthg hidibomgreesringesponse to the

by an upl oader conprising the steps of: selecting a

server réadiness sktheadelddted seosr deirigndeterminedal i ty of
servers, the plurality of servers being arranged in

sequence bagggy iy SESEHRRES pacitet SAtdI th ReIdcR8d sBRES by the uploader
of the sel ect eél erver for recelving the attachnent

packet ; 26 BSTL T S T ; Lrninad-
PeTI SUbRRIBERLa e Bl 157 ald R ipd P g pemine; and
the hol ding sefver in response to t readi hess, of .t he

sel ect ed seﬁwm%@?rﬂgta&gf’%%aﬁgﬂ?sslcgz Ayachaent packel% onto the
attachnment packet onto the sel ected server by the _
upl oadelatabaseraxhassasiating the atisgbmess gddresgpidth the corresponding
preferred server being determ ned; and storing the

at t achneeitoacstics $ise aftatihment dddrbseitdigaiinigethe aalectedhserver as the
dat abase and associating the attachnment address with

t he corﬁoﬁﬁgggw_ | ocator code, the attachnent

address 1 ndlfcating the sel ected server as the hol ding
server. 10. The attachnent distribution nethod as in

claim9 further conprising the steps of: identifying

pri&s enCrhedhttachptiaitelistabutiar methdubas in cabo @ifarthdr adomprising the steps
the destination system determ ning readi ness of the
sgjected server for receiving the

identifying presence of a preferred server being associated with the
destination system;

determining readiness of the selected server for receiving the
attachment packet in response to the preferred server being present;

identifying the preferred server as the holding server in response fo the
readiness of the preferred server being determined;

loading the attachment packet from the selected server onto the
holding server by the selected server in response to the readiness of the
preferred server being determined; and

storing the attachment address of the attachment packet onto the
database and associating the attachment address with the locator
corresponding locator code, the attachment address indicating the preferred

server as the holding server.
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attachnment packet in response to the preferred server

being present; identifying the preferred server as
woheo4hvsbadr ng server in response to the readi neeeTSG2¢00B00052

preferred server being determ ned; |oading the

attachnment packet fromthe selected server onto the

hol di ng server by the selected server in response to

- SR8 e M Bl 5 i st e

attachnment packet onto the .database and associ ating
t @t%hﬁm%ﬁketmmgﬁn%merﬁtﬁﬂ% o?:ocat or corresponding

| ocator code, the attachnment address indicating the
preferred <aterninig thaattachaientaddreseassegiated with the locator code
SUBSTI TUTE SHEET (RULE 26) WO 2004/ 083997

PCT/ SGHrtlspPoading withltheTlbeatat bbjeetreamd di stri buti on
nethod as in claim2, the step of locating the

at t achnent ﬁé@r‘ﬁﬁgiggw@ hoRiimséier §6ﬁﬂéﬁ1i|§’§§1théj§ﬁ§éHﬁ1@htr&cket in

the attachnent a ess associated with e | ocator

code ondi i t, QF ' : .

CGoee TERRRED B e Bl RB8 i Bk ipgt e notaing sadress
attachnent packet in_ response fo, the attachnment

addr es LY "E?é?%k%ﬂf‘l"ééﬁg?l?@eﬂé‘l"‘@‘#rﬁﬁs'address bei ng

i ndi cated by the attachnment address. 12. The

attachment distribution method as in claim?2, the step

of ,del i-ver] ACE - for L dicnc .
o Y U AR POElochas 85 B s A ering e
of . receiving, an authorisation ke royi ded.by the .
G EHACREA pAciy et T this ol SaneT Ty e RPSIAELEH suslEm comprising the
packet fromthe holding server to the
steps of:
receiving an authorisation key provided by the destination system; and
delivering the attachment packet from the holding server to the

destination system by the holding server in response to the authorisation key

being received by the holding server.

13.  An attachment distribution system comprising:

means for processing an email having a message portion and an
attachment portion by a detacher to identify and thereby isolate at least one of
the message portion and the attachment portion of the email from the other,
the email having a source system and a destination system being associated

thereto;
means for generating metadata in response to the email being

processed, the metadata for packaging with the attachment portion of the
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destination system by the holding server in response

to the authorisation key being received by the
waabdiosspser ver. 13. An attachnent distributi oRCSBESL@A1000052

conprising: neans for processing an email having a

message portion and an attachnment portion by a

det acheamaib by tleedictachantd mr@bgﬁam@m@@ket dhe mejadata being

of the nmessage portion and the attachnent portion of

t he emaddsctiptive bhtheotéal, the email having a source

system and a destination system bei ng associ at ed

thereto; MeapgahefordfiiRlatinds Bt EddR by‘tHeeéé?cQBﬁ&' fbPstoring onto a

the emai|l being processed,” the netadata for packagi ng

seer (RAEASE NG R o8l SR asatEd ™ the detacher

emai | by the detacher to forman,attac

the met adat AMBANREPT JRNGERINGES IREAAT QHiEC metﬁef&céﬁ@code by the
for generating a |locator code by the detacher for

st or i ngledacherandiambeddiag thﬁ@@é@mﬁg@t iptsl g massage portion of the
operative association wwth the detacher; neans for

gener atemgil o foryoea anesshgepackeipm t he | ocat or code by

t he detacher and enbeddi ng the | ocator object into the

nessage por tﬂn@ﬁn@foﬂdtﬁlveﬁﬁ@tHe htadHRhentedBREEROS holding server by an
packet; nmeans for delivering the attachnent packet to

a hol di Lﬂgvﬁgérv e Qﬁ?%eﬁiméﬁﬂg{sﬁawﬁg%Pﬁéeﬁa%ﬁﬁg?gtaddﬁss, the

packet rng’an a dress

address_jdenti t h h d b o

i ndi cat?&?&%’j‘ﬁ t%gqs%%lgl@pﬁwn&qﬂteﬁ'@réﬁé ggnﬁ\{%rﬁ%dgg%m{ndlcatwe of the
within the hol ding server, the attachnent _addre

bei ng dpeatien ehthe QtF?@hmﬁrﬁ!?%@taMH“Béh%QOE@!QJ%GP'H%dhe attachment

with the | ocator
address being stored onto the database and being associated with the locator

code, the uploader being operatively associated with the detacher and the
uploader being in data communication with the holding server; and

means for delivering the message packet to the destination system.

14.  The attachment distribution systern as in claim 13, further comprising:
means for receiving the message packet by the destination system;
means for activating the locator object in the message packet;
means for locating the attachment packet in response to the locator

object being activated; and
means for delivering the attachment packet from the holding server to

the destination system in response to the attachment packet being located.
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code, the upl oader being operatively associated with
t he detacher and the wuploader being in data
woanmossoat i on with the hol ding server; and melas/sGor04/000052
delivering the nessage packet to the destination
system 14. The attachnent distribution systemas in
cl Hh.m 1Be atiachreenicdispibutiom gystemeasiin ¢laim rigc teavinegns ffier processing
nessage packet by the destination system rmeans for
acan emiilravirtea nesssge pobii@cand antdtiachassi gertiprcsésrhprising:
means for |locating the attachnent packet in response

to the | ocatQeangkbafdrirfify BEMMibhYEbEthe adil WRANS 1644t one

delivering the attachnent™ packet fromthe hol di ng

at 1 acnrufporslfi TR R oPB g e o SRR Sutee

(RULE 26) WD 2004/.083997 .PCT/ SG2004/ 000052 15. The
attachrrezn dneaps frJeiacing £a 8887%38? rﬂgr]i’tg,)orpﬂ%and the message

means for processing an email having a nessage o
por t i orpertian oh the esnall fom theoemab biPed HMerifiing gomplianee of the email with
for verifying conpliance of the email with at |east

one priheesdead onel mocedeingrubeessi ng rul e bei ng

pre-defined; and neans for detaching each of the

attachnment portion and the nessage portion of the

emai |l fromthe email upon verifying conpliance of the .
entf.| wWhéattackment distibutionsygieotas &1 elgim JiSe thelmeamp dor verifying
attachnment distribution systemas in claim15, the
megorapliancevsfrthé winmagl witlo apleiaghore pfoddssingmaild covinplisiay:

| east one processing rule conprising: nmeans for

obt ai ni ng t heeaht #&EMAMIY the achhfersiRCoMAB attachment portion of

portion of the email; and neans for verifying
conpl i al.ﬂ%%rﬂéil'ta{h% attachnment size with a reference

means for verifying compliance of the attachment size with a reference
attachment size, the attachment size being at least of the reference

attachment size for compliance therewith.

17.  The attachment distribution system as in claim 16, the means of verifying
compliance of the email with at least one processing rule further comprising:
means for providing a reference source list, the reference source list
containing at least one source system;
means for matching the source system associated with the email with

the at least one source system contained in the reference source list; and
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attachnent size, the attachnent size being at |east of
the reference attachnent size for conpliance
wohew®mas®dh. 17. The attachnment distribution syBCESGaE4/000052
in claim16, the nmeans of verifying conpliance of the
email with at | east one processing rule further
conpri si ng: meaasdorf\@rifying wodiplignae oéthe souree systeoe of the email with
list, the reference source |ist containing at |east

one southearefdtehedsoliRalBt,fthe soatceldyternits the ehes! existing in the
system associated with the email with the at |east

One SOUfck&repie ggggﬁw%@%m&n E;E%n%@%hé@vﬁgrﬁ%e source

list; and 30 SH RULE 26
2004/ 083997 PCT/ S&2004/ 000052 neans for verifying
conpliance of the source systemof the email with the

r e{®r entige afHERReht gistridufien $9stete as s tlRioffe, the niyank for verifying
existing in the reference source list for conpliance

h . . . : . .
| nigfirbe g ERRMAR TR off phacoasird ¥ K& cBmpriing:
the email with at .| east. one prfocessi né]Sér ul.e fIU{ tﬂq]er f

conpri si ng: n}%gﬁgorf%rpvmr&/?&?%erhcer% \“@HB% ISt, the reference
destination list, the reference destination |ist

cont ai n#@gjingtion digkeonawingat leagkensdestitatien sysignd: f or

mat chi ng the destination system associated with the

emai | wi t h meanafor matohinghthediastination systepsassnciated with the email
contained in the reference destination |ist; and

means fwith Wt bf lasPoe dpstiraiion sykstdreotihéd i thereference destination
systemof the email wth the reference destination

list, thg ggptination systemof the email existing in
the reference destination list for conpliance

therew t h. . t i [ i .
e oL o eAe TR e ABEGR R 8im of the i
with the reference destination list, the destination system of the email existing

in the reference destination list for compliance therewith.

19.  The attachment distribution system as in claim 13, the means for generating
metadata comprising:
means for extracting information from the email, the information being
descriptive of at least one of the email, the source system and the destination
system;
means for compiling the information to obtain the metadata; and
means for packaging the metadata with the attachment portion of the

email to thereby form the attachment packet.
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nmet adata conprising: nmeans for extracting informtion

fromthe email, the information being descriptive of
wanod4@azm7one of the email, the source system a@/SGh@4/000052

destination system neans for conpiling the

information to obtain the netadata; and neans for

padRagi hbe eHachmentidistribution sysienyes i Blaimt13 dhe maansffor generating a

the enmnil to thereby formthe attachnent packet. 31

SUBSator (dbHe SiyERE deRbbHer 20mpasirg004/ 083997

PCT/ SG2004/ 000052 20. The attachnment distribution

system as i NmlapkfolgendrBEndBRNIScARI cBEBDYAhERBtAcher, the locator
| ocat or code by the detacher conprising: nmeans for

gener at &Glgeoggﬁgld?'féatgfoé uhi® R—:\éohp'ge} Rehisr Bth,t%“ﬁnif rm resource

| ocat or el ng one of a uni mresourc ocat or
(URL) , upi.f o esqurce, identifier (UR nd a

tnt 1o nite BT 3R ey 1320 tarbe LM,

di stribution systemas in claim13, the neans for
delivering the attachnment packet to a hol ding server

bysfn uﬂ]@ %ﬂ%hr‘ﬁ%ﬁ%fsﬁ@?ibgo n BQ'in ﬁl%lhﬁﬁltrééﬂ?? )a"le&ns for delivering

server froma server alning ap
sepver the plurality of.servers being arranged in
s chpecrBishmuRagkt i hrickE sV A I ey
of the selected server for receiving the attachnment )
packet ; nean®epos ferraiecting mgerviee from aseserdist oentaipdng a plurality of
the holding server in response to the readiness of
t he sel sarveds, $fez pliraliigioh gedetebeingedrangedna seguence based on
| oadi ng the attachnent packet onto the sel ected server
by preference;
determining readiness of the selected server for receiving the
attachment packet;
means for identifying the selected server as the holding server in
response to the readiness of the selected server being determined;
means for loading the attachment packet onio the selected server by
the uploader in response to the readiness of the preferred server being
determined; and
means for storing the attachment address of the attachment packet
onto the database and associating the attachment address with the

corresponding locator code, the attachment address indicating the selected

server as the holding server.
22.  The attachment distribution system as in claim 21 further comprising:
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the upl oader in response to the readi ness of the
preferred server being determ ned; and neans for
weoeneiosspot he attachnent address of the attachnear/sG2004/000052
packet onto the database and associating the
attachnent address with the corresponding | ocator
code, the atMgansdonridaaifyiwgpresencanel aprafawed seamrdping associated
server as the holding server. 22. The attachnent
di st ri bwith thre dgstiretioasyistens] ai m 21 further conpri sing:
32 SUBSTI TUTE SHEET (RULE 26) WD 2004/ 083997

PCT/ SG2004/ Q@8RS for®aBminfy ﬂe‘é@ﬁiés%}df% Eél@%@@@er@ér Rr receiving
e

preferred server being associated wt

desti nag.j tieral ni j : .
the. sel BersehepaPRAT o Bforfe 6"k BrireBRRrATeifly prosent;
packet in response t.q the preferred server bejn . .

present ms@%@nis gqr 'Baﬁfﬂﬁnﬂ;}ﬁﬁm“ﬁg earsgf\é?rr%%{@g’?q}g'lng serverin
as the holding server in response to the readiness of

t he preeSPPBSE Hrihpieagisiasy of heprafeised sapmnbeing determined;

| oadi ng the attachnent packet fromthe sel ected server

onto the honéang fadpadingtile bltaciksmentpackes éronethe selected server onto
response to the readiness of the preferred server

bei ng dgbdoMing $erdstbynBarselddéd sélir rdspenaé te ¥ RIHdiness of the
address of the attachnment packet onto the database

and ass&‘“eiféﬂédqger’\/@?b@ﬁw‘gacfélgﬁﬂiheéd%’g?ss wWth the

| ocat or” "corresponding-locator co t he attachnent

address indicating the.preferre serv as_the

ol i ng ser vEPahSpr skiuRg Fitdmetiafieiiol OF tiphment packet

as in claim114, the nmeans for Jocating the attachnment

packet ¥aphe datapase and associating the attachment address with the locator
corresponding locator code, the attachment address indicating the preferred

server as the holding server.

23.  The attachment distribution system as in claim 14, the means for locating the
attachment packet comprising:
means for determining the attachment address associated with the
locator code corresponding with the locator object; and
means for identifying the holding server containing the attachment
packet in response to the attachment address being determined, the holding

address being indicated by the attachment address.

24.  The attachment distribution system as in claim 14, the means for delivering

the attachment packet from the holding server to the destination system comprising:
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means for determ ning the attachnent address

associated with the | ocator code corresponding wth
woheodlosgmt or obj ect; and neans for identifyi ngPCI8G2004/000052

hol di ng server containing the attachnent packet in

response to the attachnment address being determ ned, o

t he hol di ng meatf fes seeriving anmalitbatizalionykeyheroyidesddnnibig: destination

address. 24. The attachnent distribution systemas in

cl ai m Bystenfyearmeans for delivering the attachnment

packet fromthe hol ding server to the destination

syst em conprheaidfor defly the TAdEehidiHE ackbdfForAGhe WOlding server to
2004/ 083997 PCT/ S&004/ 000052 neans for receiving an

aut hor | . ; Co o
and medie cpaihaih SeRaSinehd e R ke insBA3 i uthorzation
t he hol di .server. t he stination system by the

hol di nd‘eé’gq%\yéq r‘?‘i‘?'\feéjg@bh?ehﬁamﬂ?@r\é?ﬁ horiyzati ony key

bei ng received by the holding server. 34 SUBSTI TUTE

SHEET ( RULE 26)
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