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UPDATE OF COVPUTER- READABLE COMPONENTS TO SUPPORT A

WA RUSVEBENVI RONVENT  BACKGROUND [ 0001] | n t hePr@EE$2006/027251

di fferent types of content were distributed using
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CD pl ayer . TPSUPPORTIA TRUISEED Mﬂ?&m n VHS
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typically have CD/ DVD pl ayers i.e., drives) and .
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n . .
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to pr orm%@ conputing, devices, as secure players of .
Sodiveire B1ay REAVLOPEHg o capwishiethoaiend radina shariisdhe eenteyt with
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conghlting deheeContlenthefaroardnk.i ng System (CSS) to protect
ﬂbﬁf} I stribution of DVDs. DVD players were equi pped
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¢ :
A 1B UBLE G, MBS cn GO O i
devives (BSeindhe refemedttens pipiigh mmiidDambte grbmotpedrhhaimgdicoites
the Internet, Wth this conputer program end-users
e BTN g P rOpRBIofectighseheig War tradaied bl the
MOG6H PRIur@ ks SLifih SNBnIIRYA BMPAA). This protection scheme used an

encryption algorithm called the Content Scrambling System (CSS) to protect the

distribution of DVDs. DVD players were equipped to decrypt the movie content,
but could not copy or store the decrypted content. However, a computer hacker
developed a computer program that decrypted the CSS. The computer program
was then published on the Internet. With this computer program, end-users that
had DVD drives in their computing devices could decrypt and store the movie
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WD 2007/ 011667 PCTI US2006/ 027251 content in a
standard file format. The file could then be easily

W@ bmredieed t h ot her users on ot her conputing derRETES2006/027251
t hereby circunventing copyright protection. [0004]
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10046 | BrodiBtir SppiedleFios ok GBS eiesnel B0 pe
corfARAly th@éﬁp’t tY pﬂ@bl;@’dthegr&@ét\i%rﬁﬁheﬁﬁé? fifat b &sfg‘n@& td ﬂ%&ect
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ect | S IS, Vi Ol at 0. sone nn SUMVARY
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Theérefores, hbetefivficed ol 4 BRI tieh dokd Mg Un@EcadNARY @Bpidd
_ support a trusted environment. During the 15 periodic
inneerag Rnd-yECTP MECER Atd AteCHeRPEhemepa xicdatsd inysarae mgnner.
iMed i f there is a recomended update. Upon
receiving the indication, a new revocation list is
[0008Wn | Thelpetsént @montigic updateansshbitiseepranides a wethabioa
pendi ng revocation list. The pending revocation |ist
perjogliqafly checkang fsupdatey tonwgertaerstidravEonment. P eingthed
3 r .| V . N .
por O et AR o P B R B ErB e RPE L ER £
recomfientéd ipdapd. Uporpreotioitd the inticdtion, & asputvdrgtioe Ustde.
[ 0006]. This e:Sum’rary is provided to introduce a

doverdpadad; fspm dhe wrestsisracs andisaved gpRiPENEAS FoasRtiombstalde
) . . . Hats
per e (5hedieh el BfRlbleDor AR GERAA LEIMORRES bRILARE

contént espest iadligher ddvei eSprotectibe on @l canipating dbyiee thamehé er
nor, is it _intended t? bg sed as an aid in determ ning
profaqeon provd PEUTHE Ieaphrgiestipp 88 thegANRIH IRy Ee.
Tl e
00RO S SRR A60 (ko ot s
simpéified dneethiapare fertieldeswibed beloguirethe Didtaitedi Desktifgon. This

reference nunerals refer to |like parts, throughout the
Sumpmarpiihof indeided e @§§U§tw ﬁ%ﬂ%léeséﬁééﬁepﬁ catypesi i des]

clafilIWuB; tﬁl%ttéinn{n] is WSy & GORRH S BF oflEH &eferbiidthe BRY
e used to fipl ement the automati c update technigues

scopadf thecl@med ssbjdeanatidoed herein; 2

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] Non-limiting and non-exhaustive ernbodiments are described with A

reference to the following figures, wherein like reference numerals refer to like
parts throughout the various views unless otherwise specified.
[0008] Figure 1 is an illustrative computing device that may be used to

implement the automatic update techniques and mechanisms described herein;
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WD 2007/ 011667 PCTI US2006/ 027251 [0009] Figure 2
illustrates an exenplary content protection schene
wowvdnowlesTh t he present automatic updat e nechariBI$2006/027251
interacts to protect content processed wthin the
[0099PUkighge 916MisEates A WRerhplaky Eintént broté&%ps%hgme Wi \3h1'cﬁ
a graphical representation of an exenplary format for
the aor@lenwtomatw epdrtarmicoranisns intereeld thpratens cpniesteprocessed

hanl 0111 Figure 4 is a
W“ﬁ EEFS’QPHPE%%‘Q%% %géuéﬁbt her embodi nent of the
[003bpbaFigiey 9eak gﬁ@hichﬁteprek&@étﬂin &1 @lsx@ndplark Fordikt for a global

exenpl ary interface that may be used within the

revpeatpaiist uéﬁsﬂt@hﬁlﬁm%@w(&n@f@cmteslﬁwllﬁnmw de a

i fied ef . Of r es
051" £l EEs 407 eRBReB bR RIS s BalbE oL B S
globgintesdation 0igf 31 Figure 6 is a flow diagram

illustrating an exenplary on-demand, automatic_ update
[0042b c eEigure$ int ww%want@?f@m@at 1BAY P gpereithin) the present

I
autgf—n%é ga];t% ?ne%h%xl gﬁ%’ rt]gbﬁgfﬁ(ﬁeggwﬁlgh&gg%t%tf %oﬁ??@h@frxng
1ntérfeﬁ:bs fdir rﬁwla ap;ble:aﬁsm thiatewish té pecoss-eteatd coneagss
in Figure 6; [00151 Figure 8 is a flow
[ﬂﬂd?’hg r Erﬁum puse iﬂaw %gralﬁ ﬂéw?«&pa@p Y PHPlEY onglemand
hat is

o R RR pE R b D e R B AR e 2 own 1
[OOEktpur Bignre 1094 BbwHiggrae iBustmtingfah @westpragy arocess for updating

il ust rating.an_exenpl ar rocess, for 20 performng a
a ngwgleRyl Eevorads istithaids T ableder veainthe.en-dgmang PRIV
mlﬁgmteh@ conmputing device shown in Figure 1; [0017]

guré 10 is an exenplary nmechani smfor | ocat| ng
[00g5pbaF1guee/80m flow dlag'am 111psimtt1ag aaredempheyatocess for

onponents; and [0018 ure 11 is | ock dj a m of
renawr&@eﬁwawr- ERChbIe soppesh g SrBHEP RO 9% piteS - domand

PTOEQI{S [Pofe Moy lgg:géﬁg% DETAI LED DESCRI PTI ON [ 00191 The

ol I ow ng cription is directed at an automatic
[001pHat Eiguee Bank Slow diagramptadtratigg o rgeamptary padeat for

onponents in support of a content protection schene.
perBlIaG GRAPTI FEPRIRY Behdedeibs oL RRGtoHgst on the
coﬁ?@{ﬁlego(ﬁe\){geesﬂgggﬁﬁ éur@'id 30 users with the content

ction nee t he’ content providers. The
[O(HUI omﬁ‘igure 10pslat exempdhameshnoparifat bsaiing globplegodatinn list
cont r ot ect| n schenme based on trust.
“P‘yi‘%?s%n r@%‘@‘t‘é’ﬁ’l“? havi ng the conponents adhere

[0018] CORIKRRL 1PRd & Blo%ﬁ dlagram of an exemplary architecture implementing

the periodic process.

DETAILED DESCRIPTION

[0019] The following description is directed at an automatic update mechanism
for updating computer-readable components in support of a content protection
scheme. The automatic update mechanism balances the ease-of-use needs of end-
users with the content protection needs of the content providers. The automatic
update mechanism operates in conjunction with a content protection scheme based

on trust. Trust is established by having the components adhere to content policies
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3 WO 2007/ 011667 PCTI US2006/ 027251 to ensure that

they do not perform any action beyond the actions
w@eamedeby the content provider and by creatP@EmUsan06/027251

envi ronment whi ch protects against malicious access

h ' .
R T
coeRQPFOHHE andendabhien CoRRMNORmeUh@hichPL stacts agdaiastindicious

attmts to automati cally re-establish trustworthiness
aceghs toHbe peioRicvres fueieeted carighat | EnecalipBpEnpdatm@echanism

manner., i [ | I
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att6@ps itd B tothatiGal B)X Y- &6tdblisk wusteioaihiriesd ofthe oévdked computer-
protection scheme for an extended period of tine
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pel S LR RHEE ERuRY B s HHa Ak E Rob toprrlEo oxploR 2
vulnReibilitits @if tied proediien schetne foegh txtondeel perivdent tinBy eriticularly
i npl ement ati ons of the, automatic update con t fthat,, .
forgompent ecleased altFiolis cxpiRfiut HisePVerRA Wﬁ%w ew%ﬁfwﬁt&ﬁﬂ-b ghis
is Qc%‘?é;zre%l Q& %M%Pim}ﬁz{cgw &dl%éefs Who Lidd ek laddilaY Shedia in a
conputing device that nmay be used to inplfenent the
legitiinaaharmeri pSpdoifi¢ anplamguiatomnd the eltamasinspdas condeptithat
erein. The 15 system i ncludes a con&ut |§€4 devi ce,
OPSTAINASTICBHERIP HE ERIVTOBMERE Wl oW RSB ¢

[Og%mf | %%Lﬁ' 198 an ‘i’lﬂ%{ib@&xﬂ@%ﬂr&?ﬂgﬁ% thytRh&Pbe ¥sdang! udes

| east” one processing u and system nenory
impOstnenDéeerutirmaticonp dabeteeagies eod ieghamsine desmibed ypein f The

conputing device, system nenory 104 .be latile .
syﬁtgglclﬁclggesmmn’lpq{g}g_c}/e\y each. @s ()é]ﬂ}gﬁtl n&%y@ﬁ 1(}{(?) i A Very basic
co@g@é@grﬁghoﬁwﬁg% de(ieE 160 Wf)‘i&ﬂ&'hl%ﬁlu@és t st 9 préPessing unit

4 typicalTy includes an operating
108yatl apstdfGnernogy k. Merendipg ogrthaexast cdrdigut@dn anddypagt
i ncl.ude programdata 11 For th esent mati c

conHiib ARBEn AT meHao A RY e ey ledRR s RAM R

14.)foR 5othBBbABBRALLA BT TreCiRiat ent
Voggrig? gg%?g%ﬁggﬁ’gﬂw%ﬂgﬁ%&ﬁé Sore 0conponentls 142 for

Syistenl memory by typécadlytinctaddsanuqpetiog srstiani OSrpnaer wotd

be 25 descrjhed bel ow, t t omat j t hani
prpBEE RES Aci 0 S0R P BHE LA POFSR AL 0l SOk e
aufecgﬁétlfb{ 38 thEGhahi4BE hOBRrAtng sydRhS1 PBLRideOBhd Smate on

ustrated in Figure 1 by those conponents within
cotigminents 140 éorlitrplern @0l @mibgut piatertive\sciemd a0d arg/mRts e

additio features or functiopality. Fpr .exanpl.e.
CoBERT NG SRR ) AFCP PR MG Pl ke
dé&@i&%lé%@, tHEYhieAME LB ARY RRlcRard Sl ifter a0y tie Bt}

such as, for exanple, magnetic disks, optical disks,,
protectiapschSmehwlzaidicrfoomalg it Gnelgenality. i This besiqcenfigyation is
illﬁlst?al’clerxf in]Finge 1 by those components within dashed line 112.
[0021] Computing device 100 may have additional features or functionality.
For example, computing device 100 may also include additional data storage
devices (removable and/or non-removable) such as, for example, magnetic disks,

optical disks, or tape. Such additional storage is illustrated in Figure 1 by

removable storage 120 and non-removable storage 122. Computer storage media
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renovabl e storage 120 and non-renovabl e storage 122.
Conput er storage nedia 4 WO 2007/ 011667
weEFDD/ABB06/ 027251 may i nclude volatile and PCT/US2006/027251
nonvol ati |l e, renovabl e and non-renovabl e nedi a
mal MRIEIBMIAle bid A oTRT1EEmeYat 18 ah ﬁbﬂ-gémé@ibléﬁl@aﬁg e of
I nformati on, such as conputer readabl e I nstructi ons,
implemented istyumetbod or taghnetogy dor séerag@of ofdreratidat such as

re novabl e stor
conpt o detions R Y8Rt e® P S RN O giter data
SystERkkesry S09) RERVABIEistoradd L) arfdaitRUletiovablesBESsdTEX @e all
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exammmfrp@nmu;er@tor@gqm@dlﬁe i, compuben stasese, matia glpdes, but

is dl{g tag to % (ﬁ\gdgggsgﬁ\{?\/@m%edﬁé&% etﬁgge%é’netl C

tecmcﬂ&ig_x,s (G- REMOdighthessatd@iieks M BDYbAGDer Sf¥dal Sidrage!
any ot her medi um whi ch can be used to store the

magaticreagseting, sragaeioRpeomagnetigidisksterage b@o@@t@g@mw@wrage
dex‘f%@e@pg} &&%t@&ﬁ&@%@%@gc@%ﬂ ﬁ%o&d“t{? I'Hégé gvdl%ge cﬁ‘;g]go lon

ancﬁ\lvﬁmhf@aﬂ Be beyesded byaongRLisy dkﬁl@e 900 hA AP skabydos: %ﬁfder storage
nouse,_ pen, voice |nput devi ce, touch input device,

megiecmaycpq pait ofsyiced(®y) Goepwingrlexiced 0dimgy algo hayseare s,
t @1, .0 f I e
Aot B ol s kfRbay ﬁ%&gg shfitf e dRERS ABY SRR B,
etc] Ouyhh deeice(s) [TOARh aCardisplay) Gpetdeise pnﬂ.t@f} e@ynsl fso be
contain comruni catiqn connectl ons 128 that allow the
inclydgil.c dhess deyicrtipieuslekngw i Bererandaispdnphle deussekat
]ﬁnéiQKﬂéUCh as over a network. Conmunication
onnection(s) 128 is one exanple of conmunication
[0022Hi aCoftpntimnidedts bO0 med ialorcaytainy/ @imairhigatien esimediad 128
by 20 uter readable instructions, data structures
thaballf@v OIS %goma’}mlaa#ewﬂg sther camguting derieasddOesich as

ove?' AorkS (& inrdenitat aﬂnﬁéct%m ?‘8 1O bAEExnt 015’?1{9%130”
anism and 1nc es any ‘i'nformation Ivery
conmdnﬂatlcﬁhmeﬂmr idothmoanitatiedmddib anagi iypehlly beambodizd by
naI t. has one or nore of its characteristics set
corg@u Ze

instraqhoRs atRsiRtures, progagagdues. o BFbr?ﬁfi?t@ﬁ“ a
moﬂ{ﬂla{ela%a&{ Q%@ajl su@ﬂ ¥a19fer %@E‘B% Sthe@ﬁ‘%nsﬁeg rhédWbhi

comuni ¢at’i on |a|nc udes wre ia suc asa
1nc]udeseain3nmlﬁwmralhon ldehivem atediam Thasdtecmh‘rmxdulemd daim sllgna ” means
Wi reL medi a such_.as _acousti.c, nfr nd
at by

a sighpld, PBP QEXOFRQF 5 chemrlistps %eéaaa F%F agper
as t@%c@d’ealhk‘&maﬁoﬂﬁ{jf Siﬁl@f ?9%212%5 enot S%ﬂifﬁ)‘t 1Bnitation,

conputer. By way o fmtation,
corsmnpighgen mednﬂailxtledesmmmlecbmnﬁm sochrps & sered aetwparker direct-

.S medi " .and "co cations ia." 30 [.00
er_?é RIS i A Serelira TRedEhiH @égcwefycgﬁﬂ BBeriag Retsi n
wirklesd BRIACRYnRuter readable media can be any available media that can be

accessed by a computer. By way of example, and not limitation, computer readable

media may comprise “computer storage media” and “communications media.”
[0023]  Various modules and techniques may be described herein in the general
context of computer-executable instructions, such as program modules, executed by

one or more computers or other devices. Generally, program modules include
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context of conputer-executable instructions, such as
program nodul es, executed by one or nore conputers or
wordenidevi ces. General |y, program nodul es i nchamesHosM7251
2007/ 011667 PCTI US2006/ 027251 routi nes, prograns,
rou@RéE g}@raﬁg,mw&%ﬁcmp&%@s, Abtalbblubfuess, el for pe@brmin
perform ng pafticular tasks or inplenfent parti cuﬁ §r
partibger tasks aatmpldngend partithiss ebyivastydatentypesd Thes: mngratthe

l,i ke execut ed as .native code or be
o B ety B Eiea Bl Ae SALTP Son TR oA
exc@lite@! 1R ak WS h virfiral ifABhiAE BPbRE | IRRIEKREWohPNaBon execution
environnent. Typically, the functionality of the
envjrongreaim Bypiodlls theefneieonabiing the gragrandingadulésunedbas

cor R St 4R BEPAATE Fap OBl B Bl o
thebd MBSt bedltcabhigas B Be 5tordl @f or CARMIKRT adi&BEBRIeTorm of

medi a. 100241 Figure 2 illustrates one enbodi ment of a
corgpiferaieadgilemedia on scheme with 10 which the present

ongtic at e, mechani sk Fnteract to protect .
10034} ot BUBLE ST By BRP R ek REGH BRprbBoirl Bl
which thé gresént butdnibtRMBUNle @Mechbiemhes eféractadtpderBét ontent

updat e mechanisminteracts wth any content protection
prosesiedrivithimthe conpuiag deviesshosain Kiguseor Iniwwereew.dhe present

et RRRA AR et YR RF e ool BRI pisRERER, ©

enferdeo ih BEIUEBY r théeontént GasddesH the eiksHedrilamess 61 ¥ offyiter-
establish the trust for the conputer-readabl e

read@ip eoranerenisthat haveeeerss thsepstent. nDHfsetpodwidiraents of the
- e
ol Pl TRYERE MESER, B LS UL SR
corapdneafsi ih WiffermoRarinees. tIhusik enthodihéaly) ths hedt mhinBe pakdanta
automati c_update nechani smoperates to revoke the

codersigning ¢rchuigivp ythsre ¢ SIRBHPpOHSAREDLY M atugied awbority.

st | - b
Ol i Rgtablitil, e b pd P BT pcrais
revbRethertansofdrednmpargputaiableaddgonents digt do et watrintShe trust. In

doi ng, the present automati c update mechani sm
additigne %lmlstomﬁtlﬁ updée BISPHRASAT™ PHIDRIEP shegaMishdhe trag of the
o 0L SR SRR S oL ARy BRI
methHnéshaaiteracis with the eontehi rotzotide séhepieo t Bt b Dow RghistRssion

and the automatic, update 25 nmechanism [00251 As
desgihes Qiseanbasiiment for gigcantent profrstipn seenaanddhe desqahes the
it e S0 s A 40056 R IRSHE 90Dk wpsr |
mevlringdm.di gi tal nedia may be processed subject to its
associ ated | | i(i:ensi nlg_ agr eﬁglgnt. The protected
[002ak i r 6 mestioned ehyestigBid hitlstatss pag kEbediment for a content

protection scheme. The content protection scheme provides a protected

environment in which digital media may be processed subject to its associated

licensing agreement. The protected environment attempts to thwart attacks that
attempt to violate the licensing agreement by limiting the ability of the software
components running on the system to access the protected content as it is being

processed, by limiting access to memory and execution space, and the like. Thus,
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30 attenpt to violate the |icensing agreenent by
limting the ability of the software conponents
wo enonigeon t he systemto access the protect edPCDOS®NG/027251
as it is being processed, by limting access to
licdiBAR A RN e @ et ek @it lokRevi i
20%’1?/ 11667 PCTI US%O%?%%%%?%%@?&? ng g-gggglzr?glﬁ%seﬁp
corttérd maydss priocessedygestuietshe nahbaofpindsiihe dententenayhe phiyeh

h cont.ent .ma e processed, restrict t nunper of
rest o THBSE SHBIRE P B e oD eF et e HEEIED Reber
enfBfcell] MRSalsh he Mt HrdtBMtion&chARE 8femBPRo bitiidd Kfrofdied

be enforced. Because the content protection schene
envitonmept o the digitel mtdiaa therteme progettedsersrinoinnentrisralsot used ke

di.gi.t al la,.the termprotected environnent is also
mfﬁstgglet%mpe?g?%ﬁcqeénq‘he protection schene. [0026] In
[00Q6ET Vireyerties, HedirbftR ety iRaIBRSvIREOY "WEF” &aid@bliside

agal nst outside attacks which are attenpting to
attagkeWhich 4rp aderopting focdaleift licengthagrperpeet dde pratedtedonnent

endg%%@%gg%ﬁ@gk %ﬁeg?a!g Cr)rg rso%tg 1s iir? Bgt%tahus%r-lr’lnsogirs g%”é’éxq%%?}g%ré’oo

- nbde” menor y

andsy Bér@en-med® renddd¢ spdve\w02 ioff syst€ heendory [0A&h6wEii@ Figure 1.
conmponents are configured to process content that
Themseia qogngacs gt eeandgureddo grocepy ennient dept aspdsdatbp protected

P h PRl oo Pl RN f Bl e
corftied ¢4. 5 ORBly] Rywindh Peasd, Birite 6 CECROM Niunetiongity hitead of
protected content. The protected environnent al so

dirgstly\nagdling Hequpiseted corentshsaotenicd gnpapnyenieigoanerides
1.7
RS 5 1 CAPARI: o LPASTL T

envi ronnen

[002%Hi aTpiapieibvathis) Zize proteatedexerotisntirbNidss & medey pipElde 222

gr ot ected process 220. The protected mcess 220 is
thakgresytgs &1t Alsersyedeproiseisd@saces 829. n Tk profeciedmrgpess 220
. . 3 N e
s <Gt et Oy it RUAR 20T 1 RN 3 SRR mon FAMON 21 B0
Moz@smenticalihetofiwrane esating B0thesaproostesa@qe,ssystefieprocess 210

r ot ect ed pr%i)sss 220. The nmedia application 212 my
anq BRI QOB =1 CHMAP! af6ess thioprofrstsd rracese 240 ot be media
, S

ooy IRARIELYS mi) plotRf Rithdhy B Wb R BT AR RIS v,
if thentedia @pplicution 21Beattem@isao prgpebs protRBd domtqut,abesrediahe
appgir@ot ected conten If the protected environnent

elinretcaness withe mediadripelingr222 dagrasees be medRend cament.
i R e
needo fj bengidatad, wicbhteht enabker Iytetfine 228k andd. dBadlle described in

interface encapsulates information needed to perform
det'@héelew_ lflﬁenwﬁl%gﬂt?&lgyr?guﬁamﬁ%@t erragffée%r@xf_ew i st,
encaf@ititld A%brhiteltReddtd p%ﬁﬁnh o€t {h%racfiBl‘i’é:@tc‘gS.,' WHllating
protected content. ‘
revocation list, acquiring license, and the like) for processing protected content.
The media pipeline 222 performs the processing of the protected content.
[0028] In addition, the protected environment includes a kernel-mode
component PEAuth 242. In overview, PEAuth 242 is responsible for checking

whether each of the components loaded (e.g., bad.exe 232, other plugin.dil 214, and
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The nmedi a pipeline 222 perforns the processing of the
protected content. 30 [0028] In addition, the

w@emvectced envi ronnment includes a kernel - node PCT/US2006/027251

component PEAuth 242. In overview, PEAuth 242 is
ba&]ﬁ?\%‘? 1354 @449 afr@fruﬁQ@ E&‘nﬁ&en\‘@ 9t BRE o £RE Qo{ti‘)%)ohélﬁf in the kg)[*n[el-

onponent s °| oaded .exe 232, other p
moﬁ& 202 bt TruV@dlang@dDﬁ@é’r WH%EE@@W@Z@S&I not allow

ver 244 re trusted conponents. I|f one of
P“?%EQQEWB%%ﬁﬁﬁ%P¥ﬁ%¥; - kernel - node 202 is not trusted
[0029] 9- PERREDI4VRE %/%E&n%ﬂﬂt)whe%@%Bﬁ paftd-r¥idable B&npﬁn’eﬂt‘é’ are
protected content to be processed. [0029] PEAut'h 242

trusteg bakst onriheie asmhemtedrmgmmams,m@MQ cnthp sigaed binaries,

5 d d bi :
on 3 g1t S p gl e B A5 Hrdfieadt Begpuagu-Hre
coﬁqﬁcyrﬁ:ﬁﬂf)és@ék thisSdhe€lg) qiE@l!itﬁ\étﬂbws e dnfjutdrirkgdabld cddd nent fo

uter-readabl e conmponent passes this check,

loaél Lohewetrs, @cwpum@terfre@c@hm eonompaTnes notopask dae cthﬂ(

PEAIEN Ehe MmN P b PaR B o DR SR n R "o
int@fRe208! TaBa {’lﬂ'ﬁ%@ﬁ@ hen icBn DRV BBSkoVIdR ahel-RHitGFIRES the

228. The_application is then configured to provide a
endryegt r¢gﬁ1f<ang &@est@tés t hbe medig-appliratioagdsodiengesthan epdetaisia

mt %e g 'CgEgsgl@l Q%‘ f%g%ﬁ}egg‘%%t%?t Stecgteﬁggc%tsse caeated and

WhBﬁcﬁzfeﬁ gtefipPieadt esdad&l Riteaprctibrovdre N eViein PEAQINIS Reik
IS Ioaded into a protected process. Wien PEAuth is in

procps of peadingsa cempytsmiadablg cewnpiané PR Authsbrekscofilsonent |
o BEAMASIE 3 pl SOSELSE  Whebi i  tod

thelgl@l:taedevlolaudml@tgh @éliﬂ;ﬂ{edi evocation list as revoked
({; In_addition, the conponent itself. may
[0BAkC kéa afdditignhgsetmpenenttselé mayibsichecked te see vyh@ubarr it is

hstéﬁ Yfﬁ?gg 91'31 }évﬁgatlolnfhslt h tﬁg ?@ﬂgg&tnt 1s re{foe]%’ %K;g‘?hl\ﬂ”tﬁe %lobal

revocati on ess

revbbmondmmcmemss ifer xﬁﬁmmgrt&ﬁ coﬁ@oﬁlﬁﬁ G pér&dmeaoado@éssl%ém
conj unction mnth Figure 8, Briefly, described in
belﬁé’tlﬁPPnJBlé‘th with @bﬁﬂ}fﬁ 8c Brisfyviesariimdyigrdstal belaw igl obal

cor@@ﬁ’c@ﬁ?t\xﬂﬂﬂ: gbfet%'tﬁig fo'bgf I%%éa'ﬁgmtﬁe d.ﬁe%}]%es dgeg{egr)(% ent s,

ertificate not tru ation
coraponshisc b\emﬁemes)tth)at armﬂd)u,tdﬂtem tTherdetdimigitiohalf which items to
. revoc on | ist may he erforned y a _team of
ne "fﬁiél"(/‘ﬁ’él‘& fheglobal |T%V°(°é%\%' F%t Rehroprfasmed foyra teaaIofzi ng

mdta\ﬂg@mm@ %M&%ﬁ;@%ﬁsibﬁgm %?algﬁﬁ%ﬁ%%gse %sabﬁ@ﬁ@&f S,

nt er net er so

proteeteal soateno ownefsethie darerhe; airor oaser shathe rBa'sB& oaUhigect ed
itemviolates the protected. environnent and

inforaaion; the soapp detprmipes vhaetber the suspesicd dicanvielnes tha piatected
enviRRnlBEMd Sstermines how it violates the protected environment. The results

of this analysis are then reflected in the global revocation list that will be described
below in conjunction with Figure 3.

[0031] Figure 3 is a graphical representation of an exemplary format 300 for a
global revocation list used by the present automatic update mechanism. In general,

the global revocation list allows trust information to be stored in a tamper-proof,
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of this analysis are then reflected in the gl oba
revocation list that will be described belowin
w@onjaneti on with Figure 3. 30 [0031] Figure 3P@BUS2006/027251
graphi cal representation of an exenplary format 300
easflg rugéataﬂ'e FEMat! BY OAéhBEHilef, tﬁ’@ﬁ%@@dd‘ﬁcﬁﬁ@sgfé%ral
automati ¢ update nechanism I'n general, the gl obal
sectienm @aorosectios 802 lanereensiblessectioh 304vet icnew slebidors 30, @dd a

. in a tamper-prnof 8 WO 2007/0116 PCT/ US2006/ 0272
sieqiluft SOOI SBPeHEen o SR DBAORERE OF AP GEEY
proiie dfﬁ@ihﬁk@l@@k@gy EoAbx9QL, 188 %érease@t%rﬁs@ﬁh%ee onfhizedRo
extensi bl e section 304, a renewal section 306, and a
thagngheeaks ecove ot theinf@osatiothandamenhgeentedt  Bfis sldows akernel

302-3 may be optimwzed to .provide efficien
comggieTt 1 1R POrE st Py eofly oo Bt TS ilreme!
corfip @it 46 190 nSed tOParsRahd il SatRMmMefork BefnBbldolsB®id ON

and may be sorted. This allows a kernel “conponent to

inforangdionorihe giabal wmyogupndist sen by digitely sigred hy avanificatehe
er.ne onponent . N arse_the
G hard 1P BRER) 1 REPal e €% el R tule s o
the Bébal k&IdRAtidTENDC Bthe@ Totnhfté neghabe ndir@bt Rivley seitidne ditdy
a certificate authority in order to ensure its
othguieareaspording sutrgsictigrs. 3ncrddifion, ethex foriats maey baerrerged10
diﬁ‘eheﬁn obal revocation list. Oher formats nay have
or e or fewer sections with other cor respondi ng
[0032]- S€otd @tion BOR R@Hides BdvierAlishBisedtRng®d BeadBy 3 1E a
arranged differently. [0032] Core section 302
revpertiondss oS keraelgompoperis S20.onevoeativadse et wpomagde
v t4,8N, L r . t [
oo SRR 20 b By BT Rl SRRE B0 S ity OBl RS ER 2
Eadif oftiédel subgasttms I noanbe desbtibéd of greattisdetsi].r oot s 326.
Each of these sub-sections will now be described in
1003k at Bleadrat34 P may inphyde apiersdrsy number il § Hurqpbogt parameter
r.Si t 314, a
314830008 PRt rer 31,3003 A0 AR 3B The ik’
pardih8ter B8 store¥en tipaaawhichrthS gbbal evesition list®wasitrewded C The
the gl gbal revocation |ist was created. The 20 versiogn

VerpiQRIembe 31% pregifics aqruanbey dgrdhe version e theglopalregpcating list

(GRLE B GHOF Bl Yhobe Shyooniihs i BRTshLd TSy A IR
313 & mediiitd.eThe Fareiovaugiben 3 h2iisaeed 3d 2nsuse thaecbriputBRsysems

that conputing systens _that process protected content
thappyogessipyotesied cartent abide by thegestrighionsiset 1o¢ gregeptegted content.

Fo{RLNG s SRR i e DEPIRHhE Do SERRRTLIRY uPfion o

of the giubal revpcdtiostlist. Hoereer, ifithe tdme sanputigystenngos yistiesn
FHOW desires . to play aBPaig- P%t-Vi ew, mpvi e, the
to pay 2 Bay-Rer-ipragvae. the Bay-Pai-Kiew moyicclbfiv @Fatyeted content)

may specify that the computing device use at least version #8 of the global

revocation list. The process for updating the computing device and getting the
computing device trusted at version #38 is described below in conjunction with
Figures 6-10.

[0034]  Force reboot parameter 314 is used by the automatic update mechanism

to minimize the impact of a version update to an end-user on the computing device.
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may specify that the conputing device use at | east

version #8 of the global revocation list. The process
wo on7op@et i ng t he conmputing devi ce and getti ngPa©ES2006/027251

conmputing device trusted at version #8 is descri bed

: . , . I ]
T e Ao L el of
theuddiioas tetheaavaation tstaBA0-324 dort this venyiew tevoke a compsnant

L e R e
renjgdr?%gﬁéélf‘ﬁoﬂ 4 1t b eloh M Lo 4 6BOr RALSTRAE EodtlihtdRITE"

y of the additions to the revocation ITsts 320-324
mofigle anHitsen/anleading rtealh KBhus, Cudingiieefers to Mzt inbbidiids of sogmhihg

oo tOp oot LG ORRG RS 9o 12 PPS AT Svsebten it
dod¥fRY ke Qhy BYmpHSRE tHiab gtt&ﬁ}gsrtﬁ t Ride iRBE! AE hufoniilid whaate
and then unloading itself. Thus, "hiding" refers to

meg¢paisnm atsiyl updpteche sevapationdist vadhn whestingthd spwprting device.

A ETRENGR PSR e b MERBEL L Pleh O3 AP Rl
that theehst sthh ol dcuBRiuink ALACE is WERE hedhie KW KRYsiGR BT @id he
revocation |ist w thout rebooting the conputin _
sceganio,dbone af the compangntnlstedin @@mgtb@ rey@otiogt listy %%0—324 is
.. ’ ;
oL o 1P Ao TSN bght BRMHARE iRy bO Bt Mg

the\t®fripoAtnt Wik Adtilsade@cenari o, if one of the conponents
listed in one of the revocation |ists 320-324 is - not

[00381 ecHetveyer, éf the ew ghotsd esvpcatiarelish doshieypke uperapanent that

andFRATARTTBY R AL 8 L N ORRONER, KB AT
that thethide@Scon®oket i n6odiiloeddd, that aftel Sheichewpl STHepefbiele

itself once | oaded, the automatic update nmechani sm can
rebapt is ppecessaty todRiget the didden gempertaso Mehe cowpapant dat hdes

itse!llfs)ﬁ %qger-ﬁ%%@ C%E)g{é?xfet,gt?e trcﬁxgﬁﬁ@&g will b6 Bl i€ fx%n} ¥o§{fxﬁx§taﬁer

necessary to en conponen
theG-ebgaan EXviw dvba tif thie dempondrs éd 4 kéraelBmode empoieent,ahponent ,
t he component wi |l be bl ocked fron1|oadingh§fter t he

corppensat Willbgeased byt the peotedap emaranmedt ¥ il aphalavypipiected

corﬁ@rmgﬂggioceggb%. 20 conponent will be | oaded but the
protected environment will not allow protected

[0036]t eBeciuze heanyrdfckssedcatiofd) Bkd Be theuseoaatioy listk 320824

revocations lListed in_the revocgation_lists 320-324
revoke sREPeRRtbikehacs dentplly caused @it @lpign by nebi@pleneinga on

| ' . A 4GRL; '
Bl IPARTRAL i ph A Akl e R daf st
that thetcohipaiting devick ngediay ibe echveeds This preatly honingdes théi s

greatly mnim zes the ) )

negative impact to end-users on the computing device.
[0037] In one embodiment, the force reboot parameter 314 is implemented as a
counter. The counter is updated whenever a global revocation list revokes a
component that attempts to hide itself. Using a counter as the force reboot
parameter is helpful in the situation where a computing device has skipped several

versions of the global revocation list. For example, a computing device may be

currently using version #3 of the global revocation list. However, when it attempts

10
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negative inpact to end-users on the conputing device.
[0037] In one enbodi nent, the force reboot paraneter
w@i7osiespl emented as a counter. The count erP@BUS2006/027251
updat ed whenever a gl obal revocation |list, revokes a

t hat
o GRS BEPhah o P TRl gl ARl askRAaBY i e
prdtéifedSddnidi nfy sPREITE tieat Gerioripurigg device earh aﬁlyqiromeme
several versions of the #%l obal r ev cation |i.st

prcémm@terﬁ G ApRRIR S Heraien abal gexqcaion {jsty If ﬂilg force

SI on
retfRE RirRRetey 324 il 9y f&%%@&ﬁﬁ%ﬁ%%@%é%%ﬁt A b
de¥ite M9 TES fo estaiibitfustatphov@siond10 devebnThistruey éacusif one or
agreenent associated with the pr oi; gﬁt ed cont

masp é‘éﬂwefsms Wrwiasiddtd) sedid oFs i ton f%rc?ﬁ%egfs%ar%ﬁster
312%@%[% ARNRBiCh ab®. PAmH BwAAE IAR id forbd 1cbbE:
10 revocarl

on orcé reboot paraneter
aﬁﬂxfbtéd@ilmmﬂieemaeﬁ gldbalsbngationy Bsif ribe hutdirasic opdate meschanism

wapld by GRS U farboori woeded, BAWGR: ePoUEE She DtsEsdor
en%l@&rﬂé:‘}{t %%091'1‘& stilY REd @8 %ex%‘fteﬁt 9«3%%&%% {da@dd.” B?ﬁlsnfgoi cdﬁuh%r

orce reboot paraneter versi on #10 specified
the Vdiie oMt houmtekﬂmhe lmgwgbmhaﬂ rdvbeaﬁamrlm mae'Umﬁasﬂy compared
arameter 314 in the other lists

il G SR oS TR SRR TBEAP I A ab BBk
up??)t%%%ﬁgmbrﬁ c%ﬁqg&{jforcw S fEQH&t if BRAQLhR dﬁ'ﬂ%ﬁ protected

envi r onnent have the revoked conponent
[00381de (TheBystas Ipagmaetmo‘:w@tmay be tded bydhe entomatin sompamensr

th t |
up'égf.%raq% St o U DTG EPRECESn TRROR AP B 5P
fﬁ'e cbf) n&ﬁﬁﬁé HQﬂcé | $he odififorRHEsQRBtIfled iH Rk ocation lists

anismcan then force a reboot if the counters
32@#3’2‘4&11ay poEB8Foried inteshme Elapmsaﬂéi\bn-lﬁan]@lﬁw%@qmsé@ 2)

Malrip ol e ORE ) MRy e el B gty The

d) Ny R cur i deA g afing t
ﬁr@ﬂ%ﬁstsi glgpﬁﬂopﬁg r VOélIIEItI Ilblst gur 32%) 3249may lélg °

secla’ebzgmpilémdlt|arfeatutd1wﬁhmdhasgaponem ‘Nogrefout.ithessiigpes of

conponent licio node cohponent )
R R e
th.gg'a a@?%nje“s 84ficH ﬂ%@vmta‘i’@th@@hsﬁ’ ag26&GHENtASSIcaRaL @ithy
ing to 2 securely i npl enent a feature wthin

soﬁﬂeetyp@nﬁmmted chimgenéf Breeguse m@tyw@efécmpor@@w@ﬁ anligious,

do not i ca ves. The
th§>é5’(9%ﬁ§‘11¥ g@pg%hﬁf: hﬁr’l‘g‘gek’eg\g er%reéngslg’ng?df ically witten
[0089]V Rstaf&akArHSEr 04 ABIBE LiscSinehRineHomirifh the fiee
type of protected content.” Because these types of

rebostparendtsr Hretoridéntiy odwther amé;pot }smqe:assagy, sthedepe re-gtart of
thg ngoetecgtgc? Ir)rr‘b%le:s\/sgéc’ 15611“];6%gsrsarbyf3 |01p g/het‘ﬁer a renewal of the component is
necessary in order to establish the trust at the level of the new global revocation list.
For components within the first class, the automatic update mechanism can meet
the requirements of the new global revocation list by renewing any of the revoked
components that are currently loaded. For components within the second class, the

automatic update mechanism can meet the requirement of the new global
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25 [0039] The restart paranmeter 316 nay be used in
conjunction with the force reboot paraneter 314 to
wo emmbitey7 whet her a reboot is necessary, whet hBET/HS2006/027251
re-start of the protected processes is necessary, or
revORidi8lst By TEREWRE cfdh HldfctRTRONEH BEGusE@feGE S thilicious
order to establish the trust at the level of the new
usegiodydel congpooett is enthin gte. profeoted pooresn entstheiprdiieatet! peocess is

Sfirst cl , th t ti dat hani.s; t
il i R PEEMOLE BTEHEhBAT S R vIE | Brfeh
pro®¥ctéEprevesa G RBMrted, thbendlRINkL L -mEQIRARSIHeAL il ifihe

currently | oaded. For components within the second

upddteds globaltrevocation hist Wil bppisvented fhemnlpading.a Honmeatipereats

. ' t th I | 11 WD 2007/ 667 .
wilsEE e ST s st ForpERK SRR meftoniom G e R eryisement of
theHeRtt Sob&GeRIAGES Sist I3LFBUSEN A6 coRBAKELIEBEd &4 Siptained
user - node conponent is within the protected process,

aboyecler thedogse seleast parapretereld- is  killed, the nalici ous

r-ngode ¢ nent .4s also effectj.\el i lled. n
04RE" " TPt SRERTRREL ASrPeR halimetrio e e e mai e s o
coWBef andnged FORRRAbn Wit @d forde MR obpatRtieteed 16! BbAkxample,

revocation list will be prevented from |l oadi ng. For

if the fpemeapat PARMicH diatesiihatdt iinesBecestsey f tebaet the
A ' £ h
TRl AL e

paiiéiet €0 aSie@NiBt atRethr 10 A¥eestRY td Rstattthe prateledprocesses.
araneter 314. [00401 I n one enbodi nent, the restart

Th%aallﬁmt@ ergltesermlp doatipngionenthed appliationn(ecpuieet and
o585 B CERANEL hOhl b08 bO55] SHRL2REATILS"

prdceghes ade@s-stdniall. Thid Sfaaivelpatiagniatytheampaiiaothd &Ri-users
conputing device, the restart paraneter 316 maybe
whelg E“{%a medigning 2 lyelopidryst fardhe profrstedropignt renndes en e

3 Lt 1S necessary to restart the protected
Co%?oc cgegjls%e' This allows the end-users to continue to
[004ap oTherevapatiorchdtifoniserfi€l-gode sunigbnthis B0 h8IBEr-mode

anes) that do not  need otected processes, while the

cm%?@teél&st ¥ apd @@é’@étéfécaéqsé%@r%%lﬁﬂaédThQTﬁV§°?§¥0ﬂ’e1éﬁ*$ ipgluge

.01 [l : i - Us . il ti
an ShEY fHaf Riend 6 il Atk O L1 PGKAD IR it pELI A o
indivithidl Rgmputek-eadablerouigongntderva egtifitA04 The Tilkemay be a

revocation list _for kernel-node conponents 320, the
dynpspie link dbrary (P oh execitabio( EXHY litgia whirh sevesalicompyta-

g 0 . i . . .

resiife Sbifbniys TYRELOTRE B | BhGESDTIEE wplfe Wit

sudht a3rs gy obe userfrhbdy ordternéladbds Whaly t6 eevplit edr-o leat alflae
conponent, or a certificate. The file my be a

Pl o 2 SeridiqatploaeyokeLpfereinglye temaBiab are sereficflios e
revoRed'H 0 gﬁ;%‘é?fe@hcé%ﬂﬂmﬁ filay still be used outside the protected

environment. The identification of a component within the global revocation list
only affects its status as a trusted component in the protected environment.
[0042]  If the item identifies a certificate, any computer-readable component
certified by that certificate authority is revoked. In addition, any computer-

readable component that was certified with a certificate in the chain of trust up to
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readabl e conponents are stored. The itemis identified
using a unique identifier, 25 such as a hash of a

waiseromeee or kernel -node binary to revoke, orPer/hs®h6/027251
of a public key of a certificate to revoke.

| nterestingly, it t hat i f.ied as.. ked in
thp RSP ST IScn F B ACTOREE. i CRAR P UHE EHRNS LY glopbing
attd@oPABh&GHye Gl“hiseﬁ}’é{ﬁérﬁ@ gﬁ%@%er Fofh h98Dh clikigRbde %ﬂ%ﬁﬁhm

conponent Wi thin the global revocation I'ist on
hagftrees cempramiseditogigmmalicipnsisaraputenraadalda toinpondnds.

et ected, envi r onnent 421 |If the.item . .
108481 ¢ FRE POl PR apodettiss Fhon et Ties B wich a chain
oOUEp &g Ve inRREL FTHRELN, ihalonsfitdrlbhdM St bt fs¥ektified

revoked. In addition, any conputer- readabl'e conponent
by peotwathogisy that isawt listed agoneet the itwisted rpotstthe PERaithhwall not

bl e P RS BEAGRE ol sl 5o et BF

sipiiiig indtieijusRuePutedtrtddablePRipdgentd! a root authority.
This prevents a hacker fromusing a certificate

[094¢hhor Eatyics fon itemassthpidiaye bserprayakedin seatiensi?0ndd2, epunly
-re ; .T t
hEARUAE A ERO e SRTROOERICrenb ALY §32 AR Fengwal

ethaintludbs teremas global)y eiqudidehafiad GUIMY! ¢h ohe embbdidnent,

conput er - readabl e conponent is certified by a root
thggensaral GUEhaey sgecilyte ategoryidestibise 'bie repevalrapgiasdn each
0 :
S8 n AP CEMAID L hadinnd 080 LIS BRHORER o Ailine
cangpmenty isdesceibedibeloanpubrjuncttadaith@igaegonent s. [ 0044]

Enélri es for_jtens that have been revoked in, sections
[0949)] 3oBxtensihle seqtion F)4may contain rirnsibdpiqvgcatipn; ipformation

LI i e i - : e .
Ok PSSP DR BIR waF b B otifonshh” (L5 BMTen
GU@Ii@yntifles eacteexaeixiisle sring., Thé beensibiewadticald(02 @y be sorted

specify a category identifier. The renewal entries in
b%&’@ﬁme%’é@é%tjﬁgn may be sorted by the hash value. An

(RHOT St RPSAPRG 1 SAREA 10 U s s
seb OS] 20832 e B gratere $42 tiopes B3Adnarey foothicdicadee 31 6nad he

R GO ST i
tahfERd \Iliﬂ?ﬁie%‘ﬁl%s;gdﬂdﬁ%séeég&se@ﬁﬁ' the Bb%@(g@g?* %st. The
e sorte .

section 304 nmay by the eXtension
sigfdvie]is Siggediby nerusua eatityr clheaglshad nextacatorf kist signéngheatificate
310 and the %or datE‘? 20 sections 320-326. _Si gnature
roS IO Gy - g BP bt iEd B0t Ghatis ey aflaalaering yerificeticRe The pre-

A8 MR RS0 SEREY ﬁé‘haﬁ%—”@odéﬁ mﬁrf‘fh%%egﬁgatﬂﬂlqogl%? THeSFenewal
used to verify that no one tanpered wth tHe
entoes dspanied ¢ besighah sIfwombome tihperl voitatherreneeatseeion 306,

list. The
the compu’gng device will fail to obtain the renewals. However, this failure will not

cause any security problems to the protected environment or to the computing

" device. If this occurs, a new global revocation list will be obtained as described

below in conjunction with Figure 7.
[0047]  The following is exemplary syntax for the global revocation list
(GRL_HEADER), each entry in the global revocation list (GRL_ENTRY), each
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signature is signed by a trusted entity. The gl obal
revocation list signing certificate roots up to a

wee@sdelfssned trusted root that is avail abl e dup@émys2006/027251

verification. The pre 25 defined trusted root may be

entgﬁigﬁn& Qﬁgﬂmmetgemo& {@RE%XTENSE%EE EN&TR‘Y | 8

not need to be signe one ta ers

ren\ewhlfset:hm (EREVWRENSBYALO ENIWEY ), anmthmmmrﬁm (BRI \SIGRY):

will fail o obtakga eivval S. However, this

fai | up@eds qtﬂlﬁbt_ MSecurity probiems to the
Pr ot eCt Qfc@WR N onment \9£z1&é?1t1‘f‘1|3€[6f°”pmi ng device. If
this occurs, a new global revocation list will be

obt ai nedveRDdescri bed @EomatMagqrn conjunction with

Fi gure 47] The fo |0WI | S exenpl ary syntax for
t he gl oégp%)[gvocatl on VFYmatl@et HEADER), each entry
in the gippanvirevocat i OfalibtinkeGR - ENTRY), each 13
WO 2007/011667 PCTI US2006/ 027251 entry in the

ext ensi MWDt i on ( GRIWETENSNBIEDEENTRY) , each entry

in the sectio REN L. ENTRY), and the
si gnat ur@?&%ﬁN SIGN) : ‘E]‘i’é%?l}% G&P™ GRL" HEADER {
VCHAR wgivadsabi f i er [ 6] dwF&cM&s‘@E@sftMM@idﬁF WORD
wFor mat M nor;  FI LETI ME Creatl onT| nme; DWORD

dws ;10
D\Mjggugmgg@r ocess Recé{%f ’|'°§F er?,gon%:sbl o

. cbRevocgywemesect i onOf {Rfbked ¥ERBinaries;

cRevokedKer nel Bi nari es; DWORD cRevokedUser Bi nar i es;
15 DWORD WIRRDBK edCer t i $ReyakedJserBERES;c Tr ust edRoot s
DWORD c i bl eSecti f

cl?evokegigt i nar yRen%I%aq;‘ %B@%R
cRevokedygayBbnar y ReneygisiedR 63ERD

cRevokedCertificateRenewal s; DWORD
cbSi gnat ureCoreCf fset; DWORD cbSi gnat urebExt O f set ;

DWORD cbExtensibleSectionOffset;
DWORD cRevokedKernelBinaryRenewals;
DWORD cRevokedUserBinaryRenewals;
DWORD cRevokedCertificateRenewals;
DWORD cbSignatureCoreOffset;

DWORD cbSignatureExtOffset;

} GRL_HEADER;

typedef struct  GRL_ENTRY {
BYTE rgbGRLEntry] GRL_HASH_SIZE];
} GRL_ENTRY;

typedef struct GRL,_EXTENSIBLE_ENTRY {

GUID guidExtensionID;

BYTE rgbExtensibleEntry[GRL_EXT ENTRY_SIZE];
} GRL_EXTENSIBLE ENTRY;
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W@ 00001166GRL_EXTENS| BLE_ENTRY {

} GRL_HEADER, 25 typedef struct _GRL ENTRY { BYTE

rgbGRLEnt ry[ GRL_HASH SI ZE]; } GRL_ENTRY: 30 typedef
GUI D gui dExt epsT/osd0m5/027251
BYTE r gbExt ensi bl eEnt r y[ GRL_EXT_ENTRY_SI ZE] ;

}
%I 5@9 Igé%gﬁg%éﬁgwféﬁogﬁﬁ%&_ RENEWAL_ENTRY {

GRL_ENTRSRERERMER Y Renewal i D; '}
GRL_RENEWAL ENTRY: 5 type ef Struct BIN_SIGN { DWORD
dwSi gnFoGRED, DWORD dwSidReBewellD; BYTE

rng| SIGQN;,. [0048] One will
appr ec %MEW@@%% Fary format described for the

gl obal revocation list may change over tinme. Wen

this O@,ﬁéﬁé‘strgé’tl gimngiermponents will recognize that
there s a new format and fail gracefully. An updated

format r ®AHORD wi | | thein:lgﬂiﬂmnat,ned by the protected
environnfﬂ% t will n% uredtoread 15 the
new gl ob® VP& cat i on I 1E1YF [0049] Figure 4 is
a graphi gatTg epr esent atr tg@gm@ gt her enbodi nent of
the global revocation escri bed above, in

order } BINgbKiMdi-n t he securlty | evel for all

I3 or O P e G0 AL b B e LA R 081

révb&ttwntlfs]ﬁmﬁ? CRANRNYveP tinfee Whéd mt@chﬁspeﬁaiﬂg/cdrﬁmeﬁ& will
in 20 the gl obal revocation |ist. Thus, the single

recogrezmthyt theveofe rerofoma@@dafﬁd gragafilly) o unti?é%f%mét repger
HE hteP B 8‘3@%}%% byht [ prc;]tectgﬁ] gnxtl{(;n%e'ﬁ?ﬁlap %itt 68 %l%gelg'e& B Rad

the new global revocation list format.

[0049] Figure 4 is a graphical representation of another embodiment of the
global revocation list. As described above, in order to maintain the security level
for all computing devices, once a computer-readable component or certificate is
listed in the global revocation list, the component or certificate typically remains in
the global revocation list. Thus, the single file may become too large and
unwieldy. Therefore, it is envisioned that the one file may be separated into
multiple files.

[0050] Figure 4 is a graphical depiction of one embodiment for a multiple file
global revocation list. Each file 402, 404, and 406 maintains the exemplary format
described above in Figure 3. In addition, each file 402, 404, 406 contains a pointer
to the next file (i.e., NextGRL) and a pointer to the previous file (i.e., PrevGRL) in
a linked list implementation. Additional multi-part files may be added when the
last file 406 reaches a certain size. In this embodiment, once the computing device
has downloaded multi-part files 402, 404, and 406, it is only necessary to download
the last file (i.e., multi-part file 406) when there is a new version of the global
revocation list. Depending on the number of revocations and renewals, this may

substantially increase the performance for downloading the global revocation list.
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[0050] Figure 4 is a graphical depiction of one
enbodi nent for a nultiple file global revocation

wo e®v/o1teech file 402, 404, and 406 mmi nt ai ns tPET/US2006/027251

exenplary format 25 described above in Figure 3. In
Ho@ddéd hing ﬁﬁl@tﬂfﬁé %lﬁbﬂqavocfhgﬂn 1i8Q 850084 AR rBndPi1 8 oss to
to the nex fil , Next GRL) and a pointer t
be kw@vﬁfmmt fin p@rtl(:ulae the PoessSRL Joaidmg the plobktvbeation hst

005 SRR AR e bR o S O gen
scehgnédnlﬁleemf@mbﬁra&m is afIeddoihd 852?8&!4& Wit daMLEE apﬂ?e%tlon is

downl oaded multi-part files 4 404, and 406,
aﬁ@mtylgnte PEANSET grotqwteﬁdmlt@ad Thesechad Femarip iis @pémodac update

propis it Bf etiie st il Racd Slwus BrBR e B InE
derfind BMQRRbiRNEt ARSI QRVEDDcesktl, SnéBY¥empsiRShantaalsed
I ncrease the performance for downl oadi ng the gl oba

withinibe arase aujappatic upglataonodpnisol s eoribet Bmg /16)217251
exe@%%eﬁﬁrﬂge%dw hFIP gcglulsee ktﬁ%a&lf rgree\ég fa]u ogrrl]ati]ct up aF]e

e renewa ess
meplgdniigng td grovidee Lﬂflﬁ@(ﬁ&ﬁ of %ﬁlﬁadbﬂﬁrdg@nﬁh@@terfaces for
revocation list. [0051] T resent automati c update

megiagppbicationy ﬂ@éwbﬂﬂomrms wt@qmd efintgnsr dhe unifiedrsgt PHAPIs
helﬁe% tﬁgé gi%\% I?I%g 0'f91}é81§16@1g g{}ﬁ&%{gﬁ (?1{) 69(%%%)?6 Vt@é uifidd set of
APl atmtmdlsexgmt@fﬂce of i 18edion ﬁﬁ)l&@ﬁﬁﬁd ﬂoCStaySurﬁfdi?ﬁf fopdifferent

update process . that is schedul ed at pre-determ ned
scenaiQsy Suphas updatingethg dehal pvegatiandishionersing fommpnent,

CaliPARY &P
posie s e kAl ileg pit PR P TREE SRS AID G AR Alribed
[005BF haAi GﬂEnsblefEﬁm”mbﬁhdd 5B guieleB biyshamed@epititation and
interface 5Q0 that may. be used within the present

relus & HEs Peeipa de tergenasiontan pdysh the ﬁﬁmmor@ab GAPY g set
e PR T s T 9T L ARERL 262 T 2

afte‘fi}‘eAmm Pd2chesks toofec ARl csher hied mtdctedtdneudmehmmttnmied
the medi a applications. For exanple, the unified set
17 thg Cvipical PAPAHRG 'EEH, (hatcenfoabenaBlor SAG inBapied and the

typ8 @st)%]elt Bgttﬁqugcth% % g&ﬂlﬁé 2%? l aquﬁﬁléa&és \Q{thl?ﬁ%?fefl i? GRIEE Qﬁow

suc revocati on renew
accasscto rtb@pmtﬁcted]cﬁ)nmppﬂ‘hg meﬂlaaaﬁphbandmha}pﬂ@ﬁ il sttﬁﬁgs in
like. ch of the APIs wll now be described. [0052]
theMS@elﬁlE‘ﬁgﬁPé O e hag 1Snsds cal | ed by the nedia
li r
"’"?@Ena%?‘%ét?ﬂa‘ﬂ&ﬁRL. LR 308 1< J4Re B0 b i sBplidifion o
obteiheaireéfbrmGesdvuece loeaab (IéRE) afThe auiceldd gplioytidrheanheih daunch a

pi pel i ne 222 shown in re 2 after PeAuth 242
wel h@%’@r foonayagataiRef éPeceﬁi‘éiu prETEeRITen\PeRGRE e medit be

appg%gtt%&erggan 6&9@ F]fn aﬁlgg@p gﬂq:sggfagggéft fthe ’iﬁﬁfoﬂﬁ régolﬂl%eelgc%tgﬂ
GettEmab]eEmlampthpdlslon énd@desttheee parshictat qmsmm 680 rpaeldls’RL

order to_all
522 pTrust tatus 524. Parameter pwszURL 510 is a pointer to an array allocated

by the caller. Parameter pcchURL 522 specifies a length for the array. The caller
initializes parameter pcchURL 522 to the size of the array pointed to by parameter
pwszURL 510. Parameter pTrustStatus 524 informs the media application whether
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access to the protected content. The nedia application
may then display strings in the user-interface based

woeorheletype returned. [0053] A Get Enabl eURL nethoskobeer7251
i's called by the nedia application to 25 obtain a

thg gj I'g]? L a un C e%aJO(BIFV\B b r %9%%_& al% -IH}S%VI:II &%? e@%’t@h%@abﬁn

methed iSH# es@}mn ITherfiriresow @ theleadtdlof thdrdjedifocate and the
app| i.cation _can performan HTTP PQOST request to the

segond dmg it hredecated ardr and the sZaa bletiRbleER mbﬂmhsos can

o168 Y BR es OE he R  P  Be

betseda]mtla:rﬂypyslaéchﬁ)sﬁat ed 30 by the caller. Paraneter
522 specifies a length for the array. The

10BE or & Geifrnrose it Lt fte mati pgplideon e ttum

th@HafaBaiHobSip RALILE Fri b PASPILAIRL Slrorhi 3 R 210

Par anmet er pTrust Status
GetﬁphbleﬁRiLometModtSlOér GelEnaWRI2H0tethblid®6 includes two parameters:
the URL is froma trusted source.

PCTI US2006/ 02 %
o BB AP ROy 0 CH A B PP BB A1 UREcisE PHOE- 200
pdifs ‘1?@ . ihsy ElléﬁEeéﬁﬁs e LAUGCnE Iagnt!eﬁpﬂ'fa%heg bfe{&ﬁ&%{uﬁ%gs the

to allocate a econd time wt
argayreih thedP@BE daiazﬁthe@&te&tfg]fﬂ &ty imbtdedibpParanrrer pobData
ent _enabl e

d [ 1
s Rcier e ee Arreaam Shlls aREneHeDHe Mgthed 306 tvo
mﬁ&e orﬂé Bt 1ihRAAH 1A %}r@&?bﬁ%& &t IERNIAG, ﬁlocﬁdklﬁtofg% hed

he nedia application to return the data t
smcmfcth@ anmire o dlheatd] TheR@Shdrteneredth the afl@rarechriay dnlddts size.

nabl eURL,.nmet hod .504. Get Engb] e a nethod 506
TH B e TR iA GPRRgtioh & obtamﬁgﬁgwggﬁ ati{5pih 5 5D lisher of

th® AVNEd BEmPEIARL AR didn g&% EHRGRLd &}Qﬁ#ﬁenﬁ%ﬂdlﬁe peints

to an array all ocated e ‘cont ent
[085&1bI eAnM@omapo‘ﬁmipatteé ntetiwd HBriayalidd ty thienddRBSdppditidon

to detseing ™AHEY g SGuiPi Bl O eoaninB g gt areded for
thé %}ﬂe%pgﬁﬁgﬁ‘ atloglaatAIYTEIRODNRAS chMler dols amé'%@xe%ifA&{ &h?téc

ti'me with the paraneter pbData set to
54§e0 TRASE ifsthe eontent dnabler caypdrtorad the crapmed'blperaslenmnni its own.

[ . W h | d d
ALGrIS R a® FduPar SEET s FORTES BAUPRRHESH FORALSE ifi
nefd fhe n9dtEN aBNiAHON R ASHBS pdfion bPhe r@é‘%@ﬂo@%ﬁfﬁgn L. a

version for the revoked conponent
expm@%}f thn cbutaut @vbler tSupiabizedo gﬂbtlbdﬂieﬂ(hﬂough analpdet by

selyite, Sarng pERRiontdh 8 o TRYIE iRl st e S et lasdiguld

hah@ thé BRerb¥ichsSPEEiHePdatd %Eﬁi@%tmféﬁjldl%/ so Hi& ROBAEN er does
enabl er sets paraneter pfAutomatic 540 to TRUE |

not h@vect@rheetnmeewamlg ringavergended durinp ¢he mtpractimas. If the content
endbit 1n1‘%1af‘1zé)c{1 to ge% upc\fmtes via a webpage, setting pfAutomatic 540 to
FALSE indicates that the content enabler will expose the webpage URL to the
application so that the media application can open a browser window and navigate
to the specified URL.

[0056] An Enable method 510 is called by the media application to

automatically perform the operations specific to the type of content enabler object.
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Al ternatively, the content enabler sets paraneter
pf Automatic 540 to FALSE if it needs the nedia

wapplocasi on to do any portion of the requiredPCT/US2006/027251

operation. For exanple, if the content enabler is

Thé Bhdblahietiesd 508 gehllepbiatiemddi gsitaton BREAHE end QL4 CE,
setting pfAutomatic 540 to TRUE indicates that the

autheyivies Hic Wadis| applisatiom te poforma Fhel eperations preseatet intie uset-h
intéépdge_update service internally so that the end-user
oes not have to be unnecessarily inconveni enced

[0087F i nd Mbeitorinebleahéthod 512 fs chied bptHeanitdia 8PFIM 8ion iiSthe
lized to get updates via a webpage, settin

I.niti :
me%%?@??é’f’?léﬂ%%%bﬁ nqtifjedwhen dhe apeatiatheamplgtes eodfoe mants
, 0 ¢
o o e PEE b R0 Gucler sh R i BnaplerGimplged
evebt oue éis IMIMediaEnehtGandrgat imterfddet 0 t he specified URL.
056 abl.e nmethod 510 is cal]led by the nedia
w"%@pl i %&A%T’Bf? Iinsthoggﬁéﬁ%ﬁqﬂéélgwhep@ﬁﬁléraﬁphﬁ@@ﬁercameé As
pen%ﬁ%‘;d ek fiohO the type of content enabler object. 17 WO
2007/ 011667 PCTI US2006/ 027251 The Enabl e nmet hod 508

[0059] caBy elisttaetinp¢haremtirationp tirbugt these inhaticthie raadiauser
Y O R XX I
trushéndnivRoERRRL SInRIdRRM, g&&e'c%nféﬂ% g b;@ﬁu%o%@atﬁgﬂ% ghgged in

application if the 5 nmedia application wants
undgbihiefiestia aprdivatine as pewgas itterrequingrhette forahe fignrenntent cAr0

be dpSieaats V@gﬁ’t@ﬂ% ; i,ngqtr s Qe;'grﬁgergﬁt% e gfgné‘etéfuﬁéceqf%?‘éiﬁm‘é&
enablM Nadiva EMR AL &R DSH A AT B\Fhfj]l%f)l“qucﬁn il éko‘Scﬁ@f@e'
on (0]

nmet hod 514 is called by the nedia applicati
WINRAYEP ®a Undetediofigy aop eAn instailation s¢sipad} cRptedist ¢atstg ng
t.hecoperatjons.through these interfaces, a nedia
U PR G B e SRiRo e S SRS wi ¢ h var i ous
TUpahteRess{oal: CRedt8lIPAAES drchef. UBAEGH BV daUNIE Bfé]left!y i Ft)lixeﬁxgugsgccli to

addition, future content may be automatic
seaiich fonthe gpdath édensified bapd GEADIbyrcalimg MiglateS etdoher::Search.

Ad{eﬁﬁﬁc’%ﬁ%Eﬁe.%%itﬁ?rrg?r%gt%gwteﬁ e content can be abstracted

. M8xenpl ary cal ling sequence

UpliaeSesskanteaicUbdaanbY floads, REYHES 551’59@@311)‘4%
pava_li | abl e froer:n ?%e M CRO%GZT( r9) ' WﬁlDO/\B(r U%kg%@gé&d

by pastingesasch msuithio BindateDomndaedst. dhhd wpdatasateadeldpwnloaded

to t}ge?f;lglgl%pglgin%;ﬁgg%?fbsrﬁ% ?ﬂg%pd’gf%D%%%?ga%eg : or\xc/:n 8er1d.o Jn?rcl:sttali S

objdctBdRéRREDS bAlling mgaat%&ﬁah@é%afe@ﬁ%enh@agwﬂp ‘i‘ﬂ& %ollcﬁ:tion

searcher object is then used to searc or the update
of dpyaleefed epdatss ohestadlecm bypasadd Whep calling

mphég%%aﬁée. eﬂlsﬁgﬁr TheS ?riasrteﬁp method then installs the updates on the
computing device.

[0060]  Figure 6 is a flow diagram illustrating an exemplary on-demand
automatic update process for obtaining a trusted environment. In overview, the
protected environment ensures that the environment is trusted before allowing

protected content to be processed. On-demand process 600 begins at block 602,
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20 A downl oad object is then created by calling
| Updat eSessi on: : Cr eat eUpdat eDownl oader. Specific
wapmavesetan be downl oaded by passi ng sear ch pepUE1086/027251
to | Updat eDownl oader. The updates can be downl oaded

whtF% %121{%%1%8&%“0& g 19&[*&11\?@ 1@8%?%'53%&% r:id cor ent Frocessmg

coxﬁfr@aé gctidoisidablbelngo4. _
Updat eSessij on: CreateUpdateI nstaller. col |l ection
[00155 of Adeaririendirk fiar dsterminpfiah 1 madesy ﬁgerpﬁéaeela ahen
I I d
unfied Rut o RESHELISATL Hric hFOU if b tslaSh SinclRione
corhPOYe} ishHhgrl&l én thE C@nfpiuﬂwg dewige. aB’ed:dubal tteratiiustpddernel

exenpl ary on-de aut ongti ¢ updat rocess for
CORBPRENH pw;}d Rotentia %%@ﬁwmﬁmﬁg o 1hq cprampiing ice, fgludigg
is
el ER P By AT é?é%%@%ﬂé%ﬂ%@ﬁ‘?‘“ﬁ%&&?%
prgieaetsaeeht i odemadldlfnhmesm ﬁmmstﬁelg(emela;pnmonelkt 16&’@(1
18 WD 2007/ 0116 PCTI. U 2&%/ &%251 where a ned
progepungeAntpHes & IS&&I%IP <8 DEsE PutEee ggntinues at

digocessi ng continues at decision block 604.
deflggé?fgckt eci sion block 604, a determination is nade

[0062¢t heyt debisioa HlsckabDs, unlsenisteeﬂc«'srm&len‘wdrtp dineertd-user by the
I oade The occur i.f an un ned ker nel.- mde
GO o1 R Y s A GUBB BT PTOREro 0y B detidle e
un&ﬁ&@&‘é #@%n%‘ gfé&':é%&ﬁ cBRENRE 2COBROGENT OBRM ke, dprocessmg

potenti a ess anything on the conputing device
contmiesdtbﬂgckﬁh@ protected content, the untrusted kernel

NI e R M st
kel&f%?] onehf RES B AGhsEARH IR UpSated wiB Gl s‘igribﬁ Rk Q6K BRmstall

se processing continues at 10 deci sion bl ock
1nﬁﬂibt101ﬁ§)ﬁ6yz])e Abtatiedivia @ helplpagk 06 05vebesilgs én wpdased %lg@ed s

el ey B abiet bR ROrY: 2 BRI oF ey
sith @@@I glcghe@ theDINRLa (ROPRARRIRA. IPHRCEHSIsRA 169l nues

G herw se, processing continues at
cohiponémt&@ﬁbeelﬁrefl@l%B}heﬁglolhﬂl oelocaii® listleatryhatusvakgs the

S KR! Wl satitig RKARS BB, s R ey ifeRiBRga e
re%&;elrsf%ﬁ%m Wi ekl dervitd SHB#&G%érOH%é@MbQ%ﬂWaﬁbﬂ gigt dded ndt

p page on a web site. dat ed signed version
idersify Ia@admmmxﬂlﬁﬂ:s forghannm‘pﬂﬂ@{) leerned rcompenergt ot s s ted

ke%:?erllfcﬁlrgp bs:jxéﬁtlg 1&'1%@“% rﬁl{)’lﬁaé tg(?,rhlgsft ‘[ainﬁ)Ubl amgm

may be used to determine how to handle the untrusted kernel component. One

embodiment for a link mechanism is described below in conjunction with Figure
10. The link mechanism may then specify a package identifier, a webpage where a
new version can be downloaded, a webpage that describes uninstall instructions,
and the like. The process for handling the untrusted kernel component uses the
uniform set of APIs described above in Figure 5.

[0064]  After this occurs, the process continues to decision block 608, where a

check is made to determine whether the untrusted kernel component was
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20 component has been revoked, the gl obal revocation
list entry that revokes the wuntrusted kernel wll
wo eimmitey7 a package identifier. This package ipenusfon&o27251
is then requested fromthe update service. However,
sucbésshllg hakal If ﬁl\é%ﬁfhét@&' kel cARScheRPvas hﬁﬁf@d §L§éc@ssfully,
package identifier for the untrusted kern conponent
propessingecontitvessit ddcisivr bk dOni¥hentisd, provessingleotinfues et
blo i n6%£e gl obal revocation list, a |ink mechani sm 25 may
lé '‘ed to determ ne how to handl e the untrusted

© [0068Y NelAt Ae¢TRIBA BNk 6P0Ea dEBRAE IS s thiile Whdth&naBahER sm

is described belowin conjunction with Figure 10. The
globalrkvenatina ﬂms@mun’avst@m eRhis syt chpuJalfpﬂaﬁzglagel revegqatiph |hst1,s
ownl caded

Rt K T S M T

thelgiball rdk@catidiclisft) ALaES1kOr IO dlobiIGetbiatibA kS b trusted,
kernel conponent uses the 30 uniformset of APIs

Progsstng; agatinuassy dlack otil g (ieersise puBA§sive cantinupy & dseisions,
bloElEgl rocess continues to decision block 608, where a
is made to determ ne whether the untrusted
[0066) neAt dedipion Blickwd$, d BseYVt@@aw 10 plBbrtted to the end-user by the
PCT/ US2006/ 027251 successf ul lﬁl handl ed. If the
medigapplieaiionk df elenddiproinen notwishorinsaireerss 00 s updare the

[
oo BASERANNE ORHINE A il 3 VRSB CHIRAIRS
conbllnoeskatﬁalébk @l2determination is made whether the current
revocation list is untrusted. This may occur

5_gl oba
lﬂﬂﬁﬂg t hét 5 Josk&112,thg glokel tsosation Lissis updaied. Beflys fescribed in
I { f t
de AL TRERL PR S P SERE 6N Bkoobh it i
repIahed i;vhtlh&he bpectfied @raababr 4 emmtmgim lthesit the Spdtfied version, if
t.r ust ed a?r ocessing continues_at bl ock 611.

avagpble tprptes ‘K&a??oth? ehbakreypcation list srehepk isarade
(de?%x@grbé(gce%&q@ ‘7}% coié% L en eﬁ%é ?ieﬁ@ﬁtaﬁéé‘ot;glg;ég@gal k@o@ﬁtﬁo@ﬁ%t
wasappkessitli dfit wab sndwsﬁm’ldptmessm:gomﬂinoés adebioionzdock 616.

process 60Q to update th | obal revocation I|ist,
Othﬁ%eewc&e%mmﬁas%a log G 624. Ot her wi se,

008810C e S -

Lo0g8 ek BUelc62 Ahohidfifors é“%‘%%%e%er sy ”?/nt '8

revelesic rBfmﬂJy idescribed dedetail behmnmonﬁmbu@mwvﬂﬂmgtﬁ'egﬂ a8 8p
and 7, the current global vocation list is replaced

oncjthtendruses gu oFipehg B1ediagPPYFalion lorst e nevgtien upHatad)
egof f f

corkfificREHe e YHIRbich vislhe MR ARES ol duflim M TRLIA

the @dmposemsnwhﬂhonkﬁlﬁhér) inteovahtibe bmth@emdaeﬁdﬂ.e Tht pdatpdlat i ng

of the obalh rev catlonélst
components are also hereinafter referred fo as renewal components. In the past, the

end-user was sent a notification that components needed updating and to try again
later. This would occur for each component that needed to be updated. In
confrast, in accordance with the present automatic update mechanism, once the
end-user authorizes the media application to process the content, each of the needed
components are automatically updated without any further user intervention. If

there is a component that is revoked, processing continues at block 618. Otherwise,
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was successful. If it was successful, processing

conti nues at decision block 616. 20 O herw se
w@e@cesissng conti nues at bl ock 624. [0068] At PEDUSI006027251

bl ock 616, a determination is made whet her a conponent

proc8ssidetfiates ﬁrﬂﬁ&flﬂ 602, ARRLE h&gs‘ﬂgw, o' gé.slténde@erg%‘@\% a loop

conjunction with Figures 5 an user

or ethethogicZtesipdhie eashineedap pbinpendnd that bagibeent identifead dsiregoked

. dat e C nents, the nedia application via the
mtﬁ_ﬁig?og’raﬂ‘%e,@i’gt%@aolﬁf automatical |y renew 25 the conponents
[006D] howul bidé*)(l)ct 418! tHetoRIpBREHt I0f BoRpohdifs £130 aﬂéﬁ&%ntiﬁ-l;ﬁgst o

updat ed onents are also hereinafter referre
revaked agawrgwWesh ipoefn describad ithdetphbelowt ineonpmdtiors edthwas

. t tification.that co ents needed updating .
Figdf's b Rl P Peh PO B E b bR e nierpetion
with oipebiier! Tak ARGVl xBErisRE MRS dbfRy HRME AR protelted

accordance with the present automatic update

coriy (b EIns progsatiag sermnlenleasdong es theuthewils serd hecessfiila

' jon t ocess th ont.ent,. each of .the nee
AR ARR bR R Tob e Lt dar e (sisiotnypocic 620
to detigrhrtifs whstier ihetrevolen tb@Pondri(s) WRRS QuckSssPilBORRAREDIf they

that is_revoked, processing continues at bl'ock 618.

wer s Ity ronewid, POG TSI @GN RS bEXG0EI202 2H6Y the media
. 0CESS] ' t k~622.. Wi | t shown,
apiBEERR e B oBIeBE KORERKis rSesil SO ks ot

bloela6P4.needed conponent that has been identified as

revokgg in the global revocation Iist. [0069] At
(0080l c kA6 PEPCckioRE, wbrled aetent torthe srpdimennlisatiorato lgk the media

e 8851 L0 o0 o PR LARURS, pRR- G Proceiv

theh panvded;, tottheefiéénewal of the conponent (s) occurs with
' interagction wth the end-user. The end-user

ni maj : ' 3
IOOﬁll | Eigges 7 ey Hoy dipgram ldnstraling er gremplaey progessciogdor

i i | | h
or 08 80,08 05 REATESFLTA BPILGTIY afisd PR Al
Protése 700pgitentbisdk 702, wheekthé protetal éfle@nsieaNchYcRE KhE@E)

10 to determ ne whether the_ revoked conponent(s) were
the geqiesied FEISIQR PIchiigher, version ptie slghed reyesatiasslisibpg been

. SSi ' ock . . to .al l.ow

e RS O8N SACHES P Sy BBl e .o

perivditt R1iomailt hpdaté pecessrmmelssiondigaesit topeeisdrblly BbREIad new
%4. [00701, At bl ock 624, an alert is sent to the

global gevpeation tstst Tha newhl dawnlpadedelpbal rawpcation listés) inmy be

Lt R
Thdss pendihgwlabiahovacationl lisg(ty &t icherkad t@ ¥ Ph&hsr the A6®SSrsion
of ﬂ7169 gloggfrevocation list has already been downloaded. Processing then
proceeds to decision block 704.

[0072] At decision block 704, a determination vis made whether the requested
global revocation list or a higher version of the global revocation list is already
available on the computing device. In addition, to the pending global revocation

list(s), a check is made whether a global revocation list is packaged with the
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updati ng a new gl obal revocation [ist on the conputing
device shown in Figure 1. Process 700 begin at bl ock

WO 2B7/onteeT € t he protected environment checks whEl/hs1002@27251
the requested version or a higher version of the

SRR sah e Reb et oD e R BRRlo R YR it s

cOMtﬂhhedzat Blsck 6. Dtheevike) (ﬂir@ceﬁéiﬁg B&Rtin®ied! 9!?@0%161{ B8R J08.
e conflgured to peri odica downl oad new gl obal

[qoggb caff Bleck /@6 sthe W@eﬁé%iﬂbabwp@@ae distpiobhigher global
reRzSé’a%%ﬁtlfspﬂ olblta§1tléc§ )A%Xteﬁgenaﬁﬁy ?g]k()agtrls cpe%te %HHJ 1ﬁlt1a%zed with

I ce as one revoca
1dsnmﬁer foRd gmesmvpm@mgt gAﬂbphoﬁ et aathe Rotebist ( S)
are checked to“aﬁe whet her the new version of the
[

ergiirgRRent reidies Mirther e Habal aevosaiign bednupkiied toatbe dequested
4 .
RS St e MRS G SIS BLERH 0 D

usagethi eequebted verpimsis denefidiglirbaise vecpviceted dositen® fvil almost

rS| n of the o] revocation list is
: Ceéﬁa?fgﬁ% a Eﬁﬂ%ﬁ Pras?%e%ﬁgqrﬁlée vREHALR P9y Vpdaiing ysing a

h@ﬁi&' ViekQ6h of t‘ﬁe tg‘ft?oaPFé?%bﬁ%g g‘%& c%ﬁééocﬁ@%)}cﬁ&’ft!e% ?64‘%&’5’ nofto

heck i s nade "whet her a revocatton
wpld«; katgﬂdvndm thetgreate? eddEitY ﬁﬁcﬂin@éhi 66neRCTt 41S2 d0b6diZ2dsAhd
If the desired_ gl agbal evocati on

t tent
B OF L L it g BB b g ok i aihmetin
t
ap;)@i@atlog OO%:‘%M %’%{3 og Frﬁ“ﬁ'g 5%’%1%%1?%21 élg%g%g%b qeal%b% ﬁpc&‘blﬁlcclﬁon
Wrtb\F(gan p oﬁot examde, il ‘NIGHOMATI6dk enabded) &aﬂingrenhblatmdtﬁod
| er object. is created and,

DRSPS FATE] LT B A
witEMIESEIoBAl Ijeh%atloﬁmlsp PR awhd @p échﬁ%spef P4 g@ gdentlﬁer the

envi ronnent specifies whether the rev
identgfter issenp thearegpdate sdreice txqobiamehie globa]memmamlbnu;sd atfehie
he h| hest .ver n | obal revocati list
byt S BT e R R URE P st fos eteRpeioantcs, a
héﬁ?%b'?ﬁgé Bﬁtlfb"lﬂ&ee %Qﬂe%ﬁﬁ%ﬁﬁ‘ﬁenw thé ALARSE ind Al I‘rﬁxrl])lgy

owed to be processed after t e upgrade occ

actijpiied ViagMISROGOF TH) WIyREXWSer Bipdate abittvihee. gi aalthis
[ d. cont ent. not

list t h
el i, T en BOPHL ksl S et Sisfed, S0 s b wHpeation
hs@m&tdehtto HeaD il igEwithie s Hl@f@& lcafdbo plér'é% és[}ﬂédm

t he ‘gl obal revocation Iist nee s to be
renevdila Tlaﬁpﬁmctfmdl qatﬁ@ajnmaa Isbrt dreaditferenbversohs bfi Eheugiolial éd

API r ve| tio w.t h, Fi gure
refisetiof TR Pr BR0iGus b, At Sicndhe apfiomiz seibaisddn abietn
héBL onlér ifast {

O i O R GRITAL HBcdiion 1R B ek er o8 BBlvnlqads the
lagt rgéob@l reiyatatiommlisg that sras upbided. fIntdne endedirméntethe global
es a entifier

e i ifier, the
oot LSRR ROGpIF O dnsSliset wHECHBARS ekt sobal
reVE4A6@ 1510 Tn lahSther éhbddighent, a global revocation list setup package can

be hosted at a download center. The download center accepts command line
parameters and uses the command line parameters to install a corresponding
version of the global revocation list. Even though the global revocation list setup

package may contain multiple global revocation lists, one global revocation list is
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identifier specifies a unique URL, the URL may
navigate | o a downl oad center, a help web page, or

wo bm7hileer |1 n one enbodi ment, the autonmatic i nBtEUS200@Y27251

be 20 achieved via M CROSOFT(r) W NDOAS(r) Update
sel&Mdd W?'ir%tall%%n bided on@HOeEIRAY ’hn%gﬁoﬁs el“}‘og«l—:s‘g Bl continues

revocation list is published, the revocatl on
at debstonitodkpT@aded. to the update service within a

fi d .cat d' I
00ZBEC; it S6rifih BRSk oneli® Lot TRt BrpEREreYisddins of
detéEndvdbaler a rdtRY PR, | TnThne RATR IR A8 foide E‘éﬁofo't 8f the
Thus, when the option is selected to obtain 25

nevh glgnlbehrtew@’a@n dist sfrevinwed mathethe f@v@ndvppbpammster 1lt ﬂn@

er e ads t he. revocation
curfE BBl e On RO E Compiiven SMimaimEreSnE RETgTsa Al
blobleY PB.aDt¥wisk Sprobasing GentilRad aekision biekundat e service
will contain the |atest global revocation list. In

[0025bt hA# blosls dd0.rtan comporsinhiiat #teweedad torthe imadisepnlisation

t downl o d cente he
BERIE 168NV BRI, TRHROArSERL & doedMd bolow
in deapmctibie wetbrF1gnd 8l i AeriBé aombeichtd @e kil pRcessing
correspondln version of the global revocation |ist.

congipaes ARRKN 2he gl obal revocation list setup package

1007RY o PELE 78 Bk P AR R SYBB Od B re Bt b

revB’éEﬁoHﬂS%Oﬁhﬁi e tahiputing Hewtedndepgsods AstbddtatA foon tieebdothe
the command |ine option(s Processi ng conti-nues at
PE juth used Hlemeafc&lowgevqcebmilswh@eleﬁ@ps foppeRity oBrocessing
is c&ﬁ‘i’?{‘ reboot paraneter is reviewed to determ ne
e€r a reboot is needed. |In one enbodinent, the

[007DF ceAx eébudsibn block @4, Dderemnightidinis nieieoriadthartht hew glsbal
reviewed with the force reboot paraneter in the
revegatiopdist gpesiies re-slpgeng lihs@rqtpgtﬁd processh el indgigrpigation may

be % E& g{l‘% 9&5@ %ec‘étﬁg SRkl Ye eq{e\avt Qggﬁ%eg&%hg{x hsii(an§1it e

pr ocessl g conti nueS ecCl sI on
curfed gli)]o aHevbcbeﬂ)i@h 1l OIf thidyerocesspen@nparaietedrs differNimockasingy

t he medi a a,gl gﬁgt ion and that have been revoked are
contighes,gPplockn RSP PHRESENE § Qﬂ’ $Pbed bel ow 10 in
098] UAEbIRR 746 die b ik OB AR -
10 ?gﬂ 0pr ocess?ngﬁﬂélger??ﬁ nues at ock %%% %Jégfg?n%
andaﬂha:k:ltavz bzen tdvekerbave gbrdwadd. rEheaemtwal prddesd isides@ébedbelsy
. the curre @Fgl obal éﬂg vocation |list and the conputing
in Cd’éW&BO% Wdeasws Sa Al he compensnts g I¢NeHSE: Proeassing
co %‘lﬁﬁ%g S&S7iishe new gl obal revocation |ist when
9 I ng conponents Processing 15 is conplete. [0077]
[0079] deak biook 708 abk pitldstedprbetBesraneat-stanted s Axacplavedt dbere,
t he new gl obal
re-starting the grotected processes kills the malicious user-mode component within
the protected process. Then when the protected process is restarted, the user-mode
component listed in the new global revocation list is prevented from loading. The
process 700 for updating the global revocation list is then complete.
[0080] Figure 8 is a flow diagram illustrating an exemplary process 800 for
renewing computer-readable component(s) that is suitable for use in the on-demand

automatic update process shown in Figure 6. Process 800 is performed for each of
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revocation list specifies re-starting the protected
process. This determ nation may be based on the

WEemeess6T est art paraneter in the new gl obal rEYDUSI0D@OR7251

list and the current global revocation list. If the
the RbRPBASNtE BESRALyRAE ﬁfé&fa%?fli@dtfofrﬁﬁat WerR G&F31RY as Bling
continues at bl ock 716. herw se, processing Is
revekethinghe globgbregpeationdlish | ewe vkt sthe tehd-usempay ba peestrited only

ar e .needed t he .nedi ication nd that have )
oncBagi F ESGRaR e SR Ber B S vEar Y sttt o Bfomatic
updaes CProbesd 306/HRYIns b AN BON i@ p¥idifl FindWes c8mpbhidrRd are

t he corrponents are renewed, processing conti nues at
chegkestto detgming whebzothe apedadgenevwerbconprmeptisdiare already been

r,Qc es, .are.re-started. xpl ai ned. above, .. ..
AoUBEEERER UG gD Bler R BB oy B R i Figure
the fehdif ; @&tsevtsiedoniodents ﬁﬁpmeabeéﬁ;jlsﬂabféuslsﬁ&wﬂéad%& LCTe
process. Then when the protected process is restaited,
perjodic yematio gadate piasetie Arodessing dontinuch et droisien bleak 804.

vocation.: | ' r.eyent £ | gadi.ng. The
1008 £ 0 oR AL Fhol S0 EREER R oh I8 Bither ert 1
coniftgRncR MleadEavadble0 OBAE réoltdd Qofipbsierd hbb B¥énthratioasty
illustrating an exenpl ar Mr ocess 800 for renew ng
dovsapside pracesfinrmbeatianess heapk (& F (Qtherwise, puoaeating commues
at HISS .(ﬂS the on-demand autonatic update process shown
I'n Figure 6. Process 800 is perfornmed for each of 23
[008E) 2087HLEBOE, PealtésD208H1é10abied Is crehied coRe Revksd
needed by the nedia application that were identified
congpongs. njhg eqrbey gnatien ehgecy isoparted by deampdia nipedne component
vV - o . : . it h
A e R R R e
conpsnikat. NTlenidantiferahayche alhaktagsocRitat adth (BORVOREA BSmBdnent
bl ock 802, where pendi ng renewed conponents are 5

or gefatfieate pPbthedeErker sempRBe T FOF A ECYoked certificptenthg content

- I
enSRTRERARBEE, AL R LU SRTEH R g o
the wbinpokdig uliat iObeing keroped dTnglinlenechign MpgrRed fodiveyt based
have been previ ously_ downl oaded by a_  periaodic
on ilh Shesk D ARPALRE v BReEts, Tk e merligisromep s ageparate
en 351 AR O MR HEETLED, DhSSKsB0 ity

at blecke88eady avail able. If the revoked conponent has
en previously downl oaded, processing continues at

1008Fioc RbblpeR EDRPEBIe Pt e HEs: obiecint ealed
Thi§ 8811 idﬁ%ne@%g%%%ﬁggﬁpg%ﬁ%ﬁ%9%ﬁeﬁﬂgmégcg% BRIARE '

creat revo onent .
congpalbhie?2 0ofgseext the somteaheblebybjbdtao tincinadipiappli¢ati®n. The

onponent 15 222. The content_enabler object is . )
 medigapplgation Al s Otha%ml?q%éﬂs@ 1sppised aboyedy conjunction

with Figure 5, to obtain additional information if desired. The identifier in the
content enabler object identifies a renewal package available on the update service.
Processing continues at block 810.

[0084] At block 810, an update object is created and sent to the update service.
The enable method of the content enabler object is responsible for creating the

update object. The update object includes the identifier for the revoked component.
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conmponent. The identifier may be a hash associ ated
with the revoked conponent or a certificate of the

wo ewoke@detonponent. For a revoked certifi cat e, P€TES2006/027251

content enabler is initialized with the hash of the
WHeR ild '{‘P‘ﬁ% Rroicd wlelves BRYpABR dbjdch|iE8AREeRfits phliiges for the
conponent that is being revoked. The |ink chal% sm
package hdveng thesdpeafied besttier2 Ommexsotpharyivellhasdeqaerdtds t he
certjficate. The link. nmechanism may.have a separate
desgiibed AHOYF T G RHIRION LR IR i o Pt S Mo PR Dlock 812
[ooss%t | At BRER 8121 A6 @8l N pptie M di e8SivePihe bR dB8Bnponent via
[0083] At block 808, thé enable nethod of the content
thegnaltl erctluls]. dirocéssingalontnlies aThlosk 8a# i s perfornmed by

10086 oRehfbBB34 B8 e @efuiimell sl T Bl obplre Agvicnis
replREd ¥itARRE teh@ivie@RompBBent MHHisanAPHIthiC BV EQRItARNhAkSRLEE e

ot her uniform API's, "di scussed above in conjunction
compangnirvigh tle Bnewed spmpenenk dBiocessing confifbesatthilenk §16.

ir T kdentifier, in the .content enahl er pbject
100878 1 RF PlofR$ 158 vl copbfcy i PALFE S FF e Hhpiet ¢
appiRatdrCRay ub¥ BReDHIPIYAbH it hrosesdingh IFeckes8 800 f&xOehSPBE L

At bl ock 810, an update object is created and sent to
compprnenhig dhen esrpiptee As mpriiongd Bbeverprasses 0 istpsrioenedior

' ' ey i t
cacf BBt B b tch B REL ele Spb o SRR A el Brt RGN
[0088E I Bigalkes iscoflprniairamBusiexigf & eRaipRry periodic process 900
PCT/ US2006/ 027251 \Wen the update service receives
for updatingdhe &ussf eavironmenie i enfoambedmentk Ky iqdig propess 900
: = S dentifi Lar

maf B0 QML e QRS RO R Lk B8 M SORTR) 2y
WINDOWRIRY Wislabe sdftvwate ssintfictoet bnNVESROBS OF 0 CorS.1of.

(5:8085 At bl ock 812, the media application receives |
Regmend, dhBnddoessigBR opging ptblock 947 wieki? Brendetargeined event is

' t ) .
reog S R0 SR LRl B PG fortikd o AL it
enviovineat. | Bhe prepledcradned évent inay be spavifie o aieeific tinkélias

ngy entail overwiting the revoked conponent with the
SPEFBIRARBEAN (&8 BEHT-UPbOB Hisslalen rios fe theuds-dsterprnsdievanis an
. . . i s. ded
o e e o B e R e
corffigurddt for pomtedEsg tig. auks-0pdss b&A0ior dor the pevibdig process. For
onent is then conplete. As nentioned, above

exq%r?r&ng Sz opiir 13y §erciytidd aplgmatigalbieenipahard msitdlithe s
rol LR ORTEL B PAPL SN A Rl R i
theilist; 23 dowhloag themexesiglobalreperatiodilist prdidestsfi@Dnek ed
updating the trusted envjronnpent. In one enbodi nent,
corppriepis AU Wiad 19 ﬂ%%@gsg) g@m{ a notification that a new global revocation

list and/or renewed components are available for downloading but not to download

or install them; or 4) turn off the periodic renewal. Other options may be added to
the ones identified above. As explained above, renewal packages for renewed
components are uploaded to a server that is configured to provide the software
update mechanism. In general, the renewal packages for the periodic update are the

same for the on-demand update. However, the two packages may differ in the case
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15 may utilize an existing software update mechani sm
such as M CROSOFT(r) W NDOWA5(r) Update software

worzmahaetur ed by M CROSOFT Corp. of Rednond, R&/US2006/027251
Process 900 begins at bl ock 902, where a

of tBE tdhal RV BERE 1RY €The p&riodiCGRlavEfackleSindRak thdidw ?logal
cheéck should be perforned for updates to the truste

reveentiondishtont teniPoearplecation ewhirnedhe verntemang updatspeckdgeed .
repBgf 1 Rffren o) e Ruci ARG b e FRrclfid it

Pro@¥$itig coafinuddpi bekign4a client service associated with
the software update nechanismis configured for ‘

[008%ht r &t blosky 9Pher disnbsarpigatce thepempwng daviceonpests trdre

0 N~ anple, 1 option speci fy.to .
undliPEFE cobfbye G R MRy Smeht e PRbY S Re R S sl
connegik ntide visthedn@rradt| ThE clidif seenRWRd B € Bdréice

identified within 25 the |ist; 2) download the newest
corgmypispteveittoeagh iofer i 8ecosdracp dathtthe opidon snvsified. Processing

S: id-to install; 3) send a notification

cor{%ﬁggso%%r%égﬁogtﬁg%éﬁdr%vocati on list and/or renewed
[0090pOAedEdsian Bloak 906 athk eliétrseal @y eaddh Rgyubsttio MRS sdreer to

downl oad or install them or 4) turn off the periodic
see vehrihes the sorvrahap poewrelobal yewmsationby available elnothe s

i | j i I kages
e Bl A PN DS T E LLDE @ Wkhe IR P B

globélatvicatiowtiktirgay Belpiislishedus AR etdremendédapdate UPCIRE Batest
mechani sm _In general, the renewal packages for the
glopalrpersation Hefdias bserepieniouslydosvepded Herosprsipgpentinues at

Al s Sk A S R

[0091obalt blevk 688, teed 015 the optienygrectfthd theptiehesepeiek gorms
installs the new global revocatjon list to a
the dgsifrsragtigny- otosteramplenieaniion 4 (sendopntification) is selseted, the
. | . r i NN
i w1
notHicatibw ekoWOrhe ehd{u8@B8]spédifibivhetkerXd4gndte Chd t&§ dowintRd
on the conputing device connects to an update server

andcigstpilpriest doymiqad) dstlovipradaptionspialy semyiag Sy spnewal
. . ot bon. oo . .
packiEd £ bnid CixbragE QBVEE, TSR s Ep AL BE,
renewblpaekage intohedividvahitens iencpevifiedh GRIg spedified components).
Processing ..C

TSR iy QLSOO FUBGAUT DR BRSRGOIonisg |oF highEs the les

S e T R e e
revbeutiphdist Bpnsitidnemé thesiongpukinGROGCETThy cNéNBEME(d then

. Update software, the | atest global revocation |jst
m"ﬂlﬁﬂﬁé"ﬁﬁé{ ingREer onsthy copBim@Adder Ojawe' the lateshglopalt est

revocation list. Processing continues at block 910.

[0092] At Block 910, the latest global revocation list is saved as a pending global
revocation list. Because it may be necessary to reboot the computing device when
a new global revocation list is updated, the new global revocation list is saved
without updating the computing device with the new global revocation list. The

new global revocation list is not activated until the end-user attempts to process
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gl obal revocation Iist has been previously downl oaded,
processing continues at 15 decision block 912.

w@edwenwicee, processing continues at bl ock 908.P¢D09M)6/027251

At bl ock 908, based on the options specified, the
sonfd pl%fgcteaecroylte@@mefé‘qﬁéﬁ’@a &@& gsﬁwrs@o(ﬁasﬁ B8Stharf @e current
exanpl e option 4 (send ification) Is selected,
activhglobal r@n@atwrlw‘t céhg mlsufalgrdﬂvmel oay bo Bﬁttdpab hiage one

i spl.ayed he,. i ng..d Th
e IR e BAOS LS TR S ARk Yol apbatiof ity iR iR gt
lﬂlﬂéj@ir?ent PeMth® 2R ba0edbshtioA $¢ Ablace® K;vﬂh%ttestd%w%‘ah Q&fbcatlbie

downl oad option entails copying the renewa ackage
list geatfig pushed tothe compntige delded. cla anvl:t@r |en®pdimemphe OMputlng

aovihafey Br SR it G Al R B RREE S sty

revdoHion alstsy , With€his |sétﬁi]bt tHelaekiCEobA rbvischbh A6t thhttil pashed to
default option of 1 which is the |less intrusive

the @fampéhng detiprisaddediaegnothng mmhng gladpl feayacatiangdlist. Itis

desggblﬁ% Stor {hre]: ell(?‘ Elg%p&)% b3l éc{/olnclés?(v jl)_ﬁl:t é)g?%‘l}ﬁ S@‘@FV. ce
conﬁdﬁlﬂfng deﬂib@lﬂi’ﬁ h@s tdad she dvr[t@ at@kss & alinustRS et itthg
evice to install the | atest gll obal revocation list.

deviep Jhis P BoR-pérnimdstrgiorp theabllity Go updaie the globalirerdeation
list %Jl%gd&ﬁl eBbf%%@ ﬁé t]%lelgeo do@%&%ﬁ% gﬁgé&%{'géeaﬁoﬁ 1%193 aéen%mg
revOQRIBAIRL thstead bE Baomatibalycgtatihg 0g wesbe ef megnoba@o a
new gl obal revocation list is updated, the new gl obal
reV?"e’ﬂ\‘W@@dtSF, sriser will nef heye the wiferienate exnesiensrofieing unable to
r 0
proS TR REMILD 00T R OBl B bty
doek ot Bmi»tumrunaédeemm ifcOnyendarRss. PAtcWih @OhinUldsl&67
PCT/ US2006/ 027251 sone protected content that
decisiepieleeks 942newer gl obal revocation list than the
rre I 0 t I.hg
0058 SR AL BB QS RHORRL0R hllyncThe GomALE
confignesBtshonldliestowaichded.eIfaht bptogiscbRitedey aotddvailohd tie.
Wth this set up, the cur r ent pendi ng gl obal
ren@\@%e@ﬁpwm@r?@ﬁ%& BoRRpfey 5@%@1@ BEpgPSsiRg ARinpeTat
blodk b* t that is pushed to the conputing device. In
anot her enbodi nent, the conputing device may be ~
[0084]t - UAL block@ilhfthe blient pemaéesfehdneﬂrdquehe“ér the lqgenghaciget with

gl obal, revocation |ists. Wth this set-up, the | at est
the gensted qogpoRgats gssopiatad Wikatheilatesh glolal revocatioplist.

ProS QIR doﬂﬂng‘fsva{t%?oc?ﬁ)lﬂdded as anot her pendi ng gl obal

revocati on I's desirable to store the pending
[0095Jobalt bliek©®ab] tha chmnpiitfisy) déviceareteived the idemnificd @adiiet.

conputing device that has read and wite access for
Progpqsmgg@.n%ng% atpockMBut i ng device. This allows

n- a I.6lgh at { L :
009 AP 05818083 A SR, Ml g
conajsmehead atbradecdeadssibda/log thici complutiap dasice. PEAGtN¢an then load
these renewed computer-readable components when performing the on-demand
process shown in Figure 7 without needing to download the computer-readable

components. Processing is then complete.
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revocation list instead of automatically updating the
version of the global revocation list, a user will not
wzooe/0tise7 unf ort unat e experience of bei ng unabPEr/us2004&7251
process protected content that was previously
[0097]00 ePRakl £1 1sT2{T@1681E @farant S POGIISY ardBES A0t n@%@nﬁ&
be unnécessarily i nconveni enced. "Processi ng conti nues
the periodie predesn Phoetengidy afdo@sfurainctivies siservebl tikardliRe

corpenics ORGOPHEHEY o Biciet 0% CRB Bt Pivchides o

serﬁ'@@&t@@ef@cdqpﬂod&w&&@& ilh@ forfherPASWR Y cFOSRUTERY -

processing is conple herwi se, "processi ng
revokgst ¢Qﬁmleats ang| tb@ke@ly@ubllﬂ@@zg]low eraﬂxorgnsfts Chmpuiting

L. t f | at est
dovfje F% iR B LR ERERr Bodrli i e 4080 AEen fistiler REE °fhe
autbAbes p @te b@h&%ﬁﬁﬂm@&slwlﬂi the sBF/RE Bp§AtH SeroRBb BHBH the

at bl ock 916. 25 Oogd] At bl ock 916, the conmputing
ldemw%@mmmﬁe&hehéem isfl competieninatecthen irstadieé s ity

009 At bl o
°°na% qmlgndée% r gﬁ lenv%%e:a %& %é’ﬁf@]ﬂg 8“%’89%% zi‘g‘;‘bendi ng
[0008NP OTRA bockskind wrﬁ@mea@ﬂwégl @9 hye tHRe16WHIP&0CAEon list
devi ce. PEAuth can,then | oad these renewed
deseabgstindfignieaty afﬁp@e%ntbg peasessingyaay psefhsrmerfogmed asing other
I‘GV?%IU%O rg'n%{sﬁ repoggﬁ%a %&ai‘ thyMEedYa 1&10]5 lél{)phcea%ons
ut11PJe@C(éaﬁbzﬂ stylescdniyimeniogpdetion 112%1‘1@112&@5 b@ﬂaﬁ&@?ﬂ: revocation
PCT/ US211116/1127251 [0097] Figure 11 is bl ock
listg Fagtheps ethenfrraaisnicsrssent atiomatq wpdate m&pléw{m irrr@g t he
mcgr?)s gagg é ‘rfm% i‘rg%ﬁﬁﬁlam;r ﬁwqfﬁ%q}%c 053@1!1 % g&r&%@ed tr(]> as suq[c‘lea

an Mestifidrevitn b @hifeim 1és0drce $§tfat(ﬁ' r(UB.lg 2vhete kbl dpdated c(&ﬁ;ﬁd&%ﬁt
gdate service 1110 and storage 1112 for the updated
may g¢ §pyatoaged pha newrexaskisen by mpnendevrlgadeds d'igew 1)

. |
sy 3 S OS5 ORI G
In theset dthdranedia 2gplichkiens, shioloakup sy @og@t vigdrt the type of

communi cates W th the server update service to obtain
infqreatiop geedads et PorHERITRRMAtioTId ateqBAthanisay ElesipldFfent s

ol 18D AR Lot 0 s TR0 s gl i

whdther ip iscasesdated withr £ updxm:lsemCeFlaghﬁe paﬁy 9velb$ae,t dnrea lgdhppade.
rev catlonllst described in Fig t he
iaspPhgatiny that élgh%f‘ethﬁqgr qtb@rﬁgﬂoq@glpﬁ éls@tqq@lpde code that

1nv§£e§QE@%fB%%tlah§&Tét L{aata% m&REnSXR RS, iftedh bRbadS@t S

GUID, the media application passes its own type of identifier, such as a hash or a

public key. The media pipeline constructs a FWLINK using the identifier. The

process then looks up the unique identifier via the link mechanism to get the
associated URL. Table 1000 illustrates one embodiment for a link mechanism.
Table 1000 includes two columns: an identifier column 1002 and a URL column
1004. In general, identifier uniquely identifies a component or revocation list. The
identifier includes a website URL portion 1006 that supports a FWLINK
mechanism 1008. The identifier also includes a link id 1012 or hash 1010 to
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utilize a Cardea style conponent revocation |ist and
an App conponent revocation |ist. For these other

WO omeise7 t he present automatic update mechani BCT/os00d&7251
incorporate a |ink mechanism The |ink mechani sm being

e pate . an identifier, w a unif
S8R he BiBR B nned e okionsbite de R Gnliven P,
stbees d WKL gardedelstiteav it Head Ot HddQdmpoi bnt Yy B@mstau hel

down| oaded, Figure 10 illustrates one exenpla nE

ngiERgtions s boeblais aed tieiliks. aAf thadmT fllcélldeWIG[ﬁIDF lsmeguid}

: d t t.h I
as fgl%é?ﬁst%&gtpﬁgatﬁn%rp 'E)Igerat%gfrhétmtal)l}r}d%{]e @e%%isrﬁq @? trs g?] locate the
coirpaedt Wiy thdepdatesevite asthg et dpecified FEDERIBO ESHbonent is
Therefore, content enabler APls are configured to

nqtdecatereomihe updae sevies ierauiqmagticamgats I@Wh@gunsﬁwplays the
URABIRL cld i, BRRIORGY bl ASTRANIRE; o8

campinentaivailesbl hattheu tlpdiata gertfoe afe @inlfighrddeyide aidom hd sts
de code that invokes the present automatic

o fta P HBEE LIHE CTPRAIERL ¢ Boke et glﬁb%lsfpﬁ@caﬂog Sistaurpbe
seicQfficfl0td sty Sfthl PR PRI T MAREN RS 8nep populased so

thpt the FWIEINIO psinta ot SGHIBWhAtNEpresinnga sdiep ?%@gb férapecifibe

r.oce?[%]@t hen | ooks up the unique identifier via the
VAISIAR OhEerEAn A FSYosatifg ligtsingAle sropBd GUCTURITNEPAsPEEEO 0D
{
oerE {0 e BB bt N infid kS IR R DloBH repogfon
it 08sh @ued adixeRlstrig])ubm vaiichOdF4he gkbb@l&ﬁeé(ﬁkmnllﬂeﬁtslpémﬁéd
identifies nponent Qr revocation |ist.

I
usi ey SRPE RS S| 0 & %onm spiHruRe oo {heoRWi gE
orlepdton? BRI difil'ep s TEGORD, Tl S orlfs duBftt 1 "

dS00Fdd3 16 6Tt REThISAAP 6 dh2 ?vaﬂ'nJIhatEGTS’ﬁD uging thé tyhddidgervice.
L qu nponent or, revocation |jst. The URL col um
10984 “wihdP xemplormiagimsntaand rrrlicafianshim bep dinsiraied and
n
dSOMRANENE 1 Y } t‘-ﬁmfétfﬁf t‘ﬁH the 'i‘ﬁ’\leﬁﬁgﬁ Eksﬁc[t‘l'l it r@PrelSe

obt ai h, an t he I nc
co@ﬂlgﬁ)a{lsman@msdl}lrcasdescqhed gbwier V’@mp@hﬁﬂﬁﬁ@ﬂtmn& hBanges, and
au ormtlcu T&lﬁ E%‘{us attenpts to |ocate the 5
Va&@hﬁ%@?@' %enﬁia 1 the pingay hesmade ke spapgameny
ofditlon, Add ddS1CHTROBRPostPe %meﬂﬁ%‘é&% h%ﬁfd%fﬁﬁ?{%eﬁom
service, the automatic updgte mechani sm di spl a
thbJRb_oge@ftﬂhﬁeclmmbduamntm'ﬁhe FWLI NK dat abase then ensures
that URLs for conponents avail able via the update
service are configured with a GU D as optional
paraneter. In one enbodi ment, a specific globa
revocation list may be 10 specified using a query
string parameter. The link nmechanismis then popul at ed
so that the FW.INK points to a GUD that represents a
setup package for specified
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version of the global revocation |list using the second
guery string paraneter. In operation, when the
wa@onveniseenabl er object is initialized with thechiUsivado27251
revocation |Ilist hash (i.e., a fixed string), the
version of the global revocation list is specified 15
h L ‘ng paraneters. \Wen content enabl er

per f0 > R b@Rprikihedet ects the |ink
1'spe(‘:AT %ﬁ%&tgle%%ﬁ%n, %Ecﬁ% comlelng enabl er downl oads
and perisdiahllyschiehking ovipties atnew tefotatian 1S4 hesh pyblithed at an

gpdat e.service. [0099] Wiile exanple enbodi nents and
UP4RISISPEAES ons have been illustrated and described, it

s laarﬂag tw;]s’e?foaico&l@cﬁ, hipbn bORiViRY SR tldRehtion firk td dhdard
to the precise 20 configuration and resources
sedescthbihereals aveconvaendsd sipdateifbr thetmiewnsyowhiandies, and

o iading oo ERURE Aot SeOEr R PR AR ABRI P

pehffgdbP6da088 s IR IRB LSy afih NisthdihOrtaildBRIbE bdemand
from the scopé of the clained invention. 29 WD

upde AVl ge ecRAToWSR0GE N 62y 2 Bighenigagl afprajesliovEm ihs: 1.

A ] ter-i | t ed. th i Si ; .
ot PR B BRSSP SO IR e o o
thga&nggﬁﬁg@@kmé,shed at an update service; 5 during the

periodi ¢ check, upon receiving an indication fromthe

2.upddihe coswuidrdmpidmantediapthofl o glapmdeneredegerigsieally f or
t he new revocatjon |i st downl oadi ng the new
chegking QEPR Whed ea??@ps}li\?grgﬁvicﬁés R8P ¥Evocation Iist as
3.2 peRdoRpuievBpRm@ied msthod o lRaNdwhgrdi@ HRGR RFocation
list being available for on-demand update when

ligp reyptleass ecbuesnit pendinggqueostion ishi gher | evel of

protection on.the 10.c ti.n evi.ce.than..the ..
4.0 ot B g P Ry ST gleadingo
reQ8catibAeisE R RbréefiaGRuralty diffRnaRFRE@atibiikie M hade
met hod of claim 1, wherein periodically checking

bess puesoudhe dovhleadeshput i ng device is rebooted. 3. The

co ter-inplemente Q l. g ' .
s o P L CE DSl B T\t Sl e
con@ReIMITR OSOFTERAWINIEO WE® Uipdate seplierent ed net hod of

claim1, wherein the pendi ngr fr evocation list is saved

0]

6.as o ompuigtmpigmenjebmepondi slpinely Seshear SAMPHSIg t hat
oSEOEF AR B A Rl TR APt B gyl gqpaponent
withahe n8Rr¥vde@tion list upon receiving the indication.

7. The computer-implemented method of claim 6, wherein the revocation list
comprises a Cardea-style certification revocation list (CRL) and each revoked
component is identified with a certificate hash, the certificate hash being used to
identify a location on the update service from where to download the updated
version.

8. The computer-implemented method of claim 6, wherein the revocation list
comprises an App certification revocation list (CRL) and each revoked component
is identified with a public key, the public key being used to identify a location on

the update service from where to download the updated version.
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20 conprises M CROSOFT(c) W NDOASO update service. 6.

The conputer-inplenmented nethod of claim11, further
weopoissng downl oadi ng an updat ed versi on of P€EU2006/027251

conponent listed as a revoked conponent within the

revocation l.ist u r .
9. Thethecrptirompip Bl B A o e Rebe Tk 7
corh hEMAaaH R By SGUIBStHe DTD Being Asédilidantsfyyd 1ecation on
rtification révocation |ist (CRL) and each revoked
the omdpllgrsemlce foindehart 1o watallithhupdateyesioncat e hash, the
cert.ificat has bei n e n on
102 E L8 el RE A R S Ty e

cofﬁﬁ&%n@[k 1d8nt1ﬂ_élieby39ﬁwhtcﬁ"thé mbmmmbﬂmt hod of cI a| m
6, wherein the revocation list 30 conprises an

11cer The¢ vaapitonimplmented srethadsel qlamt §, whrcan vk ed
t | the publ
coRpRaL e 058 bbbty B o BB cofiilar, 8 L0 ©

12Ser Yhé Eorhp@tet-wh 1%ﬁ1ehtédd1whitbct)@ﬂclmhe 1 wphlatecthe epdate pervise
WO 21)1)7/ 011667 PCT/ US211116/ 1127251 9. The

prasodRsut @ecegomp reseeisteddvitmndia applicationspad NGK P CAtiph Hsts are
is identified by a GUD, the GUD
pu%@%ﬁﬁé @e%a}@ca?%érﬁ?fl fy a location on the update
138 €r Yhé Bothpeiet-ihpletnehizdinkahed bf ¢lhien URdshereiner p;lumhty aD.
The conput er-i npl ement ed net hod of cl a

paenecy AR VMRS P HiES bRt
?Ehe &16%1%@'08%@?12%@%nedr1&cl}ludﬂ_lgeup@Qt@H %ﬁﬁoﬂs'ﬂf'e@ﬂﬁeﬁﬁﬁs that

of ' ¢C e revoked conponent is

aré Haed bf iewdkéyinathe assotitedateocafion let. r evoked conponent .
12. The conputer-l npl ement ed nethod of cl ai m ]
Vi AefomiiE gt s vy deetps ftaguriple

medi a applications and new revocation
: cornp ﬁgﬂt Sor e%p%ﬁrggu

bli shed within the category. 13. The
C ONph efonidtel updettserricetonfiguet] te paiioditd]y citeek avhether a new
plurallty of packa are published within the
reyerelion Ht %&@ﬁn B‘é W@g‘ﬁ‘i TRALESSHEF T R HTVR™S one of

the aH edl ¥%8ﬂ1 bRt cbﬁﬁ?ﬁéﬁ‘% 8 ltﬂﬁjé 8w YERRLESh list on a

versions o onents are listed as revoked in

colpritiag slecicatéer devnloadingthel riest revasatipa. lisafrom the update
conmput er -r eadabl e st orage medi um havi ng

Seé‘@?ﬁa@flér execut abl e conponents, conprising: an

S0 R A ST Oty Mo
pedublgi reheddtioh lanthapid aveilabby for apdating acomapwibngdevice to a level
of protection specified by the new revocation list if processing of protected content
demands the level of protection.

15.  The computer-readable storage medium of claim 14, wherein the automatic
update service is configured to communicate with a server update service over
Internet.

16.  The computer-readable storage medium of claim 15, wherein the server
update service comprises MICROSOFT® WINDOWS® update service.

17.  The computer-readable storage medium of claim 14, wherein the storing

component is further configured to store the installed new revocation list as one of
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an installer conponent configured to install the new
revocation list on a 20 conputing device after
walownbomei Nng t he new revocation |ist fromthe pEOES®06/027251
service; and a storing conponent configured to store
Ty _ . , L . _
o PR O bR B PR RIS Do oy oS 16 el B8 compuring
dedoniourt ¢argpspending ldvel af preteetion.of prot ecti on specified
by the new revocation Jjst if processing of protected
18.conf SAPPUYRS JEERdO™ R MEevel of protection. 15. The
compplogEssheadabl e storage medi um of claim 14, wherein
the automatic update service is configured to
commminoay atteinthiclaa plralgy ofipuiap@esexeghitiblcosanponents are

I.n net. .16. .The co t er-readabl e storage medi um of
loagf"%ti%ﬁ I%élfal{:b’] of 8‘?rﬂp?lhegl?§°é’rr%fsmg3: 0 update s g rvic eI )
CONRY hifiSiPathd GHRIFROEL(ch cYEMNNRM(I peritRealo clﬁ%lé/ Mliicherlg new

The conput er-readabl e storag; medi um of “cl ai m 14,
revighattos list haebesnqriblighedoas ap opdate s¢ryideuria heetvowks | gur ed

to store..the installed new.rev ion |ist ne of
57 tsaus e R eb R R Rk Sy ishpsdiondytof o
coBBiteh @ viRViFeer doMRIdadsisshé he réfoRaforplidtRIA thlipdate
updating the conputing device to a correspondi ng
servisgedndof protection. 18. A conputing device,
conprising. a processor:.5.a mry,nato which.a ,.
ol SPTEbs e Gacth SRS S o s B Msiepsh R dCugeduion list es a
pedd@@dRfocdtivn 1k Mol dvailghle FHIRHABERNS B c6RPRHINS HEEee Bh level
automati c update service configured to periodically
of pietaskionareciiéed by Hewmew isverssion dist ifipsacepsing bEprotected content
bl i.shed at- an update service via a network; an
dmgﬁg#éﬁ?gge@%ﬁggﬁ%ﬁ?nbonfigured to install the new
revocation list on a 10 conputing device after
downl oadi ng the new revocation list fromthe update
service; and a storing conponent configured to store
the installed new revocation Iist as a pending
revocation list that is available for updating a
computing device to a level of protection specified
by the new revocation list if processing of protected
content 15 demands the |evel of protection. 32

32



