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ENDI NGy T TELEPHONY OVER VI RTUAL PRI VATE NETWORK; f%gﬁi CCESS
LI NES BAgﬁb ND 5 The present invention relates Generall§C 0 fgg?féld of
virtual private networks, and nore panticularly to a nethod of and system
for providing a virtual private network in which a portion of each call is
transported through an internet protocol network. 10 DESCRI PTI ON OF THE
PRI OR ART Sone | arger organizations with farflung sites and | ocations use
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Virtual private ched tel ephone
system but they provide a conmuni cation systemthat appears fromthe users
prospecticendonye private. 15 Referring to Fig. 1, there is shown a
simplified block diagramof a virtual private network. An intra-Ilocation

* % el ephone Tdy srasmtiimanude seldepaneally tothefieldef eaphohpgvald negperisbind worenect ed
to a_.private branc] change (PBX) .13. As is well known tg.those .skilled
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connecesd dald isRBxsgaedAB0OULB apliamineesoiocdbnansdke communi cati on between
t el ephone and ot her tel ephones at the 20 site, Additionally, a user of a
tel ephone I 1 may nmake a | ocal or long distance call outside of the

Iocatd@gtﬁmﬁ@ar@u@s@?]% gh?gpé‘%ﬁﬁtch as "9", to obtain an outside line.

Addi t1 ona one | I may nake a VPN call by entering
tlanot her diSgite, lapeac brppgiza®dns wioh fefely siespndércaddns ddeeviong gnivz@t nedRodds
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.di gi telt o8P RORRIUMEANBAS - Virtual private networks are created within the public switched
telephone system but they provide a communication system that appears from the users
prospective to be private.
I5 Referring to Fig. 1, there is shown a simplified block diagram of a virtual private network.
An intra-location telephone system includes a ﬁlurality of telephones 11 operably connected to a
private branch exchange (PBX) 13. As is well known to those skilled in the art, several or even
hundreds of telephones may be operably connected to PBX 13.
PBX 13 provides intra-site communication between telephone and other telephones at the
20 site. Additionally, 2 user of a telephone 11 may make 2 local or long distance call outside of the

location by entering a digit, such as "9", to obtain an outside line. Additionally, a user of

tefephone 11 may make a VPN call by entering another digit, such as "8", to reach a member of

the organization at another location. The other location may be in a separate city, state, or even

country. Typically, VPN numbers have the appearance of local seven digit telephone numbers, A

25 three digit prefix number identifies a location and the remaining four digits identify a telephone
within the location.

In the example of Fig. 1, a user of telephone 11 at a location located in, for example,

California, wishes to place a VPN call to a telephone 15 located at a site of the organization in,

for example, New York. The telephones 15 of the site in New York are operably connected to a

30 PBX 17 that services the site. For purposes of illustration, the VPN number associated with

telephone 15 is 555-1234. To mitiate the call, a user takes telephone 11 off hook and receives a




di gits idgyéfepm tel ephone within the location. In the exq,[Ball

a user of telephone 11 at a location located in, for exanple, PS5 ni a,
wi shes to place a VPN call to a tel ephgne 15 |ocated at a site of the
organi zation in, for exanple, New York. The tel ephones 15 of the site in
New York are operably connected to a 30 PBX 17 that services the site. For
pur poses of ‘illustration, the VPN nunber associated with telephone 15 is
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15 Recently, organizations have begun to build and use packet switched data networks, such

?5 three digit prefix nunber identifies a |ocation and the remaini ”‘ZL_?QMN{D%

as private intranets and the Internet itself, for mission critical communications. Even in regions
without reliable access to the public switched telephone system, organizations have built or have
pained access to robust high speed data networks for the transfer of data and electronic
cominunications, such as e-mail, between locations.

20 It is an object of the present invention to provide a system that extends VPN services

through data networks, such as private intranets and the Internet.

SUMMARY
The present invention provides a virtual private network (VPN) that includes an internet
25 protocol (TP) nerwork and a public switched telephone network (PSTN). An egress enterpnse
gateway 1s operably connected to the IP network. The egress enterprise gateway is operably
connected to a switch of the PSTN through a direct access line (DAL). The set-up signaling for
virtual private network calls and the calls themselves are transported across the IP network and
the PSTN through the DAL. An intelligent layer in the [P network has the ability to route IP
0 network originated calls to a traditional PSTN DAL.
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or gani zatword/1peaze bui 't or have gained access to robust hpgfvusperédsidat a
networks for the transfer of data and el ectronic conmmunications, such as
e-mail, between locations. 20 It is amdobject of the present invention to
provi de a systemthat extends VPN services through data networks, such as
private intranets and the Internet. % SUVMMARY The present invention
provides a virtual private network (VPN) that includes an internet 25

pr ot 0C@RI&¥%EQW%O@5WI§E%]&§\@N&§hed t el ephone network (PSTN). An
egress enterprise gateway IS operably connected to the 1P network. The
egress ent efpr iigea haickwingris illopesalglayvirnco priese eeviok af Swi frih agf t he PSTN
t hrough a d\imr%ec)t. aCfesg line gBQL)‘ The set-up signaling for virtual
private netuldr K B Plock diperpe Nusirpung y airgel vavag et work repeidingdioade psesenhe
| P net wakkignd the PSTN through the DAL. An intelligent layer in the FP
network has the ability to route IP 30 network originated calls to a
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DESCRI BTJ OF THE DRAWNGS Fig. | is a block diagramillustrating a
vi rtual’ eps%\ll\}%\feg“?fétv\ork of the prior art. Fig. 2 is a block diagram

Illustrating a virtual private network according to the present invention.
5 Fig. 3.i.s . a block di agr am illustrating the operation of enterprise
gat enayd HeHdF RN ¢ BIRREONpr esent i nventi on. DETAI LED DESCRI PTI ON
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i bl embptledninrera tir adpodtional VIPETN arimpleown®dtn a Théitional PSTN environment. The
PSTN part of network 31 includes a switch 33 that is served by a SCP 35. Switch 33 is operably
connected to a PSTN 37, which in tum is operably connected to a switch 39. Switch 39 is
operably connected to a PBX 41 at a location of an organization through a DAL 45, PBX 41 is
operably connected to a plurality of telephones, even though only one is shown as telephone 43.

15 According to the present invention, a portion of VPN 31 is also implemented in an IP
network envirorment. 'k [P network environment of VPN 31 includes an IP network, which is
generally desigra.ed bty the numeral 47. TP network 47 may comprise a private intranet, the
Intemmet, or a combination of a private intranet am} the Intemet. IP network 47 provides
traditional Intemnet and web-based services, as well as IP telephony services.

20 A local organization's telephone system includes a PBX 51 and a plurality of telephones,
even though only one is shown as telephone 53, Teleplione 53 opernlcs‘ in the normal way. A
user can use telephone 53 to call other telephone extensions within PBX 51. PBX 51 can also
provide a telephone 53 with an outside line on which the user of telephone 53 can make local and
long distance calls,

25 According to the precent invention, o uger ¢an use telephone 57 and PBX 51 t6 make
VPN cails. PBX 51 is operably connected to an ingress enterprise gateway (EG) 55. Although
gateway 35 is labeled as an “ingress” EG, it is a bidirectional EG and the label “ingress” is only
for identification relative to the call flow from telephone 53 to telephone 43. Referring to Fig. 3,
EG 55 includes a signaling gateway 57 and a media gateway 59. Signaling gateway 57 provides

30 bi-directional protocol translation from a telephony signaling protocol, such as SS7, ISDN, or

channel associated signaling (CAS), depending upon the signaling protocol used by PBX 51, to an



PSTN part of network 31 includes a switch 33 that is served by a SCP 7 JAN 200
Shi tch 33wose@erably., connected to a PSTN 37, which in turpc.m]s@@rs%b y ’
connected to a switch 39. Switch 39 is operably connected to a 1l at a

| ocati on of an organi zation through a AL 45. PBX 41 is operably connected
to a plurality of tel ephones, even though only one is shown as tel ephone
43. 15 According to the present invention, a portion of VPN 31 is also

i npl emented in an P network environnment _ .'he [P network environnent of
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respect to signaling gateway 57 and media gateway 59, respectively. Referring again to Fig. 2,
15 EG 61 is connected to switch 33 of PSTN 27 by DAL 23,

Referring again to Fig. 2, a VPN call can be placed from telephone 53, located for
example in Malaysia, to a telephone 43, located for example in New York. A user takes
telephone 53 off hook and dials a VPN number in the normal way. For example, the user dials 8-
777-4321. PBX 51 sends a normal set up message with the dialed digits 777-432] to EG 55. EG

20 55 performs a protocol translation and formulates a SIP invite message of the form:
INVITE: 777432 1 @xyzus.com
FROM:5551234@xyzmalaysia.com
TO:7774321@xyzus.com
In the preferred embodiment, SIP URLs are of the form “telephone_number@gateway." Thus,
25 EG 55 is identified as xyzmalaysia.com and EG 61 is identified at xyzus.com. The SIP invite
message is transported across [P network 47 to EG 61. EG 61 performs 2 protocol translation
and sends set up message for VPN number 777-4321 to switch 33 over DAL 23. Switch 33
recognizes ihe call as a VPN call and consults SCP 35 for routing instructions. SCP 35 uses the
dialed digits, the OSID of switch 33, and the OTG of DAL 23 to provide routing instructions to
10 switch 33, Based upon the instnuctions received from SCF 35, the call is set up across PSTN 37

to telephone 43 using normal telephony signaling. During call setup, egress enterprise gateway 6



preferred enmbodi ment of the present invention is based upon the SIP 27 JAN 200
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ot her protocol, such as H 323. Media gateway 59 provides bi-directional
protocol translation between traditiongl telephony tine 5 division

mul ti pl exed voice circuits to an Il' transport protocol such as real-tine
transport protocol (ItTP). In the case of |ISDN or 5S7 signaling, signaling
gateway 57 is connected to PBX 59 by a signaling link, which is either an
SS7 si gases Hytelephdeyoriniling 8L iPhannedk. 47 ack heingaseeRérpidSyabgnads g,

si gnal i ng gal.tilev\% 57 .receives signaling information from nmedi a gateway 59.
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and nedi a_gateway 59, respectively. Referring again to IS
connecf'?—f‘dogg) ShFviseh 3% K (bt Gl BAIDAD 10 Brovisf rentingipsageions tto siitgh 32, a
VPN caly I |l ephqone , < Qcat for ., exappl e .i. aysi a,
to a torsanone 45, AREHalhe el rRaPSer, o\ BiME e Shadlr SEeetdl 8k EShone
53 of f nizemake QiidMHicals SwWuUPIN3Buemidra seud MessBgY GEEG sy .EF @ RXBAR £ prtb&iuser
dliual S fi’, 777-4333. PBX 5% sends a normal set up nessage with the dialed
di'gi t s PHsApE PN fomudatessa SEAnvissymessage-9fiths {EMa prot ocol transl ation and
formul at es mﬁlﬁ;sgng_tg,e;@@%ag iPfoh he form | NVITE 7774321 @yzus.com
FROM 55§1234g< zmal aysi a. com TO -7774321@yzus.comln the preferred

enbodi ment , TEPPL7IRIIS I@azegcamhe form "tel ephone_number @at eway. " Thus, 25

EG 55 is i dq@t_gsgillgji‘}@gﬁ%mg@éﬁj a.comand EG 61 is identified at

Xxyzus. com_ The nessage is transported across IP network 47 to

EG 61. ThGSHlinpiee ossaBe & tindpo0ud| ackdsa IS hetwoB47 &Nk &6 RAGHARE geRwWARSSags; f or
VEN nunper 777-4321 tP switch 33 over DAL 23. Switch 33
15 performs a protocol translation and sends set up message for VPN number 555-1234 to PBX

51.

From the foregoing, it may be seen that the present invention uses IP telephony to extend
the architecture and infrastructure of virtual private networks to areas with unreliable access to
the PSTN. A portion of the call is setup and transported across an IP network using a layer of

20 intelligence that routes the call and its signaling to an appropriate enterprise gateway. A portion
of the call is setup and transported across the PSTN using traditional VPN infrastructure.
}Addilionally, the present invention may be used to provide virtual private network services to
Internet devices and appliances, such as [P phones 65 and TP telephony enabled personal
computers 67,

25 The present invention has been illustrated and described with respect to a presently
preferred embodiment. Those skilled in the art will recognize alternative embodiments given the
benefit of the foregoing disclosure. Accordingly, the foregoing disclosure is for purposes of
ilustration and not of limitation.

Thus, having fully described the present invention by way of example with reference to

it attached drawings figures, it will be readily appreciated that many changes and modifications may

be made to the invention and to any of the exemplary embodiments shown and/or described herein



recogni zes the call as a VPN call and consults SCP 35 for routing 27 JAN 2004
instructiwo18GP 35 uses the dialed digits, the OSID of sprtgRosRssANd
the OTG of DAL 23 to provide routing instructions to 30 switch 33. Based
upon the instructions received fromSCP 35, the call is set up across PSTN
37 to tel ephone 43 using normal tel ephony signaling. During call setup,
egress enterprise gateway 61 2 7 JAN 2004 W) 01/10072 5 PCT/ US00/ 20551
passes |11? tel ephony signaling through IP network 17 back to ingress

ent er prthee dateinayr&h. ihdhpirs ysteapobf tikeinpagisentvhichvietetifed & R HiRMiES
VPN sqrvhces initiated fromtel ephones -13 served by PSTN 37 to tel ephones
53 sel'¥8% by TP network -17. A user takes tel ephone 43 oft' hook and dials
a \ VPN nunber, for exanple, the user dials 8-555-1234. PBX 51 sends a set
up mnessage with the dialed digits 555-1234 to switch 39 over DAL 45.
Swtch 39 recognizes the call as a VPN call and consults a SCP 63 for
routing instructions. SCP 63 uses the dialed digits, the OSID of switch
39, and the OIG of DAL 45 to provide routing instructions to switch 39.
Based upon the instructions received From SCP 63, switch 39 sends an SS7
initial address nessage (IAM to 33. Switch 33 sends a setup nessage to EG
61. EG 61 perforns a protocol to translation and fornmulates a SIP invite
nmessage of the form | NVITE 5551234@yznal aysia.com f RONt: 7774 321@yzus.
com TGO 5551234@yznal aysia.com The SIP invite nmessage is transported
across |IP network 47 to egress enterprise gateway 55. EG 15 55 perforns a
protocol translation and sends set up nessage for VPN nunber 555-1234 to
PBX 51. Fromthe foregoing, it nmay be seen that the present invention uses
| P tel ephony to extend the architecture and infrastructure of virtual
private networks to areas with unreliable access to
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signaling to an appropriate enterprise gateway. A portion of the call is
setup and transported across the PSTN-using traditional VPN infrastructure.
Additionally, the present invention may be used to provide virtual private
network services to |Internet devices and appliances, such as |IP phones 65
and | P tel ephony enabl ed personal conputers 67. 25 The present invention
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Wti ch doerpri ses: an internet protocol network;

The virtual private network as claimed in claim 1, wherein said gateway comprises:

| £9]

a signaling gateway; and

[ Y]

a media gateway.

! 3 The virtual private network as claimed in claim 2, wherein said signaling gateway

1J

comprises means for converting internet protocol call set-up messages to telephone call set-up

3 messages.

1 4. The virtwal piivate network as claimed in claim 2, wherein said signaling gateway

[

comprises means for converting internet session initiation protocol messages to telephone call set-

el

up messages.

1 'S, The virtual private network as claimed in claim 1, comprising:

12

a second enterprise gateway operably connected to said internet protocol network; and,

%)

an onginating public branch exchange operably connected to said second gateway.

l 8, The virtual private network as clumed in claim 5, wheremn said second EAICWAY COMprises:

-3

a signaling gateway: and

3 a media gateway.



3 an enterprise gateway operably connected to said internet protocol 77 JAN 2004
net wor k; wodigoect access |ine operably connected to said %‘lﬁ‘f@)f'oﬁﬁ'd 5 a
switch of a public switched tel ephone network operably connecte o said
direct access 6 line. | 2. The virtugd private network as clained in claim
1, wherein said gateway conprises: 2 a signaling gateway; and 3 a nedia
gateway. 1 3. The virtual private network as clainmed in claim2, wherein
said signaling gateway 2 conprises neans for converting internet protocol
tal| %et- upeessdgesatemenebkplehanedin csrts; Wereh MRFSAAARe ghewd N6l Mid t val
private network as clained in claim?2, wherein said signaling gateway 2
ConpricE¥Y $RIEHYY GOFPTISEhIEHISHE FavEnNeticleriose 67l seiupimassagas tsrioteomdl nessages
80 t ehBRRBNGIGRI-b) Aftbsagds UP Messages. 1 5. The virtual private network as
claimed in claiml, coffprising: 2 a second enterprise gateway operably
connected to said internet protocol network; and, 3 an originating public
ranch exchange qgperably connected to said second gateway. 6. The virtual

Er i vate neﬁ%ﬁﬂ“as}“'&'??i '%r‘é‘tﬂorf"r‘?s Efaéﬂ“?ff “B,C?‘U\'ﬂér BPEredsal sanabirgisgjevenelsaid
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¢l ai messiondePm paRdeh! silegsigks. ng gat eway of said 2 second gateway conprises
means For converting tel ephone call set-up nmessages to internet 3 protocol
call set-up nessages.

I 9 The virtual private network as claimed in claim |, compnising:
2 a terminating private branch exchange operably connected 10 said public switched

3 «elephone network.

! 10. . A method of providing virtual private network services, which comprises the steps of:
transporting a called party number Lo an entemrise gateway through an intemet protocol

network; and,

transporting said called party number from said gateway to a switch of a public switched

L TR PO OV B )

telephone network switch through a direct access line.

I Il. The method as claimed in ciaim 10, wherein said public switched telephone network

2 swilch is identified by an originating switch 1D (OSID).

[} . - - . . . . . . .
l .2 The method as claimed in claim 1], wherein said direct access line is identified by an

[ 2=

onginating trunk group (OTG) identifier.

| 13 The method ag claimed in claim 12, compriging the step of:

e

routing a call through said public switched telephone network based upon said called party
number, said OSID. and said OTG.

A"}




S The.virtual private network as claimed in claim®6, wherein said sidnalAngi
gateway @fo ¢Mog72 2 second gateway conprises nmeans for convg@rﬁgoaﬁ&gphone
call set-up nessages to internet 3 session initiation protocol neSsages. |

9 The virtual private network as claingd in claiml, conprising: 2 a

term nating private branch exchange operably connected to said public
swtched 3 telephone network. 1 10. A nethod of providing virtual private
net work services, which conprises the steps of 2 transporting a called
partyrnunbene hiRuRa BRIBHAT ln%@dilgalt{),em&ctwﬂm &Mrnk E(ﬁ'{lﬂﬁgzltﬁ)"cﬂkgq’ﬁh 3
network; and, 4 transporting said called party number f¥fomsaid ga?eway to

a swi fEpbesfio i gpiepay SpmpEsrsdhe Bepsedfephone network switch through a direct

gccess ling,..:1: T od gs clajmed in.claim1l erein said public
3o toned t Craninhfais AT kAR £lRlah v eBod b ose 8r4 fiehad FHEmBAT t oh
HD ( GaltBljay, ard The nmethod as clained in claim1l, wherein said direct
access line is jdentified by an 2 originating trunk group (OTG

Pdenti fi ertransiimysaigeafestpuy wdierEar sidtelapiany sienglingpirowicattotandnigtep of
Lout i I i LC o SWitch t el ephone network based upon
sai d @g’f‘?ﬁé’gﬁlﬁérrai"g““qggﬂcdisg‘gﬁ?‘%g! ’é'%&%i"b%&gﬁ ‘said OTG_ . 2 7 JAN 2004 WO
01/ 10072 PCT/ US00/ 20551 9 111. 1 he Method as Clained in claim10, wherein
aid ep tran porting said.called party nunber to said gateway conprises
t%he sﬁeps {"? "@ﬂ‘é’@é‘is\?’“ﬁlge‘i'&i’:g‘”eéﬁl ‘é?i’“lﬂib“l‘whﬁﬂﬁ%_@ﬁ in a tel ephony signaling
protocol aferdraidg ANIREIB] AId Afled PR YR er 8NlideEANSLALIAY sai d called

party nunber from said tel ephony signaling protocol to an internet

I 16.  The method as claimed in claim 15, wherein said URL includes said called party number
2 and a domain name corresponding to said gateway.
| 17. The method as claimed in claim 10, wherein said step of transporting said called party

number to said gateway through said internet protocol network comprises the step of:

-3

L]

sending a Session Initiation Protocol INVITE message including said called party number

L

to said gateway.



oprotocol for transport over said internet protocol network_15. The net hod
as claimed in claim 14, conprising the step of- 2generating a URL i bANsHI(d
call ed party nunber at said second gateway. 16. The nmethod as clained in
claim 15, wherein said URL includes sal@ called party nunber 7 and a domain
nane corresponding to said gateway. 17. The nethod as clainmed in claim10,
wherein 3$gi d gineppefatdsfensRMUEANGrS # 2 ({Hﬂ;s}ﬁﬂi .to said

gat eway throughq?gi d Int e?net grr]gt oco‘?ﬁﬁﬁﬁ%%ﬁs’s(&s the Step of: 3
sendi ng a Ses 8 eperpiiseigaePel, Whatinshe entpivrisEgatessnoehides hu ditergetsabbeslal | ed
party nug‘gt%rm ﬁlttrgacsai d gateway. 2 7 JAN 2004 10 18. An apparatus for
providing virtua pFivate network services, conprising: an enterprise

gat eway, wher gidirettNRcORTAE RPESBlyGhANAN foThd MBS it BV SY: gﬁa protocol
network interface, a direct accéss |ine operably connected to the

enterpri se gatewalgh chracpublis winitchedofelephpubhetwosdnoperhtde coeheephiornehe diractr k

oper abl e,capnect ed to the direct access line. 19. The apparatus of claim
18, wherein S‘tllﬂle'enterpri se gateway includes an Internet protocol network
interface. 20. The apparatus of claim 18, wherein the enterprise gateway
includes a packet sw tched network interface. 21. The apparatus of claim
18, wher é9:n t Hbke appaetpsiofeclajm ehayhetoimpthiesaderprise gitgway iimgudeat@wenernetnd a
medi a gaéleo\f\@%i nglﬁ,orﬂ'nﬁer%@ar atus of claim21, wherein the signaling gateway
conpri seS neans for '

20. The apparatus of claim 18, wherein the enterprise gateway includes a packet

switched network interface.

21 The apparatus of claim 18, wherein the enterprise gateway comprises:
a signaling gateway; and

a media gateway.

22, The apparatus of claim 21, wherein the signaling gateway comprises means for

converting internet protocol call set-up messages to telephone call set-up messages.

23, The apparatus of claim 21, wherein the signaling gateway comprises means for

converting internet session initiation protocol messages to telephone call set-up messages.

24.  The apparatus of claim 18, comprising;

a second enterprise gateway operably connected to the internet protocol network;

and,

an originating public branch exchange operably connected to the second enterprise
gateway.
25.  The apparatus of claim 24, wherein the second enterprise gateway comprises:

a signaling gateway; and

a media gateway.



convekrting internet protocol call set-up nmessages to tel ephone call $&t aN001
nessages. 23. The apparatus of claim 21, wherein the signaling gateway
conprises neans for converting internet session initiation protocol

messages to tel ephone call set-up nmessdbes. 24. The apparatus of claim 18,
conprising a second enterprise gateway operably connected to the internet

prot ocol 26et Wdthis;appardius &F chiir BisNdhkrReh Matgnﬁli%gﬂ@h{a%f:meoﬁp t@:@ i¥e
connected to the second enterprise gat evvaK. The™ apparatus o alm 24,
P

wher ei n BAEWEE CEMRPTERS dNeANs shor comuering cilephonsesall set-sp gmedsagey gntimeayt and

a medi a 7 J 4, 11 26. The apparatus of claim25, wherein
t he si gngﬁtﬁ(gﬁé?ﬁ gmwauf I@&S%%g‘ second enterprise gateway conprises nmeans for

converting tel ephone call set-up messages to internet protocol call set-up
messages, 27. The apparatus of claim25, wherein the signaling gateway of
the secord entlbegppaatus giclajnScwhpreinsids sianaling gaewaynf thetsepend efteptisme

The appaPAuay crr et o SoF Koy GRRE abile. 4Bl 8P uP! 98068 I aRe8E hange

oper abl y sesionésitiatdon protdual pidkdapes swi t ched tel ephone network. 29. A virtual
private network apparatus for providing virtual private network services
between a public swi tched tel ephone network and an internet protocol

net wor k, ZB.COWhE%FMa@sﬁrgIQﬂ% 'ag,qzog‘ﬁ)tﬁw@y configured to receive tel ephony

signaling protocol” signa
a terminating private branch exchange operably connected to the public switched

telephone network.

29. A virtual private network apparatus for providing virtual private network services
between a public switched telephone network and an internet protocol network,
cComprising

a signaling gateway configured to receive telephony signaling protocol signals, the
telephony signaling protocel signals providing call signaling for a call initiated by a caller,
the signaling gateway being configured to convert the telephony signaling protocol signals
to internet telephony signal protocol signals to thereby establish a session between the
caller and a callee; and

a media gateway coupled to the signaling gateway, the media gateway configured
to receive telephony time division muitiplexed signals providing call content, the media
gateway being configured to convert the telephony time division multiplexed signals to
internet protocol transport signals to thereby exchange the call content between the caller

and callee during the session.

30. The apparatus of claim 29, wherein the telephony signaling protocol signals are

signaling system 7 signals.

31 The apparatus of claim 29, wherein the telephony signaling protocol signals are
ISDN signals.

32 The apparatus of claim 28, wherein the telephony signaling protoco! signals are



t el ephony signaling protocol signals providing call signaling for a ﬁ?UAJZ%&
initiated by a caller, the signaling gateway being configured to co ver{

t he tel ephony signaling protocol signals to internet tel ephony signal
protocol signals to thereby establish B session between the caller and a
callee; and a nedia gateway coupled to the signaling gateway, the nedia

gat eway @nnfiélguéRthted ggﬁ;ﬁﬁgis@latgel ephony tine division nultiplexed signal S
providing call content, the nmedia gateway being configured to convert the
tel ephony tinme division multiplexed signals to internet protocol transport

signal s t hepeby exchange. t.he call content between the cal] er and callee
during té{’g sei}feo#p%.us ?ﬂechdﬁlpag’al”hgreﬁ‘f the mt?ff‘%t,e?ml?e‘f‘)éi%n? 82 peotepony

si gnal i nggRito4reGedsich iaRmkidn prdtocctsPndki Ny system 7 signals. 31. The
apparatus of claim 29, wherein the tel ephony signaling protocol signals are

| SDN signals. 32. The apparatus of claim29, wherein the tel ephony
si gnal i ng, protqcol S gné&l r.e 7. JAN. 2004. 12 channel assocj.ated signaling
i onal s 745" OTRE AR oL o7 WRSSin the LSk TERTRRL SRR e PRty

si gnal i nggiil ©AreGedsionSingRdbs paﬁ@wﬁ%ﬁmgn initiation protocol signals. 34.
The apparatus of claim29, wherein the internet tel ephony signaling

protocol signals are session initiation protocol signals. 35. The

f im 29 Lot D : |
rear "t et ol B A Siah ) il SLRRLR R it BOgR RN RIRG e

wher ei n {ife tahgpoad progcgbdigvaty conpri ses means for converting internet
protocol call set-up nessages to tel ephone call set-up nessages. 37. The
apparatus of claim?29, wherein the signaling gateway conprises neans for

36. The apparatus of claim 29, wherein the signaling gateway comprises means for

converting internet protocol call set-up messages to telephone call set-up messages.

37. The apparatus of claim 29, wherein the signaling gateway comprises means for

converting internet session initiation protocol messages to telephone call set-up messages.

38. The apparatus of claim 29, wherein the signaling gateway is also configured to

convert telephone call set-up messages to internet protocol call set-up messages.

39. The apparatus of claim 29, wherein the signaling gateway is also configured to

convert telephone call set-up messages to internet session initiation protocol messages.

40. A virtual private network apparatus for providing virtual private network services
between a public switched telephone network and an internet protocol (IP) network,
comprising;

a signaling gateway configured to receive internet telephony signal protocol
signals, the internet telephony signal protocol signals providing call signaling for a call
initiated by a caller, the signaling gateway being configured to convert the internet
telephony signal protocol signals to telephony signaling protocol signals to thereby
establish a call between a caller and a callee; and

a media gateway coupled to the signaling gateway, the media gateway being

configured to reccive internet protocol transport signals, the internet protocol transport



converting internet session initiation protocol nessages to tel ephorze; 9‘;\* bUU&
set-up nessages. 38. The apparatus of claim 29, wherein the signaling
gateway is also configured to convert tel ephone call set-up nessages to

i nternet protocol call set-up nessagesl339. The apparatus of claim 29,
wherein the signaling gateway is also configured to convert tel ephone call
set-up ; j j I b dLat 0, A
Tt e L Ak e el ety e SOl
servi ces coarvthennterpal protocsiviransher sigriabspinon eelepdibnp tmadiligon innilapleedd
protocol (IP) network, K conprising; a sjgnaling gateway configured to

recei ve isi%f'geﬁﬁ%FX%P%FpWBﬁ?@??jﬁ'ﬁﬁ’%ﬂ?’@f‘dh@?ﬁ]eéf"@jn F§?ﬁ\?a%e i nternet tel ephony
signal protocol signals providing call signaling for a call initiated by a
caller, the signaling gateway being configured to convert the internet

t el ephonytlsi gide apparabscif diignad,swhereinethe phloplyonyi ggrailing gprptooblosighals iagnal s
to thereb%(!J estab}ﬁi sﬂ a clall between a caller and a callee; and a nedia

gat eway & ﬂll"kgdsyts n élgg?énal i ng gateway, the nedia gateway being
configured to receive internet protocol transport signals, the internet
protocol transport 2 7 JAN 2004 13 signals being configured to transport
cal | contiént, f@@m&“& ¢fatlainm fObwhergincthaftelgphany tignalingrretccol Signdlsarr net

pr ot ocol §6ﬁ%ﬁ8&t signals into tel ephony tine division nmultiplexed

signal s go exchange the call content between the caller and the callee. 41.
The apparatus of claim40, wherein the tel ephony signaling protocol signals
are signaling system?7 signals. 42. The apparatus of claim40, wherein the
t el ephon{#3si gridie] anpagstust ch'gﬁlms fgnehereimr e telgphonyi signliog pretocthsigrgdpareat us

of cl ai mcﬁ&ﬂemg‘?‘%tgdéigg%'gf}eéﬁé)&%y signaling protocol signals are channel

associ ated signalin

44, The apparatus of claim 40, wherein the internet telephony signaling protocol

signals are session initiation protocol signals.

45.  The apparatus of claim 40, wherein the internet protocol transport signals are real-

time transport protocol signals.

46. The apparatus of claim 40, wherein the signaling gateway comprises means for

converting internet protocol call set-up messages to telephone call set-up messages.

47.  The apparatus of claim 40, wherein the signaling gateway comprises means for

converting internet session initiation protocol messages to telephone call set-up messages.

48.  The apparatus of claim 40, wherein the signaling gateway is also configured to

convert telephone call set-up messages to internet protocol call set-up messages.

49.  The apparatus of claim 40, wherein the signaling gateway is also configured to

convert telephone call set-up messages to internet session initiation protocol messages.

50. A method for providing virtual private network services in a virtual private,

network that includes a public switched telephone network (PSTN) and an internet



44. The apparatus of claim40, wherein the internet telephony signalipg AN 2004
protocol signhals are session initiation protocol signals. 45. The

apparatus of claim40, wherein the internet protocol transport signals are
real - tinme transport protocol signals.146. The apparatus of claim 40,

wherein the signaling gateway conprises neans for converting internet

pr ot ocol pfabddolSedtwiik, IRSHEUSS chfpfighgphone call set-up nessages. 47. The
apparatus of claim 40, wherein tﬂe st gnal i ng gateway conprises nmeans for

converting i nfeseiving e asliftom ianfinst postion qfith¢ enlal prsstagesvér irbdinae cal |
set-up nmessages. ,,48. The .apparatu f claim40, wherein the signalin

gat eway R ocagoﬁg?a-g['ﬁ'gel?f?&%pm%ﬁ\qg}yt telephany, siggaling prateqol Glﬁ“ﬁfgs@ég@g' to

i nt er net nRARtRER tradiitaeby &&pﬂﬁﬁsﬁﬁﬁ%ﬁvié@m mBﬁtgadégbg%ﬁ%{gﬂs of cl ai m 40,

wherein the signaling gatéeway is al so configur nvert tel ephone call
set-up messagesnvedingnther tebaphor sigonling ptdtetal aignatsotoommérnereteiopheny sigfal A

et wor k. Ao Nef g her ol BB EHER DPBIeEp A e el ohdiupl 2o

i nternet sekofd pAMoaQPthel ArtRAIGrRGR! RrWEAWREK, the method conpri sing:
receiving a call froma first portion of the virtual private network

virtual privatenveréngitiektelephony simpdivision bailtigjexsdovigoatsl tbyinteates giroryol

signalin tocol ,sigpals and call .. nedia bei trangmtted by tel ephony
e i vierRh e RS Pl il kg el Bl e i
pr ot ocol dsrigg ke Sedsivn, nt er net tel ephony signal protocol signals to thereby

establish a session between the caller and a callee disposed in a second
portion of the virtual private network; and converting the tel ephony tine

di vi si | ti [ . ' . tx t iSi. | s t
ther eby  2kchande HEflpd SF Ui 56 LREREDfe RIBHAEP siamb il BRIOolch e &' ©
during t bignampsystiem 7 signals.

52 The method of claim 50, wherein the telephony signaling protocol signals are
ISDN signals.

53.  The method of claim 50, wherein the telephony signaling protocol signals are

channel associated signaling signals.

54.  The method of claim 50, wherein the internet telephony signaling protocol signals

are session initiation protocol signals.

55.  The method of claim 50, wherein the internet protocol transport signals are real-

tume transpost protoco} signals.

56.  The method of claim 50, further comprising:

converting internet protocol call set-up messages to telephone call set-up

messages.

57.  The method of claim 50, further comprising
converting internet session initiation protocol messages to telephone call set-up

measages.



51. The nethod of claimb50, wherein the tel ephony signaling protocol
signals are signaling system?7 signals. 52. The nethod of claim50, 77 JAN 2004
wherein the tel ephony signaling protocol signals are |1SDN signals. 53. The
met hod of claim50, wherein the tel ephdfiy signaling protocol signals are
channel associated signaling signals. 54. The nethod of claim50, wherein
the internet telephony signaling protocol signals are session initiation
protocol signals. 55. The nmethod of claim50, wherein the internet protocol
t r anspor ©8si grilles mgthodr efiiclaimi $k furthers pamprigingtooavdrtiag gsidphoneS&all Treupret hod
of claimSeOS fu thgﬁ %oqgraginﬁz converting internet protocol call set-up
nessagesnfézgg?ébw REL PIPIPCQ ST 843-UPRES28FSs. 57. The nethod of clai m 50,
further conprising: converting internet session initiation protocol
nmessages to tel ephone call set-up nessages. 2 7 JAN 2004 15 58. The net hod
of clai m80, flhetmethod oofpelaisn rig, donbrar comprisired epinamting atlkplssgic- ¢4dl s ages
to inter P:?etssa%[a? e elmercgal | . set Tug mssang. 59. The nethod of clai m 50,
further conprrsing CoNvErtTAg eRPEPIRiL’ BSFP8%et - up nessages to I nternet
session initiation protocol nessages,



