DATA PROCESSI NG APPARATUS AND METHOD AND PROGRAM THEREFOR Technical Field
This invention relates to a data processing apparatus and nethod and a
programtherefor wherein data are witten into and read out froma
recordi ng nmedium Background Art In recent years, a radio frequency
identification (RFID) technique has exhibited a significant devel opnent,
and various techni ques have been proposed wherein an RFID tag (radio tag)
which can transnmit and receive data by radio and requires no power supply
is utilized for various information providing neans. For exanple, a system
has been proposed wherein a radio tag is applied to a poster or the like
and file data recorded in the radio tag are read by radio by neans of a
term nal apparatus such as a portable tel ephone set or a personal digital
assistant (PDA). In such a systemas just described, it is necessary to

t ake measures g |II ally witing file
data into a rg%? #%g ap N% agF%E%£€ ﬁ%@%é@k%ﬁ §§Pe R%%é”{ &escri bed
i s disclosed, for exanple i n Japanese Patent Laid-Qpen No. 2003-85494.
Menories for use with a radio tag are divided into

Technical Field
This invention relates to a data processing
apparatus and method and a program therefor wherein data

are written into and read out from a recording medium.

Background Art

In recent years, a radio frequency identification
(RFID) technique has exhibited a significant development,
and various techniques have been proposed wherein an RFID
tag (radio tag) which can transmit and receive data by
radio and requires no power supply is utilized for
various information providing means.,

For example, a system has been proposed wherein a
radio tag is applied to a poster or the like and file
data recorded in the radio tag are read by radio by means
of a terminal apparatus such as a portable telephone set
or a personal digital assistant (PDA}.

In such a system as just described, it is necessary
to take measures for preventing a third party from

illegally writing file data into a radio tag applied to a



a type which has a rewiting inhibiting function and another type which
does not have the rewiting inhibiting function. O whichever one of the
types the nenory used in a radio tagis, it is necessary to prevent file
data witten illegally in the radio tag by a third party from being read
out and utilized in error as valid file data. Disclosure of Invention It is
an object of the present invention to provide a data processing apparatus
and method and a program therefor which can prevent recording data witten
illegally into a recording nmediumby a third party from being read out and
utilized as vs&éQ gecording data in error irrespective of whether or not
the recording nediim in which the recording data are witten has a

rewiting inhibiting function. .. A data processin ratus for witing
.recording data int% gng%%r #”ﬁf?nﬁﬁﬂﬁﬁaﬁfcfﬁgealfgtéigghﬁﬁﬁdoan§ .-
provi ded. The t i racterized in that it u . a signature
producti on means &%%’E?b uggﬂgsg %?%%%%ur ?gnfgp'hk§8$e€§§%%hg daéa; and
awiting mneans fo i Ln:natin ther ot npt the recarding medium
has a writing inhib?ﬁﬁ%gg%%g% |dﬁﬁgﬁwﬁ%bﬁfgﬁg%ﬁg?a?Wﬁgﬁ ﬁyﬁqﬁddggEP!nlnated
that the recogdifg, nRAIMMNAS, EOG LA NGB RLY RALLEDGLTQNy @ First
operation of

another type which does not have the rewriting inhibiting

function. Of whichever one of the types the memory used

in a radio tag is, it is necessary to prevent file data

written illegally in the radio tag by a third party from

being read out and utilized in error as valid file data.

Disclosure of Invention

It is an object of the present invention to provide
a data processiﬁg apparatus and method and a program
therefor which can prevent recording data written
illegally into a recording medium by a third party from
being read out and utilized as valid recording data in
error irrespective of whether or not the recording medium
in which the recording data are written has a rewriting
inhibiting function.

A data processing apparatus for writing recording
data into a recording medium of the first invention is
provided. The apparatus is characterized in that it

includes: a signature production means for producing



witing the recording data into the recording mediumbut performng, when
it is discrimnated that the recording mediumdoes not have the witing
inhibiting function, a second operation of witing the signature data
produced by the signature production neans and the recording data into
the recording medium The data processing apparatus of the first invention
functions as below. The witing neans discrimnates whether or not a
recording mediumhas a witing inhibiting function. Wien the witing neans
di scrim nates that the recording nmedium has the witing inhibiting

function, theswghitfge ®ans rRerher MB.LAg: fd rafopgrat bop. of ; writing the
recordi ng daf?ginto the recording neaiun% me&%r, when f%el iting neans

di scrini nat esmbha tde decordiindciRg WRAR8S J1ohchaue Lhe, LEE(# ng. f
inhibiting function, the witing means perforns the second opetration o

writing the shgfatiress dakaiRiodusadiBYtiNe Aindhatyr 8,87 94Ues jon Jreans and
the recording data into the recording nmedium 3 A data processing nethod

of the secondwhénent i discréhanaeteriged ﬂﬂbtﬂ@@b:h&nhn&é&gﬁﬁ:hékfi rst step
of discrimnating whether or not a recording nediumhas a witlng

i nhi bi ting futeéiemtiheacen®istan Shndidd NG rivheNobbksid S&¢ i m nated at
the first step that the

writing the recording data into the recording medium but

performing, when it is discriminated that the recording

medium does not have the writing inhibiting function, a

second operation of writing the signature data produced

by the signature production means and the recording data

into the recording medium,

The data processing apparatus of the first
invention functions as below.

The writing means discriminates whether or not a
recording medium has a writing inhibiting function. When
the writing means discriminates that the recording medium
has the writing inhibiting function, the writing means
performs the first operation of writing the recording
data into the recording medium. Howevex, when the writing
means discriminates that the recording medium does not
have the writing inhibiting function, the writing means
performs the second operation of writing the signature

data produced by the signature production means and the

recording data into the recording medium.



recording medi um has the witing inhibiting function, recording data into
the recording medium a third step of producing, when it is discrimnated
at the first step that the recording nedi umdoes not have the witing
inhibiting function, signature data for the recording data; and a fourth
step of witing the signature data produced at the third step and the
recording data into the recording nedium A programof the third invention
for being executed by a data processing apparatus is characterized in that
it causes the data processing apparatus to execute: a first procedure of

di scrim nating whethe Ie) I ] dj wei ting inhibiting
function; a secondabﬁggéd%r%?%ﬁsﬁ§$?#ﬂb,QME§n£#€]$%§)|s&ﬁvﬁpﬁngdlit t he
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function, recording data into t recording nmediunt a procedure of
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recordi ng medi um does not "have the witing inhi nction, signature
data for the gecer G&h%&%inﬁnéuﬁct{&y;r th 4 rc%?ﬁdHES?oéf"Wfitﬂi the

signature data produced at the third procedure an he recor I"lg data into

the recordinghérdituns AidatampPhoeasINEAPRALALUS QT 1 Sading out
recording medium has the writing inhibiting function,
recording data into the recording medium; a third step of
producing, when it is discriminated at the first step
that the recording medium does not have the writing
inhibiting function, signature data for the recording
data; and a fourth step of writing the signature data
produced at the third step and the recording data into
the recording medium.

A program of the third invention for being executed

by a data processing apparatus is characterized in that
it causes the data processing apparatus to execute: a
first procedure of discriminating whether or not a
recording medium has a writing inhibiting function; a
second procedure of writing, when it is discriminated at
the first procedure that the recording medium has the
writing inhibiting function, recording data into the
recording medium; a third procedure of producing, when it

is discriminated at the first procedure that the

recording medium does not have the writing inhibiting



recording data froma recording mediumof the fourth invention is
provided. The apparatus is characterized in that it includes: a signature
verification means for verifying signature data for the recording data;
and a reading out means for discrimnating whether or not the recording
medi um has a writing inhibiting function and performng, when it is
discrimnated that the recording nmediumhas the witing inhibiting
function, a first operation of reading out the recording data fromthe
recording mediumand utilizing the recording data but perform ng, when it

i's discrinmnatedctheh, toheydA60ediuags Esgi%&?% ?%%r%&]ghag%ﬁt hg yriting

inhibiting function, a second operation ¢ yg_t é.recording ?gta
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verify signature data incldhed in the ?eadlnggﬂgﬁf% reag g%fo??%ﬁ t he

recordi ng medaymaadcktid iZiR@dhe ahgconding fdaha r%a‘éaoyﬁt{..r%the

recording mediumif a condition that the signature verification neans

di scri m nat esrtbatdime dgpnRaf.ure data is valid is 5 satisfied. The data
processi ng apparatus of the fourth invention functions as bel ow. The

readi ng out neans dizsehitel pabesshed Nepa2G At rolhEeL 8605 dilg nedi um has a

writing inhibiting function.
recording data from a recording medium of the fourth
invention is provided. The apparatus is characterized in
that it includes: a signature verification means for
verifying signature data for the recording data; and a
reading out means for discriminating whether or not the
recording medium has a writing inhibiting function and
performing, when it is discriminated that the recording
medium has the writing inhibiting function, a first
operation of reading out the recording data from the
recording medium and utilizing the recording data but
performing, when it is discriminated that the recording
medium does not have the writing inhibiting function, a
second operation of reading out the recording data from
the recording medium, causing the signature verification
means to verify signature data included in the reading
data read out from the recording medium and utilizing the
recording data read out from the recording medium if a

condition that the signature verification means

discriminates that the signature data is valid is



When the reading out neans discrimnates that the recording medium has the
witing inhibiting function, the reading out nmeans reads out the recording
data fromthe recording nediumand utilizes the recording data. However
when the reading out neans discrimnates that the recording medi um does
not have the witing inhibiting function, the reading out neans reads out
the recording data fromthe recording medium and causes the signature
verification nmeans to verify signature data included in the reading data
read out fromthe recording medium Then, the reading out neans utilizes
the recordi ngsdaigari&ad out fromthe recording nediumif a condition that
the signature verification nmeans discrimnates that the signature data is

valid is satisfied. phedahaaPppsessis odegf Lhefd fidy, igvention for
readi ng out recordingedataaf$0n1a fgg%r I'ng ﬁE%IUﬁ]IS provi ded. The net hod

| s characteri zgfen®idd®urideichBChYdEsio@, first step of discrim nating
whet her or not the recording nediumhas a witing inhibiting function; a 6
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a third step of reading out, when it is discrimnate t
When the reading out means discriminates that the
recording medium has the writing inhibiting function, the
reading out means‘reads out the recording data from the
recording medium and utilizes the recording data. However,
when the reading out means discriminates that the
recording medium does not have the writing inhibiting
function, the reading out means reads out the recording
data from the recording medium, and causes the signature
verificatioﬂ means to verify signature data included in
the reading data read out from the recording medium. Then,
the reading out means utilizes the recording data read
out from the recording medium if a condition that the
signature verification means discriminates that the
signature data is valid is satisfied.

A data processing method of the fifth invention for

reading out recording data from a recording medium is
provided. The method is characterized in that it

includes: a first step of discriminating whether or not

the recording medium has a writing inhibiting function; a



the first step that the recordi ng nmedi um does not have the witing
inhibiting function, the recording data from the recording nmedi um and
verifying signature data included in the reading data read out fromthe
recording medium and a fourth step of utilizing the recording data read
out fromthe recording nediumif a condition that it is discrimnated at
the third step that the signature data is valid is satisfied. A program of
~the sixth invention for being executed by a data processing apparatus is
provided. The program is characterized in that it causes the data

[ n ting
Rhether of not che raeth din ng%?am%%ﬁ%h% A ay SRR B Bt Ton: o
second proceding ofr4aiepd Ut cndnEleddasay HBGLATHAR! Bk A, NG | TSt

ncti on,

procedure that the recording ne |un1 as t witing rnhibrting

the recor di ngndabe fpreuie s68COLALNGLIRALUD AdaUEEbh2Lng the recording

data; a third procedure of reading out |scr|n1nated at the

first procedupgcthding %dau&egﬁadheglmgfreh%oe:%ce%lng\/&awﬁ gwiting

inhibiting function, the recording data Tromthe recording ‘medi um and
verifying si geﬁif@es@l@g a1 Rekudad bk ! %Jrﬁq@ 0g Qagerlﬁ%@a@t&ytatf romthe

recordi ng nmedi um and fourth procedure of utilizing the recording data
read out fromne first step that the recording medium does not have

the writing inhibiting function, the recording data from
the recording medium and verifying signature data
included in the reading data read out from the recording
medium; and a fourth step of utilizing the recording data
read out from the recording medium if a condition that it
is discriminated at the third step that the signature
data is valid is satisfied.

A program of the sixth invention for being executed
by a data processing apparatus is provided. The program
is characterized in that it causes the data processing
apparatus to execute: a first procedure of discriminating
whether or not the recording medium has a writing
inhibiting function; a second procedure of reading out,
when it is discriminated at the first procedure that the
recording medium has the writing inhibiting function, the
recording data from the recording medium and utilizing
the recording data; a third procedure of reading out,

when it is discriminated at the first procedure that the



the recording mediumif a condition that it is discrimnated at the third
procedure that the signature data is valid is satisfied. Wth the present
invention, recording data witten illegally into a recording nmediumby a
third party can be prevented frombeing read out and utilized as valid
recording data in error irrespective of whether or not the recording

medi um has a rewiting inhibiting function. Brief Description of Draw ngs
FIG | is a block diagram showi ng a general configuration of a data _

di stribution systemto which the present invention is applied; FIG 2 is a

bl ock di agr am-sbevh 11y ankARfd G¥Eat hQE‘ n&fe %H@%ﬁt&ﬁgcﬁﬁgf&%gﬁ a writing

inhibiting function shown in FIG 1; FIG 3 1is I agram showi ng a
confi gurati onfuRée forf Adite LaGoPREEY Hasa NE- 'ttHenQe'cBJk_]HPﬁ% I&M‘Ct i on
shown in FIG 1; 8 FIG 4is a diagrammatic view illustrating a rrermry map
confi gurati onagd PeBPNYy @f ghBeuradsfcd ags: 1ISRRWN 1hNthEl g@adn?n ’H% , FIG 5
is a diagrammatic view illustrating a file data area shown In 4 wher e

file data whi gla@réut)Gtron Rha ¢OBBEESRSdndPIR;ALG 8CREERE I N the radi o tag
shown

procedure of utilizing the recording data read out from

the recording medium if a condition that it is

discriminated at the third procedure that the signature

data is valid is satisfied.

With the present invention, recording data written
illegally into a recording medium by a third party can be
prevented from being read out and utilized as wvalid

recording data in error irrespective of whether or not

the recording medium has a rewriting inhibiting function.

Brief Description of Drawings

FIG. 1 is a block diagram showing a general
configuration of a data distribution system to which the
present invention is applied;

FIG. 2 is a block diagram showing a configuration
of a radio tag which has a writing inhibiting function
shown in FIG. 1;

FIG. 3 is a block diagram showing a configuration
of a radioc tag which has no writing inhibiting function

shown in FIG. 1;



in FIG 2; FIG 6 is a diagrammatic viewillustrating the file data area
shown in FIG 4 where file data which are not in a conpressed formare
recorded in the radio tag shown in FIG 3; FIG 7 is a diagramatic view
illustrating the file data area shown in FIG 4 where conpressed file data
are recorded in the radio tag shown in FIG 2; FIG 8 is a diagrammtic
viewillustrating the file data area shown in FIG 4 where conpressed file
data are recorded in the radio tag shown in FIG 3; FIG 9 is a _

di agrammatic view showing a file table area shown in FIG 4; FIG 10 is a

di agrammatic view Sff%'”g asfi l&i.dagartatﬂﬁ[ia@ﬂ:evﬁ?éﬁaifﬂ?g%&itra}.n\% g‘ m%l"nogl G 11

is a block diagram showi ng a hardware configuration iting i’iﬁparat us
shown in FlGndp cllfquldtidndot! QWGhar) dd Lyst Laing, an, 9 nitizal i zation
operation of g I?a%li o] tgag bff th Wit ngJappar at us s_ﬁom%?? n W_(%.lnl and 11;
FIG 13 is a fiey chafdy i3l ustrating a general witing operation of file

data and so forth into a radio tag by the witing apparatus shown in FIGS.

1 and 11; FIGS. 14 and. 1§ Qéeéfdiéﬁfgﬁ%%EECibkg§t{fﬁd§¥¥ating a file
data area shown in FIG. 4 where file data which are not
in a compressed form are recorded in the radio tag shown
in FIG. 2;

FIG. 6 is a diagrammatic view illustrating the file
data area shown in FIG. 4 where file data which are not
in a compressed form are recorded in the radio tag shown
in FIG. 3;

FIG. 7 is a diagrammatic view illustrating the file
data area shown in FIG. 4 where compressed file data are
recorded in the radio tag shown in FIG. 2;

FIG. 8 is a diagrammatic view illustrating the file
data area shown in FIG. 4 where compressed file data are
recorded in the radiec tag shown in FIG. 3;

FIG. 9 is & diagrammatic view showing a file table
area shown in FIG. 4;

FIG. 10 is a diagrammatic view showing a file
attribute area shown in FIG. 9;

FIG. 11 is a block diagram showing a hardware
configuration of a writing apparatus shown in FIG. 1;

FIG. 12 is a flow chart illustrating an



details of a witing operation of file data and so forth into a radio tag
at step ST13 or ST14 illustrated in FIG 13; FIG 16 is a block diagram
showi ng a hardware configuration of a term nal apparatus shown in FIG 1,

FIG 17 is a flow chart illustrating a general reading out operation from
a radio tag by the termnal apparatus shown in FIGS. 1 and 16; and FIGS.
18 and 19 are flow charts illustrating details of a reading out operation

of file data, file attribute data and so forth at step ST43 or ST45 shown
in FIG 17. Best Mdde for Carrying out the Invention Referring first to

] ' . ' i s f d di stributi
1S o e esher R geneial  sonk unalian o6 g O disliipution

systemto whic present "I nvention is app

system whi ch Ls,gge éij%$ﬁﬁ%06gsﬁehsgxfliéﬁ @A plurality of file data of a

vari abl e size “'suc per Kug Language) file data

roduced, for exanpl by za; COLPEy r I . b radio i.nto a radio
Pag 10 through a mmﬁ??ﬁgxgpﬁgratu§ﬁﬁl. he§%§%%%£$§5“¥§H%§ﬁfﬁﬁﬂ|ed to a

poster 18 of {hec] ideopdd kel DRl rAPRANAHSAP of £b0E,POLESD] € Lype reads

tag by the writing apparatus shown in FIGS. 1 and 11;
FIGS. 14 and 15 are flow charts illustrating
details of a writing operation of file data and so forth
into a radio tag at step ST13 or STi4 illustrated in FIG.

13;

FIG. 16 is a block diagram showing a hardware
configuration of a terminal apparatus shown in FIG. 1;

FIG. 17 is a flow chart illustrating a general
reading out operation from a radio tag by the terminal
apparatus shown in FIGS. 1 and 16; and

FIGS. 18 and 19 are flow charts illustrating
details of a reading out operation of file data, file
attribute data and so forth at step ST43 or ST45 shown in

FIG. 17,

Best Mode for Carrying out the Invention

Referring first to FIG. 1, there is shown a general
configuration of a data distribution system to which the

present invention is applied.

In the data distribution system which is generally

10



out the file data by radio fromthe radio tag 10 and displays an image
according to the file data, for exanple, on a display unit thereof. The
term nal apparatus 15 may be, for exanple, a portable telephone set or a
personal digital assistant (PDA). First, a corresponding relationship
between features of the present invention and conponents of the present
enbodi ment is described. A nenory 35 of the radio tags 10 and 10a shown in
FIG 1 corresponds to a recording mediumin the present invention. A
recording area of the menory 35 shown in FIG 4 corresponds to a recording

oLea o e PUSSEBLaL ol 0B e Thee ol oo AR hev VLSRR

t
recordi ng nediumwhich has the witing inhi

tag 10a shommshgthginﬁﬂE%H%pggﬁgggiﬂgrﬁgﬁﬁﬂggﬁggg%ﬁ é}%doggtéun have the

witing inhibiting function. e data recor P18 &t ea 142 in the

recording aregrshowy, Nedz! GxamphB, tHE Pré& +§MR9dLIENL ., correspond to
? | a

recordi ng data of the present I nvention. ghat ure tarecorded in a

signature aregadfsd Oitd 30 2ewnchg b Gnfon & G25E8RRAC0GS. £ 4 & gnature

data in the present invention.
The radio tag 10 is applied to a poster 18 or the

like.

A terminal apparatus 15 of the portable type reads
out the file data by radio from the radio tag 10 and
displays an image according to the file data, for example,
on a display unit thereof.

The terminal apparatus 15 may be, for example, a
portable telephone set or a personal digital assistant
(PDA) .

First, a corresponding relationship between
features of the present invention and components of the
present embodiment is described.

A memory 35 of the radio tags 10 and 10a shown in
FIG. 1 corresponds to a recording medium in the present
invention. A recording area of the memory 35 shown in FIG.
4 corresponds to a recording area of the present
invention.

The radio tag 10 shown in FIG. 2 is a recording
medium which has the writing inhibiting function, and the

radio tag 10a shown in FIG. 3 is a recording medium which

11



Further, file attribute data recorded in file attribute areas 1201 to
120Tn (n is an integer equal to or greater than 1) shown in FIG 9
correspond to attribute data of the present invention. An address recorded
inafile position designation area 121 shown in FIG 10 corresponds to a
recording address of the present invention. Further, a first address A
showmn in FIG 9 corresponds to a first address of the present invention,
and a second address B corresponds to a second address of the present
invention. In the present enbodinent, the first address A indicates a top

address of a Lhle 531 108 10LL9W 00, A L0 ATpaggEENt area 101

designated fromthe top a ess | he recor area shown in FIG 9. The

second address B i ndi;qal 65N, dgL£88 0 oL 091 o1 aLL. efyb addrges side in a
i 14, ,

region followng a parity area a réesérved area a free area

|ndication arededdding dulddl nBuiben frea d i, and g.elasel Lheation,type area

115 defined in er"fromthe tarl address int recording area shown in
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aspect, and a signatyyt@ature data recorded in a signature area 143 or

150 shown in FIG. 6 or 8 corresponds to signature data in

the present inventicn.

Further, file attribute data recorded in file
attribute areas 120_1 to 120 n (n is an integer equal to
or greater than 1) shown in FIG. 9 correspond to
attribute data of the present invention.

An address recorded in a file position designation
area 121 shown in FIG. 10 corresponds to a recording
address of the present invention.

Further, a first address A shown in FIG. 9
corresponds to a first address of the present invention,
and a second address B corresponds to a second address of
the present invention.

In the present embodiment, the first address A
indicates a top address of a file data area 102 following
a tag management area 101 designated from the top address
in the recording area shown in FIG. 9.

The second address B indicates an address on the

tail end address side in a region following a parity area

12



production section 26 corresponds to a signature production neans of the
present invention according to the first aspect. Further, a program PRG
shown in FIG 11 corresponds to a program of the present invention
according to the third aspect. A processing section 45 shown in FIG 16
corresponds to a reading out means of the present invention according to
the fourth aspect, and a signature verification section 46 corresponds to
a signature verification nmeans of the present invention according to the
fourth aspect. Further, a program PR& shown in FIG 16 corresponds to a

program of the; by egeplsd RN, 135¢06dI0g.! 8, Lhe, shally aspect.. hoy, an

outline of the data distribution system I's déscri wWi'ting

apparatus 11 Qf fif@.ﬂﬂ&t@r gxlggar !].?F:t %&5‘ éyc,si[aeggijfi\Maitélgﬁi {:#{l%eg eﬁjrli‘etaa la_L%d SO

forth into 13 a radio tag 10 whic as a witirng rn _ _nctlon,h ;FI
sets the radi gobaged Ot Q @el irt6nl PREbLLI NG ShALE 18f LBL Liites the file
data and so fo?th into theerag%om tag f%. the o%ﬁe% %and?ggzgﬁfthe
writing appargtis dlow Vi @§gfibe data and so forth on a radio tag 10a

whi ch does not have the witing inhibiting function, it

Further, a processing section 25 shown in FIG. 11
corresponds to a first writing means of the present
invention according to the first aspect, and a signature
production section 26 corresponds to a signature
production means of the present invention according to
the first aspect. Further, a program PRG1l shown in FIG.
11 corresponds to a program of the present invention
according to the third aspect.

A processing section 45 shown in FIG. 16
corresponds to a reading out means of the present
invention according to the fourth aspect, and a signature
verification séction 46 corresponds to a signature
verification means of the present invention according to
the fourth aspect. Further, a program PRG2 shown in FIG.
16 corresponds to a program of the present invention
according to the sixth aspect.

Now, an outline of the data distribution system 1
is described.

When the writing apparatus 11 of the data

distribution system 1 writes file data and so forth into

13



produces signature data for the file data and wites the signature data
into the radio tag 10a together with the file data and so forth. In such
witing of file data as described above, the witing apparatus 11 wites a
plurality of file data of a variable size in order into a file data area
102 in a recording area showmn in FIG 9 beginning with a first address A
toward a second address B in the radio tag 10. Further, the witing
apparatus 11 wites a plurality of file attribute data of a fixed size

i ndi vidual ly defined corresponding to the plurality of file data and

i ndi vidual l'y §ngl i H@C ' : of; ' file data in
;Eel¥:lgada¥aéa€%§ﬁ%6%% %?09E3F22%€€%%gééﬁﬁggaé?ﬁgééﬁgﬂgﬁggggféﬁﬂ begi nni ng
with the —secondsadnens Baigwerd {hed i - 2ddiaag, Ay he g nal
apparatus 15 reads out the filed data, ile attribute data and so forth
fromthe radi getag %0 14 thut cHees; NOtqper fa%%\seg?fslt;xgaﬁg& t\?{ﬁ ?—J.a%ﬁ%t ure

data. In particular, since the radio tag 10 is s . .
inhibiting staeite,1@ third party cannot wite file data illegally into the

radio tag 10. the other hand, the terminal apparatus 15 reads out the
file data and file ghtthbubendatiddS Wokh 8fie w+ONAHJILS AL LM o the radio

tag 10a. Then, after the
writes file data and so forth on a radio tag 10a which
does not have the writing inhibiting function, it
produces signature data for the file data and writes the
signature data into the radio tag 10a together with the
file data and so forth.

In such writing of file data as described above,
the writing apparatus 11 writes a plurality of file data
of a variable size in order into a file data area 102 in
a recording area shown in FIG. 9 beginning with a first
address A toward a second address B in the radio tag 10.

Further, the writing apparatus 11 writes a
plurality of file attribute data of a fixed size
individually defined corresponding to the plurality of
file data and individually indicating recording addresses
of corresponding file data in the file data area 102 into
prescribed file attribute areas 120 n beginning with the
second address B toward the first address A.-

The terminal apparatus 15 reads out the filed data,

file attribute data and so forth from the radio tag 10
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term nal apparatus 15 verifies the validity of the signature data, it
utilizes the file data, file attribute data and so forth read out as
descri bed above as valid data. Since the radio tag 10a does not have the

witing inhibiting function, a third party can wite file data illegally
into the radio tag 10a. However, since the term nal apparatus 15 perforns
verification of signature data, such illegal witing as described above

can be detected appropriately, and the file data can be prevented from
being utilized in error. [Radio tags 10 and 10a] The radio tag 10 has the

d h h
writing inhibiting Jlljl%(&t gggf%&}tﬁc‘_&mn L2, é%g%l?%% C{c:afoct ave the

wrltlnglnhlbltlng uncti OWs "a con atheradlotag

10 shown in FIG 1; 1? ggicghramgﬁ)g_ okl 6,.2 rgé{loe {ES%I tagﬁ%g ancJéudes an

.antenna 31, a radi o frequency ('RF) section &o ST 33,

a memory access)ngsackion doand A PR35, Ihe B seqkion 32,performs

such processing as Uratton and so rth a Si gnal SUch as file

data, " file abiti U atg a0k Send YAdLd R55 Y80 by Che ant enna

On the other hand, the terminal apparatus 15 reads
out the file data and file attribute data as well as
signature data from the radio tag 10a. Then, after the
terminal apparatus 15 verifies the validity of the
signature data, it utilizes the file data, file attribute
data and so forth read out as described above as valid
data.

Since the radio tag 10a does not have the writing
inhibiting function, a third party can write file data
illegally into the radio tag 10a. However, since the
terminal apparatus 15 performs verification of signature
data, such illegal writing as described above can be
detected appropriately, and the file data can be
prevented from being utilized in error.

[ Radio tags 10 and 10a]

The radio tag 10 has the writing inhibiting
function while the radio tag 10a does not have the
writing inhibiting function.

FIG. 2 shows a configuration of the radio tag 10

shown in FIG. 1.
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31 and outputs a resulting signal to the nmenory accessing section 34. The
RF section 32 perfornms such processing as nodulation and so forth for a
signal such as file data, attribute data and so forth read out fromthe
menory 35 and supplies a resulting signal to the antenna 31. The power
control section 33 supplies power (energy) obtained by el ectromagnetic
coupling froma signal received through the antenna 31 to the nenory
accessing section 34 and so forth. The nmenory accessing section 34 is
driven with the power received fromthe power control section 33 and

performs a witing %%%Eggkﬁg €€m%fbf€§dkﬂ9 ggaigpe aﬁggqfﬁﬁtdggtgninto and
€ ne

fromthe nenory 35. ry accessi‘ng sectron e witing

i nhibiting fug&q{é&ﬂ%@*ﬂ IS rgﬁ@%;g%\l?(gl?eng r(R%?gg%h%iogyw;h%?vmetg ng

apparatus 11 and t term na us "15. € menor stores data

such as file n i tr] t reina : [ ., The
menory 35 is g&trnfaa%%lr ?isler%dlrcr)gldlggh é&g rﬁ%@? afacgré%sg%gm%%g?l%?n%r#%dgbel or an
EEPROM from which.¢egording data are erased by collective erasure for the

entire recording area thereof. FIG 3 shows a configuration of the radio
tag 10a The RF section 32 performs such processing as

demodulation and so forth for a signal such as file data,
file attribute data and so forth received by the antenna
31 and outputs a resulting signal to the memory accessing
section 34.

The RF section 32 performs such processing as
modulation and so forth for a signal such as file data,
attribute data and so forth read out from the memory 35
and supplies a resulting signal to the antenna 31.

The power control section 33 supplies power
(energy) obtained by electromagnetic coupling from a
signal received through the antenna 31 to the memory
accessing section 34 and so forth.

The memory accessing section 34 is driven with the
power received from the power control section 33 and

' performs a writing operation and a reading out operation
of data into and from the memory 35.

The memory accessing section 34 has the writing

inhibiting function and is controlled, for example, by

the writing apparatus 11 and the terminal apparatus 15.
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shown in FIG 1. Referring to FIG 3, the radio tag 10a includes an
antenna 31, a radio frequency (RF) section 32, a power control section 33,
a menory accessing section 34a and a nenory 35. The antenna 31, RF section
32, power control section 33 and nenory 35 are simlar to those described
her ei nabove with reference to FIG 2. The radio tag 10a is different from
the radio tag 10 in that the nenory accessing section 34a thereof does

not have the witing inhibiting function. FIG 4 illustrates a
configuration of a nmenory map of the nenory 35 of the radio tags 10 and

10a shown in FIGS a p ts_access thereto from
the outside exceptTégr@gggthggr%%%E%yﬁ%§grgggbngahfgﬁ CJQ%S ?Cperatlng

System and i f pg i A ieoandlng.the, a0 dhL Laged0 or 10a such as

whet her or not it has the witing 1nhi i ng functron, a manufacture code,

a version, a size bt AenbeFoEgli N0 aarr%%o%ﬁkaemgmaysé A, Uk 1

accessing to the recording area and so for As seen

recording ar egxipidie TREREY 136t NoL Ul Subrlci f%magﬁmtre%%%% afile

data area 102 and a file table area
data are erased by collective erasure for the entire

recording area thereof.

FIG. 3 shows a configuration of the radio tag 10a
shown in FIG. 1.

Referring to FIG. 3, the radio tag 10a includes an
antenna 31, a radio frequency (RF) section 32, a power
control section 33, a memory accessing section 34a and a
memory 35.

The antenna 31, RF section 32, power control
section 33 and memory 35 are similar to those described
hereinabove with reference to FIG. 2.

The radio tag 10a is different from the radio tag
10 in that the memory accessing section 34a thereof does
not have the writing inhibiting function.

FIG. 4 illustrates a configuration of a memory map
of the memory 35 of the radio tags 10 and 10a shown in
FIGS. 2 and 3.

The memory 35 permits accessing thereto from the
outside except part of the recording area in which an 0OS

(Operating System) and information regarding the radio
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The tag managenment area 101 is defined, for exanple, over a predeterm ned
address range fromthe starting (top) address of an address space of the

recording area of the nmenory 35 shown in FIG 4. The tag managenent area
101 has recorded therein data unique to the radio tag 10 or 10a. The file
data area 102 is defined between the tag managenent area 101 and the file
table area 103 in the address space described above. The file data area

102 is defined fromthe first address A follow ng the tag nanagenent area
101 shown in FIG 9 described herei nabove toward the second address B of

e adar ess SRgey ot M TIBEY 35l AP L, SRRl R IR ST 1 1201 o
e v T AR SR 0% TP R, S BEBHSESTL'S, (e
1L 0 aPoar Bl ig A eld AL ol L BTGl aEe fecmre 0 Lhe
L) L SheRedth D dacudialed LA e gt g, ane 11 o it e data
As seen in FIG. 4, the recording area of the memory
35 includes a tag management area 101, a file data area
102 and a file table area 103,
The tag management area 101 is defined, for example,
over a predetermined address range from the starting
{top) address of an address space of the recording area
of the memory 35 shown in FIG. 4.
The tag management area 101 has recorded therein
data unique to the radio tag 10 or 10a.
The file data area 102 is defined between the tag
management area 101 and the file table area 103 in the
address space described above.
The file data area 102 is defined from the first
address A following the tag management area 101 shown in
FiG. 9 described hereinabove toward the second address B
of the address space of the memory 35.
In the file data area 102 of the radio tag 10, file
name data of a plurality of HTML file data and the entity

of the file data are written in order as seen in FIG. 5

at successive addresses from the first address A toward
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upon the nunmber and the data amount of file data recorded therein. On the
other hand, in the file data area 102 of the radio tag 10a, file nane data
of a plurality of HTM. file data, signature data and the entity of the
file data are witten in order as seen in FIG 6 at successive addresses
fromthe first address A toward the second address B by the witing
apparatus 11. In particular, file name data are recorded in a file nane
area 141 in the file data area 102, and signature data are recorded in the
signature area 143. Further, file data are recorded in the file area 142.

VWhen conpr essggefé'ég?&p%adggtsgig %b‘é'hec’%ﬁ%? gBafa%ueﬁ ta are to be

recorded into the f ta area The conpressed

file data are recongedaipip, faomnessedel ble, aea 193 g;;g;ggp pFG 7.

19 In this instance, recording size area g dt¥PF area
152 are defi nedh boi yeen.Lae i | ¢ DA Al 41,00 Qpressed file
area 153. In the recordfng Size area 1 ?} the sfze (%@? engt of the

conpr essed fiheedlaba necorded 1 the coQmLessedylile area 153 is recorded.
In the conpression type area 152, identification

The individual file name data and file data are
data of a variable size.

The size of the file data area 102 varies depending
upon the number and the data amount of file data récorded
therein.

On the other hand, in the file data area 102 of the
radio tag 10a, file name data of a plurality of HTML file
data, signature data and the entity of the file data are
written in order as seen in FIG. 6 at successive
addresses from the first address A toward the second
address B by the writing apparatus 11.

In particular, file name data are recorded in a
file name area 141 in the file data area 102, and
signature data are recorded in the signature area 143.
Further, file data are recorded in the file area 142.

When compressed file data obtained by compressing
file data are to be recorded into the file data area 102
of the radio tag 10. The compressed file data are

recorded into a compressed file area 153 as seen in FIG.

7.
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data of the conpression nethod used for the production of the conpressed
file data is recorded. As the conpression nmethod, for exanple, run Iength
codi ng, Huffman coding, LZ77 coding, LZ78 coding, block sorting, MIF
coding, arithmetic conpression, a range coder nethod and so forth can be
used. Meanwhile, in the file data area 102 of the radio tag 10a, signature
data is recorded in a signature area 150 as seen in FIG 8. Further, in
the file data area 102 of the radio tag 10a, when conpressed file data
obtained by conpressing file data are to be recorded, the conpressed file

data are recorded inR.the: co d fi rea 153 as seen,j FIG B. The
file table area 103 ?g gg%ggggh%%%%ft%ekggggﬁﬁmI§H&Fé§§e§ 8$?tﬁ%iéﬂgrfss
space toward t i . .ad S il able i recor n.the file
tgbl e area 103@ OIIelrzsl%téo%g%B ?u%tﬁ?aatlészf 8 r%e Sfb' 25 i%%?"fegeﬁ)r g:%eo%lg? the file

table area 103&&&9@&6%”1Ehcéné“tﬁgﬁégﬂgrggsga Fifs Delhefile table area

103 includes a file nunber area 111, ree area indicati'on area 112, a

reserved area 113, arpapid yedifdubltsife £188SIN C3LL00 LYPE r0a 115, and
a single or a plurality of file attribute areas '120n (n'rTs nt eger
equal to length) of the compressed file data recorded in the

compressed file area 153 is recorded.

In the compression type area 152, identification
data of the compression method used for the production of
the compressed file data is recorded.

As the compression method, for example, run length
coding, Huffman coding, LZ77 ceding, LZ78 coding, block
sorting, MTF coding, arithmetic compression, a range
coder method and so forth can be used.

Meanwhile, in the file data area 102 of the radio
tag 10a, signature data is reco:ded in a signatﬁre area
150 as seen in FIG,., 8.

Further, in the file data area 102 of the radio tag
10a, when compressed file data obtained by compressing
file data are to be recorded, the compressed file data
are recorded in the compressed file area 153 as seen in
FIG. 8.

The file table area 103 is defined from the second

address B of the address space toward the first address A.

A file table is recorded in the file table area 103,
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or greater than 1). In the file table area 103, the parity area 114,
reserved area 113, free area indication area 112, file nunber area Ill and
classification type area 115 are defined in order, for exanple, fromthe
tail address of the nenory space of the menory 35. Further, a plurality of
file attribute areas 120 n are defined fromthe second address B side
toward the first address A. It is to be noted that the areas 111 to 115
and 120n in the file table area 103 individually have fixed sizes. In
particular, in the nenory 35, a plurality of file data and so forth are

recorded in order frgmthe ;ifilLst, grgsgeﬁéé]ifl?eldl %Wn%?i?’té?%f{‘?’?ﬁ?ﬁﬁg%%emm

d
area 101 toward the address B, ang a plurality o dat a

i ndi vi dual | [Le i file.da are 21 recorded in order in the
plurality o¥ ??ﬁg gggggbﬂg%éQ%?%S%K%ﬁbﬁgfggﬁitfé second address B side

toward the first adgi&£ss g {geF}g[egpqggggﬁ?%gqa%%%iggg%qgkﬁs t he nunber

of file data recorded.in t he f! e data area s [2) noted.that,
al so where notinbheaesthtyiidfndides daba by, i0fABLIQY tegarding file data

such as
area 112, a reserved area 113, a parity area 114, a
classification type area 115, and a single or a plurality
of file attribute areas 120 n (n is an integer equal to
or greater than 1}.

In the file table area 103, the parity area 114,
reserved area 113, free area indication area 112, file
number area 111 and classification type area 115 are
defined in order, for example, from the tail address of
the memory space of the memory 35.

Further, a plurality of file attribute areas 120 n
are defined from the second address B side toward the
first address &,

It is to be noted that the areas 111 to 115 and
120_n in the file table area 103 individually have fixed
sizes.

In particular, in the memory 35, a plurality of
file data and so forth are recorded in order from the
first address A following the tag management area 101

toward the address B, and a plurality of file attribute

data individually corresponding to the file data are
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file name data is recorded into the file data area 102, it is counted into
the nunber of files. The free area indication area 112 indicates the top
address in the file data area 102 into which next new file data is to be
witten. The reserved area 113 is a region reserved to record sone data in
the future. The parity area 114 is used to record parity data for
verifying the validity of the file nunber area 111, free area indication
area 112 and reserved area 113. The classification type area 115 is used to
record, where the individual radio tag 10 has an application, a

classification accordi.ng ta the applicatian. The file attrjbute areas 120 n
are used to rlé%%??fgﬁqdllélggfaﬁrbﬁ?e Bt é’p8%dfhget%tﬁ:ﬁol?%edual file

data recorded in t file da area 102. |t is to,he noted that, where a
(T8 arertbur b ated Gar sor eRar bESp S rstdrans” Bt B 8S Pov b e a o
correspondi ng.to fihf nane. data recorded in the file data area 102 is

recorded in t?kf?%l%a%ﬁﬁ??iéute area 120-n. FIG 10 shows a configuration of

the file attribute rea.120n . shown in .9...Referri,ng to,FIG .10, the
file attribute areaT%‘iOnl ?H@Fﬁ’ééageﬁiEggkbg?f?%ﬁF%é%F%ﬁ%?Fﬁﬁ 8Fea 121, a

file ‘file data recorded in the file data area 102. '

It is to be noted that, also where not the entity
of file data but information regarding file data such as
file name data is recorded into the file data area 102,
it is counted into the number of files.

The free area indication area 112 indicates the top
address in the file data area 102 inte which next new
file data is to be written.

The reserved area 113 is a region reserved to
record some data in the future.

The parity area 114 is used to record parity data
for verifying the validity of the file number area 111,
free area indication area 112 and reserved area 113.

The classification type area 115 is used to record,
whére the individual radio tag 10 has an application, a
classification according to the application.

The file attribute areas 120 n are used to record
file attribute data corresponding to individual file data
recorded in the file data area 102.

It is to be noted that, where a file attribute area
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type area 122, a file production tine area 123, a file nanme size area 124,
a file size reference area 125, a reserved area 126 and a parity area 127.
The file position designation area 121 is used to record file data
corresponding to the file attribute area 120n or an address (recording
address, according to the present invention) in the file data area 102 at
which file name data is recorded. The file type area 122 is used to record
type data representative of types such as: whether or not corresponding
file data recorded in the file data area 102 is in a conpressed form or

whether or ol si gnaliy, dakaokecpresen. The file proguction time area

123 is used to recor time data represen I e at mhagg file data
fil : di-ng_to_the, fi ttribute area.. nis
ecorded i n tRECT TATRLEEP RCE Y Rl Bl hate € S i B0 S used

Lo record theargd 2ol Gal 3.lenath) 0 dd |4 0a08 daha. L cepldad,d p the i 1le

data area 102. e file size reference area is us r wher e

file data correspongifg 1o bi6,d 1d & 248,808,402 i 940" dod, i Lhe, S ze of
the file data. However, ere conpresse Fre data 18 recordé
area 120_n shown in FIG. 9.

Referring to FIG. 10, the file attribute area 120 n
includes a file position designation area 121, a file
type area 122, a file production time area 123, a file
name size area 124, a file size reference area 125, a
reserved area 126 and a parity area 127.

The file position designation area 121 is used to
record file data corresponding to the file attribute area
120_n or an address (recording address, according to the
present invention} in the file data area 102 at which
file name data is recorded.

The file type area 122 is used to record type data
representative of types such as: whether or not
corresponding file data recorded in the file data area
102 is in a compressed form; or whether or not signature
data is present.

The file production time area 123 is used to record
time data representative of time at which file data or

file name data corresponding to the file attribute area

120_n is recorded in the file data area 102.
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the conpressed file area 153 as seen in FIGS. 6 and 8, the file size
reference area 125 is used to record the size of the file data prior to
the conpression. The parity area 127 is used to record parity data for
verifying the validity of the data of the file position designation area
121, file type area 122, file production tinme area 123, file name size
area 124, file size reference area 125 and reserved area 126. [Witing
apparatus 11] The witing apparatus 11 wites data in the format descri bed
her ei nabove with reference to FIGS. 4 to 10 into the nenory 35 of the

file data and so fofPh Fhis PRI P a3 10°uHl CHfaa? ERECUR TR
inhibiting fu io j_t he.radi o tag 10, to a witing . nhibition
state after i?fééipggbt%%%%?Pz g%aﬁgh%ﬁﬁmgh%Fgﬁt e?%%%ﬁéﬁb r |5g}89 10. 24

On the ot her , e he witing apparatus 11 wites file data and so
forth into tﬁg§$g f%ﬂigékIOa whi ch does not have the writing inhibiting

i i d i fj dat it th
Si'gnat ur& data’i nto [Re ot 6 1ag 108 To6el Pe? 1R RE<H PP RRPR and so

signature data into t rad er w

forth. Thus, fiherowislicNGaRBPRLALUSy Ik R R €¥ENE: 14! $ata area 102
is recorded, the size of the file data.

However, where compressed file data is recorded in
the compressed file area 153 as seen in FIGS. 6 and 8,
the file size reference area 125 is used to record the
size of the file data prior to the compression.

The parity area 127 is used to record parity data
for verifying the validity of the data of the file
position designation area 121, file type area 122, file
production time area 123, file name size area 124, file
size reference érea 125 and reserved area 126.

[ Writing apparatus 11]

The writing apparatus 11 writes data in the format
described hereinabove with reference to FIGS. 4 to 10
into the memoxry 35 of the radio tag 10 or 10a.

In particular, when the writing apparatus 11 writes
file data and so forth into the radio tag 10 which has
the writing inhibiting function, it sets the radio tag 10
to a writing inhibition state after it writes the file

data and so forth into the radio tag 10.
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data and so forth recorded in the radio tag 10 or 10a frombeing illegally
rewitten by a third party. Further, the witing apparatus 11 wites a
plurality of file data of a variable size and file nanme data in order
beginning with the first address Atoward the address Bin the file data
area 102 in the recording area illustrated in FIG 9 of the nmenory 35 of
the radio tag 10 or 10a shown in FIG 2 or 3. Furthernore, the witing
apparatus 11 wites a plurality of file attribute data of a fixed size

i ndi vidual ly defined corresponding to the plurality of file data described

her ei nabove and i ndi.catng_r.ecor.din ddresses_in.the file data area 102
of the correspondi ngn %h?eoé%?% Illaﬁmgraj Y ﬁﬁ% FRe“ 79 SPRACATHG! Zlar eas 120

n from the segond, addness B side Lovard the 1 Lst address A, Consequently,

the term nal apparatus can specCify’™ an % attribute

SR e AR, (SO P L Bt B

i nfl uenced by a varirabl e size and so

address at whel (11e data 80d s9c1osh ar g recgrded g the feqgrding area

can be spec rom ress recor inthe 1l e position gsignation

area 121 shoungln HlGaatd- sEUBLPEL rid Wildt hBY BBRAEALYS, 4, fggords file
file data and sc forth.

Thus, the writing apparatus 11 can prevent file
data and so forth recorded in the radio tag 10 or 10a
from being illegally rewritten by a third party.

Further, the writing apparatus 11 writes a
plurality of file data of a variable size and file name
data in order beginning with the first address A toward
the address B in the file data area 102 in the recording
area illustrated in FIG. 9 of the memory 35 of the radio
tag 10 or 10a shown in FIG. 2 or 3.

Furthermore, the writing apparatus 11 writes a
plurality of file attribute data of a fixed size
individually defined corresponding to the plurality of
file data described hereinabove and indicating recording
addresses in the file data area 102 of the corresponding
file data in order into the file attribute areas 120 n
from the second address B side toward the first address A.

Consequently, the terminal apparatus 15 can specify

an address at which file attribute data is recorded in
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nunber data into the file nunber area 111 in the file table area 103 as
seen in FIG 9. Since the size of the file attribute areas 120n is fi xed,
the term nal apparatus 15 can easily specify addresses which formthe

file table area 103. Further, the witing apparatus 11 can set the size of
file nanme data freely within a range defined by the bit nunber of the file
nanme size area 124 by designating the size of file nane data in the file
nane size area 124 and varying the size of the file nane area 141 in the
file data area 102 shown in FIGS. 4 and 5. For exanple, where the file

i 124 i T t 8 bits, .th it tus 11 it
file namo datPUFIETIRET FoPsen 9 e MEPCRIner o ERe: 8% at a area 102,

herefore: the.atidia ppeR ol gl g v tsy e, Det o Al e

structure suchas :
differs, for exanpl endi n on._th del of, the . term nal .apparatus
15 into the file da grgﬁgﬁ’fﬁb%' &FPﬁeF? &ﬁé?% fﬁ%aéﬁgftgﬁglagsg ? ed above

is used, only it _is necessary to wite a _single file data .fo plurality
FeReaatE HHE Fatactn b2 WE R b1y the

of different 1] e narree afa I'n or?$%5

recording areg, ofy g MRIRLY 4ed0 FALDE UL g 8hT L EMd don area
121 shown in FIG. 10.

Further, the writing apparatus 11 records file
number data into the file numbker area 111 in the file
table area 103 as seen in FIG. 2. 8ince the size of the
file attribute areas 120 n is fixed, the terminal
apparatus 15 can easily specify addresses which form the
file table area 103.

Further, the writing apparatus 11 can set the size
of file name data freely within a range defined by the
bit number of the file name size area 124 by designating
the size of file name data in the file name size area 124
and varying the size of the file name area 141 in the
file data area 102 shown in FIGS. 4 and 5. For example,
where the file name size area 124 is set to 8 bits, the
writing apparatus 11 can write file name data up to 255

- bytes in the maximum into the file data area 102.

Therefore, the writing apparatus 11 can write file

name data of a tree structure such as

“/HTML4.0/index.html” or “/cHTML/index.html” which
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FIG 11 shows a hardware configuration of the witing apparatus 11 shown
in FIG 1. Referring to FIG 11, the witing apparatus 11 includes an
interface 21, an RF section 22, an antenna 23, a nenory 24, a processing
section 25 and a signature production section 26 which are connected to
each other by a data line 20. The interface 21 transfers data to and from
the conmputer 12 shown in FIG 1. The RF section 22 transfers data by radio
to and fromthe radio tag 10 through the antenna 23. The nmenory 24 is used
to record a program PRGL which defines processing of the processing

oo on 22 Andlie¥ald 0 A ED dGleAdi PIA08°3hA0 St N0e AiR0CSS] 1O

section 25. The processing sectron 'y control's such  processing

of the writi 19aPROA PR aLL (A3 desehidathe b 1er 4LRADOYE, Ofgdier el nal ! er

descri bed based on't rogram he signat ure producti on section 26

uses, for exanple, sSeehel, KeNef@lDlan NNt LEDO: APPRTAIIR 1L LReqpr oduce

signature data for ata to be wittén into e radio tag 1 n the

fol I ow ng, anoﬁﬁ@@ﬂ!%jPEeQQ§E§E§OEOO$r£€EBa single file data for a

plurality of different file name data inte the file data
area 102. Consequently, the recording area of the memory
35 can be utilized efficiently.

FIG. 11 shows a hardware configuration of the
writing apparatus 11 shown in FIG. 1.

Referring to FIG. 11, the writing apparatus 11
includes an interface 21, an RF section 22, an antenna 23,
a memory 24, a processing section 25 and a signature
production section 26 which are connected to each other
by a data line 20. |

The interface 21 transfers data tc and from the
computer 12 shown in FIG. 1.

The RF section 22 transfers data by radio to and
from the radic tag 10 through the antenna 23.

The memory 24 is used to record a program PRG1
which defines processing of the processing section 25 and
various data used for the processing of the processing
section 25.

The processing section 25 generally controls such

processing of the writing apparatus 11 as described
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witing apparatus 11 is described. It is to be noted that, in the follow ng
exanpl e of operation, communi cati on between the processing section 25 and
the radio tag 10 or 10a is performed through the RF section 22 and the
antenna 23 shown in FIG 11. Further, witing into and reading out fromthe
menory 35 of the radio tag 10 or 10a by the processing section 25 is
performed in response to an instruction issued fromthe processing section
25 to the nmenory accessing section 34 of the radio tag 10 or 10a.
[Initialization operation of the radio tag 10] FIG 12 illustrates an

initializati of,PPesatdn of ' r by_the writ
apparatus 11. eét ep ST1: ?%ehﬁﬁ"ggléég?énﬁ %%S%tﬁ]i%ﬁgzgéggdt%% J%I\hll’el \t%I’ r?grgglpar at us
11 di scrim napgg) Whet her or not radi o communication with a radio tag 10 or

10a i s possible through the RF section 28 22 and the antenna 23. If the
processing section 25, disgLim S [ ni:cation is
( e di§EELM O3 ExIRAL, Hg@g{@ﬁ %ergx%’% £hg

possible,  then it advances Its processing to t in the other

case, the PrOceashiy) sREhlonidy BELOCMRAN Bikohy BERLESIs TPRST2 The
processi ng section 25 reads ou tag data

produce signature data for file data to be written into
the radio tag 10a.

In the following, an example of operation of the
writing apparatus 11 is described.

It is to be noted that, in the following example of
operation, communication between the processing section
25 and the radio tag 10 or 10a is performed through the
RF section 22 and the antenna 23 shown in-FIG. 11.

Further, writing into and reading out from the
memory 35 of the radio tag 10 or 10a by the processing
section 25 is performed in response to an instruction
issued from the processing section 25 to the memory
accessing section 34 of the radio tag 10 or 10a.
[ Initialization operation of the radio tag 10]

FIG. 12 illustrates an initialization operation of
the radio tag 10 or 10a by the writing apparatus 11.

Step ST1:

The processing section 25 of the writing apparatus

11 discriminates whether or not radioc communication with

a radio tag 10 or 10a is possible through the RF section
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recorded in the nenory 35. The tag data include information of, for
exanpl e, whether or not the radio tag 10 or 10a has the rewiting

i nhibiting function, a manufacture code, a version, the size of the
recording area of the menory 35, and a unit of accessing to the recording
area. Step ST3: The processing section 25 determnes a size and a format
of the tag managenent area 101 shown in FIG 9 based on the tag data
inputted at step ST2. As a result, the tag managenent area 101 can be
defined in accordance with the characteristics of the radio tag 10. Then,
t he processing,s ign 25 . wite pr erm ned tag nmanagene data into

t he Pag nanagg%eﬁﬁé'QF%gnf8anI?aStH§?§ % R Br &Y 9" SHe Fadrro tag 10 or

10a. Step ST4; . The .processin ection 25 defines the file table area
103 of a predé%%éé%?ﬁ? %%szgﬁﬁggfﬁﬁﬁnﬁﬁéﬁqt%qﬁ$?n§83gﬁanaiﬁhgﬁﬁ§ i t he

recording areg_ L] lust i.n.FLG._ 9. _Step.ST5. Th racessi ng.section 25
wites initia he at%éia{]q[q%%%teﬁelg%l RTRTT Selrndz:rtéjasﬁﬁf, g??égb%? ed' i%ﬁ‘&i cation

area 112, other case, the processing section 25 performs an error

process.

Step ST2:

The processing section 25 reads out tag data
recorded in the memory 35.

" The tag data include information of, for example,
whether or not the radio tag 10 or 10a has the rewriting
inhibiting function, a manufacture code, a version, the
size of the recording area of the memory 35, and a unit
of accessing to the recording area.

Step ST3:

The processing section 25 determines a size and a
format of the tag management area 101 shown in FIG. 9
based on the tag data inputted at step ST2.

As a result, the tag management area 101 can be
defined in accordance with the characteristics of the
radio tag 10.

Then, the processing section 25 writes
predetermined tag management data into the tag management
area 101 illustrated in FIG. 9 of the radio tag 10 or 10a.

Step ST4:

29



reserved area 113, parity area 114 and classification type area 115
illustrated in FIG 9 in the file table area 103 defined at step ST4. Step
ST6: The processing section 25 discrimnates whether or not the witing at
step ST5 results in success. If the witing results in success, then the
processi ng section 25 ends the processing, but if the witing results in
failure, then the processing section 25 advances the processing to step
ST7. Step ST7: The processing section 25 discrimnates whether or not the
nunber of tinmes by which the witing at step ST5 is repeated is |ower than

a predeterm ned re-processi time nunmbe t he processin ction 25
di scrimnates that Eﬁepﬁ%%%g ing ﬁﬁ#%&? 'éssﬂ%f+%ﬁs ﬁ?ﬁ gﬁggﬁternined
re- proce33|ng t| r, n_the, 30 pr.ocess sectlp returns the
processing to ste déTé’ bﬁf:e ﬁt?%llb‘?%esﬁz@ai’g Rt PriGe %ﬁ’r?g section 25

executes 'an glogt WEGGARE f VO Ao coaralian, of T1Le das ang sgfort
r

FIG. 13 illustrates a general forth
into the radlg tag 10 or 10a by the WW|t|ng apparatus 11.

Step ST5H:

The processing section 25 writes initial data into
the file number area 111, free area indication area 112,
reserved area 113, parity area 114 and classification
type area 115 illustrated in FIG. 9 in the file table
area 103 defined at step ST4.

Step ST6:

The processing section 25 discriminates whether or
not the writing at step STS5 results in success. If the
writing results in success, then the processing section
25 ends the processing, but if the writing results in
failure, then the processing section 25 advances the
processing to step ST7.

Step ST7:

The processing section 25 discriminates whether or
not the number of times by which the writing at step STS
is repeated is lower than a predetermined re-processing
time number. If the processing section 25 discriminates
that the number of times is smaller than the

predetermined re-processing time number, then the
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Step ST11: The processing section 25 of the witing apparatus 11 reads
out, in accordance with a witing instruction received fromthe conputer
12 through the interface 21, data representative of whether or not the
witing inhibiting function is included in tag data fromthe nmenory 35 of
the radio tag 10 or 10a through the RF section 22 and the antenna 23. Step
ST12: The processing section 25 discrimnates, based on the data read out
at step ST11l, whether or not the radio tag 10 or 10a has the witing
inhibiting function. If the processing section 25 discrimnates that the

radio tag 10 ppscddaiMasReoW bbi AGei MU Rid %QOEgQgghgg?i%gﬁghkﬁﬁh t he

processi ng section 25 advances the processing to step

other case, tHgtPIOCEsSiAHheseehEN B0 HNACES At BECPL QL essi tep
SGL7. 31 More particularly? if the witing appa?atug 11 is§ %%%%ﬁ%ﬁ orm

witing into thesFadh @A2@sL50Q, then the processing advances to step ST13,
but if the witing apparatus 11 is to performwiting into the radio tag

10a, the prqpnﬁﬁﬂfugzﬁﬁégagggntgfsfﬁga$ﬂkL,aghegOS}ggtmThe processi ng
section 25 wites the file data and

FIG. 13 illustrates a general writing procedure of
file data and so forth into the radio tag 10 or 10a by
tbe writing apparatus 11.

Step ST11:

The processing section 25 of the writing apparatus
11 reads out, in accordance with a writing instruction
received from the computer 12 through the interface 21,
data representative of whether or not the writing
inhibiting function is included in tag data from the
memory 35 of the radio tag 10 or 10a through the RF
section 22 and the antenna 23.

Step ST12:

The processing section 25 discriminates, based on
the data read out at step ST11l, whether or not the radio
tag 10 or 10a has the writing inhibiting function. If the
processing section 25 discriminates that the radio tag 10
or 10a has the writing inhibiting function, then the
processing section 25 advances the processing to step
ST13, but in the other case, the processing section 25

advances the processing to step SGl7.
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so forth into the nenory 35 of the radio tag 10. In this instance, the
processi ng section 25 does not wite signature data into the nenory 35.
The operation in this instance is hereinafter described in nore detail.
Step ST14: The processing section 25 discrimnates whether or not the
witing at step ST13 results in success. |If the processing section 25
discrimnates that the witing results in success, then the processing
section 25 advances the processing to step ST15, but in the other case,
the processing section 25 executes an error process. Step ST15: The
processing section 25 outputs a witin inhibiting instruction to the
nMeEnNory accessi ng se@PFSnpgﬁtl?Hlﬁ?ﬁ¥'r& i GREaYT AP R RRPFTAtEpGL1o1s
Consequently,  the nory accessing section 34 32 places the menory 35 into
a later writlhg RGO i <bS Ot Ui SPEHO HRE BPocER%? fgSect i on 25

di scrim nates_whether or _ not the witing inhibiting process at step ST15
results in sUCREREING 2CHE HPECERsTIRP é@rohu§515i§§%iWﬁ%ﬁﬂQ%; that the

witing inhibitin rocess results _in success,
9 appaf%é%s %ﬁ %s %o perform wrgtfng into the radio tag 10a,

the processing advances to step ST17.

Step ST13:

The processing section 25 writes the file data and
so forth into the memory 35 of the radio tag 10. 1In this
instance, the processing section 25 does not write
signature data into the memory 35.

The operation in this instance is hereinafter
described in more detail.

Step ST14:

The processing section 25 discriminates whether or
not the writing at step ST13 results in success. If the
processing section 25 discriminates that the writing
results in success, then the processing section 25
advances the processing to step ST15, but in the other
case, the processing section 25 éxecutes &l error process.

Step ST15:

The processing section 25 outputs a writing
inhibiting instruction to the memory accessing section 34
of the radio tag 10 shown in FIG. 2.

Consequently, the memory accessing section 34
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then it ends the processing, but in the other case, the processing section
25 performs an error process. Step ST17: The processing section 25 outputs,
when witing into the radio tag 10a is to be perforned, for exanple, a
signature production instruction to the signature production section 26.
The signature production section 26 uses, in accordance with the signature
production instruction, the secret key data of the witing apparatus 11 to
produce signature data for the file data to be witten into the radio tag
10a. Step ST18: The processing section 25 wites the signature data

produced at st g ST17 into the gignature area 143, illustrated in FIG 6 or
8 of the mem)Pg S 0t} ME™PEY; 3° AL DAY PEithRe, 1R idessi ng

section 25 wites the file data and so forth into the nmenory 35 as
hereinafter @&RL¥ibed. Step ST19: The processing section 25 discrim nates
whet her or not the g{ité@g at step ST18 results in success. |If the
processi ng section 25Hi 8¢t fhi nates that the writing

The processing section 25 discriminates whether or
not the writing inhibiting process at step ST15 results
in success. If the processing section 25 discriminates
that the writing inhibiting process reéults in success,
then it ends the processing, but in the other case, the
processing section 25 performs an error process.

Step 8TL17:

The processing section 25 outputs, when writing
into the radio tag 10a is to be performed, for example, a
signature production instruction to the signature
production section 26.

The signature production sectidn 26 uses, in
accordance with the signature production instruction, the
secret key data of the writing apparatus 1l to preduce
signature data for the file data to be written into the
radico tag 10a.

Step ST18:

The processing section 25 writes the signature data
produced at step ST17 into the signature area 143
illustrated in FIG. 6 or 8 of the memory 35 of the radio

tag 10a.
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results in success, then it ends the processing, but in the other case,
the processing section 25 perforns an error process. Now, details of the
witing operation of file data into the radio tag 10 or 10a at step ST13
or ST18 illustrated in FIG 13 by the witing apparatus 11 are descri bed.
FIGS. 14 and 15 illustrate the witing operation. Step ST21: The
processing section 25 of the witing apparatus 11 discrimnates whether or
not file nane data inputted together with the witing instruction fromthe
computer 12 through the interface 21 is valid. If the processing section

25 di scrim nates th%hﬁgggrfi{ﬁ%ygyg%%¥yi§€igeégéég,%ﬁéggﬁ}e%ﬂghggﬁg gsing

section 25 advances the procéssing ep case,

t he processin i rf [IQr, Brocess, 34 For exanple, if
t he processi ngagﬁgﬁcg%02%%F§geﬁgé§st}g§ffﬁn{é%ﬁ'a§g 8 ﬁﬁf%h“?&he[rm " is not
added as an jdentidder, then it discrimnates that the file nane data is
not valid. Step ST22: The processing section 25 reads out, based on

addresses recorded isgcphgr{bl e position designation area

The processing section 25 discriminates whether or
not the writing at step ST18 results in success. If the
processing section 25 discriminates that the writing
results in success, then it ends the processing, but in
the other case, the processing_section 25 performs an
@rror process,

Now, details of the writing operation of file data
into the radic tag 10 or 10a at step ST13 or 8T18
illustrated in FIG. 13 by the writing apparatus 11 are
described.

FIGS. 14 and 15 illustrate the writing operation.

Step ST21:

The processing section 25 of the writing apparatus
11 discriminates whether or not file name data inputted
together with the writing instruction from the computer
12 through the interface 21 is valid. If the processing
section 25 discriminates that the file name data is valid,
then the processing section 25 advances the processing to
step 8T22, but in the other case, the processing section

25 performs an error process.,
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121 of all of the file attribute areas 120n shown in FIG 10 in the file
table area 103 of the nenory 35 of the radio tag 10 or 10a, file nane data
recorded in the file nane area 141 in the file data area 102 shown in
FIGS. 4 to B. At this tinme, the processing section 25 specifies the file
position designation area 121 in each file attribute area 120n based on
the second address B, the file nunber indicated by the file nunber area
111, the size of the file attribute area 120 n and so forth illustrated in
FIG 9. Step ST23: The processing section 25 discrimnates whether or not
the file nanme data read at step ST22 include the file nane data designated
at step S21. If theFpFoRed Rty idedPPoRT2Se#PERY i TAGTASS 2ChABCERESF i | e name
data do not include the designated file nane data, then it advances 35 the
processi ng t & siid SrIE. tRowReyeR | iFtmie 15 HeEsafded 3@ on 25

di scrimnates, that, the file nane data include the designated file nane
data, then itiHEF R ahl8Rrby diodasatepeshad sthankl I de@esiia§esect i on
25 discrimnates whether or not the file nunber data recorded in the file
nunber area is not valid,

Step ST22:

The processing section 25 reads out, based on
addresses recorded in the file position designation area
121 of all of the file attribute areas 120_n shown in FIG.
10 in the file table area 103 of the memory 35 of the
radic tag 10 or 10a, file name data recorded in the file
name area 141 in the file data area 102 shown in FIGS. 4
to 8.

At this time, the processing section 25 specifies
the file position designaticn area 121 in each file
attribute area 120_n based on the second address B, the
file number indicated by the file number area 111, the
size of the file attribute area 120 n and so forth
illustrated in FIG. 9.

Step ST23:

The processing section 25 discriminates whether or
not the file name data read at step ST22 include the file
name data designated at step S21. If the processing
section 25 discriminates that the file name data do not

include the designated file name data, then it advances
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111 illustrated in FIG 9 of the nenory 35 of the radio tag 10 or 10a is
smal l er than, for exanple, the maxinum file nunber defined by the tag data
obtained by the process illustrated in FIG 13. If the processing section
25 discrimnates that the file nunber data is smaller than the maxi num
file nunber, then it advances the processing to step ST25, but in the

ot her case, the processing section 25 perforns an error process. Step
ST25: The processing section 25 conpresses the file data inputted fromthe
conputer 12 through the interface 21 shown in FIG 11 using a

predet er mi ned_co ressian th odyce conpre s d file data. Step
ST26: The profassit c%ﬁﬁﬁﬁgnﬁ gﬁ?sé@éﬁﬁ ngg Vihet PIRGESEHBIsi ze of

t he conpressed f pr.oduced, at 9.1 snaller t ha he si ze of
the file data prl%?n?%ggéscﬁém%%%?sés@?agcﬁ thIe‘f thlr]rg B?%%e%%‘?%gl fon 25
di scrim nates ﬁgwges né%e%e oEethe conpr.es is snmaller, then

it advances thé proc GG £o18t RS B enl r]itt ng ?ﬁﬁ TrsE Fhe

proce53|ng S %% 5 advances the proce53|ng to step ST28. Step ST27: The
processi ng se Ton 25 sel ects the conpr essed

Step S24:

The processing section 25 discriminates whether or
not the file number data recorded in the file number area
111 illustrated in FIG. 9 of the memory 35 of the radio
tag 10 or 10a is smaller than, for example, the maximum
file number defined by the tag data obtained by the
process illustrated in FIG. 13. If the processing section
25 discriminates that the file number data is smaller
than the mazximum file number, then it advances the
processing to step ST25, but in the other case, the
processing section 25 performs an error process.

Step ST25:

The processing section 25 compresses the file data
inputted from the computer 12 through the interface 21
shown in FIG. 11 using a predetermined compression method
to produce compressed file data.

Step ST26:

The processing section 25 discriminates whether or
not the size of the compressed file data produced at step

ST25 is smaller than the size of the file data prior to
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data file produced at step ST25 as data to be recorded into the file data
area 102 of the nenory 35 of the radio tag 10 or 10a. Step ST28: The
processi ng section 25 selects the data file prior to the conpression at
step ST25 as data to be recorded into the file data area 102 of the nenory
35 of the radio tag 10 or 10a. Step ST29: The processing section 25
calculates a recording capacity to record the conpressed file data or the
file data selected at step ST27 or ST28 into the file data area 102 of
the radio tag 10 or 10a. Step ST30: The processing section 25 specifies a

free capacityy,of y r f t he file nunber data
tnf ool Bénﬁgaéﬁgiﬁgé%gg gng éég@%ﬁﬂl%?? and the free area

and the address read out fr € nu F~ar ea

| ndi cati on arga.dia st (ALedchn H G o 9k LhG IEIDLY 85 of, the radio

tag 10. Step ST31l: The processing section I ni nat es not

the recording; gapaciites cahel! S?{:egd@gnééé_le_&&gr%?okﬁss%rqgl égrsttelg}a%TtZQe free
recordi ng capacity specified at step ST30. the processing section 25
di scrimnatesput in the other case, the processing section 25 advances

the processing to step STZ28.

Step ST27:

The processing section 25 selects the compressed
data file produced at step ST25 as data to be recorded
into the file data area 102 of the memory 35 of the radio
tag 10 or 10a.

Step S5T28:

The processing section 25 selects the data file
ﬁrior to the compression at step ST25 as data to be
recorded into the file data area 102 of the memory 35 of
the radio tag 10 or 10a.

Step S5T29:

The processing section 25 calculates a recording
capacity to record the compressed file data or the file
data selected at step ST27 or ST28 into the file data
area 102 of the radio tag 10 or 10a.

Step 8T30:

The processing section 25 specifies a free capacity
of the memory 35, for example, from the file number data

and the address read out from the file number area 111
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that the recording capacity is smaller than the free recording capacity,
then it advances the processing to step ST32, but in the other case, the
processi ng section 25 perforns an error process. Step ST32: The processing
section 25 wites the file data prior to the conpression or the file data
after the conpression and so forth into the nenory 35 of the radio tag 10
or 10a. For exanple, when the file data prior to the conpression are to be
witten into the nenory 35, the processing section 25 first wites,
beginning with the address read out fromthe free area indication area 112
illustrated in FIG 9 of the nenory 35 toward the second address B, the
file nanme datandnphd tfedcabrsbepn&l@dticiherea (Lhé pideessatngd sectFIen 25
wites the size of the conpressed file data into the recording size area
151, 38 wite8 ¢hetloomprmesyi 64 okt tive radtio tthe d¢06mpression type area 152
and the wites the conpressed file data into the conpressed file area 153
as seen in FIGS. 7 &8dp8ST&tep ST33: The processing section 25
di scrim nates whether or not the witing at step ST32 results in success.
| f the processing Sbet poacessdiscrdatiivat 85 dhatrimieanwdst whgther or
not the recording capacity calculated at step ST29 is
smaller than the free recording capacity specified at
step ST30. If the processing section 25 discriminates
that the recording capacity is smaller than the free
recording capacity, then it advances the processing to
step 8732, but in the other case, the processing section
25 performs an error process.
Step ST32:
The processing section 25 writes the file data
prior to the compression or the file data after the
compression and so forth into the memory 35 of the radio
tag 10 or 10a.
For example, when the file data prior to the
compression are to be written into the memory 35, the
processing section 25 first writes, beginning with the
address read out from the free area indication area 112
illustrated in FIG. 9 of the memory 35 toward the second
address B, the file name data inputted at step 8T21. Then,

the processing section 25 writes the size of the

compressed file data inte the recording size area 151,
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results in success, then it advances the processing to step ST35, but if
the processing section 25 discrimnates that the witing results in
failure, then it advances the processing to step ST34. Step ST34: The
processi ng section 25 discrimnates whether the nunber of tinmes of the
witing at step ST32 is smaller than a predeterm ned re-processing tine
nunber. |If the processing section 25 discrimnates that the witing tine
nunber is smaller than the re-processing time nunber, then it returns the
processing to step ST32, but in the other case, the processing section 25
perfornms an error process. Step ST35: The processing section 25 wites
file attribut®1ifH &PCoFPBEERBRHT Oy BFe Irtre that SOWTHIERT hYPRe fil e
data area 102 at step ST32 into, the file attribute area 39 120n i]lustrated
in FIG 9. At2%% s34 782 the Prbcessifify corPErsAcdsitht dittdt éatanthfdr ess
into which the next file attribute area 120 n is_to be wjtten in the
menory 35 basedRPTHRE §é§8nﬁre%d%9%§§sgFePhéanF%SndhﬁﬁFid%ta read out

fromthe file nunbgr arga 111, the size of the file attribute area 120n
and so forth illustP&ER®TIPFIG 9.

The processing section 25 discriminates whether or
not the writing at step 8T32 results in success. If the
processing section 25 discriminates that the writing
results in success, then it advances the processing to
step ST35, but i1f the processing section 25 discriminates
that the writing results in failure, then it advances the
processing to step ST34.

Step ST34:

The processing section 25 discriminates whether the
numper of times of the writing at step ST32 is smaller
than a predetermined re-processing time number. If the
processing section 235 discriminates that the writing time
number is smaller than the re-processing time number,
then it returns the processing toc step ST32, but in the
other case, the processing section 25 performs an error
process.

Step ST35:

The processing section 25 writes file attribute
data corresponding to the file data written in the file

data area 102 at step ST32 into the file attribute area

39



Step ST36: The processing section 25 discrimnates whether or not the
witing at step ST35 results in success. If the processing section 25
discrimnates that the witing results in success, then it ends the
processing, but if the processing section 25 discrimnates that the
witing results in failure, then it advances the processing to step ST37.
Step ST37: The processing section 25 discrimnates whether or not the
nunber of tinmes of the witing at step ST35 is smaller than a
predeterm ned re-processing tinme nunber. |If the processing section 25

di scrim nates at the . witing tj nber is smaller than the
re-processinglé@#héjhﬁﬁﬁé?Fe?hgﬁ #ﬂETg#urns the processing to step ST25,

but in the other caig,tﬁyg proce ing _section 25 perfor n error
process. 40 As desciib&d above,’ ai%b%ﬁ?ﬁ@??bn?hﬁgékﬁQH ﬁgﬁc§sﬁ3$3F%§ 11,
IO €SP MR SELD ECh e pod 31 LILRLLNE ALE AR, i o
ot & and so ForTS BeoVEBErRg T SRS PreRePRtcont T e G % ag 10 by a
third party. address B, the file number data read out from the file
number area 111, the size of the file attribute area
120_n and so forth illustrated in FIG. 9,
Step ST36:
The processing section 25 discriminates whether or
not the writing at step ST35 results in success. If the
processing section 25 discriminates that the writing
results in success, then it ends the processing, but if
the processing section 25 discriminates that the writing
results in failure, then it advances the processing to
step ST37.
Step ST37:
The processing section 25 discriminates whether or
not the number of times of the writing at step ST35 is
smaller than a predetermined re-processing time number.
If the processing section 25 discriminates that the
writing time number is smaller than the re-processing
time number, then it returns the processing to step ST25,
but in the other case, the processing section 25 performs

all error process.
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Further, according to the witing apparatus 11, when file data and so
forth are to be witten into the radio tag | ea which does not have the
rewiting inhibiting function, signature data for the file data and so
forth are further witten into the radio tag 10a. Consequently, the

term nal apparatus 15 can verify the validity of the file data based on
the signature data recorded in the radio tag 10a. Therefore, it is
possible to prevent file data and so forth witten illegally in the radio
tag 10a by a third party frombeing utilized as valid data and for forth.

On the other hand, accqrding t he data di,stribut,i,on system 1, sets of
file name data and ?F|gesﬁﬁéﬁfé;§9§WﬁarF&BPéd%?%éB%r%Pﬁmﬁ %éﬁgin order from

the first ad%ﬁ%g%éuosmqud %ﬁgnsgffgdda dadra%%s %L'g,lé%%?%?%h%ongv FIG 9, and

file attribut a'of "a fixXxed stze corresp g 8ts are

recorded in orde th 1 cond a ess toward, the fir.st. address.
Ther ef or e, th%g¥%%%£§¥ﬁ6 gPéarﬁgl?h%? qﬂ%ﬁ%”‘é'ggs F%% ?%ﬁﬁé}ﬁﬁgg 10 or 10a

G S AR s,

undefined variable size o e fi a and So nsequen t he

data amount ofyifie fide dake WEEN CARRE,! eeer 8ol dihal BE PEERLY: 35 Of

the radio tag a can be m

file data and so forth from being illegally written into
the radio tag 10 by a third party. |

Further, according to the writing apparatus 11,
when file data and so forth are to be written into the
radio tag 10a which does not have the rewriting
inhibiting function, signature data for the file data and
so forth are further written into the radio tag 10a.

Consequently, the terminal apparatus 15 can verify
the validity of the file data based on the signature data
recorded in the radio tag 10a. Therefore, it is possible
to prevent file data and so forth written illegally in
the radio tag 10a by a third party from being utilized as
valid data and for forth.

On the other hand, according to the data
distribution system 1, sets of file name data and file
data of a variable size are written in order from the
first address toward the second address illustrafed in
FIG. 9, and file attributed data of a fixed size

corresponding to the sets are recorded in order from the

41



great. Further, since the file attribute data are recorded beginning with
the second address B toward the first address A and besides have a fixed
size, the termnal apparatus 15 which is hereinafter described can specify
the address of the file attribute data by a sinple process based on the
second address B and the fixed size of file attribute data without using a
conplicated file systemadopted in a conputer and so forth. Further, the
term nal apparatus 15 can specify the address of the file data by a sinple
process based on the thus specified file attribute data. Therefore,
according to the data distribution system 1, the processi ng anount

i nvol ved i n f$¢eondrassyessntonntd t Hee dbitrs taggdiesaecessary for the
processi ng can be reduced when conpared with those by a conventional data
di stribution systemfhgzeforeheihe ingcondingbateaedt tdesaemozsy Réref nabove,
since the file nane area 141 shown in FIGS. 5 to 8 has a variable size, it
can cope readHry RGP FFdqhe PFI OhaRn adartysderi aedli#rRA vi dual ly by a
plurality of term nal apparatus 15. Further, according to the data

di stribution SyEt@RILY WRERELEWeeiRg tindd uepsarfablistha wiifrideses file data

variable size of the file data and so forth. Conseguently,
the data amount of the file data which can be recorded
inteo the memory 35 of the radio tag 10 or 10a can be made
great.

Further, since the file attribute data are recorded
beginning with the second address B toward the first
address A and besides have a fixed size, the terminal
apparatus 15 which is hereinafter described can specify
the address of the file attribute data by a simple
process based on the second address B and the fixed size
of file attribute data without using a complicated file
system adopted in a computer and sc forth. Further, the
terminal apparatus 15 can specify the address of the file
‘data by a simple process based on the thus specified file
attribute data.

Therefore, according to the data distribution
system 1, the processing amount involved in file
management and the data amount necessary for the
processing can be reduced when compared with those by a

conventional data distribution system.
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and wites the conpressed file data into the nenory 35 of the radio tag 10
or 10a, the term nal apparatus 15 can read out the conpressed file data in
a short period of tinme fromthe nmenory 35. [Term nal apparatus 151 The
term nal apparatus 15 reads out data witten in the nmenory 35 of the radio
tag 10 or 10a in the format described herei nabove with reference to FIGS.
4 to 10. In particular, the termnal apparatus 15 reads out file data,
file attribute data and so forth fromthe radio tag 10. On the other hand,
fromthe radio tag 10a, the term nal apparatus 15 reads out signature data
in addition to file data and file attribute data. After the term nal
appar atus 15 verifi E8TFReTvalh dity sgPodhment; gestikeidieseirebavet i zes the
file data, file attribute data and so forth read out as descri bed above as
valid 43 dat &8 % 5Hddd He lradpBet 2P 04 WSV Rot PhEVES t e W i& g @
inhibiting functjqon, a third party can wite file data illegally into the
radi o tag 1oa?a¥5§§¢b5}2§rn&5 EAB CRE SRt lypparat v 9% Jerifonmge
verification gf si gnat ure ata, it can appropriatelggdeteqt such illegally
e

witten filed@ed %&&Pgbgadam.bmfé&aeﬁéw, tF¢5% 05 0n

apparatus 15.

Further, according to the data distribution system
1, where the writing apparatus 11 compresses file data
and writes the compressed file data into the memory 35 of
the radio tag 10 or 10a, the terminal apparatus 15 can
read out the compressed file data in a short periocd of
time from the memory 35.

[ Terminal apparatus 15]

The terminal apparatus 15 reads out data written in
the memory 35 of the radic tag 10 or 10a in the format
described hereinabove with reference to FIGS. 4 to 10.

In particular, the terminal apparatus 15 reads out
file data, file attribute data and so forth from the
radio tag 10.

On the other hand, from the radio tag 1l0a, the
termiﬁal apparatus 15 reads out signature data in
addition to file data and file attribute data. After the
terminal apparatus 15 verifies the wvalidity of the
signature data, it utilizes the file data, file attribute

data and so forth read out as described above as wvalid
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of the illegal file data in error can be prevented. In the readi ng gout
operation descri bed above, the term nal apparatus 15 reads out the file
attribute data of a fixed size recorded in the file attribute areas 120n
illustrated in FIG 9 of the nenory 35 of the radio tag 10 or 10a based on
the fixed size, the second address B illustrated in FIG 9 and so forth.
Then, the term nal apparatus 15 reads out file data or conpressed filed
data recorded in the file data area 102 based on addresses defined in the
file attribute data read out as above. Consequently, the term nal
apparatus 15 &%gaspecify the address at which the file attribute data are
recorded in the recording area of the menory 35 wi thout being influenced

by file data of a vatl.abl i an 0 ri.h, . Further he addresses at
which the file datagghgg gggfor %)gf' %@§o§8%% ??Ft %f%wgggrafﬁglﬁgea can be

44 specified 1 i gh ile . altyipute data
ecorded i n tHE TG Hodt T ocaeel gratt b des "t P AR k6 10.

FI1 G 16 shovs; o halyane 6o0BhL ObLaLd Al Phdhe ndedilnals;apgacgtus 15 shown

in FIG 1. Referring’to . ) e m nal apparat’us includes a
di splay unit dd.,akiRE58¢LE08 #2, p A ANL Y31 fication of signature

data, it can appropriately detect such illegally written
file data as described above. Consequently, utilization
of the illegal file data in error can be prevented.

In the reading gout operation described above, the
terminal apparatus 15 reads out the file attribute data
of a fixed size recorded in the file attribute areas
120_n illustrated in FIG. 9 of the memory 35 of the radio
tag 10 or 10a based on the fixed size, the second address
B illustrated in FIG. 9 and so forth.

Then, the terminal apparatus 15 reads out file data
or compressed filed data recorded in the file data area
102 based on addresses defined in the file attribute data
read out as above.

Consequently, the terminal apparatus 15 can specify
the address at which the file attribute data are recorded
in the recording area of the memory 35 without being
influenced by file data of a variable size and so forth.

Further, the addresses at which the file data and

so forth are recorded in the recording area can be
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43, a nenory 44, a processing section 45 and a signature

data recorded in the radio tag 10a based on a display signa

verification
section 46 connected to each other by a data |ine 40. The display unit 41
di spl ays an i mage (for exanple, an advertisenent inage) according to file

fromthe

processing section 45. The RF section 42 transfers data by radio to and
fromthe radio tag 10 or 10a through the antenna 43. The nenory 44 is used

to record the program PR& which defines a process of the processing
section 45 and various data used in the process of the processing
ess of a termna
>h the program

45. The pr OCE%%ég@ffe&tér%gl %ﬁﬁggggégﬁ'%%sr% g.tg ?!fégltahglgg‘g OJS

apparatus 16 rer nabove or er e na

section

PG, e o SBELUS.NETLELCOLLAD.geoLl 20, HLce b ARyl LY o

signature data read out from the Signature

or 8 of the radio {Ag ilﬂqlstggicgg ngii’br:l‘ic? kl%y data of the witing apparatus

11. In the follow ng, an exanple

R O oe0a Py L gbet ik Ao AP HALS AL b Re SRR o kR 17

illustrates an exanp of a general rea
terminal apparatus 15 shown in FIG. 1.

Referring to FIG. 16, the terminal apparatus 15

includes a display unit 41, an RF section 42, an antenna
43, a memory 44, a processing section 45 and a signature

verification section 46 connected to each other by a data

line 40.

The display unit 41 displays an image (for example,
an advertisement image) according to file data recorded

in the radio tag 10a based on a display signal from the

processing section 45.

The RF section 42 transfers data by radio to and

from the radio tag 10 or 10a through the antenna 43.

The memory 44 is used to record the program PRG2

which defines a process of the processing section 45 and

various data used in the process of the processing

section 45.

The processing section 45 generally controls the

process of a terminal apparatus 16 hereinabove or

hereinafter described based on the program PRG2.

The signature verification section 46 verifies the

45
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out operation fromthe radio tag 10 or 10a by the term nal apparatus 15
shown in FIGS. 1 and 16. It is to be noted that, in the follow ng operation
exanpl e, the processing section 45 of the term nal apparatus 15 shown in
FIG 16 reads out data fromthe nenory 35 of the radio tag 10 or 10a
through the RF section 42 and the nenory 44. Further, the processing
section 45 issues a reading out instruction to the nmenory accessing
section 34 of the radio tag 10 or 10a. Step ST41: If the processing
section 25 of the witing apparatus 11 receives an input of a witing

i nstruction ‘;gfirqiﬁﬁe\?gog?%#?%g é%ao%gdt ﬁti g}:i%f%ee 23_1 then it reads

out data represen et 'her not the witiing |nlq&aFFﬁ8 function
exists in ta for of esradip tag 10 qr 1 t hr ough
the RF 46 seg%ﬁ%%qf? gggﬁpﬁgaaﬁgg%%a .6 é?eg §$4g?eT%%%ﬁ}o€gsg?ﬁg section
45 discrimn §§E#) ol h t a. r.ead . et her or not
the radio tg% gﬁﬁﬁég hgg ?ﬁggﬁﬁqﬁﬁﬁbwggﬁﬁgét?%gg#%ﬁég}qg} If the

processi ng section ?ﬁ gﬁQCngﬂiﬁﬁﬁﬁtggagxgggléqgéqx%@gn%oougr 10a has the

witing inhibiting function, t
operation from the radio tag 10 or 1l0a by the terminal

apparatus 15 is described.

FIG., 17 illustrates an example of a general reading
out operation from the radio tag 10 or 10a by the
terminal apparatus 15 shown in FIGS. 1 and 16.

It is to be noted that, in the following operation
example, the processing section 45 of the terminal
apparatus 15 shown in FIG. 16 reads out data from the
memory 35 of the radic tag 10 or 10a through the RF
gsection 42 and the memory 44.

Further, the processing section 45 issues a reading
out instruction to the memory accessing section 34 of the
radio tag 10 or 10a.

Step ST41l:

If the processing section 25 of the writing
apparatus 1l receives an input of a writing instruction
from the computer 12 through the interface 21, then it
reads out data representative of whether or not the
writing inhibiting function exists in tag data from the

memory 35 of the radio tag 10 or 10a through the RF
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advances its processing to step ST43, but in the other case, the
processi ng section 45 advances the processing to step ST45. Mire
particularly, when the witing apparatus 11 is to performreading out from
the radio tag 10, then the processing advances to step ST43, but if
reading out from the radio tag 10a is to be perforned, then the processing
advances to step ST45. Step ST43: The processing section 45 reads out file
data or conpressed file data fromthe file area 142 illustrated in FIG 5
or the conpressed file area 153 illustrated in FIG 7 of the nenory 35 of

the radio tag§%§ai_(;|g‘1_ezj eadj @gep%tggg%_aﬂ_on is hereinafter described in

detail. Step he processi ng secti'on 45 di scri m nates whet her or 47
not the reading outSQ%gsg?925T43 results in success. If the processing
tes

section 45 discrimna hat the reading out results in success, then it

ends the proceSSingThngroEQ§§ﬂ§§g#%ﬁﬁxﬁﬁﬁg’d&ggrf%{§§¥§§ %%s%%Cthon 45
executes an error process. t ep : e processing section 4g reads out
the file datathe data read out at step ST41 whether or not the radio

tag 10 or 10a has the writing inhibiting function. If the"

processing section 45 discriminates that the radio tag 10

or 10a has the writing inhibiting function, then it

advances its processing to step ST43, but in the other

case, the processing section 45 advances the processing

to step 5T45.

More particularly, when the writing apparatus 11 is
to perform reading out from the radio tag 10, then the
processing advances to step ST43, but if reading out from
the radio tag 10a is to be performed, then the processing
advances to step ST45.

Step S5T43:

The processing section 45 reads out file data or
compressed file data from the file area 142 illustrated
in FIG. 5 or the compressed file area 153 illustrated in
FIG. 7 of the memory 35 of the radio tag 10.

The reading out operation is hereinafter described
in detail.

Step ST44:

The processing section 45 discriminates whether or
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file attribute data and so forth fromthe nenory 35 of the radio tag 10a.
The readi ng out operation is hereinafter described in detail. Further, the
processi ng section 45 reads out signature data fromthe signature area 143
illustrated in FIG 6 or 8 of the nmenory 35 of the radio tag 10a. Step
ST46: The processing section 45 issues a signature verification
instruction to the signature verification section 46. The signature
verification section 46 verifies the validity of the signature data read
out at step ST45 wusing the public key data of the witing apparatus 11 in

d ith t i t ificati i nst ti .St ST47: Th
P ocesei ng SEATT Oess ARLEP! APbat b SHEITIAS SFoUNGE T B TiRon that the
di t at, st ST45 I 48 in,, d t iti t hat
€S di sori T HACEPCRRE LePap AR (A e R GALEAr (VA DG S APANPE. 11t he
processi ng sect.ion 45 .di scrimnnates that .the onghtions ar.e sag%?fied,
[

then the proc@ssitig Bect ron HECents YHE' Pr 6888si1g, PHUTeTH 1 He *8¢her case,

the processi ng, Seel e 408! f oLI% AL S0 ROEESH o) Nt LW no
error process.

Step ST45:

The processing section 45 reads out the file data,
file attribute data and so forth from the memory 35 of
the radio tag 1l0a. The reading out operation is
hereinafter described in detail.

Further, the processing section 45 reads out
signature data from the signature area 143 illustrated in
FIG. 6 or 8 of the memory 35 of the radio tag 10a.

Step ST46:

The processing section 45 issues a signature
verification instruction to the signature verification
section 46.

The signature verification section 46 verifies the
validity of the signature data read out at step ST45
using the public key data of the writing apparatus 11 in
accordance with the signature wverification instruction,

Step S8T47:

The processing section 45 discriminated whether or

not a condition that the reading out at step ST45 results
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operation of file data, file attribute data and so forth at steps ST43 and
ST45 illustrated in FIG 17 are described. FIGS. 18 and 19 illustrate the
readi ng out operation. Step ST51: The processing section 45 of the

term nal apparatus 15 shown in FIG 16 receives a reading out instruction
together with predetermned file nanme data, for exanple, in accordance

wi th execution of the program PR&. The processing section 45 discrim nates
whether or not the file name data is valid. If the processing section 45
discrimnates that the file name data is valid, then it advances the

br ocessi g 10181 ER SIZ o ULl Bat DecaptliefCase, Lheyprotessing seetlon 45

performs an error process. exa e proc

recei ves 49 a fi t i t added. a entlfler
then it dlscr|%1%1atlp 6 %hQQ ? i lungata al%sng?ll 1|§f ggsp ST52: The

processi ng se££5gggéﬁg;gggﬁl t45Q§§$$E%?J}q%gr%ﬁggs eQ%%%%%Jd%sthe file

position designation dreas 1 of e f | e areas 120n

shown in FIG gpe satisfied, then the processing section 45 ends the

processing, but in the other case, the processing section
45 performs an error process.

In the following, details of the reading out
operation of file data, file attribute data and so forth
at steps ST43 and ST45 illustrated in FIG. 17 are
described.

FIGS. 18 and 19 illustrate the reading out
operation.

Step ST51:

The processing section 45 of the terminal apparatus
15 shown in FIG. 16 receives a reading out instruction
together with predetermined file name data, for example,
in accordance with execution of the program PRG2.

The processing section 45 discriminates whether or
not the file name data is valid. If the processing
section 45 discriminates that the file name data is wvalid,
then it advances the processing to step ST52, but in the
other case, the processing section 45 performs an error
process.

For example, if the processing section 45 receives
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10 in the file table area 103 of the nenory 35 of the radio tag 10 or 10a,
file name data recorded in the file name area 141 in the file data area
102 shown in FIGS. 4 and 5. At this tine, the processing section 45
specifies the file position designation areas 121 in the file attribute
areas 120n based on the file nunber indicated by the file nunber area 111
and the size of the file attribute areas 120 n illustrated in FIG 9. Step
ST53: The processing section 45 discrimnates whether or not the file nane
data read at step ST52 include the file nane data designated at step ST51.

I f the procesgi sectiqn 45 .disgrimnates that the file name data include
t he designate% ??+%‘%%%%qﬁhﬁ }Cbhehhﬁ%fadV%ﬁE’sagﬂﬁg ﬁ?d@%sshng tﬁ s;gP
ST54. However, ,if, the pracessi.ng,.section 25 discrimnates that the file
name data do %%%ﬁEiEE?#% %&gntﬁé 8%%?6+E&Qﬁf%ﬁfggaﬁaﬁgédgi%ﬁ Qqﬂ§1qaféferforns
an error process t .3154: The processing section 45 reads out file
attribute da?g %%?f%gﬁghding to the file nane data received at step ST51
fromthe file attri%q%g area. 120n illustrated in FIG 9 of the nmenory 35
of the radio tag 10. '

The processing section 45 reads out, based on
addresses recorded in the file position designation areas
121 of all of the file attribute areas 120_n shown in FIG.
10 in the file table area 103 of the memory 35 of the
radio tag 10 or 10a, file name data recorded in the file
name area 141 in the file data area 102 shown in FIGS. 4
and 5.

At this time, the processing section 45 specifies
the file position designation areas 121 in the file
attribute areas 120 _n based on the file number indicated
by the file number area 111 and the size of the file
attribute areas 120 n illustrated in FIG. 9,

Step ST53:

The processing section 45 discriminates whether or
not the file name data read at step ST52 include the file
name data designated at step ST51. If the processing
section 45 discriminates that the file name data include
the designated file name data, then it advances the
processing to step ST54. However, if the processing

section 25 discriminates that the file name data do not
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Step ST55: The processing section 45 discrimnates whether or not the
reading out at step ST54 results in success. If the processing section 45
discrimnates that the reading out results in success, then it advances
the processing to step ST58, but in the other case, the processing section
45 advances the processing to step ST56. Step ST56: The processing section
45 di scrim nates whether or not the nunber of tinmes by which the reading
out at step ST54 is repeated is snaller than a predeterm ned re processing
time nunber. |If the processing section 45 discrimnates that the nunber of
times is smaller than the predeterm ned re-processing tine nunber, then
the processi HgCEER ithe 25sieprated fhie prodeesstng toestip ISEELr™5ut in the
ot her case, the processing section 45 executes an error process. 51 Step
ST58: The proRes¥iifyy $ECCPER-45 reserves a recording capacity for reading
out file data fromthe radio tag 10 or 10a in a buffer nenory which forns
part of the menmory S%8PjPFestrated in FIG 16. Step ST59: The processing

section 45 discrimnates whether or . )
The processing section 45 reads out file attribute

data corresponding to the file name data received at step
ST51 from the file attribute area 120 _n illustrated in
FIG. 2 of the memory 35 of the radioc tag 10.

Step 3T55:

The processing section 45 discriminates whether or
not the reading out at step ST54 results in success, If
the processing section 45 discriminates that the reading
out results in success, then it advances the processing
to step ST58, but in the other case, the processing
section 45 advances the processing to step ST56.

Step STS56:

The processing section 45 discriminates whether or
not the number of times by which the reading out at step
ST54 is repeated is smaller than a predetermined re-
processing time number. If the processing section 45
discriminates that the number of times is smaller than
the predetermined re-processing time number, then the
processing section 25 returns the processing to step 8T54,
but in the other case, the processing section 45 executes

an error process.
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not the recording capacity is reserved successfully in the buffer nenory
at step ST58. If the processing section 45 discrimnates that the
recordi ng capacity is reserved, then it advances the processing to step
ST60, but in the other case, the processing section 45 perforns an error
process. Step ST60: The processing section 45 reads out the file data from
the address in the file data area 102 read out from the file position
designation area 121 illustrated in FIG 10 based on the file attribute
data read out at step ST54 and records the file data into the nenory 44.
Step ST61: The procggg%n§T§§ption 45 di scri m nates whether or not the
readi ng out at step O results in success. If the processing section 45

discrimnates that the g&%’ ndPUW. 83Ul 48 Lo success, then.it advances
the processing 52 to stép %%%ff%u i the of%%?r%%%éfIFﬁ8r§F8ge33|ng _
LoCkon 42 SPARReR ) L stinl 0 o BleR SI0E i NP SRR, U oo
ea0ng, oot e D ST R LAY AR TR bIEP UG ed 1o
44 illustrated in FIG. 16.
Step STHO:
The processing section 45 discriminates whether or
not the recording capacity is reserved successfully in
the buffer memory at step ST58. If the processing section
45 discriminates that the recording capacity is reserved,
then it advances the processing to step ST60, but in the
other case, the processing section 45 performs an error
process.
Step ST6O:
The processing section 45 reads out the file data
from the address in the file data area 102 read out from
the file position designation area 121 illustrated in FIG.
10 based on the file attribute data read out at step ST54
and records the file data into the memory 44,
Step ST61:
The processing section 45 discriminates whether or
not the reading out at step ST60 results in success. If

the processing section 45 discriminates that the reading

out results in success, then it advances the processing
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di scrimnates that the nunber of tinmes is smaller than the predeterm ned
re-processing tinme nunber, then it -returns the processing to step ST60,
but in the other case, the processing section 45 executes an error

process. Step ST63: The processing section 45 discrimnm nates whether or

not the file data read out fromthe nenory 35 of the radio tag 10 at step
ST60 are conpressed file data. If the processing section 45 discrimnates
that the read out file data are conpressed file data, then it advances the
processing to step ST64, but in the other case, the processing section 45

ends the procgssi re t he ocessing,section 45 reproduces the
file data rea 3% %bféya% ﬁgknéﬁn$§g éﬁ%{ §@€8rd5ﬁ8epﬁfT?F§%Pq nstruction
fromthe user d causes the dIS lay unit 41 t n i mage based on
t he reproduced&$fﬁe gé%a Vat'ep” %-p%ﬁ?eﬁﬁ%nﬁr gyg%%tlon 45.

deconpresses the g % data read out at steps ST60 using a
deconpressi on nethod C rrespondlng to a conpression nethod indicated by a

o o L Pe " e e U R BT, BEER MR o ey 5L
Step ST65: not the number of times by which the reading out at step
ST60 is repeated is smaller than a predetermined re- |
processing time number. If the processing section 45
discriminates that the number of times is smaller than
the predetermined re-processing time number, then it
returns the processing to step ST60, but in the other
case, the processing section 45 executes an error process,
Step S5T63:
The processing section 45 discriminates whether or
not the file data read out from the memory 35 of the
radio tag 10 at step ST60 are compressed file data. If
the processing section 45 discriminates that the read out
file data are compressed file data, then it advances the
processing to step ST64, but in the other case, the
processing section 45 ends the processing. Thereafter,
the processing section 45 reproduces the file data read
out from the memory 44 in accordance with an instruction
from the user and causes the display unit 41 to display

an image based on the reproduced file data.

Step STe4:
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The processing section 45 discrimnates whether or not the deconpression
process at step ST64 results in success. If the processing section 45
discrimnates that the deconpression process results in success, then it
ends the processing, but in the other case, the processing section 45
perfornms an error process. As described above, according to the term nal
apparatus 15, when file data and so forth are to be read out fromthe
radio tag 10, since the radio tag 10 has the witing inhibiting function,
the file data and so forth read out in this manner can be utilized with

reliability. Further, according to the terp nal apparatus, 15, when file
data and so forth a&getgr?ﬁfﬁ%éh? 5@FtﬂP8n$$L SCPENG 89t 8a, the validity

of the file data can b erified based on signature, data recorded in the
radio tag ;O%EmQﬁﬁﬁﬁﬁﬁﬁgﬁ¥FyFe?¥ %%E\i%{%%ﬁ?§e%Fgé 5 idize file data and
PO St e L0 P 102 Y A DLy as
O ot o LAy R0 Bt SR SR B e
Lopar at s to camKL A 168 N2YE %54 499 RkESeed L LS, 7 R4 81T N
together with the compressed file data at step ST60.
Step S8T65:
The processing section 45 discriminates whether or
not the decompression process at step ST64 results in
success. If the processing section 45 discriminates that
the decompression process results in success, then it
ends the processing, but in the other case, the
processing section 45 performs an error process.
As described above, according to the terminal
apparatus 15, when file data and so forth are to be read
out from the radio tag 10, since the radio tag 10 has the
writing inhibiting function, the file data and so forth
read out in this manner can be utilized with reliability.
Further, according to the terminal apparatus 15,
when file data and so forth are to be read out from the
radio tag 10a, the validity of the file data can be
verified based on signature data recorded in the radio

tag 10a. Consequently, it can be prevented to utilize

file data and so forth written illegally into the radio
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the address of the file attribute data by a sinple process based on the
second address B and the fixed size of file attribute data without using a
conplicated file systemwhich is adopted in a conputer and so forth.
Further, the term nal apparatus 15 can specify the address of the file
data by a sinple process based on the thus specified file attribute data.
Consequently, the processing anpunt of the term nal apparatus 15 invol ved
in data reading out fromthe nenory 35 can be reduced. Further, according
to the term nal apparatus 15, after file data are read out fromthe nmenory

35, file attyl LL.8s ing to thefile data are read . out.
Consequent |y, E%@(ﬁ]@? ?;Qt %{e%?léggi Eggg%tagsofl%gfalqe f&%teadiag i 78 rﬁod%,thm nce the
file attribute,data,.are not read out as yet, the file data can be

prevented from being ~processed i nappropriately based on the file attribute

data. S5 Further, asGatdLpg LO-4NAALT BAl ARPArAUS do: BVeD phere file

nanme data to be used I n reqguest r - reading ou 1 'né Short cut

in the nmenory; 35 0find hen 95188 ik q;adji%.a’ta%plibes?fféﬁiﬁt erg_%tu cgan be

i
read out appropriately. Tﬁg present 1nventionZi s ho to the
embodi ment deggfd bed akOWeded from the second address B side toward

the first address A and besides have a fixed_size.
Therefore, the terminal apparatus 15 can specify
the address of the file attribute data by a simple
process based on the second address B and the fixed size
of file attribute data without using a complicated file
system which is adopted in a computer and so forth.
Further, the terminal apparatus 15 can specify the
address of the file data by a simple process based on the
thus specified file attribute data. Consequently, the
processing amount of the terminal apparatus 15 involved
in data reading out from the memory 35 can be reduced.
Further, according to the terminal apparatus 15,
after file data are read out from the memory 35, file
attribute data corresponding to the file data are read
out. Consequently, even if the reading out of file data
fails midway, since the file attribute data are not read
out as yet, the file data can be prevented from being
processed inappropriately based on the file attribute

data.
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For exanple, while, in the enbodi nent descri bed above, the recording data
are HTML file data, the recording data nay otherw se be data different
fromHTM. file data. Further, while, in the enbodi ment descri bed above,
data transfer between the witing apparatus 11 and term nal apparatus 15
and the radio tag 10 or 10a is performed by radio communication, the data
transfer may otherw se be perfornmed by wire conmunication. Further, while,
in the enbodi ment descri bed above, the recording nmediuminto and from
which witing and reading out are perforned by the witing apparatus 11
and the termnal apparatus 15 is the nenory 35 of the radio tag 10 or

10a, the present inFeFEPER, N8y dphIicedhal s6rmivalwarRaFG gt d5and readi ng
out from any ot her nenor which i s used in conputers and conmuni cation
appar at us. FuPTRerRi%es hiHie sampndehe BhiRsiusert 18eseaRdTd B above, the
first address A is defined on the top address side in the nenory 35 of the
radi o tag 10 HFadRg ?4?liﬁ:P&Féﬂe?naiqQESQPﬁHﬁWte1Ph§h§éﬁﬁﬁﬁﬁédﬁ?é§é Bis
defined on the tail address side_in the menory alternatively the
second addres5"8 Ty beé-defi®ned oAt h‘"eorrt‘%?oé’didin@sgagﬁd%aﬁl g Hi?ar?ermry 35

whil e the flrst address, A i,s defined on the tail address side.
t appropriately.

The present invention is not limited to the
embodiment described above.

For example, while, in the embodiment described
above, the recording data are HTML file data, the
recording data may otherwise be data different from HTML
file data.

Further, while, in the embodiment described above,
data transfer between the writing apparatus 11 and
terminal apparatus 15 and the radio tag 10 or 10a is
performed by radioc communication, the data transfer may
otherwise be performed by wire communication.

Further, while, in the embodiment described above,
the recording medium into and from which writing and
reading out are performed by the writing apparatus 1l and
the terminal apparatus 15 is the memory 35 of the radio
tag 10 or 1l0a, the present invention may be applied also
to writing into and reading out from any other memory
which is used in computers and communication apparatus.

Furthermore, while, in the embodiment described
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I ndustrial Applicability The present invention can be applied to a system
wherein recording data are witten into and read out from a recording
medi um which has a witing inhibiting function and another recording
medi um whi ch does not have the witing inhibiting function. 57 4. CLAIMS
1. A data processing apparatus for witing recording data into a recording
medi um (10, 10a), characterized in that said data processing apparatus
(11) conprises: a signature production neans (26) for producing signature
data for the recording data; and a witing neans (25) for discrimnating

whet h t nhi bi t
fuﬁct?Lnogndnﬁéﬁé%séﬁﬁggﬁgl@g égg1d|scfﬂ%?hﬁpggnﬁﬁgéIY%£%¥5%€F5|hglng
d 10) h f f

medi um ( 10) §§déf¥? T ARER ngkngg e recor Jﬁb%ﬁgd?8 |rs%80perat|on o]

w'iting the recording data i but perform ng,

when it is disgqidd 1hh?EGth§ Q@q@gqhﬁgseg%gdu$&§%0a nIgcnes not have the

writing inhibiting Tunction, a Second operation o the signature

data producedsby; sai ¢skapatyre pipduct i.9n mean $ht281m&0d 35,

alternatively the second address B may be defined on the
top address side in the memory 35 while the first address

A is defined on the tail address side.

Industrial Applicability

The present invention can be applied to a system
wherein recording data are written into and read out from
a recording medium which has a writing inhibiting
function and another recording medium which does not have

the writing inhibiting function.
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the recording data into the recording medium (10a). 2. The data processing
apparatus according to claim1, characterized in that said witing neans
(25) places the recording nedium (10) into a witing inhibiting state
after said witing neans (25) records the recording data on the recording
medium (10) in the first operation. 58 3. The data processing apparatus
according to clains 1 or 2, char&cterized in that said witing neans (25)
wites, in each of the first and second operations thereof, a plurality of
recording data of a variable size in order beginning with a first address
(A) toward a second address (B) of a recording area of the recording
medi um (10, 10a) and records a plural (Y4I¥f attribute data of a fixed size
indi vidual |y defined corresponding to the plurality of recording data and
i ndi cating recordifg ddiESsESOPRSEHRY rBRFAHANG SPEavEbEIRGe

correspondi ng recording data in order fromthe second address (B) side
toward the fiFStoEtdi%setpalnty. a THREUAIBIP6EEES AYCaptitlat us according to
claim 3, characterized in that said witing neans (25) wites the
plurality of TREUFRUIGTY 265t 4% APRF i htdatife ProGeEsRy \aPRAIR @Ssdd tin t he
recording area of the recording nedium (10, 10a), and the recordi ng nmedi um
( 10, comprises:

a signature production means (26) for producing
signature data for the recording data; and

a writing means {(25) for discriminating whether or
not the recording medium (10, 10a} has a writing
inhibiting function and performing, when it is
discriminated that the recording medium (10) has the
writing inhibiting function, a first operation of writing
the reccrding data into the recording medium (10) but
performing, when it is discriminated that the recording
medium (10a) does not have the writing inhibiting
function, a second operation of writing the signature
data produced by said signature production means (26) and
the recording data into the recording medium (10a).

2. The data processing apparatus according to
claim 1, characterized in that said writing means (25)
places the recording medium (10) into a writing
inhibiting state after said writing means (25) records
the recording data on the recording medium (10) in the

first operation.
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10a) is of the type wherein erasure of recording data witten therein is
performed by collective erasure for the overall recording area. 5. A data
processi ng nmethod, characterized in that said data processing nethod.
conprises: a first step of discrimnating whether or not a recording
medi um (10, 10a) has a witing inhibiting 59 function; a second step of
witing, when it is discrimnated at the first step that the recording
medi um (10) has the witing inhibiting function, recording data into the
recording nmedium (10); a third step of producing, when it is discrimnated
at the first step that the recordi ng nedi-um (10a) does not have the
writing inhibiting function, signature data for the recording data; and a
fourth step of witiBg tihe shgaapuoeedding appadaces @icddnghiced step and
the recording data into the recording nmedium (l0a). 6. The.data processing
nmet hod accor di ‘?llgalt“@ &l aF M 5 chagpaksicized zedthat tshdtl, waltieacheahst fgs)second
and fourth steps, a plurality of recording data of a variable size in
order begi nni riratiesh anf each eidiesEifd) sdmdasaband speendiadsress (B) of a
recording area of the recording _

thereof, a plurality of recording data of a variable size

in order beginning with a first address (A) toward a

second address (B) of a recording area of the recording

medium (10, 10a)} and records a plurality of attribute

data of a fixed size individually defined cbrresponding

to the plurality of recording data and indicating

recording addresses in the recording area for the

corresponding recording data in order from the second

address (B) side toward the first address (A).

4. The data processing apparatus according to

claim 3, characterized in that said writing means (25)

writes the plurality of recording data in order at the

successive addresses in the recording area of the

recording medium (10, 10a), and the recording medium (10,

10a) is of the type wherein erasure of recording data

‘written therein is performed by collective érasure for

the overall recording area.

5. A data processing method, characterized in that
said data processing method comprises:

a first step of discriminating whether or not a

recording medivm (10, 10a) has a writing inhibiting
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medi um (10, 10a) and records a plurality of attribute data of a fixed size
i ndividually defined corresponding to the plurality of recording data and
indicating recording addresses in the recording area for the _
correspondi ng recording data in order fromthe second address (B) side
toward the first address (A). 7. A programfor being executed by a data 60
processi ng apparatus (11), characterized in that said programcauses said
data processing apparatus (11) to execute: a first procedure of o

di scrim nating whether or not a recording medium (10, 10a) has a witing
inhibiting fpnction:. a second procedure of witing, when it is

di scrim nated at %%e first procedure that the recording nEdlunh(10) hg;
the witing inhibitin tion ecording data into the recordjing nmedi um
(10); a thigrd proce urggégggpér%e uc?f;lé“',rl\%ﬁrelﬁ’i‘fm?r% l%ijsscﬂhlr?icﬁéf“éﬂaﬁ?gt he

1751, procedue whatethe cec dha TR UM0Y) docs, nolePave vhe w11 ng

inhibiting function, signat g fourth
procedure of wrjting {the,sionatue.dala nproduced gt the third procedure
and the recorﬁ%nglggta Nt o ?he recordi ng medium {10%)* e

recording medium (10); |

a third step of producing, when it is discriminated
at the first step that the recording medium (10a) does
not have the writing inhibiting function, signature data
for the recording data; and

a fourth step of writing the signature data
produced at the third step and the recording data into
the recording medium (10a).

6. The data processing method according to claim 5,
characterized in that, at each of the second and fourth
steps, a plurality of recording data of a variable size
in order beginning with a first address (A) toward a
second address (B) of a recording area of the recording
medium (10, 10a) and records a plurality of attribute
data of a fixed size individually defined corresponding
£o the plurality of recording data and indicating
recording addresses in the recording area for the
corresponding recording data in order from the second

address (B) side toward the first address (24).

7. A program for being executed by a data
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B. A data processing apparatus for reading out recording data froma
recordi ng nmedium (10, 10a), <characterized in that said data processing
apparatus (15) conprises: a signhature verification neans (46) for
verifying signature data for the recording data; and a readi ng out neans
(45) for discrimnating whether 61 or not the recording nedium (10, 10a)
has a witing inhibiting function and performng, when it is

di scrimnated that the recording medium (10) has the witing inhibiting
function, a first operation of reading out the recording data fromthe
recordi ng nmedium (10) and utilizing the recording data but perform ng,
when it is dPSFTH é@ptaﬁéicu?hélfbcd?ftﬁ%tﬁé‘drzﬁﬁﬂ faohatgesidhot have
the witing inhibiting functiogn, a second operation of reading cut the
recordi ng datB 9FGH t9&1S5FEC SRR NG tAeRf A[RCEOR) 2reatatny 6Hlild ti gnat ure
verification neans (46) to verify signature data included in the reading
data read out®¥$Ohi%'he recordi ng medi um (10a) and wutilizing the recording

-data read out fron1th%.recording nediunx%%Oa)_if a condition that said
signature verificafi ontikast AT i Ainfrafeiating thedhergrat bk data

is validis Sgtégégrec&nggmeghigmd?i& p{f?é:)e%salisn% ?&QE%E_% uj?nl?j?bciotricrqgng to
function;

a second procedure of writing, when it is
discriminated at the first procedure that the recording
medium (10) has the writing inhibiting function,
recording data into the recording medium (10);

a third procedure of producing, when it is
discriminated at the first procedure that the recording
medium (10a) does not have the writing inhibiting
function, signature data for the recording data; and

a fourth procedure of writing the signature data
produced at the third procedure and the recording data
into the recording medium {10a).

8. A data processing apparatus for reading out
recording data from a recording medium (10, 10a),
characterized in that said data processing apparatus (15)
comprises:

a signature verification means (46) for verifying

signature data for the recording data; and

a reading out means (45) for discriminating whether
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claim8, characterized in that, where, fromthe recording nedium (10, 10a)
on which a plurality of recording data of a variable size are recorded in
order beginning with a first address (A) toward a second address (B) of a
recording area and a plurality of attribute data of a fixed size

i ndi vidual Iy defined corresponding to the plurality of recording data and
i ndicating recording 62 addresses in the recording area for the
corresponding recording data are recorded in order fromthe second
address (B) side toward the first address (A), the recorded data are to be
read out, said readi out neans (45) reads out the attribute data of an
object of a Pk gtr}%utrerc&ﬁ%% B ot Whd VgdcBRl addFeslq B) and the
fixed size fronﬂthe recording area and then reads out the recording data
of an object df %9&?%3&35&H§t BF 2P RREtOBESGd YReRhet rERordi ng address
indicated by the read. out attribute datg fromthe recording area. 10. A
dat a processi tF?ﬁﬁWﬁﬁftﬁgrtgéadF%% BT T EGorgrAgmdAt ¥ thaEm @ ecor di ng
medi um ( 10, 10a% . chara%t%tizeg in that sai,d data processing nethod
conprises: a ¥11st"SraEEEAPE PTG wiethePPEFa RN tHe T926d8EdI ng

medi um (10, lggg ggg;f%é@kh&hggdéggl £§A|1 e E%Q%Ehggé medium (10) and

utilizing the recording data but performing, when it is
discriminated that the recording medium (10a) does not
have the writing inhibiting function, a second operafion
of reading out the recording data from the recording
medium (10a), causing said signature verification means
(46) to verify signature data included in the reading
data read out from the recording medium (10a) and
utilizing the reccxrding data read out from the recording
medium (10a) if a condition that said signature
verification means (46) discriminates that the signature
data is walid is satisfied.

9. The data processing apparatus according to
claim 8, characterized in that, where, from the recoxrding
medium (10, 10a) on which a plurality of recording data
of a variable size are recorded in order beginning with a
first address (A) toward a second address (B) of a
recording area and a plurality of attribute data of a
fixed size individually defined corresponding to the

plurality of recording data and indicating recording
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a second step of reading out, when it is discrimnated at the first step
that the recording nmedium (10) has the witing inhibiting function, the
recording data fromthe recording nedium (10) and utilizing the recording
data; a third step of reading out, when it is discrimnated at the first
step that the recording nmedium 63 (10a) does not have the witing
inhibiting function, the recording data fromthe recording nmedi um (10a)
and verifying signature data included in the reading data read out from
the recording nmedium (10a); and a fourth step of utilizing the recording
data read out $r0n1the recording nmedium (10a) if a condition that it is
di scri m nat ed®3RFEHES Ay §REt BRCPFEINT HEF S §Rat Ghe CHEWERIVAT d i s
satisfied. 11. A pr.ogramfor being executed by a data processing apparatus
(15), char act 877U Phat 2851 BECHrRft dm CXG8Es FEaF dE RS 6essi ng

appar at us (15%%%0 exe%ute: afirs 1ﬂggcedure of discrimnating whether or
not the recofd iy el uftfe0t oy SRt ePAgePRnIdi 1 itE function; a

second procedure ch£g%gin% ou%, ghen it is discrimnpated at the first
procedure thafe??EE% i 6e O be read out, said reading out means

(45) reads out the attribute data of an object of a
reading out reguest based on the second address (B} and
the fixed size from the recording area and then reads out
the recording data of an object of the reading out
request based on the recording address indicated by the
read out attribute data from the recording area.

10. A data processing method for reading out
recording data from a recording medium (10, 10a),
characterized in that said data processing method
comprises:

a first step of discriminating whether or not the
recording medium (10, 10a) has a writing inhibiting
function;

a second step of reading out, when it is
discriminated at the first step that the recording medium
(10) has the writing inhibiting function, the recording
data from the recording medium (10) and utilizing the
recording data;

a third step of reading out, when it is

discriminated at the first step that the recording medium
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medi um (10) has the witing inhibiting function, the recording data from
the recording nedium (10) and wutilizing the recording data; a third
procedure of reading out, when it is discrimnated at the first procedure
that the recording nedium (10a) does not have the witing inhibiting
function, the recording data fromthe recordi ng nedium 64 (10a) and
verifying signature data included in the reading data read out fromthe
recordi ng medium (10a); and a fourth procedure of utilizing the recording
data read out fromthe recording nedium (10a) if a condition that it is

X .. . . . i i
ggf?;;r;gatgg(fﬁa}rg%é%hhgg Hgggetqg%n%_%%gtgghigigggéL¥§%é¥¥g%,l% ga hdis

recording data from the recording medium (10a) and
verifying signature data included in the reading data
read out from the recording medium (10a); and

a fourth step of utilizing the recording data read
out from the recording medium (10a) if a condition that
it is discriminated at the third step that the signature
data is valid is satisfied.

11. A program for being executed by a data
processing apparatus (15), characterized in that said
program causes said data processing apparatus (15) to
execute:

a first procedure of discriminating whether or not
the recording medium (10, 10a) has a writing inhibiting
function;

a second procedure of reading out, when it is
discriminated at the first procedure that the recording
medium (10} has the writing inhibiting function, the
recording data from the recording medium (10) and
utilizing the recording data;

a third procedure of reading out, when it is
discriminated at the first procedure that the recording
medium (10a) does not have the writing inhibiting

function, the recording data from the recording medium
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{10a) and verifying signature data included in the
reading data read out from the recording medium (10a);
and

g fourth procedure of utilizing the recording data
read out from the recording medium (10a) if a condition
that it is discriminated at the third procedure that the

signature data is valid is satisfied.
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