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Background1111111111111111111111111111111111 * 59159* 1. Field of the
| nvention . - The invention rel ates generally to communi cation syst ens .
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i nf ormati on age, there is an i ncreM;engbeleshnpsf or access to information

usi ng conputer networking sery eag WP e“) rnet”Certain-types-of.
use y nultl

I nformation are suitable for peconsurrers 'for
finand al information, and sports scores. - These types of inf MM&@M&% be:
packaged by a single producer and t Backgtroaadver the corrp

a | arge nunber of consuners. 20A typical way for the perHGeM—diﬁM

‘the info'rr@_miﬁﬁi@hmmms to duplicate the-information and send a
copy to each CQ‘US ner. However, if there are a |arge nunber of consuners,
a

tEe‘se i gdi vi dual N€ r ByeRtes dﬁ@@&ngre@(ﬁﬁ?”e o I%’B@“fmﬁﬁﬁﬂnoﬁygfﬁgﬁézgﬂgghby
5
e bt SR ML L A B B O

consYmer s rhglfyast "Hetwe@R! service. The multicast service allows the
producer to transmt a si ngI e nmessage, which is then replicated by the

network at appropriate, por nts and delivered to each
2. Discussion of Related Art
In today’'s information age, there is an increasing demand for
access to information using.c.ompu_ter networking services such as

15 the Internet. Certain types of information are suitable for use by
multiple consumers, for example, news, financial information, and
sports scores. These types of information can be packaged by a
single producer and transmitted over the computer network to a large
number of consumers.

20 A typical way for the producer to transmr* the information to
the consumers is tc duplicate the' mfo*mauon and send a copy to each
consumer. Howevcr if there are a large number of consumers, these
individual transmissions can requrre a large amoun r of procsssing by
the producer, and can also require a large amount of network

25  bandwidth. |

An improved way for tne producer tc transmit the information
1o the consumers is by a multicast service. The multicast service
allows the vcroducar to iransmit a single msssage, which is then

replicated by ins
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t aporopriate coints and delivered to each
- 30 consumer that is a2 member of a multicast group. Replication is
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vigconsunmer that is a nmenber of a nulticast group. Replication is
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t ypi cal Iwohksmeshed by routers in the network, and is done BGT/}(!SW(BBBmeeded
For conveni ence, a router that supports the rnulticast service is referred
to as a nulticast router. An overview of IP multicasting can be found in an
| nt er net \;cﬁ)n@hﬂlyehandlew byntrootiret irotheonévadk, tardsis 8onei ngl;bwvh?emrerl a _and
Mauf er, ch 1s hereby incorporated by ref er ence. . order to
support teedad.ti Eastcavanieacees Romten ithak sUDeOrts thwmdtmgsw@pwcﬁs at

| east one nultic routin otocol which,is used for .excha n | ticast
group neh%erpéﬁ: qsﬁ?o?‘gralgl gﬁp{‘iﬁ%tet%é‘ﬁ)th’éhvgw&kv‘mﬂft |';g g%‘o%?ggé in

the net ,‘t;l‘he pPi€S n I Lt‘ |tL st ti. gBr ogal.s
exi st . rés or" rTthItlgas?Lroﬁ |D?1r§v€F%t‘o‘% §85Lchaut Lag B 9988, g

Mul tiscasty R@uﬁhng Prokesrl onRVIRR)er Mittikhast KoRss, Shepissii@athy Fir st

( MGSPF) , ~an r ot ocol | ndependent |vu’| ticasting (PI'M. 15In addition to .
supporti ngfgfenaoal ti cast routi ng protocols, each nulticast router that has
directly connected LANs w || pically support the Internet G oup
Managenment Pr dfogske] n@veypa@rééber iMEdcRAT et x Sachf Mmatteasst reRrer1112
(1GW Version 1) and.ip an |nternet Draft entitled Internet

Nanageneﬁ)(p’lsraUﬁ’o@HIDpJ\/ésr ot 3SR R FENHEFASY ERBIVET §|FBF?% "',’GL\“HBI {S cast

15 ot abues S <rReERRaMtoRL G PR Y HBRRE Re] Gat abase
cong @i ni Ry e'e'nSttm‘é’f vaHbLE ARl .%&u”%mewhhes nt%o‘?'»a‘:h A t'ﬁész%ﬁﬁt%‘%hed

net wor ks, ere "mul ticast group menbership" means the presence 250f

| east oneimentsevert| anpitidd stasbugngupretocalYi eept.at tthchmglaetaor k. The
mul ticast router does not maintain a list of all of the group nenbers from
its attacheldicast wekiéng Fproloewenirsigde thsidnet: ¥ech thiladscagir oup

rTerTberShIRDoSut%nsg "Blbese bQ/H\?E%Pt ,heMUﬂ'rCOausq bpen Shortest Path First

(MOSPF), and Protocol Independent Multicasting (PIM).

15 In addition to supporting the multicast routing protocols, each
multicast router that has directly connected LANs will typically
support the Internet Group Management Protocol (IGMP) as described
in Appendix | of Internet RFC 1112 (IGMP Version 1) and in an Internet
Draft entitled Internet Group Management Protocol, Version 2 by

20  Fenner (IGMP Vérsion 2). A multicast router uses IGMP to learn which
multicast groups_'_'_ have members on each of its attached physical
networks. The multicast router maintains a database containing a
list of multicast group' memberships for each of its attached

. networks, where "multicast group membership" means the presence
25 of at least one member bf a multicast group on a given attached
networl;. The multicast router does not maintain a list of all of the
group members from its attached networks. For convenience, the list:
of multicast group memberships is referred to as the “group list.”

v



WG, 98/ 483436 kdd908/ 04384 | GWP is used between the mMupetRRSd0HQUL €F
and its directly connected IP hosts (i.e.,--host conputers on the (j‘l rectly

connected LANs which support the IP protocol). Using |GW, the IP hosts can
Jjoin and Teave [P qashsgaouBfve8Rdid IniiddtaRutPUaRE RENGIFBRHYO" Sthe

mul ti cast group nmenberships o osts. For conveni ence;

- mul ticast coni@sted 1PChbgts (kennkesedonspaters PohotHe idirdctfieicopthdcteds the
| ocal router (fromthe perspective of the IP host), while 'the other routers

“in the netlwdNs which efuppaortl the & pretamod). r dusiegs IGMRPHeflPnbests camber of
message types that can be exchanged 10between the |ocal router and the IP
hosts. Thdoiradnduleavedadligast sgresss, bandhéhe orwlliticast eputer ¢anemonior he

I ti t enber shi f i ts, di t. ted_| P hosts.. The | GW
Norberchi (RO ICRSLIUP, S aher )b ol pisdEl Rdeko! | ERF ceo AHENeMCauant <

to join aparticul.ar ' ' sQ. in.r e, e o
Query nes Stg%etntugfﬁrc gﬁémgqtkga@%‘?ﬂyﬁ%ﬁ%@gr g?’n %ni ?29%; f% ggﬁgﬁréauﬁf%%st
~group. ThehkGMtdleaystdreFaae the Pepshdotivan diPthestp trﬂas%,pwml;é lthel BARYE
itself froma nulticast group. For convenience, a device which sends | GW
Query nesgagésrg dngthe trietwarkahre ordferred 2or aberemdte orcagess. | GWP Queri er,
and a device which 20sends | GW Menbershi p Report nessages and | GW Leave
nessages (e.g.,/GMP defipes)ainumbeefonessage wpesAimtiean be exchanged

ot e GRS R AR rlinapoutes i 106 17 BOStaor THeJAMB QR rossaaey i

, {1 cal | €] ! _ a_25G - Speci fi _
ressage, .l il FBeE 1o R lfite A8 B RaR GRB, 1T any) of
the avall aRbmiRtshicabr A0 WBCIRY BofthebfAFIPORBSIEMEhe! [P he | ocal

router's directly connected | n response to the CGeneral Query
-~ nmessage, ddembdtshgstRépansmdssage iS¥Rnvebpeis PP hBepaisdiRsERDWHS ieach

of its nulticast group _
_ wants to join a particular multicast group and also in response to an
15 IGMP Query message to report its continued membership in a
particular muilticast group. The IGMP Leave message is used by an IP
“host to explicitly remove itself from a multicast group. For
convenience, a device which s'ends IGMP Query messages (e.g., the
local router) is referred to as an IGMP Querier, and a device which
20  sends IGMP Membership Report messages and IGMP Leave messagas
(e.g., an IP host) is referred to as an IGMP Host.
The local router typically sends IGMP query messages to the IP
nosts to retrieve group membership .information. IGMP defines two
types of query messages, soecifically a General Qusry message and a
25 Grbup-SpeCiﬂc Query message. The General Query message is sent to

determine which (if any) of the availabls multicast groups have at

+

least one member from the local routar's diractly connectsd 1P hosis.
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eneral Query messags, each IP host transmiis an
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~ IGMP Membership Report massage for each of itz multicast group



WO 98/ 48343PCT/ US98/ 04384 nenber shi ps. However, since each IP host is
typically able to nonitor the responses of other |IP hosts on the same-LAN,
an | P howpD 9HB¥3det ects a response from anot her | P host f8ETAISHO43Bcul ar
nul ticast group may not transmit-an | GW Menbership Report 5message for
that same group. Thus, the local router may receive a single | GW

Menber shimermrbposhiptor HewRVAL! sintesteaptodB, heskis itypiaallyi pibde ItP hosts are
menbers of the rou

det er m nEYq! fltod't" eé@gp%ge%for}teﬂ@% ec'iCP‘se}Cl:%rlr‘w?thJ X‘@PHE gg ':23 e‘?r%n‘:)gr of

t he 10spg d Ll t_l 0 f P St, &S 2 menber of
t he specﬁﬁt gT‘()Eip’:\M ?eébgﬁ%”far{ﬁﬂég oup pe@)qulcb a@‘r‘y “message with

an | GVP_ ejihes shiohofBPor We3sagesoaincare | glerberdRigcrghoguier y nessage,

an 1P host t I's a rrer?ber of the speci Ted group w | ‘onIy transmt a

respgnsenidsdalgehdsr gk detestedua. reﬁﬂmsms‘ orRilaang: ohherrdd2ihess in the
group). Wien an | P host wants to be renoved from a parti cul ar

mul ti cassingdeuiMit Meoperskiportdpartifos aethengHigratnordup,geveap fi. e., it
does not transm an | GW Menbership Report for the particular group) By
not tran8iHitRieng” aROP@VE  MEREET 2iSp ORe 6r tes HBEPf or a 20particul ar

TP host that S RebPRLT BRRCUe SRk %o idet R WS S endval roma
mul t1 Casio- @k oMoy AN ROnAR EYRA-GRes TRSAABR 06t it Lpeal Touter.

The | GW Leave nessage 1 nforns the |'ocal router t ost is no
| onpgr aspesibed eiuitibasRIrolbl cast lgustupnealR, h@HIOﬂ*a'tG@Ia\/laniﬂ't& bEVP

Leave nessage, the

the specified group will respond tc the Group-Specific Query message
with an IGMP Membership Report message (again, as for the General
Query message, an [P host that is"a member of the specified group
will only transmii_ a response if it has not d}stected a response from
any other IP host in the group). _

When an IP host wahts to be removed from a particular
muilticast grcup, it stops reporting its membership in the group (i.e.,
it does not transmit an iGMP Membershlp Report for the particular
group). By not transmitting an IGMP Membership Report message for a
20  particular multicast group, the IP host implicitly requests removal

from the group. An [P host that supports IGMP Version 2 can

eXpIicitly request removal from a multicast group by transmitting an

IGMP Leave message to the local router. The IGMP Leave message

informs the local router that the IP host is no longer a member of the
25  multicast group, and, upon receiving the IGMP Leave message, the

local roruter typically transmits an IGMP Group-Specific Query

‘message to determine if at least one IP host remains a member of the -

multicast group.



| ocal 1 oufygyesiawiiacal |y transnits an | GWP G oup- Speci fic Querori®smags t o
determne if at |east one |IP host remains a nenber of the multicast group.

WO 98/ 48343PCT1US98104384 FIG 1 shows a system 100 in which a

‘mul ticast routipes PfOsRE@s bSsYSRin bebeian wHieh! acalulticaderoatifgt he ]
mul ti cast network, and I GW is”used for dynam c group registration between

the | ocal protdeyl Bndisedhbdtereenf the hocsls rduygri ead yheemudtiedst avgiwiarks) .
The overall responsibility for maintaining group menbership is divided
bet ween t laad dGMPrisuusedafer dysanmchgraup Tegistratiost ketweeastheGigcalost s,

d the | | i, | f
l?r'gi nli ai ni Eéabetréglétdﬁ:@ngﬁt tarZQZDPL%EaSQXEéIEéHx;pﬂmaRT &mﬁ?r r ?ggﬁ)gglst _%C’I -
OCa router arti Ccl e |I.Nn one. . re o e 0 |.cal e JTU I,Cas
rou _;fgs frocyteae& Ee%T"B?' 2ty _5%@5';;@%?@"? oqrat%fraﬁﬁiteé%q 'Po'%twéadef -
| X ut: X,
“and, due tb{??‘?ﬁ%@ ’E:hoerrprl]ﬁ%%i t";‘hbﬁg%@éﬁééeﬂ@ﬁhé’% nEH?rlng’tg%ggyafm%?sl%Et makes

each prot ¢gdtsdianld ené tiokQl roIeR "R A8 MBEM P QueMer0. sincé no one
protocol has 15been adopted as a standard for all routers, it is often

. necessary for &hwaldurcast modékrfot enainfaining ngroumfmeneb@rsitipcatssia ch
adds significant cost to the ro These sane problens exist in a

t .
dat a- over TeWbicast Dodpragyy ek fplrjr@esE othen dagahrasiteppiaryamtaiPaiss t i8mane whi ch
h d t i,.e., 70l I t 210 is,. | ed t I it f
c abl S0 aga e o 1 ffis eBBEeaAc oAt areRiRg epraiosoTaeh ordah i °
t .cab M b :
Fepr esent POPROES, SRR RaGA pLE oTRCR! Autighdt BT = 1Bl hng |
above, th%ﬂ%ﬁ@ﬂdrdtﬁmgefpr%éo@uwer &oﬁ%ﬂt{lék?%‘id,r 8 T%Rr ebpslexityn

1
order to exchange multicast group I nfor I on over the nulticast network
Ther ef or e hawenbednr enahing drequenthf.enThidevacte makets idrogroascalf f | oadi ng

the nulticast routing protocols fromlocal routers in a multicast network.

difficult to implement and maintain. Also, since no one protocol has

15 been adopted as a standard for all routers, it is often necessary for a
multicast router to support many of the protocols, which adds
significant cocst to the router.

These same problems exist in a data-over-cable (DOC) system.

FIG. 2 shows an exemplary DOC system in which a headend router (i.e.,

20 iocal router) 210 is coupled to aﬂplura!ity of cable modems 220,
through 220, via a shared channel 230. Each headend router may
support thousands of cable modems, with each cable modem
representing a single LAN segment having at least one host. As in

~1G. 1 above, the headend router must suppcrt multicast routing

)
th

protocois in order tc exchange multicast group information over the
multicast network.

Theréfcre, a need remains for a svstem, device, and metth for
cificading ithe mulilicast routing protecols from iocal routers in a

muliicast network.



Brief Description of the Drawing In the Drawing, . FIG 1 shows a nulticast
network _as is known in the art; FIG 2 shows a DOC systemas is known :in

the art;W098/4834F| G 3 shows an exenplary nulticast systenPFHUGHIWERSY GVP
spoofing in the local router allows IGW to be used between the renote
router and the local router; 10FIG 4 shows an exenplary DOC systemin
whi ch 1 GWP spoofi'ng in the ‘headend router allows |GW to be used between
the renote router and the headend router; FIG 5 shows an exenpl ary
- DOC systemin which | GW spoofing in the headend router allows | GW to be

USTa frow di agram for. FERP sEASTMG I a Gl eagt ERdbShr k. TRe 7
is a flow ghagnamges processing an | GW Menbership Report nessage received
froma nulticast host by the | GW spoofing 20agent; FIG 8 is a flow
di agd am for nBiGt drishguhea mullticeastnegnauk aenbeksiivpsibytheherit GW spoofi ng
agent ; FIG 9 is a flow diagramfor processing an | GW Leave nessage-
received fronfHimdl shewsta HYSC bystare aoip ispowt iinghagert; 25FIG 10 is a
g L e I O e QY TEsoagE [ STgEY b the
98/ 483435%%#:‘599%0&%8%%1 router allows IGMP fo be used between the
remote router and the “local router;
10 FIG. 4 shows an exemplary DOC system in which IGMP spoofing
in the headend router aliows IGMP to be used beiween the remote
rauter and the headend rcuter;
FIG. 5 shows an exemplary DOC system in which iGMP spoofing
in the headend réuter allows IGMP to be use@__:_._;between the multicast
15 . server and the headend router;
FIG. 6 is a flow diagram for IGMP spoofing in a multicast
network;
FIG. 7 is a flow diagram for processing an IGMP Membership
Rep'oft”h{essage received from a multicast host by the IGMP spoofing
20 agent; N
FIG. 8 is a_  flow diagram for monitoring the multicast group
memberships by the IGMP spoofing agent;
FIG. 9 is a flow diagram for processing an IGMP Leave message
received from ‘a multicast host by the IGMP spoofing agent;
25 . - FIG. 10 is a flow diagram for processing -an IGMP General Query
. messagé received by the IGMP spoofing agent from the remote

"~ multicast - device;



FIG11 is a flow diagramfor processing an | GWP G oup-Specific Query

nmessage el by the I GW spoofing agent fromthe renot |ticast 7
devi ce; %(891&/){3‘393 . FIG 12 shows a device for spoofing IG\EFWS%S/%?“H cast

Pet wor k. Detai l ed_ Descri gti on. As ]gli scurssed ﬁbove, _the need r_emai ns
brotocol o £ 1o i EDroliPe Siaatdh, i pPakHnbugn e Badsioetic

AR A o M A R N 0 S

1 GW Quermekhicust devivest drd erfaces (i.e..-on the | ocal LAN connections to
the directly connected IP hosts). However, instead of using a nmulticast
15routi ng protfd€sl TRosexahaageewokt {araspogiiogpl Gidibén shipultitk@t mati on with
the renote router, the local router and renote router use IGW. The renpte
rout & taKE¥SFK-the functions of an | GWP Querier, while the | GW spoofing
agent in the local router takes on the functions of an | GW Host. The | GW
spoofing agent appears to the renote router 20as a single I GW Host, and

uses the nulticast group nenbgy.shi:p.jynf i:an-npi ntai ned by the | ocal
router to act as a proxy on bg\af)flpeo |?§%¢'@2f¥3 connected I P hosts. The

| GVWP spoof i ng Agentcigiats addVd, tiheasleedr eamains dbr 'ae%gktém? RvibhS o ectly
connected | P hosts is a nember of the group, and | eavés thé nulficast group

when t he netitcdffo25officadingctthy coohrastdrd Ptihgs psotoeavesfrohe @oeup.
The_draw ng shows a nunber of applications for | GW spoofing in a nmulticast
net Wor k. rEBErs3in VB ullicastenptwerk nullhiec asesepttienestoni works chy | GVWP

fing in the I gcal t N | tq b d. bet th t
Fouter SHEPEATBRE mhiicast Ppuihg orgiaccls b 6eloBAPRIEILSY: 02054

| ar ye i Lch L GVP ing ip the headend r
AR s ca O A g Gl i gt IS Ox e Ay

FIG 5 slysriem oexiteMhbaf ynfdPadas (e 20 the Wizt AQVBosReetibAg 1 th

e
headend router allows | GV to be used between the nulticast server ang t he

headend directly. connebtext |Exémsts).y Eluwelerennsteadieol @¥hg PQoUNGcagent
perfornms standard | GW Host functions in order to consolidate the nmulticast

grolip nefdeliR@i psotogo! t ie exghanget mdkieastagfoppe seambership onftbemationt e

mul ticast .deyi ce as single | GW Host. 101 GWP spoofing reduces the cost
and 'corervég% \[frl;)eoﬁerpgge |f8é'g¢f»rt51ﬁ docakrauter; gad| EAPte Jeuser nisRl IEddPsuppor t

Sost “and BSnhr DeTE rouRet kuRds T PRl A URE I PR Wl WS’ out e
or the IGMP spoofing agent in the local router takes on the functions of
an IGMP Host. The IGMP spoofing agent appears to the remote router
20 as a single IGMP Host, and uses the multicast group membership
information maintained by the local router to act as a proxy on behalf
of its directly connected IP hosts. The IGMP spoofing agent joins a
multicast group if at least one of its directly connected IP hosts is a
member of the group, and leaves the multicast group when the last of
25  its directly connected IP hosts leaves the group. | |
The drawing shows a number of applications for IGMP spoofing
in a multicast network. FIG. 3 shows an exemplary multicast system
300 in which IGMP spoofing in the local router allows IGMP to be used

between the remote router and the local router. FIG. 4 shows an
7



server), which is only required to support I GVW on the network 15interface
to the local router. If the renote nulticast device is a nulticast server,

t hen t hewmesBIdst server need not support any of the nul PCFAE08/04384 1 ng
protocols, so the cost and conplexity of the nulticast server is reduced. A
flow di agram for 1 GW spoofing in a nmulticast network is 20shown in FIG 6.
The | ogi exemplagy BO& gystem| 4682 innwhicht IGY R eporfing dadhegheagemenber shi p
status for the nunber_ of nulticast hosts. Wen at | east one of the

mul ti casfowiest aliewguEMP g iesnd Detweenithe esrol sagtern pad Bif ¢
establishes ,a nmulti,cast-gkou e | o WL t R ] i cast,..devi ce
on behal SBPeEF‘re?‘ ,_' %ﬁ'l tT%stﬁﬂg\[@é@h%é\pq%fagynﬁﬁé %&5?1%5%%[ ?L g group

nb i A5 WL : t Lt - VA ) q : A f
menber gl o %Js-btffsrflf:ﬁ eAR ﬁe%%g@?ﬂgﬂgaﬁu fcgw!m 38 #ed %eg%egl,e 0

the nul ticast emal ns a ne o} I cast group.

nul t scasthdastRidmyesénicr 2hg el tiseasihdroutsr. t He tge eamaslsgyt he
multicast group nenbership with the renote nulticast. WO o
98/ 48343eaHyadios g 38he dévivice spoctingt agket ramerenindiencast I&MPcéiori | onger
sends nulticast nessages to the | GW S{)roofi n.ﬂ agent. The logjc also

r espondstUrEtaAng U8 PREE! rice SONBINTEHR BIRAS ) 85R¥P dE\ETBREEENIRSPr oxy on
ticast

behal f of the nunmher . nul.ticast hosts. ,o\Wen_a,mul ti ~host_requests
menber shiH Hie o H0eREadiORt offe PHET GETER00P! HEE agthb & HAOREATie

dat abaseqL0;det ermde~(iaf | spegified rnulticast group is in the group
list.if ?%g'cﬁu%giaf:nagsﬁ?gkg'r%ﬁgj ISTh the group list, then no action is needed

to pgd the mijGirRasdpdwrsig tregubesofalRostongy efo mblexifie ofiiihled ¢@sdl group is
not in 10 the group list, then the | GW spoofing agent adds the multicast

group torddtergriuge | ingt iaosl semds aaetGvBt MarErdhapy Repdheé nmedtSegst to the
remote rryoluttiincgasiatro?oec;/oi!g.e lswgfcié fsypior}J intgh%af"r.ma%sioc?géugéot%% cost and |
| complexity of the remote multicast device (e.g., the remote router or
server), which is only required to support IGMP on the network
15 interface to the local router. If the remote multicast device is a
multicast server, then the multicast server need not support any of
the multicast routing protocols, so the cost and complexity of the
multicast server is reduced. _
A fiow .diagrém for IGMP spoofing in a multicast network is
20 shown in FIG. 6. The logic maintains a group list indicating the
multicast group membership status for the number of multicast
hosts. When at least one of the multicast hosts requests membership
in a multicast group, the logic establishes a multicast group
membérship with the remote multicast device on behalf of the
25 multicast hosts. The logic maintains the multicast group
. member‘ship with the remote multicast device so long as at least one
of the multicast hosts remains a member of the muiticast group.
When all multicast hosts have left the multicast group, the logic

cancels the multicast group membership ‘with the remote multicast
8



A flow diagram for processing an | GW Menbershi p Report nessage received

froma | ‘host. by the | GW spoofing agent is 15sho ' I 7. The
| ogic i gwt%éesg‘{sgglr?e whet her the | GW Menbershi p Report ness\égbeﬁp%ﬁ(ogé%‘i ved

unsolicited or in response to an | GW Query nessage. The logic begins in
step 710. upQn cel yi I : |
oLeP, TL0 oo BA"AE L et | RARIOBRRIL eRBhoFosaage  hiffdst
dat abase thasdghes Monthe JEMIPt §8HotiNG ABd:it. Cate WHLPalsh rdspdggreup |ist.
If the multicast group is not in thé group list ( In step 740), then the
| ogi ¢ addgatde_inabtiieastogr abp temohe grotipedi sievide =8 ep R0y amd sends an
1 GW Menbership Report nessage to the renote nulticast device in order to
request et st phennunderulodi custicgslomesten step 760. The logic
25t erm nat es i n step 799, The | GWP spoofing agent -al.so nonitors th
mul tidcast gr olfy EEhFerBHItFASH NEEL rRGUEScasTeRRES by Werd dBHERAS: sending
st at us inguiries (i~e1G M3 Quer ges)..to .t | t,icagt. hosts.,.
Speci fi cd PYP tHE }“GE’/PD Spod fl”% %%eémeaﬁgéggs@%n@_&%%%\/ﬁo@gfﬁ'mmg wo
08/ 483430/ USBIUBEA et @hsubOiIghenil Naoy i (1 fir 3RY) liriche:
mul ticast groups.in the group™list are no | onger needed. For each unneeded
group, theoLBVR $pabbi oo @weit, tetetres ddiorgiourddanntt hedgrivep |ist and;
if 1GW Version 2 is supported, sends an | GWP Leave nessage to the renote
“nul ti castmdditiasé hegluaest ihey grempval Hokmvierhef thet mudicagh qupup is not in -
10  the group list, then the IGMP spociing agent adds the muiticast group
to the group list and sends an IGMP Membership Raport message to the
remote multicast device specifying the multicast group.
A flow diagram for processing an IGMP Membership Report
message received from a multicast host by the IGMP spoofing agent is
15 shown in FIG. 7. The logic is the same whether the IGMP Membership
Report message is received unsolicited or in response to an IGMP
Query message. The logic begins in step 710 and, upon receiving an
IGMP Membership Report message from a multicast host in step 720,
proceeds to step 730 where it checks the database to determine
20  whether the multicast group is in the group list. f the multicast
group is not in the group list (NO in step 740), then the logic adds the
muiticast group to the group list, in step 750, and sends an IGMP
Membership Report message to the remote multicast device in order
to request membership in the multicast group, in step 760. The logic
25 terminates in step 798.
The IGMP spoofing agent also monitors the multicast group
- memberships of its muiticast hosts by periodically sending status
inquiries (i.e. IGMP Query messages) to the multicast hosts.

Specifically, the IGMP spoofing agent uses standard IGMP Querier
9



A flow diagramfor nonitoring the nuiticast group nenberships by the | GW-
..spoofing-agent is shown in AG 8. The logic begins in step 810 and proceeds
to step SaW98/4BeY e the | ogi c uses standard | GW Querier fREWUSIBIOL38HO
determ ne which (if any) of the JOrulticast groups in the group list are no
| onger needed. For each unneeded group (YES in step 830), the logic deletes
t he groupfunainnshdogdetgrminet whiahs{iépamsy ofathe seutticast ghfupesave thessage
to the renote nul ticast device rgqaesé_i ng renmoval fromthe nulticast group
(i f | GVWP SRR Gt 28 D ipNaRT Rasder, &pe oUNDREEACE| Froumh dBgeENiEyr oups
~have been_ ) he qr 1 (NQ i S 830),, .t he. L ¢

term nat e%ﬁcﬁﬁxg%é@gge el %réﬁécd&%éﬂgbgff&p n‘tﬁ)tt‘iﬂcgist'# ﬁ%é&s’ t hat
support- IaEVRMer Siiens & can. XphLakt (B9pepLal g’ L-fEO & fulticast
group by s’énscﬁﬁgéa{n%lé\w Leé’vgbn}egséa%e!rﬁgpt E% F%g@é%r oé%e{ry. ! g%ﬁ')‘\}v&%i agram
for 20pr ogesstad @wf@/&é@ﬁyﬁzn@_srsm@véeqeweqhérmmc@%ktg&?uﬁs. host by

t he- 1 GWP spoofing agent is showm in FIG 9. The logic beginS in step. 910
and; upon recefvilny aiab@vR Leavmomissage the shepice20, growgseeds to step 930
where it uses standard | GW_Querier functions to determne if at least one
of the miNereRRENRSEY YifppoMREraofing agsirddal shownen FEamiBhs-The negiber of

ar oup. (NOTANST 5p “Bei)S 14 HER eRaCPBTscare dd B ite 118ad0 6 BEBS { r om t he
%P e anted DS RRES B PR TR T B B 5
tﬁglmﬁgféngg{t?agtté%ﬁogggvﬁ Yeesgup? liss ePRO lcidler hBe8E8P B8P edde® | 0gic
unneeded group (YES in step §30), the logic deietes the group from the
group list, in step 840, and sends an IGMP Leave message to the
remote multicast device requesting removal from the multicast group
(if IGMP Version 2 is supported), in step 850. When all unneeded
15  groups have been removed from the group list (NO in step 830), the
' logic terminates in step 899.
As discussed above, multicast hosts that support IGMP Version
2 can explicitly request removal from a multicast group by sending an
IGMP Leave message to the local router. A flow diagram for
20  processing an IGMP Leave message received from a multicast host by
the IGMP spoofing agent is shown in FIG. 9. The logic begins in step.
910 and; upon receiving an IGMP Leave message in step 920, proceeds -
to step 930 where it uses standard IGMP Querier functions to
determine if at least one of the multicast hosts supported by the
25 local router remains a member of the multicast group. If there are no
remainihg members in the multicast group (NO in step 940), then the
logic deletes the multicast group from the group list, in step 950,

and sends an IGMP Leave message to the remote multicast device

10



In addition to maintaining the status of nulticast group nmenberships for
the nmulticast hosts, the | GW spoofing agent also 5 respqnds to status
i nquiri Y0P he renpte nulticast device as a proxy on BEHAAT30138¢ he
nmul ti cast hosts.. The renpte nulticast device sends | GW Query nessages to

t he |1 GWP spoofi.ng agent,.as t.,.of | rier,~ Lonality,. The

| GWP spodFBHGSQan{g'S\ngvﬁgnf&gﬁ{ (}hghgﬁ‘i@g%%rﬁﬁi { egewg%e&@ﬂd r & 1 v
Menber shi Prl?beoqpeg 0 7AL | dicagi lnPE&f jdig an | GWP

Gener al 33‘ y né&s’gigrsé%?%gzglsv%d &ﬂ@?éﬁ'ﬁ%ﬂ&' a‘g%?naf‘%gr]omthe renote -
mul ti cast devijge aggighows imaf@inih@. tAbestangicobegiuiscas; .cgbep 1010 and,
upon receiving an | GW General Query nmessage in step 1020, accesses the

dat abase merndistrahipg Her gheupnditisast ilfosieefn2088M Rimtpseints agenGeso
15Menbershi p Report nessage to.the remdte nulticast device faor each

mul t Scastreg§PBOESI P tHal'gs dapuiias . fryme nggiemoée nihdtieast riaviep 2699,

. A flow diagramfor_processing an_ |GV G oup:Specific ery. message -
recei ved B§*¥ hdn| éﬁ/&"‘@p%f‘ﬁng ”g'é‘ghf‘;%ﬂ%he rbeéjnf e A '%{.E[:iéa*‘aegrb'@ei s
shown in _El.G Logic. | 1S 44 t Pk apd PR Leqehyiag an
I GwP Go&&nggef:t%mgl%férp’ywﬁéss je |¢1qgtée§gllﬁg§90§?§ ed ‘EPFS‘%SP@@ .bLKéﬁ_ wher e
it checksGiie daleeast:ricRionelity. M TRai FGMIFe spResinG ad et ddseasidsgtPURei s in.
the group list. If the nmulticast group is in the group list (YES in step
1140), tsémtushéndwigies seimis saantd&hd [BvdiBeMdmpeRepipr Remessagessagebe renote

mul ti cast 25device for the multicast group, in step 1150, and termnates in
step01.199. A flow dagEamMsisnarecersing e 260V Porenssat e yGressage

mul ticast _network. The device 1200 includes a network interface 1210 for
't or 2o RS MEch Edn BT AU SPORMEHRLS ToTRN Rs o ALRor et

98/ 48343R, / 4 . s cast ter .or ver) .o, I,Ga et wor k.
The devi ggviégggzﬁq‘;bg\% n'}c?lJ[{:Jl e'sa]lgf %%t ﬁl(gr{?ebr@é@ @2%%"% groq}bln%b@f Z}é?% wth a
nunber oleMMASaH |GMP SGenBra A eT) ORleisag égﬁﬂbtéﬁ%ﬁlﬁréeé%sé@\/ﬁe -
Queries functions over the host interface 1230 for nmanaging the nulticast
S5group neabebsbe i bbtainhmengrd upaidt, hodtep 4080 panicdosendsCGYR KRRIP
functions over the network interface 1210 for acting as a proxy on behal f
of {he mMenbasshippfiepotheeassapes poothiendgeapdat maticashidavacesiotueackast

‘group nmenbership infornatjon for its attached .multicast hosts in a,
dat abase MYEGAGH FPRURs Ir&p@& @doggchs}.i ,Ttﬁg FOQIC terminates in step ?099.

A flow diagram for processing an IGMP Group-Specific Query
message received by the IGMP spoofing agent from the remote
muilticast device is shown in FIG. 11. The logic begins in step 1110

20  and, upon receiving an IGMP Group-Specific Query message in step
1120, proceeds to step 1130 where it checks the database to
determine if the specified multicast group is in the group list. If the
multicast group is in the group list (YES in step 1140), then the logic
sends an |IGMP Membership Réport message to the remote multicast

25 device for the multicast group, in step 1150, and terminates in step
1199. '

FIG. 12 shows a device 1200 for spoofing IGMP in a multicast
network. The device 1200 includes a network inte_rfacé 1210 for

interfacing with another multicast device (such as a remote
11



10. group nenbership is established or cancel ed. VWhile the | GW
spoofing techni que has been described as relating to the headend router of
a DOC sywioe981483430t her | ocal router, it will be apparent t®Ca/usdesnssd
artisan that the present invention can also be used in other devices such"
as a renote router, a renote 15 access server, or an IP switch. \Wen the

| GWP spooﬁuh'g:aSécmﬂf@ueOl saryes) iof a nembicast owetworkt hel hendewgiceodt280 wi | |

manage the nmultic up. menber shi Its d rectly attached | ocal and
- renote réﬁ%@ré'q‘%‘g ag 80%.1;556?’ aqq;v‘g’fgéomr, Hi c-r "‘”9 dith a THENBP BBt :
inventio qQdi ,ghg ific.far Aw Lpout ~degal from
the spi H%UEPL egsrgcglgt)fl al GKL é?:z;‘gt eri ?gé %’?\e deggﬁ g\ eﬁbodcﬂ*é'nt ?Jéjr}g 'to be

consi dereénwoabl o(:@ﬁp%t Sl @&ddé usig@tive ahdIet Kestptikye; What
is claimed is: WD 98/ 48343PCT/ US98/ 04384 1. A nettiod” (600) for managi ng

‘mul t I_ScaST."'FQUQUp‘xﬂTﬂﬂiQESBiDIDDSJFmeWG@ﬂ"&C{ﬁmﬁt’&m* titicpstioder ¢8lAndHachunber
of nultlcast hosts in a nmulticast network the nethod conprising the steps

of : . nai fvachong ¢620)tha gebuprd iistefack ch®1Ogiorhecimg t&gast pyroumn

Smember shi atu for the nuynber of multicast hosts est abli shi ng
(630) a Rﬁgﬁﬁé H‘u‘ﬂ“nﬁ%é‘(%ﬂﬁp winen'! éﬁ[épr%fh%’%'é"gnﬁqff Had€28evi ce when at

i £ casterBasT Qﬁé‘r‘ﬁiémsceﬁ”ﬁgto'( SRR e TRl FTE g Roun: member S t h
the Ilg;gtw?&mc%k Heastiflavieeayhen pbhoofnide iTulAdsRe oM %u#@v; left the

10  group membership is established or canceled.

While the ICGMP spoofing technique has been described as
reiating 1o the headend router of a DOC systsm or other local router,
it will be-épparent to a skilled artisan that the .present'invention can
also be used in other devices such as a remote router, a remote _

15  access server, or an IP switch. When the IGMP spoofing technique. is
used in a remote router, {he remote router will manage the multicast
group memberships for its directly attached local and remote routers
that also support IGMP spoofing. |

The present invention may be embodied in other specific forms

20  without departing from the spirit or essential characteristics. The

described embodiments are to be considered in all respects only as

~iflustrative and not restrictive.

What is claimed is:

12



2.. The method of claim 1l wherein the step of establishing the nulticast
group -menbership with the remote multicast device 15conpri st eps of:
recei vi n&' ‘P %roma nulticast host a menbershi p report ééé’gé\%‘ 4384

speci fying one. of a plurality of multicast groups; determ ni ng (730)

f ot h f t t he d 20wh th
e et R 0 0P o 648, 0 HGRRIRER T, e
f t il | v di
oDl 11 eG4 oSt e eVl bl coBbner of mytiggst pgR0I N0

- speci fying gheiubhb€asdin@iRURReC mShotheombhempfinel atend aherein the
step of. canceling the nulticast group nenbership wth the renote nulticast
devi ce conpri seqintainisced§20): a W98/ HSB4SETCH: ISP 8He4 384! ikarsdi ngo¢820) a
status inquiry to the nunber -of nulticast hosts; receiving (820) a
nmenbér shi! peﬁé;cﬁfr"-tm@oiiﬁt He fan theasy! *ﬁ?@fu;@ff F'bmléﬁ Te”m sone of the nunber

of multicast host gl t he l,ticast %F‘ needed:; A I eti, gg 840) t he-
mul ticast grolFRPIRTHE pd i ‘sﬁ‘t”t thHMe%W Be F‘eﬂdr WIS ¥€ei ved for

the wltir%ﬂ‘?&t grr%"»%ca@”%ewce when at least cne of the number of
multicast hosts requests membership in the multicast group; and
canceling {640) the multicast group membership with the
10 remote multicast device when all of the multicast hosts have left the

multicast group.

2. The method of claim 1 wt‘eram the step of establishing the
.multrcast group membership with the remote multicast device
15 comprises the steps of:
receiving (720) from a multicast host a membership report
message specifying one of a plurality of multicast groups;
determining (730) if the specified multicast g—rbup is in the
group list; and |
20 where'the specified multicast group is absent from the group
list: | |
adding (750) the specified multicast group to the group
list; and | |
sending (760) a membership report message to the remote
25  multicast device specifying the multicast group.
3. The method of claim 1 wherein the step of canceling the
multicast group membership with the remote muilticast device

comprises the steps of:
13



where sel ected, sending (850) to the renpte nulticast device a request to.
_leave the nulticast group after deleting the nulticast group fromthe.group
l'ist. .Mo4si48¥1@ nmet hod of claim 1 wherein the step of caRCEUSPRIOBEL

mul ticast group nenbership with the renote nulticast device conprises the.-
steps of: receiving (920) froma nulticast host a request to

| eave a 15speadnididgn(826)casstatusupnquiry to deeenumberg of 9830iticdskathdseast
one of the plurality of multicast hosts remains a nenber of the specified
mul ticast grodpCeiving (&kdr @ dnembanshimereport Herpihg anuiljcast @iivupcast

hosts renpmins menber of the specified,multicast up, leaving th
"specifie Pz%ﬁft’?e%@@? oUlp "ié'ﬁ BHH’t(frroGS frgcast h%S??\Hér@%dﬁé "cﬂ‘asghe

pl ural i té ,Q,f.;_)rml %gg L. hosts remai ns a nenber of the specified nulticast
group, I"éf'rng '? 5 ? the specified nulticast group fromthe group list;
and 5 - hesgngeleliede SN { WHlnt aoReEmMbe st gast device a
25request to |leave The milticast group after deleting thé multicast group
from t hemgroberhit reboriThe mehvet oforctiee miltfaastherowwmarndsi ng the step
of : 14 WD 98/ 48343PCT/ US98/ 04384 respondi ng (650) to status
inquiries froifheie sefgiedmnsendiag: (880) de gze;are@m@‘oey ok itisssdl Gevicet Ise

nunber of nulticast hosts. 6.The nethod of claimpb wherein the step of

r espondi F]%f“t’%séﬁgt BﬁaY%qﬂ'\er iragnchgi] Qﬁ%uﬁ’eﬁ&?é %‘Iettir@astgedéml'é@e@('snpri ses
the steps.of - snkecel ving. (1020, 1120) fromthe renote nulticast device
a query ge@%%ggomeédésgf%%btﬁset'stat us of at |east one nulticast group

menbgr shi p;

4. The method oi claim 1 wherein the step of canceling the
muiticast group membership with the remote muiticast device
comprises the steps of:
receiving (920) from a multicast host a request to leave a
15 specified multicast group;
determining (930) if at least one of the plurality of multicast
hosts remains a member of the specified multicast group;
where at least one of the plurality of multicast hosts remains a
member of the specified multicast group, leaving the specified
20 multicast_ group in the group list; ,
where none of the plurality of multicast hosts remains a
member of the specified multicast group, deleting (950) the specified
multicaét group from the group list; and ' |
where selected, sending (960) to the remote multicast device a
25 request to leave the multicast group after deleting the multicast

group fr'om the group list.

5. The method of claim 1 further comprising.the step of:

14



where the query nessage requests the status of all nulticast 10group

menber shi ps di ng (1040) a nenbership report nessage to r enot e

mul ti cas?‘p%%%‘fgg‘g’ for each nmu.lticast group in the group | i%¢%598/04384vmere

t he query nessage requests the status of a specified nulticast group

menber shi p, checki ngH_g 11&0%qt3e dft abase to. 15(r:}et ermnpne if the sgﬁci fied
mul ti cast gr odfSPENHING nPNodB PIRUSIARAUKIE HEOT 1B6) raMiRySPEHiGRStepor t
nessage : gl L 4. devd f £l pcast group if
The spectP Vet A o S1ofY oh e fie b, GRAR LREE RSS2 1360)  or
managi ng mul ti cast group nenberships for a nunber of nulticast hosts in a
mul ti cast network, the device conprising: a network interface (1210)
for inteffaci Mhenimbtitde gfubldicast wiednetm kihe2Sepast réspendiage t4 1&39)s f or
interfacing with the nunber ~of nulticast hosts; ~a database (1240) for
stor bng MAYirEeSstrajholpe negmets hiny e or fEnion; canprisa® the steps of:

98/ 48343PCT/ US98/ 04384 l spoofing agent (1220) supporting beth
| GWP Host funéBFeATS (! Ll I1%)%eg‘? Uit Pgﬁldppgtﬁa%é’ﬁé’i*?ﬁ a t he

| GWP spoqf il i.s -QReLably ¢ + he .database for-maintaining
mul ticas 'g?‘gu’g%%%éﬁ& sfﬁi“gegﬁ}éf]ufs}%gﬁ?‘h%%ﬁu e'gg%f %%ITP%&%"%%Q%&’

the | GVWPrsp@efdragiggent is operably coupled to the network . interface for
supporting the IGW Host functionaiity; and

where the query message requests the status of all multicas
10 group membersnips, senaing (1040) a membership report message to
the remote multicast device for each multicast group in the group
tiet;
where the query message requests the status of a specified
multicast group membership, checking (1130) the database to
15 determine if the specified multicast group is in the group list and
sending (1150) a membership report message to the remote multicast
device for the specified multicast group if the specified multicast

group is in the group list.

20 7. A device (1200) for managing multicast group memberships for
a number of multicast hosts in a multicast network, the device
comprising:

a network interface (1210) for interfacing with the multicast
network;

25 a host interface (1230) for interfacing with the number of
multicast hosts;

a database (1240) for storing multicast group membership

information; and

15



the 1 GW spoofing agent is operably coupled to the host interface for
supporting the | GW Querier functionality. 10 8. The device of claim7
wher ei n WRSHEMP spoofi ng agent conpri ses: | ogi ¢ f oPCHAISAS/B43/4 Nng a
group list indicating the nulticast group nenbership status for the nunber
of nulticast hosts; 15logic for establishing a nulticast group nmenbership
with the renpt@n HIMP cspaciing iagenind?28) surrRetiegebeth tlﬁ‘é\%ﬁufﬂ%@ﬁ of .

mul ticast hosts requests ership in the nulticast group; and | ogi c
for canc ‘F'Fﬁba‘c’ﬂ{ég'mﬁ'ﬁ cfégﬁ%r Hﬁ”ﬁénﬁé’?‘ts}l‘ﬁ'ba%yt h‘“\?’ﬁég%rmte nul ti cast
.devi ce when alkl . of lNEinGa 5@5"-" efd,;dibe gOpuLticast group. 9.
The device of ‘%rg'gGmMgﬁ\?/ﬁ%kFé'{’ﬁ ?ﬁghf)%/éosvp'o?ﬂ/ n”gfﬁgj_g%t%?g?#fh%%%?%ﬁ%r ii_ésjigs:. -
| ogi ¢ fokpgiesponsdh N fiocas Blgisubn e fiess f Pk e rferDfies 28mkld-cast device
as a proxy on behalf of the nunber of nulticast hosts. 10. A system (300,
400, 5500mElorcamnagysig; nul ti cast group nenberships in a nulticast network,
t he- system conpri si ng: ) a renote nulticast device supporting | GW
Querier funct maauam%, saocfisgsagent iruepsedsy ¢msiesuppdrnei ngiwaNP Host
functionality; : . ) : '

inter«yace for supporting the IGMP Host functicnaiity; zand

the IGMP spoofing agent is operably coupled to the host

interface for supporting the IGMP Querier functionality.

10
8. The device of claim 7 wnerein the IGMP spoofing agent
comprises:
logic for maintaining a group list indicating the muiticast group
membership status for the number of multicast hosts;
15 logic for establishing a multicast group membership with the

remote multicast device when at least one of the number of

multicast hosts requests membership in the multicast group; and
logic for canceling the multicast group membership with the

remote multicast device when all of the multicast hosts have left the

20  multicast group.

9. The device of claim 8 wherein the IGMP spoofing agent further
compriées: '
logic. for responding to status inquiries from the remote
25 multicast device as a proxy on behalf of the number of multicast

1

hosts.

10. A system (300, 400, 500) for managing multicast group

memberships in a multicast network, the system comprising:
16



and 5a |ocal multicast device, operably coupled to the renpte nulticast

device f ting | GW Host functionality and operabl Yp ye t he
at | east%ngﬁ%g ti cast host for supporting | GW Queri er fu 8?’#(93%18311 %

‘a remote multicast device supporting IGMP Querier

functionality;
at least one multicast host supporiing 1GMP Host funciionalily,

and
3 a local multicast device, operably coupled to the remote

rabiy

4]

(

multicast device for supporiing {GMP Host functionality and op:s

coupled to the at least one multicast host ior supporting IGMP

17



