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containers carrying the cargo are damaged, stolen, tampered with, or otherwise detrimentally
altered. With the shipping of expensive equipment such as aircraft engines and/or perishable
goods such as food, the loss of the cargo of only a single container could result in significant
monetary losses. Such losses could result from a failed refrigeration unit, theft, tampering,
accidents, and the like. However, depending on the location of the shipping container at the
time, it may be many hours or days before the damage is detected. For example, the
container may be one of hundreds on board a cargo ship or freight train. As such vehicles are
often out to sea or en route for days at a time, the condition of the cargo may go for long

periods of time without inspection. By the time the cargo reaches its destination, it may be

too late to save the cargo or effectively investigate the mishap.
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be provided to enable remote monitoring of the containers with respect to tampering and
theft. | If such a system were to be provided, the microserver, by way of the Internet, could
immediately apprise remote locations to either actuate an alarm of some sort, or at least
apprise the carrier of the contdiner of the ongoing intrusion so that corrective measures can be

taken.

Summary of the Disclosure

[0006] In accordance with one aspect of the disclosure, a shipping container is disclosed

which comprises an enclosure for receiving at least one product, a sensor on the enclosure
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[0009] In accordance with another aspect of the disclosure, a shipping container for
detecting conditions of other shipping containers is disclosed which comprises an enclosure,
a sensor on the enclosure for detecting conditions of other shipping containers, a server on the
enclosure communicating with the sensor, and means for enabling communication between

the server and a remote location.

[0010] In accordance with another aspect of the disclosure, a shipping container is

disclosed which may comprise an enclosure for receiving at least one product, a conductive
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about the enclosure, and a remote computing device adapted to wirelessly communicate with

the server by way of the Internet.

[0013] These and other aspects of the disclosure will become more readily apparent upon
reading the following detailed description when taken in conjunction with the accompanying

drawings.

Brief Description of the Drawings

[0014] Fig. 1 is a perspective view, with partial cutaway, of one embodiment of a shipping

container constructed in accordance with the teachings of the disclosure;
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[0021f]or V\?hile the present disclosure is susceptible to various modifications and alternative
constructions, certain illustrative embodiments thereof have been shown in the drawings and
will be described below in detail. It should be understood, however, that there is no intention
to limit the present disclosure to the specific forms disclosed, but on the contrary the intention
1s to cover all modifications, alternative constructions, and equivalents falling within the

spirit and scope of the present disclosure as defined by the appended claims.
Detailed Description of the Disclosure
[0022] Fig. 1 displays one embodiment of a shipping container 11 constructed in

accordance with the teachings of the present disclosure. While preferably a container for a

gas turbine engine 12, the shipping container could receive any type of product or any
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[0025] The server may be programmed in any suitable language to monitor the sensors
and/or gather data about the products within the container 11. For example, the server 15
may be used to host a web page that provides information related to the container 11 or the
products therein. The server 15 could have the information organized thereon in any suitable
format or manner. The server 15 could also include programming to allow diagnostic

routines and to allow software updates/upgrades.

[0026] Although preferably used by individuals at locations remote from the container 11,
the server 15 also allows local individuals to interact therewith through direct connection

with a communications port 21 using any desired device (such as a laptop). Alternatively, the
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appropriate communications gear to allow access to and by the server 15.

[0030]  Although each server 15 preferably communicates separately with the Internet,
adjacent servers 15 (such as those being transported by a cargo ship) could create a wireless
local area network (LAN). This allows the servers 15 to route communications through one
server 15, if desired. Alternatively, the servers 15 could utilize other available outlets, such
as the satellite gear of the cargo ship transporting the containers 11, to communicate with the

Internet.



as the satellite gear of the cargo ship transporting
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[0032] During transit of the container 11 from the origin to the destination, the sensors
could operate periodically to detect conditions. For example, the sensor could measure the
temperature within the shipping container 11. Although described as being at the initiation of
the server 15 (i.e. the server 15 acts as the client in a client/server relationship), the present
invention also allows an individual at a remote location to command the server 15 to measure
a condition with the sensor (i.e. the server 15 acts as the server in a client/server relationship).
For example, the individual could turn on the camera 17 to view the interior of the shipping

container 11 at any time.
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such information directly fromthe server 15 (rather

port NG él6ss! REQE &L attehdP 3y he comuni cations port 21
or wireless access (e.g., antenna 23). [0034]

Regardl ess of the manner obtained, the shipper can
[0034]ev Regardlees ofithe mraneronbtainal tiwediippby carhevser the infdmdtion provided
determ ne how to handl e the shipping container 11. As

by thaseresralifpbeleterinéne Ik pRRMIE G dhistibg e6itaiatr ENAANS &Qnle, the
detailed inspection if the information indicated the

shippef &ﬁﬁ’d‘%)]&:ft afBnglASH & @&ﬁif‘edq{%}féhfij)rgﬂ ﬂs@ingormta éﬁ gﬁﬁda\’e% the

hum dity) in the container 11. ew se, I pper
j ; . ine rudi i ary visual o
prse USRS LOREARLIE 8B NITIND S o Bl Livovise
e s B0 S T B S B eSS aon i
iime, the shipping container 11 can contain any type

bl
not inggcats pyryusyitable enndgfirms. At the origin, the server 15
receives information related to the products wthin

003§1he AC I Thi iFg t] coulg,i clu for,. .
10033 S ASTRLEAE b anti e po e T d Rl phReh issBRugS Ry s i
ot her %%L ing docupments. Such information may be .
the SIPRRIGS eGP O oy tai ey SF FBt DG T8pdichafbthe origin, the
frequency identification attached to, or enbedded in .
servef hyregaivgoinfoypiating related ta the pRIuCEstveighin Wiet dointrier s Fhisrnfogmation
zone of an associated sensor will cause the sensor to
couldrin¢Indes Var extampj, tobuinll of ladfrgy cwtornpaperherdk antd fodle@ Skipping
sensors such as bar code readers are al so possible.
docurb@pe nSlidhdnformation may be received wirelessly as though the use of radio
frequency identification attached to, or embedded in the cargo. Movement of the RFID tag
within a scanning zone of an associated sensor will cause the sensor to retrieve the product
information. Other wireless sensors such as bar code readers are also possible. Depending
on the type of information to retrieve, such information can be received by the server 15 by
way of sensors such as the aforementioned cameras, temperature sensors, humidity Sensors,
chemical sensors, radiology sensors, location sensors, accelerometers, smoke detectors, and
tamper evidence sensors, all of which can either be wired, or wirelessly connected to the

server 15. The server 15 may receive the information using known file transfer protocols

over a TCP/IP (transmission control protocol over Internet protocol) network. Other



on the type of information to retrieve, such

i nformati on can be received by the server 15 by way
w@borgeeees s such as the af orenenti oned camer aspPCT/US2004/000814

tenperature sensors, humdity sensors, chenica

R O SO T PP AT O st
o RIS bl M0 5 Dol i, Rsrmanens s,

may receive the information using known file transfer
BGP gMABE.dIRAP . apdIBIREP/ | P (transmi ssion contro

pr ot ocol dver Internet protocol) network. O her #9 WO

2 P 1 I I
looséo"ﬂn%%%%wré G RS Ao o S A orlg 11 o the
TEL NAMVESERVER, . BOOT PS, BOOT PC TFTP, KERBERCS,
origi r‘;hﬁnﬁer‘f%&ﬁ Daine, trangjtbhe seppges prafesably epsertererdically to
[0036] A designated individual, such as a custons
deteckepidiyme, Adlerlasivelpiethe sertsar eredd bdpmlvbhtmly opfifyiing thaderver 15
arns the server 15. During transit, the sensors
upon pregfearcabliyionpBosd:enipds, iteicasdrk Yol detdet tefbeOEWith tIR \Sontainer
Al ternatively, the sensor could be passive, only

11 (el @mobéﬁ/ ERHaih B DB H&ondBondRAR 18 Dn¥kierqQdist '1ﬁmrem': ﬁ{g

exanpl e, the sensors could detect tanperln

Altho%gﬂ g@%cpiﬁéd asll‘.;len?g gllée m%) SHon& o?%e eé 19 t%e #ﬁg;g%%%c)losure also

I ons Wt COﬂ al ner

escri bed. as .bein |n|t|a ion of the
allow ap gt utl 57§ EemiE LR ORI Ly mfﬂt%s et £ foggausy these
individual at a renote |ocation to command the server
condifigng with#hesigpeors. neerexappled fhei indizidupk gpuldhiaus em disragmerzol 7 to view
exanpl e, the individual could turn on the canera 17 to
the infdrimwof theshippirgrdootaindr 1 he shi ppi ng cont ai ner 11.
[0037] At the initiation of the server 15 (e.g.,

eriodi cal |l on re i ng the destination)

(0037, PRt Riielo P RRaFERT e sheaticoy of Herrger s i destination
prOV|des any i nformati on obtained by the sensor to

or of pygdividusl fem a remity jagators theotsareed S peamdestiery dofotmitiner obtained
11 could obtain such information directly fromthe

by thesmearto e Ipteandie Indihidnals heated mesamthe yontsinagl T benid obtain such
conmuni cations port 21 or wireless access (e.qg.

mfonﬁﬁﬁcﬁfﬁi&cﬂﬁﬁom the server 15 (rather than the Internet) using the commumcatlons

port 21 or wireless access (e.g., antenna 23).

[0038] Regardless of the manner obtained, the customs employee can review the
information provided by the server 15 to determine how to handle the shipping container 11.
As an example, the customs agent could subject the container 11 to a detailed inspection if
the information indicated the presence of an unsuitable condition (e.g., tampering) with
respect to the container 11. Likewise, the customs employee could allow the container 11 to
pass without inspection if the information did not indicate any unsuitable conditions.
Furthermore, the customs employee could determine the level of inspection based upon the
type or quantity of products that the server 15 identifies as being contained within the

10



[ 0038] Regardl ess of the manner obtained, the custons
enpl oyee can review the information provided by the
W@ e0n®6623® t o determ ne how to handl e the shi pptTgS2004/000814
container 11. As an exanple, the custons agent could
shipsPehERdink 9, RRh MRhicheer uen FhBiorfts oI BRE i Hlsd b initiaed
unsui t abl e. condi ti on ..g., tapmpering) with respect
from dgSinls iR e SR {SidBiab 960! DrdhIERe 8 semiseshigy dee remote
could allow the container 11 to pass wthout
locatWﬁ%pection if the information did not indicate any
unsuitabl e conditi&ns. Furthernore, the custons 9
np d determ ne the |l eve]. of inspection_based .
f0034] D RS GRplSs SO GRnRal Gy oF Stnbing PRGTet pl TBF Suppine
15 igentif'%s as being contained within the 10 WO
contasgy 2P b5E 9B PREEUSGR eSS ERY s QffirAdict onemi Henber of products.
Such inspection, or testing, diagnostics, and |ike can
In fac, the teyar ‘jshippingteodtaifer'denudd referdb eny oamgbicomtamsr $uvh as a railroad
server 15, by way of the Internet is connected to the
box cagmrgimd angdinans ovEdB399adiirglere 4 di spl ays anot her
enbodi nent of a shi pping container 50. The shi pping
0 oniﬁiqﬁr,SO is a nobile asset that can receive any )
[0040], , $he shippigg Gertagier 30 inchdanemopitorng sptans 52. Alheughtshown in
. the term "shipping container" could refer to any cargo
Figure 4ris doaatad ip tlechintesios, thebyistenadl ctidst be docatedeat ity stmtable location on
contai ner or over-the-road trailer. [0040] The
the copitaipgi S0y Thentystiemes? iluilescd cdgsiter sebRl 50r ThYsEYSTTABoRR: be any
Al t hough shown in Figure 4 as located in the
knowhRb@buRF or pldGeH AN PeeRYlydnBRetRCAE cdvat s4RY% hand—éx 1d
suitable location on the container 50. The system 5
ol . r . ver 54 could be
e g o e e s IRy S gy Gis own
wev the server 54 is a hand-held m crosever using
WEb%@%ﬁ$ﬁ3§§%§@%ﬂf%ﬁg?éﬂVWQC stem Further, the server 54
may have its own web address, firewall and security

[0041PT OTRE Qdrber JAARALIoARS (REEM Rt IBY ndP A s@lgplpti%container 50

conditions in or near the shipping containe
and/ o?g%ﬂ%g dr%l?eg%l:ﬁ)gtﬁ thgg’&g\dﬁ%gg’giﬁl}% ?)fn n%r%glgeggc{n aéll\i\ésrtSIal nfoopreri%?n%rthese tasks,
the server 54 may interact with one or more sensors 56. Preferably, the sensors 56 utilize
wireless connectivity to communicate with the server 54. However, the sensors 56 could be
hard wired or removably connected to the server 54. Examples of suitable sensors include
cameras (video or still), environmental sensors (e.g., temperature, humidity), chemical
sensors, radiological sensors, location sensors (e.g., GPS), accelerometers, smoke detectors,

and sensors to detect tampering with the container 50 (e.g., contact switches to indicate

opening of the container 50, and motion detectors).

[0042]  The value and origination of the products within the container 50 could also help

determine the suite of sensors placed within the container. For example, a container of
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the server 54 may interact with one or nore sensors
56. Preferably, the sensors 56 utilize wreless

W@ eomeed286/i ty to communi cate with the server SHECT/US2004/000814
However, the sensors 56 could be hard wired or

C C o the server 54 . EX | es of .
clothLBTRUARE SROBESUFe] Fab® sfiab b il I, 8o psopening and
.environnental sensors (e.g., tenperature, humdity),
closiEhBhCRR S &R A o R P8 BPETIab ScmSsAld have a ful
_sensors (ezg., GPS), accel eroneters, snoke detectors,
suite gf ensers Perviding etbstrenic lecksyreloi of dodit dpening/adaniriga emeronhntal
(e.g., contact switches to indicate opening of the
conditions. aTIneesuitb Of sasdrsmoul ddlsdligteateahs $onditRAA] thd R ¥ahtith unit 60.
and origination of the products within the contal ner
OthePQp&noil Argd) 188y B&hhd HeloRE Hih@ﬁ%kl?ﬁuﬁédi defis2k (@£ 3laFon).
placed within the container. For exanple, ont al ner
of 11 WD 2004/ 066236 PCT/ US2004/ 000814 cl ot hi ng may
[0043H av dhe sgiempidecanigomamoficasewitb tiss Interhetas VéorleWadd Wabiia two
| ock, a log of opening and closing of doors, and a
moddse e figdt uroele siénesidy cordmanickias weth ted npehétTraipbed Wi@EWeb using
could have a full suite of sensors providing

cellul@t, @& bCwirOleSoondntufiGaths IPRE fikP ﬁ{?;id@?! &]eféﬂbrlljg used when the
environnental conditions. The suite of 'sensors coulf

conaF S0 {BEALE AES AL OB B B ERO LS 2R lner s0
speci al i zed sensors (e.g., radiation). [0043] The

[0044 er The sdwdnd atvde dditeoily ad@mivhichtet Rethlthé Bita@bt Grw¥IdIWde Web.
Wde Wb in two nodes. The first node directly

The se€RAHbdeAk BRofthbly dsbwhBl ﬁlre:i‘)?éseﬂcfe Nénld tﬂ%o;%kl&?ﬁgéirp&ist (for

cellular, satellite or wireless conmunicati on
ff [ f when .t he, . cont ai ner. 50
oxample 0 ofFRiere 30 B FLGR v ST My R i BB D2 econd
haul i a_si hgle container 50. 0044] The second npde
modefiSh plfefied e S Bl eV orkdb R o1 dotacr syggeas between
Wde Web. The second node is §{eferabjy used when the
contapersdghaethe mashnaceensibletopptainsii ¥ ereths shipi 6. Af‘shepherd”
_ exanple the containers 50 on a transport vessel |ike
microséreersiliporsdhe qonkaigarod vejuld thHer bs dsomdsternmdedingomuit for the
automated, wireless, | ow power network that allows

“flocifadfah¢ Rhayling cQRsInbRII0Eahe coMtAindt BLHSh(BY ehep N8I MRRdrosever
i naccessi bl e containers 50 on the ship 62). A
would 88RO 8 Hmode of communication described above, while containers 66 with the
“flock” microservers need only have communications gear sufficient to reach adjacent
containers. Each transport vessel would have at least one shepherd unit 64 to coordinate with
the remaining containers 66 and to provide a more ‘robust Internet access feed. Alternatively,
the shepherd container 64 could utilize existing communicating gear 68 on the transport
vessel 62 to communicate with the Internet or World Wide Web 69 by way of satellite 70 or
the like, as shown in Figure 5. The shepherd container could be only partially occupied by

the necessary electronics, thus leaving the remainder available for storage, and camouflage of

the electronics.
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m croserver unit on one container 64 would then be the
mast er coordi nator unit for the "flock"™ of the
WO 20vi0ed26¢) cont ai ners 50. The cont ai ner 64 w tPCT/082004/000814
"shepherd"” mcrosever would use the first node of
(004§ T EEAY A RER i BE1 AB0K B MResBRRPFORBGE! b 50, tike
co ni cations gear. sufficient to reach adjacent )
packgl AR pEr ae R 11 e B Pty SYaBPeiiop et 58 dhe pesigper 50 to
one shepherd unit 64 to coordinate with the remaining
knovwcigat whaerhet ebemmwlicteang mdwi 98 ita comserss padbdestinatine rivfete
? access feed. Alternatively, the shépherd container 64
impoctently itutai pracesexibebid g fioammith saisorighgean ted Wereibly reported
transport vessel 62 to conmunicate with the Internet

or acEdsseMinkiFidlafle Jebpd gEMg‘éﬁMy?fed%ﬁfoﬁhﬁﬁ&neﬁgrQ udlt to LB to the
|i ke, as shown in Figure 5. The shepherd container
- : OC ssar .
interf A B BRUpH R ek Plob i c” TR Sl sl BRSFE LY  peniog and
.St or age d cajouf | age of. the el ectronics. 12
closiiy Bf Ais S ASIAHRES 2005, SOU AN SBMSTiOT AR DH#5R1sgd both locally
flexible aggroach all ows the m croserver-equi pped )
or shipgprd;illy 2 BRA, pngceemptely by bakingfthepgtumit witelessly i e single, point of
to have its own "awareness." That allows the container
commp@ui¢asionk frpvintetrest daghss. what when where and why" of its
contents and destination. More inportantly, it can

rogess onboar oftware. wth sepsors fhat can then be
(0041, radfhy* ?Sé)ﬁgwdfé’ie Pgrens disEloSta 1 18 U9T Qhiatiryelighee contarmer 71.
Ieapfro?ging encrypted information fromunit to unit )
The cogtaineg 71 [nprafesehly Sppeddongsistesidinatyecoptiness 64, &@atlibgsontainer
Data such as security breach, |og of opening and
71 weuld gnahuylet dnearchy of sophistichted fsensadhi thef, coohense comditiong oamearby
destination can be accessed both locally or shipboard

contaiet164 6BDRrefambly vire)isg bdrgb] thK cogtainbBeEFEcIHN hve a power supply
wirelessly to a single point of conmmunications for

(not %18%? 88ticRECBDowet BRA6H iﬁﬂ%éﬁesrenl ?&ﬁ&u@‘%ug He f cﬁ%?e%??

isclosure is the use of a surve ance cont al ner

R AL 3B S SRS 5y o

[ of saphi sticated sensors that could

.dnclude an arra
whlc}é%eﬁlsl%e usgh iR Pci)%ﬂ‘ﬁh%ﬂn’ﬁeé g electronics. The existing power supply of the

cargo ship or other transporting vehicle can also be used.

[0047]  The container 71 could also assist the “flock™ containers 64 communicate with the
“shepherd” container 641 by relaying the data (as described in the second mode of
communication above). That could allow the container 71 to review the sensor data from the
other containers 64, 66 for anomalies. Preferably, the presence of the container 71 is

unknown to the shipper. Ideally, the shipper believes the container 71 is a normal container

64, 66.

[0048]  Upon reaching the destination (or perhaps earlier), the surveillance container 71
could notify relevant personnel of possible hazardous or anomalous conditions, or that the
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contai ners 64, 66. Preferably not carrying cargo, the
container 71 could have a power supply (not shown)
W@ ndoftiogi2zent t o power the sophisticated sensor SPCT/US2004/000814
t hroughout the journey. Alternatively, if a
situatﬁcﬁf‘ e[ﬂg))g%@ %Bﬁ{ljalc %&)gl\l/éllg% P]n s gnnoét)l lgl S %é%&e{lgcﬁ‘?lt I(?uesltorms
urveill gance eI ctronics. ex stlng power supply of
persoffl <Gyl 93%0%1?06 6h it tep ey 08 qrhgZardenséame Riskpadtions)
be used. [0047] The container 71 could also assist the
or grang prawdlatedrﬁteaw@frthe eanteoernin; efatfer mirtal cérelitidnshepher d”
cont ai Mer 641 by relaying the data (as described in

de of co ni cat i ove). That coul d
[°O4§A| " SE SRR oo ST SORL AR Blionibarar Rl bettr
he gfr co talners 64, 66 for anonalies.
manaé?fs?lgr‘)é gsupp éhﬁ% BESERS IS phapoilase af preducts dyring shipment,
unknown to the shipper. ldeally, the shipper believes
Possiblygedisas miswencebtasonghaemiaherc gasists wigh ins6ripcd@ainf RS} ments,
Upon reaching the destination (or perhaps earlier),
ete. Theemprwseniel g aisodntitidd atintehha of Gdhdnited ifdriisk 8k 8\GH (global
personnel of possible hazardous or anomal ous
ositieAEhtd]1iRN Sy otBEr b t :
PO 20 5 0 obaton! Mfer ib%n XQS %@%@Qﬁ@r@%‘gn of ic contpiner to be
identi®@@qt he ‘notification fromthe container 71, custons
personnel could place a hold on the containers 64, 66
(for hazardous/anomal ous conditions) or grant
[0050] mBelferrirg moy aaBigs.af aridk acloiid ahbedifchtiof HMiffiRs cdHRiAd
conditions). [0049] The use of the mcroserver also

consthi@fed b Beor&R06 WithShe %Q&llﬂés‘ﬁfffﬁ@&ﬁﬁﬁsﬁ'la{l Sé’glﬁeﬂﬁgftr&%rred to by

managenent of the supply Cchain, preven 0SS or

refereﬁ@é)ﬁ&rﬂ&gl Alo. pAé)%%lstpgx%{n' B q{a?nerqg?) ngfu odse(sjl gue g(tlgs% 192

re uces 1 nsurance rates on the cont
nts, etc, The croserver

surg cl.ai s/ adj u
havin, °°r§ @% P?Pé?%@g OP&A aﬁif‘ R e {ninrqueh whish agw@dpgt (not
S obal positions satellite) or other |ocation
show@l 448 @? 361‘3@ ARG relopdrd feom the anglogwied®20The deorsdft anaydre provided
to be identified. [0050] Referring nowto Figs. 6 and
with 1gcksal OB prbvedebthd iendoture 02awithisgqiring poeisaisner

[0051]  As with the previously identified embodiments, the enclosure 102 includes a
microserver 110 in communication with a plurality of sensors 112 provided within the
enclosure 102. As above, the sensors 112 can be provided to measure any type of parameter
within the enclosure including, but not limited to, temperature, humidity, chémical
concentrations, radiation, proximity, speed, acceleration, smoke, and the like. In addition,
one or more of the sensors 112 may be provided in the form of a video camera (still or
motion) to provide a remote location 114 with a video feed by way of the Internet 116‘ and a

computing device 118.
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constructed in accordance with the teachings of the
disclosure is generally referred to by reference

woonened23d00. As shown therein, the contai ner RODUS2004/000814
i ncl udes an encl osure 102 having doors 104 adapted to

pe I ni 106 t hr.ough i.ch r oduct

1005 AC AU PR B AMGBRRRUTE 3 O Pt g Pt B
encl osure 102. The doors 104 may be provided wth

commuugatiopdety e ihesaryd Ilfand tha lpisme 1182%&’? #reeEplishadywirelessly
provisions. [0051] As with the previously identified

by waybbaisatelites locelrscamaivosu celd@netwerdknd g lake. fheddisionyare of
110 in comunicdtion with a plurality of sensors 112 @

ordinpryoskiildl ecthevattwill alsoemdentand st ehelddpufisg dbave 18 b be provided in
sensors 112 can be provided to neasure any type of

the fRBT IREHumbet biiFefABd QNG AU Ent Mk HOU 111Gt cpﬂdtdegl&Ep computers,
limted to, tenperature, humdity, chancﬁ

taptof S B W RS PE AL ARl T My B3R i grptongymd the

. of re of. the sensor 12 may be. provided in the form

like. s Wity g dorgmenepep &y 0%lf%?ﬂtsa¥1%ﬁmts>ﬁ9sefvs=r brOmayogt its own web
renote | ocation 114 with a video feed by way of the

page ppd Bierby server aswidigting aapeier wep adress enth@world wigs web and the
2004/ 066236 PCT/ US2004/ 000814 [0052] As will be

access dardiiglythe doternst bywappf amyofithe cohputind dexiogs $k8.| In donddifeg the
art, the comunication between the server 110 and the

user dfithesysedm ddbbCatywheriaaBeabile Besh M ot 8 ness Ftturly Mettof
a satellite, |ocal area network, cellular network or

vl s 005 o 5L B AL ek o

art w al so understan
e ROyl R B AR, uhe gened and

deskt op ¢ uters, laptop conmputers, wireless PC
Comr‘i‘%‘?aé?cﬁt,o t%e %ﬂsﬂveﬂild;&c al assistants, cellular phones,
and the Ilike. As with the aforenentioned enbodi nents,

[OOSZ#t] ReArﬁiﬁEl%ﬁSJ Yi&h rési!)gctg?ﬂle!}ﬁé\;ioﬁst %Fs&%]sd oggggﬁs g&g%ver, is the

ereby server as sti'nct node or we res
o R LA R0 5% R ety et
cont i B B 5 S s S oL
parameter sensor 126. The conductive grid 122 can be provided within the enclosure 102 in a
number of different ways including, but not being limited to, being imbedded directly within
the enclosure walls 102, attached to an interior surface 128 of the enclosure 102, or painted
onto or otherwise adhered to the interior surface 128. For example, while not depicted, the
conductiv;a grid 122 can be provided within a floor 130 of the enclosure 102 by machining
grooves (not shown) into the floor 130 and then embedding the conductive grid 122 into the
grooves. In the case of a wood floor 130, as is typical with such containers 100, the grooves
can of course be routed or sawn into the wood with the conductive grid, i.e., wires, then being

embedded into the grooves. Similarly, with respect to walls 132 they are typically
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war ehouse, a distribution center, or a residence and
once accessing the web page hosted by the m croserver

wda i@4/06e36 mmedi atel y provided with the infornaPCDNS2004/000814
bei ng sensed and conmunicated to the inicroserver

man%eg%rfh %gﬂn n‘@l g} 1ns Elt?ncg\e}\tlgl\‘/lélp ab ?S ecésetogf%tggg$ Eeﬁ eglebcl)awes 102,
such 3L P EB vayrin er deoacmEak Bia“q”r‘v'e”gf a2

connected to a power source 124 and provided wth an

[OOSA_ﬂLI ekt aRl coﬁ@ﬁ(ﬁ%gglﬁ 158 n§’§U rb¢fted Z{i@;e&?@g%y ?flﬁ pgwegsource

can be provid MAthI he enc sur

124, Ol LSRR S BB Ul B v provide.
: 8Josure mall 102, attached to_an interior surface

First %Z USPURGQITERE Fhé‘é‘tﬂhéh‘i pondugive,giithi ey thegemguesive grid 122 forms a
otherw se adhered to the interior surface 128. For

cage gopagiipnes refphie éo aoa Fafedyctagd withirethecorldsiot 102 §udhch d:22 greatly

. can be provided within a floor 130 of the enclosure

1mprdv@2 sigyalfmide ratio gf thg kQBWES] 12Meithis faehkidstited 02 b ihd@fIng the
130 and then enbeddi ng the conductive grid 122 into

interibih6¥ th@EQAWYRTe 10NFbRxERSRuOtadto WO 1
typical wt he such cor}1(t ai n1e1r sa 100, @%ﬁ@’ g?%%vg@en%tré&fous radio

frequ@rﬁ# dsﬁéﬁaﬁ%o‘fr%%ﬂéﬁcoﬂfac?@% tﬁ@éage tﬂ%ﬂ eve dlé;‘ﬁg)élgeéietaroughout the

lve gri

to _the. v th res t towalls 132
cona i mighief b B Sy 5@%%%@%71@%@%& pasSp J08 rgtosaer 110
manufactured, fromnetal or insulative materials as in
can ﬂieﬁ oeddke yteriog pf fhgcpriamgr o Iniekingwp sionals refigetsd baek by passive

the conductive grid 122 can be enbedded therein.
RFID[sgu®uy pomisked ohéhemedud twitheutoutsidd 2Rerifasiecepr ovi ded and
energlzed by the power source 124, i.e., by directing

ent h r et hr.ough, nunber of advant ageous
(0055 ¢ ?ﬁO& div, fram hdpitthion detpstioBperspgotiiey dopy oy were e inrude or
t hrough the conductlve grid 122, the conductive grid
otheryiso tafﬂéi?wlﬁlt & spdossmbdd, westrica} parpmeterspfale conbnetadagrid 122
cage within the enclosure 102. Such a cage greatly
will neeggsanile be sffgrted whishsen baidentifitd binehessbrsiiuad padrhRettd bdtisbr 126
the enclosure 102 by insulating the interior of the

and c@ntiuaRured td the rhiceive %t 1 B0 HAREQ the AUYEREYer 19D §8d/or the
When extraneous radio

computing device 118 can actuate an alarm or otherwise notify personnel to take corrective

actions. At the very least, a log of the event can be created for historical tracking and

identification of the intruder.

[0056] Referring now to Fig. 7, a sample flow chart depicting a possible set of steps which
can be taken by the disclosure is identified. In the identified example, the electrical
parameter sensor 126 is a resistance sensor, or ohmmeter. By knowing the overall resistance
of the conductive grid 122 once energized, if someone were to interfere or tamper with the
conductive grid 122, such as by cutting one of the conductors of the grid, the overall
resistance of the grid 122 will necessarily change. The change in resistance will be detected
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frequency signals conme into contact wwth the case,

they are evenly distributed throughout the conductive
woraioe06@Be of the grid 122 wi thout reaching itsPCTUSIN00000814

space. The microserver 110 can then flood the

oy B P ol A elfhinb ey P BB P B B can e
sctoalgd RSk v e o /oF e B B @88 Yolgse,and

anyone were to intrude or otherw se tanper with the
the likpcl osure 102, el ectri cal paraneters of the conductive
grid 122 will necessarily be aff&cted which can be

dent.i fi by,.t he e] ect.rical paranet sepsor, 126_. and )
005 10 el gl b £ B D R R e il v reenersive
.. mcroseryer. 110 and/or the conputing device 118 can
to m%%,lf g candystine grdyl 32 vaibinihgieadonte il03  peis soidertifieddyt astep 136.
corrective actions. At the very least, a log of the
Oncedpgialicds the nowee seute tR4 srcomestadrtd dlad grid ankhagbpenkergizes the grid
identification of the intruder. [0056] Referring now
122 asdndiegged By a step ABP) Onbd evrgihed, thal@pirAll iebigtadePOREE BbRiuctive grid
set of steps which can be taken by the disclosure is

122 dafl@Bkichbiged ad MdldaRdigenkd 1 /0o KA Srovidle b%ls&;h%roir G8lired level

paraneter sensor 126°is a resistance sensor, o

t ar, - i e I esi st ance . he
o e s Pin QB 060, W A R B R 28 e
eﬁohntﬁ§fere or tamper with the. conductive grid 122, o

pertodiGally SehsHl Ot F e b mkery?! tRpng HR RINGHSS 1o panqsecqyds as indicated
the overall  resistance of the grid 122 will

by a slen ks aften Whicheeged amslactysh ryelsiof reséstanse aredeowin. | THegwo can
detected 16 WD 2004/ 066236 PCT/ US2004/ 000814 by the

then b eonuziesd/asrbylthe campiiting ddveceddRpmtisteg 1ddyindaf 4dy8difference, delta,
wher eupon the alarm 134 can be actuated. In

is ideatifiet inat stapel 457 HedilaRN B4 canh® aehakiraks @Iﬁiicd@&f%‘@‘éﬁéﬁ 1488nd a log
be current, voltage, and the like. fo [0057] As a

of thd &M (ktep WuBNcdnBRREEH e d. OA fibiativhly, if ndMidila &%P%l?g{qu rE@nce is
a first step wll be to energli% to insta he ™
detecfeg gg??iﬁéfa\éegl l%{/é g[eé ?é% [ %%}_speng Qremgt%gh %E?rlfl rre ur% 62 'sen-ls-lr}llgsché S

conductive grid resistance step 142 to continue the process.

[0058]  The present disclosure has been described in connection with the preferred
embodiments of the various figures. It is to be understood that other similar embodiments
may be used or modifications and additions may be r.nade to the described embodiment for
performing the same function of the present disclosure without deviating therefrom.
Therefore, the present invention should not be limited to any single embodiment, but rather

construed in breadth and scope in accordance with the recitation of the appended claims.
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Once installed, the power source 124 is connected to
the grid and thereby energizes the grid 122 as

WO neHoead2e6l by a step 138. Once energi zed, the PEBU&L04/000814
resi stance of the conductive grid 122 can be neasured

Vﬂm@ﬁckq%&?%ted by a step 140 to thereby provide a
r desired level of resistance. After being
depl oyed, the resistance of the conductive grid 122
can be periodically sensed on any desired interval
r angi ngAfhippingicobfager,t@npaid@geconds as indicated by a
step 142, after which, desired and actual |evels of

I 681 SRRGSR Bf fckiR tlEHﬁy% p then be conpared as
by the conputlﬁg deiée n.fﬂﬁﬁg step 144, and if any

di tified in step 145, the
al %{e%ﬁ%gﬁﬁg%g %5%560%315’3?188%§§teft% ac%o(nélg Oﬂ?y/ a step 146
and a lo he event (step 148) can be created.

Al %’FY‘F&P%\%EI §pe qsflrerﬁ?na’é‘iu%l%at’é‘@ VHbihg sensAr; ead st ance i s
detected as indicated by a step 150, the system or
menpRad feranabling eommuniselinsis gtweler thromedier tid @ rgnéte location.
resi stance step 142 to continue the process. [0058]
The present disclosure has been described in

connect re nhodi ments_ of the

vgjr“ oushi%r%‘ mp Ee'% ctoFxfauE’ Otf st cl gxgrleg} %8 §CSRRE By gfronmental
Smm&m m | ar enbodi ments may be used or nodifications and

Addi ti ons may be made to the described enbodi nent for

performng the same function of the present disclosure

W t hout deviating therefrom Therefore, the present

| rvent it sahppilotboRfind @ e

enbodi nent, @g ngr at her fkl&%tlr ﬁgg&}rﬁﬁ% FQ' égg%%&ws o ermg with
ﬂweﬂ&béggordance with the recitation of the appended

clarnms. 17 WD 2004/ 066236 PCT/ US2004/ 000814 What is

claimed is: 1. A shipping container, conprising: an

encl osure for receiving at | east one product; a sensor

ort. t he Techppingeontpaloé clafm detwvhatintle sergondiatlb&Mon densor.

server on the encl osure conmunicating with the sensor;

and nmeans for enabling conmunications between the

server .and. a rennte.l ocatj on
esr ﬁle shipping container o?clalm 1, wherein the sensor is a camera.

6. The shipping container of claim 1, wherein the enclosure is a gas turbine

engine enclosure.

7. The shipping container of claim 1, further including a conductive grid
operatively associated with an interior surface of the enclosure and a grid sensor monitoring

an electrical parameter of the grid, the grid sensor communicatively coupled to the server.
8. The shipping container of claim 7, wherein the grid sensor is resistance sensor.

9. The shipping container of claim 1, wherein the server hosts a web page.
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2. The shipping container of claim1, wherein the

sensor is an environnental sensor. 3. The shipping
wa@omiase2es of claim 1, wherein the sensor deteECBHUS2004/000814

tanpering with the enclosure. 4. The shi pping

c ai ngr laim.1.. wherein the sensor is.a locatio

st or Kt ik d Bt BESGR Srik bEAGPET

the sensor i.s.a canmera. 6. The shi ppi ng contai ner of

o I BPHARE & gaih Qe ) SHPBINE Sonlhigagine wlimg @ enclosure for

.engi ne enclosure. 7. The shipping container of claim
recelying i leasione pragugld R sensar e Hgueotiosec s saiveropéhaenolasuye

associated with an interior surface of the encl osurk
comnandcaingrwith the sasor, and hicand g end@linglceginfuinatioRebaWBELihe server

of the grid, the grid sensor comuni catively coupl ed

and alrembRo&fiover - 8. The shipping container of claim?7,
wherein the grid sensor is resistance sensor. 9. The

shj.ppi: -a] | aim 1 er.ei n_the server

PRl SO ALTRty e Bl iR e ety Gond 14
demilg' A nmet hod of nonitoring a shipping container,

I@'ﬁﬁ’rising the steps of providing a shipping

cont ai ner, said shipping container including an

erfOPBRYHeAting betvcenillvg segvearnd dwsemotedogatiod i tospenss o thor

on the enclosure, a server on the enclosure s X
condigionaithecduringtheirtdsit dret enfestinatianpandeans for enabl i ng

conmuni cati ons between the server and a renote

| eletdrmbring datied thegomliGONHi dnivdBcdplabldddgdggasor during

transit between an origin and a destination;

comuni cati ng between the server and the renote

| gcat i in response to the condition, either during

t H “tr ir{leﬂaqd ok claipel  ddiergim 6919 dgteg;mg step comprises detecting an

environmental condition.

12. The method of claim 10, wherein said detecting step detects tampering with

the enclosure.

13. The method of claim 10, wherein the detecting step detects a location.

14. The method of claim 10, wherein the sensor is a camera.

15. The method of claim 10, wherein the container is a gas turbine engine
container.

16.  The method of claim 10, wherein the server initiates said communicating step.

17. The method of claim 10, wherein the remote location initiates said

communicating step.
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determ ni ng whet her the condition is an unacceptabl e

condition. 11. The nethod of claim 10, wherein said
Wwa@leae06d266) st ep conpri ses detecting an envir OPOENEZEN4/000814

condition. 12. The nethod of claim 10, wherein said

detecti ctS t ering with the encl.osure.
13 TR hEEo SR B MRS At s e B2 brifg pep

d faﬁtects a.LOC@%ion. 14. The nethod of claim 10,

SO e P RS A SEPS PE a canera. 15. The nethod of
claim 10, wherein the container is a gas turbine
enJPHEIngHHERNIRG eontaiger, Thé shipping donthinet michadii(y, anvdvelogiire for
the server initiates shid communi cating step. 17. The

receinipg bkbagifone padduct, @ sembeseibs chblesure midend 8 & 98blin
initiates said conmunicating step. 19 WD 2004/ 066236

commtéaiéAon0 B4inReR BkAervtB and' PEREJIOhAfiod;aci | i tating

shi pmrent of a container froman origin to a

d LAt } Sj t f: i dj )
CeFhpA 8020 SOTRERH Bk B BLERE Bl BEOHE S Bapgn
recei ving at |east one product, a

. an..encl os for

lnﬁng%?v%¥ﬁ%ﬁ¥%ﬁge3%%?%93?3¥ﬁ5 d nmeans for enabling
communi catj ons between the server and a renote
| SORMHHCAtngHstWacAdhe $r6ves and dhe remetedpeationainsisponet teha

) the origin and the destination, with information

informaticst, etthergluring trasit edtwterothe opigochndtthe desinmivrcatst @@ destination;
bet ween the server and the renote |ocation, in

and response to the information, either during transit
between the origin and the destination or at the

.d Q@téﬂﬁﬁﬁﬁg B reﬁgg}l%te gﬁ ﬁ%gﬂ%?%ﬁ‘tg%né ihB\ﬁ/rtg $R24E ﬁlet sg%galtplqu% c.:ontainer.

i nf ormati on, shi pprng con

19. The method of claim 18, wherein the shipping container includes a sensor, and
the method further comprises a step of detecting a condition with the sensor during transit,
the determining step determining how to handle the shipping container in response to the

information or the condition.
20.  The method of claim 18, wherein the server initiates the communicating step.

21. The method of claim 18, wherein the remote location initiates the

communicating step.

22.  Themethod of claim 18, further including the steps of providing a conductive
grid within the enclosure, monitoring an electrical parameter of the conductive grid, and

actuating an alarm if the electrical parameter changes.

23. Themethod of claim 18, wherein the electrical parameter is resistance.
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19. The nethod of claim 18, wherein the shipping
cont ai ner includes a sensor, and the nethod further

wempnemes a step of detecting a condition w tPCT/H82004/000814
sensor during transit the determ ning step

dejerm Rig g to. t he shi pping contajner in

r eisf;onsg g)p% o aﬁ?e(g ?gfa(f SIS Polﬁcﬁg SH @S SRipPYIg comigimers,
Commethc_)d of claim 18, wherein the server initiates the

RGHtani cating step.  21. The nethod of claim 18,

wherein the renote |ocation initiates the

cOMIENSIsHES ng step. 22. The nmethod of claim 18,

further including the steps of *providing a conductive

gra skngértdui the ehdoene foa Sleteeting@dniditivnk B9 t]@rbtl‘i‘ér%ﬁfpbirfg%ontamers
paranmeter of the conductive grid, and actuating an

al agevdriontthee Qatd é&xﬁhmﬂ@a{tﬁ%ﬁ)@lﬁ{ heRangesng23. The

nmet hod of claim 18, wherein ectrlca paraneter

PCT/ US2004/ 000814
ISmEﬁl%lflppln %%% g%%é$q¥ %%&g%f?ﬁ87 Rdeognecaon.

ot her shipping containers, conprising; an encl osure;

a sensor on the enclosure for detecting conditions of

t 8. ot HBre shiyipiyg cuytainertodichn 94, whersRi M€ kerRBr fsRBlected from the
encl osure communi cating with the sensor; and neans for

groupestadehiongcARBAHE b€ Aded BerR6is V&R ArohRnSEEQ }ﬁ%rls atﬁl%n‘g frl SURLE,

| ocation. 25. The shipping container o

radioBR%PIAsdR Qo SAIBRUEndoPs ? %@é el SLOm tsg%\l;eg %ﬂ png tampering

Sensors consi sting €0 SEensors,

Smmoﬁgnsors chem cal sensors radlologlcal sSensors,
ocati on sensors, acceleration sensors, snpke sensors,
and tanpering sensors. 26. The shi pping contai ner of
clai m 24, wherein the server hosts a webpage and

casmuniftatskippig cohesiser b Watnd 24 Nehdr ERTEEsdrPGHbRA Wabpage and
way of the Internet.

communicates wirelessly with the remote location by way of the Internet.

27.  The shipping container of claim 24, further including a conductive grid
operatively associated with an interior surface of the enclosure and a sensor adapted to

measure the electrical resistance of the grid, the sensor communicating with the server.
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27. The shipping container of claim?24, further
i ncluding a conductive grid operatively associ ated
wowdaon/0e6236 nt eri or surface of the encl osure andPEI/E8V80000814

adapted to neasure the electrical resistance of the

grid, the sensor communicating wth the server. 21 WO

2004/ 066236 PCT/ US2004/ 000814 28. A shipping

cof¥-ai ndrshippitgmontingg; ccamprisimgt osure for receiving at

| east one product; a conductive grid operatively

asgogichisect fof tdeeiviig £ MakOsie@odiRt;poWer sour ce

c%nnect ed to the conductive grid and adapted to

eresgidaedaid GRAANET MSo@hibdlwit (RELRUHAN the.

encl osure adapted to nonitor a condition -dssoci at ed

Wi ' rid; ,and a server, on . the .

e n%: o\&%‘?gul%g gg‘i’%g{et\égo S %‘fwglgf -alnﬁ afppted lgnsFeizaile o
condl cg{catiﬁn renote fromthe enclosure. 29. The shi pping

¢ohf&Yer of claim 28, wherein the conductive grid is

metallic pesh nmounted on an interior surface of the

erfciegeiroa thaenclasyee adapisditagongot atomslitiaf assbaated 26th the

wherein the conductive grid is enbedded in an
condygitvergridy arsur f ace of the enclosure. 31. The shi pping

contai ner of claim28, wherein the conductive grid is

painted on an interior surface of the enclosure. 32.

The shi ppi ng contai ner of claim28, wherein the

C [ ) irst . insulating | ayer, a.

Qe b %&ﬂcﬁ)lshﬁCJd d t@c%ngllnpﬁlléatfa Sstin t%%: g?r%%alfd%lgﬁ%on

nmetallic paint [ayer over t I'rst 1 nsu

e i nsul ating |ayer over the netallic paint
remofé;]f;oé]?.t}%?’e%.%f&?,wg_ shi ppi ng contai ner of claim28, further
including a refrigeration unit. 22

29.  The shipping container of claim 28, wherein the conductive grid is metallic

mesh mounted on an interior surface of the enclosure.

30.  The shipping container of claim 28, wherein the conductive grid is embedded

in an interior surface of the enclosure.

31.  The shipping container of claim 28, wherein the conductive grid is painted on

an interior surface of the enclosure.

32. The shipping container of claim 28, wherein the conductive grid includes a
first insulating layer, a metallic paint layer over the first insulating layer, and a second

insulating layer over the metallic paint layer.

33. The shipping container of claim 28, further including a refrigeration unit.
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WD 2004/ 066236 PCT/ US2004/ 000814 34. The shi ppi ng

contai ner of claim 28, wherein the sensor nonitors
we@b@asi2ze@l resistance within the grid. 35 ThBCT/US2004/000814

shi ppi ng contai ner of claim28, wherein the server

W £ el e . ,cate i.t hthe sensor and the .
et o fﬂé%% Hﬁ’g‘ggy‘g%‘i‘lg%’h"? i 8 HGeEEh TS SHPT Brondpraichctrical
re .%8 mq%r%'n t he server communicates with the renote
SsiABee VIR By 8Why of the Internet. 37. The shi pping
contai ner of claim28, further including a second
sensor within the enclosure and adapted to nonitor a

pagRMetBe éﬁ%?g A Jf%laﬁﬂ%iﬂ%&ﬂléﬁlt the §%\1’ng vglgglg%s&y

shi ppi ng container of clalim?28, erern

Qﬁpﬂ [ wirelessly with a radio-frequency
Comrﬁl%gﬁﬁ%sf‘?lca | gﬁ‘%t%%g‘ﬁ%ts‘%e&%‘?lg%@ac%{lh t he product. 39.
The shi ppi ng contai ner of claim28, wherein the server
hosts a web page. 40. A nethod of nonitoring a
sHoppi rihechippaigneintai@§iciagh 29; whdeahe s&i¥erPommunicates with the
conductive grid provided within an enclosure; sensing
remott 16€#idh biy vy ATIRCHAL RS Wi th the conductive grid;
comuni cating the sensed condition to a server
associated with the enclosure; and transmtting the
served condjtion fromthe server to a renpte |ocation
427 The heshipptnesiontdingr of 4Bim ’Behgher intledmgrsiengdsietr within
nonitors electrical resistance within the conductive
the engldstire ad addjited tremboitoraf pacdradten ABocidted tWidrthé Pt ng
the step of attaching the conductive grid to an inner
surface of the enclosure. 23 WD 2004/ 066236

ng/US%%Q4 000814 43'8£&§F§§ hod of claim40, further

i nel udi'hg SERBINSCaptager Whrgeip dhrisgepnd eensefroghmunicates
. onfo_ap i nner surface of the enclosure.
wirelessly with a radio-frequency identification tag associated with the product.

39.  The shipping container of claim 28, wherein the server hosts a web page.

40. A method of monitoring a shipping container, comprising:

energizing a conductive grid provided within an enclosure;

sensing a condition associated with the conductive grid,

communicating the sensed condition to a server associated with the enclosure; and

transmitting the served condition from the server to a remote location.

41.  The method of claim 40, wherein the sensing step monitors electrical

resistance within the conductive grid.

42, The method of claim 40, further including the step of attaching the conductive

grid to an inner surface of the enclosure.
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4 4 44. The nethod of claim40, fiuher including the
step of enbedding the conductive grid in an inner
waokace3®f the enclosure. 45. The net hod of cbai/ms2b04/000814

wherein the comunicating step i s perforned

wijele . h m 40, mh rein the
tr asﬁs ﬂ%lnﬁatﬁg? 8%%5“%@7&%@?&180 %\“géli’eeggq oL Paantingithe conductive
.dng thod of claim é?i whereln the transmitting step is
gnad iy P?BPH@H“%#PEP@ gaclogdieng the Internet. 48. The
nmet hod of claim40, further including the step of
detecting an intrusion into the enclosure when the

Fonecd Pendkboosr oiRnA8 A ind0BnIRINID O ofeduimalle

further. including the step of

condBTF G B B85 Bk aflbel T or ot ecting an

intrusion into a shlpplng contai ner, conprising: an
encl osure adapted to receive at Ieast one product; a

c o¥iductTheenghodlo D@ einatd, Wekeyeid BR0Dnah @ cMdektdo€ performed
encl osure; a power source connected to the C Bctlve

wirelgdslyd and adapted to energize the conductive grld a
sensor on the enclosure adapted to nonitor a condition
associated with the conductive grid; a server on the
encl osure adapted to communicate with the sensor and
geifer atldheancthid of daim 49 stteminbwutansnéting slep suipeforapd

wirelessly.

47.  The method of claim 40, wherein the transmitting step is performed wirelessly

using the Internet.

48.  The method of claim 40, further including the step of detecting an intrusion

into the enclosure when the sensed condition changes.

49.  The method of claim 40, further including the step of actuating an alarm when

an intrusion is detected.
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a renote conputing device adapted to wirel essly
communi cate wth the server by way of the Internet.

WG 0040b@36yst em of clai m 50, wherein the servepChuS1084/600814
website. 52. The system of claim 50, wherein the
conductive grid is attached to an interior surface of
the enclosure. 53. The system of claim 50, wherein the
cotfiuct Avestemifor deteqtimigraneutrasniningna shipEing oontaiey, ta@frising:
of t'he enclosure. 54. The system of claim 50, wherein

t han aohductdduee@td tetive ankeddadpioauan interior
surface of the enclosure. 55. The system of claim50,

j ok i i st ance
bR REsAlivofy, AlodES btk &@E%{C%fef er
[ ' ithin.t closure an
e o e BB 38 REChnith e Bt B8 BRGRISTIN Fetave the

con_dl.rl)crtf\)/% ug%td, 25

a sensor on the enclosure adapted to monitor a condition associated with the
conductive grid;

a server on the enclosure adapted to communicate with the sensor and generate a
wireless system about the enclosure; and

" aremote computing device adapted to wirelessly communicate with the server by way

of the Internet.
51.  The system of claim 50, wherein the server hosts a website.
52. The system of claim 50, wherein the conductive grid is attached to an interior

surface of the enclosure.

53. The system of claim 50, wherein the conductive grid is painted onto an interior

surface of the enclosure.

54.  The system of claim 50, wherein the conductive grid is embedded in an

interior surface of the enclosure.

55. The system of claim 50, wherein the sensor is an electrical resistance monitor.

56.  The system of claim 50, further including a second sensor within the enclosure

and adapted to monitor a parameter associated with the product.
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