|  SYSTEM AND METHOD FOR MANAG NG ACCESS TO SERVI CES OF AN ACCOUNT FOR AN
ELECTRONI C COMVUNI CATI ON DEVI CE  FI ELD OF DI SCLOSURE 5 [00011 The present

di scl-osure relates generally to a system and net hod for nanagi ng access to
a service relating to an account (such as a voice or data service) for an
el ectronic conmunication device. In particular, the invention described
herein relates to nonitoring access privileges for an account, determ ning
when the privileges may be restricted ahd providing nessages and options
regarding the status of the account on the device. 10 BACKGROUND COF
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provi d8r frequently sets a default “"rollover" for the account, where the
access is_ autonmati callﬁlgxtended, but the pricing and access features of

the accouRACHr@RONAYQE HFCHOSHREf erent ¢l ass of account. Frequently, the

new cl ass {0%%%] hi %h(%m{egs?ﬁéndﬁad rsnlcjxlgipe’ cowneumucgt?gn cl?e%\éle ! icglly2accesses a plurality of

different networks, such as voice and data networks, As wireless communication devices are

portable, they can connect and communicate with several different wireless communication
15  networks as they roam. Data accounts can provide one or more services such as email, Internet
 access, Really Simple Syndication (RSS) feeds and other services to the device. One popular
data service for a wireless device is email, which provides an ubiquitous means of electronic
communications allowing a user to create and distribute an electronic message to others. Voice
accounts can provide cellular telephone connectivity, text messaging, Short Message Service

20  (SMS)and others.

[0003]  Each service that the device subscribes to is typically associated with an account to
track usage and billings for the device. Accounts may follow any accounting paradigms, for
example: billing per time period, per use, flat fee, volume based (on either time or amoun), ete.
If an account expires for a service (for example upon exhaustion of a preset data amount), a

25 service provider frequently sets a default “rollover” for the account, where the access is
automatically extended, but the pricing and access features of the account are changed to a

different class of account. Frequently, the new class has higher fees. As such, the user having a



certain type of account may not be aware that his account has expired and
automatically rolled over into a different account. As such, his usage
charges woul d be higher and he may only discover this rollover upon
recei pt of his next statenent for his account. For exanple, for a trial
account, access is initially provided to the service for alimted tine or
data transfer amount, If 5 the user exhausts his trial account associ ated
with the device, he may not be provided with any indication that his
account has expired and has "rolled over" into a different type of account.
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notification nmay be provided through a nmessage provided in a 20 graphi cal
user interface (GJ) on a display on the device. [00081 In the nmethod, upon
selection of the option to reactivate the account, a nmessage may be sent
fromithe SEVMIMARVAOBDISCNORSURE comuni cation with the device that provides
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provides a notification on the device that the account is inactive; and provides at least one option
15  inthe notification to reactivate the aceount,

[0006]  The method may further comprise: upon selection of an option to reactivate the

account, initiating a request o reactivate the account; and upon reactivation of the account,

providing access to the service relating to the account.

[0007] In the method, the notification may be provided through a message provided ina
20  graphical user interface (GUI) on a display on the device.

[0008] In the method, upon selection of the option 10 reactivate the account, 4 Message may
be sent from the device 1o a server in cormmunication with the deviee that provides a request to
reactivate the account.
[0009] In the method, while the account is inactive, another service associated with the

25  account may be accessible by the device.
[0010]  In the method, the service may be to provide access to received emails addressed to

the device.



[0012] The nethod may further conprise providing a part of the service to
the device when the account is inactive. Part of the service nay be to
provide an indication of a received email by the device. 5 [0013] In the
nmet hod, the account nmay relate to enanils for the device. Further, while the
account is inactive: emails relating to the account may be continued to be
received by the device; and the emails that are received while the account
is inactive may have limted access pr?vileges when accessed through the
device. [00141 In the nmethod, the status of the account nay be provided in
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access to the serV| ce related to the account depending on the status fl ag.
The fourt Fpbbihed %Cegenerat es and sends an out bound nessage fromthe
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15 [0016]  In the method, emails relating to the account may be provided to the device on a push
basis from an email interface server. Alternatively or additionally, emails relating to the account
may be provided to the device on a pull basis from an email interface server afier a request is

initiated from the device.

[0017] In a second aspect, an electronic device providing a communication service relating

20 to an account may be provided, In this aspect, the device comprises five modules. The first
module evaluates a status flag associated with the account. The second module generates a
notification on a display of the device when the status flag indicates that the aceount is inactive,
where the notification provides an option to reactivate the account. The third module controls
access to the service related to the account depending on the status flag. The fourth module

25  generates aud sends an outbound message from the device to request reactivation of the account
upon activation of the option to reactivate the account. The fifth module monitors for receipt of
a signal indicating approval of reactivation of the account and to update the status flag reflecting

the approval.



[0018] In the device, the service may relate to receiving inbound

el ectronic communications froma renote server. The renpbte server nay be
any one or part of an email interface server, an enmil server or an
interface server. [0019] The device nmay store received electronic

comupi cations fromthe renote server and 5 may selectively provide access
to one or nore of the received el ectroni,c communi cati ons based on the
status flag. [0020] In the device, whi | & the account is i nactive, another
service associated with the account may be accessible by the device.
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the status flag indicates the account is inactive.

[0022]  The device may adjust the limited access rights afier the status flag indicates the
15  account has been reactivated.

[0023]  In other aspects, various combinations of sets and subsets of the above aspects are

provided.

BRIEF DESCRIPTION OF THE DRAWINGS

20 [0024]  Embodiments of the present disclosure will now be deseribed, by way of example
only, with reference 1o the accompanying drawings, in which:

{0025] Fig.1 is a schematic diagram of a device in communication with a
communication network through an email interface server and in

communication with other networks as provided in an embodiment;

25 J0026]  Fig.2 is a block diagram of the email interface server of Fig, 1;



enbodi nent associated with the device of Fig. 1; 5 100281 Fig. 3Bis a
schemati c di agram of another GUJ generated on the display of the device of
Fig. I when a request is made to send / generate an enail relating to an
emai | account that has expired, as generated by an enbodi nent associ at ed
with the device of Fig. 1; 100291 Fig. 3Cis a schematic diagram of anot her
GUl generated on the display of the 10,device of Fig. 1 when an access
request is nade to a web site for an atcount that is expired as generated
by an enbodi nent associated with the device of Fig. 1; [0030] Fig. 4Ais a
fl owchart xe t d Ikocd of
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Fig. | when nonitoring for emails that are to be to the device
of Fig. 1, according tocmbalitaemassprigedowigh the fod32iFRi §. 5 is a flowhart of
exenpl ary stggs executed by a device of Fig. 1, 20 communicati gg with the
ermi | Ser V8Lt FiggdB 1 imshhemetiediserrmgt engtige G gencrted op Grabmplagvhie i n

accor dance with an embogiygmne rigl DARAa Eidst iPmbd: 8 s&ANGERI S @RS ENt at | on
of the device of Fig. 1 in accordance with an enbodinent; and [0034] Fig.

7 is a block di agram of ret8pg i 91 cmiatl ascau thaphgs sreirrdses@enardied e ce in Fi g.
6. 25 6 DESCR PTI ON ChnRiEEERRER EMBGR WENVSLOB35]. The description whi ch

foll ows and the enbodi nents described herein are provided by way of
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device of Fig. 1;

[0030]  Fig.4A  is a flowchart of exemplary steps executed by the email interface server of
Fig. 1 when monitoring for ernails that are to be forwarded o the device of

15 Fig. 1, according to a first protocol;

[0031) Fig.4B  isan alternative flowchart of exemplary steps executed by the email
interface server of Fig. 1 when monitoring for emails that are to be

forwarded to the device of Fig. 1, according to a second protocol;

[0032] Fig. 5 is a flowchart of exemplary steps executed by a device of Fig. 1,
20 communicating with the email servet of Fig. 1 when attempting to acccss

a received email in accordance with an embodiment,

[0633] Fig.6 is a schematic representation of the device of Fig. 1 in accordance with an

embodiment; and

[0034] Fig. 7 is a block diagram of certain internal components of the device in Fig. 6.

25



mar ked t hroughout the specification and the drawings with the sane
respective reference nunerals. [0036] Generally, an enbodi nent may provide
a syst'em and net hod nmanagi ng access to a service (voice or data) for an
account assigned to a comuni cator device. The enbodi ment may 10 track the
status of the account. Wen it is determ ned that the account has expired
(either for time or data throughput linmsts), an enbodi nent may generate a
notification on the device to let the user know that the account has
expired when the device is initiating a request to a service relating to

t he accounf’ﬂsﬁfRéPTl&N@F@BﬂiFMSMﬁS}WMthr ough one or nore

i ndi cators i ncl udi ng: an icon, "pop-up" nessa % enerated on the
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that ref atge,de ﬁ&ﬂJl«%%&&*tﬂ@prEJ&ﬁtdx&ﬁ;%ﬁls’“inﬁé&é@crﬁfﬂ@z?@hﬁﬁmuo%mk% g8 24 t enpt

to replenish the account as request account is reinstated, then

the devi cenarssd thuughositheignseifiFatim a@dcfé%%rawgw@ihﬁﬁweaqewcm@qﬁé@ﬂ@d servi ce.
20 (00371 ppl ary details of embodiments are provided herein. [0038]
First, a description is provided on an exenplary comruni cation device

accor d' ng [bese)an @éﬁ&@ﬂy Eﬁ@ﬁqbéd’kﬁénth@?pﬁﬁﬁ@%ys&eﬁl ﬂﬂtn\m{dﬁeﬁhnﬂghgﬁceda@b fat a
conmmuni catl on services. Referrin to Fig. 1, in stemT%g%@gevl ce 108 can
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communi catj on 1ctlliew ce, or .a nmultiple-node device caggbl e of i ce, data and
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or COprUt er el t her es p or ortabl e net wor
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t herein. [xm&ﬁrlh m\moﬁea %ﬁﬁuﬁﬁeﬁ&ﬂ&%@xﬁdﬁb@i drﬂh@dl%alﬁ}’;oﬂm:r(&viés,l aeevaﬁnndﬁiao a .
services t at re Vi [ Oou one ,or net wor Ks an
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change the account limits or status. If an option is selected that relates to replenishing the
account, the embodiment may then attempt to replenish the account as requested. If the account

is reinstated, then the device may be provided with aceess to the initially requested service.
20 [0037]  Exemplary details of embodiments are provided herein.

[0038] First, a description is provided on an exemplary communication device according to
an embodiment that has access to networked voice and data communication services. Referring
to Fig. 1, in system 100 device 108 can communicate with one or more networks, including
network 102 and networks 110, 124 and 128. Device 108 may be a data communication device,
25  avoice communication device, or a multiple-mode device capable of voice, data and other types
of communications. Device 108 may be a wireless handheld device, cell phone, smatt phone,

personal digital assistant (PDA), and / or corputer (either desktop or portable) having a



of an enbodinent is to track access privileges for one or nore of the
accounts for the services provided to device 108 and to provide a
notifi'cation on device 108 when the privileges are about to change (or
have changed). The notification may be generated when a request for a
service for an expired or exhausted account is initiated. Options for
(re)activating the account may be 10 pragvided in the notification. Once an
option is provided, an account may be re-activated or replenished and then
access may be provided to the initially requested data or service. [00401
Before s peb"vifdiasé%)dlew'rﬂ erdngwprkonimde dndior fetvairinesfast coamolen(dd) metnlied a
descriptio%_ provi ded on the networks that comrunicate with device 108.
Net wor k 102 provi des a suite of applications, services and data to its
connect ed jces
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For an | P-thghage (e heigrchangednilhe suifigation ey bl gencrasedfvhan r eequenh far g sereige foo

nonitor s 1 BORLd devi ces
104 are s%ﬁt%kg%% O?g}f:ﬂg%% %Fx@comrgn%fhus%{écg%ggzhgﬁ@g{ emai |

ser verl 011 4reyided inghe mpdfirmtior@iea pgertion ismevidadkon aaprdnotie fD@?ﬁ"ﬁ@d or

(trademar k}pledifhe@hddfin a'&@és¥ E:Ian%b@ﬁ%ﬁa&% HR 4R Jéfﬁﬁb&’&% MheofiBi | server 114

fron1var|ous devi ces. These ssages are then ributed to the

appropri atigogmi | hpxss s@‘e@ﬂﬁc USSils ACHOUMSonFBHESFTRH einBodihent! Aesirpash FESSage,

and t hen accessed by user through a conputer system operating as, a
messagi ng PRI on the ”W‘ﬁ‘%‘l‘setg% °%EB§W‘E%% Wﬁ%de"ﬁeé%o%@w(’wﬁ? PEpAtdetESBPbyi des

an al t er napSlidaid8! epeRs it ditat |E ccﬁm&?édl dROXe004 BFRIch ifS %sU&ﬁtecﬂ-&f‘wers t hr ough
which a list, of nmessages in a user's mailbox on the email server, and
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network architecture topology.
[0041]  Aspart of network 102, email server 114 provides a messaging client allowing

20  devices 104 (and device 108) to exchange electronic messages and attachments within network
102 and with exterior devices and networks. For an IP-based network, email scrver 114 has
software configured to monitor specific ports on which emails to and from its associated devices
104 are sent and received. Two commonly used message servers for email server 114 are
Microsoft Exchange (trademark) and Lotus Domino (trademark). In either server, messages are

25  received by email server 114 from various devices. These messages are then distributed to the
appropriate mailboxes for user accounts addressed in the received message, and then accessed by
a user through a computer system operating as a messaging client. A Wireless Application
Protocol (WADP) gateway provides an alternate interface to a user’s mailbox on email server 114,

through which a list of messages in a user’s mailbox on the email server, and possibly each



network 102 and external devices connected through Internet 106. Emai

server 114 is shown as 5 passing its external (non-w sed) emails through
gatewdy 118. In other network configurations, email server 114 may bypass
gateway 118 to access Internet 106. [0043] In network 102, a series of

| i nki ng nodul es and servers are provided to connect network 102 to other
networks. A Wde Access Network (WAN - pnot shown) may al so be connected to
network 102 to allow a renote device 104 to connect to network 102. 10
Alternatively, private wirel ess netwrk gateways, such as wireless Virtua

Private Neteafpkor 4 péRidh of @4th HeSsagd; 0ol dbdRnt tBEVGIEINE e DathihsP I Mirleded aith vat e
interface to a wirel ess network. [,0044%,?(5 éth r.detail is now provided on
1

ot her net VIOFAgE sYSkER FOR O1erAl IoESRIRISRE St im nE Ty dingrgmad gervitddGor k 110 is an

exenpl ary rk that s connected to network 102. |Interface

i‘f &ﬁr_n%g net . { I i

server 11 ‘% vi &etewan L preyides and pepipeshlenad CorRusEoonsTaMEeD HPBEY Het wor k
110. As bls u@rgzorké‘@zgedi @@%rgal dﬁﬁdﬁéﬁ bﬁﬁ&tﬁﬁ%k@eﬁk&eﬁi&t DGRt Bk s 1|mays dhewn as .
accessi.bl e by device throu et wor .. such as emnil .services an
o or it e e SE Ny TR e TS e s ER ot DS R OTR SRR

addr esses efngil sty it emdPBpasdteane Didas aced Iittraador s messages for wirel ess
transm ssion fromnetwork 102 to network 110. Web server 116 is connected

to interf figa3per Uetetwakll 207 Bdertes ofiinkes navdulentmirsbaes afeqoviddd tpagecatequest s

received from ice 108 thro .network 20 Th b .p y be
stored | oB&FPE 'f%?therﬁgtﬂﬁg?k%lg‘gflg@ﬁ% c%@ﬂﬁl@g%yeagt@}!’\gﬁn\%@gﬁf)%g | nt er net
106. [ 004b&dnnkgr@d th netwioek flRae alksy aemott A2vite Haks caunebt fooranaertid0bmai | s bet ween
net wo 1 and 110. for. server 112. FEmail, inte y be
confi E}ﬁr egﬁf’BatfvgéeF’\jlv@[ea“T“Irg?f? Btk Rl ik & ‘g'nreg%s?s pRbEle ol Y er 114
and r epackér)d rauners foonidee: dnplaaemait bovide a pavawinkerfidCo kovireRSs whirgarki bution to

device 108. As such when emails are provided fromenunil server 114 to
i nt er f acef0044ir veFuriepdetaihio pdre provideddn ethysypetwiors et eqramnpnivass WitledeyicslBY i n
email intg & arl & hEGbRSRat RS MRLled I A RERM Sl EmtcRaa her
conmuni caf’?%%%ﬁ’f‘)nﬁwog‘% m%ew (?(Eaagg'é‘géntw\ﬁ{)% 1nemﬁr %eéfoz.c Wrel ess network 124 may
be a dat asecent i3 providtsworiksrizre befverm netarls 102 avdtrstens neprorl 180 AL node
net woy«. gpsgg' A& (ol B dY Rl Wleksithe By dcvideTRA hagwask a W -Fi
net V\DI{’{ ggecn%é:%gl%fns {) ovm&tnbg Il\sln'uf"%fndar S “set by It hgy | EEE LAN MAN St andar ds
Conmi t t eel 10k pustumas email services and Intemet services. To that end, interface server tracks

connections addresses for device 108, and encodes and transforms messages for wircless

transmisston from network 102 to network 110. Web server 116 is connected to interface server

112 and provides an interface for web page requests received from device 108 through network

20 110. The web pages may be stored locally within network 102 or may be located elsewhere in

Internet 106.

[0045]  Email interface server 122 tracks and forwards emails between network 102 and 110
for server 112. Email interface server 122 may be configured to receive all or 4 selection of
emails from email server 114 and repackage and forward the emails to network 110 for

25  distribution 1o device 108. As such when etmails are provided from email server 114 to interface

server 112, another local copy of the email may be stored in erail interface server 122.

[0046] Wireless network 124 provides another communication link for device 108 to
network 102, Wireless network 124 may be a data-centric network, a voice-ceniric netwaork, ot &



as | EEE 802, through its working group "11 ". The 802. 11 standard defi nes
nmedi a access control (MAC) and physical (PHY) layers in the Open Systens
| nt er connecti on (OSl) protocol nodel 5 for WLAN, Such standards are known
to those of skill in the art. Adm nistrative functions for wreless
netwofk 124 may be provided by software controlling it. The software may
adm ni ster functions such as network igdentification and network access
paranmeters. The initial 802.11 standard was followed with a series of
amendnents, where each anmendnment was identified by an al phabetic suffix
fol | owi ng dual-mixée r@tvmtidalu@nsemlmdmcinc witlesstiefvogk 12490 Rupddmentéline afféri|l y of

802. 11 10 f f
Gurrent |y, PUReE Bgbrefy FlloRARRERIFE bty the 188 ndn b pilifos boltyd lok
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of S ittt PebO0ALNLIS) SRSk 1200 OISR AAgnna and

supporting radio transm's Nown 0S€é e art.
Access poiftctipypychlR Gatvosk ldmAﬁnauon ambmammrk agO paanﬁtersn Téom iratidd 804, hient AP

126A is ay,h | d
Funct i ono i i el il ExchBRRak iR\ SiR! SEf bl fARRIRAMELIAR
126A may b@habgaﬁmfﬁx todlpwinglinthe etamlaedis numenie idsotifier T802. 1t Br Seayfamdy p£¥)3ddt i ve
fire I R % t

ser v:Nggs g&mg)é{gﬂe gv%\%coes %Sgﬁf%%%}onag%e;@g?é?gfa%g b@g&ilg,}k §§1@ ﬁbarélitcaggéﬁl?dew ces
108 in wi Fedogmessisdtwignldss mRdulativg tevhhigues daviltes tiersane Fremmesenties potbeplet wor ks.
One di striRyhd AR SEhhbEu %a&hgﬁsd §?1¥h ﬁftw&x%?ﬁehaﬁo}lchﬁn dﬁ'o?kﬁ‘a?e Fhgidns s to
establish a logica connetti on ts conmuni cat’i ng devices 108. As with
net wor k 1$WTenhyersiensiof e Hat80gd 1 by g/md n. (Spedificstvowmissiomgetails apd parimaaes p%r
account ( S)he%%ﬁ@drﬁéﬁ@'kﬂﬁ&nﬂo%&‘%&%kﬂi%tﬂe _network 124. 25 [00481 Further,

devi ce 108 may communi cate Wt evice 08B through cellular network 128.

The cq)slergmev]ar ewlﬂiesmécmliz&%gmmén%@ﬁda%d wpﬁ&nﬁgﬁdﬁ%ﬁgrﬁgﬁo@r eas of
networks 124 * and 110. [ 1 ul ar network provi des voi ce_and data

servi ces FBURTERH E‘é’é‘“l"@ﬁ‘ow led gpghe prat écceésé}ﬂq’f (AFx18eh iothayn dsnatwerk d@4 | ul ar

netvork 128 ihag byoRiihaR A¥OREASXan(IEERAOMRI KlioRadivertiRkwiteK (or raldedivdrpand) and
the DataTAC (trademark) Radio Network ("DataTAC'). Voice-centric 10
functions as a bridge between network 124 and network 102. For security, AP 126A may be

communicatively coupled to network 102 through a respective firewall and/or VPN (not shown).
20 The AP provides data distribution services among devices 108 within wireless network 124 and
between devices 108 in wireless network 124 and other devices in other connected networks,
One distribution service provided by AP 126A for its related stations is to establish a logical
connection to its communicating devices 108, As with network 110, an administrative server

{not shown) may be provided for account(s) associated with device 108 for network 124.

25 [0048]  Further, device 108 may communicate with device 1088 through cellular network
128. The coverage area of network 128 may overlap with the coverage areas of networks 124
and 110. Cellular network 128 provides voice and data services to devices 108 and 108B. Data-
centric technologies for cellular network 128 include the Mobitex (trademark) Radio Network
(*Mobitex™) and the Da1aTAC (trademark) Radio Network (*DataTAC”). Voice-centric



technol ogies for cellular network 128 i nclude Personal Comrunication
Systens (PCS) networks |ike d obal Systemfor Mbile Comruni cations (GSM
and Ti'me Division Miultiple Access (TDMA) systens. Certain networks provide
mul tiple systens. For exanple, dual-node wreless networks include Code
Division Multiple Access (CDVA) networks, General Packet 5 Radio Service
(GPRS) networks, and so-called third-gegpgeration (30) networks, such as
Enhanced Data rates for d obal Evolution (EDGE) and Universal Nbbile

Tel econmuni cations Systenms (UNITS). Ot her network comuni cation
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devi cé"10 network 128 can determ ne whi ch APN

to use fof ic t [ j : HIpsewhggar di ng
the statu ﬂog?lvt hgel}\%ﬁ(a%ze%dn aggil:%tﬁlﬁ% %gﬁceﬁ&@?%%ggggﬁ detqﬁgs 118_g)ccopnt&?g

val i dat edFottaxamplg, tepwikk 138 mipcbedpoplemantkd ReunpsriGeperalchackst RadipBrrvicknk) may be
al | oned t | f [ b IUBstes] S

conpl et ed.ﬁ}r[)%%g%]sat @g%%ﬁgﬁg%gdg%{%gg?’ g%?é@%%ﬁrﬂgda%@n%sg%h%ﬁgggi 3’3 an account
accessed Bycesendieid 261 gap provide sn interiaemlotiemetstdataand peryeesdordicRs Mogwork 0, 124
and 128 cg@g PlAMi 9% BcCy3bi nati on of voice and data services that can be
accessed by devicé 108 (and device 104). Data accounts can provide one or

nore serviges SUER ARSes® B Nan'zé\}%f?Nj‘ elsoAGEESh APJ26H [IekiEies MRat@REl account
is one popul ar data service. Voice accounts can provide cellylar te&ephone

connect i quty,ork{séﬂe apﬁggsélg@ pjhtée,vicsw from network 128. In managing and processing reques
for data or access to an external service, such as IP access, an embodiment may send SIM and

provisioning information and other da,té, such as username/password, from device 108 to

20  network 128, so that network 128 can determine which APN to use for device 108, At this point,
an assessment may be made regarding the status of the related account for device 108. If the
sccount is validated, then a link to the external network (such as a PPP link) may be allowed to
be established for device 108 and the service request is completed,

[0051]  Tuming back to features relating to managing an account accessed by device 108 per
25  an embodiment, each of network 102, 110, 124 and 128 can provide a combination. of voice and
data services that can be accessed by device 108 (and device 104). Data accounts can provide
one or more services such as email, Internet access and others. An email account is one popular
data service. Voiee accounts can provide cellular telephone connectivity, text messaging, SMS,

multimedia messaging services (MMS) and others.



mul ti medi a nmessagi ng services (M) and others. 11 100521 One feature of
an enbodi ment nonitors voice and data accounts related to a network, such
as nefwork 124 or 128, for device 108. The enbodiment nmay initiate
generation of specific nessages and / or notifications when certain
services of the account are accessed (or attenpted to be accessed) by
device 108. The contents or issuance ofjja notification nmay depend on the
status 5 of an account. When a notification is generated for one account
(or one part of one account), the device nay or nmay not have simlar
messages débEH at ebhevitrture of duembsdimentcamitaneoaeadsisrdccoup® 0584l tb a nemdds, t o
provi de t re,: urtent. status. of. r r unt (s)
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devi cd010812.0Abanavivelly part of herednbisistaive oRever oy bogaihenanisd in aEmWrRIVEN@otand

net wor k1 %E%ﬁ%&ﬂg{@ cerEAY! ThOLRALARE,S QINPEa] bnith i des a

mai | transfer “agent hat routes emal I's and provi daes a mail server
for messagergedant 4oprsel Phorernd inforoetiarod oferasdimipstietive dta foripp pecaint(s) enmmi |
| nterf ace ,g6ries whf oy 108 ?aelng%xm ifoh SBniG0 R R SRE BerRiBirky BNtoadagLar
message processed by emai |l server 114. One exenplary i nplepentati on of
emai | i nt ¢tade 182endel28.1 Bmail presiicelees eBl RorBalsoypcqept aspavat dagekomde (BI S)
(tradgsmaglo)iihat.ofaruards emails fromnetwork 102 to device 108 through

network 110. Anot her exenpl ary inplenmentation of email interface 25 server
122 is a RoagkBenNaw, k& defall $€r SN hBEDnalddradeviRidg)o Mkl Ridacd nent may
be inplenented as part of either a BlS, BES or other server, such.,as a

M cr osof t SHE%ER a%dléreggrfia@é'ts components and features that provide an email transmission service

for device 108 to communicate emails for device 108 between network 110 and network 102,
Referring to Fig. 2, email interface server 122 provides a mail transfer agent (MTA) that routes

20  emails and provides a mail server for messages destined for device 108 in network 110.
Typically, email interface server 122 is provided with a copy of each email and calendar message
processed by email server 114, One exemplary implementation of email interface server 122
provides BlackBerry Interriet Service (BIS) {trade-mark) that forwards emails from network 102
to device 108 through network 110. Another exemplary implementation of email interface

25  server 122 is a BlackBerry Enterprise Server (BES) (trade-mark). An embodiment may be
implemented as part of either a BIS, BES or other server, such as a Microsoft Exchange (trade

mark) server.

[0055] Email imerface server 122 is a computer-based system having communication

connections software and data storage. Ernail interface server 122 may provide emails to device



mar k) server. [0055] Emmil interface server 122 is a conputer-based system
havi ng conmuni cati on connections software and data storage. Enai

interface server 122 may provide emails to device 12 108 in a "push”
protocol where enmails are automatically (periodically) encoded and
forwarded to device 108. Such is the operation of the BIS. Alternatively,

emai |l interface server 122 may provides,emails to device 108 in a "pull"”
protocol, where such nessages are forwarded only upon receipt of a
"request to send"” nmessage from device 108. Email interface server 122 has
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on the results. The rules may be inplenented in software and storage area

200 may aldoze) changes aie@.?@(‘lheuﬁddltestorcEmuaIrhﬁIfodbbamlsessmdprmmdeegtﬂﬂmom ng to
an enbodi rren are provided |ater S dat a
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[ 0059] Th ni cati on nodul es 206 rov I s t hat
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rules relating to an embodiment are provided later. Storage area 200 may also store data relating
to status flags for accounts, The list of users 204 provides a database of local email accounts

managéd by email interface server 122,

20 [0057]  The communication modules 206 provide lower level operations that allow for
monitoring, processing and transferring of messages, signals and emails among email interface

server 112, its clients (e.g., devices 104) communications with etnail server 114.

[0058]  Monitor module 208 is provided within or is associated with communication modules
206 to provide specific monitoring of new messages as they are being generated by devices

25  communicating with email inferface server 122,
{0059]  Communications between device 108 and email interface server 122 and between

email interface server 122 and email server 114 may be conducted through generation,

transmission, receiving and processing of predetermined messages by each of device 108 and



25 comunicating wwth email interface server 122. 100591 Communi cati ons

bet ween device 108 and enumil interface server 122 and between enai
interface server 122 and enmmil server 114 nmay be conducted through
generation, transm ssion, receiving and processing of predeterm ned
nmessages by each of device 108 and 13 email interface server 122 and emai
server 114. The nessages may have a setjzdata field(s) that is populated
when the nessage is generated. A nessage nmay include the email nessage as
an attachnent. Messages nay follow or be based on nmessagi ng protocols
known to thosenteffacs kérlrér 1EDandtdi@il 3érver 154 1’Dﬁ6ﬂ:~:ksa§ummiyr1gv¢1mwttimﬁédﬁS):Iéatlo& in

conjunction wth e interface seryv 122 ils
recei ved f# B?ﬁ“if’ﬁ&i ef‘ H‘c"‘él?qs%?g%‘ssgﬁ?%?d 355@5\? mciuggqq'?fgmg géagéf% %lgaent
(sof t war e/ Eumar, e)esadipd inepiollon ovibd luledprn acemgies petedls gnevecwitedof skihin  and

sent to, emil interface server 122 Dependl ng on whether email interface
server 122h‘b%}érat es in a "push” or “pull” npde affects how the client
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only, viewed only in a summary list, etc., or any combination of such access properties. Access

 limits may include any one or combination of the access properties. 1f the account is macu_ve
then the locally stored email on device 108 may not, in certain configurations, be viewed and
20  only limited details about the email may be made accessible by device 108. For example, only a
sumumaty of the email (sender, title, tire, attachments, etc.) may be provided in an email

symmary list in a GUI on device 108.

[0062]  If email interface server 122 is operating in a “pull” mode, server 122 receives
external messages destined for device 108 and stores them without antomatically forwarding

15 them to device 108. In order for device 108 to retrieve such queued messages from email server
122, device 108 must request such messages to be provided to it. As such, when device 108
wishes to retreve such emails, the client application operating on device 108 initiates a request
to email server 122 to send a copy of the queued emails to device 108, Email interface server

122 would respond by sending the queued emails to the device 108 for its review and processing.



external nmessages destined for device 108 and stores them w t hout
automatically forwarding 25 themto device 108. In order for device 108 to
retri éve such queued nessages fromenmmil server 122, device 108 nust
request such messages to be provided to it. As such, when device 108

w shes to retrieve such emails, the client application operating on device
108 initiates a request to email servey 122 to send a copy of the queued
emails to device 108. Enmmil interface server 122 would respond by sending
the queued emails to the device 108 for its review and processing. 14 Once
queued ent ghdeyualed O IORSRalE 16 &ewiic@ﬂ 08,08¢ erﬁtmmmbawmlaﬁceazlom owacelevi ce

108 to access the downl oade ar dl of t he of,. t h
under | yi nghadewtpade Wﬁ%ﬁ”ﬁ%g@’ ﬁlwm Eek:ilne 9‘%5’%’[6 2 Ll SR
local ly st ﬁaye&yndlaicau;f Rl ARG wa&ny sforéfiedatader shQ8edufyt it eviackod ifthe acesnn ot

active, It,wll appreci ated that enbodi nents can.use, eithar

"pul I " pr 0‘?88’0"1“%"% 8‘ "gHBF BRACCFR g Al ey eI AR B o erdB\lfﬁcgr fﬁ@ pr8§y°§d| ng to
an enbogli nRBide JHEME séFoesab 86videq 0B ydebidthg tP#rDdinthotintent. [ 10@E3dayAdso de besEl t 0
data or servi cei for an account for device 108 nay be inplenented as one of
various | eRfRIE'Hf access, per an enbodi ment. [0064) In one enbodi nent, once

the data i shed to the evice he dev al | vi ew and
use the da@% -tngmcc?sg?tdraa&rF%H 5?'“%‘:?”?’119%{ norceaggfuraY§ i e g?/vever i f
t he st at usone@f viriees lactoifatceisnpireatebodidat. t he access to t he r eI ated service
by device 108 is restricted, then a notification may be generated and

addi ti onal[ﬂﬁﬁﬁhmddsn@mmdmssomoelﬂwtdamgs pushadhethddedcq thevirdetimale dlhecker vi ce
may b estricte For o r ously
enei 95" Bt Ry o e Rlpafof Rhf s RERorRE S8k, BuRSRKLOUSTY
sendi ng a ufﬁpday@ountaydud&ﬂb@tme@memwédrmfed sriidedyaleviouHs ip mamicd ﬂéﬁﬁrarrant I'n
anot her t hen
"o ovi 0wty tiiun s ot BT soBEAl Bhuinds £ Ryl ROMERIBOIAT 1§
reacti vat ég the shamctme' baccesEdniyr eenpladeta deanad emaibageumt, apremdeher

enbodi men I SepiPfmdyhe
crarus of el SpdPpEPtiiOUa, bR e o Y L S i ew
an emdsl , bau:rrtthimtﬁd while thosqepunt rmamsdpwaln pppshes embegimentsif ahgpallagoount of

(Al ternati i34l e bBOARSRANE T PRk OB AL YrcRER m%@é’ﬂeﬁh@ed‘mrdﬂc to

devi ce 108 upon-a c%an e I'n status o t he account: en device 108
account is reactivated, then the access may be reactivated.

[0065]  In another embodiment, data is continually pushed to the device regardless of the
status of the underlying account. However, when device 108 attempts o view an email, at that
20  point the status of the account is checked. (Alternatively, a message may be automatically sent
from the network to device 108 upon a change in status of the account.) When device 108
attempts to access its locally stored email(s), if the account is active, then access is provided to
the stored email(s). If the account is dormant, restricted or prohibited, then e notification may be
provided and additional commands or access relating to the emails may be restricted. When the
95 account is reactivated, then the access may be reactivated fully or partially. Other variations on

determining when access is provided to an email or service may be provided.

[0066] Cootdination of recognition of the status of an account and a level of access 10 2

related service or dawa for the account for a device may be achieved through generation and



attenpts to access its locally stored email(s), if the account is active,
then access is provided to the stored email(s). If the account is dormant,
restri'‘cted or prohibited, then a notification nay be provided and
addi ti onal commands or access relating to the emails nmaybe restricted. Wen
the 25 account is reactivated, then the access nmay be reactivated fully or
partially. Qher variations on determqdng when access is provided to an
emai |l or service may be provided. [0066T Coordi nation of recognition of the
status of an account and a | evel of access to a related service or data

for the ac&Qnize biGhestapdEori sGfus TRYs HRvea the €@l cbhifolilng Ac@ee fatstRite anthd 5
exchange of pessages or status flags between the server controlling access

to the ser$AY¥& and the device. [0067] Further details are now provided for
an enbodi illustraji met hods, f eval yating, transmtting and using
The st at uSOB§ 7t ho EHHER)T HE PSR BB bR Sipodier MU LBt B8 devi ce 108
\anen pr ocmsjugtg;g, friswatieh g usingltht SbnasaRs ﬁda@i@m'ﬁdtﬁt fb{md&ﬂdim;wm&‘or | t \é\ANIBI
e appreci ate t access to other rvices, such. a nt.erngt .access,

s annie e e ee e ot ek el HippSilan A B R b PR il 6

conpar abl epproaed tatacd&s 6 dthe derliedspduth RAhteABOcBRE, SMIThatidim temot a8 1
Broadl y, an enbodi nent t[ﬁa]tcks Iﬁage st at us Pf an acgou.t for, device 108, such
as an 10 ENERSFSHLG BN 0 Fheeamphed i FRPRAERYICERmSHAP EFFERReE dT5P H?E?I}‘?g‘eénd

accessi ng epft@ditent’or e processes and status flags in device 108 and enai
interface server 122. |If the status of the account indicates that it is
active (i.{8068]n doodlsbamdbriiient trindnthaketes déan ;eeoubOBr davicev 8. escharsrequest
for a enmai | Lni-tiates a nd c n r an,out bound il

ormand ol 2 8loub ™7l e A BRI ERIIRAS Racllc SUERRHT, SR prokltes

i ndi cat es snéhamtut Aegsae doinetl 08 sndenpiligdfoe sdreer d2h df the setus nf e paws, 15 t hen

t he command,. § est .1 S..pr.ef erabl v. no 0 1 .1t l.q that
Si'tuat | on Hicker RSl S E A B b SUhOTRCE TOR o B s 2onl | 05
i ndi cat i ngmaflat injthues aceodiromniagd fox pi eutitbundemail thercrmaesd orfhgiesiat dlfoivedto on may

be provid @ﬁ ar W\ | [Q & oo n 3 Rea..0i splay.
The notif :%g% I o'nH%%}%g\r@%@% : e oaglg%‘?\sgﬁﬁédet e uﬁi%ﬁ:%?rg@éﬁ% g%e eg\}'ilce K 8to
subsedéenthop thaxwoutad vheqeshipmidtly toheuterosivelhit initgtedutnhbatistetdiona be
reactivat %Qﬁfg‘{ag%%ﬁw@genbﬁﬁd o8 ﬂx%%ﬂ@la{é 8ELRED i(ﬁﬁn&i‘czmn% Har FRALQA DG pREPCESS
can be provi ae or” ot her ata servites, such as we

or in arrears. The notification may be provided as a window with 2 message in a GUI generated

on the display. The notification may provide options to the user to allow device 108 to

subsequently execute the command if the account is authorized to be reactivated or extended in

20  some fashion. A similar monitoring process can be provided for other data services, such as web

aceesses, Really Simple Syndication (RSS) feed formats, etc.

[0069] Tt will be appreciated that it is useful 10 communicate and coordinate status
information about an account among the administrative server, email interface server 122 and
device 108. Two exemplary mechanisms for communicating this staws is through status flags or
25 semaphores. One or more status flags (such as an “aceount active” flag) can be embedded or
attached to data communications sent between email interface server 122 and device 108, As
such, when an email message is being sent from email interface server 122 to device 108, an
additional status flag may be attached to the message. Additionally, email interface server 122

may periodically send an account status message (e.g. active/mot active) to device 108. Any



accesses, Really Sinple Syndication (RSS) feed formats, etc. [0069] It wll
be appreciated that it is useful to comruni cate and coordi nate status

i nfornati on about an account anong the administrative server, emil
interface server 122 and device 108. Two exenpl ary nmechani sns for

comuni cating this status is through status flags or 25 semaphores. One or
nore status flags (such as an "account tive" flag) can be enbedded or
attached to data comuni cati ons sent between email interface server 122 and
device 108. As such, when an ermail nessage is being sent from email

i nterface (aebugy métﬁﬁlig@rdﬁ&éameﬂaﬁ&d badevi@ddi woolddikels heddus bd dxagetey be

hed h Add | | f, 1 .
per o cal MBS FaBieEute bt s Hikeige bt el r (A e o
d 10 t t at d 108
woul d 11 kdPyAL e dP v BEPRE e Bag ﬁ%@hﬁgi by (R PE SRS ik d 5Pl oy
devi ce 108>rhrmscﬂlnjf&cu Ikthd gk defirad to l(at)df a glabsaeﬁmem)thm@tbtcﬁ atay iotate thea®0701 |t
il t t hat t fl
ol obal Jef TBGERE DG shBaitant Bbir ey TR 45 S8 B REPOE Al AR oba

ef fect, tHeag tﬁalne giobal mmalmy@mpmcasmg oflltshieictd. ajtesnaviadly) éf superbedes
any ot her St

i f d . fl

a0y, ot het Bl TSRO GRS SN ARR dERL MER Rl 11 0
Al ternati \oelyya certiamaetsf Setﬁsesf(¢ratg:ssag85),$e¢h ds@miitsy SMS hoegingef Intarbet actchees

t I tate he f] to he I
protocol s 3 Behlil b Rubbathie Phif A iR ERCEARL B D or' @
Internét dovestém devahll% rtayudhanmspzheammq:mdocbhnasednaatplﬂmthm&m tstfgus fl ag
5 PO SR ST RSP AR R e R0 R 2T
govern pr eedssingg safus ﬂb@mdmmgm sn@hemtmatqup@ta; bgeatiod|degor @!hcra gl obal
flag. Weg oEﬁ’a"{’i' ”at dyid u?e[dﬁg %%Eea%na?ga rﬁu kibd c?n“»% etﬁ’c?ft auéio%‘&&s e MESt anp

data, |ocdtton er or ma 3 final
determ natsmrmceon whet her to all ow access to the serV| ce. 15 [0071] I n one
i nstance for an enbodi nent, device 108 may use the status information in
the dfati¥™M] ag Iwnemaglag@ra%mﬂmdnm deyipe HBgeayrranthe slqug inferaetiags thes

011 30 eihfls NEEBINBAL o BN E Bk TRAGE L ABINEL L ratndal o

servi ces) prior to initiating the command | ocal u‘ﬁ i cation
operat i ng enypil ae%qaeee(oq%\'ﬁaytheﬂ @Wﬁn’#cé%iu@@t DTSy tor r@xnaew theeonypadiing lostlat us

i nfor mat i Qihiication operating on device 108 may either request or review the account statws information
for the account related to the email service, Depending on the indication of the account status,

20 device 108 may or may not allow the command to be initiated.

[0072] When the status indicates that the account is expired or inactive, notification may be
provided on device 108. Exemplary notifications generated by an embodiment on device 108 are
shown in Figs, 3A-3C. First, in Fig. 3A, email list 300 is shown in a GUI on display of device
108. The account is expired for the present example and that user “A” is the holder of the

25  account associated with device 108. Netification screen 302 is generated when user atternpts to
activate email 304 (shown as boxed selection 304), as its associated status flag indicates that it
was sefit 1o device 108 when the account was expired (for this cxample). Screen 302 provides
options 306 commands, including: Extend Account to Unlimited Account; Extend Account to

Monthly Account; Extend Account to Per Use Account; and Cancel cornmand. Other options for



for the account related to the email service. Depending on the indication
of the account status, 20 device 108 may or may not allow the command to
be initiated. [00721 When the status indicates that the account is expired
or inactive, notification may be provided on device 108. Exenplary
notifications generated by an enbodi nent on device 108 are shown in Figs.
3A-3C. First, in Fig, 3A email I|ist 3&)5) is showmn in a QU on display of
device 108. The account is expired for‘the present exanple and that user
"A" is the holder of the 25 account associated with device 108.
Notification screen 302 i.s .generated. RodlstsEeRbSihiReh aGUTVat e emai |
304 (shomheﬁc%&%ﬁ%eé?r%‘e%db?]a%%l?&gﬁ%??g& gogs?’ggisgt ed statﬁg f,L a r%ndi cat es
that it \EsctDeterfioe, devidedccli8 rashgnizes the optaadnh sendhg mesepierd gt Bt s
exanpl e). Screen 302 provides ' QAMFROGSus fipGhdé Bgailselend
Account t@ew|%SﬁﬁTgﬁ“ﬁ%‘&ﬁﬁﬁf‘?”ﬁi’?@ﬁ%%&%@@ﬁ% to Mont hell:gflftAccount; Ext end
Account t @e Redarddsg ahemeunieraiydn €anid Blerormvadl 220F RRASHSLIIBNETEHRE 17 the
account may be prowvi ded. a b2t b ORbiiad. 306id b, wet ed
through a® 15£§£égﬂale6%f§ﬂfrll c@r%&%&?&t Eenleeclfgivilngye %8 recognigl_zes t he option
and sends oad¢veed a8 Bastinitiamdha procast @y deaice L08e cizate a oy opgoyrdsual mesest He
account per level.re The. . UFctibRg1d 9bedehfedarBihh & sibdyr  be
updat ed byﬂa‘s{lf‘%g%‘%5%%4%%?%“38‘8%‘§§§%§P’%nt cé‘ilr?ace 15.%% ver, 122 or. Ontggf\'i ce
108. Once optisn 5t wiratifisativs 302 deFig. T tlcher ofstevieq 1 48 has itisediadoque I et ed
emai | may be pravided. | ' . LASIeWS]E . TR nodBYities mh)8c hasratadiviicat ed a
process OFPW@%sgglitﬁ@ert%qgg%g%%égpeﬁew outbound e | mesga e as. ger GUI

wi ndowy 308pecHk: Ulties cacategonies i Rhspreraattredr{eluging amy R1-B3 Fomilg g @ AUHEEEE havi ng
a simlar option |i be dnly GRLO A ZembtB adth. JAgBG d dacowsie of devi ce
108 has iﬂwg%ﬁtg%ngméc d&éﬁ%%g%%%rrgng%um 'tlc.) a?:rgess theg_l nt er\r}lﬁ as a data
servi ce pexpivddybtficivn 31 Misgeretddtiaviar p sifilpeeptipe IFanReiicefien 10 specific
URLs or categories of URLs are entered (jncludi ng any UPI ee%( ﬁ:m larly, a
notifi cat {4931 mafuniesr teFies. dbedCt abled Poyidess norgr R e Lt RI P Ned renot e
data. Agai b&herafed RILEES cont@irdfbGa ek @maBdath detvigdnisniag ed havi ng
a simlar hg%t%%agﬁnsﬁi?agtﬂﬁ?ge ofriafi cation 302. 100731 Further to Figs. 3A - 3C
Tabl e 18 proveselsvien thwnseerd fathesevie exredyenpl ary notifications that may
be generated when a comuand for an extaggﬁnlgl data service is being 15
requested when that account for the s e is expired: Table A

Event Notification
. . Warning window is generated on the GUI of the display, providing
Accessing o ali emat il history list loptions for extending account. Window muy be generated only when
jgeerated on the display a particular email is selected for viewing
i il i i i 1 of the display, providing
|Accessing & “new mail” commsnd (or  |Warning window i¢ generated on the GUI of L
activating a “send” command) options for extending account and for cancelling the command.
Warning window is generated on the GUT of the display, prov iding
Receipt of an R3S stream options for extending account end for stopping receipt of the stream.

Warning window is generated on the GUY of the display, providing
options for extending account and for cancelling the command. The
Entry of 8 URL to access a Web page warning window may be generated when specific URLSs or categories

of URLs are ectered (including any URL).

|Activation of a “new call” command to  [Warzing window is generated on the GUT of t'he display, providing
{nitiztc a voice call options for extending account and for cancelling the command

Warning windaw Is generated on the GUI of the display, providing
Reccipt of incoming call ptions for extending account and to decling the cail




Event Notification Wrning windowis generated on the GJ of the display,
providing n enerated generated of on a the email display his tory I|ist

opti oris for extendi ng account. Wndow nmay be generated only when a
particular email is selected for view ng Accessing a "new nmail" command (or
Warning wi ndow i s generated on the GU of the display, providing
activating a "send" conmand) options fﬁ)é? ext endi ng account and for
cancelling the command. Receipt of an"RSS stream Warni ng wi ndow i s
generated on the GUI of the display, providing options for extending

account artfb'zﬁf WRQ%Q&nBEE%aB& erxB atntflﬁﬁ(ﬁﬁé@@ﬂ'ératem mm 198, Ac08sagS
generated ' on the di spl ay, provi a URL to access a

Veb page Gmf b provikdest ﬁ”@R @é‘ﬁ%ﬁ 198 t%@é%‘dﬁﬁrf%’ﬁ @W@qu%é‘i“?é‘?é?‘l’g 8 59458% ormand. The

warni ng Wiyl ?i\%ﬂp% dsQ%esgrﬁs}%E %&&@tﬁ%ﬁ&‘se‘ﬁ%%hﬁaﬂ ﬁ}téPBhéseNer Pﬂlcﬁgﬁtet esntspf URLS
are entere g any , Activation of .a "new call”" ﬁq%ng[%nd to

VA ni ng mmvh@wge'mgrag@n@raatewmﬂ Of KaUaEiNg adfiatd ARVOREY i?F‘élSF onge initiate

a voicg c eyyle] & @tﬁ&h@ﬁﬂ&ﬂduﬁ&g tdo@ntconmand
Recei ptg o?&rlif}lcg%;rﬁ]ﬁ nél etﬁe(r ni n&%cﬁgoﬁéueégner ated on thnfi%a" of the

di spl ay, proskreked spdeivwﬁéoﬁ Jrmaibnisrfere AgvadRo TRy aaahee s g “%al | 18

[0074] WWheni.a Gk ! de froma notification generated on device
108, a messg S’%&& %%Sbsr%Gﬁed fromdevice 108 to-email interface server

122, indi gabkng tfﬂ%cl%&loﬁ%hﬁﬂe notfidetioh imade i@?ﬁ&&ﬂ@@&h@ﬂ@@/thbﬁccgﬁnéﬂm}heed and
sent to emai |  interface server 122 on other eventi such c%i[ggratl on of
By hithe 5

a new enmfetvigs thea figesessmipyde gansrapdotenty Bieridsd 2d Agle ARG 12

not i f iy gat jn@RrERMkren clGe tﬁememgﬂmmfsewwup@tMemaqmmx atdredlotii me and
the current account status tracked by device 108. Emamil interface server

122 ey affePethe RaueRdsaTvifid take further actions, as deemed appropri ate.

[0075] |If election from:t notification t hange t he
account f@ﬁ'@h ﬁcé‘é?'@?‘t?é%"f'h ?‘ln‘?@gne?ﬁésswmudb%e ﬁ%%raé%eug ) g@g réécel ved
and act edtef@&vicMmoR g1a9| @atideanckiige toatmrmillinterfe snteeﬂﬁhmevi@éxgﬁetwlsl@zhan’de t he

adni n 'esye LS SOV EL 0 HPIRLE) e bl otloe MIFer 155 ARV et mBbliy access

may send a further message 1o the administrative server 10 update its records. The administrative
server may then update its records and send a confirmation message to email nterface server
122. The confirmation message may include any amendments made by the administrative server
to the type of cxtension / change actually implemented. Then, email interface server 122 may
review its records and status flags and send updated status flags and / or replacement messages

20  containing previously sent emails with updated status flags to device 108. When device 108 '
receives the updated status flags, it may selectively allow access to the services (emails)
depending on the parameters of the account extension provided from email interface server 122,
If server 122 is operating on a “push” protocel, then previously pushed services and data (emails)
may or may not have their accesses updated according to the current status of the account. If

25  server 122 is operating on a “pull” protocol, then device 108 may be provided with services and

data (ernails) only when the account is active.

{0677] Further detail is now shown in Figs. 4A and 4B relating 1o two exemplary processes
that may be executed on email interface server 122 during monitoring of incoming emails,

representing instances of local and global status flags (as described earlier).



[0076] If a selection fromthe notification is to extend the rel ated
account for the service, then device 108 may send a nessage to emi
interface server 122 providing details on the type of extension selected
for the account. Wen email interface server 122 receives the nessage, it
15 may send a further nessage to the adm nistrative server to update its
records. The admi nistrative server é then update its records and send a
confirmati on nmessage to enmil interface”server 122. The confirnmation
message may i nclude any anmendnents nade by the adm nistrative server to

the type gﬁomteriﬁt:@mA CNRNG Sta@E HAbXbS the Eﬁ&hﬁ@@ﬂ&&ﬁ@smﬂiﬁ@@uﬁtﬁ%lem&m erface
server review its records and status @195 and send %@ﬂa‘hﬁd st at us
't

f1ags and Aﬁe@wé% swaihsriopssvaged cmk%%ﬁ%ﬁtﬁ’fuﬁ 18t BPEhey P frai | s

wi th upda ﬁ&ﬂe%@ndﬁﬂﬁﬂ%céoﬁm@%&is ¢QudP & miiiano the ¥iBRiskd e stieaePwesninhe
updat ed st us flags, 1t selectively allow access_to {he serﬁl ces

(emmils) topsBmasong Wtﬁﬁéﬂ%ﬁwﬁtw@ %Pm%élt%%%i‘}ﬁi“ b BRE 175 8vi ded
from emai |edoRl@t ﬁeeesﬁﬁédes{deil«%@ws hifste QDY Qe rdcRvell SmePRMALdIADnGE a " push”

protocol, then previously pushed services an or. may not
have t hei MaREREIQCRECAERIBIT 1 DI} ofi 15vorp %ngﬁﬁﬁésgaé%ﬁ%“tww%ﬂ%g Bccount .
I 25 serygy dlﬁto%eﬂ'aéﬁa'g@gm%r&ess% bt imGhaieRllooptod @y deltydeanched amay be
provi ded W|t services 'and -data (emails) only when the account is active.

10077] FurepHefTupsoatine qr SthepRIPFABRMESTAHAYS. 4A and 4B relating to two

I t hat . D t ed I t 122
Gur 1 ho o8I | ngs B AIACHPRY S 16 o e RELRERHS PTCEANSRE BF Cheal and

gl obaljpst afridd iftbrB@s sdas 1 Hesedks lﬁ&‘ﬂm@ﬁiﬁlsloeﬂ])eaccbﬁm ot QY8R ﬁhﬁmga.y ivi]vea
"local" status flag for the account st ug I S associ at %d Wit a?ﬁxh emai | .

After staFtRARFFD AGPYNY St HEequpst cmLand o e HELE S & ffﬁ%msnlga us " of the
account atac@hmta%mmfomlsn isHEMmed e @invit insefadt srovea 2 atcoprDB taatessage équest

command to the nistrati server. Pres t hat t tus
i nf or mat i @ﬁnq@ﬁfﬁé’% et"ﬁei P uimﬁstuﬁ?sf(’g@&l{? %&hefﬂoc %H%Rgogygir?a' is 5
recei ved thatssinfaydesi amdleisﬂbopiemagae i} Bememted sit epintedpt rolwer ecei ved emi |

is bundled into a transm ssion package per the protocol of network 110 and
t he vdabue [(m‘801 he F&g:ﬁq)rmrtdcsi dxtscmatrbh afp pracess apetipperndaite 1A Yhatd%ﬂﬂpa’ék age. The

process rraé/tbo[nﬁ g:lwrb?? %at?eg a servwe 3 mﬂlate%}{ d%ﬁﬁ?@? p?xnt‘ﬁ%;fn%gaca%as ﬁgwh g errupt

routi ne of tec ques. gl obal "
st atus fl aighdr&ig. ther eBcﬁmm*:edsetadteushq mttprﬁmcmmmawmtﬂémﬂltmmmce is

preferably determined as part of a request for a service or data. As per the processes in Fipse, 4A
and 4B, email interface server 122 has been providing status information to device 108 through
20  messages to device 108. In device 108, after start step 500, device 108 waits for activation ofa
command requesting access to a (data) service in step 502. After the command is initiated, at
step 504, the status of the account flag is checked. This may involve evaluating a global accoont
status flag or 2 Jocal account status flag (per Figs. 4A and 4B), depending on status flag protocol
(as described earlier) provided by network 110. If the account is determined to be active, then at
25  step 506, the service is provided to device 108, If the account is not active, then at step 508, a
notification is generated on device 108. The notification may teke the form of any of the
notifications provided in Figs. 3A-3C, depending on the service being initiated. If any option is
selected from the notification, then it is implemented at step 310. As noted earlier, if the option

includes a request to extend the account, then once the account is extended, access to the service



10 emai |l interface server 122 checks for the status of the account at step
402B. This may involve sending an account status request command to the
adm ni'strative server. Presuning that the account status information is
returned to email interface server 122, at step 404B, a nmessage is
generated and sent to device 108 in a transm ssion package per the protocol
of network 110, The process nmay be in gn endl ess | oop or nmay be

i npl enented as an interrupt routine. g [ 00801 Fig. 5 provides a
description of a process operating on device 108 that determines actions

when a requsde pfRided ?&ﬁ;&bd&% thay be Moblb@bRel 18 BoffhRYd G irdO8eReA repbgingloop ocol s
as shown in elther Fig. 4A or 4B. As noted earlier, the sﬁatus of the

account agEECHANBAURIQUNG Hewildiepprgcipted thanin presrafiodiant e IRHERHOSS part of a

request foroviicd Gt déﬁenﬁﬁlatﬂﬁittﬁat th%%c&ﬁﬁt i DGR RGRSERS ThEndif@tionddhy apod 4B,
email intérface server been provi di ngjpst atus information to deV| ce
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described abcwe in for the email interface server 122 and device 108 in receiving, tracking and

=]

20  processing of emails and any notifications related thereto may be implemented in on a single

system or device, such as solely on as a client system communicating with & server, ona stand

alone computer or on device 108,

j0083]  Features of an embodiment may be implemented for other types of networks. For
example, when device 108 is implemented as a celluldr phone and network 128 is implemented
25  ag a GSM network, an embodiment may initiste generation of specific messages and / or
notifications when certain GSM services of the account are accessed (o attempted to be
accessed) by device 108, Again, the comtents or issuatice of a notification may depend on the

status of an account. When a notification is generated for one account (or one part of one



predeterm ned threshold. [0081) Upon reactivation of an account, a

consi stency check may be perfornmed to determ ne 10 whether any previously
recei ved email s at device 108 need to have their account status flags
updat ed or whether additional emails should be retrieved fromemail
interface server 122 depending in part on whether server 122 is operating

as a "push"™ or "pull" protocol and whether the status flags are "gl obal"
and / or "local" in effect. [0082) It will be appreciated that the
processes shown in Figs. 4A, 4B and 5 illustrates 15 exenplary nethods for

processi nguceqieht aevﬁ@rm@err Wiag @6; Hagd iV et linS@ied B1801BAdcONEY dr nieblzpisfrace
server 122 e ste s may be conducted in different orders in other

h
enbodi rrent@ataaﬁ%?maodahef?fﬁ% steps may be provided or some of the steps may

be renove mlar . .or. e a e be r e tate
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5 106). is known t art communi cat e
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connect ed pf,0 A48 YL 6&it. L8n ot bed?E BndBibwnloaded, the queued emails may be viewed

repardless of a subsequent deactivation of the related account. However, if the account is either

not valid or not active, AP 126B may respond by not sending the queued emails to device 108
and may send a status flag or message that the account is inactive. Additionally or alternatively,
20 asummary list of the queued emails may be sent or the queued emails may be sent with a status
flag marking the account as being “inactive” (or the like) for each email. Upon a review of the
global status flag or the status flags of the received emails, if the account is noted as being
“inactive”, then device 108 may generate a notification as provided in Fig. 3B or 3C and may
provided limited access to the emails. Thereafter any response provided by device 108 may be
25  further processed by AP 126, including requests to reactive the accoumt. Depending on the
nature of the response, the account may be reinstated and the queuved emails may subsequently be
downloaded to device 108, their status flags reset, and / or access limitations to the emails may

be removed.



have conponents and nodules simlar to email server 122 as shown in Fig. 2.
[ 00851 In an exenplary GSM configuration, external services provided to
network 128 through AP 126B are provided to device 108 therein only after
AP 126B contacts device 108 and 10 evaluates the account associated with
device 108 per data stored in the SIMcard associated with device 108. As
such, when device 108 is initiated to request recently received emails
processed t hrough network 128, in an @ odi nent the client application on
devi ce 108 generates a nessage to request AP 126B to sends a copy of

queued engagdgs)t o Wl@?p@&‘dé&? End@@ls reéiedld @15@1‘6’96@1&1&11@ Bagckbed! MBns ahi s el t he

account stored in the SIMcard of device 108. the account is valid and
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i mitd® afteud §56 hené! %%hcsnwﬂﬂéé%?sﬁgﬁséﬁ?@é‘s%ﬁ l’ﬂ/ &G ce
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t he account. Depending on the nature of the response, the account nmay be
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108, their status f reset, .and,/ ces limta syto t ils
oy by b Do o ABisks R s o sBEL S SRR it i RN < Prpbdlfa S BF!
enbodi nengevite08.i bed, further det ail is now provided on conponents of

device 108 that are reI ated to processes relating to an enbodi nent.
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cel l phoneP ures owever
el ect r oni Divikdon MelipRAces (@él\rﬂaasgdmg ED06M 2000 aysterorCallol Bieianlpckeidtets onal ity
of (CDPD) system and Time Division Multiple Access (TDMA) system. Other wireless phone

systems can include Bluetooth and the many forms of 802.11 wireless broadband, like 802.11a,

20 802.11b, 802.11g, etc. that support voice. Other embodiments include Voice over IP (VolIP) type
streaming data communications that can simulate circuit-switched phone calls. Bar bud 614 can
be used to listen to phone calls and ather sound messages and microphone 616 can be used to

speak into and input sound messages to device 108.

[0089] Referring to Fig. 7, functional components of device 108 are provided in schematic
25  700. The fimctional components are generally electronie, structural o electro-mechanical
devices. In particular, microprocessor 702 is provided to control and receive almost all data,
transmissions, inputs and outputs related to device 108, Microprocessor 702 is shown
schematically as coupled to keypad 612 and other internal devices. Microprocessor 702

preferably controls the overall operation of the device 108 and its components. Exemplary



ot her el ectronic devices, such as smart tel ephones, desktop conputers,
pagers or | aptops having telephony equipnent. In a present enbodi nent,
el'ectroni c device 108 includes a housing 600, an LCD 602, speaker 604, an
LED i ndi cator 606, trackball 608, an ESC ("escape") key 610, keypad 612, a
t el ephhone headset conprised of an ear bud 6J4 and a m crophone 616.
Trackball 10 608 and ESC key 610 can q; inwardly depressed as a neans to
provi de additional input to device . ESC key 610 maybe depressed al ong
the path of arrow "A". [0087] It will be understood that housing 600 can be

made f r omuyaddpredtbdodTh AnidRb RN bsidr 7@§m§!hdiénucﬂ;‘?€dééss&;@ﬂtﬁ@§ﬁa%0 @hiidrhari)n the art
and nmay be SUItab|% formed to house and h components _of device 108.
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coupl ed to keypad, 612 and_other intern evi ce cr e L

pr ef er abl & e(‘ﬂcg jf%ﬁfé PRFREEL § Mg éf“ﬁ% e%ﬁﬁn‘fy@y?ﬂ%o\%e cfg a;e%?f Pg\ggg
corrponent\&;celi)ieﬂaﬁ a:fmmﬁﬂcanm epsyiiite. ehddisio, devied 8 puatoets sortha@gatiliz| ude
m croprocessors .in t a 950 trade r e I and
The' PR000 caBract M oRpr AR VAT OO HEmRs G st 3 o e SRTES

M croproqesshswm)02 is connected to other elenents in device 108 through a

series of electrical _ )
{0091}  Operating system software executed by the microprocessor 702 is preferably stored in

8 computer-readable medium, such as flash memory 714, but may be stored in other types of
memory devices, such as read-only memory (ROM) or similar storage element. In addition,

20 system software, specific device applications, or parts thereof, may be temporarily loaded into &
volatile store, such as RAM 716, Communication signals received by the mobile device may
also be stored to RAM 716.

[0092]  Microprocessor 702, in addition to its operating system functions, enables execution
of software applications on device 108. A set of software (or firmware) applications, generally
25  identified as applications 720, that control basic device operations, such as voice communication
module 7204 and data communication module 720B, may be installed on the device 108 during
manufacture or downloaded thereafier. As well, additional software maodules, such as software

module 720N, which may be for instance a personal information manager (PIM) application,



connections to its various input and output pins. Mcroprocessor 702 has an
IRQinput line 5 which allows it to receive signals fromvarious devices.
Appropriate interrupt firmvare is provided which receives and reacts to
the signals detected on the IRQline. [0090] In addition to the

m croprocessor 702, other internal devices of the device 108 are shown
schematically in Pig. 7. These include:,,di spl ay 602; speaker 604; keypad
612; comuni cation sub-system 704; short-range comuni cati on sub-system
706; auxiliary 1/0 10 devices 708; serial port 710; m crophone port 712 for

i cr ophonen Gk indd1RS BudRTRMadilA of WitdhdedhEVIfRERmRIRE S0% MatSdseichgd of
data including |local data relating to the status flags used by an

enbodi mentYith gagheppiration eancbeomdriy IpsRANMETYA8: ¢l ock 718 and ot her device
sub-systens (not _shown). Device 108 is preferably a two- radi o
frequency [P c I frEBnicatendasiuee 2R viaN GOmRFSP B@ge&?ﬁﬁ %P‘\gﬁ%%?ﬁ%ﬁﬁ“{?&ti on
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such as flash nenory 714, but may be stored in other types of nenory

devi ces, g3} as Copaghmivativh E0RAY incRO) das 281 wideasmataicages, etegadoimed | n
addition, 20 tem sof.tware, speclf,jc . device applications I [
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RAM 716. [0092] .M croprocessor » ) N addit.io 0 its operating. s em
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As wel |, additional software nodul e of t-wa ON, which
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communication sub-system 704 of device 108 may operate with the Mobitex (trade-mark),
DataTAC (trade-mark) or General Packet Radio Service (GPRS) mobile data communication
networks and also operate with any of a variety of voice communication networks, such as

20  Advanced Mobile Phone Service (AMPS), Time Division Multiple Access (TDMA), Code
Division Multiple Access (CDMA), CDMA 2000, Personal Communication Service (PCS),
Global System for Mobile Communication (GSM), etc. Other types of data and voice
(telephonic) networks, both separate and integrated, may also be utilized with device 108. In any
event, communication sub-system 704 provides device 108 with the capability of communicating

25 . with other devices using various communication technologies, including instant messaging (IM)

systems, text messaging (TM) systems and short message service (SMS) systems.

[0093] In addition to processing communication signals, DSF 730 provides control of

receiver 722 and transmitter 724. For example, gains applied to communication signals in



[ 0093] Data comruni cati on nodul e 720B may conpri se processes that inplenent
features, processes and applications for device 108 as provi ded and
descri'bed in Figs. 3A-3C and 5 (and 5 their variants described herein),

al l owi ng device 108 to generate track any status flags and generate
notificati on screens when a service request to an expired account is
initiated. [0094] Comruni cation functiops, including data and voi ce

comuni cations, are perforated through'the comunication sub-system 704
and the short-range comuni cati on sub-system 706. Coll ectively,

sub- syst ensceRRA72MEd RGP V208ayt hedgiugdskotoued thioikleifiassic gain-cahitol

comuni cation 10 technol ogi es .processed by device 108. Various applications
720 provi desoFHEns @F’&F?‘Hﬁ%lmggﬁp'rol s to further process and |log the

comruni cat,j , ni cati on._.sub-system 704 incl udes, receiver
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information,

[0098] Short-range communication sub-system 706 enables communication berween device
20 104 and other proximate systems or devices, which need not necessarily be similar devices, For

example, the short-range communication sub-system may include an infrared device and

associated circuits and components, or a Bluetooth (trade-mark) commumication module to

provide for communication with similarly enabled systems and  devices.

[0099]  Powering the entire electronics of the mobile handheld communication device is

25  power source 734. In one embodiment, the power source 734 includes one or more patieries. In
another embodiment, the power source 734 is a single battery pack, especially a rechargeable
battery pack. A power switch (not shown) provides an “on/off” switch for device 108. A power

source interface (not shown) may be provided in hardware, fimoware, software or a combination



algorithns inplemented in DSP 730. [0096] In a data communication node, a
recei ved signal, such as a text nessage or Wb page download, is processed
by thé communi cation sub-system 704 and i s provided as an input to 5

m croprocessor 702. The received signal is then further processed by

m croprocessor 702 which can then generate an output to display 602 or to
an auxiliary 1/0O device 708. A device er may al so conpose data itens,
such as e-mail nessages, using keypad 2, trackball 608 and/or some other
auxiliary 1/0O device 708, such as a touchpad, a rocker switch or sone ot her

| nput  deViLE., o IhEGRURORGHy 5 dcbAUB: dXBolchRii Bfiden @@ pobkedduny 834

conmuni ca conmuni cat | on_sub- rs*%l/ste 0 SiRsSyst em
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may be implemented in a combination of electronic bardware, firmware and software. The

firrware and software may be implemented as a series of processes and / or modules that
provide the functionalities described herein. Interrupt routines may be used. Data may be stored
50 in volatile and non-volatile devices described herein and be updated by the hardwate, firmware

and / or software. Other network embodiments may use non-client server architectutes for

managerent of communications.

[00102] It will further be appreciated that if one service is restricted for an account, other
services may or may not be restricted as well, Alternatively or additionally, if access 10 one

95 account is restricted then other restrictions may be imposed on other accounts or parts thereof. It
will further be appreciated that embodiments may restrict use of other forms of communications,

such as SMS messages, text messages, voice messages or other forms of communications

depending on the status of any partcular account.



of such elenments to selectively control access of conponents in device 108
to power source 734. Upon activation of the power switch an application
720 is initiated to turn on device 108. Upon deactivation of the power
switch, an application 720 is initiated to turn off device 108. Power to
device 108 may al so be controlled by other devices and by software
applications 720. O her 5 conponents iggdevice 108 include GPS nodule 740
and light sensor 742. 1001001 The enbodi'nments have been descri bed for
systens inplenenting an email comunication system However, it will be
appreci at q&]lt{l?gt TRk E{%Bh@(ﬂ%hﬂg'ﬁ Ee?ingw dth@mn&! T8 Rendda@relcS Rl Eﬁ?ok%bﬂ@y
comruni cation protocol or systemincluding emalil, nessaging, text
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appr ecizat ed: that any features of enmmil interface server as described
herei n may be incorporated into an enail server and / or an interface
server. It wll be appreciated that any features relating to processing
and di splaying of an email (or part thereof) as 15 descri bed herein
relating to a device may be incorporated into an email interface server
[001011 It will be appreciated that the enbodi nents relating to devices,
servers and systens nmay be inplenented in a conbination of electronic
hardware, firmvare and software. The firmmare and software nay be

i npl enented as a series of processes and / or nodul es that provide the
functionalities described herein. Interrupt routines may be used. Data may
be stored 20 in volatile and non-vol atile devices described herein and be
updated by the hardware, firmvare and / or software. O her network

enbodi ments nay use non-client server architectures for rmanagenent of
comuni cations. 100102) It will further be appreciated that if one service
is restricted for an account, other services may or may not be restricted
as well. Alternatively or additionally, if access to one 25 account is
restricted then other restrictions nay be inposed on other accounts or
parts thereof. It wll further be appreciated that enbodi nents may
restrict use of other forns of communi cations, such as SM5 nessages, text
nmessages, Vvoi ce nessages or other fornms of conmunications depending on the
status of any particul ar account.



27 1001031 The present disclosure is defined by the clains appended
hereto, with the foregoing description being nerely illustrative of
enbodiments of the invention. Those of ordinary skill nmay envisage certain
nodi fications to the foregoi ng enbodi mnents which, although not explicitly
di scussed herein, do not depart fromthe scope of the invention, as defined
by the appended 5 clains. 28 d ains: A net hod for managi ng access to a
service of an account associated with el ectronic device, said nethod
conprising: nonitoring a status of said account; and 5 if said status of
sai d accopnt indicates that said account is inactive, then: providing a
notificati0H"on said device that said account is inactive; and provi di ng
at |east gne ogtj &Bdifd?m%ﬁéﬁnlgméﬁ {0GAENRE of @ doGRat dsstaisedsdinatonet . 2. The
met hod as cl ained In claim I, further conprising: 10 upon sel ection of an
option of dea¢edsaid mpthetbeomprgingpt i on to reactivate said account, initiating

a request to reactivate said account; and upon reactivation of said
account, provi@prigtiagedays ¢f5aid H9WLetdi ce relating to said account. 15 3.
The nethod as clained inh ¢claim1 rei&h%q&_.notification i's

Cl a . r.cl,aimz2, whe
provi d&d throﬁ&ﬁiﬁmWE§§§6§“BW@$V§@ S#WI%“§$§$HP§5P usérg}nterface QU on
a display on said device. .4. .The t hod cl.al y . pae of the
precedi ng cl ai nsPrOXHEBSMRLTGHT T c‘;{[?"}’1 %é%fsmdggﬁrggﬂé%ﬁl%dﬁ%% reactivate said
account, a nessage_i,s sent from.said device. V&bl AReodBt. COMUNI cat i on
with said devi cef|§¥ @U’ig&fefr%&st Sncrog’g%ggltsmtg %X{rﬁgcg%%nﬁsgetagt%aﬁgl da?ccount. 5. The

nmet hod as clainmed in any one of the preceding clains, wherein while said
account is inactive, another service associated with said account is

accessi bl g by miﬂ%ﬂﬁvaggﬁimea%d@m ThgmeeiRpasas clainmed in claimb5, wherein
ived

sai d service provides access to receive
10 upon selection of an option of said at least one option to reactivate said account, initiating

8 Tequest to reactivate said account; and
upon teactivation of said account, providing access to said service relating 1o said

account.

i5 3. The method 2 claimed in clairn 1 or claim 2, wherein said notification is provided

through & message provided in a graphical user interface *GUI’ on a display on gaid device.

4, The method as claimed in any one of the preceding claims , wherein upon selection of
said option to reactivate said account, a message is sent from said device to a server in

20  communication with said device providing a request to reactivate said account.

5. The mmethod as claimed in any one of the preceding claims, wherein while said account is

inactive, another service associated with said account is accessible by said device,



emai | s addressed to said device. 7. The nmethod as clained in claimb5,
wherein said service is access to an Internet web site. 5 8. The nethod as
claimed in any one of clainms | to 4, further conprising: providing a part
of said service to said device when said account is inactive. 9. The nethod
as clainmed in claim8, wherein said part of said service provides an 10

i ndi cation of a received email by said vice. 10. The nethod as clained in
claim9, wherein: said account relates to enmnils for said device; and

while said account is inactive: 15 enmails relating to said account are
continued 4,0 bahtaedbd ackidyediicthit 6\Wiesin fuitlservia@ipebvideRkdesssthateiade recei ved
whil e said agcount is inactive have |imted access privileges when
accessed t¥dsaHssRddo ‘5&%}3— 11. The method as clained in claim10,
wherein: 20 said status of said account is provided in a flag associ ated
with said received email; and said device evaluates said flag to determ ne
a level ofy acCqpe LR 2al il iVl sQRldn BYd ccfllth 8K i 130med Fon sTlE

met hod as ‘¢l ai ned™Fnoclhal ML , ereln sald Status of said account is
provid in a global flag that is provided to said device; and said device
eval uates said flag to determne a |level of access to said received enui

by~ sal d Gevi Cpe fedidd astiEmIRhAAToAD LAY 41 el odhingoher e n emal ['s

relating to said account are p sai vice on a push basis from

an email int _eriar%‘%ﬁin%%_rp‘éﬁ%fsa%ﬂsew'f&% 8R4 DQfke IBeiblad ABSnt B ib@em 9, wherein
emails relating to said account are provided to 10 said device on a pul

basis froman email interface server after a request is initiated fromsaid
devi ce.

9. The method as claimed in claim 8, wherein said part of said service provides an

10 indication of a received email by said device.

10.  The method as claimed in claim 9, whetein:
said account relates to emails for said device; and
while said account is inactive:
15 emails relating to said account are continued to be received by said device; and

said emails that are received while gaid account is inactive have lirnited access

privileges when accessed throngh said device.

11. The method as claimed in claim 10, wherein:
20 said status of said account is provided in a flag associated with said received email; and

said device evaluates said flag to determine a level of access to said received email by

gaid device.



15. An el ectronic device providing a communi cation service relating to an
account, conprising: 15 a first nodule to evaluate a status fl ag
associated with said account; a second nodule to generate a notification on
a display of said device when said status flag indicates that said account
is inactive, said notification providing an option to reactivate said
account; a third nodule to control accgss to said service related to said
account depending on said 20 status flag; a fourth nodule to generate and
send an out bound nessage from said device to request reactivation of said

account upon gl juabd AbiShefRicHhiR R Rl reactivate said account; and a
fifth nodule to nonitor for receipt of a signal indicating approval of

reactivation gfiq s@duslof 311GAA: idpdviiel HRGRLE fRaiid: Bipadvited td sapl deeib4;ent | ng
said approval. 25 31 16, The el ectronic device as clainmed in claim 15,

wherein said $a4s6R ahAd:asdiEg fraReiing g leviln actas tebadtecdvidemail by
communi cations froma renote server. 17. The el ectronic device as clained
in claim16, WHEA®IS said device stores received 5 el ectronic

comuni cations fromsaid renote server and sel ectively provides access to
one o nore of said received el ectronic comunications based on said

status fl_ag. . _The.el ectronic.dev] . i I D, i M N
whi |l e sai lg acﬁﬁﬁwtgf)%asicnaé%?cfl\gé:?alm ghw&é}feﬁeer%@#s%i%@%é%%&%%ﬁ%%ﬁ{ h said
account issidaleciesai dpush bysisfaindarcenailoaerfd® sa®r. The el ectroni ¢ devi ce as
claimed in claim17, wherein said device: continues to receive said inbound
communi cations relating to said account fromsaid renote server while said

status flag indicates said account is inactive, provides a |ist vlgpﬁl udi ng
sai d i nbddnd ShemehehrccldvphintldmOi virseinapails rdging 1@ b4 oWt & PrME e i cat es

sai d gccauityelige b 19485 18R Gn RReY i8S cd JefVet Fthr AGLASSisihigRESbA sad | east
one of sadl d. I nbound’ communi cations while said
evice.

15.  An electronic device providing a communication service relating to an account,
comprising:
15 a first module to evaluate a status flag associated with said account,

a second module to generate a notification on a display of said device when said status

fiag indicates that said account is inactive, said notification providing an option to

teactivate said account;

a third module to control access to said service related to said account depending on said
20 status flag;

2 fourth module to generate and send an outbound message from said deviee to request

reactivation of said account upon activation of said option to reactivate said account; and

a fifth module to monitor for receipt of a signal indicating approval of reactivation of said

account and to update said status flag reflecting said approval.

25



status flag indicates said account is inactive. 20. The el ectronic device
as clainmed in claim19, wherein said device adjusts said limted 20 access
rights after said status flag indicates said account has been reactivated.
21. A conputer-readabl e medi um conprising instructions executable on a
processor of a conputing system wherein the instructions, when executed by
t he processor, cause the conputing sysyemto performthe steps of the
nmet hod as clainmed in any one of clainms Tto 14. 25

16.  The electromic device as claimed in claim 15, wherein said service relates to receiving

inbound electronic communications from a remote server,

17. The electronic device as elaimed in claim 16, wherein said device stores received
5  electronic communications from said remote server and selectively provides access to one or

more of said received electronic communications based on said status flag.

I8. The electronic device as claimed in claim 17, wherein while said account is inactive,

another service associated with satd account is accessible by said device.

10
19, The electronic device as claimed in claim 17, wherein said device:
continues to receive said inbound communications relating to said account from said
remote server while said status flag indicates said account is inactive;
provides a list including said inbound electronic communications while said status flag
15 indicates said account is inactive; and

provides limited aceess rights to at least one of said inbound communications while said

status flag indicates said account is inactive,

20.  The electronic device as claimed in claim 19, wherein said device adjusts said limited

20  access rights after said stams flag indicates said account has been reactivated.

21. A computer-readable medivm comprising instructions executable on a processor of a
computing system wherein the instructions, when executed by the processor, cause the

computing system to perform the steps of the method as claimed in any one of claims 1 1o 14,
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