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Method of securely streaming digital content over content

delivery network
TECHNICAL FIELD

[0001] The present disclosure relates to the field of digital content streaming

or distribution over a content delivery network.
BACKGROUND

[0002] The service providers for digital content streaming or distribution have
to deal with a number of hacking issues.

[0003]One of these hacking issues allows a hacker to provide a pirate
service of content streaming based on a DRM key sharing. The hacker
subscribes to a content streaming service from a legitimate content provider,
as a legitimate user, requests a content and obtains a DRM (digital right
management) license for the requested content including a DRM key to
decrypt the encrypted content. The hacker uses a weak point of the DRM
license to extract the key from it, decrypt and share it with multiple users to
allow them to access the content without subscribing to the legitimate content
streaming service. A pirate content server gives access to multiple contents
to users of the pirate service, by sharing the DRM keys for decrypting the
contents. The users of the pirate service set up content streaming sessions
with a content delivery network (CDN) of the legitimate content provider,
receive encrypted content segments in response to content segment
requests, and decrypt them with the DRM key provided by the pirate service
portal. The users of the pirate service do not need to subscribe to the
legitimate content streaming service and generate an additional network load
with the content delivery network.

[0004] Therefore, there is a need for improving the situation. In particular, it is
desired to detect and stop an illegitimate network traffic supported by the

content delivery network.

SUMMARY
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[0005] The present disclosure concerns a method comprising the following
steps, performed by a content delivery network:

- receiving a digital content segment request containing a token,

- in response to the digital content segment request, checking the token, and,
upon a successful check of the token, transmitting the requested digital
content segment to a requestor;

characterized in that the token contains an entitlement tag for restricted use,
and the method further comprises the following steps:

- for each of a plurality of received digital content segment requests,
extracting the entitlement tag from the token of the digital content segment
request and storing a record including at least the extracted entitlement tag;

- analyzing the stored records to detect if the number of instances of a same
entitlement tag within a predetermined time period exceeds a threshold;

- in case of a positive detection, storing said entitlement tag in a list of non-
trusted tags.

[0006] The present method allows to quickly detect a traffic of content
segment requests from a pirate service based on key sharing and stop it.
Typically, a time period of a few minutes may be sufficient to detect an
excessive number of instances or occurrences of the same entitlement tag in
a traffic of segment requests received by the content delivery network. Then,
the content delivery network can immediately react by stopping delivering the
content segments to user devices transmitting segment requests including

tokens with the non-trusted tag.

[0007] The detection of any non-trusted tag can be performed in real time
within the content delivery network, based on the stored records.

[0008] Furthermore, the present method does not require any modification of
the user devices. No change is required in a player and a DRM content

decryption module of the user device to implement the present method.

[0009] In an embodiment, the entitlement tag includes at least one of a client

identifier, a random number, a counter value.
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[0010] In case the entitlement tag includes a client (or account) identifier, or
a random number or counter value uniquely assigned to a client of a service
a digital content streaming or distribution, the detection of a non-trusted tag

allows to identify a pirate client among all legitimate clients of the service.

[0011] In an embodiment, the method further comprises, upon an
unsuccessful check of the token, a step of rejecting the digital content
segment request or a step of transmitting a content segment related to a pre-
defined content different from the requested content.

[0012] After detection of a non-trusted tag, all the content segment requests
containing the same non-trusted tag can be rejected and the traffic related to
the illegitimate content segment requests can be stopped. Alternatively, the
content delivery network can deliver another pre-defined content, different
from the requested content, to the user device. The pre-defined content may
contain anti-piracy information and/or information for subscribing to a

legitimate service of digital content streaming or distribution.

[0013] In an embodiment, the step of checking the token may include :

- verifying a digital signature of said token and/or successfully decrypting said
token;

- verifying that the entitlement tag included in the token is not included in the
stored list of non-trusted tags;

- verifying that a validity time period of the token has not expired.

[0014] In an embodiment, the step of storing a record includes storing, in
association with the entitlement tag, additional data including at least one of a
content identifier, a network address of a requestor, timestamp data of a
reception time of the content segment request.

[0015] The additional data in the stored records allow to refine the data

analysis of the records.

[0016] In an embodiment, the method may further comprises the following

steps, performed by a content platform:
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- receiving a selection of a digital content from an authenticated requestor;
- in response to said selection, generating the token including the entitlement
tag and transmitting the generated token to the authenticated requestor.

[0017] In an embodiment, the method may further comprise a step of signing
and/or encrypting the generated token, performed by the content platform.

[0018] In an embodiment, the method may further comprise the following
steps, performed by the content platform:

in response to the selection of the digital content from the authenticated
requestor, producing a network address to access the selected digital
content, including the generated token in said network address, and

transmitting said network address to the requestor.

[0019] For example, in response to the selection of the digital content from
the authenticated requestor, the content platform generates a network
address, such as a web address or URL, to access a playlist file of content
segments of the selected digital content, wherein the generated network
address includes the generated token, and then transmits said network
address to the requestor. The requestor can download the playlist file and
then the content segments, using the received network address including the

token.

[0020] The step of analyzing the stored records may be performed using a

machine learning model.

[0021] In an embodiment, the method further comprise a step of
watermarking at least part of the digital content segments transmitted to the

requestor with the respective entitlement tag.

[0022] In an embodiment, the steps of storing records and analyzing the
stored records are performed by a management system from records stored
by a plurality of distributed edge servers of the content delivery network, and
the management system transmits a list of non-trusted tags to the distributed

edge servers.
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[0023] The present disclosure also concerns a system including a content
delivery network configured to carry out the steps of the method previously
defined.

[0024] The system may further include a digital content platform configured
to carry out the additional steps of

- receiving a selection of a digital content from an authenticated requestor;

- in response to said selection, generating the token including the entitlement
tag and transmitting the generated token to the authenticated requestor.

BRIEF DESCRIPTION OF THE DRAWINGS

[0025] Other features, purposes and advantages of the disclosure will
become more explicit by means of reading the detailed statement of the non-

restrictive embodiments made with reference to the accompanying drawings.

[0026] Figure 1 schematically illustrates a legitimate service of digital content
streaming of the prior art and a pirate service of digital content streaming,

according to an example.

[0027] Figure 2 schematically illustrates a distributed system for digital

content streaming or distribution, according to an embodiment.

[0028] Figure 3 represents a communication diagram in which successive
digital content segments are transmitted to a legitimate user device,

according to an embodiment.

[0029]) Figure 4A-4B represents a communication diagram in which an
entitlement tag is over-used by illegitimate users, detected, and black-listed

as a non-trusted entitlement tag. .

[0030]Figure 5 is an illustrative example of a table of use cases for

generating input training data for a machine learning model, by simulation.

DETAILED DESCRIPTION
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[0031] Figure 1 schematically illustrates a legitimate service of digital content
streaming of the prior art and a pirate service of digital content streaming,

according to an example.

[0032] A known legitimate service of digital content streaming of the prior art
works as follows:

In a step S50, a legitimate user LU that has subscribed to the legitimate
service of digital content streaming, equipped with a user device,
authenticates with a legitimate content platform 100, and selects a digital
content CT from the legitimate content platform 100. In response, the content
platform 100 transmits an URL of a playlist of content segments together with
a content related access token for CDN (Content Delivery Network) and a
content related authorization token for DRM (Digital Right Management), for
the selected content CT, to the authenticated legitimate user LU. The content
related access token for CDN includes authorization data for accessing the
selected content. The content related authorization token for DRM includes
authorization data for obtaining a DRM license for the selected content. In a
next step S51, the legitimate user gets a DRM license file including a content
key to decrypt the selected content, in exchange from the content related
authorization token for DRM, from a DRM license server 400. In step S52, the
legitimate user LU transmits requests for segments of the selected content
CT to the content delivery network (CDN) 300 together with the content
related access token for CDN, based on the received URL. The content
delivery network 300 checks the content related access token and, in
response, upon a successful check on the content related access token,
transmits the requested encrypted content segments of the selected content

CT to the legitimate user device LU.

[0033]A known pirate service of digital content streaming of the prior art
operates as follows:

A strawman SM of the pirate service, equipped with a user device, first
subscribes to the legitimate digital content streaming service with the
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legitimate digital content platform 100. Later, the strawman SM authenticates
with the legitimate content platform 100 and selects a digital content CT from
the legitimate content platform 100, in a step S60. In response, the content
platform 100 transmits an URL of a playlist of content segments, together
with a content related access token and an authorization token for DRM for
the selected content CT to the strawman SM, seen as an authorized
legitimate user by the content platform 100. Then, in a step S61, the
strawman SM gets a DRM license file including a content key to decrypt the
selected content CT, in exchange from the authorization token for DRM, from
the DRM license server 400, and extracts (and decrypts) the content key from
the DRM license file using hacking means. In a step S62, the strawman SM
feeds a pirate DRM license server 210 with the extracted (decrypted) content
key. Later, in a step S70, an illegitimate user ILU, in other words a user of the
pirate service, equipped with a user device, authenticates with an illegitimate
(pirate) content platform 200 and selects the content CT on the illegitimate
content platform 200. Then, in a step S71, the illegitimate user ILU gets a
DRM license file including the extracted content key from the illegitimate
DRM license server 210 to decrypt the selected content CT. In a step S72,
the illegitimate user ILU downloads the content segments of the selected
content CT streamed from the content delivery network 300 of the legitimate
service, as a legitimate user, and decrypts them with the extracted content

key.

[0034] The pirate service of digital content streaming, provided by the
illegitimate content platform 200, is based on sharing with multiple users ILU
content keys illegitimately extracted and/or decrypted from DRM licenses.
The illegitimate users ILU of the pirate service do not need to subscribe to the
legitimate digital content streaming service with the legitimate platform 100.
Furthermore, they cause an additional network load that the content delivery

network 300 of the legitimate service has to support.
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[0035] The present disclosure allows to improve the situation, as explained

below.

[0036] Figure 2 is a schematic view of a distributed system implementing a

digital content streaming or distribution service, according to an embodiment.

[0037] The distributed system of digital content streaming may comprise a
digital content platform 100, a content delivery network or CDN 300, a DRM
license server 400, and user devices 500.

[0038] A client is a subscriber to the service of digital content streaming or
distribution. A client account may be assigned to each client with the digital
content streaming service, and include client identification information, and/or
client credentials, rights, ... The client may use the service of digital content
streaming with one or more user devices. In an embodiment, the client may
have the right to simultaneously use the digital content streaming service with

a predetermined number of user devices.

[0039] The content platform 100 offers digital contents to clients with user
devices 500. The digital contents can be videos, audios, text files, software,
games, or any other kind of data. The content platform 100 is responsible for
authenticating a user device 500, enabling the user device 500 to select a
digital content on the content platform 100 and, in response, providing the
authenticated user device 500 with a network address to access the selected
digital content for distribution over the content delivery network 300, as will be

described in more detail later.

[0040] Furthermore, in the present disclosure, the content platform 100 is
configured to create a restriction token including an entitlement tag for
restricted use for entitlement to receive a content and transmit the restriction

token to the user device 500.

[0041] A token is a structure of data, or a message, that is digitally signed
and/or encrypted by the content platform 100.
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[0042] The restriction token may be transmitted together with the network
address to access the selected digital content. It may be included within or
added to the network address to access the selected digital content.

[0043] In another embodiment, the content platform 100 may be configured to
transmit a content related access token for the selected content to the
authenticated user device 500, said content related access token including
authorization data for accessing the selected content. Then, when delivering
the content over the content delivery network 300, the content related access
token is transmitted by the user device 500 to the content delivery network
300, and checked by the content delivery network 300, which ensures that
the content can only be delivered to a user device authorized to access the

content.

[0044] In another embodiment, the content platform 100 may be configured to
transmit a watermark token for the selected content, the watermark token
including a watermark. Then, when delivering the content over the content
delivery network 300, the watermark token is transmitted by the user device
500 to the content delivery network 300 and the content delivery network 300
digitally watermarks the content delivered to the user device 500 based on
the received watermark token.

[0045] The content platform 100 may include a token generator 101 and a
network address generator 102. The token generator 101 has the function of
creating the restriction token, and optionally any other token, for example in
response to the selection of a digital content by an authenticated user device
500. The network address generator 102 has the function of creating a
network address to access a selected digital content from the content delivery
network 300. A generated token may be added to the network address. The
token generator 101 and network address generator 102 may be
implemented by pieces of software running on a processing unit (not

represented) of the content platform 100.
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[0046] The content platform 100 may be connected to a content management
system 600 and to a client management system 700. The content
management system 600 is responsible for storing digital contents and/or
receiving digital contents from content sources, encoding the digital contents
and encrypting them with content keys. The client management system 700
is also responsible for managing the client subscriptions and for storing
information on clients that have subscribed to the content streaming service.
The management of clients and contents of a digital content streaming

service is well-known and will not be described in more detail.

[0047] The DRM license server 400 is configured to distribute DRM licenses
for digital contents to authorized user devices 500. A DRM license is a data
structure including an encrypted content key for decrypting one or more
content(s). The DRM license may include other data, such as usage rules.
The DRM license server 400 cooperates with an authorization server that
may be the content platform 100. The authorization server, for example the
content platform 100, is responsible for executing an authorization process to
authorize a user device 500 to receive a DRM license. The authorization
process can be the authentication process performed when a user device
connects to the content platform 100 and authenticates with the content
platform 100 to select a digital content. In case of successful authorization or
authentication, the content platform 100 may transmit an authorization token
for DRM signed with a key shared by the DRM license server 400 and the
content platform 100, to the authorized user device 500. The DRM license
server 400 is responsible for transmitting the DRM license to the authorized
user device 500, in response to a DRM license request including a valid
authorization token for DRM signed by the content platform 100.

[0048] The user devices 500 are connected to the content platform 100, the
CND edge servers 310 and the DRM license server 400 through a
communication network, such as the Internet (not represented in figure 2).
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[0049] Each user device 500 may include a digital content player 501 and a
content decryption module 502, as illustrated at the bottom of figure 2.

[0050] The digital content player 501 is configured to :

- authenticate with the content platform 100,

- in case of successful authentication, select a content on the content
platform 100, receive an authorization token for DRM to get a DRM license
for the selected content, and receive a network address, such as a web
address or URL, to access the selected content over the content delivery
network 30,

- request, receive, decrypt, decode and play content segments for the

selected content.

[0051] The digital content player 501 may be implemented with software and

hardware.

[0052] The Content Decryption Module (CDM) 502 is configured to decrypt
encrypted DRM content. It works as a "black box", transmitting a DRM
license request including the received authorization token for DRM to the
DRM license server 400, receiving in response the requested DRM license
including a content key, receiving an encrypted content and returning the

decrypted content. It may be implemented with software and hardware.

[0053] The content delivery network 300 is responsible for delivering or
transmitting digital contents to user devices 500. The digital contents may be
received by the content delivery network 300 from the content platform 100.
They may be encrypted and segmented into digital content segments. A
digital content segment is a digital content file corresponding to a fragment of
the content. For each content, the content segments may be received by the
content delivery network 300 together with a content playlist file, that will be
described later. The content segments and the playlist file may be cached
into CDN edge servers 310. In an embodiment, for each content, the content
segments may be received by the content delivery network 300 together with
the corresponding content related access token and/or authorization data for
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accessing the content. The content related access token and/or the
authorization data for accessing the content may be cached into CDN edge
servers 310 together with the content segments. The content delivery
network 300 may comprise a plurality of CDN edge servers 310, provided at
different locations. In operation, the CDN edge servers 310 may receive
content segment requests from user devices 500 and, in response, transmit

the requested content segments to the requestor user devices 500.

[0054] The content delivery network 300 may also comprise a CDN origin
server 320 configured, for each digital content pushed by the content platform
100 to the content delivery network 300, to receive the content segments and
the associated playlist and cache them into the each of the plurality of CDN

edge servers 310.

[0055] In the present disclosure, the content delivery network 300 may further
include a CDN management system 330. The CDN management system 330
may comprise a blacklist database 331, a record database 332, and a data
analyzer 333. The management system may be external to the content

delivery network, as explained later.

[0056] The blacklist database 331 is configured to store a list L of non-trusted
tags. This list L is accessible from the CDN edge servers 310. In an
embodiment, the list L may be cached into the CDN edge servers 310.

[0057] The record database 332 is configured to consolidate and store data
records, or logs, received from the plurality of CDN edge servers 310, related
to a traffic of content segment requests received by the CDN edge servers
310, as explained later in more detail in the description of the method. A log
includes a plurality of records stored within a given period of time.

[0058] The data analyzer 333 is responsible for analyzing the stored records
or logs from the record database 332 to detect any non-trusted tag and, in
case of positive detection, storing the detected non-trusted tag in list L stored
in the blacklist database 331.
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[0059] In another embodiment, the record database and the data analyzer
may be external to the content delivery network 300. Optionally, the blacklist
database may also be external to the content delivery network 300.

[0060] In another embodiment, the streaming of contents to user devices 500
may be balanced by the service platform 100 between two or more content
delivery networks 300, each content delivery network having respective edge
servers 310. In such a configuration, the record database 332 and blacklist
database 331 may be either centralized for the different content delivery
networks, or there may be a record database 332 and a blacklist database

331 in each content delivery network 300.

[0061] A method of distributing or streaming a digital content to user devices
500 will now be described in reference to figures 3 and 4. In figure 3, the user
device 500 is a legitimate user. In figure 4A-4B, the user device 500 is an
illegitimate user device 500. In figures 3 and 4, the groups of steps that are
recurrently or periodically executed are surrounded by a rectangle.

[0062] In a first step S1, a client connects to the content platform 100 with a
user device 500, authenticates, for example by transmitting client credentials
such as a client identifier and password, and selects or requests a digital
content available on the content platform 100 for this client. It is assumed that
the user device 500 is authorized to select the digital content.

[0063] In case of successful authentication of the user device 500, the content
platform 100 transmits a network address to access the selected content to
the requestor user device 500, in a step S2. The network address may be a
web address, or URL. This network address or URL may specify the location
of a playlist file on the content delivery network 300 for the selected content

and a mechanism or protocol for retrieving it, for example the protocol http.

[0064]In the present disclosure, the content platform 100 generates a
restriction token and adds it to the network address to access the selected
content, here to the network address or URL of the playlist file, that is
transmitted to the user device 500.
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[0065] The restriction token is a structure of data that is digitally signed and/or
encrypted by the content platform 100, and includes an entitlement tag for
restricted use.

[0066] In a first illustrative example, the received network address is an URL
that may have the form:

http://mydomain.cdn.net/[restriction _token]/myservice/mycontent/playlist. mpd
which indicates in order : a protocol (http), a hosthame (mydomain.cdn.net), a
service name (myservice), a content name (mycontent) and a file name
(playlist.mpd), and includes a token ([restriction_token]) added just after the
hostname, before the service name, content name and file name. In this
example, the edge server 310 will remove the token from the URL to reach

the actual data from the origin server 320.

[0067]In a second illustrative example, the received network address is an
URL that may have the form:
http://mydomain.cdn.net/myservice/mycontent/playlist. mnpd?[restriction_token]
which indicates in order : a protocol (http), a hostname (mydomain.cdn.net), a
service name (myservice), a content name (mycontent) and a file name
(playlist. mpd), and includes a token ([restriction_token]) added at the end of
the URL as a query parameter.

[0068] The digital signature of the restriction token may be computed by the
content platform 100 with a private key of the content platform 100,
associated with a public key known from the CDN 300, or with a secret key
shared by the content platform 100 and the CDN 300.

[0069] Alternatively, or additionally, it may be encrypted by the content
platform 100 with a private key of the content platform 100, associated with a
public key known from the CDN 300, or with a secret key shared by the
content platform 100 and the CDN 300.

[0070] In an embodiment, the restriction token may include other data, such

as a content identifier of the selected content.
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[0071] A valid restriction token is required to receive the content segments of
the selected digital content from the content delivery network 300, as will be
described in more detail later.

[0072] Optionally, the restriction token may have a given validity time period,
which may be predetermined and/or indicated in the restriction token.

[0073] The entitlement tag within the restriction token is an indicator for
detecting an abusive or excessive use of the restriction token. The
entitlement tag is provided by the content platform 100 to the authenticated
and authorized user device 500 that has selected a content so as to be
entitled to receive the selected content from the content delivery network 300.
Thus, it is an indicator for entitlement to receive a selected content over the
content delivery network 300. But, the entitlement tag is for restricted use as
to the number of device users. Furthermore, it may be unrelated to the
selected content. Depending on usage rules, the same entitlement tag may
be provided to one or more user devices 500, but in a limited way as to the
number of device users 500, and may entitle to download one or more
contents over the content delivery network 300. In other words, one
entitlement tag may be used to entitle one user device or a limited number of
user devices, for example a plurality of user devices associated with a same
client account, to receive one or more digital contents. The same entitlement
tag might be used to entitle one user device or a limited number of user
devices to receive any digital content that can be selected on the content
platform. The entitlement tag included in the restriction token has the role of
restricting the use of the restriction token as to the number of user devices.

[0074]In a first embodiment, the entitlement tag within the restriction token
includes a client or account identifier of the client that has selected the
content with the user device 500. The client or account identifier is an
information identifying the client of the service of digital content streaming. It
may be stored in a client database of the client management system 700
within the client account information. If the client has the right to
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simultaneously share the digital content streaming service with a
predetermined maximum number of user devices, the same entitlement tag
may be provided to different user devices, within the limit of the maximum

number of authorized user devices.

[0075] In a second embodiment, the entitlement tag within the token included
in the network address to access the selected content may be a random
number generated by the content platform 100. In an embodiment, the
random number may be generated each time the content platform 100
receives a content request, and may be unrelated to the requestor user
device 500. In another embodiment, the random number may be generated
uniquely for one user device 500 that has selected a content. It may be
stored in association with information identifying the user device 500 and/or a
client account in a database associated with the content platform 100, for

example the client database.

[0076] The random number may be assigned to the user device 500 for one
content, or for a limited number of contents, and/or for a limited period of

validity.

[0077]In a variant of the second embodiment, the random number may be
uniquely generated for one client. It may be stored in the client database in
association with the client identifier. In that case, if the client has the right to
simultaneously use the digital content streaming service with a predetermined
maximum number of user devices, the same random number may be
transmitted to different user devices, within the limit of the maximum number

of authorized user devices.

[0078] In a third embodiment based on the second embodiment or the variant
of the second embodiment, the random number is replaced by a counter

value generated by a counter of the content platform 100.

[0079] In another embodiment, in the step S2, the content platform 100 may
transmit the network address to access the selected content to the requestor
user device 500 (e.g., the URL of the content playlist) together with a content
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related access token including authorization data for accessing the specific
content selected on the content platform 100. The authorization data
represents an authorization to access a specific digital content, namely the
content selected on the content platform 100. The authorization data is linked

to the selected content.

[0080] In another embodiment, in the step S2, the content platform 100 may
transmit the network address to access the selected content to the requestor
user device 500 (e.g., the URL of the content playlist) together with a
watermark token containing a watermark for digitally watermarking the

selected content when delivering over the content delivery network 300.

[0081] In an embodiment, the restriction token may be combined or fused with
at least one other token. In other words, one single token may include the
data embedded in the restriction token and the data embedded in another
token. For example, one single token may comprise a first part including the
entitlement tag, and optionally the additional data of the restriction token
(validity or expiration time period, content identifier, ...), and at least a second
part including authorization data for accessing a specific content and/or a
digital watermark. The structure of data, or token, including all the data is
digitally signed and/or encrypted by the content platform 100. This token, that
will be termed as a restriction token in the following description, may be

added to the URL to access the selected content.

[0082] In the step S2, upon successful authentication of the user device 500
and authorized selection of the digital content, the content platform 100 may
also transmit an authorization token for DRM to the user device 500 for
authorizing the user device to get a DRM license file for the selected content,
in a well-known manner. The authorization token for DRM may be signed with

a key shared by the DRM license server 400 and the content platform 100.

[0083] After the step S2, the user device 500 may download first the playlist
file through the received URL (or network address), and then a DRM license
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and a plurality of digital content segments, that are digital content files, as

described below in the steps S3 to S7.

[0084]In the step S3, the user device 500 may request the playlist file to a
CDN edge server 310 through the received URL or network address. The
playlist URL includes the restriction token containing the entitlement tag. In
response, in a step S4, the user device 500 receives the requested playlist

file from the CDN edge server 310.

[0085] The playlist file of a content contains information for defining the
network addresses (e.g., URLs) of the content segments of the selected
content. The segment network addresses (e.g., segment URLs) are relative
addresses. They may be built from a root part of the received network
address of the playlist file by adding segment identifiers, for example

segment indexes or numbers, contained in the playlist file.

[0086] The received playlist file may also include a network address, such as
an URL, of the DRM license server 400. Thus, after downloading the playlist
file, the user device 500 may download a DRM license for the selected
content. For that purpose, the content decryption module 502 of the user
device 500 may transmit a request for the DRM license for the selected
content to the DRM license server 400, in a step S5. The DRM license
request may include the authorization token for DRM received from the
content platform 100 in the step S2. In response, the content decryption
module 502 may receive the requested DRM license from the DRM license
server 400, in a step S6. Other embodiments for downloading the DRM
license may be performed. The process of downloading a DRM license is
well-known by the skilled person and will not be described in more detail in

the present disclosure.

[0087] After downloading the playlist file and the DRM license for the selected
content, the user device 500 downloads a sequence of content segments of
the selected content by executing the steps S7 and S9 in an iterative manner,
as described below.
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[0088] For each content segment, the digital content player 501 of the user
device 500 transmits a content segment request to the CDN edge server 310,
in a step S7. The content segment request contains an URL, or network
address, of the requested content segment. This URL may include the
restriction token received from the content platform 100 in the step S2. For
example, the URL of the requested content segment may be built by
assembling a part of the URL received from the content platform, here to
download the playlist file, that includes the restriction token, and a content

segment index extracted from the playlist file.

[0089] In a first example, the URL for downloading a content segment may
have the form:
http://mydomain.cdn.net/[restriction_token]/myservice/mycontent/segment_in
dex_i.ext

which indicates in order : a protocol (http), a hostname (mydomain.cdn.net), a
service name (myservice), a content name (mycontent) and a file name or the
content segment of index i (segment_index_i.ext), and includes the token
([restriction_token]) added between the hostname and the service, content
and file names. The token is removed from the URL by the edge server to
obtain the actual data from the origin server.

[0090]In a second example, the URL of the request for a content segment
may have the form:

http://mydomain.cdn.net/myservice/mycontent/
segment_index_i.ext?[restriction_token]

which indicates in order : a protocol (http), a hostname (mydomain.cdn.net), a
service name (myservice), a content name (mycontent) and a file name
(playlist.mpd), and includes a token ([restriction_token]) added at the end of

the URL as a query parameter.

[0091] The above URLs of content segments are only illustrative examples

and other forms of URLs, or network addresses, could be used.
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[0092] After receiving the request for the digital content segment from the
user device 500, the CDN edge server 310 extracts the restriction token from
the received content segment request, and checks the extracted restriction
token, in a step S8. In the step S8, the check on the restriction token,
generated by the content platform 100 and forwarded by the user device 500,

may comprise different verifications.

[0093] The CDN edge server 310 may first verify if the restriction token is
valid. For that purpose, a first verification can relate to the signature and/or

encryption of the restriction token.

[0094] In case that the extracted restriction token has been digitally signed by
the content platform 100, the first verification of the restriction token
comprises verifying the digital signature of the restriction token. For that
purpose, the CDN edge server 310 may use the public key of the content
platform 100 or the secret key shared by the content platform 100 and the
CDN 300, depending in the key used to compute the signature by the content
platform 100. If the first verification fails, the CDN edge server 310
determines that the restriction token is not valid.

[0095] In case that the restriction token has been encrypted by the content
platform 100, the first verification of the restriction token may include
decrypting the restriction token with the public key of the content platform 100
or the shared secret key, depending in the key used by the content platform
100 to encrypt the restriction token. The decryption of the restriction token is
successful if the outcome of the decryption corresponds to a predefined data
structure of restriction token. If the outcome of the decryption does not match
the predefined data structure of restriction token, the CDN edge server 310

determines that the restriction token is not valid.

[0096] Optionally, a second verification related to the validity of the restriction
token is to verify if a validity time period of the restriction token has not
expired. The restriction token may include an information related to a validity
time period, and the CDN edge server 310 may verify if the restriction token
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has not already expired based on this information. If the restriction token has
expired, the CDN edge server 310 determines that the restriction token is not
valid.

[0097] If the restriction token is not valid, the CDN edge server 310 may reject
the content segment request.

[0098] If the restriction token is valid, the CDN edge server 310 may verify if
the restriction token is a priori trustworthy. For that purpose, the CDN edge
server 310 extracts the entitlement tag from the restriction token and verifies
that said entitlement tag whether it is included in the stored list L of non-
trusted tags. The list L may be accessible by the CDN edge server 310 from
the blacklist database 331 or cached in the CDN edge server 310. If the
entitlement tag within the restriction token is included in the stored list L of
non-trusted tags, the CDN edge server 310 detects that the entitlement tag is
a non-trusted tag, and determines that the restriction token cannot be trusted.
In that case, the CDN edge server 310 may reject the content segment
request. If the entitlement tag within the restriction token is not included in the
predetermined list L of non-trusted tag, the CDN edge server 310 detects that
the entitlement tag is a priori a trusted tag, accepts the content segment
request, and goes to the step S9.

[0099] If the restriction token further includes authorization data for accessing
the content specifically selected (as previously described in the case of a
fused token), the CDN edge server 310 may first verify the authorization data
for example by checking if the authorization data corresponds to reference
authorization data received from the content platform 100 for the requested
content. In case of successful verification of the authorization data, the
access to the requested content may be authorized. In case of failure, the
access to the requested content is denied, and the content segment request
may be rejected by the CDN edge server 310

[0100] In an embodiment, the content segment request is transmitted together
with a content related access token including authorization data for accessing



WO 2023/217997 PCT/EP2023/062674

10

15

20

25

30

-9

the content specifically selected. In that case, the CDN edge server 310 may
first check the content related access token to accept or reject the content
segment request. The checks on the content related access token may
depend on the information included in this token. At least, the CDN edge
server 310 checks the signature of the content related access token or
decrypts it (in the same manner as described for the restriction token) and
verifies the authorization data for example by checking if it corresponds to the
reference authorization data received from the content platform 100 for the
requested content. In case of successful check of the content related access
token, the access to the requested content may be authorized. In case of
failure, the access to the requested content is denied, and the content

segment request may be rejected by the CDN edge server 310.

[0101] If the restriction token is valid, the entitlement tag is not in the list L of
non-trusted tags and, optionally, authorization data to access to the selected
content has been successfully verified, the method goes to the step S9.

[0102]In the step S9, the CDN edge server 310 transmits the requested
content segment to the requestor user device 500 through the communication
network (e.g., the Internet).

[0103] In parallel, in a step S10, upon reception of the digital content segment
request, the CDN edge server 310 may store a record including at least the
entitlement tag extracted from the received restriction token included within
the received content segment request. In some embodiments, the record may
include other data, for example:

- a content identifier, identifying the content to which the requested content
segment belongs, for example extracted from the restriction token; and/or

- a network address (e.g., an IP address) of the requestor user device 500;
and/or

- timestamp data indicating for example a reception time of the content
segment request by the CDN edge server 310; and/or

- geo-localization data of the requestor 500 and/or the CDN edge server 310.
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[0104] The record may be stored in a memory, for example a buffer, of the
CDN edge server 310. In a step S11, the record stored by the CDN edge
server 310 may be transmitted to the CDN management server 330. The
CDN management server 330 may store the received record in the record
database 332, in a step S12. Alternatively, the CDN edge server 310 may
regularly transmit a log of records to the CDN management server 330,
wherein a log includes the plurality of records stored within a given duration

or time period, for example ten minutes.

[0105] The steps S10 to S12 may be performed for each of all the digital
content segment requests received by the CDN edge server 310 from
multiple user devices 500 downloading contents from the content delivery
network 300. The multiple user devices 500 may be all the user devices 500
downloading contents from content delivery network 300 or only a part of

them.

[0106] Alternatively, the steps S10 to S12 may be performed for each of a
subset of all the digital content segment requests received by the CDN edge
server 301 from multiple user devices 500, for example for a given
percentage of the content segment requests received by the CDN edge
server 310. This allows to reduce the necessary storage resources and the
computing efforts of the data analyzer 333, as will be understood later.

[0107] The CDN management server 330 may receive and store in the record
database 332 the records or logs, related to content segment requests,
received from the plurality of CDN edge servers 310 of the content delivery
network 300, or from at least a sub-group of all the CDN edge servers 310.
Thus, the CDN management server 330 may consolidate records or logs

from multiple CDN edge servers 310 in the record database 332.

[0108]In a step S13, the CDN management server 330 performs data
analysis, for example by performing data analytics, on the data of the stored
records to detect if the number of instances or occurrences of a same

entittement tag within a predetermined time period exceeds a certain
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threshold. In case of positive detection, in other words if the number of
instances of the same entitlement tag in the records stored within a
predetermined time period exceeds a certain threshold, it is determined that
the entitlement tag is a non-trusted tag. Then, the non-trusted entitlement tag
is stored by the CDN management device 330, and is added in the list of non-
trusted tags in the blacklist database 331.

[0109] The data analysis of the stored records may be performed on the
entitlement tag data and optionally on other data such as the content
identifier data and/or the IP addresses of the user devices. Taking into
account other data allows to refine the data analysis and detection of non-

trusted tags.

[0110] The data analysis may be performed using an analysis algorithm, that
can be based on a multi-factor analysis to take into account the entitlement
tags together with other parameters such as the content identifiers.
Alternatively, the data analysis may be performed using a machine learning

model.

[0111] The machine learning model for data analysis has the function of
classifying the entitlement tags into two categories: trusted tags or non-
trusted tags. The trusted tags are entitlement tags used by legitimate user
devices. The non-trusted tags are entitlement tags used by illegitimate user
devices of the pirate service.

[0112] The machine learning model can be trained using simulation data
including records and/or logs of data, as previously described, generated
based on a simulated CDN traffic of content segment requests received by
CDN edge servers from user devices. The simulation of the CDN traffic may
use various use cases of the same entitlement tag. The use cases can be
divided in two types of use case profiles: the legitimate user profiles and the

illegitimate user profiles using the pirate service.

[0113]Each use case may be defined by at least part of the following
attributes or parameters:
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- the indication that one (same) entitlement tag (e.g., one account ID) is used;
- a number of different contents requested using the same entitlement tag (in
other words, a number of content identifiers associated with the same
entitlement tag);

- a maximum estimated number of segment requests containing the
entitlement tag within a predetermined time period (e.g., the time period
corresponding to the duration of one log);

- a number of network or IP addresses used by the user device(s) to transmit
the content segment requests (optional);

- a restriction token expiration time period (optional);

- the indication that a single restriction token or multiple restriction tokens
(with different expiration time periods) are used (optional);

- a proportion of the CDN traffic for the use case;

- a proportion of the CDN traffic per content ID for the use case (optional);

- geo-localization data (optional);

- the indication that the use case is legitimate or illegitimate;

- a description of the use case (optional).

[0114] Different simulations may be performed by varying parameters such as
the number of different contents requested using the same entitlement tag,
the number of network or IP addresses used by the user device(s) to transmit

the content segment requests, the proportion of the CDN traffic, etc...

[0115] The use case profiles of illegitimate users using the pirate service may
include a use case defined by the above parameters, except that it includes
the indication that different entitlement tags are used and one content is
requested (i.e., one content identifier is associated with the different

entitlement tags).

[0116] Figure 5 represents a table including an example of different use cases
used to simulate a CDN traffic and then produce records and logs of data that
will be used as training input data to train the machine learning model.
Optionally, the table may further include a column including geo-location
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information related to the user device, indicating for example a country and a

city or area.

[0117]In a step S14, the list of non-trusted tags (blacklist) cached in the CDN
edge servers 310 may be updated by the CDN management server 330. The
update may be performed each time the list of non-trusted tags is modified,
for example by addition of a new non-trusted tag, or periodically, for example

every day.

[0118] When delivering the selected content to the user device 500, the steps
S7 to S9, and optionally the steps S10-S12, are executed in an iterative
manner as long as the checks on the restriction tokens extracted from the
content segment requests are successful, as shown in figure 3. However, it
the entitlement tag contained in the restriction token is detected as non-
trusted in the step S13, the non-trusted tag is added in the blacklist database
332. After adding the new non-trusted tag in the list L of non-trusted tags
accessible by the CDN edge servers 310, each next content segment request
received by any CDN edge server 310 from any user device 500 may be
rejected, after checking the restriction token extracted from the content
segment request in the step S8. More precisely, the verification if the
restriction token is a priori trustworthy fails, and consequently the CDN edge
server 310 may reject any further content segment request including the non-
trusted tag.

[0119] Figure 4A-4B is a communication diagram representing the illegitimate
(pirate) content platform 200 and the illegitimate (pirate) DRM license server
210.

[0120] As shown in figure 4A, in order to distribute a given digital content, the
pirate content platform 200, or a strawman of the pirate content platform 200
equipped with a user device, executes the steps S1 to S6, previously
described, as a legitimate user device, by selecting the given content. Then,
in a step S20, the pirate content platform 200 transmits the received DRM
license for the selected content to the pirate DRM license server 210. In a
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step S21, the pirate DRM license server 210 extracts and decrypts the

content key from the DRM license.

[0121] Later, when user devices 500 want to download the given content
through the pirate content platform 200, each one of them executes the steps
S101 to S107 and S109 that are respectively similar to the steps S1 to S6
and S9, except that the content platform is the illegitimate content platform
200 and the DRM license server is the illegitimate DRM license server 210.
Each CDN edge server 310 executes the steps S108, S110, S111, that are
identical to steps S8, S10 and S11, and the CDN management system 330
executes the steps S112, S113, S114 that are identical to steps S12, S13,
S14. After a while, as many user devices 500 used the same entitlement tag
included in the URL received in the step 102 to request content segments,
the CDN management system 330 detects that this entitlement tag is non-
trusted in the step S113, and the list L of non-trusted tags is updated and
cached in the CDN edge servers 310. After updating the list L with the new
non-trusted tag, any further segment request for the considered content from
a user device transmitted to a CDN edge server 310 in the step S107 may be
rejected in the step S115, because the CDN edge server 310 detects in the
step S108 that the entitlement tag included in the restriction token is included
in the updated list L of non-trusted tag. The CDN management system 300
may quickly detect that the entitlement tag is non-trusted in case many user
devices request the content at the same time, typically within a few minutes.
Thus, the illegitimate traffic of content segment requests can be quickly
interrupted.

[0122] In an embodiment, in case of detection that the entitlement tag is non-
trusted in the step S8 or S108 of checking the restriction token, the CDN
edge server 310 may transmit a pre-defined digital content, different from the
requested digital content. For example, in response to each of the content
segment requests from the user device 500, the CDN edge server 310 may
transmit content segments related to the pre-defined content. Thus, the user



WO 2023/217997 PCT/EP2023/062674

10

15

20

25

-8 -

device 500 is redirected to the pre-defined digital content. For example, the
pre-defined content may contain anti-piracy information and/or information for
subscribing to the legitimate service of digital content streaming with the
legitimate content platform 100.

[0123] Let’s consider an illustrative example of detection of a non-trusted tag.
In this example, upon selection of a content by any user device 500, the
content platform 100 transmits an URL of the playlist file for the selected
content, including a restriction token containing the client identifier of the user
device 500 as an entitlement tag, to the user device. Then, each user device
500 downloads the playlist of the selected content through the received URL,
and then the content segments by periodically transmitting a content segment
request to a CDN edge server 310, for example every two seconds. Thus,
when downloading a digital content, each user device 500 transmits around
30 content segment requests per minute. The CDN edge servers 310 store
records related to the received segment content requests. The CDN
management server 330 receives and consolidates the records from the
multiple CDN edge servers 310 and stores them in the record database 332.
The records stored within each of successive time periods of a predetermined
duration, for example ten minutes, form a log. The CDN management server
330 performs data analysis on each log. In the present illustrative example, it
is estimated that each user device 500 should transmit around 300 content
segment requests within each time period (here ten minutes). Furthermore, if
some clients have the right to simultaneously share the digital content
streaming service with a predetermined number N of user devices, multiple
user devices corresponding to the same client may transmit a maximum of
Nx300 content segment requests within each time period. Therefore, it is
estimated that each log stored in the record database 332 should contain a
maximum of Nx300 instances of the same entitlement tag (e.g., client

identifier). The number N is generally less than 10.
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[0124]In case that a pirate has illegitimately distributed the URL of the
content playlist file, including a restriction token and, within the restriction
token, an entitlement tag (e.g., the client identifier used by the pirate), to
multiple illegitimate user devices, together with the content key to decrypt a
content, extracted from the DRM license, the number of instances of this
entitlement tag, shared by all the illegitimate user devices to request the
content segments, should be much higher than the maximum of Nx300
instances of the same entitlement tag estimated for a legitimate client. For
example, if the pirate distributed the URL of the playlist file together with the
content key to 10 000 illegitimate users, the number of instances of the same
entitlement tag should be around 300 000, which is much more than Nx300,

even when N is equal to 10.

[0125] As previously indicated, the storage and analysis of the content
segment request related records received from one or more CDN edge
servers 310 may be performed by a storing and computing system external to
the content delivery network 300. In that case, the external system may only
transmit to the content delivery network the list of non-trusted tags, and
update it when needed.

[0126] In case that the non-trusted tag includes a client identifier, or a random
number or counter value uniquely assigned to a client, the subscription or
client account used by the pirate can be identified and denied. The content

platform 100 can be informed and block the client account of the pirate.

[0127] In an embodiment, the CDN edge server 310 may watermark the
encrypted digital content segments transmitted to each user device using the
entitlement tag as the watermark. For example, the CDN edge server 310
may use the method for providing encrypted copies of the content segments
disclosed in US 7,058,809 B2. In this way, the encrypted content segments
have a unique combination of sections marked with a first watermark and

sections marked with a second watermark, wherein the unique combination
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corresponds to the entitlement tag (e.g., user identifier, random number, or

counter value). The watermarking allows to defend against content sharing.
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CLAIMS

1. A method comprising the following steps, performed by a content
delivery network (300):

- receiving (S7) a digital content segment request containing a token,

- in response to the digital content segment request, checking (S8) the token,
and, upon a successful check of the token, transmitting (S9) the requested
digital content segment to a requestor;

characterized in that the token contains an entitlement tag for restricted use,
and the method further comprises the following steps:

- for each of a plurality of received digital content segment requests,
extracting the entitlement tag from the token of the digital content segment
request and storing (S10-S12) a record including at least the extracted
entitlement tag;

- analyzing (S13) the stored records to detect if the number of instances of a
same entitlement tag within a predetermined time period exceeds a
threshold;

- in case of a positive detection, storing said entitlement tag in a list of non-
trusted tags.

2. The method according to claim 1, wherein the entitlement tag includes

at least one of a client identifier, a random number, a counter value.

3. The method according to claim 1 or 2, further comprising, upon an
unsuccessful check of the token, a step (S115) of rejecting the digital content
segment request or a step of transmitting a content segment related to a pre-
defined content different from the requested content

4. The method according to any of claims 1 to 3, wherein the step (S8) of
checking the token includes verifying a digital signature of said token and/or
successfully decrypting said token.

5. The method according to any of claims 1 to 4, wherein the step (S8)
of checking the token includes verifying that the entitlement tag included in
the token is not included in the stored list of non-trusted tags.
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6. The method according to any of claims 1 to 5, wherein the step (S8) of
checking the token includes verifying that a validity time period of the token
has not expired.

7. The method according to any of claims 1 to 6, wherein the step of
storing a record includes storing, in association with the entitlement tag,
additional data including at least one of a content identifier, a network
address of a requestor, timestamp data of a reception time of the content

segment request.

8. The method according to any of claims 1 to 7, further comprising the
following steps, performed by a content platform (100):

- receiving (S1) a selection of a digital content from an authenticated
requestor;

- in response to said selection (S1), generating the token including the
entitlement tag and transmitting (S2) the generated token to the authenticated

requestor.

9. The method according to claim 8, further comprising a step of signing
and/or encrypting the generated token, performed by the content platform
(100).

10.  The method according to claim 8 or 9, further comprising the following
steps, performed by the content platform (100):

in response to the selection of the digital content from the authenticated
requestor, producing a network address to access the selected digital
content, including the generated token in said network address, and

transmitting (S2) said network address to the requestor.

11.  The method according to any of claims 1 to 10, wherein the step (S13)

of analyzing the stored records is performed using a machine learning model.

12.  The method according to any of claims 1 to 11, further comprising a
step of watermarking at least part of the digital content segments transmitted

to the requestor with the respective entitlement tag.
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13. The method according to any of claims 1 to 12, wherein the steps
(S13, S13) of storing records and analyzing the stored records are performed
by a management system (330) from records stored by a plurality of
distributed edge servers (310) of the content delivery network (300), and the

5 management system (330) transmits a list of non-trusted tags to the
distributed edge servers (310).

14. A system including a content delivery network (300) configured to

carry out the steps of the method according to claim 1.

15.  The system according to claim 14, further including a digital content
10 platform configured to carry out the additional steps of claim 8.



