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TECHNICAL FIELD

This invention relates generally to network systems, and more particularly provides a

system and method for providing transactional security to an end-user device.

BACKGROUND

Security is a key concern during online transactions. Commercial Internet transactions,
e.g., Internet banking, credit card purchases, etc., are only as secure as the weakest link.
Traditional security solutions focus on server-side infrastructure security, e.g. HTTPS web site,
two-factor authentication, etc. While the server side has security expert management and

maintenance, the end user’s computers do not have such benefit.

Current online transaction risks increase due to poor end user security practices. The
current solution to end user security tends to focus on end user education, e.g., training end users
to recognize phishing attempts and ignore spoofed emails, and installing end-user security
software to clean up and secure end-user devices from malicious code, e.g., viruses, spyware,
adware, keyloggers, backdoors, Trojans, etc. Solving the end-user device vulnerabilities using the
above approach is dependent on end-user efforts, e.g., regular installation of security software
updates such as signature files, regular execution of scans, regular application of the security

patches, etc.

Additionally, the generally open nature of the Internet makes shared Internet resources,

e.g., DNS servers, intermediate routers, etc., susceptible to web site hijacking. Shared Internet



Current online transaction risks increase due to poor end user security
practices. The current solution to end user security tends to focus on end
user education, e.g., training end users to recognize phishing attempts
and ignore spoofed emails, and installing end-user security software to
clean up and secure end-user devices from malicious code, e.g., viruses,
spyware, adware, keyloggers, backdoors, Trojans, etc. Solving the
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routers, etc., susceptible to web site hijacking. Shared Internet resources
are not managed by web site owners or end users, making securing these
shared resources outside the control of the stakeholders. A system and

method that facilitates protection of an end-user device are needed.
SUMMARY



According to one embodiment, instead of ensuring that an end-user
device is permanently secure, which requires ongoing security
management, embodiments of the invention ensure that the end-user
device is secure only during a transaction, e.g., an online transaction. This
reduces end-user security management overhead. For example, an
end-user device may be infected with keyloggers or remote backdoors
during normal operation. Howevernagcording to embodiments of the
invention, these threats need only be disabled during the transaction.
According to another embodiment, instead of depending on an end user to
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or network operation during the transaction; a trusted driver module for

determining whether a driver, e.g., a keyboard driver, on the end-user
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end user; a keystrokes deletion hook for deleting the addltlonal keystrokes

generated by the keystrokes generatgr driver; and/or a VPN manager

capable of establishing a directional or unidirectional secure tunnel

between the end-user device and the transaction network. The security

mechanism may include an IP address to a server within the transaction

network. The agent or another agent may be capable of removing the

security mechanism upon completion of the transaction. The agent may
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transaction; a file/network 1/0 control module for disabling at least one file
or network operation during the transaction; a trusted driver module for
determining whether a driver, e.g., a keyboard driver, on the end-user
device matches a known trusted driver; a keystrokes generator driver for
generating additional keystrokes to a keystroke pattern generated by the
end user; a keystrokes deletion hook for deleting the additional keystrokes
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is a block diagram illustrating a network system operative to effect security
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may breveaptiblia.of removing the security mechanism upon completion of the transaction. The
agent may include an install agent downloaded from the trusted source, an install agent
downloaded from a third-party server, and/or a connection agent preloaded onto the end-user

device.

According to another embodiment, the present invention provides a method comprising
initiating the security mechanism for a secure transaction by an end user a request with a
transaction network providing a transaction; receiving from a trusted source a security mechanism
for at least partially protecting an end-user device from malicious code operative thereon that
attempts to capture confidential data presented during the transaction, the security mechanism
being maintained by a party other than the end user; activating the security mechanism;
establishing a secure connection between an end-user device and the transaction network; and

enabling the transaction.

The transaction network may provide a banking site and/or a gaming site. The trusted
source may reside on an ISP network, SAS operator network or on the transaction network. The
trusted source and the transaction network may be managed by the same entity. The security
mechanism may include a security engine and/or a security profile. The security mechanism may
include a start/stop trigger module for controlling when to initiate one or more aspects of the
security mechanism and when to deactivate the one or more aspects of the security mechanism; an

application lockout module for suspending at least one application not needed to effect the



Figure 6 is a timing diagram illustrating keyboard-input processing, in
accordance with an embodiment of the present invention. Figure 7 is a
block diagram illustrating a network system operative to effect tunnel
datagram processing, in accordance with an embodiment of the present
invention. Figure 8 is a screen shot of an end-user device before spyware
infection or spoofing attack. Figure 9 is a screen shot of an end-user
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genepa%@ﬁﬁﬁgtonal keystrokes to a keystroke pattern generated by the end user; a keystrokes
deletion hook for deleting the additional keystrokes generated by the keystrokes generator driver;
and/or a VPN manager capable of establishing a secure tunnel between the end-user device and
the transaction network. The security mechanism may include an IP address to a server within the

transaction network. The method may further comprise removing the security mechanism upon

completion of the transaction.



Figure 13 is a screen shot of an end-user device with a window illustrating
a legitimate IP address in a DNS cache, before DNS poisoning. Figure 14
is a screen shot of an end-user device after DNS poisoning. Figure 15
is a screen shot of an end-user device with a window illustrating a spoofed
IP address in the DNS cache, after DNS poisoning. Figure 16 is a
screen shot of an end-user device with a browser window illustrating the
spoofed site at thgyiRpddeRPFONIOEPHE DIEAOMIRAJ IS a screen shot
of an end-user device with a browser window illustrating the spoofed site
and with a security alert. Figure 18 is a screen shot of an end-user
devigewitisa bi@wserzwmddwndivsiratyethepspooted siterand aithugr device, in
accotRAOISH R SRUHINGSRIUfICA he prefEifHiEAQ0iS @ SCreen shot of an end-user
device after keylogger infection and DNS poisoning and before protection
by embodiments of the invention. Figure 20 is a screen shot of an
endhigser2de viskakithngrainid o dtins ideting ot ontisedotis piggiegfafighe: 1, in

accorARNANHE R IR AR AYISP DF R NG QYR IARIRY, LT outbound communication.

Figure 3 is a block diagram illustrating a network system operative to effect a trusted
network transaction with an Internet banking portal, in accordance with an embodiment of the

present invention.
Figure 4 is a block diagram illustrating a network system operative to effect a trusted
network transaction managed by the end user’s Internet service provider, in accordance with an

embodiment of the present invention.

Figure 5 is a block diagram illustrating a network system operative to effect security

engine installation, in accordance with an embodiment of the present invention.

Figure 6 is a timing diagram illustrating keyboard-input processing, in accordance with an

embodiment of the present invention.

Figure 7 is a block diagram illustrating a network system operative to effect tunnel

datagram processing, in accordance with an embodiment of the present invention.

Figure 8 is a screen shot of an end-user device before spyware infection or spoofing attack.

Figure 9 is a screen shot of an end-user device after spyware infection.

Figure 10 is a screen shot of an end-user device with a window illustrating keylogger

infection.

Figure 11 is a screen shot of an end-user device with a window illustrating keystroke

capture.



Figure 21 is a screen shot of an end-user device with a window illustrating
that a download agent, e.g., an ActiveX control, is being delivered to the
end-user device. Figure 22 is a screen shot of an end-user device with
a window illustrating that the download agent is being executed and is
establishing a VPN connection with a trusted source of a security engine.
Figure 23 is a screen shot of an end-user device with a window illustrating
that the download agent has established a VPN connection with the

trusted source, has downlpaded and installed.th urity engine, and is
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24 is a screen shot of an end-user device with a window illustrating that
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outbound communication has been suspended. Figure 25 is a screen
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Figure 15 is a screen shot of an end-user device with a window illustrating a spoofed IP

address in the DNS cache, after DNS poisoning.

Figure 16 is a screen shot of an end-user device with a browser window illustrating the

spoofed site at the IP address of Figure 15.

Figure 17 is a screen shot of an end-user device with a browser window illustrating the

spoofed site and with a security alert.

Figure 18 is a screen shot of an end-user device with a browser window illustrating the

spoofed site and with a spoofed security certificate.

Figure 19 is a screen shot of an end-user device after keylogger infection and DNS

poisoning and before protection by embodiments of the invention.

Figure 20 is a screen shot of an end-user device with a window illustrating continuous

pinging of the Yahoo website to evidence the availability of outbound communication.

Figure 21 is a screen shot of an end-user device with a window illustrating that a

download agent, e.g., an ActiveX control, is being delivered to the end-user device.

Figure 22 is a screen shot of an end-user device with a window illustrating that the
download agent is being executed and is establishing a VPN connection with a trusted source of a

security engine.



Figure 27 is a screen shot of an end-user device with a window illustrating
the button to navigate to the legitimate banking site. Figure 28 is a
screen shot of an end-user device with a browser window illustrating the
legitimate banking site. Figure 29 is a screen shot of an end-user
device with a window illustrating the legitimate banking site certificate of
the legitimate banking site. Figure 30 is a screen shot of an end-user
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end-user device with a window illustrating that outbound communication
has resumed. Figure 33 is a screen shot of an end-user device with a
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conti@@6l¥epinging of the Yahoo website has stopped, evidencing that outbound communication

has been suspended.

Figure 25 is a screen shot of an end-user device with a window illustrating the legitimate

IP address of the legitimate banking site.

Figure 26 is a screen shot of an end-user device with a window illustrating application

lockout.

Figure 27 is a screen shot of an end-user device with a window illustrating the button to

navigate to the legitimate banking site.

Figure 28 is a screen shot of an end-user device with a browser window illustrating the

legitimate banking site.

Figure 29 is a screen shot of an end-user device with a window illustrating the legitimate

banking site certificate of the legitimate banking site.

Figure 30 is a screen shot of an end-user device with a browser window illustrating the

legitimate banking site and illustrating that the keylogger is no longer active.

Figure 31 is a screen shot of an end-user device with a browser window just before the

security engine is deactivated and/or removed.

Figure 32 is a screen shot of an end-user device with a window illustrating that outbound

communication has resumed.

Figure 33 is a screen shot of an end-user device with a window illustrating resumed

vulnerability to the DNS poisoning of the DNS cache.



Figure 34 is a screen shot of an end-user device with a window illustrating
that the security engine protected the memory space from registering the
browser window. Figure 35 is a screen shot of an end-user device with
a window illustrating that the keylogger infection has been neutralized.
DETAILED DESCRIPTION The following description is provided to
enable any person skilled in the art to make and use the invention and is
provided in the context of a particular application. Various modifications to
the_ embaodiments are possible, and the generic principles defined herei
mtigeivisisho i epriirt st st
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not intended to be limited to the embodiments and applications shown, but
is to be accorded the widest scope consistent with the principles, features
andEEEAMGS HECREY Aetmd-userledistint! fo R R B REfhat the

keylogste adeofi @nsasrirgnthaitam2ad-user device is permanently secure, which
requires ongoing security management, embodiments of the invention
only ensure that the end-user device is secure during a data sensitive
transaction. This reduces end-user security management overhead. For
example, an end-user device may be infected with keyloggers or remote
backdoors during normal operation. However, according to embodiments
of the invention, these threats need only be disabled during the
transaction. According to another embodiment, instead of depending on
an end user to manage the security software, software that enables a
trusted network transaction (TNT) environment is managed and provided
by a trusted source that provides the security software on demand. For
example, the security software may be delivered/pushed from an online
transaction site, from a service provider site (e.g., the end user's Internet
service provider, the transaction site's security provider, an independent
service provider, or the like) onto the end-user device. According to yet
another embodiment, the security software delivered/pushed onto an
end-user device may remove dependencies on shared Internet resources.
For example, the IP address of a destination VPN server may be provided
directly to the end-user device to force a new connection over the Internet
with the destination VPN server. Yet another embodiment secures data
exchange by ensuring that confidential data cannot be permanently
captured by malicious software residing on an end-user device, or that
confidential data captured cannot be sent or misdirected to untrusted
remote sites. These and other TNT mechanisms (security engines,
security profiles, and/or the like) can be deployed independently or in
different combinations. It will be appreciated that the transaction is not
necessarily an online transaction; it could be a local transaction, e.g.
opening an encrypted local file. Figure 1 is a block diagram of a
network system 100 operative to secure an end-user device 105, in
accordance with an embodiment of the present invention. The network
system 100



includes an end-user device 105 coupled via a trusted network 110 to an
Internet service provider (ISP) network 115, which is coupled via an
untrusted network 112 to a transaction network (e.g., server, network of
servers, etc.) 120 (e.g., bankofamerica.com, amazon.com, ebay.com,
etc.) and to another network 125. The end-user device 105 includes a
browser 135 (e.g., Microsoft Internet Explorer or Netscape Navigator), an
operating system (e.g., Miseagftiryysia ss@ppleiac OS X) and device
drivers 140, and other applications 145. The end-user device 105 also
includes a connection agent 130 capable of communicating with a trusted
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The login script 190 may request confidential information from the end

user. After download, the security engine 177 and security profiles 180
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network 125 includes at least one web server 193, which includes a login

script 197. In one embodiment, the other network 125 may provide a

malicious site developed to mimic thesite provided by transaction network

120. In such embodiment, the security engine 177 and security profiles

180 protect the end user from being misdirected to the other network 125,

e.g., via DNS poisoning, etc. In one embodiment, the connection

agent 130 is securely delivered and pre-installed on the end-user device
105 \Whenever ceciire data avechanaoe i redriired the connection anent




In one embodiment, the connection agent 130 uses a pre-configured and
unchangeable network address to contact a secure network address
resolution service to obtain the IP address of the trusted source providing
the security engine 177 and/or security profiles 180. For example, an IP
address of a trusted DNS security extensions (DNSSEC) server may be
embedded in the connection agent 130. The connection agent 130 may
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the end-user device 105 can download the security engine 177 and/or
securi% rofiles 180, e.g., using protocols like HTTP or FTP. The secure
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177 may obtain current securlﬁé profiles 180 to configure and/or o%erate
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of DNS) as the destination address The IP address can be securely
updated immediately (as compared tlo using DNS) because the IP address
can be directly set in the security engine 177 and/or security profiles 180
(which is directly managed by the trusted party). This bypasses the
dependency on the Internet-shared DNS service. In certain embodiments,
the preliminary VPN tunnel may connect with the transaction network 120.

Accordingly, in such embodiments, the security engine 177 need not
actahlich a different tiinnel



Figure 2 is a block diagram illustrating details of the security engine 177,
in accordance with an embodiment of the present invention. The security
engine 177 includes a security manager 210, a start/stop trigger module
215, an application lockout module 220, a network/file I/O control module
225, a trusted driver manager 230, a keystrokes generator driver 235, a
keystrokes deletion hook 240, a security profile manager 245, and a
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to Figmkree transaction (e.g., Authentium Trusted Security Extensions,
SecureWave Sanctuary, and/or the like). The network/file 1/0 control
module 225 includes hardware, software and/or firmware to prevent
nethisicaaprstsnfe Weoko\ O thepdgsideibrrs weg sehyebiifer uhiphcagiedrs a login
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firmware to generate additional keystrokes and/or replace keystrokes
generated by the keyboard input driver 140, e.g., to input fake keystrokes
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via DN pdesdmgcnare, software and/or firmware to replace and/or update the
security profiles 180. The transaction network VPN manager 250 includes
hardware, software and/or firmware to establish a VPN tunnel with the
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exch&’ﬂgé{ﬁﬂ? pgg%&rogrgfg@nd browser-helper applications (e.g., PDF reader)
tocontinue normal execution, while effectively suspending all other
applications 145 (regardless of whether they are benign or malevolent).
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netw. Lmdr&?etses (onStr?t% Of ft:gur OI‘%IVI‘(I)% Ha%esnr% VIV(%“ Ill( Qeor\\,/\{ge§g %Y)V[aln tl?e IP address of

ojans. ep enc Ing on the O3S an |ca Ions control compon (%
the tlfeﬂé&dmesrqc rgqy@bsﬁaﬂeefwmévapeﬁ@altwmmé@mmmtydméﬂzg@&% fﬂrrgsample an
IP acRlREEIQ ﬁﬂ%@@h@@é@&u@%@tm&qmg@ &w@a&ipgéf@mm& in the

backgrounil f reventln % events é’@ rosoft windows
com L HSCdab oL EHABEIAG LBy the R MO R TR hip e
DNSisi€rcapting sl deybealdrandmauselsperatibsnsite thesd pplicatidfeni 45
netwBAQA RS MR FHihAlIR 2 SeSANdisRgEHTEARRIIGRUAARGKAYS Module:
220 may stop new applications or processes from being executed, e g.,to
prevent changes to the security engine 177 and/or security profiles 180
during the transaction. Thus, unrequired or infected applications that
bypass the first stage of protection cannot create another process to
capture confidential information or disable the security software. In
some embodiments, it might not be technically possible for the application

lockout module 220 to suspend all unrequired applications 145 and OS
nroceccee (e A the O< timer) ac cirich miaht ereate 11nintended <cide



Embodiments of the invention attempt to enforce protection and/or
application/network lockout on demand during a secured data exchange
session with less user disruption. Traditional end-point protection and/or
lockout solutions, e.g., SecureWave, Bit9, etc., apply full protection or
lockout of the end-user device 105 to ensure that only valid or authorized
applications are allowed to run. However, this approach is intrusive and

secufSHRENRAALRR ?rﬁﬂéd%%ﬁrwh&&&ﬁﬁlghﬁt%ﬂaﬁﬂi%tf?dﬁ?ﬂﬁ@ BRINREMRice 105
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these sensitive interaction points; and by de-activating protection and/or
teChW&Eﬁcﬁ’ﬂf‘Hﬁ%\H&tmé@éqﬂ‘ﬁ‘asrsdéﬁﬁﬂiﬁ’&ir{?sgwﬂ%tr%oaﬁaeﬂ/h%'ﬁ RS qdarky pyiagsures
that mhdmgsmbatdé@lmtmamm isalscauitied trustthecsiast/ Stahtiggammoidatlien
prot23R SEHRIUAINGS L E feTAcHion. ReANLS, ing & USRS SRS G wunication

sessio ere and when sensitive data needs protection. The start/stop
to angigeiertha sadie o ds denkiate suh Suisitlautbeiiet g Whair watisitive
information is present, e.g., when sensitive information is about to be sent,
Qﬁ five datai a%beouﬁao De regeive sens “Ve aal SPQa“tJown‘?oad
displayed, combinations Bt thege” pomt}s ent Aestar stop rlgger mo&lule
secum&wnfetai’e@@(@emmvavrm 13y svhersing metssitlydilinfdihBtioATE. The

secuﬁr%%ﬁateﬁaghs}i\é'a% iR s&iitive dals ishelRersenh: (aeeivet. flaRlayat end-
These flags activate or de-activate end-point protection and/or,

etc,
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protaveiwdek Hila P @nd dfitakensetlle 225 in a more granular manner, which is
less intrusive to the end user. For example, assuming the security
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determines that the Paypal browser 135 that it is protecting no longer has
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can be turned off when this eventoccurs. The timing for the start/stop
engiffiddér module 215 to issue Sensitive_Start and Sensitive_Stop flags can
be further customized and refined to fit various security Ievels for various
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the protected application's window. Then, the start/stop trigger module
215 may trigger the Sensitive_Stop event, since it is certain that the
protected area is not visible when mipjmized As an enhancement to
achieve transparent and seamless end-point protection, current endpoint
protection and/or lockout mechanisms on the end-user device 105 may
need to be modified to support fast and on-demand activation and
de-activation. Working in collaboration with the start/stop trigger module

215, a fast-switching engine may provide seamless transition when
cwitechina between a nrotected annlicatinn and 2 non-nrotectad



application pre-loading of the end-point protection process can be used. In
one embodiment, the pre-establishment and pre-loading can be done
when the OS starts up and/or when the end-point protection mechanism is
first activated. The corresponding cleanup can be done when the last
protected application is closed and/or when the OS shutdown. An
example process incorporating start/stop triggers includes (1) The

estatRALHSRMBIPIEHIR LOMMPIKST anddavnichaesmessadingSHfprRLeslike dMsdency
and skype. Iﬁ%eThe_ end user opens a browser 135 session, and

on thﬁ@ﬂ%‘f&@%ﬁ&é@ &tidigent 130 to access his Internet Banking site
(e.g. Citibank), which has implemented TNT security software, to transfer

fungls,ip @?Jﬂﬁé?q recm(é)i HeEanne %H?Beaﬂﬁr}h%;g&ﬁﬁﬂ@f? liSheSARRGHMGork

data exchange t e Citibank site. 4) An install agent 182, e

VPNGifiBaik & XSB%J%%TP S'dowhibatéd ¥ 1‘6%1%&%?&8%%%‘?&12& Ty VPN
tunndl hesmsmﬂaagmm&&mmmmmdmmmmﬁmumwm@ma A(Yi& not

capt n&i / ?h Sl%c fll? 1%N tun q CP % %lzia'r;i{%; 9‘[2%'193%%5 lqglor%%?(lzn]s'éad of

etermlnes%att e Citibank Weéfoage is In focus, issues a

DNS%%@W@}S%&WM@{%dTaéﬁP/&f@éeﬁﬁ é%’é&ﬁ“rﬁyréh’g‘iﬁéaifﬁwcﬁféﬁﬁb @des
compiQugh dhe DmPsisay: nRNFaRKtwansek anecﬂshs%t RARYCALIONE @@ne 177

and/ (prl cs)e(::ciﬁ%(tjy [Trr(])ﬁllc\é %% ?Ql%cﬁlky pd?rect nnelgr'{g%gg by ell%‘%rglgtgcrl] %a@y'? Sf;f:}%%ypasses the
dependency on the Internet-shared DNS service. In certain embodiments, the preliminary VPN
tunnel may connect with the transaction network 120. Accordingly, in such embodiments, the

security engine 177 need not establish a different tunnel.

Figure 2 is a block diagram illustrating details of the security engine 177, in accordance
with an embodiment of the present invention. The security engine 177 includes a security
manager 210, a start/stop trigger module 215, an application lockout module 220, a network/file
I/O control module 225, a trusted driver manager 230, a keystrokes generator driver 235, a
keystrokes deletion hook 240, a security profile manager 245, and a transaction network VPN

manager 250.

The security manager 210 includes hardware, software and/or firmware to manage the
execution of and interaction between the various components of the security engine 177. The
start/stop trigger module 215 includes hardware, software and/or firmware to determine where
and when data protection is needed. The application
lockout module 220 includes hardware, software and/or firmware to effectively suspend other
applications not needed during the online transaction (e.g., Authentium Trusted Security
Extensions, SecureWave Sanctuary, and/or the like). The network/file I/O control module 225
includes hardware, software and/or firmware to prevent network and/or file I/O by other
applications, e.g., by other applications that cannot be suspended. The trusted driver manager 230
includes hardware, software and/or firmware to determine whether device drivers, e.g., the
keyboard input driver, on the end-user device 105 can be trusted. The keystrokes generator driver
235 includes hardware, software and/or firmware to generate additional keystrokes and/or

replace keystrokes generated by the keyboard input driver 140, e.g., to input fake keystrokes in a
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(7) The end user logs securely into the Citibank Internet banking site and
his login credentials are protected by the security engine 177. (8)
Before completing the fund transfer transaction, the end user switches to
his MSN application to chat with his friend to confirm the amount of
transfer. (9) Since focus is lost from the Citibank Internet banking site,
the start/stop trigger module 215 detects the window focus loss event,

keybHA}'ai mﬁ&%é&&& Wb@k\é&@f%ﬁ&l@@&%ﬁim ISSUES NEIRERSIYE.aRIQRI/or
flag, and disables the seﬁ(urité/r?jbré?ine 177. Thu%traffic is allowed to
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1) The end user launches his Excel application and updates his daiI%(
10N

softverpapiarEpruag dnaaace and/of 3peaie g iely Bipiliid Shathetsahac
netwGilki VK mebg#ie2 SDHechiast/ stofwiiig gerfmad uel 21 Simotasettvsestablish a VPN

unns r}ﬁ{tﬁ\{g&g&rctti]‘é%gbquvg [(el-ﬁﬂables the security engine 177. The MSN and
skype connections reak again. (13) The end user completes the

fund-transfer transaction and closes the Citibank browser 135 session.
It will be appreciated that one method of security leaks of confidential data (e.g., userid,

password, credit card number, visual login screen, etc.) require the data to be locally captured and
network transmitted. Thus, in some embodiments, instead of focusing on updating traditional
anti-virus/anti-spyware with the latest security protection, the application lockout module 220
treats all applications not explicitly needed to use the transaction network 120 as a security threat
and disables them for the duration of the online transaction. For example, during the online
transaction, the application lockout module 220 allows only the browser 135 and browser-helper
applications (e.g., PDF reader) to continue normal execution, while effectively suspending all
other applications 145 (regardless of whether they are benign or malevolent). Optionally, the
application lockout module 220 could permanently terminate (instead of temporarily suspend)

well-known spyware or Trojans.

Depending on the OS and applications control component features, it is possible for the
application lockout module 220 in a first stage to suspend unrequired applications 145 by placing
them into background mode, by preventing OS events (e.g., Microsoft windows event messages)
from being received by these applications 145, by intercepting all keyboard and mouse operations
to these applications 145, and/or the like. Further, in a second stage, the application lockout
module 220 may stop new applications or processes from being executed, e.g., to prevent changes
to the security engine 177 and/or security profiles 180 during the transaction. Thus, unrequired or
infected applications that bypass the first stage of protection cannot create another process to

capture confidential information or disable the security software.

In some embodiments, it might not be technically possible for the application lockout
module 220 to suspend all unrequired applications 145 and OS processes (e.g., the OS timer), as
such might create unintended side effects (e.g., application crashes). When an application 145

cannot be suspended, the network/file I/O control module 225 may provide a second level of
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(14) The security engine 177 and/or security profiles 180 are unloaded
from memory. It will be appreciated that traditional keylogger
protection mechanisms employ anti-virus detection logic to find and
remove resident keyloggers on the end-user device. Unlike computer virus
or worms, keyloggers on their own do not attempt to propagate, making
keyloggers harder to detect or block using heuristics. Generally,
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input device driver 140 to the user space application 145. Since
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keyboard input devices. Accordingly, the keystrokes generator driver 235
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keystrokes generator driver 235 and keystrokes deletion hook 240 with
com A aBBication monitoring hook 250 (producer consumer mode).
In standalone mode, the keystrokes generator driver 235 generates fake

keysiEQkeswpeR.the kexstrokeadravty dhe ROdHSE HREASARE: users data

protected. For example, the keystrokes generator driver 235 can generate
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embodiment may be part of the start/stop trigger module 215, determines
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‘proces S hame, current active text input frame (e.g., application

configuration input or user specific data input), valid and invalid application
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river 235 and Keystrokes deletion hook 240 control keystroke generation
and deletion. In one embodiment, thi?keystrokes generator driver 235
may embed identification of the fake Keystrokes within the keystrokes data
flow (inband mode), may be managed by an external controller such as
the application monitoring hook 250 (outband mode), or may employ a
combination of inband and outband controls. The keystrokes deletion

hook 140 can be implemented as an OS hook or application-specific
nhiia-in inetalled at the |lact nnccihle level of the kevhoard inniit nrocec<inA



For keyloggers requiring local or remote keystrokes disk storage with
limited keystrokes memory buffer, 1/0 blocking logic (possibly combined
with either or both of the above mentioned approaches) can cause such
keyloggers to lose keystrokes data or malfunction. One example process
includes: Start 1/0O blocking (2)Before the end user inputs confidential
data, the keystrokes generator driver 235 generates fake keystrokes to fill

couldBekevin@oRtsHlimited mesemiuliarqs sauRes e HeWRIORIRAR 0SS ., the user
After the end user inputs confidential data, the keys rok%s
15 g Héxp ete the

. ... data. _
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paynkeyloggées limited niem &y ipltffervorcayses chegkepiogae s ypdoserdafiermation
or tr&l@&%{% HQ& mg)(;igmsplayed. Full security protection may be enforced when this event is

detected.

If the user opens a word document for editing, the start/stop trigger module 215 may issue
a Sensitive_Stop flag, e.g., when it determines that the Paypal browser 135 that it is protecting no
longer has keyboard focus (such that no sensitive information meant for Paypal can be captured
by keyloggers), or when it determines that the Paypal browser 135 no longer has window focus
and no visible area is shown (such that no sensitive personal information related to Paypal can be
captured through screen capturing software). Thus, security mechanisms can be turned off when

this event occurs.

The timing for the start/stop trigger module 215 to issue Sensitive_Start and
Sensitive_Stop flags can be further customized and refined to fit various security levels for
various applications. For example, it may be deemed important to protect the user’s login
credentials only for an online gaming application and not the gaming screen. Therefore, the
Sensitive_Start and Sensitive_Stop flag requirement can be refined to detect only keyboard focus

acquired or lost in the gaming application, and not to require detection of window focus.

In certain embodiments, the start/stop trigger module 215 may listen for a window-focus
loss event of the protected application and may minimize the protected application’s window.
Then, the start/stop trigger module 215 may trigger the Sensitive_Stop event, since it is certain

that the protected area is not visible when minimized.

As an enhancement to achieve transparent and seamless end-point protection, current end-
point protection and/or lockout mechanisms on the end-user device 105 may need to be modified
to support fast and on-demand activation and de-activation. Working in collaboration with the
start/stop trigger module 215, a fast-switching engine may provide seamless transition when
switching between a protected application and a non-protected application. End-point protection
may be turned on quickly when the user is working on the protected application and may be
turned off quickly when the user switches to a non-protected application. To achieve fast

switching, traditional techniques like network tunnel pre-establishment or keep-alive and
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It will be appreciated that VPN tunneling is a well-established concept
used to authenticate access to a remote network with private resources, to
provision access to the remote network with the private resources, and to
secure the confidentiality and integrity of the private data exchanged
between the end-user device and the remote network. VPN tunneling can
also indirectly prevent access to other public resources originally
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or load balance the traffic to different authentication servers to perform

data integrity checking. To preve[g access to remote resources, the

connection agent 130 and/or VPN manager 250 may establish a

compulsory tunnel from the end-user device 105 to the transaction

network 120. Conversely, traffic from the transaction network 120 to the

end-user device 105 need not necessarily be tunneled. To provide access

to authenticated resources and to prevent access to all other remote
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If a virtual IP is allocated to each end-user device 105 to access the

remote network resources, all end-user devices 105 can be grouped

under a common pool of IP addresses. As illustrated in Fig. 7, ingress

filtering of these virtual IP addresses can be used to prevent data from the

end-user devices 105 from being routed out of the authenticated remote

network. Ingress filtering may not be possible if a uniquely identifiable
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(DThe end-user device 105 generates application data and application IP
header (i.e., an application IP datagram). (2) The application IP
datagram is sent to the tunneling driver. (3) The tunneling driver
inserts the original destination IP address in the transport header field
(e.g., the TCP option field) or between the transport header and the
application payload. (4) The tunneling driver replaces the destination

IP @HQk%§§o\ﬁmmm%k€h§9§ir&§§ﬁﬁh§r6%mmlﬁ@mmaﬂmn
router, g The tunneling driver may set the IP heaﬁg ‘%/é)e -0of- segwce
implemeRliRAROLES g otk e KeNeLpE R Lo drily ARBRRG WRver

monigahjugtisothe2 fd eaddpiotabiiengihaaivd! tesconkpsiesdhetldrheadr and keystrokes
deletmﬂ with g)@l(ﬂ&?ﬁﬁﬁ@ﬁ%ﬂ'ﬁﬁgt&am 350 @%&E&?ﬂ&%@mr mode).

In standalone mode, the keystrokes generator driver 235 generates fake keystrokes when
the keystrokes input by the end user need to be protected. For example, the keystrokes generator
driver 235 can generate invalid keystrokes such as non-existent application shortcut menu options
that will be silently dropped by the browser 135 when confidential data is input by the end user.
The application monitoring hook 250, which in one embodiment may be part of the start/stop
trigger module 215, determines when the keystrokes input by the end user need to be protected
based on the current application status receiving the keystrokes. A non-exhaustive list of relevant
application status information includes the application process name, current active text input
frame (e.g., application configuration input or user specific data input), valid and invalid
application keystrokes, etc. In one embodiment, the keystrokes generator driver 235 determines
the keystrokes to generate. In another embodiment, the application monitoring hook 250 analyzes
the application status and determine the keystrokes for the keystrokes generator driver 235 to

generate.

In producer consumer mode, the keystrokes generator driver 235 and keystrokes deletion
hook 240 control keystroke generation and deletion. In one embodiment, the keystrokes generator
driver 235 may embed identification of the fake keystrokes within the keystrokes data flow
(inband mode), may be managed by an external controller such as the application monitoring
hook 250 (outband mode), or may employ a combination of inband and outband controls. The
keystrokes deletion hook 140 can be implemented as an OS hook or application-specific plug-in
installed at the last possible level of the keyboard input processing flow shown in Figure 6. The
execution point of the keystrokes deletion hook 240 is operatively contradictory to keyloggers
implementation requirement, which attempts to be at the earliest input processing flow closest to
avoid being circumvented. The keystrokes deletion hook 240 deletes fake keystrokes generated
by the keystrokes generator driver 235, before the fake keystrokes are processed by the protected

end-user applications.

For keyloggers requiring local or remote keystrokes disk storage with limited keystrokes

memory buffer, I/O blocking logic (possibly combined with either or both of the above mentioned
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An example tunneling decapsulation procedure is as follows: (I)The
decapsulation router checks if the datagram is encapsulated, e.g., checks
the IP header type-of-service field or TCP option field. (2) If the
datagram is encapsulated, the decapsulation router replaces the
destination IP address with the original embedded application destination
IP address (3) The embedded application destination IP address may

appréIcHRaYcROERB /MPNS I BYCH 8 dSCARS WRNONGERMER Mal fundAdn! Mhe example
decaﬁ‘%ﬂation router re-computes the IP header checksum and adjusts

ProceiidtPYi&%der total length if necessary. (5) The decapsulated IP
datdgram Ssur dcsbiittiedg

2) Before the end user inputs confidential data, the keystrokes generator driver 235
generates fake keystrokes to fill up keyloggers limited memory buffer or causes the keyloggers to
lose data.

3) After the end user inputs confidential data, the keystrokes generator driver 235
generates fake keystrokes to overwrite any keyloggers limited memory buffer or causes the
keyloggers to lose data.

“4) Stop I/O blocking.

It will be appreciated that VPN tunneling is a well-established concept used to authenticate
access to a remote network with private resources, to provision access to the remote network with
the private resources, and to secure the confidentiality and integrity of the private data exchanged
between the end-user device and the remote network. VPN tunneling can also indirectly prevent
access to other public resources originally accessible to the end-user device. Further, VPN
tunneling may be used for server authentication (authenticating the transaction network 120) and
for client authentication (authenticating the end-user device 105). VPN tunnel encryption
indirectly prevents tunnel hijacking, since encrypted data cannot be spoofed. VPN tunneling may
be used to allow access to a predetermined set of resources without requiring network revamp.
This predetermined set of resources can be a combination of public resources (e.g., resources the
end-user device 105 can remotely access before the VPN tunnel is established) and private
resources (resourced that the end-user device 105 can only access after the VPN tunnel is

established).

For certain embodiments of the invention, a VPN may be valued to authenticate the
remote network, to provision access to the authenticated remote network resources, to prevent
access to all other remote resources outside the authenticated remote network, and to ensure the
integrity of the data exchanged between the two end-points (the end-user device and the

authenticated remote network).

To authenticate the remote network, the connection agent 130 and/or transaction network
VPN manager 250 may authenticate the remote network (e.g., the transaction network 120) using

any predefined direct or indirect trust relationship. Authentication can be achieved indirectly
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Embodiments of the tunneling protocol achieve functionality similar to TCP
or UDP port forwarding, without the need for the decapsulation router to
keep state or port to IP address mapping configuration information. Such
information is encapsulated in the tunneled datagram. If the remote
network provisioning system can verify that the traffic from the end-user
device 105 will not be NATed, standard tunneling protocols (e.g., GRE,
usind R SI6H- RN At Mseduih@ k) hdheandsusendayicgihfa pradifed secret

reused for both the tunnel IP header and application IP header using

Y- standard tunneling protocol. The tunneled traffic can be decapsulated by
standard routers and the remote network resources can directly reply to
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of the invention enable application-specific encryption (e.g., HTTPS) to be
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end-user device 105. In step 2, the existing Internet banking login
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displays the Internet banking login page with an additional "button” for the
end user to selectively enable TNT security. If the end-user device 105
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the Install agent 182, e.g., an ActiveX control, to the end-user device 105.
tunngtigg router. Authentication may be performed between the end-user device 105 and a server
behind the tunneling router. Since in one embodiment tunneling involves only encapsulation and
decapsulation, a dedicated tunneling router can perform it efficiently. If traffic integrity checking
is performed inband of the tunnel, then, based on the source and the destination IP address of the

traffic with message authentication code, the tunneling router could route or load balance the

traffic to different authentication servers to perform data integrity checking.

To prevent access to remote resources, the connection agent 130 and/or VPN manager 250
may establish a compulsory tunnel from the end-user device 105 to the transaction network 120.
Conversely, traffic from the transaction network 120 to the end-user device 105 need not
necessarily be tunneled. To provide access to authenticated resources and to prevent access to all
other remote resources, a bi-directional or unidirectional tunnel may be used, a virtual IP may be

allocated to the end-user device 105, and/or ingress or egress filtering may be used.

If a virtual IP is allocated to each end-user device 105 to access the remote network

resources, all end-user devices 105 can be grouped under a common pool of IP addresses. As
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end-user device 105 confirms that the install agent 182 is digitally signed

by the bath, which is a trusted party by the end-user device 105. The

end-user device 105 allows the trusted install agent 182 to execute. In

step 4, the install agent 182 establishes a VPN tunnel to a predefined

VPN server 320 in the banking server farm 310 and establishes

predefined VPN authentication credentials. After the VPN tunnel is
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decapsydation roiet i aBsyfrfhat e htyPaMGTTe M AE SWRTB AT oYy Begessible.
Armed with the security engine 177, an application lockout module 220

may e HEEd! gée“&pr%”l% 28Rl 1% ROLEERS 're‘{)f%&aﬁl‘%ﬂ NRAES esbaRh'”éia

transactlon and to prevent new app |cat|ons rom neing execute
sent K, aftet! IRaddiertisey efpledds st @&ﬁﬁn@%’fﬁ&@ﬁ@ﬁ%ﬂ&ﬁ&lg
may HRAIESIEJagall, thaiinsialk agenatcliSB-raay e dpvmloaget-agaionly hutable
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removes the securlty engine ates unne e ore
publiehdiwgatbie IinsddlicseateneB R tr deeeyl-user Biyineld3s Wislobk diagraml tunneling

ise Hﬁfé@tlﬁg ARG SYSIR AR RREVAUYR J&@&ﬁ%@tﬂ'ﬂﬁtpﬁéﬂ BPEMSRN
evice 405 with a banking [gortal the TNT be|n manaﬂgd by the end

netwgdeback R ReR DY 5 HEtorqURe GRS hISFABYLH B YP A e luREss:
the dirffw@ntiomerbrona@anmidodienentelthretemdonsetien SPa@iwearkdd himaytion may

mcluBEQ}{édW/INTPQSQE%QPfPfQES&Hl M%ﬁt{ﬁpéﬁpﬂ&? (%W& :&89 tgggc%%mla%lﬁnd tunnel

system includes the ISP network 440 coupled via the Internet 450 to a
data B%@%@?@éﬁsﬁﬁﬁi’lﬁ%ﬁ' hEMESPPHRI SRR WAt EsdetRatieRdapsaf effected
via kégvite dobseqiepledt fianmhinisanatids agaars iSResan@riddifctly & RNefault
routerFCSI er 415, and to a VPN router 420. The banking server farm 445
udes a banking server 425 and a VPN router 430. The VPN router 420
of the ISP network 440 is coupled to the VPN router of the banking server

farm éﬁ&ﬂ&m&ém&ﬁﬂﬁélﬂ-@%rotocm staRelsdhe: ePddusey savicendWser device
105 B D e S R AR B psaion

connection'agen bl the LEEr I s e & from il
rout@b@dﬁbﬁ@ﬂﬂ@@bﬁﬂﬁl@d&bﬂ&d@ﬂé@\&@@l tipor-setedtioredila mﬁztllettaelote

netw%ﬁi%@ﬁﬁc@@pll@%%ﬂﬁeﬁﬁggﬁm)@g I URELTPEPIQNSELARR IS device 105
selected URL. The list of specific URLs may be installed on the end-user

for b s By RS A1 B NS B aVAHAbIE B e HBHEY Pigersteistvork
may ESRrhECshlterittivepytittralerick IR eddew candls maeynnaviga tbdicecily terwork

may ﬂl@ BQQE’&]Q ﬁ%‘f@%ﬁgﬁng%&'{?&}ﬁéﬂﬁ@d@ﬁe PH%%Q&J&%HHE ﬁ"tﬁlay be used for
presented by the ISP server 4
application communication or allocate the computmg device IP address as the virtual IP.

The remote network virtual IP provisioning system may determine if the end-user device
105 is behind a Network Address Translation (NAT) or Network Address and Port Translation
(NAPT) router, to determine what application communication IP address and tunneling protocol
to use. By reusing the IP address of the end-user device 105 instead of a localized virtual IP for

the tunnel IP header, bi-directional tunneling can be avoided. The application traffic from the
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In step 2, the end user selects the URL of the transaction network 120 to
access with TNT protection. The connection agent 130 establishes a
preliminary VPN with the ISP server 410. The install agent 182 is
downloaded from the ISP server 410 (or other trusted source dedicated to
supporting TNT for the banking site 425). The end-user device 405 is
informed that the install agent 182 is digitally signed by the ISP server

remdd Ret WhikRel @ dEUsied s thedgreny se kileyviga 4P aeibe 18R dHiRR! davigep
405 allogs the inst?ll agéent 182 tg execute. The install agent 182 may be

Aoty BNV T8 T RS RSO P R W abled sites or VPN

servers (independent of DNS updates propagation delays or DNS security

risksind e 2 RESIS QiHinG SRAHSERABHIGE.LD MY REMRAUSD QY e

install agent 182 with the IP addresses to prevent URL redirection for TNT
tunnefing dEpker Sifld Hid S BN S Polsbithly RAY Mhaie Nt tHORITINENAgdenel

IP hdRadddesseplnaiohtPdeatolledrbyntherd SR s envaP 4dAlcA TAnsaidiiettional
n rk 12 d. nkin rver. 425, infor he ISP.server.410 .
s b B A MBI A SRS L, I SR by dovie
105 @apreisaintg bHVATEdFeRDNGIbIEEs).  In step 3, the install agent 182
establishes a VPN tunnel to the VPN server 415 using predefined VPN
aut ggtiggtigqu%reﬂgntiaés sgle%:ifiedr(i)g FHJECI%P g%ﬁ\é%r;s }1(\)/@? ‘fgage (from the
URL sélected in eﬁ%.apﬁeﬁ\}mau entication credentials can be
uniduely creatad-ferralatiscTNT Swssitn tpphsyoviasatied gppledficcard8-psder (ie.,
an afPR¥iER bR, ss the banking server 425, even if the end-user device
405 is hidden behind an NAT router. For example, the VPN login userid
colfd be the® ABBLEHHSBFSBRREANS £BhE-DsdPYsIe T8 MAC address
or ¢dmputBrertameli(gateete thizytihiee DPNFinAlotbseXatamirod)idrdsrgethd Mahsport
headSife1d S AHOWMEAPEIRE FARYRE AdQ 40, HRCK AR BQQd%?&Hé"&?e%('g}jﬁ%on
device 405 performing onliné TNT transactions if there is any audit
payleahuirements or to "blacklist” an end-user device 105 (instead of the end
use#who Tantcaiing sty chpargetisitogiatoielfentdasy shat tlrgBladliyess of the
remd2Osts faéi?eggfesﬁai%rn orglllige auctions web sites, etc. In step 4, after the
temp"{? furinel Is esta eﬁShed, all network traffic from the end-user
devide 405hs tgapriteetiievePrswivbe sty ps; ahecirs- fiskr e éidisate the
data A9 18 Shisgrmarated from the rest of the Internet. The VPN server 415 (or
a firewall) within the ISP network 440 manages the network resources
B 1 AL oE SN B AT AL B o ™
head¢e dgecityerbanking server 425) required for the Internet banking
trag’%a‘?tioﬁe%%d&%@a%é‘iﬁ%ﬁéiyﬁn is rAfsSRRP. the security engine 177
and/or security profiles 180 are downloaded, installed and executed.
Using the application lockout module, the security engine 177 blocks
applicationgcnohnelipg réd donthe nisrdtilednkirfgllsansactions and
Preygnts AR ABRIGAIONRIeMReng GXeaE AR IR ISR e o

mechanisms may also be used. The transaction network VPN manager

headorygnstbipfsiredisl /N ¢ imEPHfRldhe VPN server 415.  In step 6, the
VP servardl misetleployadplmeosucinapuoikaacuidtypuredie teteHagbn I

450 from the ISP netwaqrk 440.to the bankin rver 425, a permanent
N e R LRt R b S g ASork 440 and the
bartking séhgembpéded gppligingntiestiSPian dhadsises VPN po oty U2 Oaisohetied by
the deaipkam@na@adVPN router 430. This ensures that intermediate Internet
routers between the ISP network 440 and the banking server 425 canno
Piddk traES SRR S Er TR e ST TS RN ade T
headpamiahignegrvienct@bay. manage additional network security policies within
theis pwn peiwark . topipfihase provided Ry he ISP network 440.  In
step 7, after the end user completes his Internet banking transactions and
requests logout, the install agent 182 is downloaded again from the ISP
server 410. The install agent 182 detects the previous existing active TNT
session, removes the security engine 177, and terminates the VPN tunnel
before ending the install agent 182 process. Combinations of the
various techniques described in this invention could be used in an actual

deployment of TNT. Various alternative technologies, e.g., a Java applet
inetead of Microenft ActiveX < inctead of PPTP \Y/PN tiinnel atec can



Figure 5 is a block diagram illustrating a network system 500 operative to
effect security engine installation, in accordance with an embodiment of
the present invention. In step 1, the connection agent 130 uses a
pre-configured and unchangeable network address to contact a secure
network address resolution service 520 to obtain the network address of a
trusted source of the security engine 515 or a list of trusted sources. For
example, an IP address of a trusted DNS security extensions (DNSSEC)

ser may be pre-configured in the connection agent 130
SRR O CUARS TR Ho P ) SLh o B of VP por

forwmli% Eheertterns20ito testive thietdo mainr nakeepotdeetnmsted Bodrresto
mapie BoREISSSn WBRRAIRGT SNBPHIMENLIHS BNSSELSHYR! RARNA tagram,

download a list of approved sites, from which the end-user device 505

may select a URL of the trusted source of the security engine 515. In

step Be mahmgethﬁmmbkiadﬁﬁﬁfgsgméﬁh@ﬁruﬁieﬂtmmheenatﬁe tonnectiahuser
eviBORM 430, 551RUS1ES & SERUIGARIASHGNANIR Wi R BIRG BOIC ean be

preventlng netwo tra e en ser dEVIC rom elng
usedm[dgitB efdetendritreistedcsdfrees aﬁ&wér@wt@ghmgﬂ@ﬁh@r%ww

appneamm(ﬁeims&mg@a@amnaﬁfg@s&ﬂu@leJmeauﬁﬁ‘e?e/dI?rﬁﬁweﬁmetb&apsulated
gctlon age (pth 30 may use tpe resolved IP ad ress, toc nneﬁt to the
by Stf‘ LIRS IS SER0PS TG THIS Cornectr t eghen?“uélser evice
105 wriborely-thesctivoahétonsHeaddress is accurate (e.g., not poisoned by a
DNS attack), and assures that the end-user device 105 connects to the
intended trusted source. Further communlcatlongprotocols emplo¥[ed in
ther SRAPMHIRAEHE AL FRaR HRIHICHIRNGR ST SREDPESEE- HTTPS) to be
used ¢o noinj umigeadi et iohandhfromg thecbmd susérsdéhid dct a5 is autihepticated!
contRYHRAI RNV OrANd 2GRS be o UBﬁB%&MF%&%%%H SRR

established, the end-user device 105 downloads the security engine 515,
CXChénée tb‘é?ﬁ@“;ﬁ%f&i&?ﬁé HEsHePTEs Dy Pliopa S deiva it AL BSA HlisRdd by
confif@oanaCtiorAQEHdd0i sngres thiah dadaittajfia etweaendhe emdausara VPN
archlgecY'CE 105 and the trusted source is secure and cannot be compromised,

even when insecure protocols like HTTP and FTP are used. In step 5,

after delivery of the security engine 515, the end-user device 105

exex;gu@sstnea SREUTHY LRGN sohind NRSRGHTIHERATINE SpEREVEERIBR a trusted

wogeures tpe e(% ser dev&ce 105b e alloyv the enq-user %ewce %Og tof
netvegommitificate on UL A LB Sl 287G IRt Bt diment o
the pmmiv@@@pprevents other applications 145 running on the end-user

device 105 from capturing or sending information, especially to untrusted

sites, etc. The user can then access and interact with the transaction sites
in gzﬁlcgl step 1, the end user accesses his original Internet banking portal URL via a

browser 135 installed on an insecure end-user device 105.

In step 2, the existing Internet banking login page detects whether the end user’s browser
135 is capable of supporting TNT, e.g., supports ActiveX controls. If so, the Internet server 315
displays the Internet banking login page with an additional “button” for the end user to selectively
enable TNT security. If the end-user device 105 cannot support TNT, then the original Internet

banking login page is displayed without the TNT button.

In step 3, the end user clicks on the TNT button, which causes the Internet banking server

315 to download the install agent 182, e.g., an ActiveX control, to the end-user device 105. The
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Figure 6 is a hierarchical level diagram illustrating keyboard-input
processing flow 600, in accordance with an embodiment of the present
invention. Flow 600 is divided into physical space 605, kernel space 610,
and application space 615. In physical space 605, the end user makes
keystrokes on the keyboard at level 620. In kernel space 610, the trusted
keyboard driver receives keystrokes at level 625. The keystrokes
end-&%ﬂ@éﬁ@léf 1@@\6%ﬁﬁ§1§k£dlﬁl§t %Mr&(féjlea@etﬁsl fake &EN@EW@%@B@@ |t|>§§190vaﬂi'&1 isa
otential untruste ogger driver captures keystrokes at level 630 or
e R e S R e e

182 petexti@lly captures keystrokes at level 640. The keystrokes deletion hook
removes fake keystrokes at level 645. The application receives the
cleaned keystroke pattern at level 650. Somewhere between level 630 in

keret ShhdbedRiboetBABAAahiketon Sh A B 152 B dbhiprcatidi server 320 in

the bamafifoxing Tank 3piLigin andishdrjredamhanitopsiappliedtionstatdsaind After the
vPNARSSIPlY J&%&%@ﬁ%{‘%l&%ﬁ?@‘ﬁc@ﬁER@%EdQ%EF&@&?Je%S"?{ LIy el S9Bn

Figure 7 1sa agram illustrating a network system 700 operative to

servesfidet thihest dhatarfransplodessiings thserrsreuieenivh ian effisdaipiesit dhe

VPNtheREssenbinvastian mheikedinentsises standme K tREanckéPessee 105.
AH mechanisms to illustrate thf: tunnefjlin .mechanism. Emg(l;dirlnents gjf )
or anking

TGRS Yhay BE S LBIE S SO NS OF Eimeig &

transgleftenimtesgrisdprotessdils. to thdeisl-aseidpadethdt a GRE tunnel has been
established between the end-user device 705 and a GRE router 735. The
tunneling driver adds an AH header to the |P packet generated bl_%/hthe

comptity HEVRAHSE RS LT hAaUEPIde st En ERes With Hifesecurity
engigutiénticapdratontec ka0 amoduISR) hinetkiPupaiketivpithdAbbhieaides it required

for tiMIRELENGARTY!RIGM IR h GR o RASKS P&M@H&?ﬁ%‘ﬁ%tbemg]%@uﬁﬁE

packet is transferred through the GRE tunnel via the Internet 710, until it
reaches the GRE router 735. The GRE router 735 decapsulates the GRE
pakkeatpeaciito thechd packehpitksAH heade bankiithehbasedsandhequests logout,
.soyrce a estination IP addresses, the royter.735 routes the
e P e e P S oy R
existippas ek b aRRes. iR avrh@Atieaion vetiter 750aberBoBcR hadde tunnel

befothrau@b adinawalhddp 1 sohiehaerforms egress filtering to ensure that
access only to intended resources is allowed and that access to forbidden

resources is blocked.
Figure 4 is a block diagram illustrating a network system 400 operative to effect a TNT by

an end-user device 405 with a banking portal, the TNT being managed by the end user’s ISP
network 440, in accordance with an embodiment of the present invention. In one embodiment,
the end user’s ISP network 440 may provide TNT protection for multiple transaction sites 120.
The network system includes the ISP network 440 coupled via the Internet 450 to a banking
server farm 445. The ISP network 440 includes the end-user device 405 coupled via an intranet
435 to an ISP server 410, to a VPN server 415, and to a VPN router 420. The banking server
farm 445 includes a banking server 425 and a VPN router 430. The VPN router 420 of the ISP
network 440 is coupled to the VPN router of the banking server farm 445 via the Internet 450.

In step 1, the end-user device 405 accesses the banking server 425 via a software
application, e.g., the connection agent 130, that enables the user to select from multiple specific

URLSs of TNT-enabled sites 120. Upon selection of a URL, the software application is configured
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Upon receiving the IP AH packet, the authentication router 750a or 750b
performs an authentication check to ensure that the packet comes from
the computing device 705. It removes the AH header and routes the
packet to the intended resources 720a, 720b or 720c. That is, the packet
is returned back to the format as originally generated by the computing
device 705. The intended resource processes the packet and

to diﬂ:@fhlﬁEaJﬁﬁvﬁl’efqQB’t&QH&;ﬁ‘eO@H{élﬁ7]§Q§ﬂ%ﬁ [ﬁU&?Eﬁe‘égﬁ: gRl@le?]y be indifled L(()n the
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Altern2@ee] v, 2beod-v20 deThe Aathenneagen doatdy 7bba omkb@baoatdd Thessibly
via 2PV IR AL PACKE!RARK (0.6 GRESERIELFaG-410. The GRE router 735

encapsulates the reply packet and sends it back to the end-user device
705 via the tunnel. The tunneling driver on the end-user device 705
dedapsylates the packatandyeniiestthe Binshendekfditel AHheaemwith TNT

he check, th IS.frusted ' : t '
Tl PRARS S D 90 8 i

The WestathgeenbEtoie dhenrickedispassSd tersedlfper e B tHe Wethdgicated to
suppstask Torfusthes Riacessingl)thendbhheadae fallsiizachggnth@nt &e install
seend PN SRS 8 RARDISHIE MIoamh e SIS G P BiRne e delos

the en Tu%er ev};c‘t(FI 05.
or aler ere are many other pos Ible variation o e

The exaynpidedasciibed oTheaintidhugatio i2dersrec 8 0dhyriT8Ubagant ¥ may be
embdRVEFi AUIRANG:PftheIrQRIHCARC R BRINGRR NS 8 USREARMES ARt of

and the network resources 720a, 720b or 720c. The authentication server

DNS apdaies PraRsigtan damim i R e e B R E PSRy I8 1S B ieRsuger device
105 whebksprated padkets tdiceinad $fomitbhbetlhmklrarscs capreroryiiR it mitileation for

TNTWJM@E?CK%XCWH&%S[% BM Iﬁol@%\{uﬁgkr}&\yghtﬁ%?&%w ?Nﬁgrﬁgﬁ\g&f & g-cnﬁesses_ may

encrypted checksum may be transférred to the tunnel software regularly in

be coptgalisarbrdicHaR e sbtHat tnErniAiaratsivirakel 19 dbte PasHEIE HA R i forms

the ISPRRMEICAIGNMET thengetuatHelP atkliebyorkvedsetras oc2ains2ia of

depezglgc.on Int%:r%geti)?\fgrlp a%i ents facilitate the use of data protection
mechanisms to havepnegT'gibIe demand on the end user and end-user
device. In one embodiment, the end user need only select the network

softwasg anplicaiionthat (ke 8ndilaes MMAPKSiadse iaexeRangedatkuand

predéggetc[%ﬁ%d ﬂﬁ]@n%i:c%t?c?nt work with which the endcgser wishes to ee?#f‘rgrlhst%ealjRL
SEEUre dafd exchangd Session’ After fite vata protéttion mekirnishs are
selecgauab8@p the Erd VB¢ putbadicitiodiffedentidte dndtoverquilysieeted for each TNT

session to associate the specific end-user device 405 to access the banking server 425, even if the
end-user device 405 is hidden behind an NAT router. For example, the VPN login userid could
be the subscriber ISP userid + end-user device 105 MAC address or computer name (detected by
the TNT ActiveX control) + target TNT site. This allows the ISP server 410 to track down the
actual end-user device 405 performing online TNT transactions if there is any audit requirements
or to “blacklist” an end-user device 105 (instead of the end user who can continuously change his

login credentials) that regularly posts false offers for online auctions web sites, etc.
In step 4, after the temp VPN tunnel is established, all network traffic from the end-user

device 405 is sent to the VPN server 415. That is, the end-user device 405 is disconnected from

the rest of the Internet. The VPN server 415 (or a firewall) within the ISP network 440 manages
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and untrusted software and remote networks. Further, certain
embodiments enable minimal change to existing Internet banking or
shopping sites, minimal TNT deployment effort, and minimal change to
end user web site usage experience. Figure 8 is a screen shot of a
desktop 805 on an end-user device 105 before spyware infection or
spoofing attack. Figure 9 is a screen shot of the desktop 805 on an

the n%ﬂ%fk%%&ﬁ&é@%c%@@iﬁf&&fy&ﬁy\é@%éw QetiRR405. TGS Siﬁ}i%@emﬁﬁéaources
shol] of the desktggéSOS of rtend-?er device 105 with a window 1005

(e-2-{i% REVRggr RIBLEOMT he RGN T ERASHOBR Bt te 2ccessible.

desktop 805 on an end-user device 105 with a window 1105 illustrating

ke)fﬁt{f%b%,(‘tﬂpts%ﬁrig gn'%igé' {9 7L tndfoR RELGEHRAAET $5G-85KIAR.8QP 0ARd

end-user device 105 before DNS poisoning. Figure 13 is a screen shot
and Geghied SR RIF LI EN L adUfcdhs 68 With AR ddhPiosts applications
not rlljusratingte legitinate i addresddns ald NSveache wafpre DS fpaisbeiizg.
CXGCl'l:tI .rﬁtﬁé lﬁfl‘ i)lcf‘g)?e%go%h Ec%fagi]s%ng%?aktgﬁolt%Suge%.%h%qglh%gagogl%\élt%&(%N
with the window 1305 after DNS poisoning.
manager 250 establishes a VPN tunnel with the VPN server 415.

In step 6, the VPN server 415 is deployed. To ensure network security over the Internet
450 from the ISP network 440 to the banking server 425, a permanent VPN tunnel may be
established between the ISP network 440 and the banking server 425, e.g., using the ISP-managed
VPN router 420 and the bank-managed VPN router 430. This ensures that intermediate Internet
routers between the ISP network 440 and the banking server 425 cannot hijack traffic to and/or
from the end-user device 405. This also allows the banking server 425 to manage additional
network security policies within their own network on top of those provided by the ISP network

440.

In step 7, after the end user completes his Internet banking transactions and requests
logout, the install agent 182 is downloaded again from the ISP server 410. The install agent 182
detects the previous existing active TNT session, removes the security engine 177, and terminates

the VPN tunnel before ending the install agent 182 process.

Combinations of the various techniques described in this invention could be used in an
actual deployment of TNT. Various alternative technologies, e.g., a Java applet instead of

Microsoft ActiveX, SSL instead of PPTP VPN tunnel, etc., can be used.

Figure 5 is a block diagram illustrating a network system 500 operative to effect security

engine installation, in accordance with an embodiment of the present invention.
In step 1, the connection agent 130 uses a pre-configured and unchangeable network

address to contact a secure network address resolution service 520 to obtain the network address

of a trusted source of the security engine 515 or a list of trusted sources. For example, an IP
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Figure 15 is a screen shot of the desktop 805 on an end-user device 105
with a window 1505 illustrating a spoofed IP address in the DNS cache,
after DNS poisoning. Figure 16 is a screen shot of the desktop 805 on
an end-user device 105 with a browser window 1605 illustrating the
spoofed site at the IP address of Figure 15. Figure 17 is a screen shot
of the desktop 805 on an end-user device 105 with a browser window

addrdQ@PdliHatratingshe sRQIechsitaa DN YIHTR SeRYABO A8YtE & configured in the
con Fi%}#re 186\3‘?@ screen shot of the desktop 805 on an end-user device 105
|

HBFOWwser window 1605 illustrating the spoofed site and with a
spoofed security certificate 1805. Figure 19 is a screen shot of the

d eq}f@& %9519&%&%’ k gﬁy{ﬁ@s 0w '&B&W'MWH&&Q§ tﬂlﬂl"ﬁﬁ@%@ﬁ server

keylogger infection and after DNS poisoning but before protection by
520 @rfﬂﬁB%’ﬁﬁE?]@fBF%Eafﬁ?/QﬁfW?““e Qirs worisIB addseh dhapyhengmbodiment,
the TNESKBOP:&OEr SR0ANag MidvusesdteNicer hpprovith araw) fidavwAQBSHH ustratisrglevice
505 FPUNUQUS IR IBEL%BI00 WER SliS. iR @YidRnsesthe availability of

outbound communication. Figure 21 1s 4 screen shot of the desktop

805 on an end-user device 105 with a window 2105 illustrating that a

downlead ageitiR. genAHARYEX Fandriehsisiheing: daleraectRiRent 130

o S e R R s S R S
end-urgedtiisbER drexduine dhisdiide wismablishiing N odrmerienagithsgother forms
of ndiMSIE A SAUERERS ARKSUHDY %ﬂ@,]ﬂ 4-TCP/IP network, the connection agent 130
may use the resolved IP address to connect to the trusted source, e.g., via a secure tunnel. This
connection technique ensures that the network address is accurate (e.g., not poisoned by a DNS
attack), and assures that the end-user device 105 connects to the intended trusted source. Further,
communication protocols employed in the secure network address resolution service 520 ensures

that communication to and from the end-user device 105 is authenticated, authoritative and

accurate.

In step 4, with a secure data exchange established, the end-user device 105 downloads the
security engine 515, e.g., using protocols like HTTP or FTP. The secure tunnel established by the
connection agent 130 ensures that data traffic between the end-user device 105 and the trusted
source is secure and cannot be compromised, even when insecure protocols like HTTP and FTP

are used.

In step 5, after delivery of the security engine 515, the end-user device 105 executes the
security engine 515. The security engine 515 effectively secures the end-user device 105, e.g.,
allows the end-user device 105 to communicate only with trusted transaction sites, e.g., trusted
remote network 535, prevents other applications 145 running on the end-user device 105 from
capturing or sending information, especially to untrusted sites, etc. The user can then access and

interact with the transaction sites in confidence.

Figure 6 is a hierarchical level diagram illustrating keyboard-input processing flow 600, in

accordance with an embodiment of the present invention. Flow 600 is divided into physical space

29



Figure 23 is a screen shot of the desktop 805 on an end-user device 105
with a window 2305 illustrating that the download agent has established a
VPN connection with the trusted source, has downloaded and installed the
security engine 177, and is presenting a button 2310 to navigate to the
legitimate banking site. Installation of the security engine 177 enables
network communication lockout, application lockout, driver management,

605, k@ﬁir%mﬁﬁﬁﬂdmmiﬁﬁﬁi@@amEan'EJNﬁiG&@%@ 609 Sthe endri@b A4 dS
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end-user device 105 with a'window 2505 illustrating the legitimate IP

In apaaaer%@gsamﬁé1|%@@mataabamﬁijdshaloggerrb@qm%tﬂglby SEPBEFS SRyitigkes at
levelthe)dFaktiogy e asientdeuk et miendc ekt withkaswine@o260Bhe application
Jllustratin lication lockout. Figurg 27 | reen
e e P A R U R et sce
and lgysl SR dhapBID e RYT§ AL 18N ARPIEG A atenBarRety Shlugin mgigrelpgels
moniRo8CEpEIt ahat eftheslepkiap P AR RN antr &ehe &¥ea ke daitiator driver at
levelb()r%Nser window 2805 illustrating the legitimate banking site. Figure 29
isa'screen shot of the desktop 805 on an end-user device 105 with the
browser window 2805 and the legitimate banking site certificate 2905 of

thepiggitimate uhaa&ﬁkggl%h&eiuustrﬁig%%a%kasﬁ%ﬁpm<$Bp@&ﬁ&@@o@%&%nel

805 on an end-user device 105 with the browser window 2805 of the

data g RS e K O s AR ST G IS Hol RE PISHTE MR Bnger
The arotivéimenenstheteiiagGRE redBbavarH, Hifdtgyisisstupditsmath cradaress dield

mecl?éggﬁl. Embodiments of the invention may be applicable to other combinations of tunneling

and data integrity protocols.

It is assumed that a GRE tunnel has been established between the end-user device 705 and
a GRE router 735. The tunneling driver adds an AH header to the IP packet generated by the
computing device 705. The AH header is used to authenticate with the authentication router 750a
or 750b. The IP packet with AH header is further encapsulated in a GRE packet before it is sent

out.

The GRE packet is transferred through the GRE tunnel via the Internet 710, until it
reaches the GRE router 735. The GRE router 735 decapsulates the GRE packet back to the IP
packet with AH header. Further, based on the source and destination IP addresses, the GRE

router 735 routes the decapsulated packet to an authentication router 750a or 750b.

Before the packet reaches the authentication router 750a or 750b, it passes through a
firewall 745, which performs egress filtering to ensure that access only to intended resources is

allowed and that access to forbidden resources is blocked.

Upon receiving the IP AH packet, the authentication router 750a or 750b performs an

authentication check to ensure that the packet comes from the computing device 705. It removes
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Figure 31 is a screen shot of the desktop 805 on an end-user device 105
with the browser window 2805 and after entry of confidential data into the
login window 3105, just before the security engine 177 is deactivated
and/or removed. Figure 32 is a screen shot of the desktop 805 on an
end-user device 105 with a window 3205 illustrating that outbound
communication has resumed. Figure 33 is a screen shot of the

the Ad?ﬁlé&@% §1Q5Ir@me§t;ﬂ_h_@'ﬂgckk§h% gﬁ\ém@na&ﬁrm&@yﬁ%@@gmh ' .tfﬁéi_iﬁ&, the
resumed vulnerability to the , poisoning of the cache, . re
Pk A A P T B EH S R L BROIES SOl
window 3405 illustrating that the security engine 177 protected the
mefig ﬁ)ﬂt@%ﬁ%&&ﬁbé%&%@@%U’ﬁd@{é?‘é’ﬁgéﬂéﬁlﬁs’é’\é 288t the HiEIRGRS

a screen shot of the desktop 805 on an end-user device 105 with a
router, 108 3885 illustrating that the keylogger infection has been
permanently neutralized. The foregoing description of the preferred

empodiments 2k SRe.RIESROL INVARION IS RYMaY. AL XAmPIS ”I!Xé&?.dme AH
other variations and modifications oflthe above-described enmbodiments

headgiig yhrekHotshars pEsssib e PGt BPHhes forEgdirg e ZRiAt/ Akhdtigh the

authSHENESK Sites aseeginghelescabad asIe P RAGASNCESHRE soRer 735.
skilled in the art will recognize that these sites may be a part of an integral

site, may each include portions of multiple sites, or may include

corhbiatib neutsi Sitigtacapslnten tifrlecpiterackileandisids iehablotithe atsl-setr device
705 $orthengkgin may be implemented utilizing hardware, software, or any

desired combination thereof. For that matter, any type of logic may be

utilized which is capable of implementing the various functions set forth

herBin n@oetippientisméy badimpteimart@tbubingsalproghapueiedand verifies the

AH RERG A RV ROBR- 4oL &9&%%”}9&18%%&?9!%m%&&&&&ﬂﬁdgﬁ?&ﬂﬁd

circults, or using a network o interconnected conventional components

autheRgalG TGS [ RHETEH Ty HEWRER OWitlfesENadtBTAdcE S rrhayved before
the patRbaspnsadsdasappaddyereimmareerairiianded toriderpxhraustyelothe AH

head%nl%%?ﬁ%e-rc%eec@[%%%n; SIQ(}{ER&[/I %%Agulrlfmlst?a%e%n|¥hbeyn§paes1}¢roel |COOVl\ﬂQ gﬂglll%glbsr'eaking the

tunnel or alerting the end user.

There are many other possible variation of the example described. The authentication
server 750a or 750b can be moved outband of the communication between the end-user device
705 and the network resources 720a, 720b or 720c. The authentication server 750a or 750b can
communicate with the GRE router 735 to retrieve a checksum of packets received from the tunnel
and can encrypt it with a private key whose public key is known to the tunneling software. The
encrypted checksum may be transferred to the tunnel software regularly in a separate channel so
that the tunnel software is able to ensure that it is communicating with the actual remote network

resource 720a, 720b or 720c.

Certain embodiments facilitate the use of data protection mechanisms to have negligible
demand on the end user and end-user device. In one embodiment, the end user need only select
the network software application that the end user wants to use to exchange data and the trusted
remote network with which the end user wishes to establish a secure data exchange session. After

the data protection mechanisms are enabled, the end user need not differentiate between trusted
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1. A network system comprising: a transaction network operative to
provide a transaction with an end user, at least one trusted source
server of a security mechanism, the security mechanism for at least
partially protecting an end-user device from malicious code operative
thereon that attempts to capture confidential data presented during the
transaction, the security mechanism being maintained by a party other

and R GRHOTa W AT ORGSR DGR
to the ena-user aevice In response tO.a re U.eSt transaction to

chan g e S A S b NS GBS apd

miniphcthimed fvdndreier theb tignsagtionpretnork provides a banking site. 3. The

network system of claim 1, wherein the transaction network provides a
gaming site. 4. The network system of claim 1, wherein the at least one

truStEH S8 it A SETU SR edia s bIRAPST ARERGHRST S e HaRFEHE S8tars
infectibtlaimpdofinpenaif.the at least one trusted source server and the
transaction network are managed by the same entity.

Figure 9 is a screen shot of the desktop 805 on an end-user device 105 after spyware

infection.

Figure 10 is a screen shot of the desktop 805 of an end-user device 105 with a window

1005 illustrating keylogger infection.

Figure 11 is a screen shot of the desktop 805 on an end-user device 105 with a window

1105 illustrating keystroke capture.

Figure 12 is a screen shot of the desktop 805 on an end-user device 105 before DNS

poisoning.

Figure 13 is a screen shot of the desktop 805 on an end-user device 105 with a window

1305 illustrating a legitimate IP address in a DNS cache before DNS poisoning.

Figure 14 is a screen shot of the desktop 105 on an end-user device 105 with the window

1305 after DNS poisoning.

Figure 15 is a screen shot of the desktop 805 on an end-user device 105 with a window

1505 illustrating a spoofed IP address in the DNS cache, after DNS poisoning.

Figure 16 is a screen shot of the desktop 805 on an end-user device 105 with a browser

window 1605 illustrating the spoofed site at the IP address of Figure 15.

Figure 17 is a screen shot of the desktop 805 on an end-user device 105 with a browser

window 1605 illustrating the spoofed site and with a security alert 1705.
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6. The network system of claim 1, wherein the at least one trusted source
server resides on the transaction network. 7. The network system of claim
1, wherein the security mechanism includes security engine code. 8. The
network system of claim 1, wherein the security mechanism includes
security profile data. 9. The network system of claim 1, wherein the
security mechanism includes security engine code and security profile

d atﬁgurlelol-S-li_@@ ??g@ﬂ@ﬂt@tﬁ'&%@rﬁ%@lﬁt@m %él\@[lﬁl @ﬁ@gﬂs&? @e%%l:lr(iiﬁ with ahbrovs{ser
. me ISM INcludes star Q Il er moadu ode 1or controln en to
wind Ao SBERe U (LBt S oA ot e

deactivate the one or more aspects of the security mechanism. 11. The

negyark sYSemAlalain Js WRIGIFRBSGEMI I MCGNAIEE B3AHASSwindow

aﬁplicaj[ion lockout module code for suspending at least one application
19058 11etae fod sech e o RS P NP o198 AR RO K S REN GPRIRYm 1,

embaihe¢eindihiesaceitynmechanism includes file/network 1/0 control module
code for disabling at least one file or network operation during the

transaction.
Figure 20 is a screen shot of the desktop 805 on an end-user device 105 with a window

2005 illustrating continuous pinging of the Yahoo website to evidence the availability of

outbound communication.

Figure 21 is a screen shot of the desktop 805 on an end-user device 105 with a window
2105 illustrating that a download agent, e.g., an ActiveX control, is being delivered to the end-

user device.

Figure 22 is a screen shot of the desktop 805 on an end-user device 105 with a window
2205 illustrating that the download agent is being executed and is establishing a VPN connection

with a trusted source of a security engine 177.

Figure 23 is a screen shot of the desktop 805 on an end-user device 105 with a window
2305 illustrating that the download agent has established a VPN connection with the trusted
source, has downloaded and installed the security engine 177, and is presenting a button 2310 to
navigate to the legitimate banking site. Installation of the security engine 177 enables network
communication lockout, application lockout, driver management, keystroke pattern modification,

and like TNT mechanisms.
Figure 24 is a screen shot of the desktop 805 on an end-user device 105 with a window
2405 illustrating that the continuous pinging of the Yahoo website has stopped, evidencing that

outbound communication has been suspended.

Figure 25 is a screen shot of the desktop 805 on an end-user device 105 with a window

2505 illustrating the legitimate IP address of the legitimate banking site.
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13. The network system of claim 1, wherein the security mechanism
includes trusted driver module code for determining whether a driver on
the end-user device matches a known trusted driver. 14. The network
system of claim 13, wherein the driver is a keyboard driver. 15. A network
system comprising: a transaction network operative to provide a
transaction with an end user; a trusted source of a security

mecharisey{arsalelgasibpartirl e RrRiestinenan eRfousaledrYiess g a window
260 5rrlfllicious coée %%e:fltive thereon that attempts to capture confidential
dats SRS BN b8 transaction, the security mechanism being

maintained by a party other than the end user; and an agent for

ProvigliRg e SEFHHYHIIGERANEIED §08 SNChUaBlAGVICH IO IDRIGH dvindow

end-user device during the transaction,  wherein the security
2305HsHatneiis Ui AKEyeHSREL YRR TGP URDATOE Giherating

additional keystrokes to a keystroke pattern generated by the end user.

16 I he network system of claim 1 erein the security meehanism
T R T A N R oy

windgaiisfindir Biptng Wejegibral fardratdicdriver.

Figure 29 is a screen shot of the desktop 805 on an end-user device 105 with the browser

window 2805 and the legitimate banking site certificate 2905 of the legitimate banking site.

Figure 30 is a screen shot of the desktop 805 on an end-user device 105 with the browser
window 2805 of the legitimate banking site and illustrating that the keylogger is no longer active

when the keylogger reveal word, “frklg,” is typed in the address field 3005.

Figure 31 is a screen shot of the desktop 805 on an end-user device 105 with the browser
window 2805 and after entry of confidential data into the login window 3105, just before the

security engine 177 is deactivated and/or removed.

Figure 32 is a screen shot of the desktop 805 on an end-user device 105 with a window

3205 illustrating that outbound communication has resumed.

Figure 33 is a screen shot of the desktop 805 on an end-user device 105 with a window

3305 illustrating resumed vulnerability to the DNS poisoning of the DNS cache.
Figure 34 is a screen shot of the desktop 805 on an end-user device 105 with a window
3405 illustrating that the security engine 177 protected the memory space from registering the

browser window 2805.

Figure 35 is a screen shot of the desktop 805 on an end-user device 105 with a window

3505 illustrating that the keylogger infection has been permanently neutralized.
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17. The network system of claim 1 or 15, wherein the security mechanism
includes an IP address to a server within the transaction network. 18. The
network system of claim 1 or 15, wherein the security mechanism includes
VPN manager code capable of establishing a secure tunnel between the
end-user device and the transaction network. 19. The network system of
claim 1 or 15, wherein the agent is capable of removing the security

ﬂ?ﬁ@ﬂ?@bﬁ@gﬂ&%ﬁ?ﬁ@lﬁ@ﬂﬁ@r@&r@@%@g@mﬂ@ ?f t;[_ﬁg %r@@iw %%W&Q%y way
OoT Claim or ur er.Compr SiNg.a seconad.agen el C 0OfF.

oF xR AT B R B B G P e A fmests and
methTiheareporsitisystieh @it doingHerehintherigenthintludemensinstal being
descﬁ&%%qgﬁx%%%%&ﬂm thesatleastiong, %S}Rq\/ﬁpfé'&%rﬁ% Y& (1ode ;HFQ may be

network system of claim 1 or 15, wherein the agent includes an install =~
a parh Gt BRI o4 Eea S R Ee RArtiP Rerl B PR Fi5e ARRIBIRLY Lt SATBations
of siighidamd aiilliplewinar €ihd verage ainbuclintes acctuinaatton agenht prplomdsdd

utiliz%%%gpcﬁvgr%g _sgﬁ%%%?\(l)ircz%y §€'s1r'%‘cf@8ﬁ1‘1)?9a88mﬂé'r i(;}g:For that matter, any type of
logic may be utilized which is capable of implementing the various functions set forth herein.
Components may be implemented using a programmed general-purpose digital computer, using
application specific integrated circuits, or using a network of interconnected conventional
components and circuits. Connections may be wired, wireless, modem, etc. The embodiments
described herein are not intended to be exhaustive or limiting. The present invention is limited

only by the following claims.
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requesting by an end user a secure transaction with a transaction network
providing a transaction; receiving from at least one trusted source
server a security mechanism, the security mechanism for at least partially
protecting an end-user device from malicious code operative thereon that
attempts to capture confidential data presented during the transaction, the
security mechanism being maintained by a party other than the end user;
activating the security mechanisny;esisyishing a secure connection
between an end-user device and the transaction network; and enabling
the transaction. 25. The method of claim 24, wherein the transaction

I.  networkvprbvidesnaaphksng:site. 26. The method of claim 24, wherein the

traQ%ﬁQ%&%ﬂ%@&B&@Q% & gm&w&ﬁﬁmaotion with an end user;

at least one trusted source server of a security mechanism, the security mechanism for at
least partially protecting an end-user device from malicious code operative thereon that attempts to
capture confidential data presented during the transaction, the security mechanism being
maintained by a party other than the end user; and

an agent for providing the security mechanism to the end-user device in response to a

request for the transaction to protect the end-user device during the transaction.

2. The network system of claim 1, wherein the transaction network provides a banking site.
3. The network system of claim 1, wherein the transaction network provides a gaming site.

4. The network system of claim 1, wherein the at least one trusted source server resides on an
ISP network.

5. The network system of claim 1, wherein the at least one trusted source server and the

transaction network are managed by the same entity.

6. The network system of claim 1, wherein the at least one trusted source server resides on

the transaction network.

7. The network system of claim 1, wherein the security mechanism includes security

engine code.

8. The network system of claim 1, wherein the security mechanism includes security

profile data.

9. The network system of claim 1, wherein the security mechanism includes security

engine code and security profile data.
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network. 28. The method of claim 24, wherein the at least one trusted
source server and the transaction network are managed by the same
entity. 29. The method of claim 24, wherein the at least one trusted
source server resides on the transaction network. 30. The method of
claim 24, wherein the security mechanism includes security engine code.
31. The method of claim 24, wherein the security mechanism includes

10. Seqtlfé%%ﬂl%ﬁ&tﬁ odaikhe m%mm&fs@@m%cmﬁi thiNRISEEMINop trigger
echanism includes ecurlt%l};8 ine code and secu Fﬁ/%proflle dat 33.

mod ﬁé"ﬁ%‘e SEBrLIRY 25 DABHAIS he %é%ﬂ‘ﬁt?ﬁ?ﬁ%ér? Pf&%&’é’ anism and
whersta¢stopate ggernmoduteccoder forfcbatolingy wwbanisnnitiate one or more
aspects of the security mechanism and when to deactivate the one or

more aspects of the security mechanism.
The network system of claim’l, wherein the security mechanism includes application

lockout module code for suspending at least one application not needed to effect the transaction.

12. The network system of claim 1, wherein the security mechanism includes file/network I/O

control module code for disabling at least one file or network operation during the transaction.

13. The network system of claim 1, wherein the security mechanism includes trusted driver

module code for determining whether a driver on the end-user device matches a known trusted

driver.
14. The network system of claim 13, wherein the driver is a keyboard driver.
15. A network system comprising:

a transaction network operative to provide a transaction with an end user;

a trusted source of a security mechanism for at least partially protecting an end-user device
from malicious code operative thereon that attempts to capture confidential data presented during
the transaction, the security mechanism being maintained by a party other than the end user; and

an agent for providing the security mechanism to the end-user device to protect the end-
user device during the transaction,

wherein the security mechanism includes a keystrokes generator driver for generating

additional keystrokes to a keystroke pattern generated by the end user.

16. The network system of claim 15, wherein the security mechanism includes a keystrokes

deletion hook for deleting the additional keystrokes generated by the keystrokes generator driver.

17. The network system of claim 1 or 15, wherein the security mechanism includes an IP

address to a server within the transaction network.
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34. The method of claim 24, wherein the security mechanism includes
application lockout module code for suspending at least one application
not needed to effect the transaction. 35. The method of claim 24, wherein
the security mechanism includes file/network 1/0O control module code for
disabling at least one file or network operation during the transaction. 36.
The method of claim 24, wherein the security mechanism includes trusted

18. drivge MeQLie ﬁ@@%@&e@ﬁ% rBIRgMketh ﬂ{e%e‘é[ix\{@/f AR ERE SNEUSES VPN
device matc%es g knt()nwfgétrusted driver. 37.The method of claim 36,
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transpegorestimgiy an end user a secure transaction with a transaction network
providing a transaction; receiving from a trusted source a security
mechanism for at Ieaste%?rtially rotecting an end-user device from

19 maliBforFEBl &S5y atica thé o tHAF SHERFALSR ‘S Speabe chHiBREahe
secufigta@iestniegdring hsirahbactiamctiva. security mechanism being
maintained by a party other than the end user;

20. The network system of claim 1 or 15, further comprising a second agent being capable of

removing the security mechanism upon completion of the transaction.

21. The network system of claim 1, wherein the agent includes an install agent downloaded

from the at least one trusted source server.

22. The network system of claim 1 or 15, wherein the agent includes an install agent

downloaded from a third-party server.

23. The network system of claim 1 or 15, wherein the agent includes a connection agent

preloaded onto the end-user device.

24. A method comprising:

requesting by an end user a secure transaction with a transaction network providing a
transaction;

receiving from at least one trusted source server a security mechanism, the security
mechanism for at least partially protecting an end-user device from malicious code operative
thereon that attempts to capture confidential data presented during the transaction, the security
mechanism being maintained by a party other than the end user;

activating the security mechanism;

establishing a secure connection between an end-user device and the transaction network;

and

enabling the transaction.
25. The method of claim 24, wherein the transaction network provides a banking site.
26. The method of claim 24, wherein the transaction network provides a gaming site.
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activating the security mechanism; establishing a secure connection
between an end-user device and the transaction network; and enabling
the transaction, wherein the security mechanism includes a keystrokes
generator driver for generating additional keystrokes to a keystroke
pattern generated by the end user. 39. The method of claim 38, wherein
the security mechanism includes a keystrokes deletion hook for deleting
the additional keystrokes generated by the keystrokes generator driver.
ethod of claim 24 or 38, w erein the security mechanism
27, TR b TSGR B AT 0 G 2 #hES?
netwarkthod of claim 24 or 38, wherein the security mechanism includes VPN
manager code capable of establishing a secure tunnel between the
end-user device and the transaction network.
28. The method of claim 24, wherein the at least one trusted source server and the transaction

network are managed by the same entity.

29. The method of claim 24, wherein the at least one trusted source server resides on the

transaction network.

30. The method of claim 24, wherein the security mechanism includes security engine code.
31. The method of claim 24, wherein the security mechanism includes security profile data.
32. The method of claim 24, wherein the security mechanism includes security engine code

and security profile data.
33. The method of claim 24, wherein the security mechanism includes start/stop trigger
module code for controlling when to initiate one or more aspects of the security mechanism and

when to deactivate the one or more aspects of the security mechanism.

34. The method of claim 24, wherein the security mechanism includes application lockout

module code for suspending at least one application not needed to effect the transaction.

35. The method of claim 24, wherein the security mechanism includes file/network I/O control

module code for disabling at least one file or network operation during the transaction.

36. The method of claim 24, wherein the security mechanism includes trusted driver module

code for determining whether a driver on the end-user device matches a known trusted driver.

37. The method of claim 36, wherein the driver is a keyboard driver.
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42. The method of claim 24 or 38, further comprising removing the
security mechanism upon completion of the transaction.

38. A method comprising:

requesting by an end user a secure transaction with a transaction network providing a
transaction;

receiving from a trusted source a security mechanism for at least partially protecting an
end-user device from malicious code operative thereon that attempts to capture confidential data
presented during the transaction, the security mechanism being maintained by a party other than
the end user;

activating the security mechanism;

establishing a secure connection between an end-user device and the transaction network;
and

enabling the transaction,

wherein the security mechanism includes a keystrokes generator driver for generating

additional keystrokes to a keystroke pattern generated by the end user.

39. The method of claim 38, wherein the security mechanism includes a keystrokes deletion

hook for deleting the additional keystrokes generated by the keystrokes generator driver.

40. The method of claim 24 or 38, wherein the security mechanism includes an IP address to a

server within the transaction network.
41. The method of claim 24 or 38, wherein the security mechanism includes VPN manager
code capable of establishing a secure tunnel between the end-user device and the transaction

network.

42. The method of claim 24 or 38, further comprising removing the security mechanism upon

completion of the transaction.
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