W -1 : APPARATUS, METHOD AND COVPUTER PROGRAM : !
PROTECTI NG COPYRI GHT DATA W THI N A COMPUTER SYST -
Technical Field The present invention relates in gener Qiygsapparatus
and nethod for protecting digital video/audio data and, nore particularly,
to an apparatus, nethod and conputer program product for .
.encr.yption/decryption of data w thin a conputer system for conmunication
froma CPU to an accessible internal structure, such as nenory or a bus,
wi t hout exposing the data in unscranbled form-at the accessible structure.
Background of the Invention Wthin the past decade, the advent of
wor | d-wi de el ectroni ¢ conmuni cati ons systens has enhanced the way in which
peopl e can send anéPPéBé$UﬁyiHﬁT@PPa@NBnGOM?ggﬁBtﬁﬂgﬂﬁﬁﬁ the capabilities of
real -ti me video anHRQBH?ﬁwé%t?ﬁ?Eﬁgﬁg 3G GCRBYRIGHE DA Ped in recent years. In
_ : . . 4 . .
order to provide services as ER ofhit nd, video conferencing, and
digital video disc (DVD) notion pictures, an enornous anmount of bandw dth
is required. In fact, bandw diRchsi@dt §dilee main inhibitor.in the

ef fectiveness of such systens. 'n order to overcone the constraints
I nposed by The present invention relates in general to

apparatus and method for protecting digital
video/audio data and, more particularly, to an
apparatus, method and computer program product for
encryption/decryption of data within a computer
system for communication from a CPU to an accessible

internal structure, such as memory or a bus, without
exposing the data in unscrambled form at the
accessible structure.

Background of the Invention

Within the past decade, the advent of world-wide
electronic communications systems has enhanced the
way in which people can send and receive information.
In particular, the capabilities of real-time video
and audio systems have greatly improved in recent |
vears. In order to provide services such as video-
on-demand, video conferencing, and digital video disc
(DVD) motion pictures, an enormous amount of
bandwidth is required. In fact, bandwidth is oiften
the main inhibitor in the effectiveness of such
systems. '

In order to overcome the constraints imposed by
existing technology, compression systems have
emerged. These systems reduce the amount of video
and audio data which must be transmitted by removing
redundancy in the-picture sequence. At the receiving



v

+exi sting technol ogy, conpression systens have energed. These systens ’
reduce the anount of video and audio data which nust be transmtted by
renoving redundancy in the picture sequence. At the receiving _

- 2- end, the picture sequence is unconpressed and nmay be di splayed in
real tine. One exanpl e of. an energing video conpression standard is
the Moving Picture Experts Goup ("MPEE') standard. Wthin the MPEG
standard, video conpression is defined both within a picture and between
pi ctures. Video conpression within a picture is acconplished by conversion
of the digital inage fromthe tine domain to the frequency domain by a

di screte cosine transform quantization, variable |ength coding, and

Huf f man codi regpd,Vittheopiohpresséquenyet Wecnnponprassed sndcoaypbéshed via a

process ref erdieq1.9e@S inM™bhPNe A5 i MALion", in which a notion vector plus
difference data’is used to describe the translation of a set of picture

el ements fromone picture to another. The | SO MPEQR standard specifies only
the syntax of bit Snecernraplesefitan iawrginghvider ctimpgepsdonss. The

particul ar chaifR:0k 48deRe REVAIRIBItueBdekpereidrduph (PRPEERRNCE ver sus
conplexity is leftf to the st g o oper s. .. Digital Versatile D sc
(DVD) is an 3G+t eg'ﬁﬁggﬁgﬁﬁ%\ﬁ@ée# &Egnaﬁrﬁlt I %Ure, requires extensive
encryption i rcanpessionpiet definded btthawithéh apictwiel endpi ct ure, agai nst
unaut hori zed KO pictures. Video compression within a picture

is accomplished by conversion of the digital image

from the time domain to the frequency domain by a

discrete cosine transform, quantization, variable

length coding, and Huffman coding. Video compression

between pictures is accomplished via a process

referred to as "motion estimation®, in which a motion

vector pius difference data is used to describe the

translation of a set of picture elements from one

picture to another. The ISO MPEG2 standard specifies

only the s&ntax'of bitstream and semantics of the

decoding process. The particular choice of coding

parameters and tradecffs in performance versus
compléxity is left to the system developers.

Digital Versatile Disc (DVD) is an emerging
technology which due to its nature, requires
extensive encryption in order to protect the data,
such as a motion picture, against unauthorized
copying.

DVD is a specification for the content of video,
audio and other compressed data to be used as
playback video, audio and, for example, subtitle data
by a DVD decoder. The DVD video data is specified in
the Moving Picture Experts Group (MPEG) standard
(ISO/IEC 13818-2). As well as being represented by



iDWis a specification for the content of video, audio and other
conpressed data to be used as playback video, audio and, for exanple,
subtitle data by a DVD decoder. The DVD video data is specified in the

Moving Picture Experts G oup (MPEG standard (I1SOIEC 13818-2). As well as
being represented by - 3- this

standard, the data is al so encrypted usrng the industry's Content

Scranbl i ng System (CSS), which produces an encrypted, encoded data stream

-~ for DVD playback. The data stream can be decrypted by hardware |licensed to
perform CSS decryption. Conventionally, CSS decryption occurs at a PCl

card, which also conventionally includes MPEG deconpression of the

encrypted, ethddedtdaliard] gtld data is alde qicaspted neengiohei s directed in

one parti cul %ﬁdgggglg tgoﬁ%gg@\gd}gnﬁggggtéy&eqrpq@ga g_cll;)VD processi ng of

the encrypte enco osure of the

Invention ProdugescgpyengFyRiedsegnopfed 4?ﬁﬂﬂﬁﬁﬁ%?mc§ﬁﬁrP¥%s ina first
aspect appar pllaybhek. pr Dhe sty streanacdh dsk diicrypedabywi t hin a conput er
system havi Nga3aGatb! 3hephoce S JoiBih c&EWesplied 10 recel ve the

e

scranbl ed data stream appar s i ncl'udes a“descranbling_nmeans within
the central [FPIVERSiRPaLAYL $§9 d’@é’é"#’&ﬁﬁ?’é PPN A Pe8CIserBRDI ed dat a

stream and which also conventionally includes MPEG decompression
of the encrypted, encoded data signal.

The present invention is directed in one
particular aspect to improving upon this conventional

DVD processing of the encrypted, encoded data stream.

Digclosure of the Invention

Briefly summarized, this invention cowmprises in
a first aspect appaiatus'for processing a scrambled
data stream within a éomputer system having a central
processing unit (CPU) coupled to receive the
scrambled data stream. The apparatus includes a
descrambling means within the central processing unit
to descramble the received, scrambled data stream and
"thereby produce a clear data stream. Re-encryption
means also within the central processing unit re-
encrypts the clear data stream to produce an
encrypted data stream, wherein the scrambled data
stream is produced from a different encryption
algbrithm than the encrypted data stream. Means are
provided for transferring the encrypted data stream
from the central processing unit to a second
structure of the computer system, the second
structure being coupled to the CPU. Decryption means
coupled to the second structure receives the

encrypted data stream for decrypting and produces the



‘thereby produce a clear data stream Re-encryption means also within the
central processing unit re- encrypts the clear data streamto produce an
encrypted data stream wherein the scranbled data streamis produced froma
different encryption algorithmthan the encrypted data stream Means are
provided for transferring the encrypted data streamfromthe central
processing unit to a second structure ¥YfF the conputer system the second
structure being coupled to the CPU. Decryption neans coupled to the second
structure receives the encrypted data stream for decrypting and produces

t he clear data streamtherefrom wherein the clear data
streamis unexposed when transferred fromthe central processing unit to

t he second stecleanrdatsn gtiredn chehefhl), whieriednt bke delsarandsltiang neans

Wi thin the cegtfahmPi#OaiSidibed N vheACEAHYFTRIRA BN VERHEL Laraadnbl i ng of

the received, scranb]ed data stream | n anot her pect, apparatus
i s provi ded fBFOPFORERI iM% t(ﬁ’af:ges??cé%ﬂﬁ WENCRUEe cBARASH st em having a
central procetbengPUini vhilkeipihed descranisling meandawvatkin gshm The appar at us
i ncl udes encr yphi£8] NEAOSe MY Ank Bealihd10/sHRBC EYPELaEL | denti fied

copyri ght datg vmthllrﬂg { he ?dgt stream t&’ produ g Eh refrom encrypted data.
Means are proYPESHTBEIRY 131 FRGEEHR 'emg’ §2d9tt® 19%51fit™he cent r al
processing unit to a structure of the conputer system coupl ed thereto,
wherein the copyright data is only transferred fromthe CPU as said

encrypted data. Deglypl ORIl oY CabpuPidit 49 bRSvEALY L ®

processing a data stream within a computer system
having a central processing unit coupled to receive
the data stream. The apparatus includes encryption
means within the CPU for encrypting identified
copyright data within the data stream to produce
therefrom encrypted data. Means are provided for
transferring the encrypted data from the central
processing unit to;a structure of the computer system
coupled thereto, wherein the copyright data is only
transferred from the CPU as said encrypted data.
Decryption means are coupled to the structure
receiving the encrypted data for decrypting the
encrypted data. '

' Various enhancements to each of the aspects
summarized above are also described and claimed. In
addition, corresponding methods and computer program
products are presented and claimed.

To restate, in accordance with this invention
clear data, whether compressed or uncompressed, is
not allowed to be resident in an accessible computer
system structure, such as a host memoxry buffer or
system bus to prevent theft of the clear data. The
invention is particularly applicable to MPEG encoded



‘

‘receiving the encrypted data for decrypting the encrypted data.

Vari ous enhancenents tao each of the aspects summari zed above are al so
described and clainmed. In addition, correspondlng nmet hods and conput er
program products are presented and cl ai ned. To restate, in
accordance with this invention .clear data, whether conpressed or
auncorpressed, 'is not allowed to be resident in an accessi bl e conputer
system structure, such as a host nmenory buffer or systembus to prevent
theft of the clear data. The invention is particularly applicable to MPEG"

encoded - 5- and CSS encrypted V|deo
data such as enpl oyed by digital video disc (DVD) technology. The

decryption taehFIR engyesed: vddeerditr sudwasoempdbyedubrt changes, for
exanpl e, thr@i@fhéh&:ﬂ‘dwldmsbl t(nvﬁf @éwmi g AW ghekppeden of an

encryptlon/decr tion al lon the articul ar
scranbllng/d géﬁﬂﬁ??uf if e h Eﬁﬁ?o an? P? g oncept is to '
initiate theCU@%9¢%uﬂﬁQ#uFﬁﬂmméesstb?°¢mktthﬁﬁﬁlﬁ§nbllAB¥cpﬁnbIe the data at

t he central @6@§E§§d{ﬁhlﬂgﬁ mxakagoaeﬂléfeﬁent encryptlon t echni que, and
then complete the desc }

recei vi ng nnﬁﬂ?ryg%ﬁ% AR °Hd|§$§ﬁ%ﬁcgé¥#ﬁgr §Fé@2§%25{|;geon t he
central proctbsiparekeulan a;nayééivgﬁ@p$§#¢mh%m@gd@ag@@ltbmch as a decoder
resident on ampysyed ik mb}pl egdhkOcbh€epeNid alo AMAELSENGnENi t. The
rescranbllngdsgg§ggg_ pré%ess £¥ host software, rescramble the

data at the central processing unit using a different

encryption technique, and then complete the

descrambling at the receiving module, whether the

receiving module comprises an additional software

module executing on the central processing unit or a

receiving hardware device, such as a decoder resident

on a system bus coupled to the central processing

unit. The rescrambiing subsequent to primary

software descrambling of the received encrypted data

may be complete or partial. At the receiving module,

the rescrambled data can be decrypted for display,

output via an audio card, or undergo further
processing.

Brief Description of the Drawings

The above-described objects, advantages and
features of the present invention, as well as others,
will be more readily understood from the following
detailed description of certain preferred embodiments
of the invention, when considered in conjunction with
the accompanying drawings in which:
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fsoftware descranbling of the received encrypted data nay be conplete or
partial. At the receiving nodule, the rescranbled data can be decrypted for
di spl ay, output via an audio card, or undergo further processing.

Brief Description of the Draw ngs The above-descri bed objects,
advant ages and features of the-presegt I nvention, as well as others, wll
be mere readily understood fromthe follow ng detailed description of
certain preferred enbodi nents of the invention, when considered in
conjunction with the acconpanying draw ngs in which:

- 6- Fig. 1 depicts one enbodi nent of a conmpufter system enpl oying
encryption/decryption apparatus in accordance with the present invention;
Fig. 2 is a flowdiat lofiephotemnsliembedinent ,ef @nsconpuitey

encrypti on/ daedodi i<blRVAESehESPUloA7aeESRPE Lo dgpadatusr @aent i nventi on;
Fig. 3is aal.jclz Oé:kddl agramg ﬁ% gnereesneb%dl.rrgnttfor_ updating keys within the
encryption anézdééFVb i&ﬁ Eul%s ana/ oF Y gevieds of an apparatus in
accordance with the present invention; and Fig. 4is a
representation ofrgye 2rodi Hﬁ&bcﬁrt of one embodiment for

accomplishing encryption/decryption processing in

accordance with the present invention;

Fig. 3 is a block diagram of one embodiment for
updating keys within the encryption and decryption
modules and/or devices of an apparatus in accordance
with the present invention; and

Fig. 4 is a representation of one embodiment of
DVD disc data stream processing using microcode in
accordance with the present invention.

Best Mode For Carrving Out The Invention

Generally stated, the present invention
comprises an apparatus, method and computer program
product for processing a data stream scrambled, for
example, by employing content scrambling system (CSS)
technology. As one aspect, the invention comprises
descrambling a received CSS encrypted signal at a
central processing unit without subsequently exposing
a clear copy of the descrambled data in any
accessible structure outside the CPU, such as memory
or a system bus. This insures that information to be
protected, such as security data or copyrighted
material (herein collectively referred to as
“copyright data"), will not be exposed at a point
where illegal copying of the original data stream is
feasible (e.g., during data transfer) while still



{

: DVD di sc data stream processing using mcrocode in accordance with the
present invention. Best Mbde For Carrying Qut The Invention
General ly-stated, the present invention conprises an apparatus, nethod and
conput er program product for processing a data stream scranbl ed, for
exanpl e, by enploying content scranbling system (CSS) technol ogy. As one
aspect, the invention conprises descrambling a recei ved CSS encrypted
signal at a central processing unit wthout subsequently exposing a clear
copy of the descranbl ed data-i-n any accessible structure outside the CPU,

“such as nenory or a systembus. This insures that information to be
protected, such as security data or copyrighted material (herein

col I ectivel y aiefcrrimgd soft@are capyttpinl ingt af) thevidds mﬁcr!sg@te&po_sed at a
fur i ng dat o (7angR ) e GpEba e Alaghd®hsBhdedd WALL, S D€ (5O
al | owi ng sof tSRAFRIES SEFBRINPLGRE tHECSSMBREFG AR PRI I n a specific
examd)l 3 d|t ?glmhmgfﬁelvﬁ,deghauemrcyaﬁaed:ombﬁ:eagzm GfbL By &epri se g_n t

encoded s f Vi ng Picture
Experts Gou%@%ﬁ?tyg% a?gp??@/%\éﬂﬂgﬁg%)@éﬁ)&@ lltn ;ﬁﬁrdgnce wth

the present i¥&M1%r, a prinary software nodule within a central
processi ng

In accordance with the present inventioq,.a
primary software module within a central processing
unit conducts CSS descrambling and then encrypts the
data stream using a selected eﬁcryption/decryption
algorithm before sending any copyright data to a
software module and/or hardware device outside the
CPU, for example, through memory or a system bus.
The external software module and/or hardware device
receiving the re-encrypted data stream then decrypts
the stream and processes it, e.g(; for display in the
case of video data or output to an audio card in the
case of audio data.

Briefly summarized, the processing involved
herein includes determining at the primary software
module whether data needs to bhe prbtected during
subsequent transmission from the computer system's
CPU. If "yes", then the primary module communicates
to the software module and/or hardware device
ultimately to receive the stream of data to establish
an encryption/decryption algorithm pair. This
communication may involve downloading the decryption
algorithm into the receiving software module and/or
hardware device or signaling the decrypting
software/hardware which decryption algorithm from a
plurality of predefined encryption/decryption
algorithm pairs is to be used. The primary module



s unit conducts CSS descranbling and then encrypts the data streamusing a
sel ected encryption/decryption al gorithm before sending any copyri ght data

to a software nodul e and/ or hardware device outside the CPU, for exanple,

t hrough nenory or a system bus. The external software nodul e and/ or

har dwar e device receiving the re-encrypted data streamthen decrypts the

stream and processes it, e.g., for di§g1ay in the case of video data or

output to an audio card in the case of audi o data. Briefly

sumari zed, the processing involved herein includes determ ning at the

primary software nodul e whet her data needs to be protected during

subsequent transm ssion fromthe conputer. systemls CPU. |If "yes", then the

pri mary noduP&eBokhtnfeleczed Encr¥PEsPR \RYIOTSNM Ecartlr BRCHEPEWar e devi ce

ul timately t eheeesveatlbbed dtamior Hodnster atrdbhs Angn

encryption/d k ' ' [ i [ I nvol ve
downrgading ?%§X§%%§§%?%§gﬁé§%¥%%P?Hﬁ?i%%25%#§?§3§&? §%n§9§o war e nodul e
and/ or har dwki&egevFeetle Xeqpidinggsehevare Matuleg 2887 ear e/ har dwar e whi ch

decrypti on ahgeswhbe devita yHivhakist Yo odceqsmsicfshn etieeBgnypt i on/ decrypti on
al gori t hm pai LSk Q..be QL : uses the
sel ected enclrd%%f@ﬁ&g,gorﬁ%%ﬁ%q?égén@%%]fé?ﬁ%ﬂl é‘s,é“ra%{n%ﬁ% %%t a for
transfer thrdQGRESAYVAERER SR cebtradt BFecessinly a@ikenbh9Rand/ or system
buses, to théeceyetei thesddtaversl peaibenancboredtdiotiaar e device which is to
accompl i sh 1 be.Jclah ndeERUPLLPN. ALNGA" SEELKLIG P Uil ¥ Efle ™ &l SO be
| ocated within the central processi.ng unit,. then -

re-encrypted data from thé central processing unit

may be sent through system memory and/or a system bus

to a video decoder for descramblihg'and then decoding

of the data, e.g., for display.

Fig. 1 depicts one embodiment of a computer
system to employ apparatus in accordance with the
present invention. ‘A primary software module 10 and
a secohdary (or receiving) processing software module
20 are each executed within the computer system's
central processing unit (CPU). A processing unit
hardware device 30 (such as a decoder) resides on one
of the buses 26 of the computer system.

Communication between primary software wmodule 10 and
software module 20 and/or processing hardware 30
requires data transfer through memory 25 and/oxr
system bus 26, both located outside the CPU 11.
Software module 10 contains a data processing module
21 and an encryption module 22. Data processing
module 21 comprises any conventional processing to be
done to the data stream, and in accordance with the
present invention, also includes descrambling (such
as CSS descrambling) of a received encrypted,
original data stream. Processing module 20 contains
a decryption module 23 and a processing module 24,



vdecrypts the data and perforns conventional processing thereon. As an
alternative exanple, the re-encrypted data fromthe central processing unit
may be sent through system nenory and/or a systembus to a video decoder
for descranbling and then decoding of the data, e.g., for display.

Fig. 1 depicts one enbodi nent of. a conputer systemto enploy apparatus in
accordance wth the present invention ™ A primary software nodule 10 and a
secondary (or receiving) processing software nodul e 20 are each executed

wi thin the computer system s central processing unit (CPU). A processing
unit hardware device 30 (such as a decoder) resides on one of the buses 26
of the conputer system Conmmunication between prinmary software nodule 10

and software mﬂéq:z?&ésﬁ/x@r hRFGEES | grifty doaifcBideLqlires data transfer
t hrough nenor ;% 9 St em.b 2 t ed o tS|de he CPU 11
Software nmodu de%%e gg culﬁd g datl:% E)ro%ggg xqg ﬁe g%

alns a data processi ‘encryption
nodul e 22. Data proceSS|ng nodul e 21 conpr.i ses any conventlonal processi ng

to be done t?) t he dﬁct@a.riélreﬁiﬁa a&dlbesfmmmﬁtghﬂpf&&aﬁi@@ent f
I nvention, a u [ 1.N or a
recei ved encrl?/%#nﬂo?’?éﬁ ngfa cﬁ’até 5 g%agr# %ta&n%\% E’gﬁ%%ea@ ﬂﬁ%) i

roce55|ng contalns a
decryption no@dl §roB arePRPYiesc 6¥sERY RefeiRdk .24 This data may

- 9- whi | eoptaLrssi pertisrdwaiendayeds 39 b phrodested desgnwy/ pti on devi ce

27 and a datai?igggfséég&fgad-C%ma%'portion is denoted “copyright
data' herein to distinguish it from the original
data. If the entire original data needs to be
proteéted, then the copyright data is equivalent to
the original data. The original data is first
transferred to the input of module 10 for processing
by data.processing 21. Again, for example, this may
include descrambling of CSS encrypted original data.
The identified copyright data is then re-encrypted by
encryption module 22 using a different encryption
algorithm, i.e.; an encryption algorithm other than
CSS encryption. The original data passing through
module 10 can comprise ‘an unencrypted data stream or
an encrypted data stream. In the first case,
processing module 21 processes the original data and
encryption module 22 performs an encryption algorithm
to encrypt any copyright data. * By way of example,
the encryption algorithm could be of the type
described in B. Schneier, Applied Crvptography, John
Wiley & Sons Inc., 2nd Ed. (199%6).

In the second case, processing module 21 can
decrypt the original data, after which encryption
module 22 would re-encrypt the copyright portion of
it using a selected encryption algorithm, which again
can be of the type described in Apvlied Cryptogravhy.
This procedure is called trans-encryption.




‘riginal data arrives at the central processing unit 11, for exanple, from
an external storage device or froma conputer system network. This data may
contain a portion which needs to be protected fromillegal copying. This
portion is denoted "copyright data" herein to distinguish it fromthe
original data. If the entire ori-ginal data needs to be protected, then the
copyri ght data is equivalent to the origi nal data. The original data is
first transferred to the input of nodule 10 for processing by data
processing 21. Again, for exanple,~this may include descranbling of CSS
encrypted original data. The identified copyright data is then re-encrypted
by encryption nodule 22 using a different encryption algorithm i.e., an
encrypti on aRdserphhiveher pivaes€i8gemedud® i23ncafhehorsqinnt tdat a passi ng

t hr ough mduh@c%?ﬁﬁaehéoéﬁéﬁfalaaaﬁ&e&@dMﬁ&iﬁ‘ﬂ.edébacéﬁi&afﬂé}f an encrypted
data stream In

first c processl nodul e _2 rocesses the original
data and encfPHErY8 ﬂBd%W%‘%gﬁagrPﬁfﬁknﬁﬂg%ﬁ%F§BPF8% é#%%ﬁ* to encrypt
any copyri ghtagat.a. Thy pegcegurexdsprefexras docepplaperal gorithm coul d be
gf thle typezéﬁ 3 E@%Lg ﬁivasﬁf&@%bﬁlﬁly,tAWdrf‘éie%%EQBszosto_hn Wi gyl & o1
ons Inc., 2n : . . n the secand.ca rocessi ng nodul e
can decrypttgﬁeeBF%&Pﬁé%ncﬁﬁ§£r¥§PWeFmﬂﬂ7%ﬂféﬁéﬂ?ﬂtEﬁﬁ g%ﬂﬁﬂﬁ%§ 22 woul d
re-encrypt tsastepydnghecpodanam with thisisinugngdiosl botleel encryption
al gorithm waigreagatNfre@ntRe: AnpllBoed YBE RS Gribedat nad¥p) i ed
G yptography., Thi s.arggedure, 1s called Llans qnerypiLon
multiple encryption algorithms to be. employed,

thereby enhancing security.

The encrypted copyright data can be transferred
to/through system memory 25 and/or system bus 26 for
ultimate receipt by secondary processing module 20
and/or processing hardware device 30. As noted
above, module 20 has a decryption module 23 and a
data processing wmodule 24, while hardware device 30
contains a decryption device 27 and a data processing
device 28. Decryption module 23 and/or device 27
decrypts the data encrypted by encryption module 22.
The decrypted data is then processed by the data
processing module 24 and/or data processing device
28, respectively.

The encryption/decryption algorithm pair
employed by encryption module 22 and decryption
module 23 (and/or device 27) can be a default
algorithm pair predefined in the design stage of
modules 10 & 20 and/or hardware device 30.
Alternatively, the algorithm pair can be a
downloadable algorithm.



{Alternatively, processing nodule 21 can choose not to decrypt the origina
data and nodule 22 could then encrypt on top of the originally encrypted
copyright data. This procedure is referred to as |ayer- encryption.

Advant ageously, trans-encryption allows the encryption al gorithm enpl oyed
within the conmputer systemin accordapce with this invention to be
different fromthat enployed by the ortginal data, e.g., CSS encryption.
Layer-encryption allows nultiple encryption algorithnms to be enpl oyed,

t her eby enhanci ng security. ) The encrypted copyright -data can-be
transferred to/through system nenory 25 and/or systembus 26 for ultinmate
recei pt by secondary processing nodul e 20 and/ or processi ng hardware device
30. As noted aboVFer esdubie2(there zadebeypilivipleencerypB8iand a data

processing maddA cithe Whihe ¥sIaIaHeYbREmARiIEORaLAG @ decryption device
27 and a data _pr.ocessi ng deyi.ce o D ﬁrxgtlpn modul e 23 and/ or device 27
decrypts t h&®H&® §n§P§gYBHl%@' B hotRfi® desTyPRioBecrypted data is
then processediule 23eaddlar plevagdiiog dedite 2. agulyr odata processing
device 28, nasRafdd ¥ehY will be uskE a%“ﬁﬁyp%i@é}{ A5&deY Pt BaBoALgOr i t hm pai r
enpl oyed by %§§%§8$I0n dul e 22 and deérig Lon npdul e 23 (and/or device
27) can be & 11 o F88r PRATYRIE R FPEULEi AR PSS Re S488RYN st age of
nodul es 10 &@Oeaind/en23handfar edefcide @7360 neties rdtemvehycht he al gorithm
pair can be ghriwil82dabbeighdahidddl® 22 will employ. This

signal can be.in the form of a software parameter, or

a software or a hardware interrupt. The decryption

module 23 and[or decryption device 27 then employs

the corresponding decryption algorithm of the

selected encryption/decryption algorithm pair. Since

no actual algorithm content is péssed between the

modules and devices, the actual encryption algorithm

employed will not-be known unless reverse engineering

is performed within the software modules and/or the

hardware devices.

Alternatively, encryption module 22 and
decryption module 23 (or decryption device 27) can be
predefined at the design stage to include a resident
encryption/decryption routine. Before encryption,
module 22 would decide on an actual encryption and
decryption algorithm pair to be used. Module 22
would use the resident encryption algorithm to
encrypt the actual decryption routine of the selected
algorithm pair to be used by the decryption module 23
and/or decryption device 27. The encryption module
22 then transmits the encrypted version of the actual
decryption algorithm to module 23 and/or device 27.
Upon receipt of this information, the decryption
module 23 and/or device 27 employs the resident
decryption algorithm to decryot the downloaded



iFor exanple, there can be nultiple encryption algorithnms built into
encryption nodule 22 and nmultiple decryption nodules built into decryption
nodul e 23 and/ or decryption device 27. Only one matched pair will be used
at any given tinme. Before encryption, the encryption nodule 22 sends a
signal to nodule 23 and/or device 27 tg notice themwhich particul ar
al-gori thm nodule 22 will enploy. Thigqgrgnal can be in the formof a
software paraneter, or a software or a hardware interrupt. The decryption
nodul e 23 and/ or decryption device 27 then enpl oys the correspondi ng
decryption al gorithm of the selected encryption/decryption algorithmpair.
Since no actual algorithmcontent is passed between the nodul es and

devi ces, the ReUAPLaSH PREPBAtAN goModiAeeRP| Byard umelsl thet be known unl ess

Levgrse eggirmﬁﬁédﬁadbieﬂeﬁéefyﬁﬁﬁdﬂtﬁﬂg&ribﬁmséﬁtéMyﬁ%cgaﬁﬁéeéaﬁDg/gr t he
ardwar e devi . . e | e nc 1.QR._M e_22 and decryption
nodul e 23 (or ec%%/&elvolﬁeégb_i %%?%;ﬁ'pc%!ntg% %)ir'/g%%%r}wé&n £ Bhe desi gn stage
to include a rREPIFANNREHE FArrBat deldhisn feWieeRT ne Aflterore encrypti on,
modul e 25 moul@bmmtdmgmoamalsau@ A &hEPatefa Bkt Bhi ON ?I gori thhm
pair to be us r t _encryption algorithmto.
encrypt the a?%ﬁg¥9gg%ﬁyéﬁggggrgﬁﬁgﬁg}%@etﬁéﬁggpé%‘%ﬁméﬁﬁgrithn1pair to be
used by the deRtPFHIH AR @RETYRE iy dlatdecrydtneinlgeidcandfor The
gncr yption ana:éﬁaé zm@mmb?esahé Sdév?ﬂoﬁﬂé&)/@é@ﬁyp’ﬁ- lonl @duelinkhe a]gt Uﬁl
ecryption a [ u 3 r Lce 27.. Upon receipt of this
?ﬁ% %%cr D e dgagl'ea% agl (‘zl‘ggrg{: of h

i nformati on, i on nodu _andra ev;ceti7 enpl oys the resident
decryption al gBRF¥¥RE N/ Recryptioncraifiimeodgedesired, then a
-12- different encryption/decryption algorithm pair is

selected and encryption module 22 downloads the

corresponding decryption algorithm into the

decryption module 23 and/or decryption device 27.

After decryption is performed, the receiving
data processing module 24 and/or device 28 performs
any required data processing, such as MPEG decoding
of a clear, compressed video/audio data signal.

Fig. 2 depicts a flowchart of one embodiment of
processing to establish encryption and decryption
procedures to secure the data in accordance with the
present invention using the apparatus of Fig. 1.
This processing flow is started when original data
enters the input of software module 10 (Fig. 1).
Module 10 initially determines whether the received
data needs to be protected 50. If "no", then module
22 communicates the data directly to secondary wmodule
20 and/or device 30 at step 60. For example, in a
DVD application, module 10 can examine the Copy
Generation Management System (CGMS) data. If the
received data needs to be protected, then at step 51
processing communicates from module 22 to decryption



i{decryption algorithm Mdule 23 then uses the descranbl ed decryption
algorithmas a procedure call, while device 27 could |l oad the al gorithm
into a programmable circuit within device 27. After conpl eti ng downl oadi ng
of the actual decryption algorithm nodule 22 uses the actual encryption
algorithmto encrypt the data, and nodul e 23 and/ or device 27 enploys the
downl oaded decryption routine to decrylpft‘ the data. If an update of the
encryption/decryption routine is desired, then a different
encryption/decryption algorithmpair is selected and encryption nodul e 22
downl oads the correspondi ng decryption algorithminto the decryption nodul e
23 and/ or decryption device 27. After decryption is perforned, the
recei ving dafedydec@3dspnd/emdigaryrtionaderiar i’ shag geeryRtiomny required
dat a processiiagneedel psidPHoe dreodEnghefdaLl ear, conpressed vi deo/ audio
data signal . Fig. 2 depicts a flowhart of one enbodi nent of
processing to establish encryption and decryption procedures to secure the
data i n accor danc&egity hPragesyinge fetprpipes orhafiergat fecuyplien us of Fig.
1. This procedgjoid thmonekds st e dowhtoadéd Oigtilp data eptersot he i nput of

e e o Hearddol Fhde &) oty BelvbOldh dlab-dRhar Th0eS $O5ther the
comuni cat es W& PXRCESFERY | BreasesisSc 8h¥ee Yl idwulsEeP054nd/ or devi ce 30 at

step 60. For oxxmfdise, Bha AMELEIANINM Gat A6wnldsadld ant® can exam ne t he Copy
Generation S gecys) t f r ived.data needs to be
protected, then g'togpx‘§§8% dr{%écg?r%m%%%eg%f%gcg 97 3

processi rrom imodufFe 22 to
decryption Step 53.

After establishing the decryption algorithm,
encryption module 22 communicates a key to decryption
module 23 and/or decryption device 27 (step 54), and
uses the key and the encryption algorithm to encrypt
the copyright.data (step 55). The encrypted'key and
encrypted data can be sent as a single bitstream, or
separately, to module 23 and/or device 27 by way of
system memory and/or a system bus. At step 56, the
decryption module 23 and/or decryption device 27 uses
the chosen or the downloaded algorithm to decrypt the
data. Module 22 then determines whether the
encryption key should be updated 57. .If "no", the.
encryption and decryption processing steps 55 & 56
are repeated. If desired, the same encryptibn key
can be used until the end of the data streamn
transmisgion. Otherwise, return is made to step 54

for communication of a new encryption key to module
23 and/or device 27.

Fig. 3 depicts one embodiment of
apparatus/processing for updating encryption keys
pursuant to steps 54 through 57 of Fig. 2. Within
module 22 there is a key generation module 79, a key



i-13- nodul e 23 and/ or decryption device 27 that decryption is needed
prior to use of the data. Next, processing determ nes whether a
decryption al gorithm needs to be downl oaded (step 52). If "no", meaning
that a default decryption algorithmis to be used, processing proceeds
directly to step 54. O herw se, the algorithmis downl oaded into decryption
nodul-e 23 and/or decryption device 27 14¢ step 53. After establishing
t he decryption algorithm encryption nodule 22 conmunicates a key to
decryption nodul e 23 and/or decryption device 27 (step 54), arnd uses the
key and the encryption algorithmto encrypt the copyright data (step 55).
The encrypted key and encrypted data can be sent as a single bitstream or
separat el y, SRFyHRRi ZE’dé’ﬁG/ 8P g iR 'EP"G?’R'R/&?no!“°§"}'%?e&4 mbry and/or a

system bus. &Atdasi b igllesetc abiinlée 082 NOoMeye gédepation Hedidgt i on devi ce
27 uses the d d het . d e data. Modul e
22 then det eﬁ%éeﬁsb%te%%%rn %ﬁghgﬁgﬁgﬁﬁgﬁ{ﬁggy%hgﬁfﬁ%g%p%gt ed 57. |If
"no", the erfieYpe diP AN FdECYPERENPYHIMRABLLE 83 §PeBBCLEPR BB are repeat ed.
| f desired, dibgbedle datesypiData kaytipleter Beedombihkst BReend of the data

e S g FAPME Sl Sl TS LS, el oo cat on
depi cts one FrERAMneih imfhenatiarprifiasithyorsk Bpwaryng encryption
keys pursuashdfor séepsebdnishreaugb bhe oedtyptidn WbBhie 28o0dul e 22 there is
a key generaéﬁ&?of“ﬁ%%f&ﬂ%&oﬁidgaice 27. The decryption module

23 and decryption device 27 contains a data

demultiplexer module/device 84, a key decryption

module/device 85 and a data decryption module/device

86. The data demultiplexer module/device 84

decouples the received data stream into the encrypted

data and the encrypted key. The key is then

decrypted by key decryption module/device 85 to

produce the originai key. Data decryption module 86

uses the original key to decrypt the encrypted data.

Fig. 4 depicts a further embodiment of
processing in accordance with the present invention.
In this embodiment, rescrambling of the data stream
is employed after CSS decryption, along with
subsequent descrambling of the re-encrypted stream
prior to decompression decoding in-a decoder chip.
The processings described are prefefably accomplished
within on-chip microcode.

More particularly, a bit stream is read from a
DVD disc 100 into a host processor 110 where a
central processing unit conducts DVD descrambling
using licensed DVD keys 112. An optional tamper
resistance algorithm 114 can be employed to protect
the subsequent encryption process. The clear,



i-14- encryption nodule 80, a data encryption nodule 81 and a data

mul tipl exer nodul e 82. Key generation nodul e 79 generates an origi nal key
which is encrypted by nodul e 80 and al so used by nodule 81 to encrypt the
original data. Data nultiplexer 82 conbines the encrypted key and the
encrypted data into one data stream lch is then transmtted through
nenory and/ or system bus 83 to the deé}'btion nodul e 23 and/ or decryption
device 27. The decryption nodul e 23 and decryption device 27 contains a
data denul tipl exer nodul e/ device 84, a key decrypti on nodul e/ devi ce 85 and
a data decryption nodul e/ device 86. The data denul tipl exer nodul e/ devi ce 84
decoupl es the received data streaminto the enclﬁpted data and the

encrypt ed kepncpdedibiti stxeam e dhept saseyanelediddéy ysing abdul e/ devi ce 85
to produce t keradliapleabnkeypt i Actegby phicalgmedidim, 88 .es¢s the ori gi nal
key to decrypie e ha6! ¥Bkenddd fhg . Thistﬁé%]zéﬁan%‘&' %taiaaifsurther

enbodi nent of_processing In accordance w prese Invention. In this
enmbodi nent, A&IdVERSO; §§ Bhetfreefift LPre8FRTRIOMAT YRECMi8rOCSS
decryption, alewglen t28Subpegoeaibldarc bashlks ngitiid Becodeenapygpt ed stream

prior -to decQﬁB&ﬁ%ﬁ? cQdj ' d Chy : LQcessi Ngs
descri bed are pre Fgﬁl.ggaggg?r%ﬁ%h%dq\%ﬁtah?%p%%}?igl%ggfg%ode.
‘More parti culSHYSESPPTSiRgsPiE Rt TRAT SeFCrArpit dng STRCRSet00ThAt 0 a host

processor 11Gxdar portionst 68| the aoamGhiloht ate nshieintllddDadascr anbl i ng
using |i Cense&;dé%v%é‘s%\ﬁnﬂoiéd Al Ol 170123 th@ngféor{tﬁ%. deice gl gorithm 114
can be enpl oyed to_ protect f he” subsequent. enc yptlonqprodess. The cl ear,

vary from release to release of the code. he data

stream may comprise an MPEG video data stream 118

wherein in one embodiment one or more fields of each

picture 120 are scrambled in accordance with bit

stream rescramble 116 processing such that the data

stream isg at least partially re-encrypted subsequent

to the DVD descrambling processing 112. A decryption

key 122 as well as the microcode load 124 are sent

along with the video data stream to bit stream

descramble logic 126 within the video decoder 128.

Those skilled in the art will note from the
above discussion that in accordance with this
invention, clear data (uncompressed or compressed) is
never resident in an accessible computer system
structure, such as a host memory buffer or system
bus, thereby inhibiting theft of the clear data. " The
invention is particularly applicable to MPEG encoded
and CSS encrypted video data such as employed by
digital wvideo disc technology. The decryption
techniques presented herein allow for subsequent
changes, e.g., through the flexibility of new
microcode loads, of a decryption algorithm which may
have been broken. In addition, the particular
scrambling/descrambling algorithm employed by the



encoded bit streamis then rescranbled 116 using any available _
encrypting/decrypting algorithm i.e., other than CSS encoding. This
rescranbl ed data is delivered to the decoder, for exanple, an MPEG video
decoder 128. Descranbling occurs within decoder 128 subsequent to a

m crocode | oad 124 containing the corresponding bit stream descranbling

n crocode. The exact portions of the st8eam which are scranbl ed and then
descranbl ed, as well as the algorithmused, may vary fromrel ease to

rel ease of the code. The data stream may conprise an MPEG vi deo data stream
118 wherein in one enbodi ment one or nore fields of each picture 120 are
scranbl ed in accord qfe with bit streamrescranble 116 processing such that -
the data st re’éﬁ??ﬁa@? ing &echnigrg| Pf the presgpteinvenfsi@muamy to the DVD
descranbl i ng panresSThg]dbh&eptAldetoymﬂgmmnth@ydéaarémbygﬂg- as the m crocode

| oad 124 e e t tream descranbl e
| ogi C 1266‘&?@8&?%‘%%&? *‘éfgft“:%?@z%‘*g SFARABIECHL [ Bacl [ AT (oS0

wi Il note fronftheSHEhR §§Foﬁn‘f’ﬁ&t’1% AechRigvrR e %‘i fFhem s i nventi on,
cl ear data (uncoppetssthe cdemapbms:sgoat itﬂleﬂe‘éeélfrfﬁé'dﬁtiulé’l, an accessible

conput er SyStﬁﬁééﬁéf'CE&E%ec%'-lh%'in% B8 L AREL Ul T&de s st em bus,

t her eby i nhi bit t heft € inven artlcularly
appl i cabl e to® SQRF esteentyins ddrdmare ‘éﬁ‘f’eﬁ%:ucﬁ‘\lqiis enpl oyed by
di gital V|deoaa|scde©@Mnologme Thecdanibliplg eubseghishtUas giriegant ed herein

al I'ow for Subgsﬁtlﬁé)éecci@é&%m‘ing ftéﬁé)%f?: Q@ﬁféﬁ&%éeé ydac?:f new
m crocode | oads decnxptlon algorith M Wh
may - be comple or partial. For example, in one

embodiment, certain MPEG data can be scrambled by the
host software. The host would -then transmit the
appropriate descrambling microcode loads or a single
microcode load with an appropriate key or keys to the
receiving module or receiving hardware device. At
the receive module, the microcode performs the
inverse of the scrambling algorithm used by the host.
The key may be static or accumulated.

Further, those skilled in the art will note that
the present invention can be included in an article
of manufacture (e.g., one or more computer program
products) having, for instance, computer useable
media. The media has embodied therein, for instance,
computer readable program code means for providing
and facilitating the capabilities of the present
invention. The articles manufactured can be included
as part of the computer system or sold separately.

The flow diagrams depicted herein are provided
by way of example. There may be many variations to
these diagrams or the steps or operations described
herein without departing from the spirit of the

invention. For instance, in certain cases the steps



ihave been broken. In addition, the particular scranbling/descranbling
al gorithm enpl oyed by the - 16-
rescranbl i ng techni que of the present invention nmay vary. The concept is to
begin the descranbling process by host software, rescranble the data at the
CPU using a different encryption technlque and then conplete the
descranbling at the receiving nodul e,” %hether the receiving nodul e
conprises an additional software nodule or a receiving hardware device,
such as a decoder. The rescranbling subsequent to primary software
descranbling of the received encrypted data may be conplete or partial. For
exanpl e, in one enbodi nent, certain MPEG data can be scranbled by the host
sof tware. Th@Fode ReMLerPadnin (diifaningnerdppy OPF i RRIPSIESET BADI | ng
m crocode | oatiiied, delletglicori nsdichitel.| ogdrvhéh, aaleppigdpri ate key or keys
to the recei [ r e he receive
‘éiéb%x‘cig!%ﬁ %ﬁ&g?ﬁgﬂ% |G- ar MRk rQ &fee ﬁﬂ o,

nodul e, the mcraq e 1 nverse of e scra g algorithm used
by the host. SHEi& PHIRTEc"etYl¢ %ﬂs¥¥&}6nﬁﬁﬁﬁéﬂlng Pr°ceﬁﬁ%P9her t hose
skilled in thedle wadnd Rosénghat ptdqringehtrivaeatdorigaan be |ncluded in

an article of_ man r am products)
havi ng, for i nst a%l@%d%l&tﬁe?nﬁscg@ﬁ %g %a@ﬁl%ec}na?%geg enbodi ed
therein, for $TRY asc@PP&FéF“?e%&Ieﬂﬂcé’rﬂPé‘&PaWEBd@?rm%r provi di ng
and facilitatimgerdthieorcapailill thees wiridte ogmseaent conybddread.colhe articl es

manufact ured SafbRfed HlHIRE BhePBiledie HnRTBH! 5L §é(c§£@é8 QL sold
separately  ihe appended claims.

While the invention. has been described in detail
herein in accordance with certain preferred
embodiments thereof, many modifications and changes
therein may be effected by those skilled in the art.
Accordingly, it is intended by the appended claims to
cover all such modifications and changes as fall
within the true spirit and scope of the invention.



‘The fl ow di agrans depicted herein are provided by way of exanple. There may
be many variations to these diagrans or the steps or operations described

herein wi thout departing fromthe spirit of the invention. For instance, in
certain cases the steps -17- may be

performed in differing order, or steps may be added, deleted or nodifi ed.
Further, al though described principal F{herein with reference to a single
primary nodul e, a single receiving processing nodule, and a single
processi ng hardware device, nultiple nodul es and devices of each type may
be enpl oyed as apparatus in accordance with the present invention. Al

these variations are considered to Eggg&;se part- of the present invention
as recited in the appended clainms. === Wile the invention has been
described in detail herein in accordance with certain preferred enbodi ments
thereof, many nodifj catippas=a08 £dngRTebbengi 4 soumbeeal §£€4 ed by those
skilled in th Accardi_nagl it 18 hnte d by the. appended clains to
cover all suc%t%%? fvflc%g}%‘lnor?sggﬁ s %nsqésgg}é‘sﬂggﬂ&vﬁ tcﬁlnﬁrgge true spirit and
scope of the P¥ReeS5ing unit (CPU) coupled to receive the

scrambled data stream, comprising:

descrambling means within the central
processing unit for descrambling the received,
scrambled data stream to produce a clear data
stream;

re-encryption means within the central
processing unit for re-encrypting the clear data
stream to produce an encrypted data stream,
wherein said scrambled data stream is produced
from a different encryption-aigorithm than said
encrypted data stream;

means for transferring the encrypted data
stream from the central processing unit to a
second structure of the computer system, said
second structure being coupled to the CPU; and

decryption means coupled to the second
structure for receiving the encrypted data
stream therefrom and for decrypting the
encrypted data stream to produce said clear data
stream, wherein said clear data stream is
unexposed when transferred from the central
processing unit to said second structure coupled
to the CPU, while said descrambling means within

the central processing unit accomplishes

A



18- ' d ai s 1. Appar at us for
processing a scranbled data streamw thin a conputer system having a
central processing unit (CPU coupled to receive the scranbled data stream
conpri si ng: descranbling nmeans within the central

processing unit for descranbling the received, scranbl ed data stream
to produce a clear data stream -19- re-encryption nmeans within
the central processing unit for re-encrypting the clear data

streamto produce an encrypted data stream wherein said scranbl ed
data streamis produced froma different encryption algorithmthan

id t f th
sai encryp Qﬁ-s‘?&%ﬁbﬂﬁ he reces p?%ad‘g’é'ﬁdﬁ&a&r ansferring the

encrypted data stream rom cen fit to a
second structure &CHSR&-conput er system sal d second structure being
coupled to-the CPU, and decryption nmeans coupled to the second

structure for recejvin h r.eam_t.herefrom and for
& Vi ngpkhg ggf%éﬁpé ok d9hgn 1 . wheé:te:.ém gg.ilg

decrypting the encry st ream to cl ear data
stream wher ef aé‘g?]tfdcldé‘éﬁ g5reaan 1GupRisss a Scril%qﬁas@acmﬁed transferred
fromthe centdatia. streampuadeshénginiidid appardtseadnels uct ure coupl ed

to the CPU. Wi Sald! 88E0A0D! LAGIRAES LhiB! decrypraddGeg8nt @

prOCGSSI ng Un%t acco
or deco 1ng a clear, encoded data stream produced by

said decryption means.

3. The apparatus of claim 2, wherein said
clear, encoded data stream comprises a video data
stream and wherein said decoder comprises an MPEG
video decoder.

4. The apparatus of claim 2, wherein said
scrambled, encoded data stream comprises a CSS
gscrambled, MPEG encoded data stream, and wherein said
descrambling means comprises means for CSS
descrambling the scrambled, encoded data stream
within the CPU and said decoder comprises means for
MPEG decoding said clear, encoded data stream.

5. The apparatus of claim 2, wherein said
decoder comprises a decoding hardware device and said
decryption means resides within said decoding
hardware device.

LU



-19- descranbling of the received scranbl ed data stream

2. The apparatus of claim1l, wherein said scranbled data stream conpri ses
a scranbl ed, encoded data. stream and wherein said apparatus further
conprises a decoder coupled to said decryption neans for decoding a clear,
encoded data stream produced by.said decryption neans. 3. The
apparatus of claim2, wherein said ct¥ar, encoded data stream conprises a
video data stream and wherein sai d decoder conpri ses an MPEG vi deo decoder

4. The apparatus of claim2, wherein said-scranbl ed, encoded data stream
conprises a CSS scranbl ed, MPEG encoded data strean1 and wherein said
descranbl i ng nmeans co |ses neans for CSS anbl i he scranbled
encoded data stredm wi thi FEi&2 g% 3’%)&13%"8 85 l% %?) & means for

MPEG decodi ngnsmt&reanqanﬁwc,f@eréaez;acqnmiﬁ@@rmeéns fors, The apparat us of
claim 2, whepgb®ig§dhg &iaeaﬂlezrozcaaeriﬁ%e-amiﬁ%dhﬁg fiRé dwed=a- devi ce and said
decryption ngaps LERLAES WMd Wil 22h0: 985 YA RRLEVRLE Jevi ce.

includes means for employing the key in decrypting

the encrypted data stream.

7. The apparatus of claim 6, wherein said re-
encryption means further comprises means for
encrypting said key to produce an encrypted key, and’
for multiplexing the encrypted key and the encrypted
data stream into a multiplexed data stream for
transfer to said second structure coupled to the CPU,
and wherein said decryption means further comprises
means for demultiplexing said multiplexed data stream
to obtain said encrypted key and said encrypted data
stream, and wherein said decryption means further
comprises means for decrypting said encrypted key.

8. The apparatus of claim 1, further
comprising means for selecting an
encryption/decryption algorithm pair for use by said
re-encryption means and said decryption means.

9. The apparatus of claim 8, wherein said
means for selecting comprises means for downloading a
decryption algorithm of said selected
encryption/decryption algorithm pair from said re-
encryptioh means to said decryption means, said means
for downloading including means for encrypting the
decryption algorithm for transfer between the re-
encryption means and the decryption means.

A



s - 20- 6. The apparatus of claim1l, wherein said re- encryption
means further conprises neans for providing a key for use in re-encrypting
the clear data stream and wherein said decryption nmeans includes neans for
enpl oying the key in decrypting the encrypted data stream 7. The
apparatus of claim®6, wherein said re-_encryption neans further conprises
means for encrypting said key to proda%é an encrypted key, and for
mul ti pl exi ng the encrypted key and the encrypted data streaminto a _
mul ti pl exed data streamfor transfer to said second structure coupled-to
the CPU, and wherein said decryption neans further conprises neans for

denul ti pl exi ng sai&_@ wlrhgpéggﬁ]gatg%%\ﬁtcigm 59.&@&?1% $alig encrypted key

and said encrypte ata st erein said crypti.on neans further

conpri ses medifeNS£oXe EPYRCFREY AP SEFyBERRS KEQE selecting  Tpe
appar at us of sdial rentryptiivhédecoygiricsi adgoeansmfpaisemnt ang an
encrypti on/ degrypiyiQR, Jedahbippr A3 fad HiSnbé(lé@fﬂ:Hn?;p"alcl‘ist gkl on means

and said dec(rj%/apiéeon means. . 9. he aggar atus o | aim 8, wherein
sai d means f ISR YEE AP LRRnsRTs SR doTREAh e3P Facr ypt i on

al gorithm of awd dvissiesiat edidnuegps i v cedeppingncangoiseshmepaisr from said
re- encrypti %m&w%bﬂ QSE%i&Pn@%ﬁ%Swﬁéhddé@ﬁfﬁtifo% downl oadi ng

i ncludi ng nmeans for .encrypting the decryption algorithmTfor ,transfer
bet ween t he r%g%??&%ﬂ%ﬁa aR u’é??dlt%é’deBFﬁPEb?P ption

algorithm pairs corresponds with an encryption

algorithm employed by said re-encryption means.

11. The apparatus of claim 1, wherein said
decryption means comprises a decryption module
disposed within the central processing unit, and said
second structure coupled to the CPU comprises memory.

UL



i-21- 10. The apparatus of claim8, wherein said neans for
sel ecting conprises neans for selecting said encryption/decryption
algorithmpair froma plurality of encryption/decryption algorithmpairs at
said re-encryption neans and said decryption neans, and wherein said neans
for selecting conprises neans for noticjng the decryption nmeans which
decryption algorithmof said pIuraIity*%? encryption/decryption al gorithm
pairs corresponds with an encryption al gorithm enpl oyed by said

" re-encryption neans. ) 11. The apparatus of claim1l1l, wherein said
decryption nmeans conprises a decryption nodul e di sposed within the central

processing unit, saj d r : I o] U conpri ses
menory. . afg 31\;51:5&%3:%% f%p&%ﬁ%#&tjam&ggés?}ﬁ%ﬁﬁdata stream
within a conpBiBhRivyRONRRRA FYELeBMIEIND Po CEREFRY PFPEEFIIMY coupled to
recei ve the dahats{CPEMcamplédapparatetve Wiy datAdstream, said

apparatus comprising:

encryption means within the CPU for
‘encrypting identified copyright data within the
data stream to produce therefrom encrypted data;

means for transferring the encrypted data ~
from the central processing unit to a structure
of the computer system coupled thereto, wherein
said copyright data is only transferred from the

central processing unit as said encrypted data;
and

decryption means coupled to said structure
receiving the encrypted data, said decryption
means comprising means for decrypting the
encrypted data.

13. The apparatus of claim 12, further
comprising means for identifying within the central
processing unit said copyright data of the data
stream, said means for identifying providing said
identified copyright data to said encryption means.

Ay



\encfyption means within thenCPU for encrypting identified copyright

data within the data streamto produce therefromencrypted data;
means for transferring the encrypted data fromthe central processing
unit to a structure of the computer system coupled thereto, wherein
said copyright data is only transferred fromthe central processing
unit -as said encrypted dat a; angs- decryption neans coupl ed
to said structure receiving the encrypted data, said decryption

means conpri sing nmeans for decrypting the encrypted data. 13.

The apparatus of claim 12, further conprising neans for identifying within
the central processing unit sai'd copyright ta of the ta.stream said
neans for identif;?nggﬁp%v%Qﬁqﬁféggig¥i8€%&$f'eﬂjw ESiRghte 3ttt o said
encrypti on nms&meam comprises a scrambled, encoded data- 88ream, 14. The

appar at us Ofaﬁhﬁhﬂb%@iu“@@iéﬂébﬂé%%tﬁétEu§éﬁé¥”3 kkges a scrambl ed,
encoded data strea

and wherein said a atus further conprises

descranbl i ng%&ﬁ?’%b?nﬁe@%ﬁw rngelsﬁﬁg@gi%ﬂﬁ)ltéﬁ s&ﬁﬁ%gﬁ data stream
within the cemcodedpdatasstrrpunithio phedeertralcoeacesehngded data stream
and wherein g3ii¢ EBaPSchREe | defidahy,i RA6Q8VT 4GS JreRAR, f Qhgexam ning the
cl ear, encode%.data sttgan1to I dent,i f ¢P. yrlght data for encryption by
sai d wnerelin sala means Lor identi 8 ng comprises means

for examining the clear, encoded data stream to

identify copyright data for encryption by said

encryption means.

15. The apparatus of claim 12, wherein said
decryption means comprises a microcode decryption
device.

16. The apparatus of claim 12, wherein said
data stream comprises a scrambled data stream, and
wherein said apparatus further comprises means for
descrambling the scrambled data stream prior to said
encrypting of the identified copyright data by said
encryption means, wherein said scrambled data stream
is produced from a different encryption algorithm
than said encrypted data produced by said encryption
means.

17. The apparatus of claim 12, wherein said
encryption means further comprises means for
providing a key for use in said encrypting of the
identified copyright data and for use by said
decryption means for decrypting the encrypted data.
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vencryption nmeans. 15. The apparatus of claim 12, wherein said
decryption neans conprises a mcrocode decryption device. ' 16. The
apparatus of claim 12, wherein said data stream conprises a scranbl ed data
stream and wherein said apparatus further conprises. neans for descranbling
the scranbled data streamprior -to said encrypting of the identified
copyright data by sai'd encryption near®; wherein said scranbl ed data stream
is produced froma different encryption algorithmthan said encrypted data
produced by said encryption neans. 17. The apparatus of claim12, -
wherein said encryption neans further conprises neans for providing a key

for use in said encrypting of the identjfjed coeééjght data and for use by
sai d decryption nd8ns TB® WRI¥AFENGEL Fe2EM I {ptEer@ingsaid

- 24- enbttypthienapeanat fisrtdferc banprises wiearai ogai d encrypti on means
further CO”DEEE??p Sk I L i d 0 e ahgencrypted
key, and for i Er’iﬁ& 5604 Y ty)&ﬁ‘eagéé &;%gcxﬁ%gggngggbt Z:gd

QX|n% t he ‘'encrypte data into a

. e
nul ti pl exed a"@EFéHH? ngt?%ﬁ§¥§?y?Be§a¥ﬂy§?Fhé?ﬁr&nESMBF%@ to the CPU
and wherei n skt detoypt mobtipboed dathestreaprice remafierf 0o

demul tipl exi ng et Bukhi8! Exgh &Rd thecasl! Gabliaidieidl dagacrypted key
and said encrypted data, and erein sal d, decryption nmeans turther
conprises me ryption means further comprises means for

demultiplexing said multiplexed data stream to obtain
said encrypted key and said encrypted data, and
wherein said decryption means further comprises means
for decrypting said encrypted key.

19. The apﬁaratus of claim 12, further
comprising means for selecting an
encryption/decryption algorithm pair for use by said
encryption means and said decryption means from a
plurality of predefined encryption/decryption
algorithm pairs, said selected encryption/decryption
algorithm pair comprising an encryption algorithm and
a corresponding decryption algorithm, said encryption
algorithm being employed by said encryption means,
and said corresponding decryption algorithm being
employed by said decryption means.
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vfor decrypting said encrypted key. 19. The apparatus of claim12,
further conprising neans for selecting an encryption/decryption algorithm
pair for use by said encryption nmeans and said decryption neans froma '
plurality of predefined encryption/decryption algorithmpairs, said

sel ected encryption/decryption algorithm pair conprising an encryption

al gorithm and a correspondi ng decrypt2sen algorithm said encryption .

al gorithm bei ng enpl oyed by said encryption nmeans, and said correspondi ng
decryption al gorithm being enpl oyed by said decryptlon nmeans.

- 25- 20. A nmethod for processing a scranbled data streamwithin a

compULer ySt e hayl NIAdREERLe Ao 98EEEL NG 4 tcr%“gladss;gegture coupl ed

sai d net hod conprrsi recelvin he scr anbl ed
data stream dtream Wﬁ-ﬁéléeﬁtﬁ?%wplﬁr%‘c@@r—ﬁ@ lﬂmnne( @P@)entra (b)

descranbl i ng ﬁ:d&e%@ﬁ.ﬁgbhﬁdtdﬁﬁ@ #lg@aidture cobplid theredydl esgxgcuting on

t he central nit to produce clear data; (c)
re- encryptlng€¥h c?ea§§ég?%§mnthln the central processing unit, said

re-encrypting producing at |east ‘partially encrypted data,
{(a) receiving the scrambled data stream at

the central processing unit (CPU);

(b) descrambling the scrambled data stream
within a module executing on the central o
processing unit to produce clear data;

(¢) re-encrypting the clear data within
the central processing unit, said re-encrypting
producing at least partially encrypted data;

(d) subsequent to said re-encrypting,
transferring the at least partially encrypted
data from the central processing unit to a
second structure of the computer system, said
second structure being coupled to the central
processing unit; and

(e} subsequent to said transferring,
retrieving and decrypting the at least partially
encrypted data to produce clear data, wherein
said clear data is unexposed when transferred
from the central processing unit to the
structure coupled thereto, while said
descrambling occurs within the module executing
on the central processing unit, and wherein the
scrambled data stream is produced from a

~different encryption algorithm than employed by
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.(d) subsequent to said re-encrypting, transferring the at |east
partially encrypted data fromthe central processing unit to a
second structure of the conputer system said second structure being
coupled to the central processing unit; and _ (e)
subsequent to said transferring,- retrieving and decrypting the at

| east -partially encrypted dat a‘lzé‘produce cl ear data, wherein

said clear data is unexposed when transferred fromthe central
processing unit. to the = structure coupled thereto, while said
descranbling occurs within the nodul e executing on the central
processing unit, and wherein the, scranbl ed data streamis produced
froma di f f ePRIR RO PPSANG| (o) itchAreluRecapld\ald Igpst

- 26- sai dpd£t 24 Erctgpted df£cdroduce said at | east

partially encrypted data. 21. The nethod of claim 20, wherein the
scranbl ed data stream conprises a scranbled, encoded data stream and
wherei n said decrypti ngthee meddesr PEeglapinRAfbi Wheerdarthencoded data, and
wherei n sai d gerhwpdlédrddwd strieam sefpfibsadiagerandled pagncripepded data to

produce said glLearsfalén, ana whe?@in'BEid T pRing! fbm 21, wherein said
comprises producing clear, encoded data, and wherein
said method further comprises decoding said clear,
encoded data to produce said clear data.

22. The method of claim 21, wherein said
scrambled, encoded data stream comprises a CSS
scrambled, MPEG encoded data stream, and wherein said
descrambling (b) comprises CSS descrambling said
scrambled, encoded data stream within the CPU, and
said decoding comprises MPEG decoding said clear,
encoded data to produce said clear data.

23. The method of claim 20, wherein said re-
encrypting (c) includes employing a key in re-
encrypting the clear data, and wherein said method
further comprises providing said key for said
decrypting (e), said decrypting employing said key in
decrypting the at least partially encrypted data.
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,scranbl ed, encoded data stream conprises a CSS scranbl ed, MPEG encoded data
stream and wherein said descranbling (b) conprises CSS descranbling said
scranbl ed, encoded data streamw thin the CPU, and said decodi ng conprises
MPEG decodi ng said clear, encoded data to produce said clear data.

23. The nethod of claim 20, wherein sai.d re- encrypting (c) includes :
.enploying a key in re- encrypting t he@mear data, and wherein said nethod
further conprises providing said key for said decrypting (e), said
decrypting enploying said key in decrypting the at |east partially
encrypted data. -27- 24. The
met hod of claim 23, wherein said re- encrypting (c) includes encrypting
said key to produc@dan &her Petbadies claim ikt ¥hersimeaiske xencr ypt ed key
and -the at Ieaa{c;ﬁ@dyr@ | () enacypiesl dldrgpeiihg saidlkdypltexed data stream

and wherein s§ bfled X tglggg?):e&%é%peran%o%uigfi ‘{%Itta_leol exing said

mul tipl exed d said at | east
partial |y encr§itaPtas Xevagddskhe ecksasti EQ’-‘FE?HYM%M@?YRF@%H ses
Flecr ypting S?:db.t&ﬂﬁfrm eﬂrduam@mdx@drpiaw @@rﬁatnd 48y Wielger ¥atEENg fsai dhat
east partia a al m20 urt her

conpri sing sel%c e(ngrtfﬁfl ORT d%%“rlééﬁ%nga orlﬁgmé* saTlor use by
said re- encryp‘t“ﬂ*gl g%ﬁx%diaé;% FryesmyiR i <?#tj‘-a(lé*) Saéél an%@mfaq gYconpri si ng
choosi ng sai d &md esd bl BN Aappiti pardesI yptdndrydbear 846 paid daiam a
plurality of pgedefingt; eNg" YRl AL IESHYRI Y BLOGEE LY ald S

encrypted key and employing said key in decrypting

said at least partially encrypted data.

25. The method of claim 20, further comprising
selecting an encryption/decryption algorithm pair for
use by said re-encrypting (c) and said decrypting
(e), said selecting comprising choosing said selected
encryption/decryption algorithm pair from a plurality
of predefined encryption/decryption algorithm pairs.

26. The method of claim 25, wherein said re-
encrypting (c) accomplishes said selecting and said
re-encrypting further comprises downloading a
decryption algorithm of the selected
encryption/decryption algorithm pair for use by said
decrypting (e).

27. The wmethod of claim 20, wherein said
decrypting (e) comprises decrypting the at least
partially encrypted data within the central
processing unit, and wherein said structure coupled
to the central processing unit comprises a memory
structure, said retrieving (e) comprising retrieving
said at least partially encrypted data from said
memory structure.
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i26. The nethod of claim 25, wherein said re- encrypting (c) acconplishes
said selecting and said re-encrypting further conprises downl oadi ng a
decryption al gorithm of the sel ected encryption/decryption algorithm pair
for use by said decrypting (e). 27. The nethod of claim 20, wherein
said decrypting (e) conprises decrypting the at least partially encrypted
data wthin the central processing wggt, and wherein said structure
coupled to the central processing unit conprises a nmenory structure, said
retrieving (e) conprising retrieving said at |least partially encrypted
data fromsaid nenory structure. -
28. A nethod for processing a data streamw thin_a conputer system having a
central processing %fhit Aaftpthod: £QERFRFSFLBIIR ¢R/ER &HI2N processing unit
coupl ed t her etweitlsin ch nnipnterorpstenritiving a central (@ode@etngi Nng t he data
stream at the : t : S} | ; : (D)
encrypting i delrllrtnl'11E i%g&]c%%/tr%c%&%ga%ggéw Eﬁ@?ﬁ%mﬁ% L.)draqtcfssstlflgam to produce
encrypt ed uH%Eagouple thereto, said method comprising:

(a) receiving the data stream at the
central processing unit (CPU);

(b} encrypting identified copyright data
within the data stream to produce encrypted )
data;

(c) subsequent to said encrypting (b),
transferring the encrypted data from the central
processing unit to the structure coupled
thereto, wherein said copyright data is only
transferred ffom the central processing unit as
said encrypted data; and

{(d) retrieving the encrypted data from the
structure coupled to the CPU and decrypting the
encrypted data to produce clear data, said
decrypting occurring after transfer of the
encrypted data to the structure outside the
central processing unit, wherein said clear data
is unexposed within the computer system when
transferred between the central processing unit

and the structure coupled thereto.

29. The method of claim 28, further comprising
identifying within the central processing unit said
copyright data of the data stream for use by said
encrypting (b).
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X (¢) subsequent to said encrypting (b), - transferring the encrypted data

fromthe central processing unit to the structure coupl ed

thereto, wherein said copyright data is only transferred fromthe
central processing unit as said encrypted data; and (d)
retrieving the encrypted data fromthe structure coupled to the CPU
and decrypting the encrypted d#Pa to produce clear data, said
decrypting occurring after transfer of the encrypted data to the
structure outside the central processing unit, wherein said clear data
i s unexposed within the conputer system when transferred between the
central processing 39 t the nefd 81 GldiChY! Culipl P Lol hkELS. 29.

The net hod of cIa|m28 yrt her ri.sing 1| dent thin the central
processi ng uni TEEEATY ct%’}?frl?&ﬁtad%‘f’?:rap‘?ﬁleldhgaﬁﬁtﬁtﬁ%/ a%"\go?aage by said
encrypting (b)method further comprises descrambling Xthe scrambled30. The

met hod of cl aigagP, sﬁ/ﬁr&ru{a iSal godgéﬁi qtd@g@gfggﬁ@ré,@e&ea scranbl ed data
stream and said neiq} é%ﬁrther rlses scraqgag¥g t he scranbl ed data
stream prior t%° %’og af’yFﬁa ’feh’é’ E8p¢ Foht dafay wherein said

scranbl ed dat assrezams sprpwd@dﬂgdeﬂrcbm candafaeﬁréetemamymu on al gorithm
than enpl oyed QYgéfﬂ@hﬁ”EHEhpbhﬁgo§£a-by said encrypting (b).

31. The method of claim 28, wherein said
encr?pting (b) includes employing a key in encrypting
said identified copyright data and providing said key
to said decrypting (4).

32. The method of claim 31, wherein said
encrypting (b) further comprises encrypting said key
to produce an encrypted key, and multiplexing the
encrypted key and the encrypted data into a
multiplexed data stream for transfer to said
structure coupled to the CPU, and wherein said
decrypting (d) further comprises demultiplexing said
multiplexed data stream to obtain said encrypted kéy
and said encrypted data, and wherein said decrypting
(d) further comprises decrypting said encrypted key
for use in decrypting said encrypted data.
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.31. The nethod of claim 28, wherein said encrypting (b) includes enploying
a key in encrypting said identified copyright data and providing said key
to said decrypting (d). 32. The nethod of claim 31, wherein said
encrypting. (b) further conprises encrypting said key to produce an
“encrypted key, and nultiplexing the egﬁrypted key and the encrypted data
into a multiplexed data streamfor trdansfer to said structure coupled to
the CPU, and wherein said decrypting (d) further conprises denultiplexing
said nultiplexed data streamto-obtain said encrypted key and said
encrypted data, and wherein said decrypting (d) further conprises
decrypting said erw yptm@ keyhbarofisaain decripitiiey sampresinypt ed dat a.

- 30- el TRt 000 8 02 oc LUk LI ORI bat pg Sl ecting an

encryption/ decr ypt I aQrit | 'ura pr edef i ned

encrypt i on/ deeFSmtd dH U FVtﬁﬁ1?%ﬁqq;1n5ﬁdeﬂfﬁﬂR§%? SPET¥RELYBt i ng (b)
conpri ses enpalyomiglan paicsy pahdrwiedgin saddoénasipt ingl €b) ed
encryption/ de 85&(@}%)&;4&&%6?59%‘ pRId dﬁp‘é%ﬁyﬁ@ﬁéﬁi dei depgified

copyright data r's oyi.ng-a correspondi ng
decryption al SRFFEHRA @%%&V@%‘t”éﬂ’%ﬁér? S?W%Wﬁt i8n al gorithm pair
for use i.n deswypypting mienddgpt bfli athicepyright data, and said

decrypting (d) comprises employing a corresponding
decryption algorithm of said selected
encryptic?n/decryption algorithm pair for use in
decrypting the encrypted data.
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- 3- 34. A conputer program producing conprising a conputer usable
" medi um havi ng conput er readabl e program code neans therein for use in
processing a scranbled data streamw thin a conputer system having a
central processing unit and a structure coupled thereto, said conputer
readabl e program code neans’ i n sai ggieonputer program product conprising:

conput er readabl e program code neans for causing a conputer to affect
receiving of the scranbl ed data stream at the central processing
unit and for descranbling the scranbl ed data streamw'thin the central

processing unit to produce clear data nd for re-encrypting the
clear data within the cBnSPRRUEH*PECITAY %‘?‘f‘lmt"&g °°mpﬁf§ﬁ'iﬁ%ea at | east

partial ly encropprutetansable medium havingprargutegagebisbpe ogram code neans
for causig¥bgtatOBBEE Shedrs AlHe@elint FSNSISY rinprOtessingsai d at | east

partially encrypted.dat romthe .. ..central processin nif_to the
structure coupilytjg“(fi““%le8 6ﬁ1é?e’f%r,ea§ha’lthm a comp efoﬁﬁﬁkgﬁ #%%ﬁ%%l e program
code nmeans fora centrajaprprgsaingmpitennd s sftmutturet covpled of the

at least partidaldpet®)ChyRicdomgiited HeBubBEe prograd bekUnBag8UPhed to the

decr ypting. pr GAAF FETBHESF BEPHEREPBRTE BB 12498 (] oot Pdata 1's unexposed
when transferred from the central processing unit to the structure
coupl ed thereto, while gangudesFaddib1RIpLE§HA® code meWhnkhieB,t he centr al
processing unit. causing a computer to affect receiving of the -

scrambled data stream at the central processing

unit and for descrambling the scrambled data

stream within the central processing unit to

produce clear data, and for re-encrypting the

clear data within the central processing unit to

produce at least partially encrypted data;

computer readable program code means for
causing a computer to affect transferring of
said at least partially encrypted data from the
central processing unit to the structure coupled
thereto; and -

computer readable program code means for
causing a computer to affect retrieving of the
at least partially encrypﬁed data from the
structure coupled to the CPU and for decrypting
the at least partially encrypted data, said
decrypting producing clear data, wherein said
clear data is unexposed when transferred from
the central processing unit to the structure
coupled thereto, while said descrambling occurs
within the central processing unit.
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,35. The conputer readabl e program code neans of claim 34, wherein the
scranbl ed data stream conpri ses a scranbl ed, encoded data stream and
wherein said conputer readabl e program code neans in said conputer program
product further conprises:conputer readable program code neans for causing
a conputer to affect decoding of clear, encoded data produced by said
conput er readabl e program code neans fgp_decrypting the at |east partially
encrypted data. . 36. The conputer readabl e program code neans of
clai m 35, wherein“said scranbl ed, encoded data stream conpri ses a.CSS
scranbl ed, MPEG encoded data stream and wherein said conputer readabl e code

means for descra”@%ﬂ”QTﬁéiQoﬁ&ﬁéﬁ?ﬂfﬂﬁdaﬁﬂéOﬂfﬁbfkﬁfédﬁbrﬁéﬁhﬁogﬁriSes
conput er readg‘lt%ll.e rogrgm code ne%r%@&gé ﬁagsjing a computer ,to affect CSS
descr anbl i ng D4 cFARPFER, * §Fa93t¢ i3 h §ORRE-EPR sai d
conput er readalsicrapbdgdanenodédetreiats fstredne oand wloomim seddconput er

readabl e progicMputede rEBaRE1E Opridtil RBaR MEARMT S da8 RibapltMPEG decodi ng
of said clear, encoded - 33-

t t . .
37. A conput é?m@rgg} gﬁ,oggggug\g{@%%ﬁo&pﬁésgs computer readable

program code means for causing a computer to affect
decoding of clear, encoded data produced by said

computer readable program code means for decrypting
‘the at  least partially encrypted data. .

36. The computer readable program code means of
claim 35, wherein said scrambled, encoded data stream
comprises a CSS scrambled, MPEG encoded data stream
and wherein said computer readable code means for
descrambling said scrambled, encoded data stream
comprises computer readable program code means for
causing a computer to affect CSS descrambling of the
scrambled, encoded data stream, and wherein said
computer readable program code means for decoding
comprises computer readable program code means for
causing a computer to affect MPEG decoding of said
clear, encoded data stream.
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, conput er useabl e nmedi um havi ng conputer readabl e program code neans therein
for use in processing a data streamw thin a conputer system having a
central processing unit and a structure outside the central processing unit
coupl ed thereto, said conputer readable programcode neans in said conputer
program product conpri sing: ' conput er readabl e program code
neans’ for causing a conputer to aBfect receiving of the dat a
stream at the central processing unit and encrypting of identified
copyright data_within the data streamro produce encrypted dat a;
conput er readabl e program code nmeans for causing a conputer to affect

transferring of the, a coRSHYSH Qﬁ-og%bﬁ ﬁfmé@%og@,glrs%fpé ocessing unit

to the structure ut si a LOCEeSS

conput er rea&é’g'lpé’%ﬁfoﬁﬁﬁﬁg‘g%of%e‘#é’ﬁh§a§6?g comp&ceguﬁeﬁéa %orrput er to affect
retrievi ng alpFogram cgderppans theraime foncugetind rrocgsaingrat r ansfer

to the strucigata %&E&bﬁ{ewieﬁlﬁ&é\tdo%{pul%903§§té}9 hav:Lng aneénd@prel n clear

data i s unexpgsed w,t ut er ) n1 [an ferred between
t he ceﬁﬁ%ﬂesﬁﬁ8ge§§?ﬁ 25 g %ﬁﬁﬁvgﬁﬁes??%éﬁ{% Elen E% pl ed thereto.
- 34- mcessn@gcgnpute@uple%dja;me@epoog$m csgwuteans of cl ai m 37,

further CONPireddhleOPREGLE ES4R Iekrdl QAr 881 & Osling PLOGr&AUSI N0 2
conputer to affeflet comprising:

computer readable program code means for~ -
causing a computer to affect receiving of the
data stream at the central processing unit and
encrypting of identified copyright data within
the data stream to produce encrypted data;

computer readable program code means for
causing a computer to affect .transferring of the
encrypted data from the central processing unit
to the structure outside the central processing
unit; and

computer readable program code means for
causing a computer to affect retrieving and
decrypting of the encrypted data after transfer
to the structure outside the central processing
unit, wherein clear data is unexposed within the
computer system when transferred between the
central processing unit and the structure
coupled thereto.
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»i'dentifying said copyright data of the data stream for encrypting.

39. The conputer readabl e program code neans of claim 37, wherein said
conput er readabl e program code nmeans for encrypting the identified
copyright data includes conputer readabl e program code neans for - causing
a conputer to affect said encrypting using a key and for providing said key
to said conputer readabl e program codgi-neans for decrypting the encrypted
dat a. 40. The conputer readabl e program code neans of claim 39,
wherein said conputer readabl e program code neans for encrypting conprises
conput er readabl e program code nmeans for causing a conputer to affect
encrypting of sai d3&key The praguterareadahbletretoran, cade heansnafs i pl exi ng

th ted t d data st f
e encrypt edokgymagd. f\ﬁ&g%r mngg%g%% ééé@;lt%rngjemggﬂ)fé(e ata stream for

transfer to said struct erel n_said conputer

readabl e progPERFEBRACCAERMEHYT f9%: FIPFITY T ANTPLEEE EQnBEERST r eadabl e
program code Mdensifyingassidgaopyrdgbtit @atd cfafthectiatdenstteghexi ng of the
mul ti pl exed dgha shEeaht ﬂ%obtaln said encrypted key and said encrypted
data, and for decrypting the encrypted key for use in decrypting the
encrypted data. - 35- 41. The

conput er readabl e pfogrTne couputeanseafiablaiprdgitant cotibeneanspst Si ng

colrrpu'; er r eadagggmptg99r@ﬁ@f&ﬂ?ﬁﬁ@‘%a&ﬁﬁ#@%é&bﬁeﬁ%&&% EQadf fect
sel ecting an egg& pfggnenccr é)ﬂénlhe éhtlfl copyright data

includes computer readable program code means for- -
causing a computer to affect said encrypting using a
key and for providing said key to said computer
readable program code means for decrypting the
encrypted data. |

40. The computer readable program code means of
claim 39, ‘wherein said computer readable program code
means for encrypting comprises computer readable
program code means for causing a computer to affect
encrypting of said key to produce an encrypted key,
and for multiplexing the encrypted key and the
encrypted data into a multiplexed data stream for
transfer to said structure coupled to the CPU, and
wherein said computer readable program code means for
decrypting comprises computer readable program code
means for causing a computer to affect demultiplexing
of the multiplexed data stream to obtain said
encrypted key and said encrypted data, and for
decrypting the encrypted key for use in decrypting
the encrypted data.
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;u§erin'encrypting said identified copyright data and decryptihg said

encrypted data,

sai d sel ected encryption/decryption algorithmpair

bei ng

selected froma plurality of predefined encryption/decryption algorithm

pairs,

*

*

* * *

41. The computer readable program code means of
claim 37, further comprising computer readable
program code means for éausing a computer to affect
selecting an encryption/decryption algorithm pair for
use in encrypting said identified copyright data and

‘decrypting said encrypted data, said selected

encryption/decryption algorithm pair being selected
from a plurality of predefined-eﬁcryption/decryption
algorithm pairs, and further comprising computer
readable program code means for causing a computer -to
affect noticing of a corresponding decryption
algorithm of the selected encryption/decryption
algorithm pair to said computer readable program code
means for decrypting the encrypted data.

* % % % %

|

and further conprising conputer readable program code neans for
causi,ng a conputer to affect noticingaﬁg a correspondi ng decryption
al gorithm of the selected encryption/déec

cryption algorithmpair to said
conput er readabl e program code neans for decrypting the encrypted data.



