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DATA TRANSFER SYSTEM, DATA TRANSFER APPARATUS,
-DATA RECORDING APPARATUS, DATA TRANSFER METHOD,

AND RECORDING MEDIUM

BACKGROUND OF THE INVENTION

| The present invention relates to a data transfer
system, data ;ransfer apparatus, a dé£a :ecording'
apparatus,-a-data fransfer method, and a recording medium
which are suitable for transfer and recording of content
data such as muéic to be-copyright protécted.

~ For example, content déta sﬁch as music are stored
in a hard disk driﬁe (hereéfter referred to és a HDD),
the recording medium, of a persénal.computer, the stored
content data afe'transferred to another recording medium
{the secondéry recording medium), and the content déta
are reproduced from this secondary reéording medium.

In this'case, fhé HDD stores content data such as
music reproduced from a package ﬁédium'such as CD-DA
(Compact Diék Digital Audio) and DVD (Digital Versatile
Disk) or content data downloaded from an external music
serﬁer for e#ample via a communication networklto which
the personal computer is connected. The user of the
rersonal computer cbnnects a recording.apparatus for the

secondary recording medium to the personal computer,



copies or moves the content data ffom the HDD to the
secoadary recording mediuﬁ; and reproduces the content
data such as musié'through a faproducing apparatus.
compatible with the secondary recbrding.medium.

The secondary recording medium may be a memory card
based on a seﬁiconductor memory such as a flash memory, a
Mini Disc (trademark), a CD-R (cD- Recordable), a CD-RW
(cD Rewfitablei . a DVD-RAM, _a_DVD-R, or a DVD-RW, which
is a magneté-optical disk.

Récorders/playérs capab1e of recording and/or
playing these recording ﬁedia are in wide use as
recording/repfdducing appafatuses éompatibie with the'.
secondary rééordipg medium. These recorders/ﬁlayers are
various in typé;-stationa:y type, portable type, and so
on. Users can récord/playback content data in accordance'
with their preference and the types of their apparatuses.

Given_the abqve-mentioned content data usage forms,
the copyright protection of these content aata must be
'taken into consideration. For éxample, if users can store
contént data inao the HDD of their personallcomputers by
downloading the content data thfough contenf_data
distribution services or from purchased package media and
theh copy thé stored content data without restriction to

secondary recording media, a problem of copyright
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violation occurs. To overcome this problem to maintain
tne copyright protection in the handling of content data
as digital data;.verious‘technoiogical and data handling
standards have been proposed. One of them is SDMI (Secure
Digital Music Initiative).

. FIG. 1 illustrates a data path formulated by SDMI.
It should be noted that in a personal computer hav1ng a
HDD as the primary recording medium, this data path
stores and transfers music content to external devices
(on the secondary recording.medium'side). In other words,
this data path is implemented by.an insteiled software
- program which stores and/or tranSfers'music.content. .The
procedures and processing onlthe deta path shown in FIG.
1.are denoted by references DP21 through DE 28. In what
follows, these-references are used for'corresponding
descriptions.

The softmare instalied in the personal computer
having the HDD determines nhether the content data
distributed by an external server vie a network.
(hereafter referred to as network content) are based on
SDMI for copyright protection (DP21).

The network content to be distributed includes the
content date which are transmitted by the'server side as

SDMI-compliant content (hereafter referred to as SDMI-



compliant content) and content data which are not
associated with SDMI (hereafter referred to as non-SDMI
content).

With the:SDMI-compliént content, the content data
are encfypted by content key CK based on DES (Data
Encryption étand&rd) for example. The content data
themSeIVes éie_b:iginally eﬂcoded:by é compréssion
algorithm such as ATRAC3 or MP3 (Moving Picture Experts
Group 1/2 laver 3), whiéh'are then encrypted for
distribution.

It should #e noted that, for the convenience of
descriptiqn,'data y encrypted by key x ére'represented és
E(x, v). |

For the encrypted'daté-E(x, y), the déta decrypted
by key x are represented as D{x, E(x, y)}.

Therefore, if the compressed data based on ATRAC3
is represenﬁed as A3D, theplthe SDMI-compliant content fo
be encrypted by key CK for distributioh'is fepresehted as
E(CK, A3D). |

| If the distributed network content is SDMI-
compliant, it is stqred in the priméry recording medium
such as the HDD as SDMI content (DP21 and DP22).

In this case, the content data ére written to the

HDD in the state of encrypted E(CK, A3D). Alternatively,



the conﬁent data are decrypﬁed and then encfypted by
another key CK', namely encryption keys are changed, and
then the newly encrypted content d;ta are written to the
HDD in the state of E(CK', A3D) . |

On the other hand,'if the ﬁetwork_content is non-
SDMI content, then watermark check, namely screeniné by
electronic_watermark is'gxécuted (DP21 to'DP23).

Furthgr,-direct watermark cheék is executed (DP23)
on the content data read'from package media such as CD-DA
and DVD for giample (hereafter referred to as disk
content) whicﬁ'are reproduced on a disk drive device such
as the CD-RQM drive installed on tﬁe personal.compﬁter or
on a disk drive device éonnectéd fo.the personal computer
for example. | |

-Namely; watefmark check is executed on the content
data not based on SDMI.

If the watermark-cheéked ¢ontén£ dgﬁa are found ho'
good, the coﬁtent data are cop&-disabled on the SDMI.data
path (DP23 to DP25). Spécific hanalihg of copy
disablement depends on the software'design. For example,
the content data may be stored in the HDD but may nét be
-transferred for copying or moving to other récording
media or the content data may notlbe stored in the HDD in

the processing of SDMI-compliant content.

5



If the content data have paésed watermark check,
namely if a waterﬁark is found in the contént data and a
controllbit indicates the permission of copy, then the
content data are found rightfully copyable. Next, whether
or not the cohtgﬁt data are to be handled on the basis of
SDMI is'determiped (DP24); Whether or not to handle.these
content data as c§mpliant WithisDMI may be determined by |
the software design or user setting. |

If the content data are not handled as compliant
Vith SDMI,-then the content data are regarded as non-SDMI
content and excluded from the éontént data path compliant
with SDMI (DP26). For exémple, these ?ontent data ﬁay'bé_
transferred to recordihg apparatusés which are not_-
compatible with SDMI.

On the other hand, if the cbntent déta are to be
handled as compliant with SDMI, then these content data
are encrypted and sto;éd in the HDDias SDMi content (DP24
to DP22). For example, these contéht data are stored iﬁ
the form of E(CK, ABD) or E(CK', A3D).

The above-mentioned dafa path.stéres, in the
primary reco#ding medium such-as HDD, the content handled
as compliant with SDMI obtained via a network (hereafter
referred to as SDMI network content) and the content

handled as compliant with SDMI retrieved from a disk such



as CD-DA (hereafter referred to as SbMI disk content).

The SDMI content (SDMI network content or SDMI disk
content) stored 1n the HDD is transferred to a
recording/reproducing apparatus compliant with SDMI to be
copyable to the secondary recording medium compliant with
SDMI. The recording/reproducing apparatus compliant with
SDMI is a portable recorder/player based on memory card
for examp1e4 which is compatible*mith the encryption
based on SDMI.

In the case of SPMI disk content, a transfer
handling rule (or a usage rule):corresponding'to SDMI
disk content is_defined, on thelbasis.of which the
transfer for copy to an SDMI-compliant
recording/reproducing is authorized (Dp28).

| It should be noted that the transfer for copy from
the primary recording medium (HDD) to the secondary
recording medium (memory card for eXample) which is
recorded and reproduced by an SDMI- -compliant
record1ng/reproduc1ng apparatus is referred to as
“checkout." The transfer for move from the secondary
recoxrding medium to'the.primary_recording medium is
referred to as “"check-in." It should he noted that the
move from the secondary recording medium to the primary

recording medium deletes the transferred content data



from the secondary recording medium.'

._The rules of tramsferring SﬁMI disk content may
define.a cheékout uppef limit cﬁunt fhat each piece of
content data can be checked 6ut a maximum of_ﬁhree times
for example, Therefgre, SDMI disk content can be copied
up to three SDMI-compliant secondary recording media for
example. If a cﬁeckoutzﬁakes'place{ the checkout count of
the content data managéd in the personal éompﬁter having
the HDD is decfemented. Conseqﬁenfl?, even'aftér thg
copying to three SDMI-compliant secondar& recqrding media,
if content data are Ehéckea in from one of-these
Secdﬁdary recording media to the pfimarf reéording medium'
(HDD) , the checkout cdﬁnt of céntent data managed iﬁ the
personal computer is incremented by one. As a result, the
content is made cbpyablg once agéin from the primary
recording medium (HDﬁj to an SDMI-compliant secondary
recording medipm. _Namgiy, content data are allowed to
exist alﬁays'oh up'to thfee SbMI-compliant seéoﬁdary
recording media.

In the case;of SDMI network conteﬁt, a transfer
handling rule (usage rule) corresponding to SDMI network
content is also defined, on the basis of which ﬁhe
transfer for copy to an SDMI-compliant

recording/reproducing apparatus is authorized (DP27).
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This transfef handling rule specifies the upper
limit of checkout count for example as with the rule for
SDMI disk content. The uppef lihit count may be the same
as or different from the rule fo#_SDMI disk content. For
example, the upperllimit checkout count may be one. 1Imn
this case, one piece of content data can be copied tc
only acother'one SDMI-compliant secondary recordiﬁg
medium; however, if content data are checked in from that
secondary recordigg'medium,'the content data can be
transferred for copy again.

When SDMI-ccntent is transferred for dbéy to an
SDMI-compliapt secondary recording mediuﬁ in accordance
with these.handling rules, the content data are
transmitted as encrthed on a transmission path. NamelY}
the content data are transmitted in the above-mentioned
state of E(CK, A3D) or E(CK', A3D).

| Furcher, on the épMI-compiiant
recording/reproducing_apparatus which has-received_the
encrypted SDMI ccntent, the received SDMI content is
copied to the secondary recording medium as encrypted.

If the SDMIQcompliant recording/reproducing
apperatus reprocuces the SDMI cbﬁtent from the secondary
recording medium, the content data read from the

secondary recording medium are decrypted. Namely, the



content data copied to the éecondary recording medium in
the state of E(CK, A3D) or E(CK', A3D) are decrypted by
key CK or key CK'.

More specifically, the original content data afe

restored as the ATRAC3 data (A3D) decrypted as D{CK, E(CK,

A3D)} = A3D or D{CK', E(CK', A3D)} A3D. The decrypted

content data ére then decdmpressed.from ATRACﬁ |
compression to.be demodulated as audio data for example,
which-are reprdduced'as music.

chording to ﬁhe SDMI-compliant data path, the
_éncrypted coﬁtent data are traﬁsﬁiﬁted from a server oh.
the network_to a éecondary recording mediuﬁ and the
copying of these content datalis cqntrolled by'
prédetermined rules, sb thét thé copyright of the content
data can be_propefly protected. |

However, the folléwing drawbacks may occur froﬁ the
copying of contgnt data to SDMI-cémpliaﬁt secondary
recording media.

Assume.here.thét a Mini Disc (a kind of magneto-
optical disk) currently in wide ﬁse be used as the
secondarycrecording'medium.

For example, if an SﬁMI-compliant ﬁini Disc
recording apparatus is used, this Mini Disc recording

apparatus records checked out SDMI content to a Mini Disc
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in the encrypted state of.E(CK, A3D) or E(CK', A3D).

In reproduction, ATRAC3 data (A3D) decrypted as
D{CK, E(CK, A3D).} = .A3D or D{CK', E(CK', A3D)} = A3D must
be obtained to be decoded in a pfedetermined'manner, the
result, music for example, being 6u£putted for
reproduction.

Currently ﬁgpﬁlar Mini Disc systems cannot record.
encrypted data té Mini Diécs. Obviously,.no Mini Disc’
reproducing device has a decoder fqr decrypting encrypted
data.

If, in the future, an SDﬁI-cdmpliant Mini Disc
recording'apparatus'is.deve;ﬁﬁed and encrfpted conteﬁt
data can be recorded to a Mini Disc, the encrypted
~content data recorded to the Mini Disc cannot be
reproduced by mény non-SDMI-compliant Mini Disc players.
Namely, such a system will not provide the compatibility
in reproduction!

This mayneQéntually restrict tﬁe brqper-use~of the.
SDMI content pﬁrchased by general users, théreby
significantly lowering the value and satisfactiop to
general users of SDMI content providing services.

In consideratioﬁ of the above-mentioned problem, a
systeh may be proposed in which SDMI content is

transferred, in a decrypted state, to a non-SDMI Mini
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Disc recording apparatus for example to be copied to a
secondary recording medium éuch as a Mini Disc.

However, if this manner of.copYing is permifted,
content data can be copied eésily, including unaﬁthorized
copy. This'may prevent the implementation of copyright

protection which is the inherent intent of SDMI.

SUMMARY OF THE INVENTION

It is therefore an object of the present ihVéntion
to maintain copyfight prdtection capability withoﬁt
restricting the proper use by uséfs Of-contentldaﬁa such
as music'reqﬁiring cbpyright.brotectian. To implément
this object, the present invention bfovides a data x
transfer apparatus, a data recording apparatus, and a
data transfer system composea of these-appafatusés, a
data transfer method.which is executed in the data
transfer apéaratus and a recp;ding medium storing ép
operation program whicﬁ impleménfé the data Eranéfer‘
apbaratus.

In carrying out the invéntion and acqording to one
aspect thereof, there is provided a data transfer
apparatus includiﬁg a transmitter for trahsferring'
content data encrypted in a ﬁredetermined manner from a

first memory which can store encrypted content data to an

12



external appafatus,.a‘discriminator for discriminating
between a first external appératus which can record only
encryptéd content data to a S¢cond memory accommodated in
the external épparatus connected to the data fransfer
épparatus aﬁd a'sécond exfernal apparatus which éan
_record only decryp;ed content data to ﬁhe second memory,
and if the first éxternél appagatué is discriminated by
the diécriminator, a controller for decrementing a
'transfer count of the'encrypted content data when
transferring the_encrypted coﬁtent data from the.first
mémory to the exterﬁal'apparatus,_incrementing the
_t:ansfer éouht Qheﬁ the encfypted COﬁtént dafa are
returned from the first external.appafatus, and disébling
-the fransfer-of the.ébntent data from the first memory to
the external apparatus if the transfer_count has exceeded
a predetermined limit value and, if the second external
_apparatus.is diécriminatgd by'the discriminator, the
controller disab1iﬁg fhe ;etu?n of ;he encrypted éontent
data from ﬁhe seqoﬁd externai apparatus. | |

" In carrying out the infention and according to
another aspect thereof, there is provided a data transfer ..
system having 5 data fransfef apparatus and at least one
of a first external apparatus and a second external

apparatus which can be selectively connected to the data
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transfer apparatus, the data transfe: apparatus including
a transmitter for transferring content data encrypted in
a predetermined manner from a fifst memory which can
store encrypted content data_to an external apparatus; a
discriminator for discriminating between a first external
apparatus which can record only encrypted content data to
a second memory accommodated in the external apparatus
connected to the dafa tfansfer apparatus and a second
external apbaratus which can record only decrypted
content data to the second memory, and if the first
external appafatus ie discriminated by the discriminator,
a controller for decrementing a transfer count of.the
encrypted eontent data Qhen transferring phe enerypted
content data from the first memory to the externai
apparatus, incrementing the transfer counﬁ when the
encrypted content data are returned from fhe first:
exteraal appafatus,_and diSablin§ the transfer of the
content data from the firse memory to the extefnal
apparatus if the transfer count has exceeded a
predetermined limit value and, if the second external
apparatus is discriﬁinated by the discriminator, the;
contreoller disabling the return of'the encrypted content
data from the second external apparatus, the second

external apparatus including a receiver for receiving the
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content data eﬁcrypted in a predetermined manner from the
transmitter, a decrfption element for decrypting the
content déta enqrypted in a ﬁfedetermined manner ;eceived
by the receiver and a recordiné elemenf for recoraing the
content data decrypted by theldescription elemenﬁ into
the secéond memory.

In carrying out the invention and according to
still another aspeét thereoff there is provided a data’
.recordiﬁg appafatus whiéh réceives encrypted content data
from a data transfer apparatgs having a first recordihg
medium storing thé gnc:ypted content data and records the
received encrfpied coﬁfent_daﬁa to a sécond recorﬁing
medium, including a communication ling for ﬁerforming
bidirectional cbmmunication with the data transfer
apparatus; an authorization processor for performing
authentication Qith.thé data transfer épparatus through
the communicatién iing; a decryption elemeﬁt.for
decrypting the encrypted cOn#enﬁ data supplied frbm thé
data transfér apparatus through the communication.line, a
recording element for fecording the content data
decrypted by the description element to the second
recording medium and a controller for disabling the
return of the content data from the second recording

medium to the data transfer apparatus through the
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communication line.

BRIEF DESCRIPTION OlF THE -DRAWINGS

These apd othér objecﬁé of ﬁhe invention will be
seen'by reference to the description, taken in connection
With the accompanying drawing, in which:

FIG. 1 is a schematic ‘diagram iilustrating the
content flow and usage rule formulated by SDMI;

FIG. 2 is a block diagram i11ﬁstrating an overall
system applicable fo the invention;

FIG; 3 is-a Block diagram illustrating a primary
#ecdrding médium side appératus applicabie to the
invention; | |

FIG. 4 is a block diagram illustrating a secondary
recording medium side apparatus abplicable'to the
invention;

FIG. S5 is a transaqtion diagram illus;rating a
procedure of authehtication processing between the
primarf recording_medium side appératus and the secondary
recording medium side apparatus;

FIG. 6 illustrates the content flow and usage rule
practiced as a first embodiment of the invention;

FIG. 7 illustrates the content flow énd usage rule

practiced as a second embodiment of the invention;

16



FIG. 8 illustrates the content flow and usage rule
practiced as a third embodiment of the invention; and
FIG. 9 illustrates the content flow and usage rule

practiced as a fourth embodiment of the invention.

DETAILED DESCRIPTION OF .PREFERRED EMBODIMENTS

This invenﬁion will be aeécribed in further detaill
by way of example witﬁ reference to the accompanying
drawings in the following otder:
1. System configuration
2. E&empléry configuration.of'data transfer apparatus
(primary reéording medium'side apparétus - PC)
3. Exemplary configqrétion of data recording apparatus
(seéondary recording medium side apparatus =
recording/reproducing épparatus)
4. Authentication processing
5. Example of'SDMI contént transfer_processing
1. System confighration

Referring to FIG. 2, thére is shown'an exemﬁlary
éystem configurétion. A p:imary recording medium side
apparatus 1 correspondé to a data transfer apparatus
associated with the preéenﬁ invention. A secondary
recording medium side apparatus 20A corresponds to a data

recording apparatus associated with the present invention.
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Therefore, the configuration made u§ of the primary.
recording medium side apparatué 1 and.secondéry recording
medium side'apparaﬁus 20A_shown in FIG. 2 corresponds to
a data transfer system associated with the present
invention.

The primary recording medium side apparatué 1 is
.constituted by a personél éomputé; for example. 1In ﬁﬁaﬁ
follows, the primary recoiding medium side abparatus 1l is
also referred to aé a personal computer (PC) 1 for the
convenience of description. ﬁéwever, the primary
recording medium side appératus 1 may not always be
coﬁstituted by a péréonai domputér; it may be any device
installed with software and having a mass storage'devicé.
| The primafy'recording medium side appératus 1
functions as the data transfer apparatus as referred to
herein by executing the software, which is activated on a
personal ¢dmputer for example; for-storin§ and/or
transferring SDMI content data.

An HDD 5 incorporated in (or externally attached
to) the personal coﬁputér 1l serves as a primary recording
medium (and a primarf regofding médium"drive means). It
should be ﬁoted that, in the aescription of the
embodiments, the HDD 5 is the primary recording medium;

however, it will be apparent that the pPrimary fecofding
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medium may also be a.disk medium such as optical disk.or
magneto-optical disk or é semicondﬁctor memory which is
incorporated or portabig.(such as memory card) for
example.

The primary recording medium side apparatus 1 is
communicable with a content server 91 via a communication
network 110,.downloading éoﬁtent data such as music from
the content server 91. Obviously, there are a plurality.
of content servers 91, from which the user of the
personal compu;er 1l can use'various downloading services
as desiréa.

The cbntent déta to be downloaded frém the conteﬁt
server 9i to the personél coméuter-l includes SDMI-
compliant content data andlnon-SDMI-qompliant content
data.

A transmission pafh constituting the communication
network 110 may be a wired or wireless pubiié switched
line network or a dedicafed line arrangéd betwéén.the
personal computer 1 and tﬁe content server 91. The
communication netwo;k 110 may be éommunication satellite
line, ISDN (Integrated Services.Digital Network), analog
telephone line, or.Bluetooth, for example.

The HDD 5 of the personal computer 1 can also store

content data such as music reproduced from package media
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90 (hereafter also referred_to as a disk 90) such as CD-
DA and DVD by an incorpdrated or externally attachéd disk
drive. -

The persénal éomputer 1 is connected to the
secondary recording medium side apparatus 20A or 20B, to
which-the content data caﬁ be transferred from the HDD 5.
The secondary recordiﬁg medium side apparatus 20A or 20B
is a recording apparatus or a recording and reproducing
apparétus for the seéondary recording media. The
secondary recording medium side apbafatus 20A or 20B can
copy the content dafa transferred from thé personal
compﬁter 1 to tﬁe secondar& rééordiﬁg'media. |

The secondary rééofding medium side apparatuses 20A
and 20B are various in_spécific'form. The secondary
recording medium side apparatus 20B herein is an SDMI-
compliant recording apparatus. .Namely, the SDMI-compliant
recording/rep;oducing apparatus shown in FIG. 1 |
corresponds to the secondarylrécording.medihm side
apparétus 20B. In this case, the secondary recording
medium is an SDMI-compiiant memory card baséd on a
semiconductor memory such.as: flash memory, for example.-
Therefore, the éecondary recording medium side apparatus
20B is a recording/reproducing #pparatus compatible with

SDMI-compliant memory cards for example. In this case,
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SDMI content is recorded to the secondary recording
medium as encrypted.

Oon the other hand, the secondary_recerding medium
side apparatus 20A corresponds to the.data recording
apparatus referred to herein. The secondary.recording
‘medium side appara;us 20A stores the copyright-piotected
SDMI content in the secondary recording medium ee
decrypted, of which details will be descried later. Ode
example herein of the secondary recording medium is the
Mini“DiSC. Therefere, the seeondarY'reco?ding'medium:side
epparatus 20A is a Mini Dbisc recordinglrepreduci#g-
apparetus. 'In what_follews, the secendary recerding
medium side apparatds 20A may also be.refeffed to:as ﬁhe
reeordihglreproducing apparetus ZdA._ |

| In additidn te the Mini Disc, the media which ie
recorded or reprodﬁced by. the secoﬁdary recordihg;medium
side apparatus 20A include memery eafds baeed.en |
eemicoﬁductor memori such as flasﬁ memory,:the.Miﬁi Diec-
as magneto-optical disk, CD-R (CD Recerdable), CD-Rﬁ iCD
Rewri_teble), DVD-RAM, DVD-R, and Dvnenw, for example. |
Therefore, the secondary recording medium side apﬁaratus
20A may be any device that is compatible with these
recording media.

_The personal computer 1 is connected to the
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secondary recording medium side apparatus 20A or 2OB on
the basis of a transmission proﬁocol such as USB
(Universal Serial Bus) or IEEE 1394. It wiil be apparent
that control signals and content data may also be
transfefred in- between over a wired or wireless
transmission path based on pthér transmission protocol
such as Bluetoothlor_DS-Ss (compliant wifh IEEE 802.11Db).
2. Exemplary'configurationjof aata transfer apparatué-'
(primary recording medium side aéparatus = PC)

Referrin§ to FIG. 3, there is shown a configuration
éf the primary feqordiﬁg medium sidé apparatué 1 which
provides the data transfer.épparatus. _It sﬁoul& be noted
that, in ﬁhis e#ample,.the primarj recordingemedium'sidé
apparatus 1 is cbnstitﬁﬁed by a perSonal'doﬁputer; it
will be apparent that tﬁe primary recordiné medium side
appapatus 1 may also be cohstituted as a dataitransfér-
only apparatus based'on dedicétéd hardwarg having thé
same capabilities.

In this éxample. when a software program for.
exécuting tﬁe capabilities as.the'data transfe: apparatus
is installed in the persona1 compu£er 1, the primary
recording medium side apparatus to provide the data
transfer apparatus is ;mplemented. It should be noted

that "personal computer" or “computer" referred to herein
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. generically denotes a so-called general-purpose computer.

This software program can be stored beforehand ln
the hard disk (HDD) 5 or the ROM 3 incorporated in the
computer as a recording medlum

Alternatively, this software program can be stored
(or recorded) temporarlly or permanently in a removable
recordlng medium 90 such as floppy disk, cD- ROM (cOmpact
| bisk Read Only Memory), MO (Magneto Optical) disk, DVD’
(Digital Versatile Disk), magnetic disk, or semlconductor
memory. The removable recordlng medium 90 can. be prov1ded
as so-called package software; |

It should be noted that, in addition to the.
installation from the removable recordlng medlum 90 into
the computer, the program can be downloaded_from a
download site to the computer in a wireless manner uia a
digltallbroadcast satellite Oor in a wired manner via.tne
network such as a LAN (Local_Area Network) or-the_
Internet. - The computer receiues the downloaded program at
1ts communication section 8 and stores it into the
incorporated HDD 5.

The computer 1 shown on FIG. 3 incorporates a CPU
(Central Processing Unit) 2. The CPU 2 is connected to an.
input/output interface 10 via a bus 12. Wwhen a command is

inputted by the user by operating an input section 7
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constituted by a heyboard, a mouse, and.a microphone for
example, the CPU 2 accordingly executes the program
stored in the RdM (Read'Only-Memory).3. In addition, the
CPU 2 executes the program stored in the HDD S5, the
program transferred from a communication.satellite or a
network, received at the communication section 8, and
stored in the HDD 5, or the program read from the
removable recordlng medlum 90 such as an opt1ca1 dlsk ’
loaded in the drive 9 and 1nsta11ed in the HDD 5, by
1oad1ng the program 1nto a RAM (Random Access Memory) 4.
Thus, the CPU 2 executes the proce851ng as the data,,f
transfer apparatus on'SDMI content to be descrlbed later
Then, the CPU 2 outputs the obtalned process1ng
results from an output section 6 constltuted by a LCD
{Liquid Crystal Dispiay).and a speaker forfexample Via'
the input/output interface 10,'transmits them from the

communication section 8, or records them to the HDD 5.. -

In the present'example, the communlcatlon sectlon 8.

can communicate with'various servers via the network 110
shown in FIG. 2. Namely, the computer 1 can download
network content such as music from an external content
server 91. The network content to be downloaded is
processed as SDMI-compliant content or non-SDMI-compliant

content by a procedure to be described later, the
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processed SDMI content in the case of SDMI processing
being stored in the HDD 5. The SDMI content stored in the
HDD 5 becomes the.content to be transferred to the
secondary recording medium side apparatus 20B compliant
with SDMI or the secondary recording medium side
apparatus (the recording/reproducing apparatus)'ZOA of
_authorized type, which is the data recqrding apparatus
associated with the present invention. |
A connection section 11 provides conneCtien between

the primary recording medium side apparatus 1 and the
secondary recording medium s1de apparatuses 20A or ZOB
'The connection section 11 is USB 1nterface or IEEE 1394
interface for example. It w111 be apparent that other.
dstandard interfaces, wired or wireless based on infrared
or radio may be used. |

| The authentication proces51ng and data transfer
'process1ng to be executed by the data transfer apparatus
of the,present example will he described 1ater It should
be'noted that these processing-operations need not be
executed in a time-dependent manner along a procedure to
be described later; they may be executed in parallei or
discretely (for example, in parallel processing or object

processing) .

The above-mentioned programs may be processed by a
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single_compﬁter or by two or more computers in a
distributed manner. Further, these programs may be
transmitted to remote computers for executién.

3. Exemplary configuration of data recording apparatus
(secondé:y recording medium side-apparatus =
recordiné/reproducing appagatus{

Referring to FIG. 4,'thefe is shown én exempiary
configuration of thé secdndary reéordigg medium side
'apparatus {the recording/reproducing apparatus) 20A
gorrespoﬁding to the data recording apparatus associa;ed
witﬂ_the pfesent inventiqn, |

in this e#ample, the secondéfy recording mediﬁﬁ.
side abparatus 20A_i§ configu;ed'és a Mini Disé reqorﬁer
for.example.' Théfefore, a secbnda?? recording medium iOO'
is the exaﬁple of a Mini bisc {(one kind of magneto-
opticai disk) and theréfore is also reférréd-fo as a ﬁini
Disc 100.

It should bé nqted that FIG. 4 shows only é
processing system for fecording/reﬁroducing data on the
Mini Disc as the secondary recording medium 100 and a
proéessing system for authentication and data transfer
with the above-mentioned primary recording medium side
apparatus 1, omitting the detailgd illustration of a Mini

Disc 100 drive system, servo system, and reproduction and
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output system beéause these systems are generally the
séme as those of én ordinary Mini Disc
recording/reproducing apparatus;

A céU 21 is a system controller for controllinglﬁhe
éntire recording/reproducing apparatus 20A. To_be more
specific, the CPU 21 e#ecutes oberations.for éontrolling.
rotary drive, séihdlé sérvo, chus séx?d, tracking séfvé,
sled servo, opefations for controlling optical.heéd-laéef
beam and magnetic head magnetism appliéapion, gnd
-operatiﬁns for cbntrolling the encoding and decodfng of
recorded and rebrédﬁced data, ;hereby'récording.ané
reproduéing the data_on'ﬁhe Mini Disc 106: in'aadifioﬁ,
ﬁhe CPU 21 contfols fhe éommuﬁicatioh for the |
authentication with the persoﬁal comﬁuter.l aﬁd the
indication for data generation, the tra#sfer of various
commands issued from the personal computer i, qhd tﬁe
proceééing of received cqntént daﬁa. |

Although ﬁot éhown; an operator'pahél and é disﬁlaf.
section a?e arranged as the user interface._ Thé'CPU 21
also éxecutes the processing such as the monitorihg of
user oﬁerations'made at the operator panel and tﬁe
control of the display section.

A recording/reproducing section 25 has én optical

head, a magnetic head, a disk rotary drive system, a
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servo system, and so'on, thereby actually recording and
reproducing data on the Mini Disc 100.

An encoder/decoder 24 encodes the data to be
recorded to the Mini Dis¢ 100 and decodes the.data
reproduced therefrom. As is known, in the case of é Mini
Disc system, the data to be'recofded are puﬁ through
ACIRC (Advanced Créés Interleave Reed-éolomon Coding) and
EFM (Eight-to-Fourteen Mgdulation). Thﬁs. the
encoder/decoder 24 pérforms ACIRC énd EFM prbéessing oﬁ
the recording data and supplies'the resul;ént data to thé
recording/reﬁroduéing sectidh 25;

At-rgproductioﬁ, the eﬁcédér/dédoderléé.peffarms_
decoding such as binarization, EFM, and ACiRC on the data
supplied from the r;cording]reprodﬁéing section 25.

A codec 25 performs data.qOﬁpression and -
decoﬁpfession onithefbasis'of the ATRAC/ATRAC3 algqfithm.

As deSéribed ébdve, the data to be recorded t§ the 
Mini Disc 100 are coﬁpressed by ATRAC'(Acbustic TRaanorm
Adaptive Coding).and then encoded. Therefore; if data not
compressed, for exampie PCM audio data are inputted in.
"the recording/reproducing.apparatﬁs secondary recdrdiné
medium side apparatus 20A as recording data, the inputted
data are compressed by the codec 23 on the basis of ATRAC

and the compressed data are supplied to the
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encoder/decoder 24.

It should be noted that there are two audio data
compression schemes} ATRAC and ATRACB, the latter being
highef in compression efficiency than the former. As
comparea with bit rate of 292_Kbps of ATRAC, ATRAC3

provideé two bit rafés 132.Kbps and 66 Kbps(.ohe bf_which
~can be selécted.: The Memofy Sfick kMS) recogniéed és an
Sﬁﬁl-cbﬁpliant secondary recording medium encfyﬁts the’
audio data compressed by ATRAC3 and stores the_enérypgea
_.data. Recently, some commercially avéilable.Mini Dis§
apparaguses; which are non-SbMI-compiiant.Seconaaff
‘recording media, have ATRAC encodef/decodér énd'ATRAcﬁ
éhcodét/décoder to'store'uneﬁcryﬁtea.ATRAC and ATRAC3
data. ’ “ | |

At reproduction, the data read by the
reéprding/reproducing section 25 and décoaéq by the
'ehcoder/decoder 24 are the data compreséed on thé;ﬁésis
6f ATRAC. Hepce,'the compressed data.are decpmpréssed“by
the codec_23. Consequently, digiﬁal audio daté of 44.1
KHz and 16-bit quantized for‘eXample are deﬁodulated{ The
demodulated digital audio data éte D/a cdnvertéd, 5nalog
signal processed, and amplified by output line circuits,
not shown, to become a speaker output signal, being

reproduced as music for example.
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Alternatively, the digital audio data qan be
oufputted without change to another aéparatus.

The above-mentioned configurétion also applies to
the recording/reproduéing appa:atus of ordinary'Mini Disc
systems. The recording/réproduéing apparatus secondary
recording mediuﬁ side apparatus 2QA of thé present
embbdiﬁeht has an intgrﬁace 26 and a decryption section
29 as séétions corresponding to the personal computer as
the primary recording mgdium side apparatus 1.

The interface'ZG cbnﬁects fo'the connection seetiqn
11 of.;he personai COmputer:l éhown in FiG,_B, e#écﬁting '
data cqmmﬁnicatibn Qith_the personal'compute: 1; Henqe{
_ghe interface 26 has a.buffér 27.for.buffering
send/receive data éna a send/receive processor 26 for
performing signal progessiﬁg'on the interface. Ebr
ekamp;é, the intérface_26 éerfdrms s;gnal processipg on
the basis of USB or_iﬁEE 1394.communicétion.proﬁocol.

.The communication with the_persénal computer 1-
through the interface 26 includes the reception qf
various commands from the personal computer 1, the
transmission and reception of the data necessary for
authentication proceésing to be ‘described later, and the
reception of SDMI content.

The decryptioﬁ section 29 decrypts SDMI content and
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has a key sterage section 30 and a decryption processor
31. _

The key steraje.section stores keys (key CK ahd key
CKX' for example) fe; decrypting encrypted SDMI content. |
These keys may be stored beforehand or trehsmitted from
thelpereonal computer 1 to the:recordiné/feprodueing
epparatus 20A at a predetermined time. Whep the personel
computer 1 transmits these keye, the& ﬁay be eﬁcrypted'by.
another key CCK;‘the received keye are decryptea on the
:ecording/reprodueing apparatus 20A by use of ;he key CCK;
and the decrypted.keye.are stored in.ehe key storege
_section 30.' |

Storing the keys{ such as the key_CK and the 1ike, .
fer decrypting SDMI eontent ailewe the decrjbtion
processor 31 to decrypt,the SDMI_content reeeived'es
encrypted by key Ck for example,"namely the content in
the state of E(CK, A3D) for exempie. Namely; the'date
| eompressed by ATRAC3 decrypted ae.ﬁ{ck, E (CK, A3D)}'F A3D
can be obtained. 'ihe ATRAC3 data thus.decrypted are
encoded by the encoder/decoder 24 to be recorded to ehe
Mini Disc 100 through the recording/reproducing secﬁien
25. |

It should be noted that SDMI content is not always

ATRAC3-compressed data which are encrypted. For example,
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SDMI content may be linear PCM data which are encrypted
by key CK. Namely, content in the state of E(CK, PCM) for
example may be inputted. 1In this case, obviously, the
linear PCM data decrypted as D{CK, E(CK, PCM) } =-PCM can
be obtalned in the decryption processor 31. In this case,
the PCM data is ATRAC3 compressed by the codec 23
encoded by the encoder/decoder 24, and recorded to the .
Mini Disc 100 th:ough the-recording/reproducing sectioh
25. |

The key storage section 30 may.slsolstore keys tor |
authentication processiog. Ao.exemplary.eutheotication
ofocessing to be-describedllater uses.public key P aho
secret key s stored in the recording/teproducihg'
apparatus-sz. -In.this_case,'both pubiic key P and secret
key S are stored in the key storage.section 30.
4. Authentication pfocessing

The recofdiné/reptodﬁcing epparatuS-ZOA es feferfed
to herein denotes e recording/reproducing apparatus
having a confiéﬁration as described ip FIG.‘4 and
successfully authenticated-by the personal comouter 1.
The recording/reproducing apparatus 20A records the SDMI
content received from the personal_computer ; to the Mini
Disc 100 as decrypted, which will-be descriped later in

detail. Authentication checks the recoxding/reproducing
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apparatus to see if it is valid as a device permitted for
performing-recording operations.

" This authentication processiﬁg is execﬁted whén.a
recoraing/reproducing apparatus other than the SﬁMIQ
compliant recording/reproducing apparatus '20B ié
connected. It should be noted that,lif the SDM;fcbmpliant.
recordiﬁg[reproducing apparatus ZOB is connected,
processing for checking if this apparatus'ié the SDMI:'

. ¢ompliant as referred to herein. Namely, if the qonhécted
apﬁaratﬁs is found othér than the SDMI-comﬁétible.'
.recordiﬁg/feproducing apparatus 2OB, t#e fdliowiﬁg
‘authentication processiné will be ﬁerformed t& check to
see wﬁether'or not the connected appd&atus is the
recording/reproducing apparatus_ZOA.

The authentication proqessiﬁg in the pfeSeqt
examplé uses an auﬁhentication écheme'based,bn
ésymmetrical cryptograbhy (orxr public-key cryptogfapﬁy)._
In asymmetrical cryptography, the encr&ptibn key is
different from the.decryption key. Lét data before
éncryption be Db, encryption key be cxé, and dec;yption
key be CKd, then encryption data C are encrypted by_é'=
E (CKe, Db) and data Db are decrypted by D(CKd, C) = Db.

Eﬁcryption key CKe and decryption key CKA are

called a key pair, one of them being made public as the
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public key while the'other being held in a predetermined
portion as the secret key.

In the following au;hehtication p;océssing, of:the"
key pai; CKe and CKd, public key is repreSented by P and_
the secret key is represented by S. As described above,
in.this case, the'recbrding/reproducing abparatus_ZOA_
stores public kéy P and secret kéy 9 proﬁiding encryption_
key CKe and decryptioh-key CKd in the key storagé section
30.

When autheptication processing is performed, the
cPU 2 of fhe primary recbfdiﬁg medium side apparatus
(pérsonal computef) i for exémpie séndé a command for
authentication request to the CPU 21 of the Secondary 
recording ﬁedium-side abparatus 20A
(recording/reprpducing apparatus) and then the following
pioqessing takes.piacé between the CPU 2 (primary
recording medium side AQPafatus 1 = persqnal computer 1)
and the CPU 21 (Secondary recording medium side apparatus
202 = recording/repfoducing apparatus 20A) as shown in
FIG. 5.

When authentication processing_starts, the CPU 21
of the secondary recording medium side apparatus 20A '
transmits public key P from the key storage section 30 té

the primary recording medium side apparatus 1 through-the
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interface 26 in step S1. It should be noted that public
key P is also known by the primary recording medium side
apparatus 1.

Receiving public key P, the'CPU-2 of the pfimary
recording medium.side apparatus 1 genérates a random
number r in step S2. In step 83, thé CPU 2 transmits the.
géherated random number r to the-secondary recording
medium side apparatué 20A.

| Next, the CPU 21 of the secondary recdrding_mediﬁm
sidé apparatus sz encrypts the recéiyed randéﬁ nu@ﬁer r
by use of éecret key s Storéd in:the.key étorage.seét;on'
'30 in étep S4. In step S5, the éPU 2i tranémitg_the.
encryptéd data E(S, r) to the primafy_reéé?ding mediﬁm
.éide_apparaﬁus'l. |

Recei§ing the encrypted data E(S8, r), the QéU 2 of _'
the primary recording medium side apparatus i décfyﬁts
the réceived encrypted data E(S, r) by use of public ﬁe#
P in step S6. Namely, the CPU 2 executes processing of
D{P, E(S, r)}.

In step S7, the CPU 2 comparéslihe random number r
generafed in step 82 with the decryption result D{P, E(S;
r)} obtained in step S6.

If public key P and_secret key S are of an

appropriate key pair, then result r = D{P, E(S, r)}
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should be obtained.

If a match is found, then it indicates that the
secondary recording medium side apparatus'ZOA holds
.secret-key 8 for pnblic key P, upon which she procedure_
goes from S8 to SQ,lin which the secondary recording
mediun side apparatus.20A is authenticated as an
euthorized mate of.conneetion;

On the other hand, if no maﬁeh is found, the
procedure goes frqm S8 to 810, in wnich the connected
secendary recording medium side apparatus is regarded as
not the authorized nate of conneetiOn (nemeiy the device
no which SDMI contenr can be transferred),'nhereby
feiling authenticatien.

If the connected apparatus_is successfully
authenticated as the secondary reeording medium side
apparatus of the preSentfexample bf the abeve-mentioned
uauthentication processing, the primary recdrding medium
side apparatus 1 recoénizes fhat one of the cenditionsl
for permitting the transfer of SDMI content te.that
connected apparatus has been satisfied.

5. Example of SDMI content transfer processing

The following describes the transfer of.SDMI

content from the primary recording medium side apparatus

{personal computer) 1 to the secondary recording medium
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side apparatus 20A as one embodiment of the present
invehtion by use of first through fourth examples. These
examples'wili be described with reference to FIGS. 6
through 9 byzuse of the data paths as with FIG. 1. The
data'path shown in each of FIGS. 6 threugh ] is'executed.
by the processing of the CPU 2 of the personal compﬁter 1.
To be more_specific, the CPﬁ 2 executes the following.
-data path processing on the.basis of a transfer
processing'program installed from thé removable recordiﬁg'
'ﬁedium 90 for example.
It_shoﬁld_be noted that the brbceduree/proceseing
_ en'the deta.paths shown iﬁ FIGS. 6 througb é are denoﬁed
_by DPl'through DP11. 1In what follows, theee references
are used for corresponding portiene.

firSt example of transfer processing:

_The following deseribes the first example of
transfer processing by ese of the data path ehown in FIG.“
6.

Network content distributed from the content server
21 shown in FIG. 1 to the personal cbmputer 1 via the
network 110 is determined whether or not it should be
copyright-protected on the basis of SDMI (DP1l).

The network content to be distributed includes

SDMI-compliant content which is transmitted from the
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server as content compliant with SDMI and non-SDMI-
compliant content.

-In the case of SDMI-compliant content, its data are
_encrypted by contént key CK on thé“basis of key
cryptography such as DES. If thé_content data themselves
are déta encoded by a coﬁpression scﬁgme such és ATRA¢3,
fhen the SbMI-compliant conﬁent_is‘aistributed in the‘ )
-state of E(CK, A3D);

~ If the distributed content is SDMI-co@pliant
content, it is étorea in the HDD 5,.which is the'pfiméry
recording medium, as SDMI cén'tent (bpl to,D_P?)-.

In this case; the con;ég;.dﬁta are w?itten'to'thé
ﬁDD 5 in the distfibuted_étate of_E(éK,uABDi,-
Alteiﬁétively, the content dét? are déérypted and thén..
encrypted by another key CK' (namel& eﬁcryption keys-afe
changed) and then written to the HDD 5. in the state of
E(CK', _A3.D) . |

On the other hand, if the nétﬁork confent is_non-
SDMI content, tﬁen it is watefmarkséhecked, namely,
screened by watermark (DP1 to DP3)f

Further, the content data (aiék content) read from
a packaqe medium such as CD-DA.or DVD for ex;mple which
is reproduced by the drive 9 such as CD-ROM drive of the

personal computer 1 or a disk drive connected thereto is
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diredtly watermark-checked (DP3).

Namely, the content data not compliant with SDMI
are watermark-checked. |

If the content data are found not passing the
watermark check, the content data are handled as non-
copyable on the SDMI data path (DP3 to DP5). Although the
specific handling depends on the softwére deéign used,
the failing content d#ta are stored in the HDD 5 but not
transferred to another recording medium for copy or move
or not;stored in the HDD 5 in thé content processing
compliant with SDMI. |

If the contént déta have péssed the watermark check,
namely if a waterma¥k is found in the content data and é
contfol bit indicétes the permission of copy, then the
content data are found rightfully éopyable. Next, whether
or not the content data are to be handled on the basis of
SDMI is determinéd (DP4) . Whether or not to handle these
content data as compliant with SDMI may be determined by
tﬁe software design-or user setting.

'.If the éontent daﬁa are not.handled-as compliant
with SDMI, then thé qontent-data are regarded as non-SDMI
content aﬁd excluded from the content data path compliant
with SDMI (DP6). For example, these content data may be

transferred to recording apparatuses which are not
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compatible with SDMI.

'.On the other hand, if the contéht data are to be
handled as compliaﬁtlwith SDMi, then these content data
are eﬁcrypted and sﬁored in the HDD_S.as.SDMI contént
(DP4 to_DPZ). for éxample, these contént data a:elstored
in the HDD 5 in the form of E(CK, AﬁD) or E(CK', A3D).

| The abo#e-méptiOned data pafh storés; in ﬁhe HDb 5,
tﬁe content handied as-compliant with SDMI obtéined via a
.netwprk (SDMI network content) and thg content handled as
dompliant Vi;h éDMI rétrieved_f?om a:disk'such as CD-DA
(SDMI disk cénteht);

The SDMi'coﬁtent (SﬁMI netwofk_éontéﬁt or SDMI disk
content) stored in the HDD 5 is transferred to the
recording/reproduciﬁg aﬁparatus 20B éompliant with SDMI
to be copyabie to the secondary recording medium
compliaﬁt with SDMi. In the ﬁresent'example, in addition
to the SDMI;Eoméatib}e reco:ding/répfoducing apparagus
ZOB,'the SDMI content can bé transfefred to the
successfully authenﬁicated recbrding/réprdducihé
apparatqs éOA under a predetermined-qondifion.

First, the following opératiqn,takes place-if the
SDMI-cémpliant recording/reproducing apparatus 20B is
connected to the cénnection sedtion 11.

In the case of SDMI disk.contentl the transfer
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handling rule (usage rule) corresponding to SDMI disk
content is detérﬁined. Therefore;'undé: thié handling
rule, the transfer to the SDMI-coméliant
recording/reproducing apparatﬁs 20B for copy is permitted
(DP8) .

The rﬁles of transferring SDHI disk content may
define a.cheékout upper limit coupt that each piecé of
content data;dan be checkedlodt a maxiﬁum of three times
for example. .The:efore,.SDMI'disk content can be copied
up to three SﬁMI-compliant séconda:y recording media for
example. If a cheék?in takes place, the checkout count of
the content data is decreﬁentéd;. épnééQuently, even.aftér
the copying to thfee SDMI-cpmpliant secondary recording
media, if content data éfe cﬁecked in from one of these
secondary recordiﬁg media,'fhat content can be_copiéd to
the SDMI-compliant media once again. Namely, content data
. are allowéd to exist together élways on up to threé SDMI -
compliant secondary recording media.

In the case of SDMI network content, a transfer
handling fule (usage :ule) cofreépondiné to SDMI network
~content is also defined, on the basis .of which-the-
transfer for copy.tb the SDMI-compliant
recording/réproducing abpératus 20B is authorized (DP7).

This transfer handling rule specifies the upper
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limit of checkout count for éxample'és with the rule for
SDMI disk content. The uﬁper limit count ﬁay be the same
as or differeﬁt from the rule fbr SbMI disk content. For
éxample, the upper limit checkout count maf be one. In
this case, one'piece of'content.data can be copied to
only another one SDMi;compliant secondary recordihg
medium; however, if content dgta ére checked in ffqm that
secondary recording medium,.the COhtent dé;a can be
transferred for.copy again.

Wwhen SDMI content is t:ansferred for copy to an
SDMI¥dompliah£ éecdndary reéo:diné'ﬁeaium iﬁ-accordance
with thesélhahdling fuies,'théfcoﬁtént data are
transmitted as encrypted oﬁ the tfaﬂsmiséioﬁ path. Namely,
the cdntent.dafa_are;ﬁransmitted in the above-mentioned
state of E(CK, A3D) or E(CK', A3D).

| Further, on the SDMI-compliant
recording[repréducing aﬁpafatﬁslsz,which has received -
the éncrypted SDMI content, the'received SDMI cohtenf is
copied to the sécopdary recording-mediﬁﬁ as encrypted.

If the SDMI;cbmpliant :ecording/reéroduqing
apparatus 20B réproduces fhe”SDMI con;en; from the
secondary reco:ding medium; the content data read from
the secﬁndary recording medium are decrypted. Namely, the

content data copied to the secondary recording medium in
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the state of E(Ck,.A3D) of E{(CK"*, A3b).are decrypted by
key CK or key CK'; |

More specificaily; the driginal content data are
restored as the ATRAC3 data (A3D) decrypted as D{CK, E(CK,
A3Di} = A3D or D{CK', E(CK', A3ﬁ)l = A3D. The decrypted
content data are then decémpréssed froﬁ ATRAC3
compression to be demodula;ed;és audié data for example,
thch are réproaugéd éS'mﬁsic.

As deséribed, the SDMI-compliant content data are
képt encrypted on thé.data pé;h up to a point at whiéh
the content aata are CHeckédiéﬁﬁ and up to the.éecondéry
reébrdiné mediﬁm_and_the éopy éontrol is executed by the
_abdve-mentioned'transfer'handling ruie éheck, thereby
protectiﬁg éontent data_copyright.

The précessiﬁé described so far is genefaliy the
same'as'the normal SDMI data path describéd with
reference to_FiGr 1.

.The foilowing'describes the portion_indicated by
dashea lines shown in FIG. 6, whiéh is a difference from
the configurétiép shdﬁn in FIG. 1 (this difference forms
one of the features of the present inventioh). |

If the recérding/reproducing apparatus 20A
successfuliy authenﬁiéate@ as described aboﬁe is

connected to the connection section 11, the following
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processing is executed.
‘If the ﬁrdcassing of transferring certain SDMI
network coateat stored in the HDD 5 to the
 recording/re§roducing apparatus 20A is requested, a
contfol signal attached to this SDMI network content is
checked to see Qhether or not "MDOK" flag is active (DP9).

This MDOK flag p;ovides control information_-
indigatiﬁe whétaer or not the contént server 91 or'ﬁhe"
copyright holder permits the copying and recording
certain content to a Mini Disc, which is the secondary
recording medium, ia the'dadrypted state. Namély, the
MDOK flag is tha control information which is preset on
‘the side of the content server o1.

If should be noted that "MDOK" is a flag name wﬁich
is given for the convenience of description in
correspondence with the case in which the Mini Disc is
used 1n the record1ng/reproduc1ng apparatus 20A for
example If the secondary recordlng medlum 100 1s other
than the Mini Disc,_it doéS'nqt hean.that this flag
processing will ﬁot apply.

If.the MDbK flag is..active, -the SbMI aetwork
content can be transferred to the recording/reproducing
apparatus 20A.

However, as a further condition, the content data
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which have been fransferred once and then sopied and
recorded to the Mini Disc 100 cannot be checked in.

' ﬁhen‘trénsferring SDMI nstwdrk content to the
recoraing/reproducing apparatus 20A under these:
conditions, the data transmission is executed on ‘the
transmissisn patn in the encfypted_state. Namely, the
SDMI network content is transfsr:ed in-thé.above-
mentioned state of E(CK,:ABD) or E(CK', A3D).

‘This encrypted SDMI network content is received at
the interface 26 of ;he recording/reprodncing apparatus
20a shown in FIG. 4'énd'decrypted in the decrypting
section 29 into-the oriéinal ATRAC3 compréSssd data (ASD)
for example. Then, the decrynted content_data are encoded
by the encoder/decoder 24; and_encodsd content_data'are
supplied to_the.recording/repfoduciné section 25 to be
copied and recorded to the Mini Disc 100.

. The:efore, to repngduce";he SDMI sontens recorded
by the recording/reprbducing apparatus 20A to nhs'Mini-
Disc 100, the data read'from.tne Mini.Diss 100 msy'only
be decoasd in a Mini Disc system in a normal manner;
namely, EFM, ACIRC, and.-ATRAC decompression may only be
exesuted on the data read from the Mini Disc 160.

-This indicates that the Mini'Disc 100 copied and

recorded with content data can reproduce them also when
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loaded on an ordinafy Mini bisc player. Namely,-by use 6f
an ordinary; non-SDMI-coﬁpliant Mini Disc player, the
user caﬁ piay back the SDMI nétwork content copied and
récdrded tozthe Mini Disc 100 to enjoy music for example.

It should be noted that, if the MDOK flag of the
SDMI ﬁétwork content to be ﬁransferréd is off, the
transfer is hbt pefmitted; ha@el&,lthis'SDMI network
content is handled as non-cbpyable-(DPlO).

The prdcessing_of trénsfer'tq other
recordiﬁg/reproducing apparatuses than the SDMI;complianﬁ'
recdrding/reprodﬁcing apparatus 20B_is.sum@arized as ﬁ |
follows. |

SDMI netwofk'éontent can be transferred to the
recording/reprodﬁcing-épparatus 20a, namely c6pied and
regorded-to.the Mini Disc 100 in the unencrypted state
when the cohditions_(l) the recording/reproducing
appar;;ﬁé zoﬂlhas beep éuccessfully auﬁhenéicatéd; (2)
the MDOK flaé of'the'éontent data fé.be trénsférred is
active {the transfe:'is éuthdfized by the éopyright
holdér),.and'(3) check-in is disabled} are all satisfied.

| ConseQuently,&the“uSer can effeétively use the SDMI
network content recorded to the Mini Disc 100, théreby
enhancing the serviceability for users.' At the same time,

while the transfer is permitted under the above-mentioned
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three conditiopé, the SDMI network contént data cannot bé
transferred to other'apparatuses thén the SDMI¥compliaht
recofding/repréducing apﬁafatué 20B in'an unconditional
manner and, because the SDMI network content is
£ransferred in the encrypted state; the copyright
protection capability is'secufed.

Second examp;elof transfér.brocessing:

The fdllowing describes the second example of
transfer processing ﬁith réference'to the data path shown
in FIG. 7._.It'shou1d be noted that DP1l through DP8 are
generally the séhe as shown in FIG. 6 and their |
desgriptions-wiii'be skipped; énly the case in which.the
authenticated recofding/reprbducing'apparatus 20A is
'connéctéd ﬁo thefpersonal computer 1. The portion'which
differs from the first embodiment is indicated by dashed
lines in FIG. 7.

Whén the auﬁhénticaﬁed recording/reproduéing
apparatus 20A is qonﬁected to the connection section 11,
'_the following processing is executed.
| If the proééssing of transferring certain SDMI
network~conten£mste;ed in the.ﬁﬁD 5 to thé
recording/reproducing apparatus 20A is requested, the
transfer héndling rule check is first performed on the

SDMI network content (DP7). Namely, regardless whether
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| ;he connected.aﬁparatué.is the SDMI-compliant
recording/reproducing apparatus 20B or the authenticétéd
recording/reproduging apparatus 202, the ﬁpper limit oil
checkout count is checked.

For example, if only one checkout is permitted aé
the transfer handlinglrule for QDMI network content and
the SDMI nétﬁork content iﬁ question is found checked out
in the past to the SDMI-comﬁliant recofding/reproducin§
apparatgs 20B (unless this cqntént has been checked in),
then the transfer of this contént to the authenticated
~ recording/reproducing apparatﬁs:ZOA is disabled.

. If the transfer handling rule for'the-SDMI.nétwork
content has been clearéd, theﬁ the control signal
attached to the.SDMI_netwbrk content_is checked to see
whether or not the MDOK flég is active (DP7 to DP9).

If the MDOK flag is found off, the transfer of this
contént is disabled ({DP10) . |

| If the MDOK flag is found activé;'it~indicates that.'
this SDMI network content can be tragsferrgd to thé
seconaary recording medium side apparqtus 20a. In thié
cése, the.content.data are tra#éferred.oﬁ'the o
transmission path in the encrypted sﬁate. In the
recording/reproducing apparatus 20A, this network'content

is copied and recorded to the Mini Disc 100 in the
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decryptéd state.
 In this casé, too, any contenﬁ_data that have been

trénsferred once énd then copied and recorded to ﬁhe'Mini
Disc 100 cannot be checked in.

| In ;his transfer processing example, the transfer‘
of SDMI network conteﬁt to the recording/reproducing
apparatus 20A is pérmitted when the following conditipns
are satisfied; (1) the recording/feproducing'aﬁpafatus'
20A has been sucéessfully aﬂthenticated, (2)'£he MDOK
flag pf.the content data to be transferred is actiye {the
transfer is authorized by-tﬁé copy;igﬁt holderi, (3)
check-in is diséb;ed,_dhd (4) the trénéfef handliﬁg rule
for not identifying'the'destinatibn appar&tus of stI
network content has been cleared,. Then, the ﬁransfér to
the recbrding/répfoduéiné’apparétus 10A.is'petmitted and
the SDMi netﬁqu content can be'copiéd and recorded to
the Mini Disc 100 in'the decrypted state;

Consequentl&, the same efﬁect as with the above-
mentioned firéf exahple of transfer.processing:can‘be
obtained. At the.same time, the upper limit of pérmitted
copy*coﬁnt~is’ﬁot exceeded by means of the common |
transfer'handliné rule which does not identiff connected
apparafuses, so tﬁat thé copyright protection capability

becomes stronger than the first example of transfer
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processing.

In the_above-mentioned firét embodiment, éhe
-permitted.copy_count (the number of times checkout can be
pérfqrmed) of SDMI network content.from-the primary.
recording medium (HDD) té the sgcondary recording medium
(Mini Disc) is not festricted. In the above-mentioned
:lsecond embodiment, the_MﬁQK flég.is determined by
checking the-handiing rﬁle of éDMI network content, so
that the pgrmitﬁed copy”count of SDMI network conteht
from.the prim&ry.recordiﬁg medium to the secondary
récording mediuﬁ can be resﬁriqted. _Coﬁseéuéntly,:
stricter copyfight protéction COntr§1 can_be performed
than fhe first embodimeht.

Third example of tranéfer'processing:

The folloWing_describes the third example of
transfer processing with reference to the data path shown
in FIG. 8. It should be néteq' that DP1 through DP8 are
éenerally the same as shoﬁn in FIG; 6 and ﬁheir'
descriptions will.be skippéd: §nly_the case in which the
authenticated recordiné/reproducing.apparatus 20A is
--conhected to the perso#al éomputer 1.

When the authenticated reco?éing/reﬁtoducing
‘apparatus 20A is.connecﬁed to the connection section 11,

the following processing is executed.
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If the tfansfer of certain SDMI network content -
stored.in the HDD 5 to thé feéording/reproduéing
éppaiatgs ZOA is requgsted, the control signal attached
to this SDMI network content is'chécked to see whether or
not the MDOK fiag-islactive (DP9).

If.the MDOK flag is found off,lthe-transfér of this
céntent is ﬁot.pefmitﬁed (DPtho DP10) .

If.the MDbK fiag is found active, ﬁhen the transfer
'handling rule for the SDMI netwofk'content is checked

(bPli). This ¢heck is performed_independently of the
ﬁransfer handiing-éﬁeck 6f DP7 whicﬁ is executed when the
déstination"bf cpnneétisn is théTSDMI-compliant
récording/fepfodﬁdiné apparatus 20B. Namely, regardleés
of the checkout to the SDMI-compliant
'recording/reproducing-apparatns ZOB, ;he upper limit of
permitted copy count is predetermined and the requested
:tfahsfer is'checked if.it:is wifﬁin the dete:mined upper
'limit. .. |

If tﬁe requested-transféf ié found within the upper

limit.count, this transfer handling rule check is

- cleared; otherwise; the check is no good, thereby T

disabling the requested transfer (DP11l to DP10).
When the tranéfer handling rule check for the

recording/reproducing apparatus 20A has been cleared for
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the SDMI network content, this SDMI network conten# can

be transferred to the'recording medium éide apparatus 20A.
in this case, the content data are transmitted on the
transmission path in the encrypted state. In the
recording/reproducing apparatus 20A, the content data are
copied and recorded to the Mini Disc 100 in the decrypted
state.

In this cése,_too, any content'aata that have been
.transferred once and then copied and‘recorded to the Mini
Disc 100 canndt be checked in. |

In this_transfer processingléxamplé, ;he tranSfer'
of SDMI ngtwprk con#ent to the recording/reproducing
appar;tus 20A is permitted when the following conditions
are satisfied; (1) the recording/reprbducing apparatus
20A has beeh successfully authenticated, (2) the MDOK
flag of the content data-to be.transferred is active (the
~ transfer is authé:izeé by thé copyright holder), (3)
check-in is disabled, aﬁd (4) the tfansfer handling .rule
for the case where the destination of SDMI network
content data is the recording/reprbducing apparatus 20A
has been cleafedf Then, the transfer to the_
recording/reproducing apparatus 10A is pérmitted and the
SDMI network éoﬁtent can be copied and recorded to the

Mini Disc 100 in the decrypted state.

52



Consequently, the same effect as with the case
where the connected apparatus is the.
recording/reproducing apparatus_ZOA. "At the same time,
the transfer handling rule for'the_case where the
connected apparatus is the reCOrding/reproducing
apparatus 20A is checked as one of the transfer
perm1ss1on condltions, so that the copyright protectlon'
capability is stronger than the first example of transfer.
processing but less strict than the second example of
transfer processing. “Less strict" as-used herein denotes
that the authoriied usage,range of users-is widened to'
some extent and does not aenote that unauthorized copy..
activities are facilitated_(at ieast, these activities
are made more difficult by the copyright'protection
capability of the level of the first example of transfer
processing) .

Fourth example of transfer proce581ng.

The follow1ng describes the fourth example of
transfer processing_with reference to'the data path shown
in FIG; 9. It should be noted that DP1 through DP8 are
generally the same as shown in FIG. 6 and their
descriptions will be skipped. The-processing (DPS and
DP10) for transferring SDMI netuork contentlwhen the

authenticated recording/reproducing apparatus 20A is
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connected to.the ﬁersonal computér i ié the same as shown
in FIG. 5;

In what follows, the handling of SDMI disk content
will be described. |

When the ébove-menﬁionéd authgnticated
reCording/reproduCigg appafaﬁus 20A is connécted to the
coﬁnection.sedtioﬁ il and the'processing-of'trahsferring'
certain SDMI disk content‘stored in the HDD 5 to the
recording/reproduciﬁg.appéfatus 20A is requested, the
transfer of this éﬁMI disk content to the
recordinglrep?oducing aéparatus 20# is.permitted. Oh the
'transmissioﬁ path;.tﬁe content data aré:transmitted in
the encr&pted étate. Iﬁ the fedording/reprodﬁcing
apparatus 20A, the contén# data are copied aﬁd recorded
to thé Mihi Disc 100 in_the decrypted state.

In this case, tob, any content data that have been
transferreﬁ_oﬁcg'aqa'then copied;é#d recorded to the Mini
Disc 100 Cannoﬁ.bé.Checkéd“ih; |

In this e#améle of transfer processing, the
transfer of SDMI disk content to the
recofding/reproducihg épparatus 20A is.permitted and the
content data can be.copied and récorded to the Mini Disc
100 when the following conditions are satisfied; (1) the

recording/reproducing apparatus 20A has been successfully
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authenticated and (2) check-in is disabled.

Consequently, the hsage.range of the SDMI disk
content can also be'widened as copied to_the ﬁini Disc
100. At the same time; the copjright profection'
gapability can be seéured by that the transfer
destination appara;us is idéntified, check-in is disabled,
and the-traﬁsmission is made in the encryptéd state.

| In this exampie,-the MDOK flag check is not
performed'unliké the foregoing examples; This is because
the control inforﬁaﬁioﬁ such as MDOK flag is not iecordéd
tOIWidély'used CD-DA ahd.otheré. Hence, the intent of the
'qbpyfight holder is npt.reflected. 'However, this doés not
mean-that the copyright'protection'capability of the
fourth example of t:aﬁsfer pfgcessihg is insufficiéﬁt,
because, as for digitgl copy, the copy count is
controlled by the conventional SCMS (Serial Copy
Manaéemeng Systeﬁ).

In additipn,_ﬁhe-copyriéht protection capébilitf
for sSDMI diék content can be further enhanced by
performing the transfer handling rule check ﬁith the
transfer destination not identified or ijperforming the
transfer hgndliﬁg rule check with the

recording/reproducing apparatus 20A being the transfer

_destination.
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Thus; the prefefred embodiments of the pfesent
invention have been describéd by way of exémple. It will
be apparent Ehat the present invention is not limited to
these examples. |

For example; thé.data_transfer'processing
operations mentisned above are applicable to not ohly
SDMI content but also varibus_other data which require
cbpyrighﬁ protectioﬁ, |

The primafy recording medium is ﬁot only the HDD
but also many other storage devices.

It will aiéo be appérgnt that the secondary
reco¥ding medium and the secondary recordiﬁé mediﬁm side
apparatus 20A are no; énly the_Mihi Diéc and the Mini
Diéc player, but also various other devices. The
segondary recording me@ium 100 may also be CD-R; CD-RW,
DVD-RAM, DVD-R, DVD-RW, or memory card. Therefore, the
secondary recérding medium.side apparatus éok.pay-be any -
recordiﬁé device that is compatible with these recording
media.

In the foregﬁing description, the secondary
recording medium side apparatus is connected to the
personal computer, which ié the primary recording medium
side apparatus, in a wired or wireless manner and

copyrighted content data are transmitted in this
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configuration. It will be apparent that the personal
computer, which_is the primary recording medium side
apparatus, may be arranged with a slot for loading the
secondary recording mediun (MD, CD-R, or others) not
compliant with SDMI, thereby copying copyrighted content
data without using the secondary recording medium side
apparatus.

In the aboveéﬁentioned embodiments, the check-in.
from the secondary recording medium to the primary
recording medium is disabled from the personal computer.
It will be apparent'thattthis-diSablement may be
controlled from-the'secondary recording medium
recording/reproducing apparatus. |

” As described and according to the invention, tne
transfer of content data stored in the.primary recording
medium in the data transfer apparatus as the content data
to be copyright protected such as SDMI content for
example to the data recording apparatus is permitted 1f-
conditions_such.as the successful authentication of the
data recording'apparatus_connected to the data transfer
apparatus and thelprohibition.of the check-in from-the
data recording apparatus. Further; the transfer to the
data recording apparatus is permitted if the provider

{(copyright holder or server) of SDMI content permits the
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tranéfer._ Still further, the transfer to the data
fecbrding apparatus.is pérmitted if the transfer
perﬁission cohdifion specifying the upper limit of
permitted copy transfer count is satisfied. The data
reéording aﬁparatgs records the receivedlcontent data to
the secondary recording medium in the decryﬁted state.

| Consequently, tﬁe_éécondary reéording medium (for
example, Mini Dise) reéofded with content data can be
played back by con&éntiqﬁal plgyefs, thereby removing the
.unpecessary festrictions.to_the ﬁségé of_content. This
‘eventually enhanCes'thgléérviceabiiity to general users.

The permi;éioh of'doﬁﬁent traﬁsfer and copy under
these conditiops preventé the unconditidnal, unauthorized
.copy'of content from:taking place. 2ll content data on
the transmission paths are encrypted. These novel
configurations conﬁribute tp the protection of the
_éopyriéht of conten;;

While the-préferred embddiments of-the present
invention have been described using specific'terms, such
: deséription is for illustrative purposes only, and‘it is
to be ﬁhderstood that changes -and variations may be made
without departing ffom the spirit or scope of the

appended claims.
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CLAIMS

S+ . c L O Mo0§  o®

transfer means for transferring content data

1. A data transfer apparatus comprising:

'encrypted in a predetermined'nanner_from a first
recording means Which can store encrypted content data to
an-externai apparatus; |

discriminatiOn-means tor,ﬁakinéldiSCrimination
between a first external.apparatus which can'record'oniy'
encrypted content data to’'a second recording means
'accommodated 1n said external apparatus connected to said
data transfer apparatus and a. second external apparatus
which can record only decrypted content data to sa1d
second,recording:means} and

if said first e&ternaiiapparatus is discriminated
by said.discrimination means, control means for
. decrementing a transfer count of the encrypted content
data when transierring'said encrypted content data from
said first recording means.to said.external apparatus,
incrementing said transfer‘count_uhen said encrypted
content data are returned-from said first externai
apparatus, and disabling the transfer of said content
data from said first recording means to said external
~apparatus if said transfer count has exceeded a

predetermined limit value and,
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if said second external apparatus is determined by
gaid discrimination means, said control means disabling the

return of the encrypted content data from said second

extermal apparacus. | ) Ol 1
. * [ L [ ] (3 *

2. The data transfer apparatus according to claim 1,
wherein said second recording means accommodated in said

first external apparatus is a flash memory.

3. The data transfer apparatus according to claim 1
or 2, wherein said second recording means accommodated in

said second external apparatus is a magneto-optical disk.

4. The data transfer apparatus according to claim 1,

2 or 3, wherein said first recording means is a hard disk.

5. The data transfer apparatus according to any one
of the preceding c¢laims, wherein said second external
apparatus has decryption means for decrypting the encrypted
content data transferred from said data transfer apparatus,
recording the content data decrypted by said decryption

means into said second recording means.

6. The data transfer apparatus according to any one
of the preceding claims, further comprising:

first receiving means for receiving the encrypted
content data and a control signal from a content server;
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sgcond receiving means for receiving unencrypted
content data from a package medium; and

if said second external apparatus is discriminated by
said discrimination means, | determination means for
determiﬁing whether or not to transfer said content data
from said content server on the basis of said control

signal attached to said content data supplied from said

e e RN R OO DO A
' . . * ¢ "L ] s *

7. The data transfer apparatus accordiﬁg to.any one
of claims 1 to 5, further comprising:

first receiving means for receiving encrypted content
data and a control signal supplied from a content server;

second receiving means for receiving unencrypted
content data supﬁlied from a package medium; and

encryption means for encrypting said unencrypted
content data supplied from said package medium and received
by said second receiving means;

if said second external apparatus is discriminated by
said discrimination means, the content data encrypted by
said encryption means being supplied to said second

external apparatus.

8. The data transfef apparatus according to claim 6
or 7, wherein said control means restricts the transfer
count of said content data supplied from said content
server, said content data being transferred from said first
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recording means to said second external apparatus. : ||II|“| mI“ I“" “III “ |“l
. . & ¢ "t M - *

9. A data transfer system having a data transfer
apparatus and at least one of a first external apparatus
and a second external apparatus which can be selectively
connected to said data transfer apparatus, said data
transfer apparatus comprising:

transfer means for transferring content data encrypted
in a predetermined manner from a first recording means
which can store encrypted content data to an external
apparatus;

discrimination wmeans for making discrimination between
a first external apparatus which can record only encrypted
content data to a second recording means accommodated in
said external apparatus connected to said data transfer
apparatﬁs and a second external apparatus which can record
only decrypted content data to said second. recording means;
and

if said external apparatus is discriminated by said
discrimination means, control means for decrementing a
transfer count of the encryﬁted content data when
transferring said encrypted content data from said first
recording means to said external apparatus, incrementing
said transfer count when said encrypted content data are
returned from said first external apparatus, and disabling
the transfer of said content data from said first recording
means to said external apparatus if said transfer count has

62



exceeded a predetermined limit value and,
if said second external apparatus is discriminated by
said discrimination means, said control wmeans disabling the

return of the encrypted content data from said second

e s AR O N1
. * c L Mm-S * .

said second external apparatus comprising:

receiving meaﬁs for receiving the content data
encrypted in a predetermined manner from said transfer
means;

decryption means for decrypting said content data
encrypted in a predetermined manner received by said
receiving means; and

recording means for recording said content data

decrypted by said description means into said second

recording means.

"10. The data transfer system according to claim 9,
wherein said second recording means accommodated in said

first external apparatus is a flash memory.

11. The data transfer system according to claim 9 or
10, wherein said second recording wmeans accommodated in

said second external apparatus is a magneto-optical disk.

12. The data transfer system according to claim 9,10

or 11, wherein said first recording means is a hard disk.
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13. The transfer system according to any one of
claims 9 to 12, wherein said second external apparatus has
decryption means for decrypting the encrypted content data
transferred from said data transfer apparatus, recording

the content data decrypted by said decryption means into

s2id second recording means. AR} AR O
- * [+ L M 5 *

14. The data transfer system according to any one of
claims 9 to 13 further comprising:

first receiving for receiving the encrypted content
data and a control signal from a content server;

second receiving means for receiving unencrypted
content data from a package medium; and

if said second external apparatus is discriminated by
said discrimination means, determination means for
determining whether or not to transfer said content data
from said content server on the basis of said control
signal attached to said content data supplied from said

content server.

15. The data transfer system according to any one of
claims 9 to 13, wherein said data transfer apparatus
further comprises:

first receiving means for receiving encrypted content
data and a control signal supplied from a content server;

‘'second receiving wmeans for receiving unencrypted
content data supplied from a package medium; and
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encryption means for encrypting said unencrypted
content data supplied from said package medium and received
by said second receiving means;

if said second external apparatus is discriminated by
said discrimination means, the content data encrypted by

said encryption. means being supplied to said second

external apparatus.
D
Ll
16. The data transfer system according to claim 14 or
15, wherein said control means restricts the transfer count
of said content data supplied from said .content server,
said content data being transferred. from said first

recording means to said second external apparatus.

17. A data transfer method for transferring encrypted
content data from a data transfef apparatus having a first
memory which can store encrypted content data to a secoﬁd
memory accommodated in an external apparatus connected to
said data transfer apparatus, said data transfer méthod
comprising:

discrimination step for discriminating between a first
external apparatus which can record only encrypted content
data to a second memory accommodated in sgaid external
apparatus connected to said data transfer apparatus and a
second external apparatus which can record only decrypted
content data to said second memory;

if said first external apparatus is discriminated by
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said discrimination means, first control step for
decrementing a transfer couﬁt of the encrypted content data
when transferring said encrypted content data from said
memory to said external apparatus, incrementing said
transfer count when said encrypted data are returned from
said first external apparatus, and disabling the transfer
of éaid content data from said first memory to said
external apparatus if said transfer count has exceeded a
'predetermined limit value; and,

if said second external apparatus is discriminated in
said discrimination step, second control step for disabling

the return of the encrypted content data from said second

el spm— | R
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18. The data transfer method according to claim 17,
wherein said second wmemory accommodated in said first

external apparatus is a flash memory.

19. The data transfer method according to claim 17 or
18, wherein said second memory accommodated in said second

external apparatus is a magneto-optical disk.

20. The data transfer method according. to claim 17,

18 or 19, wherein said first memory is a hard disk.

21. The data transfer method according to any one of
claims 17 to 20, wherein, if the encrypted content data to

66



be stored in said first wmemory are supplied via a network,
control information is attached to said encrypted content
data and stored in said first memory, said data transfer
method further comprising:

judgement step for 3judging whether there is said
control information when transferring said encrypted
content data from said first memory to said second external
apparatus; and

if said second external apparatus has been
discriminated in said discrimination step, determination
step for determining whether to transfer said content data

supplied from a content server depending on the presence of

"l control Snfommtien ' VRN O OO0 O
. Tx - C.: L M s * .

22. The data transfer method according to claim 21,

further comprising:

restricting step for restricting a transfer count in
which said content data supplied from said content sexver
can be transferred from said first memory of said data

transfer to said second external apparatus.

23. The data transfer method according to any one of
claims 17 to 22, wherein, if encrypted content data to be
stored in said first memory are supplied from a package
medium and said second external apparatus has been
discriminated in the discrimination step, said encrypted
content data are supplied to said second external
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apparacus. O A

24. A data recording apparatus for receiving
encrypped. content data from a data transfer apparatus
having a first recording medium storing said encrypted
content data and records the received encrypted content
data to a second recording medium, comprising:

communication wmeans for performing bidirectional
communication with said data transfer apparatus;

authentication  processing means for performing
authentication with said data transfer apparatus through
gsaid communication means;

decryption means for decryptiﬁg said encrypted content
data supplied from said data transfer apparatus through
said communication means;

recording means for récording said content data
_ decrypted by said description means to said second
recording medium; and

control means for disabling the return of said content
data from said second recording medium to said data

transfer apparatus through said communication means.

25. A recording medium storing a computer-readable
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program for transferring encrypted content data from a
data transfer-apparatus naving a first memory storing
said.encrypted“content.data-to a second memory
accommodated in an;erternal-apparatusnconnected to said.
‘data transfer;apparatusy_safd_computer;readable program_
_comprisingff : | o

dlscrlmlnatlon step for d1scr1m1nat1ng between.a
flrst.external apparatus whlch can record only-encrypted
-content data to a second memory accommodated 1n sa1d
external apparatus connected to sald data transfer
apparatus and-a second external apparatus whlch can
record only decrypted content data to sa1d second memory;

1f sa1d flrst_external apparatus 1s_dlscram1nated
in sald d1scr1m1natlon step, first control'step for
decrementlng a transfer count of the encrypted content
data when transferring said encrypted content data from
said first'memory to said externallapparatus,
incrementing said'transfer count'when'said encrypted data
are returned from'said;first external apparatus, and
disabling the transfer of said content data from said
first memory to said external apparatus=df;said.transfer
count has exceeded adpredetermined'limit'value; and,

if said second external apparatus is discriminated

in said discrimination step, second control step-for
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dlsabllng the return of the encrypted content data from

said second external apparatus. AR 0 A1 T lI||
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