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DESCRIPTION
CRYPTOGRAPHIC PROCESSING DEVICE, CRYPTOGRAPHIC PROCESSING

METHOD, AND PROGRAM

This disclosure relates to cryptographic processing
devices, cryptographic processing methods, and programs
More particularly, this disclosure relates to a

cryptographic processing device that involves symmetric-

key cryptography, a cryptographic processing method, and

& program.

aticn-oriented socliety develops, the

E
information security technology for
information being handled becomes
he elements of the information security
techmology 1s cryptographic technology, and the

cryptographic technology is being currently used in

various products and systems.

There are various cryptographic processing
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algorithms, and one of the basic techniques is so-c ed

o

Y

symmetric-key block cryptography. In symmetric-key block
cryptography, the key for encryption and the key for
decryption are the same. In koth an encrypting operation
and a decrypting operation, keys are genevated from the
common key, and a data converting operation with a

certain block data unit such as 64 bits, 128 bits, or 2586
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bits is repeatedly performed.
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{0004

End

wWidely known symmetric-key block cryptographic
ES (Data Bncryptilon Standard), which

algorithms include D
1 a former standard in the U.8., and AES {Advanced

Encryption Standard), which i1s the current standard in

i

the U.8. 0Other varicus symmetric-key block cryptographic
technigues are still being suggested today, and CLEFIA,
which was suggested by Sony Corporation in 2007, is also
one of symmetric-key block cryptographic technigues.
[0005]

Such a symmetric-key block cryptographic algorithm

“fy

is formed wainly with a cryptographic procegsging unit
that has a round-function executing unit that repeatedly
converts input data, and a key scheduling unit that
generates round keys to be used in the respect
of round function units. The key scheduling unit first
generates an enlarged key with an increased number of

bits !
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g master key (a wmain key) that is a secret
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key, and then generates round keys {(sub kevys) to be used
in the regpective round function units of the
cryptographic procesgsing unit based on the generated
enlarged kevy.

[000E]

As a specific structure that executes such an
algorithm, thera is a known structure that repeatedly
executes a round function including a linear
transformation unit and a nonlinear transformation unit.

Typical example structures include a Feistel structure

- T T - 7 o s 1 % o e P, G
and a generalized Feistel structure each have a structure
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that transforms a plain text into a cipher text through a
simple repetition of a round functicn including F-
functions as data conversion functions. In esach F-
function, linear transformation and nonlinear

~

Parent Document 1 and

cr

ransformation are performed. Non-
Non-~Patent Document 2 are examples of documents that

istel
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disclose cryptographic proce
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sing using a F

One of the indications used in ev

}]

luating security
of block encryption is diffusion properties. The

propertvies can be regarded as properties that spread [(ox
diffuse) input data changes into output data, and, in

secure block encryption, influence of such changes in the

tted to the output

e
( t

input data is expected to be transm

data as fast as posgsibie.

It can be predicted that, to improve diffusior

o

properties, an increase in the number of round functlion
repetitions will be effective, for example. However,
there are no conventional technigues disclosed to improve
diffusion properities with a smaller number of round-

function repetitions.
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Provably Secure and Not Relying on Any Unproved
Hypotheses. CRYPTO 1989:461-480

SUMMARY OF THE INVENTION
PROBLEMS TO BE SOLVED BY THE INVENTION
[oo10]

This disclosure is being made in view of the above
described circumstances, for example, and embodiments of
the present invention provide a cryptographic processing
device that has a high level of security with improved
diffusion properties, a cryptographic procesgsing method,

and a program.

SOLUTIONS TO PROBLEMS
[0011]

According to a first aspect, there is provided a
cryptographic processing device comprising

a cryptographic processing unit configured to
divide and input constituent bits of data to be subjected
to data processing into a plurality of lines, and
repeatedly perform a data converting operation on the
data in the respective lines by using a round function,

wherein

the cryptographic processing unit has a structure
designed to input n/d-bit data formed by dividing n-bit
data as input data by a division number d to the
respective lines, and repeatedly perform a calculation as
a round calculation including the data converting
operation using the round function,

the cryptographic processging unit performs an

operation in which the n/d-bit data of each line having
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output data of the round calculation is redivided into
d/2 sets of data, the redivided data is recombined to
restructure 4 sets of n/d-bit data different from output
data of a round calculation of a previous stage, and the
restructured data is set as input data for a round
calculation of the next stage,

the round function includes an F-function and an
exclusive OR operation to be performed on a output or an
input of the F-~function with data of another line, and

the cryptographic procesging unit sets a result of
the round calculation of the previous stage as the input
to the round calculation of the next stage by performing
an operation that satisfies the following distribution
conditions (1) through (3):

(1) P-function input-side data series are
distributed to XOR-side data series of the next round
function,

(2) XOR-side data series are distributed to F-
function input-side data series of the next round
function, and

(3} each one of data serieg divided into d/2 sets
is distributed to d/2 data series of the next round

function without overlaps.



10

15

20

25

[0012]

Further, in an embodiment of the cryptographic
processing device of this disclosure, the round function
includes an F-function that includes a calculation using
a round key, nonlinear transformation, and linear
transformation, and an exclusive OR operation between an
output or an input of the F-function and the data of
another line.

[0013]

Further, in an embodiment of the cryptographic
processing device of this disclosure, the cryptographic
processing unit sets the result of the round calculation
of the previous stage as the input to the round
calculation of the next stage by performing an operation
that satisfies the following distribution conditions (1)
through (3):

(1) F-function input-side data series are
invariably distributed to XOR-side data series of the
next round function,

(2) XOR-side data series are invariably distributed
to F-function input-side data series of the next round
function, and

(3) each one of data series divided into d/2 sets
ig distributed to d/2 data series of the next round
function without overlaps.

[0014]
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Further, in an embodiment of the cryptographic

- A S

processing device of this disclosure, the cryptographic

, al structure

processing unit has a generalized Fels
b
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t
waving equal to or greater than 4 as the division number

Further, in an smbodiment of the cryptographic
processing device of this disclosure, the cryptographic
processing unit performs an operation in which d = (d/2)
sets of redivided data are generated by redividing n/d-
bit data of each of d lines having output data of the

o
round caliculation into d/2 sets of data, d/2 sets of

=
0
‘l_l -
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]
o

redivided data selected frow rent lines among the d
recombined to restructure d sets of n/d-bit data
different from the output data of the round calculation
of the previous stage, and the restructured data ig get

as the input data for the round calculation of the next

Further, in an embodiment of the cryptographic
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processing device of this disclosure, when all the output

bits are in a diffusion state that satisfies the

(Y

following twe conditions, or when the output bits are
expressed in a relational expression with input bits, the
cryptographic processing unit has a structure that
realizes a full diffusion state satisfying the following
two conditions:

{Condition 1) all the input bits are included in

the relational expression, and

r

{Condition 2} all the input bits have passed
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through the round function at least once.
(00173

Further, in an embodiment of the cryptograph

vrocessing device of this disclosure, the cryptographic
processing unit further realizes the full diffusion state
through four rounds of round calculations.

[0018]

Further, in an embodiment of the cryptographic

o

. N W gy i~ AR P <7 . -} . » - -
processing device of this disclosure, the connection
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structure thai determines an input-output relationship

betwsen the cutput data of the round calculation of the

calculation of the next stage i1s a connection structure
gelected from connection gtructures that have 4/2 sets of

2n/d-bit data as units that are the data generated by

combining d » (d/2) sets of redivided data generated
through a redividing operation performed on the n/d-bit
data in the lines having the output data of the round

{6018]
Further, in an embodiment of the cryptographic

processing device of this disclosure, the cryptographic

Further, in an embodiment of the cryptographic

processing device of this disclosure, the operation to

round
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restructure redivided data of the respect
calculations in the cryptographic processing unit

includes: distributing the redivided data of round-

O
i

function input-zside series the previous stage to XOR-

side series of the next stage in accordance with a
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predetermined rule; and distributing the redivided data
of the XOR-side series of the previous stage to the
round-function input-side series of the next stage in
accordance with a predetermined rule.

[0021]

Further, in an embodiment of the cryptographic
processing device of this disclosure, the cryptographic
processing unit performs an encrypting operation to
transform a plain text as input data into a cipher text,
or a decrypting operation to transform a cipher text as
input data into a plain text.

[0022]

According to a second aspect, there is provided a
cryptographic processing method implemented in a
cryptographic processing device,

the cryptographic processing method comprising

a cryptographic processing step of dividing and
inputting constituent bits of data to be subjected to
data processing into a plurality of lines, and repeatedly
performing a data converting operation on the data in the
respective lines by using a round function,

wherein

the cryptographic processing step includes
inputting n/d-bit data formed by dividing n-bit data as
input data by a division number d to the regpective
lines; and repeatedly performing a calculation as a round
calculation including the data converting operation using
the round function,

the cryptographic processing step includes an
operation in which the n/d-bit data of each line having

output data of the round calculation is redivided into
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d/2 sets of data, the redivided data is recombined to
restructure d sets of n/d-bit data different from output
data of a round calculation of a previous stage, and the
restructured data is set as input data for a round
calculation of the next stage,

the round function includes an F-function and an
exclusive OR operation to be performed on a output or an
input of the F-function with data of another line, and

the cryptographic processing step includes setting
a result of the round calculation of the previous stage
as the input to the round calculation of the next stage
by performing an operation that satisfies the following
distribution conditions (1) through (3):

(1) F-function input-side data series are
distributed to XOR-side data series of the next round
function,

(2) XOR-side data series are distributed to F-
function input-side data series of the next round
function, and

(3) each one of data series divided into d/2 sets
ig distributed to d/2 data series of the next round

function without overlaps.
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According to a third aspect, there is provided a
program for causing a cryptographic processing device to
perform cryptographic processing,

the program causing a cryptographic processing unit
to carry out

a cryptographic processing step of dividing and
inputting constituent bits of data to be subjected to
data processing into a plurality of lines, and repeatedly
performing a data converting operation on the data in the
respective lines by using a round function,

wherein

the cryptographic processing step includes:
inputting n/d-bit data formed by dividing n-bit data as
input data by a division number d to the respective
lines; and repeatedly performing a calculation as a round
calculation including the data converting operation using
the round function,

the cryptographic processing step includes an
operation in which the n/d-bit data of each line having
output data of the round calculation is redivided into
d/2 sets of data, the redivided data is recombined to
restructure d sets of n/d-bit data different from output
data of a round calculation of a previous stage, and the
restructured data is set as input data for a round

calculation of the next stage,
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the round function includes an F-function and an
exclusive OR operation to be performed on a output or an
input of the F-function with data of another line, and

the cryptographic processing step includes setting
a result of the round calculation of the previous stage
as the input to the round calculation of the next stage
by performing an operation that satisfies the following
distribution conditions (1) through (3):

(1) PFP-function input-side data series are
distributed to XOR-side data series of the next round
function,

(2) XOR-side data serieg are distributed to F-
function input-side data series of the next round
function, and

(3) each one of data series divided into d/2 sets
ig distributed to d/2 data series of the next round
function without overlaps.

According to a fourth aspect, there is provided a
cryptographic processing device comprising

a cryptographic processing unit configured to
divide and input constituent bits of data to be subjected
to data processing into a plurality of lines, and
repeatedly perform a data converting operation on the
data in the respective lines by using a round function,

wherein

the cryptographic processing unit has a structure
degigned to input n/d-bit data formed by dividing n-bit
data as input data by a division number d to the
respective lines, and repeatedly perform a calculation as
a round calculation including the data converting

operation using the round function,
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the cryptographic processing unit performs an
operation in which the n/d-bit data of each line having
output data of the round calculation is redivided into
d/2 sets of data, the redivided data is recombined to
restructure d sets of n/d-bit data different from output
data of a round calculation of a previous stage, and the
restructured data is set as input data for a round
calculation of the next stage, and

the cryptographic processing unit performs an
operation in which d x (d/2) sets of redivided data are
generated by redividing n/d-bit data of each of d lines
having the output data of the round calculation into d/2
sets of data, d/2 sets of redivided data selected from
different lines among the d lines corresponding to the
divigion number d are recombined to restructure d sets of
n/d-bit data different from the output data of the round
calculation of the previous stage, and the restructured
data i1s set as the input data for the round calculation
of the next stage.

According to a fifth aspect, there is provided an
information processing device comprising:

a processor configured to execute a program;

a memory storing the program; and

a cryptographic processing unit configured to
divide and input constituent bits of data to be subjected
to data processing into a plurality of lines, and
repeatedly perform a data converting operation on the
data in the respective lines by using a round function,

wherein
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the cryptographic processing unit has a structure
designed to input n/d-bit data formed by dividing n-bit
data ag input data by a division number d to the
respective lines, and repeatedly perform a calculation as
a round calculation including the data converting
operation using the round function,

the cryptographic processing unit performs an
operation in which the n/d-bit data of each line having
output data of the round calculation is redivided into
d/2 sets of data, the redivided data is recombined to
restructure d sets of n/d-bit data different from output
data of a round calculation of a previous stage, and the
restructured data 1s set as input data for a round
calculation of the next stage,

the round function includes an F-function and an
exclusive OR operation to be performed on a output or an
input of the F-function with data of another line, and

the cryptographic processing unit sets a result of
the round calculation of the previous gtage as the input
to the round calculation of the next stage by performing
an operation that satisfies the following distribution
conditions (1) through (3):

(1) F-function input-side data series are
distributed to XOR-side data series of the next round
function,

(2) XOR-side data series are distributed to F-
function input-side data series of the next round
function, and

{(3) each one of data serieg divided into d/2 sets
ig distributed to d/2 data series of the next round

function without overlaps.
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It should be noteg that the Program of this



10

15

20

25

30

10

disclosure is a program that is recorded on a storage
medium and is then provided to an information processing
device or a computer system that can execute various
program codes, for example. ‘As a program executing unit
in an information processing device or a computer system
executes such a program, operations according to the
program are performed.

[0025]

Other aspects, features, and advantages of this
disclosure will become apparent from the detailed
description below in conjunction with the later described
embodiments of the present invention and the accompanying
drawings. In this specification, a system is a logical
integration of devices, and each of the component devices

ig not necessarily located in the same housing.

EFFECTS OF THE INVENTION
[0026]

According to an embodiment of this disclosure,
cryptographic processing with improved diffusion
properties and a high level of security is realized.

Specifically, a cryptographic processing unit
divides and inputs the constituent bits of the data to be
subjected to data processing to lines, and repeatedly
performg & data converting operation using round
functions on the data of the respective lines. The
cryptographic processing unit inputs n/d-bit data
obtained by dividing n-bit data as input data by a
division number d to each line, and repeatedly performs a
round calculation that is a calculation including a data

converting operation using round functions. The n/d-bit



data in each line having output data of the round
calculations is divided into 4/2 sets of data, and the
divided data are combined to restructure d sets of n/d-

kit data that are different from the output data of the

5 round calculations of the previcus stage. The

restructured data is get as the input data for the round
calculations of the next stag With this structure,
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EF DESCRIPTION OF DRAWINGS
[0027]

FPig. 1 is a diagram for explaining an n-hit
symmetric-key block cryptographic algorithm compatible

15 with the key length of k bits.

'z}

ig. 2 is a diagram for explaining a decryption
algorithm corresponding to the n-bit symmetric-key block
cryptographic algorithm compatible with the key length of
k bits shown in Fig. 1.

20 Fig. 3 is a diagram for explaining a relabtionghip

between a key scheduling unit and a data encrypting unit.

Fig. 4 is a diagram for explaining an example
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round function having a Felstel structure.

Fig. 7 is a diagram for explaining an example of an
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36 Fig. & is a diagram for explaining an sxample o
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structure of a linear transformation procegsing unit.
Fig. 11 is a diagram for explaining a diffusion
state in block encryption with a Feistel structure.

Fig. 12 1s a diagram for explaining a diffusion
state in block encrvption with a F

Feistel structure.

Fig. 13 1is a diagran for explaining a diffusion
state in block encryption with a 4-line generalized
Felstel structure using two F-functions in one stage.
Fig. 14 is a diagram for explaining a diffusion
state in block encryption with a 4-line cgeneralized

.

Feistel structure usging two F-functionsg in one stage.
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Fig. 16 is a diagram for explaining a conventional

generalized Felstel structure in a case where d is 6.
Fig. 17 is a diagram showing an example of paths

with which a full diffusion state 1s achiesved in a
conventional generalized Felstel structure in a case

Fig. 18 is a diagram for explaining an example
structure in which the number of full diffusion rounds

made smaller than that with a conventional structure

changil

-

1g inter-round lines in a case where the division

ig. 19 is a diagram showing an example of paths



changing inter-round lines when the division number d is
6 or greater.
Fig. 20 is a diagram for explaining a cryptographic

5 processing structure as an embodiment of this disclosure.

Fig. 21 is a diagram for explaining an example case

where d 1 4 as an embodiment of this disclosure.
Fig. 22 shows an example of paths with which the
full diffusion state is achieved by this method in a case

10 where & is 4.
ig. 23 is a diagram for explaining an exampls case
where d is 6 ag an embodiment of this disclosure.

Fig. 24 shows an example of path

n
=
o
Iy
>
)
g
ot
)
O
vy
)
o

full diffusgion state is achleved by this method in a case
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Fig. 25 is a diagram showing an example structura

in which each set of n/d-pbit data is divided by in a

%]

cagse where d is 6.
Fig. 26 is a diagram showing part of the
20 relationship among the division number d of n-bit input

data, the division number p of each set of n/d-bit data

:
and the number of full diffusion rounds.
Fig. 27 is a diagran showing an example structure
in which F-function input-side data seriegs and XOR-gide
25 data series are divided in different manners frow each
other.
Pig. 28 is a diagram showing an example structure
that is the same as the example structure shown in Fig.
21, except for the insertion positions of enlarged kevs.
30 Fig. 25 is a diagran for explaining a more

efficient data distribution method.
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ig. 30 is a diagram for explaining a more
efficient data distribution method.
Fig. 31 is a diagram for explaining a more

efficient data digtribution method

H

lg. 32 is a diagram for explaining involution

}n

stel structure.

it

properties of a Fe
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ig. 33 is a diagram for explaining involution
properties of & Felstel structure.

Fig. 34 is a diagram showing a type of a 4-line

structure that can achieve excellent diffusion propertie

Fig. 3% is a diagram for explaining an operation Lo

achieve involution properties.

Fig. 36 is a diagram for explaining an sxample

'
o
7

structure that has involution properties in a 4-line

1}
ot
64

37 is & diagram for explaining an example
structure that has involution properties in a 6-line (d

£} structure.

Fig. 38 is a diagram for explaining an example
structure that has involution properties.

Fig. 392 is a di

o

gram for explaining an example
structure that has involution properties.

Fig. 40 is a diagram showing an example structure

i

of an IC medule 700 as a cryptographic processing device.

MODES rFOR CARRYING OUT THE INVENTION
[coza]

The fol

~

lowing is a detailed description of a

r__)

cryprtographic processing device, a cryptographic
processing method, and a program according to this

disclosure, with reference to the drawings. Explanation
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will be made in the order of the following chapters.

1. Cutline of symmetric-kev block cryptography

(2-2) Cenventiocnal example structure taking
diffusion properties into account
3. Example structure with improved diffusion

properties according to this disclosure

4. Example structure having more afficilient data

5. Example structure with involution properties
. Exampie structure of a crvptographic processing
device

7. Summary of the structures according to this

[1. Outline of Symmetric-Key Block Cryptography]

First, symmetric-key klock cryptography is brief

h
—
&

describe

”),

(1-1. Symmetric-key block cryptography)
Symmetric-key block cryptography (hereinafter
referred to as block encryption) is defined as follows.

In block encryption, a plain text P and a key K are

received as inputs, and a cipher text C is output. The
pit length of a plain text and a cipher text is referred

to as the block size, and ig represented by n herein.

Although n may be any integer value, n is normally a
value uniquely determined for each block encryption
algorithm. Block encryption using n as the block length

may also be referred to as n-blt block encryption.

{00307
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of a key is represented by k. A key

may have any integer value. Each
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cryptographic algorithm is compatible with one or more
key sizesg., For example, a block encryption algorithm A
has a block size of n = 128, and may be compatible with

key sizes of k = 128, 192, and 256.

Fig. 1 is a diagram of an n-bit symmetric-key block
encryption algorithm E compatible with the key length of

k bits.

A decryption algorithm D compatible with the
encryption algorithm E can be defined as the inverse
function B of the encryption algorithm E. A cipher text
C and a key K are received as inputs, and a plain fext P

ig output. Fig. 2 is a diagram showing the decryption

algorithm D compa e with the encryptiocn algorithm E
shown in Fig. 1

Rlock encryption can be divided into two units.
One is a "key scheduling unit® that inputs a key K and
outputs an enlarged key K' {(kit length k') formed by

extending a bit length through a predetermined step, and

the cther one is a "data encrypting unit® that receives
the plain text P and the enlarged key K' from the key

scheduling unit, converts the data, and cutputs the

The relationship between the two units is shown in
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1-3. Data encrypting unit)

The data encrypting unit used in the following
embodiments can be divided into processing units called
round functions. A round function receives two setg of
data as inputs, and outputs one set of data after
processing the data therein. One set of the input data

i

-bit data being currently encrypted, and the output
G

o

O
b

the round function in a round 1s supplied as an input

o+
e}

the next round. The other set of the input data is

o
oy

e data of part of the enlarged key that is output from

the key scheduling unit, and thisg key data is called the

round key. The total number of the round functions is

called the total number of rounds, and is a value that is

’)

n
D

:t beforehand for each encryption algorithm. Here, the

total number of rounds 1s represented by R.

Where the input data of the first round counted

from the input side of the data encrypting unit is

¥

represented by X., the data that is input to the ith

bt
~

round function is represented by X;, and the round key is
representad by RK:, the entire data encrypting unit is

expressed as shown in Fig. 4.

(1-4. Round functions)

The round functions can have various forms,
depending on block encryption algorithms. The round
functions can be classified on the basis of the
structures employed by respective encryption algorithms.

1

structures inciude a SPN structure, a
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Feistel structure, and an extended Feistel structure
[0026]

(a) gPN-structure round functicn

A structure that performs an exclusive OR coperation
with a round key, a nonlinear transformation, and a
linear transformation on all the n-bit input data. The
order of the respective operaticns is not particularly
get. Fig. 5 shows an example of a round function having

18 SPN gtructure.

{b) Feistel structure

>

J o g
St-Ru
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n-kpit input iz divided intc two sets of n/2-
bit data. One ©of the sets of the data and a round key

/

are input tvo a function (an F-function), and the output

and the other one set of the data are subjected to
exclusive OR. The right and the left of the dats are

then replaced with each other, to form ocutput data. The
inner structure of the F-function may be of any of

various types, but is basically realized by a combination

G

of an exclus OR operation with round key data, a
inear transformation, like a
SPN structure. Pig. & shows an example of a round
function having the Feigtel structure.

(o028}

() Bxtended Feistel struchture

An extended Feilstel structure differs from a
Feigtel structure in that the number of data divisgions is
3 or more, instead of 2 Wher he number of divisions
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considered suitable for small-size implementation. Fig.
7 shows an example of an extended Feigtel structure in a

case where 4 is 4, and two F-functions are used i

el
Y
-
B
-t
fwk.
)
O
Pt
@

o]
m

round. ¥Fig. 8 shows an example of an

D

extende

@®

:d Feistel structure emploved in a case where 4 is

?—h

8, and one P-function is uged in one round.
100397

{1~5%. Nonlinear Cransg

]
e

formation processing unit)

unit tends to

4!

4 nonlinear transformation processing

nav

04

high implementation costs where the size of data t
be input is large. To avoid that, targe

y

"
into two or more units, and a nonlinear transformation it

.
1in

O

example, where th

r'r 3

ut size is ms bits, input data is

divided into m sets of s-pkit data, and a nonlinear
transformation having an s-bit input and output is
performed on =ach of the m sets of s-bit data. Those s-

Dift nonlinear transformationg are called $-boxes herein.

(1-6. Linear transformation processing unit)

A linear transformation processing unit can be

i

defined as a matrix, in view of the characteristics
therecf. The elements of the matrix may be normally

ements of

1__:

aricus forms, such as the e

Q;
[
!
<
o

expresse

GF(2%) or the elements of GF(2}. Fi

r_,a

g. 10 shows an
example of a linear transformation processing unit that

has an ms-bit input and ocutput and is defined by an m x m
matrix defined on GF (2

{00

}lﬁr

1

Rt

O
o
F
’“J
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Diffusion properties are now briefly described

before cryptographic processing of this disclosure is
explained.

[0042]

are used as one of the indications used in @valuating

regarded as properti@? that spread {(or diffuse) input
data changes into output data, and, in secure block
encryption, influence of such changes in the input data

is expected to be transmitted to the ocutput data as fast

In the following, "diffusion state®, "full

diffusion state", and "number of full diffusion rounds®

In a case where an output bit is written as a
relational expression of input bits, and the relaticnal

u
atisfies the conditions shown bslow, the

?};
s
s
]
0
w
'..J
9]
;

]

state of the output bit is defined asg the "diffusion

e incliuded in

=

{(Condition 1) All the input bits a:
the relational expression.
{Condition 2) All the input bits have passed

through a und function (an F-function) at least once.

Further, a state where all the output bits are in
the diffusion state is defined as the "full diffusion

The minimum number of rounds {(the numbker of
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repetitiong) reguired to achieve the full diffusion s

t
3}
ot
i

is defined as the "number of full diffusion rounds”.

Referring now to block encryption with the Feistel

structures shown as gpecific examples in Pigs. 11 and 12

described in detail. Fig. 11 shows
an example structure of a round function of block
encryption with a Feistel structure, and Fig. 12 shows a
structure in whnich the round function is repeated three

times.

{(i+1)th, and (i+2)th rounds (or on the left side of the
(i+1)th, {i+2)th, and (i+3)th inputs), and n/2-bit
wr . 2 2 - L e = . .

Xia®, Hi2®, and Xi2® on the right sides of the outputs of

the ith, (i+1)th, and (i+2)th rounds (or on the right

side of the (i+1)th, (i+2)th, and (i+3)th inputs) can be
ch expressed as follows by using the ith round inputs

¥t and X%, and round keys RX;*, RK:?, and RK; .

E‘(in.nl ""IRW‘ ﬂ*)f \Xz) _,’)X]

Hi

Xi+s' = F(RKi+zb, Xita’) (4) K42

F(REK 42", FARK+1, Kikr ) (#) Xs+1?) (#) Kias°

F(RK.+2', F(RKs+ ", FIRK:Y, XiM) (#) %% ) (+) %) (+) F(RK;
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1

In the above exprsssion, F(X,

data obtained by transforming data

=

usi

.
]

g a parameter X, and {(+)} re

of each bit.
[0050]

o Yoy Q3 = -
n the diffusicn

=N

X;.o 18 not

passed through an F-function. Koot

input data X;* and X;°, and the input data is

inputs to an F-function.

ig in the diffusion state

¢ . b8 ‘. » . 3o . :
gaid that X,y 1s in the diffusion

o

ince X;° has not passed through an

in the diffusion

state,
fo0s2]
regults, the

From the above

so3t and X:.,° are both in
the full diffusion sta

the

he maid that

can be seen the above,

rounds of the block encryption with

Am

A

uctures shown in

=

i

[0

(]

533

regents

with the input

Accordingly, it

in the

F-function.

e 15

number of

X} represents the

X with an P-function

the exclusive OR

data X;b and X%,

state, Dbecause X;° has not

is expressed with the

3o " . N
Xi.17 18 not in the
diffugion state,

2 ’
Xia® is

satisfying the conditions.

{(i+3)th round outputs

and it can
achieved. AS
diffusion

the Feigtel
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and a nonlinear function {(an F-functicn), and therefore,

ig probably vulnerable to various kinds of attacks.

Particularly, diffusion properties are used as an

£

~

indication in directly estimating security against

'—"

attacks such as impossible differe al attacks and

saturation attacks. It can be sald that better diffusio

=

properties are achieved with a smaller number of full

diffugion rounds.

Figs. 13 and 14 show other examples. These

drawings show 4-line generalized Felstel st

’ﬁ

uctures using

Fig. 15 shows repercussions of a change in a case
here n-bit input X; of the ith round is divided intc
four n/4-bit data, and the change is made only to part of

the fourth n/4-bit data (represented by X;%).

In the drawing, the thick dashed line indicates

(o8

ata being transmitted in a state where the change in the

ot

i

3

put has not passed through an F-function, and the thick

ine

—F
foi-
m
(=N

indicate data being transmitted in & state whe
the change in the input has passed through an F-function
t least once. Also, it is assumed that each output bit
of the F-functions is affected by all the input bits of
the F-functions. Ag described above, the number of full
diffusion rounds can be determined by calculating the
number of rounds reguired before all the output bits are
affected by a virtual change in various input bits. In

practice, it is known that the number of full diffusion

functions in one stage is 5, with d being 4.
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(2-2) Conventional example structure taking

diffusion properties into account

It is widely known that a d-line generalized

Feistel structure using 4/2 Functions in one stage do

have very good diffusion properties, and the number of

Patent Document 3 (7. Suzaki and K. Minematsu, "Improv
the Generalized Feistel®, FSE 2010, LNCS6147, pp. 18-3
20205, for example.
[6058]

Fig. 16 shows a conventional generalized Feistel

diffusion rounds is d+1. This is disclosed in Non-

ing
9,

structure where d is 6, and Fig. 17 shows an example of

paths with which the structure is in the full diffusion

e

glate.,

(00597

To solve the above problem, Non-Patent Document

suggests & structuring method that can make the number

full diffusion rounds smaller than that in 2 conventio

structure in a case where the division number d is esgu
tce or greater than &, &y changing inter-round lines fo
each set of n/d-bit data formed by dividing data into
sets.
[00E0)

Fig. 18 illustrates this structuring method in a

3

of

nal
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The numbers of full diffusion rounds achieved in

this structure are 5, 6, 7, 8, 8, and 8 in cases where 4d
is 6, 8, 10, 12, 14, and 16, respectively. As can be
gseen from that, better diffusion properties than thos
with (d+1) rounds of a conventional structure are
achieved. However, thig structure is not effective in a

~

tase where d 1is 4, and the number of full diffusion

0

rounds cannot be made smaller than that.
(006173
Non-Patent Document 4 (Suzakil, Tsunoo, Kubo, and
lawabata, "Proposal of a structure having diffusion layer
orporated into a gener zed Feistel structure!,
S2008, 2008) suggests a structure that makes diffusion
properties better than thosge of a conventional structure
performing a linear operation on each set of n/d-bit
data formed by dividing data into d sets. In this
structure, however, a means of implementation for linear

operations is required, resulting in higher

implementation costg.

[3. Example Structure With Improved Diffusion
Properties According to This Disclosure]
In view of the above described problems, this

disclosure suggests a structuring method for achieving

better diffusion properties in a generalized Feistel

structure without an increase in implementation coste.
6

in a d-line generalized Feistel structure of this
constitution, n-bit input data is divided into d sestg of

n/d-bit data, and F-functicn processing and an exclusive

o
w
Q
e}
o
H
o
T
fo2-
G
3
o
5]
®
J
M

rformed on each of the 4 sets, ag in a
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conventional structure (step 1 in Fig. 20}.
{0064]

The data series that are input to the F-functions
at this point are referred to as the F-function input-

gide data series, and the data series that are subjected

to exclusive OR are referred to as the X0R-side data

(each corresponding line) is

o
further redivided into 4/2 sets {the division at this

The data redivided into 4/

]

2 sets in each seriss
(each line) 1s distributed in accordance with the

following rules (step 2 in Fig. 20).

-
=3
o
M
b1}
1
h
vl
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fod
ot
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invariably distributed to the XOR-side data series of the

o
®
M
i
r
o
b
ot
£
h
o
5
0
T
F_J,
O
=

(2} The XAOR-side data series are invariably
listributed to the F-function input-side data series of
the next round function.

(3) Each one of data series 4

e

vided into 4/2 sets

ig distributed to d/2 data series of the next round

maA L

Y . ~

function without overlaps.

After the above described distribution, each set of

Ve e

i

data divided into d/2 ssts is integrated into one set of

).

s8]
-

data {(step 3 in Fig.
- -

The above is repeated a reguired number of times.

ig. 20 shows an example structure in which the
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In this structure, the number of full diffusion
rounds can be 4, regardlesg of the number d of data
divisions.
i0088]

The reasgonsg that this method satisfies the
condition that the number of rounds reguired to realize

full diffusion is 4, regardless of the division number d,

(1} Any change in input data in the ith round
affects at least one F-function in the (i+i}th round.

(2) At least one of the XOR-~gide data series in the

u
(3) The data in the diffusion state among the XOR-
gide data series in the (i+1)th round is further dividec

into d/2 sets, and affects all the 4/2 FP-functions in the
12

f}_}

(i+2)th round. Accordingly, all the XOR-si data series
in the (i+2)th round are in the diffusion state.

(4) As the XOR-side data series in the {(i1i+2)th
round are the F-function input-side data seriesg in the
(i+3)th round, all the F-function input-side data seriesg
in the (i+3)th round are in the diffusion state. As the

data in the diffusion state is input to all the F-

- round, all the XCR-side data

1
-
!
0
T
a..l
Q
o]
W
?—l -
]
ot
oz
6]
541
4
U)
ot

Iy

3 Y A P P -
cin The Sulputs are

g,-).
-

series subiected to exclusive OR w

For the above reasons, the full diffusion starte is
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[0070]

3oy
fde

Fig. 21 illustrates an example of this method in a
cagse where d ig 4. Since d is 4, each set of n/4-bit
data obtained by dividing input data into four sets is
further divided by 2 (into d/2 sets).

The two sets of divisional data as the ith round
outputs cgrresgmnding to the ith round input X" are
represented by Y. and Y;*f, and likewise, the respective
sets of divisional data corresponding to ¥;°, X:’, and X.*
re Y7, v vt v R v it ang vifR. The size of those

divisional data is n/8 bits in the case of eqgual division.

However, the operation to redivide the data in each
line is not necessarily egual division. In a case where

and the division number

As a vesullt, two sets of 32-bit data are generated.
Howeveyr, equal division is not obligatory, and the
redivided data generated from the 64-bit data may be any
combination such as a combination of 20-bit data and 44-
bit data.

However, at the time of inputting to the next round

ifferent lines, and are input to respective divisional



d, egual division is not cbhligatory, bhut the forms (the
I g )

' . ‘

division ratios) in redivision in the respective d lines
need to be identical in the redividing operation in the

respective d lines.

{1
roms
L]
<O
~J
Lk

If a change is wmade somewhere in the ith-roun

input data, the influence is input to at least one of the

two F-functions in the (i+1)th round. In & case where a

change is wmade only in the LSBL bit of X.*, for example,
1c the influence is transmitted only to V%%, and the

influence of the transmission ig transmitted to X, Es

(i+1)th round (Fig. 22). The same applies in cases where
a change is made in the position of some other input bit,

5 and transmission of the influence to at least one F-

joud

function is guaranteed.
{00741
Since atf least one F-function in the (i+1jth round

is affected by the change in the input, the datsa

B

20 subjected to exclusive OR with the output is in the
£

the combinations (Yi: ", Yia" or (Yo f, via% is
guaranteed. Fig. 22 illiustrates an example case where
the combination (Y:.:"", Yi.,") is in the diffusion state
25 [0075]
According to the rules 2 and 3 of this method, the
outputs Y;,,°" and Yi..® of the (i+1)th round are input to

metions in the (i+2)th round.

30 functions in the (i+2)th round. That is, no matter which

Lo , Y. +14R)

- i

one of the combinations (Vi..?, v...°%®) and (Y
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Y
wn

&

is in the diffusion state in the (i+1l

the diffusion state is input to all the F-functions in
the (i+2)th round. Accoxrdingly, all the data Vi, Yien
V.eo*t, and Y. subjected to exclusive OR with the
outputs of those F-functions are in the diffusion state,

and are suppliied to Koyt and Xi according to the rules

£

2 and 3. Thus, it i1g apparent that ¥i, and X% i.x0 are also
in the diffusion stabte.
[0076)
Xi.t and X..5° in the diffusion state are input to
the spective F-functions in the (i1+3)th round, and
R 21, . 2R 4L . 4R . o .
accordingly, Yi.™, Yie© . Y. o, and Yi.,o, which are the

results of exclusive OR with the ocutputs, or Xi.® and

¥i.a', are alsc in the diffusion state.

b

[0077]
From the above results, this method can satisfiy the
s

condition that the number of full diffusion rounds 1

1

Fig. 22z shows an example of paths with which the full

~ .

diffusion state is achieved by this wmethod in a case

[

where d is 4. In this example structure, the full

in four rounds, which is less
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[63]
I
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than five vounds as the number of full diffusion rounds
in a conventional structure. Fig. 22 shows an example of
che paths that realize full diffusion in the case where d

is 4 in this structure.

{0078
Plg. 23 shows an example structure in which d is &,
and Fig. 24 shows an example of paths with which the full
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positions the respective sets of data are located after
the permutation).
[007¢9]

As is apparent from the above, structures according
to this disclosure achieve much better diffusion
propertieg than those with conventional structures. Also,
as the structures according to this disclesure do not
invelve linear operations, implementation costs do not

inores

D

LS5,

\U

[o

e

Az described above, in this embodiment, a

")

in

cryptographic proces

0
o
5
.
Q.
o
<
=
Q
m
[62]
W
o,
o
.
U
£
0

.
o
®

congtituent bits of data to be subjected to data
processing to lines, and repeatedly performs a data
converting operation using round functions on the data of
the respective lines. The cryptographic processing unilt
repeatedly performs a round calculation invelving data

redivision and restructuring as described below.
0

ecifically, the cryptographic processing unit
inputs n/d-bit data formed by dividing n-bit data as the
input data by the division number d to the respesctive
lines, and repeatedly performs the round calculation that
is a calculation including the data converting operation

using round functions.

output data of the round calculations is redivided into
d/2 sets, and the redivided data is recombined, to
restruccure 4d sets of n

output data of the round calculations of the previous
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1
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he]
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stage. The restructured n/d-bit data is set as the input
data for the round calculations of the next stage.
foos2l

Specifically, a redividing and restructuring

operation that satisfies the following conditions is

(1) The FP-function input-side data series ars
invariably distributed to the XOR-side data series of the
(2Y The XOR-side data sgeries are invarlably
distributed to the F-funciion input-side data series of
£y

the next round function.

{3} Fach one of data

0
D
=
t-»J
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n
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is distributed to d/2 data series of the next round
function without overlaps.
[0083]

An operation that satisfiles such conditions is

performed.
[0084]

For exam

©
fod

e
1

, the cryptographic processging unit

~t

(w3
j-ie
G

performs an opera n in which d x (d/2) sets of

redivided data ar

142
W

enerated by redividing the n/d-bit

13

o8

ed
data of each of the es having the cutput data of the

ol
round calculations into 4/2 sets of data, 4/2 sets of

T
®
(2
a2
ks
9
o
Q
b
o
bl

redivided data select ‘ferent lines among the d

A

ines corresponding to the division number d are

ot

racombined to restructure & sets of n/d-bit data that are
different from the output data of the round calculations
of the previcus stage, and the restructured data i1s set

as input data for the round calculations of the next
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As such an operation is performed, the minimum

g

number of rounds (repetitions) reguired to achileve the
above described full diffusion state, or the "number of

full diffusion rounds", can be set at 4.

As mentioned above, in a case where an output bit
is written ag a relational expression of input bits, and
the relatlonal expression satisfies the conditions shown

s the

et

below, the state of the output bit is defined
"diffusion state".

{Conditicon 1) All the input bits are included in
the relational expression.

(Condition 2) All the inpubt bits have passed
through a round function (an F-function) at lsast once.

Further, a state where all the output bits are in

rhe diffusion state is the vfull diffusion stateh.

in each of the example structures described as an
embodiment of this disclosure, each of the sets of n/d-

lines for transferring data formed by dividing n-bit
input data by 4, or (4/2) lines of F-function input-side

nd {(4/2) lines of XOR-gide seriss
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number of rounds, which is 4, to achieve full diffusion.

Fig. 25 shows an example structure in which the
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transferred hetween rounds.
[o088]

However, the numbsyr of divisions to realize full
diffusion is not limited to (d/2) in each line, unless
the number of younds is limited to 4.

Fig. 26 1s a tabkle showing the correspondence

[

¥

nput bits, the number p of divisions in sach line, and

the number of rounds reguired to realize full diffusion
If data series are appropriately distributed, the

number of full diffusion rounds can be calculated

according to the equation shown below.

The number of rounds = 3 + [log.{d/2)]

Here, [x] 1s the smallest integer, which

-
mn
]

O
-
s3]
l_l

to or greatexr than x.
fooga]

Fig. 27 shows a structure as an extended sxample in
which the F-function input-side data series and the XOR-

gside data series are divided in different manners from

»

each other.

The structure shown in Fig. 27 is an example in
which the divigion number d is 6, each of the rthrese (=
d/2) F-function input-side data series line
by 2, and each of the three (= d/2) X0OR-side series lines
is divided by 3.

The number of full diffusion rounds can also be 4

11 this structure, 1f the
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distributed.
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The effects of this method can be achieved,
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sertion positions of enlarged kevs
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(round keys). Fig. 28 shows an example structure that is

the same as the example structure shown in Fig. 21,
except for the insertion positions of enlarged keys

In Fig. 21, enlarged keys (round keys) are inserted

—

to the respective F-functions.

cr
in the structure shown in Fig. 28, on the other

hand, enlarged keys f(round keys) are inserted to the

3

ortions that perform exclugive OR operations on F-

h

unction outputs and XOR-side data ssries.

In such a structure, the number of full diffusion
rounds can also be reduced with a
involving the above described inter-round data redividing

operation.

Distribution]
In the above described chapter [3. Example
Structure With Improved Diffusion Properties According to

+3
oy

his Disclosurel, a structuring method for achievin

g
better diffusion properties in a generalized Feistel
i

structure without an increase in implementaition cos
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divigion number d is input to each line, and an operation
as a round calculation including a data converting
operation using round functions is repeatedly performed,
the n/d-pbit data in each of the lines having the output

data of the round calculationsg is further redivided into
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of the round calculations of the previous
stage. The d sets of n/d-bit data are used as input data

T %

for the round calculations of the next stage.

In the following, a more efficient technigue for

the data distribution described in the above embodiment

Referring first to Fig. 29, a typical example
gtructure of this embodiment is described.

In this structure, n-bit input data is divided intoe
d getg of n/d-bit data according to a div

on nunber d

fode

o

i

»

in a d-line generalized Feistel structure, and an
operation as a round calculation including a data
converting operation using round functions is repeatedlsy

performed, as in the embodiment described in the above

After the ith round calculation, the n/d-bit series

funt

each of the d lines (series) ig further redivided into

f divided

The jth set of data among the d/2 sets
output data in each line (series) afte

o
r the ith round
calculation is represented by Y;{J] (3 being an integer

is not smaller than 1 and not greater than 4%/2).

T

‘ha

ot
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Dikewise, among the 4/2 sets ©

4

r\l
1

dividing the n/d-bit data in =ach of the d lines

&

O

cording to the division number d in the round

Eo)
calculating unit in the (i+1)th stage, the jth set of
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represented by ¥;,: 03] {i being an integer that
not smaller than 1 and not greater than &°/2).
[c0%s;

Meanwhile, YY;[t] represents the data that is
cbtained by segquentially combining the data satisfying
the equation, j = (d/2)s + t, among Yy[j).

Here, s is an integer that is not smaller than 0
and not greater than (d-1), and t is an integer that is
not smaller than 1 and neot greater than d/2.

097]

Specificalily, the followi

ng eguations are satisfie

for example.
YY;[1] = Yela) [y x a/2 + 11 }{vi(2 x &/2 4
0] . [ veiid - 1) ox a/2 + 13,
YYi(2l = vel21iiviln x &/2 + 27 ]1vi02 x §/2 +
210D Lo Yt - 1) x a/2 + 21,
Yy [d/2] = Yild/2] [[Yil1 x d/2 + d/2)|{vil2 x d/2 +

asz1)1 . Pive[(d - 1) x d/2 + da/2]
[603s8]
Likewiss, XX;{t] represents the data that is

ning the data satisfying

d

¢

the ecquation, 7 = (d/2)s + t, among X;[37.

Here, X;{4! is the jth set of data among the 4/2
gets of data obtained by dividing sach of the d sets of
n/d-bit data cbtained by dividing input data in the ith
stage, 8 is an integey that 1s not smaller than 0 and not
greater than (d-1), and t is an integer that 1s not
smaller than 1 and not greater than d4d/2
{06933

According to the wethod described in the above
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chapter [3], there are a large number of distribution
patterns, and evaluations take a long time. Specifically,
according to the method described in the above chapter

5 5 N

[3 he distribution patterns satisfy !

St
[y

(”“f

; he following
conditions (1) through (3}).
(1) The F-function input-side data series are

invariably distributed to the XOR-side data series of the

next round function.

;,J .

{2} The AOR-side data series are invariably
distributed to the F-function input-sgide data series of

the next round function.

{3) ®ach one of data serieg divided intc d/2 sets
is distributed te 4/2 data series of the next round

function without overlaps.

[0106]

patterns is very large, and therefore, it is not easy to

select a distribution pattern. Also, implementation
costs might become higher, depending on the distribution

In the following, a distribution method by which
selectable distribution patterns are limited in advance,
and the implementation costs can be lowered is suggested.

g

This suggested method is develcped by further improving

the digtribution methced described in the ab

(_)

ve chapter
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First, in the jth set of data ¥ ., {]j] among the 4/2
sets of data obtained by redividing each of the d sets of
n/d-bit data obtained by dividing input data by 4 in the
{(i+1)th stage, the data series of the data XX;.,[t] formed

by seguentially combining the data satisfying the

—

equation, 1 = (d/2)s + t, is cyclically shifted to the
left by the amount equivalent to (2t£-1) sets of data

The resultant data series is represented by ZZ:..[t].

with the uvse of YY:[3] and 22,

—y

i1 defined as abov

(")

L]

ZZ:.117] is selected one by one from each YY:;{j] without
overlaps, and connections are made. In this manner, a

Q.
V]
(@)
i
3
6]

rmutation from the data of the ith round to the

o
@©
o
O
i

the {(i+1)th round can be determined.
Fig. 30 shows an example casze where the number 4 of
divisions of input data is 6.

The respective intermediate variables in Fig. 30

Intermediate variables are the following three

a

{t]: Data generated by seguentially combining
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an integer that is not smaller than 0 and not greater
than {(d-1), t being an integer that is not smaller than 1
and not greater than d/2), in the jth set of data Vi{i]
{1 being an integer that is not smaller than 1 and not
greater than d°/2) among the d/2 sets of divided cutput
data in the ith stage.

XX 14 [

: Data generated by seguentially combining

T

Iy
i

t]
the data satis

1

ving the equation, 7 = {(d/2)s + t (g being

ot

an integer that 1s not swmaller than ¢ and not greatey
than (d-1), © being an integer that ig not smaller than 1
and not greater than 4/2), in the jth set of data Xy (3]
among the d/2 sets of data obtained by dividing each of
the d sets of n/d-bit data obtained by dividing input
data by d in the (i+1)th stage.

ZZs. 0] Data series obtained by cyeclically
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Those are the intermediate variables.

Ags shown in Fig. 30, in a case where the number d

of divisgi

w
G

ng of input datva is 6, t is an integer that is
not smaller than 1 and not greater than d/2, and t is set
at each of the values 1, 2, and 3. The intermediate
variables are ag follows.

The intermediate varisbles YY;{t] corresponding to

the output data of the ith stage: YY;[11, YY;[2], and

o a3

The intermediate variables X¥..;[t] corresponding to
the pre-shifting input data of the (i+l
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N

The intermediate variables YY;[t] corresponding tc
the output data of the ith stage: YY;[1], YY¥:;i2], and

vY; (3] ara set as follows.

The intermediate variables XX..;([t] corresponding to
the pre-shifting input data of the (i+1)th stage: XX;,[1],

XX 021, and X403 are set ag follows.

h stage:
!
J

72250111, Z2Z:02), and Z7Z:.: (23] are set as follows.
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nnected to ZZ,..1311, YY;i2] is
connected to %Z:,;02], and YY;[3] iz connected to ZZ;.. 0371,
for example, as shown in Fig. 30. In this case, the data
distribution method shown in (a) in the upper half of Fig.
31 is used.
fozaa]

In a case where YY;[1l is connected to ZZ;, (2],

YY;{2] i1s connected Lo ZZi,1 (3], and YY
shown in (b) in the lower half of Fig. 31 is used.

As described above, the setting of the
cryptographic processing unit o©
processing device of this embodiment, ox the connection

tructure that determines the input-output relationship

1}

between the output data of the round calculations of the
previous stage and the redivided data for the round

calculations of the next stage, 1s selected from
connection structures that have (4/2) sets of 2n/d-bix
data as units that are the data generated by combining
the d x (d/2) sets cf redivided data generated through
the redividing operation performed on the n/d-bit data in
the lines having the ocutput data of the round
calculations.

01131

—

The data distribution method determined in the

et

above manner satisfies the conditiong described in the

(1} The F-function input-side data gseries are

invariably distributed to the XOR-side data series of the
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next round function;

(2} The XOR-side data series are invariably
distributed to the F-function input-side data series of
the next round function; and

{

Y

y Bach one of data series divided into 4/2 sets

[y

ig distributed to 4/2 data series of the next round

function without overlaps.
Those conditions (1) through {3) are satisfied.

Accordingly, diffusion properties can be lmproved.

prezent method, on the other hand, 4d/2 kinds ¢f data
series are selected and distributed one by one from d/2
kinds of data series. Thus, the patterns from which
selections are made can be dramatically reduced. Further,
each distribution method selected by the above method has
regqularity in data distribution, and accordingly,

implementation costs can be lowersd.

[0115]
(5. Example Structure With Involution Properties]
An encryption function in a conventional Feigtel
structure can be expressed as shown in Fig. 32. A

decryption function in a conventional Feistel structure

can be expressed as shown in Fig. 33.
e

As can be seen from the structures shown in Figs.

(63

2 and 33, exactly the same function can be used as the
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encryption function and the decryption function simply by
priately shuffling the order of enlarged keys (round

keys) to be inserted to the F-functionsg. The properties

with which the encryption function and the decryption
function can be realized by the same structure, except

b3

for the insertion of enlarged keys (round keys), are

c

[

i‘z)

1led involution properties.

(]

1173

In a cryptographic

involution properties,

o
u
o
o
m
).:

decryption function if the crder of enlarged keys

it

need to prepare the decryption function. Accordingly, it
can be said that cryptography with involution properties
can be normally implemented at lower implementation Costs

than those for cryptography without involution properties.

Mw

z?

Also, the use of the same function as the
encryption function and the decryption function has the
advantages that validation costs can be halved

(validation in either the encrvption functiocn or the

As described above, in a conventional Feistel
structure with the division number 4 of 2 shown in Figs.
32 and 33, exactly the sawe functicn can be used as the
encryption function and the decryption function simply by
ing the order of enlarged keys {round
keys) to be inserted to the F-functionsg, and a structure

with invelution properties can be readily formed.
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However, in a generalized Feiste
(generalized Felistel networks) having a division number d

+

that is not 2, involution properties cannot be readily

-

Involution properties of a d-] eneralized

,_
[...I -
3
®

'_Q

Feistel structure using d/2 F-functions in one stage are
first described (d > 2).

It is known that, in a 4-line generalized Feistel
structure such as the above described one shown in Plg.
14, dnvolution properties can be achieved 1f the number
of procesgsing younds is an odd number. For example, a 4-
iine generalized Felstel structure formed with three
rceunds has involutilon properties {the same applies in a
S-round structure) . However, involution properties are

not achieved in a2 case where the number of processin

Q

rounds is an even numbe
(o121]

d-line generalized Feistel structure normally has
involution properties only in cases where the remaindexr

obtained when the number of constituent rounds is divided

by a division number d is I oxr (&/2) + 1.

in casesg where the remainder obtained when the number of

Specifically, involution properties are achieved

only in cases where the number of constituent rounds is 1,

3, 5, 7, %, ..., or where the number of constituen
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rounds is an odd number.

Also, a 6-line generalized Feistel structure with a
division number 4 of 6 has involution properties only in
ases where the remainder cobtained when the number of

-
H

constituent rounds is divided by the division number d of
6 is 1 or (A/2)+1 = {(6/2) + 1 = 4.

Specifically, involution properties are achieved
only in cases where the nuwmber of constituent rounds is 1,
4, 7, 10, 13, ..., or where the number of constituent

1

rounds is one of those numbers.

f

In general, a d-line generalized Felstel structure

nags inveolution properties invariably depending on the

anunber of constituent rounds, as described above.

Fig. 34 is a diagram showing a method in a 4-line
structure that can achieve excellent diffusion properties

through the data redividing and recombining operation
between round calcul

chapter [3. Example Structure With Improved Diffusion
Properties According to This Disclosure] .

According to this method, involuificn properties are
achieved only when the number of constituent rounds is
1+3n (n being an integer equal to or greater than ).

The number of constituent rounds is greatly related
to security and implementation performance. In a
structure having invoeluticon properties, regardless of the
number of constituent rounds, the number of constituent

rounds can be set in a wmore flexible manner, and security
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and implementation performance can be flexibly changed.
Furthermore, small-size implementation can be performed
wy virtug of the involution properties.

.

an inter-round permutation

o}

A method of designing
that achieves better diffusion properties without an
increase in implementation costs and further has
involution properties, regardless of the number of
constituent rounds, is describsd.

The method described below iz a methoed for further
providing invelution properties te a structure that has
excellent diffusion properties as described
chapter [3. Example Structure With Improved Diff
Properties According tc This Disclosure] .

{c128]

Referring now toe Fig. 35, an example of this method
ig described. According to this method, the procedures
of the following steps 1 through 3 are repeatedly carried

o

out., as shown in Fig. 33.

(Svex

T

-

ralized Feigtel struchure

?';‘_I

irst, in a d-line

L{'J

joh
o]
i

having a division number ike a conventional structure,

n-biz input data is divided intc d sets of n/d-bit data
in accordance wilith the division number d, and the

respective sets of n/d-bit data are input to the

respective divisional lines. F-function processing and

an sxclusive OR operaticn are performed on each of the
/
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to exclusive OR referred to asg the YOR-side data

j
"
o

by L{(0), and the rest of the F-function input-side data

represented by RI{0}, ..., and R((d/2)-1), starting from
the left, for example.
01303

Y
7

v
i
T
i

6]
3]

After that, the n/d-bit data that 1s the data
transferred through each series {line) is further
vided into d/z sets of data. This redivision may not
be eqgqual division.

The redivided data of the P-fw

i
0

tion input-side

darta series and the redivided data of the XOr-side data

Here, 1 represents the identifier (number) of esach

PFor example, the le

by redividing the leftmost F-function input-side data

eries intc 4/2 sets 1s represented by L{0),, and the

1

Jar o oooeooand Li{0)asaen-

The data redivided into d/2 sets in =zach of the

series {lineg) is then distributed in accordance with the



18

20

3
ut

{02
o]

e
Rl

Fh
&}
e
Q
&
ks
o
W
4
o
It
b
i

The leftmost F-function input data seriesg, or the

s distributed.
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L{0), is distributed to R(0}, of the next round

function, and L(0), 1is distributed to R{1)

Yot

round function. Likewise, L(0); is distributed to R(i);
until 1 becomes (4d/2)-1.
cordingly, the fcellowing are established: L(0), =

R(0)p, LI0}; = R(1):, Li0)s = R{2)s, ... .

Next, the data of L(1) is distributed
L{l), 18 distributed to R{1)s; ©f the next round
function, and L{1); is distripbuted to R(2); of the next
o) s dg distributed ©

R{(i+1imod d/2); until 1 becowmes (d/2)-1.

The same operation as the above described 2 is
repeated up to the data of L{(d/2)-1). That is, L(i)y is
distributed to R{(i+jimod d/2}; of the next round (i and
J being not smaller than 0 and not greater than (d/27-1).

[0134]

The same operation as above is repeated on the XOR-

side data series. Specifically, R(i})

.

s

L{i{{&d/2}+i-3)mod d/2)3 of the next round function. Here,

i and j are not smaller than 0 and not greater than



Ul

.}

<

i

L2

<

(Step 3)

\

nfter the above described digs

tribution, sach set of

F

data divided into 4/2 sets is integrated into one set of
The above operation is repeated a required number
of times in accordance with the numnber of times a round

ation 1s performed.

Fig. 36 shows an example structure that performs
the above descyibed operation in the case of 4-line (4 =
47. Fig. 37 shows an example structure that performs the

above described operation in the case of 5-line (¢

j 82
i
o3}
~—

In the structures shown in Figs. 36 and 37, the
data redivided into d/2 sets in each series (line) is
redistributed to the next round in accordance with the

riles {2-1} through (2-4) described above in step 2.
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redistributing
structure, this method achieves involution properties
regardless of the number of constituent rounds.
101371

. T om o

Figs. 38 and 3% illustrate structuring methods that

differ from those of the above described example
structures, but achieve involution properties, regardless

of the number of constituent rounds, Th
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been described in the above chapter (3] and is

illustrated in Fig. 21 is an exampls of a structure that

constituent rounds iz an odd number .

the redivided data of the respective round calculations
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n the cryptographic processing unit, the redivided data

of the round-function input-side series of the previous

Ldu

stage is distributed to the XOR-side series of the next
stage in accordance with the above described
predetermined rules, and the redivided data of the XOR-
side series of the previous stage is distributed to the
round-~function input-side series of the next stage in
accordance with the above described predetermined rules.

Such a structure can be a structure that has involiubion

properties with which the same structure can be used in
both encrypting operations and decrypting operations.

[0139]

[6. Example Structure of a Crvptographic Processing
Device]

Lastly, an embodiment of a cryptographic processing
device that performs cryptographic processing according
to the above described embodiments is described.

The cryptographic processing device that performs
cryptographic processgsing according to the above described

a

1led in variocus information

g.

£

processing devices that perform cryptographic processi

I}
scegsing device can b

Specifically, the cryptographic pxc C can be

devices that performs cryptographic
processing in data processing and comounication

processing operations, such as PCs, television sets,

"'IJ
o

recorders, players, commnunication devices, RFIDs,

smartcards, sensor network devices, cell/battery
authentication modules, health/nedical egquipments, and

self-contained network devices.
(o140}

Fig. 40 shows an example structure of an IC module
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700 as an example of a device that performe cryptographic
processing according to this disclosure. The above
described operations can be performed in various
information processing devices such as PCs, IC cards, and
readers/writers. The IC module 700 shown in Fig. 40 can
be formed in any of these various devices.
[0141]

A CPU {Central Processing Unit) 7061 shown in Fig.
40 is a processcor that executes various programs for

starting and ending cryptographic processing, controlling

data transmission/reception, controlling data transfers
between respective components, and the like. A memory

702 is formed with a ROM ‘Read Only Mewmory) that stores

L&

the programs to b

®

o

executed by the CPU 701 or fixed 4

such as calculation parameters, oY a RAM (Random Access
Merwory) that is used as the storage area and the work
area for the program to be sxecuted in operations by the

CPU 701 and parameters that vary in program execution, or
the like. The memory 702 can alsc be used as the storage
area that stores the key data necessary for cryptographic

processing, the transformation table (permutation table)

A cryptographic processing unit 703 performs

fae

{
i
o,

ncrypting operations and decrypting operations by using

the above described cryptographic processing styructure or

O

the symmetric-key block cryptographic processing

algorithm involving a generalized Feilstel structure or a
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1stel structure, for example.

Although the cryptographic processing unit is
degcribed herein as an individual module, such an
independent cryptographic processing module may not be
provided. Instead, a cryptographic processing program
may be stored in a ROM, and the CPU 701 may read and

execute the program stored in the ROM, for example.

A random number generator 704

Vf“-
2t
1“!"
o
a)
0
s3]
|
Q
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®
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to generate random numbers required in generating the

keys necessary for cryptographic processing.

A transmitting/receiving unit 705 is a data

communication procegsing unit that performs data

Jv

communications with the ocutside. For example, the

transmitting/receiving unit 705 performs data

communications with an IC module such as a reader/writer

and outputs a cipher text generated in the IC module,

recelves a data input from an external reader/writer or

the like.

The cryptographic processing device described in

the above embodiment can be used not only in encrypting

operations Lo encrypt plain texts as input data, but

cipher texts as input data.

The structure described in the above described

embodiment can be used in both encrypting operacions a

decrypting operations.

{0147]
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[7. Summary of the Structures According to This
Disclosure)

Embodiments of this disclosure have been described
in detail, with reference to the above sgpecific

embodiments. Howeaver, it should be obvious to those

skilled in the art that modifications and alterations can

ot
i
]

be made to the embodiments without departing from tl
gcope of thisg disclosure. In short, the present

invention is disclosed herein by way of examples, and

@ claims should be

[

should not be limited to them. T

£

taken into account in understanding the scope of this
disclosure.
{0148

The technique disclosed in this specification

¢
£
)

be in the following
(1) A cryprographic processing device that includes
a cryptographic processing unit that divides and
inputs constituent bits of data to be subiected to data
procegsing, into lines, and repeatedly performs a data
converting operation on the data in the respective lines

by using a round function,

gtructure designed to input n/d-bit data formed by

dividing n-bit date asg input data by a division number &
to the respective lines, and repeatedly perform a
calculation as a round calculation inciuding the data

iorn using the round function, and

oF

converting op

iy

ra

che cryptographic pro

0
o
0
&)
?.ﬂi
o]
Q

unit performs an
cperaticon in which the n/d-bit data of each line having
cucput data of the round calculation is redivided into

d/2 sets of data, the redivided data is recombined to
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restructure d sets of n/d-bit data different from output
data of the round calculation of the previ
the restructured data 1s set as input data for the round
calculation of the next stage.
[c145%

(2) The cryptographic processing device of((l),
wherein the round function includes an F-function that

includes a calculation using a round key, nonlinear

transformation, and linesar transformation, and an
exclusive OR operation between an output or an input of
the F-function and the data of another line.

[0150]

(3) The cryptographic processing device of (1) or
(2), wherein the cryptographic procesgsing unit ssts the
result of the round calculation of the previous stage as
the input to the round calculation of the next stage by
performing an operation that gatisfies the fol
distribution conditionsg (1} through (3):

(1) P-function input-side data series are
invariably distributed to XOR-zide data series of the
next round function,

(2} the XOR-side data series are invariably
digtributed to the P-function input-side data series of
the next round function, and

(2} each one of data series divided into d/2 sets
is distr ted to @d/2 data series of the nexi round

function without overlaps.

{4} The cryptographic processing device of any of

(1} through (3}, wherein the cryptographic processing

} :

unit has a ge: 1lized Feistel structure having equal to
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or greater than 4 as the division number d of input dat
(5) The cryptographic processing device of any of

(1) chrough (4, wherein the cryprograpi

g
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i
redivided data are generated by redividing an/d-bit data
of each of d lines having output data of the round
calculation into d/2 sets of data, d4/2 sets of redivided
data selected from different lines among the d lines
the division number d are recombined to
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gets of n/d-bit data different from the
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restructure
output data of the round calculation of the previous
stage, and the restructured data is set as the input data

for the round calculation of the next stage.
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(6) The cryptegraphic processing device of any of

1

—t

(1} through (5}, wherein, when
it}

o

output bits are in a
diffusion state that satisfies the fcocllowing two
conditions, or when the output bits are expressed in a
relational expression with input bits, the cryptographic
processing unit has a structure that realizes a full

diffusion state satisfyving the following two conditions:
Y =

{Condition 1) all input bits are included in the

3
g
6
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ryptographic processing device of any of
{1) through {6}, wherein the cryptographic processing
unit realizes the full diffusion state through four

rounds of round calculation
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(1y through (7)), wherein the connection structure that

determines an input-cutput relationship between the

utput data of the round calculation of the previou
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stage and the redivided data of the round calculation of
the next stage is a connection structure selected from
connection structures that have (4/2) sets of 2n/d-hit

data

8y
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units that are the data generated by combining d
x {d/2) sets of redivided data generated through a
redividing operation performed on the n/d-bit data in the
lines having the cutput data of the round calculation.
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{9) The cryptographic processing device of any of

(1} through {(8), wherein the cryptographic processing

unit has involution properties applicable both in an

3

encrypting operation and a decrypting operatio
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{10} The cryptographic processing device of any of
{1) through (9}, wherein the operation to restructure
redivided data of the respective round calculations in
the cryptographic processing unit includes: distributing

the redivided data of round-function input-side series of

the previous stage to XOR-gside series of th

e
the redivided data of the XOR-side series of the previous
stage to the round-function input-side series of the next
stage in accovdance with a predetermined rule.
{11) The cryptographic processing device of any of

(1) through (16), wherein the cryptographic processing

unit performs an encrypting operation to transform a
plain text as input data into a cipher text, or a
decrypting operaticn to transform a cipher text as input

e
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data into a plair
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Further, a processing method to be implemented in
the above described devices and systems, and a program
for performing the above described operations are

included in the structures according to this disclosure.

The series of operations described in this
gpecification can be performed by hardware, software, or
a combination of hardware and software. In a case wher
an operation is performed by software, a program having

the processing sequen recorded therein may be installed

o
&

into a memory in a computer incorporated into special-
purpose hardware, or may be installed into a general-
purpese computer that can perform various operations.
The program is then executed. For example, the program

can be recorded beforehand on a recording medium. The

program can not only be installed into a computer from a
recording medium, but also can be receilved via a network

such as a LAN {(Local Area Network) or the Internet and be

installed into a recording wmedium such as an internal

The various operations described in this
specification are not necessarily performed in the
described sequential order, but may be performed in
parallel or independently of one ancther, depending on
the processing capacity of the device performing the
operaticn, or where necessary. In this specification, a

Y

system is a logical integration of devices, and sach of
the component devices is not necessarily located in the

same housing.
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INDUSTRIAL APPLICARILITY
[0158]

As described above, with a structure according to
an embodiment of this disclosure, cryphographic

-

processing with improved diffusion properties and a high

-

Specifically, a cryptographic processing unit
divides and inputs the constituent bits of data to bhe
subjected to data processing to lines, and repeatedly
performs a data converting operation using round
functions on the data of the respective lines. The
cryptographic processing unit inputs n/
obtained by dividing n-bit data as input data by a
divigion number 4 to sach line, and rep

round calculation that is a calculation including a data
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using round functions. The n/d-bit
data in each line having the output data of the round

calculations is divided into 4/2 sets of data, and the
divided data are combined to restructure d sets of n/d-
bit data that are different from the output data of the

round calculations of the previous stage. The

restructured data is set as the input data for the round
calculations of the next stage. With this structure,
cryptographic processing with inproved diffusion
properties and a high level of security can be realized.
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CLAIMS

1. A cryptographic processing device comprising

a cryptographic processing unit configured to
divide and input constituent bits of data to be subjected
to data processing into a plurality of lines, and
repeatedly perform a data converting operation on the
data in the respective lines by uging a round function,

wherein

the cryptographic processing unit has a structure
designed to input n/d-bit data formed by dividing n-bit
data as input data by a division number d to the
respective lines, and repeatedly perform a calculation as
a round calculation including the data converting
operation using the round function,

the cryptographic processing unit performs an
operation in which the n/d-bit data of each line having
output data of the round calculation is redivided into
d/2 sets of data, the redivided data is recombined to
restructure d sets of n/d-bit data different from output
data of a round calculation of a previous stage, and the
restructured data is set as input data for a round
calculation of the next stage,

the round function includes an F-function and an
exclugive OR operation to be performed on a output or an
input of the F~function with data of another line, and

the cryptographic processing unit sets a result of
the round calculation of the previous stage as the input
to the round calculation of the next stage by performing

an operation that satisfies the following distribution
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conditions (1) through (3):

(1) F-function input-side data series are
distributed to XOR-side data series of the next round
function,

(2) XOR-side data series are digtributed to F-
function input-~-side data seriesg of the next round
function, and

(3) each one of data series divided into d/2 sets
is distributed to d/2 data series of the next round

function without overlaps.

2. The cryptographic procegsing device according to
c¢laim 1, wherein the round Ffunction includes an F-
function that includes a calculation using a round key,
nonlinear transformation, and linear transformation, and
an exclusive OR operation between an output or an input

of the F-function and data of another line.

3. The cryptographic processing device according to
claim 1, wherein the cryptographic processing unit has a
generalized Feistel structure having equal to or greater

than 4 as the division number d of input data.

4. The cryptographic processing device according to
claim 1, wherein the cryptographic processing unit
performs an operation in which d x (d/2) sets of
redivided data are generated by redividing n/d-bit data
of each of d lines having the output data of the round

calculation into d/2 sets of data, d/2 sets of
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redivided data selected from different lines among the d
lines corresponding to the division number d are
recombined to restructure d sets of n/d-bit data
different from the output data of the round calculation
of the previous stage, and the restructured data is set
as the input data for the round calculation of the next

stage.

5. The cryptographic processing device according to
claim 1, wherein, when all output bits are in a diffusion
state that satisfies the following two conditions, or
when the output bits are expressed in a relational
expression with input bits, the cryptographic processing
unit has a structure that realizeg a full diffusion state
satisfying the following two conditions:

(Condition 1) all input bits are included in the
relational expression, and

(Condition 2) all the input bits have passed

through the round function at least once.

6. The cryptographic processing device according to
c¢laim 5, wherein the cryptographic processing unit
realizes the full diffusion state through four rounds of

round calculations.

7. The cryptographic processing device according to
claim 1, wherein the connection structure that determines
an input-output relationship between the output data of
the round calculation of the previoug stage and the
redivided data of the round calculation of the next stage

is a connection structure selected from



10

15

30

64

connection structures that have (d/2) sets of 2n/d-bit
data as units that are data generated by combining d x
(d/2) sets of redivided data generated through a
redividing operation performed on the n/d-bit data in the

lines having the output data of the round calculation.

8. The cryptographic processing device according to
claim 1, wherein the cryptographic procegsging unit has

inveolution properties.

9. The cryptographic processing device according to 8,
wherein the operation to restructure redivided data of
respective round calculations in the cryptographic
processing unit includes: distributing redivided data of
round-function input-side series of the previous stage to
XOR-gide series of the next stage in accordance with a
predetermined rule; and distributing redivided data of
XOR-side series of the previous stage to round-function
input-side series of the next stage in accordance with a

predetermined rule.

10, The cryptographic processing device according to
claim 1, wherein the cryptographic processing unit
performs an encrypting operation to transform a plain
text as input data into a cipher text, or a decrypting
operation to transform a cipher text as input data into a

plain text.

11. A cryptographic processing method implemented in a
cryptographic processing device,

the cryptographic processing method comprising
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(2) XOR-gide data series are distributed to F-
function input-side data series of the next round
function, and

(3) each one of data gerieg divided into d4d/2 sets
is distributed to d/2 data series of the next round

function without overlaps.

12. A program for causing a cryptographic processing
device to perform cryptographic processing,

the program causing a cryptographic processing unit
to carry out

a cryptographic processing step of dividing and
inputting constituent bits of data to be subjected to
data processing into a plurality of lines, and repeatedly
performing a data converting operation on the data in the
respective lines by using a round function,

wherein

the cryptographic processing step includes:
inputting n/d-bit data formed by dividing n-bit data as
input data by a division number d to the respective
lines; and repeatedly performing a calculation as a round
calculation including the data converting operation using
the round function,

the cryptographic processing step includeg an
operation in which the n/d-bit data of each line having
output data of the round calculation is redivided into
d/2 sets of data, the redivided data is recombined to
restructure d sets of n/d-bit data different from output
data of a round calculation of a previous stage, and the
restructured data is set as input data for a round

calculation of the next stage,
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the round function includes an F-function and an
exclusive OR operation to be performed on a output or an
input of the F-function with data of another line, and

the cryptographic processing step includes setting
a result of the round calculation of the previous stage
as the input to the round calculation of the next stage
by performing an operation that satisfies the following
distribution conditions (1) through (3):

(1) F-function input-side data serieg are
distributed to XOR-side data serieg of the next round
function,

(2) XOR-gide data series are distributed to F-
function input-side data series of the next round
function, and

(3) each one of data series divided into 4d/2 sets
is distributed to d/2 data series of the next round

function without overlaps.

13. A cryptographic processing device comprising

a cryptographic processing unit configured to
divide and input constituent bits of data to be subjected
to data processing into a plurality of lines, and
repeatedly perform a data converting operation on the
data in the respective lines by using a round function,

wherein

the cryptographic processing unit has a structure
designed to input n/d-bit data formed by dividing n-bit
data as input data by a division number d to the
respective lines, and repeatedly perform a calculation as

a round calculation including the data converting
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operation using the round function,

the cryptographic processing unit performs an
operation in which the n/d-bit data of each line having
output data of the round calculation is redivided into
d/2 sets of data, the redivided data is recombined to
restructure d sets of n/d-bit data different from output
data of a round calculation of a previous stage, and the
restructured data is set as input data for a round
calculation of the next stage, and

the cryptographic processing unit performs an
operation in which d x (d/2) sets of redivided data are
generated by redividing n/d-bit data of each of 4 lines
having the output data of the round calculation into 4/2
sets of data, d/2 sets of redivided data selected from
different lines among the d lines corresponding to the
division number d are recombined to restructure d sets of
n/d-bit data different from the output data of the round
calculation of the previous stage, and the restructured
data is set as the input data for the round calculation

of the next stage.

14. The cryptographic processing device according to
claim 13, wherein

the round function includes an F-function and an
exclusive OR operation to be performed on a output or an
input of the F-function and data of another line, and

the cryptographic processing unit sets a result of
the round calculation of the previous stage as the input
to the round calculation of the next stage by performing
an operation that satisfies the following distribution

conditions (1) through (3):
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(1) F-function input-side data series are
distributed to XOR-side data series of the next round
function,

(2) XOR-gide data series are distributed to F-
function input-side data series of the next round
function, and

(3) each one of data series divided into d/2 sets
is distributed to d/2 data serieg of the next round

function without overlaps.

15. An information processing device comprising:

a processor configured to execute a program;

a memory storing the program; and

a cryptographic processing unit configured to
divide and input constituent bits of data to be subjected
to data processing into a plurality of lines, and
repeatedly perform a data converting operation on the
data in the respective lines by using a round functiomn,

wherein

the cryptographic processing unit has a structure
designed to input n/d-bit data formed by dividing n-bit
data as input data by a division number d to the
respective lines, and repeatedly perform a calculation as
a round calculation including the data converting
operation using the round function,

the cryptographic processing unit performs an
operation in which the n/d-bit data of each line having
output data of the round calculation is redivided into
d/2 sets of data, the redivided data is recombined to

restructure d sets of n/d-bit data different from output
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Cryptographic processing w
es and a high level of security is realized. A

o N

cryptographic processing unit divides and inputs the

constituent bits of data to be subjscted to data
processing to lines, and repeatedly performs a data
converting cperation using round functions on the data of

"

the respective lines. The cryptogra
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inputs n/d-bit data obtained by dividing n-bit data as
input data by a division number d to each line, and
repeatedly performs a round calculation that is a
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round fun
output data of the round calculations ig divide
setg of data, and the divided data are combined to
restructure 4 sets of n/d-bit data that are different

from the output data of the round calculations of the

previous stage. The restructured data 18 ser as the
Fh -

With this structure, cryptographic processing with
improved diffusion properties and a high level of



