
DESCRIPTION 

CRYPTOGRAPHIC PROCESSING DEVICE, CRYPTOGRAPHIC PROCESSING 

METHOD, AND PROGRAM 

5 TECHNICAL FIELD 

[0001] 

This disclosure relates to cryptographic processing 

devices, cryptographic processing methods, and programs . 

More particularly, this disclosure relates to a 

10 cryptographic processing device that involves symmetric-

key cryptography, a cryptographic processing method, and 

a program. 

BACKGROUND ART 

15 [0002] 

As the information-oriented society develops, the 

importance of the information security technology for 

securing safety of information being handled becomes 

higher. One of the elements of the information security 

2 0 technology is cryptographic technology, and the 

cryptographic technology is being currently used in 

various piroducts and systems. 

[0003] 

There are various cryptographic processing 

25 algorithms, and one of the basic techniques is so-called 

symmetric-key block cryptography. In symmetric-key block 

cryptography, the key for encryption and the key for 

decryption are the same. In both an encrypting operation 

and a decrypting operation, keys are generated, from the 

30 common key, and a data converting operation with a 

certain block data unit such as 64 bits, 128 bits, or 256 



bits is repeatedly performed. 

[0004] 

Widely known symmetric-key block cryptographic 

algorithms include DES (Data Encryption Standard), which 

5 is a former standard in the U.S., ana AES (Advanced 

Encryption Standard), which is the current standard in 

the U.S. Other various symmetric-key block cryptographic 

techniques are still being suggested today, and CLEFIA, 

which was suggested by Sony Corporation in 2007, is also 

10 one of symmetric-key block cryptographic techniques. 

[0005] 

Such a symmetric-key block cryptographic algorithm 

is formed mainly with a cryptographic processing unit 

that has a round-function executing unit that repeatedly 

15 converts input data, and a key scheduling unit that 

generates round keys to be used in the respective rounds 

of round function units. The key scheduling unit first 

generates an enlarged key with an increased number of 

bits based on a master key (a main key) that is a secret 

2 0 key, and then generates round keys (sub keys) to be used 

in the respective round function units of the 

cryptographic processing unit based on the generated 

enlarged key. 

[0006] 

25 As a specific structure that executes such an 

algorithm, there is a known structure that repeatedly 

executes a round function including a linear 

transformation unit and a nonlinear transformation unit. 

Typical example structures include a Feistel structure 

30 and a generalized Feistel structure. A Feistel structure 

and a generalized Feistel structure each have a structure 
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that transforms a plain text into a cipher text through a 

simple repetition of a round function including F-

functions as data conversion functions. In each F-

function, linear transformation and nonlinear 

transformation are performed. Non-Patent Document 1 and 

Non-Patent Document 2 are examples of documents that 

disclose cryptographic processing using a Feistel 

structure. 

[0007] 

One of the indications used in evaluating security 

of block encryption is diffusion properties. The 

properties can be regarded as properties that spread {or 

diffuse) input data changes into output data, and, in 

secure block encryption, influence of such changes .in the 

input data is expected to be transmitted, to the output-

data as fast as possible. 

[00081 

It can be predicted that, to improve diffusion 

properties, an increase in the number of round function 

repetitions will be effective, for example. However, 

there are no conventional techniques disclosed to improve 

diffusion properties with a smaller number of round-

function repetitions. 

CITATION LIST 

NON-PATENT DOCUMENTS 

[0009] 

Non-Patent Document 1: K. Nyberg, "Generalized Feistel 

networks", ASIACRYPT 56, SpringerVerlag, 1996, pp.Sl--104 

Non-Patent Document 2: Yuliang Zheng, Tsutomu Matsumoto, 

Hideki Irnai: On the Construction of Block Ciphers 
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Provably Secure and Not Relying on Any Unproved 

Hypotheses. CRYPTO 1989:461-480 

SUMMARY OF THE INVENTION 

5 PROBLEMS TO BE SOLVED BY THE INVENTION 

[0010] 

This disclosure is being made in view of the above 

described circumstances, for example, and embodiments of 

the present invention provide a cryptographic processing 

10 device that has a high level of security with improved 

diffusion properties, a cryptographic processing method, 

and a program. 

SOLUTIONS TO PROBLEMS 

15 [0011] 

According to a first aspect, there is provided a 

cryptographic processing device comprising 

a cryptographic processing unit configured to 

divide and input constituent bits of data to be subjected 

20 to data processing into a plurality of lines, and 

repeatedly perform a data converting operation on the 

data in the respective lines by using a round function, 

wherein 

the cryptographic processing unit has a structure 

25 designed to input n/d-bit data formed by dividing n-bit 

data as input data by a division number d to the 

respective lines, and repeatedly perform a calculation as 

a round calculation including the data converting 

operation using the round function, 

30 the cryptographic processing unit performs an 

operation in which the n/d-bit data of each line having 
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output data of the round calculation is redivided into 

d/2 sets of data, the redivided data is recombined to 

restructure d sets of n/d-bit data different from output 

data of a round calculation of a previous stage, and the 

5 restructured data is set as input data for a round 

calculation of the next stage, 

the round function includes an F-function and an 

exclusive OR operation to be performed on a output or an 

input of the F-function with data of another line, and 

10 the cryptographic processing unit sets a result of 

the round calculation of the previous stage as the input 

to the round calculation of the next stage by performing 

an operation that satisfies the following distribution 

conditions (1) through (3): 

15 (1) F-function input-side data series are 

distributed to XOR-side data series of the next round 

function, 

(2) XOR-side data series are distributed to F-

function input-side data series of the next round 

2 0 function, and 

(3) each one of data series divided into d/2 sets 

is distributed to d/2 data series of the next round 

function without overlaps. 

25 
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[0012] 

Further, in an embodiment of the cryptographic 

processing device of this disclosure, the round function 

includes an F-function that includes a calculation using 

5 a round key, nonlinear transformation, and linear 

transformation, and an exclusive OR operation between an 

output or an input of the F-function and the data of 

another line. 

[0013] 

10 Further, in an embodiment of the cryptographic 

processing device of this disclosure, the cryptographic 

processing unit sets the result of the round calculation 

of the previous stage as the input to the round 

calculation of the next stage by performing an operation 

15 that satisfies the following distribution conditions (1) 

through (3): 

(1) F-function input-side data series are 

invariably distributed to XOR-side data series of the 

next round function, 

20 (2) XOR-side data series are invariably distributed 

to F-function input-side data series of the next round 

function, and 

(3) each one of data series divided into d/2 sets 

is distributed to d/2 data series of the next round 

25 function without overlaps. 

[0014] 
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Further, in an embodiment of the cryptographic-

processing device of this disclosure, the cryptographic 

processing unit has a generalized Feistel structure 

having equal to or greater than 4 as the division number 

d of input data. 

[0015] 

Further, in an. embodiment of the cryptographic 

processing device of this disclosure, the cryptographic 

processing unit performs an operation in which d x (d/2) 

sets of redivided data are generated by redividing n/d-

bit data of each of d lines having output data of the 

round calculation into d/2 sets of data, d/2 sets of 

redivided data selected from different lines among the d 

lines corresponding to the division number d are 

recombined to restructure d sets of n/d-bit data 

different from the output data of the round calculation 

of the previous stage, and the restructured data is set 

as the input data for the round, calculation of uhe next 

stage. 

[0016] 

Further, in an embodiment of the cryptographic 

processing device of this disclosure, when all the output 

bits are in a diffusion state that satisfies the 

following two conditions, or when the. output bits are 

expressed in a relational expression with input bics, the 

cryptographic processing unit has a structure that 

realizes a full diffusion state satisfying the following 

two conditions: 

(Condition 1) all the input bits are included in 

the relational expression, and 

(Condition 2} all the input bits have passed 
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through the round function at least once. 

[0017] 

Further, in an embodiment of the cryptographic 

processing device of this disclosure, the cryptographic 

5 processing unit further realizes the full diffusion state 

through four rounds of round calculations. 

[0013] 

Further, in an embodiment of the cryptographic 

processing device of this disclosure, the connection 

1G structure that determines an input-output relationship 

between the output data of the round calculation of the 

previous stage and the redivided data of the round 

calculation of the next stage is a connection structure 

selected from connection structures that have d/2 sets of 

15 2n/d-bit data as units that are the data generated by 

combining d x (d/2) sets of redivided data generated 

through a .redividing operation performed, on the n/d-bit 

data in the lines having the output data of the round 

calculation. 

20 [0019] 

Further, in an embodiment of the cryptographic 

processing device of this disclosure, the cryptographic 

processing unit has involution properties. 

[00201 

25 Further, in an embodiment of the cryptogiraphic 

processing device of this disclosure, the operation to 

restructure redivided data of the respective round 

calculations in the cryptographic processing unit 

includes: distributing the redivided data of round-

30 function input-side series of the previous stage to XOR-

side series of the next stage in accordance with a 
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predetermined rule; and distributing the redivided data 

of the XOR-side series of the previous stage to the 

round-function input-side series of the next stage in 

accordance with a predetermined rule. 

5 [0021] 

Further, in an embodiment of the cryptographic 

processing device of this disclosure, the cryptographic 

processing unit performs an encrypting operation to 

transform a plain text as input data into a cipher text, 

10 or a decrypting operation to transform a cipher text as 

input data into a plain text. 

[0022] 

According to a second aspect, there is provided a 

cryptographic processing method implemented in a 

15 cryptographic processing device, 

the cryptographic processing method comprising 

a cryptographic processing step of dividing and 

inputting constituent bits of data to be subjected to 

data processing into a plurality of lines, and repeatedly 

20 performing a data converting operation on the data in the 

respective lines by using a round function, 

wherein 

the cryptographic processing step includes 

inputting n/d-bit data formed by dividing n-bit data as 

25 input data by a division number d to the respective 

lines; and repeatedly performing a calculation as a round 

calculation including the data converting operation using 

the round function, 

the cryptographic processing step includes an 

3 0 operation in which the n/d-bit data of each line having 

output data of the round calculation is redivided into 
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d/2 sets of data, the redivided data is recombined to 

restructure d sets of n/d-bit data different from output 

data of a round calculation of a previous stage, and the 

restructured data is set as input data for a round 

5 calculation of the next stage, 

the round function includes an F-function and an 

exclusive OR operation to be performed on a output or an 

input of the F-function with data of another line, and 

the cryptographic processing step includes setting 

10 a result of the round calculation of the previous stage 

as the input to the round calculation of the next stage 

by performing an operation that satisfies the following 

distribution conditions (1) through (3): 

(1) F-function input-side data series are 

15 distributed to XOR-side data series of the next round 

function, 

(2) XOR-side data series are distributed to F-

function input-side data series of the next round 

function, and 

2 0 (3) each one of data series divided into d/2 sets 

is distributed to d/2 data series of the next round 

function without overlaps. 
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[0023] 

According to a third aspect, there is provided a 

program for causing a cryptographic processing device to 

perform cryptographic processing, 

5 the program causing a cryptographic processing unit 

to carry out 

a cryptographic processing step of dividing and 

inputting constituent bits of data to be subjected to 

data processing into a plurality of lines, and repeatedly 

10 performing a data converting operation on the data in the 

respective lines by using a round function, 

wherein 

the cryptographic processing step includes: 

inputting n/d-bit data formed by dividing n-bit data as 

15 input data by a division number d to the respective 

lines; and repeatedly performing a calculation as a round 

calculation including the data converting operation using 

the round function, 

the cryptographic processing step includes an 

20 operation in which the n/d-bit data of each line having 

output data of the round calculation is redivided into 

d/2 sets of data, the redivided data is recombined to 

restructure d sets of n/d-bit data different from output 

data of a round calculation of a previous stage, and the 

25 restructured data is set as input data for a round 

calculation of the next stage, 



9a 

the round function includes an F-function and an 

exclusive OR operation to be performed on a output or an 

input of the F-function with data of another line, and 

the cryptographic processing step includes setting 

5 a result of the round calculation of the previous stage 

as the input to the round calculation of the next stage 

by performing an operation that satisfies the following 

distribution conditions (1) through (3): 

(1) F-function input-side data series are 

10 distributed to XOR-side data series of the next round 

function, 

(2) XOR-side data series are distributed to F-

function input-side data series of the next round 

function, and 

15 (3) each one of data series divided into d/2 sets 

is distributed to d/2 data series of the next round 

function without overlaps. 

According to a fourth aspect, there is provided a 

cryptographic processing device comprising 

20 a cryptographic processing unit configured to 

divide and input constituent bits of data to be subjected 

to data processing into a plurality of lines, and 

repeatedly perform a data converting operation on the 

data in the respective lines by using a round function, 

25 wherein 

the cryptographic processing unit has a structure 

designed to input n/d-bit data formed by dividing n-bit 

data as input data by a division number d to the 

respective lines, and repeatedly perform a calculation as 

3 0 a round calculation including the data converting 

operation using the round function, 
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the cryptographic processing unit performs an 

operation in which the n/d-bit data of each line having 

output data of the round calculation is redivided into 

d/2 sets of data, the redivided data is recombined to 

5 restructure d sets of n/d-bit data different from output 

data of a round calculation of a previous stage, and the 

restructured data is set as input data for a round 

calculation of the next stage, and 

the cryptographic processing unit performs an 

10 operation in which d x (d/2) sets of redivided data are 

generated by redividing n/d-bit data of each of d lines 

having the output data of the round calculation into d/2 

sets of data, d/2 sets of redivided data selected from 

different lines among the d lines corresponding to the 

15 division number d are recombined to restructure d sets of 

n/d-bit data different from the output data of the round 

calculation of the previous stage, and the restructured 

data is set as the input data for the round calculation 

of the next stage. 

20 According to a fifth aspect, there is provided an 

information processing device comprising: 

a processor configured to execute a program; 

a memory storing the program; and 

a cryptographic processing unit configured to 

25 divide and input constituent bits of data to be subjected 

to data processing into a plurality of lines, and 

repeatedly perform a data converting operation on the 

data in the respective lines by using a round function, 

wherein 
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the cryptographic processing unit has a structure 

designed to input n/d-bit data formed by dividing n-bit 

data as input data by a division number d to the 

respective lines, and repeatedly perform a calculation as 

5 a round calculation including the data converting 

operation using the round function, 

the cryptographic processing unit performs an 

operation in which the n/d-bit data of each line having 

output data of the round calculation is redivided into 

10 d/2 sets of data, the redivided data is recombined to 

restructure d sets of n/d-bit data different from output 

data of a round calculation of a previous stage, and the 

restructured data is set as input data for a round 

calculation of the next stage, 

15 the round function includes an F-function and an 

exclusive OR operation to be performed on a output or an 

input of the F-function with data of another line, and 

the cryptographic processing unit sets a result of 

the round calculation of the previous stage as the input 

2 0 to the round calculation of the next stage by performing 

an operation that satisfies the following distribution 

conditions (1) through (3): 

(1) F-function input-side data series are 

distributed to XOR-side data series of the next round 

25 function, 

(2) XOR-side data series are distributed to F-

function input-side data series of the next round 

function, and 

(3) each one of data series divided into d/2 sets 

3 0 is distributed to d/2 data series of the next round 

function without overlaps. 
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[0024] 

It should be noted that the program of this 
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disclosure is a program that is recorded on a storage 

medium and is then provided to an information processing 

device or a computer system that can execute various 

program codes, for example. As a program executing unit 

5 in an information processing device or a computer system 

executes such a program, operations according to the 

program are performed. 

[0025] 

Other aspects, features, and advantages of this 

10 disclosure will become apparent from the detailed 

description below in conjunction with the later described 

embodiments of the present invention and the accompanying 

drawings. In this specification, a system is a logical 

integration of devices, and each of the component devices 

15 is not necessarily located in the same housing. 

EFFECTS OF THE INVENTION 

[0026] 

According to an embodiment of this disclosure, 

20 cryptographic processing with improved diffusion 

properties and a high level of security is realized. 

Specifically, a cryptographic processing unit 

divides and inputs the constituent bits of the data to be 

subjected to data processing to lines, and repeatedly 

25 performs a data converting operation using round 

functions on the data of the respective lines. The 

cryptographic processing unit inputs n/d-bit data 

obtained by dividing n-bit data as input data by a 

division number d to each line, and repeatedly performs a 

3 0 round calculation that is a calculation including a data 

converting operation using round functions. The n/d-bit 
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data in each line having output data of the round 

calculations is divided into d/2 sets of data, and the 

divided data are combined to restructure d sets of n/d-

bit data that are different from the output data of the 

5 round calculations of the previous stage. The 

restructured data is set as the input data for the round 

calculations of the next stage. With this structure, 

c rypt og rap h i c processing with improved diffusion 

properties and a high level of security can be realized. 

10 

BRIEF DESCRIPTION OF DRAWINGS 

[0027] 

Fig. 1 is a diagram for explaining an n-bit 

symmetric-key block cryptographic algorithm compatible 

15 with the key length of k bits. 

Fig. 2 is a diagram for explaining a decryption 

algorithm corresponding to the n-bit symmetric-key block 

cryptographic algorithm compatible with the key length of 

k bits shown in Fig. 1. 

20 Fig. 3 is a diagram for explaining a relationship 

between a key scheduling unit and a data encrypting unit. 

Fig. 4 is a diagram for explaining an example 

structure of the data encrypting unit. 

Fig. 5 is a diagram for explaining an example of a 

2 5 round function having an SPN structure. 

Fig. 6 is a diagram for explaining an example of a 

round function having a Feistel structure. 

Fig. 7 is a diagram for explaining an example of an 

extended Feistel structure. 

3 0 Fig. 8 is a diagram for explaining an example of an 

extended Feistel structure. 



Fig. 9 is a diagram for explaining an example 

structure of a nonlinear transformation unit. 

Fig. 10 is a diagram for explaining an example 

structure of a linear transformation processing unit. 

Fig. 11 is a diagram for explaining a diffusion 

state in block encryption with a Feistel structure. 

Fig. 12 is a diagram for explaining a diffusion 

state in block encryption with a Feistel structure. 

Fig. 13 is a diagram for explaining a diffusion 

state in. block encryption with a 4-line generalized. 

Feistel structure using two F-functions in one stage. 

Fig. 14 is a diagram for explaining a. diffusion 

state in block encryption with a. 4-line generalized 

Feistel structure using two F-functions in one stage. 

Fig. 15 is a diagram for explaining a diffusion 

state in block encryption with a 4-line generalized 

Feistel structure using two F-functions in one stage. 

Fig. 16 is a diagram for explaining a conventional 

generalized Feistel structure in a case where d is 6. 

Fig. 17 is a diagram showing an example of paths 

with which a full diffusion state is achieved in a 

conventional generalized Feistel structure in a case 

where d is 6. 

Fig. 18 is a diagram for explaining an example 

structure in which the number of full diffusion rounds is 

made smaller than that with a conventional structure by 

changing inter-round lines in a case where the division 

number d is 6 or greater. 

Fig. IS is a diagram showing an example of paths 

with which a full diffusion state is achieved in a 

structure where the number of full diffusion rounds is 



13 

made smaller than that with a conventional structure by 

changing inter-round lines when the division number d is 

6 or greater. 

Fig. 20 is a diagram for explaining a cryptographic 

5 processing structure as an embodiment of this disclosure. 

Fig. 21 is a diagram for explaining an example case 

where d is 4 as an embodiment of this disclosure. 

Fig. 22 shows an example of paths with which the 

full diffusion state is achieved by this method in a case 

10 where d is 4. 

Fig. 23 is a diagram for explaining an example case 

where d is 6 as an embodiment of this disclosure. 

Fig. 24 shows an example of paths with which the 

full diffusion state is achieved by this method in a case 

15 where d is 6. 

Fig. 2.5 is a diagram showing an example structure 

in which each set of n/d-bit data is divided by 2 in a 

case where d is 6. 

Fig. 26 is a diagram showing part of the 

20 relationship among the division number d of n-bit input 

data, the division number p of each set of n/d-bit data, 

and the number of full diffusion rounds. 

Fig. 27 is a diagram showing an example structure 

in which F-function input-side data series and XOF.-si.de 

25 data series are divided in different manners from each 

other. 

Fig. 28 is a diagram showing an example structure 

that is the same as the example structure shown in Fig. 

21, except for the insertion positions of enlarged keys. 

30 Fig. 23 is a diagram for explaining a more 

efficient data distribution method. 
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Fig. 3 0 is a diagram for explaining a more 

efficient data distribution method. 

Fig. 31 is a diagram for explaining a more 

efficient data distribution method. 

Fig. 32 is a diagram for explaining involution 

properties of a Feistel structure. 

Fig. 33 is a diagram for explaining involution 

properties of a Feistel structure. 

Fig. 34 is a diagram showing a type of a 4-line 

structure that can achieve excellent diffusion propertie 

Fig. 35 is a diagram for explaining an operation t 

achieve involution properties. 

Fig. 36 is a diagram for explaining an example 

structure that has involution properties in a 4-line (d 

4) structure. 

Fig. 37 is a diagram for explaining an example 

structure that has involution properties in a 6-line (d 

6} structure. 

Fig. 38 is a diagram for explaining an example 

structure that has involution properties. 

Fig. 39 is a diagram for explaining an example 

structure that has involution properties. 

Fig. 40 is a diagram showing an example structure 

of an IC module 700 as a cryptographic processing device 

MODES FOR CARRYING OUT THE INVENTION 

[0028] 

The following is a detailed description of a 

cryptographic processing device, a cryptographic 

processing method, and a program according to this 

disclosure, with reference to the drawings. Explanation 



will be made in the order of the following chapters. 

1. Outline of symmetric-key block cryptography 

2. Outline of diffusion properties 

(2-1) Description of diffusion properties 

(2-2) Conventional example structure taking 

diffusion properties into account 

3. Example structure with improved diffusion 

properties according to this disclosure 

4. Example structure having more efficient data 

distribution 

5. Example structure with involution properties 

6. Example structure of a cryptographic processing 

device 

7. Summary of the structures according to this 

disclosure 

[0029] 

[1. Outline of Symmetric-Key Block Cryptography] 

First, symmetric-key block cryptography7 is briefly 

described. 

(1-1. Symmetric-key block cryptography) 

Symmetric-key block cryptograpby (hereinafter 

referred to as block encryption) is defined as follows. 

In block encryption, a plain text P and a key K are 

received as inputs, and a cipher text C is output. The 

bit length of a plain text and a cipher text is referred 

to as the block size, and is represented by n herein. 

Although n may be any integer value, n is normally a 

value uniquely determined for each block encryption 

algorithm. Block encryption using n as the block length 

may also be referred to as n-bit block encryption. 

[0030] 



The bit length of a key is represented by k. A key 

may have any integer value. Each symmetric-key block 

cryptographic algorithm is compatible with one or more 

key sizes. For example, a block encryption algorithm A 

has a block size of n = 128, and may be compatible with 

key sizes of k = 128, 192, and 256. 

Plain text P: n bits 

Cipher text C: n bits 

Key K; k bits 

[0031.] 

Fig. 1 is a diagram of an n-bit symmetric-key block, 

encryption algorithm E compatible with the key length of 

k bits. 

A decryption algorithm D compatible with the 

encryption algorithm E can be defined as the inverse 

function S"1 of the encryption algorithm E. A cipher text 

C arid a key K are received as inputs, and a plain text P 

is output. Fig. 2 is a diagram showing the decryption 

algorithm D compatible with the encryption algorithm E 

shown in Fig. 1. 

[0032] 

(1 - 2 . Inner structures) 

Block encryption can be divided into two units. 

One is a "key scheduling unit" that inputs a key K and 

outputs an enlarged key K! (bit length k'} formed by 

extending a bit length through a predetermined step, and 

the other one is a "data encrypting unit'1 that receives 

the plain text P and the enlarged key K' from the key 

scheduling unit, converts the data, and outputs the 

cipher text C. 

The relationship between the two units is shown in 
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Fig. 3. 

[0033] 

(1-3. Data encrypting unit) 

The data encrypting unit used in the following 

embodiments can be divided into processing units called 

round functions. A round function receives two sets of 

data as inputs, and. outputs one set of data after 

processing the data therein. One set of the input data 

is n-bit data being currently encrypted, and the output 

of the round function in a round is supplied as an input 

to the next round. The other set of the input data is 

the daca of part of the enlarged key that is output from 

the key scheduling unit, and this key data is called the 

round key. The total number of the round functions is 

called the total number of rounds, and is a value that is 

set beforehand for each encryption algorithm. Here, the 

total number of rounds is represented by R. 

[0034] 

Where the input data of the first: round counted 

from the input side of the data encrypting unit is 

represented by Xx, the data that is input to the ith 

round function is represented by Xi, and the round key is 

represented by RKj, the entire data encrypting unit is 

expressed as shown in Fig. 4. 

[0035] 

(1 - 4 . Round f uric t i ons } 

The round functions can have various forms, 

depending on block encryption algorithms. The round 

functions can be classified on the basis of the 

structures employed by respective encryption algorithms. 

Examples of typical structures include a SPN structure, a 
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Feistel structure, and an extended Feistel structure. 

[0036] 

(a) SPN-structure round function 

A structure that performs an exclusive OR operation 

5 with a round key, a nonlinear transformation, and a 

linear transformation on all the n-bit input data. The 

order of the respective operations is not particularly-

set. Fig. 5 shows an example of a round function having 

the SPN structure. 

10 [003 71 

(b) Feistel structure 

n-bit input data is divided into, two sets of n/2-

bit data. One of the sets of the data and a round key 

are input to a function (an F-function), and the output 

15 and the other one set of the data are subjected to 

exclusive OR. The right and the left of the delta are 

then replaced with each other, to form output data. The 

inner structure of the F-function may be of any of 

various types, but is basically realized by a combination 

20 of an exclusive OR operation with round key data, a 

nonlinear operation, and a linear transformation, like a 

SPN structure. Fig. 6 shows an example of a round 

function having the Feistel structure. 

[0038] 

25 (c) Extended Feistel structure 

An extended Feistel structure differs from a 

Feistel structure in that the number of data divisions is 

3 or more, instead of 2. Where the number of divisions 

is represented by d, various extended Feistel structures 

30 can be defined by d. As the input/output size of an F~ 

function becomes relatively smaller, this structure is 
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considered suitable for small-size implementation. Fig. 

7 shows an example of an extended Feistel structure in a 

case where d is 4, and two F-functions are used in 

parallel in one round. Fig. 8 shows an example of an 

5 extended Feistel structure employed in a case where d is 

8, and one F-function is used in one round. 

[0039] 

(1-5. Nonlinear transformation processing unit) 

A nonlinear transformation processing unit tends to 

10 have high implementation costs where the size of data to 

be input is large. To avoid that, target data is divided 

into two or more units, and a non.lip.ear transformation is 

performed on each of the units in many cases. For 

example, where the input size is ms bits, input data is 

15 divided into m sets of s-bit data, and a nonlinear 

transformation having an s-bit input and output is 

performed on each of the m sets of s-bit data. Those s~ 

bit nonlinear transformations are called S-boxes herein. 

Fig. 9 shows an example. 

20 [0040] 

(1-6. Linear transformation processing unit) 

A linear transformation processing unit can be 

defined, as a matrix, in view of the characteristics 

thereof. The elements of the matrix may be normally 

25 expressed in various forms, such as the elements of 

GF(28) or the elements of GF(2). Fig. 10 shows an 

example of a linear transformation processing unit that 

has an ms-bit input and output and is defined by an m x m 

matrix defined on GF(2S) . 

30 [0041] 

[2. Outline of Diffusion Properties] 



20 

Diffusion properties are now briefly described 

before cryptographic processing of this disclosure is 

explained. 

[0042] 

5 (2-1) Description of diffusion properties 

As briefly described above, diffusion properties 

are used as one of the indications used in evaluating 

security of block encryption. The properties can be 

regarded as properties that spread (or diffuse) input 

10 data changes into output, data, and, in secure block 

encryption, influence of such changes in the input data 

is expected to be transmitted to the output data as fast 

as possible. 

[0043] 

15 In the fo.lIov7.ing, "diffusion state", "full 

diffusion state", and "number of full diffusion rounds" 

are defined. 

In a case where an output bit is written as a 

relational expression of input bits, and the relational 

20 expression satisfies the conditions shown below, the 

state of the output bit is defined as the "diffusion 

state". 

(Condition 1) All the input bits are included in 

the relational expression. 

25 (Condition 2) All the input bits have passed 

through a round function (an F-function) at least once. 

[0044] 

Further, a state where all the output bits are in 

the diffusion state is defined as the "full diffusion 

3 0 state". 

The minimum number of rounds (the number of 



repetitions) required to achieve the full diffusion state 

is defined as the "number of full diffusion rounds". 

[0045] 

Referring now to block encryption with the Feistel 

5 structures shown as specific examples in Figs. 11 and 12, 

those definitions are described in detail. Fig. 11 shows 

an example structure of a round function of block 

encryption with a Feistel structure, and Fig. 12 shows a 

structure in which the round function is repeated three 

10 times. 

[0046] 

As is seen from Fig. 12, n/2-bit data X^1, Xi+21, 

and Xi,3" on the left sides of the outputs of the ith, 

(i+l)th, and (i+2)th rounds (or on the left side of the 

15 (i+1)th, (i+2)th, and (i+3)th inputs), and n/2-bit data 

Xifi2, Xi+22/- and Xi+32 on. the right sides of the outputs of 

the ith, (i-i-l)th, and (i + 2)th rounds (or on the right: 

side of the (i + 1)th, (i+2)th, and (i+3)th inputs) can be 

each expressed as follows by using the ith round inputs 

2 0 XiA and. Xi2, and round keys RKi", RK±2, and RKjJ. 

[0047] 

Xi-f!1 - F (RK;.1, Xi1) {+)Xr 

Xi + 21 = F(RKi + x1/Xi + 11) (+)Xi + j.2 = 

F (RKi+i1, F (RKi1, Xi1) (+)Xi2) (+JX*1 

25 Xi + 31 = F (RK.i + 21, Xi + 21) ( + ) Xi + :>2 -

F (RKi+21. F (RKi-f-,1, Xi+i1) ( + )Xi-H2) ( + )Xi + 22 

F(RK1+2SF(RKi + 11,F(RKi1,Xi1) ( + )Xi2 ) ( + )Xi1) ( + ) F (RKi1, Xj1) (+)Xi 

2 

30 [0048] 

Xi + i2 = Xi1 



Xi + 22 = Xi + i1 - F (RKi1, Xi1} ( + )Xi2 

Xi+32 - Xi+21 - F(RKi + i1,Xi + 1i) ( + }Xi+x2 * 

F (RKi+i1, F (RKi1, Xi1) (+)Xi2 ) ( + ) X*1 

[00491 

5 In the above expression, F(K, X) represents the 

data obtained by transforming data X with an F-function 

using a parameter K, and (+) represents the exclusive OR 

of each bit. 

[00501 

10 Although expressed with the input data Xi1 and Xi2, 

Xj.j.;t is not in the diffusion state, because Xi~ has not-

passed through an F-function. Xi+21 is expressed with the 

input data Xk and Xi2, and the input data is given as 

inputs to an F-function. Accordingly, it can be said 

15 that Xi+21 is in the diffusion state. Likewise, it can be 

said that Xi+31 is in the diffusion state. 

[0051] 

Being expressed only with Xk", Xi + k is not in the 

diffusion state. Xi+22 is not in the diffusion state, 

20 since X,2 has not passed through an F-function. Xi+32 is 

in the diffusion state, satisfying the conditions. 

[0052] 

From the above results, the (i+3)th round outputs 

Xi^p,1 and Xi.,3" are both in the diffusion state, and it can 

25 be said that the full diffusion state is achieved. As 

can be seen from the above, the number of full diffusion 

rounds of the block encryption with the Feistel 

structures shown in Figs. 11 and 12 is 3. 

[0053] 

30 It the full diffusion state is not achieved, a 

certain output bit is not affected by a certain input bit 
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and a nonlinear function (an F-functicn), and therefore, 

is probably vulnerable to various kinds of attacks. 

Particularly, diffusion properties are used as an 

indication in directly estimating security against 

5 attacks such as impossible differential attacks and 

saturation attacks. It can be said that better diffusion 

properties are achieved with a smaller number of full 

diffusion rounds. 

[0054] 

10 Figs. 13 and 14 show other examples. These 

drawings show 4-line generalized Feistel structures using 

two F-functions in one stage. 

Fig. 15 shows repercussions of a change in a case 

where n-bit input Xj of the ith round is divided into 

15 four n/4-bit data, and the change is made only to part of 

the fourth n/4-bit data (represented by Xi*1) . 

[0055] 

In the drawing, the thick dashed line indicates 

data being transmitted in a state where the change in the 

20 input has not passed through an F-function, and the thick 

lines indicate data being transmitted in a state where 

the change in the input has passed through an F-function 

at least once. Also, it is assumed that each output bit 

of the F-functions is affected by all the input bits of 

25 the F-functions. As described above, the number of full 

diffusion rounds can be determined by calculating the 

number of rounds required before all the output bits are 

affected by a virtual change in various input bits. In 

practice, it is known that the number of full diffusion 

30 rounds in a generalized Feistel structure using two F-

functions in one stage is 5, with d being 4. 



[0056] 

(2-2) Conventional example structure taking 

diffusion properties into account 

Next, a processing structure taking into account 

the diffusion properties suggested so far is briefly 

described. 

[0057] 

It is widely known that a d-line generalized 

Feistel structure using d/2 Functions in one stage do not 

have very good diffusion properties, and the number of 

full diffusion rounds is d-I. This is disclosed in Non-

Patent Document 3 (T. Suzaki and K. Minematsu, "Improving 

the Generalized Feistel", FSE 2010, LNCS6147, pp. 19-39, 

2010), for example. 

[0058] 

Fig. 16 shows a conventional generalized Feistel 

structure where d is 6, and Fig. 17 shows an example of 

paths with which the structure is in the full diffusion 

state. 

[00591 

To solve the above problem, Non-Patent Document 3 

suggests a structuring method that can make the number of 

full diffusion rounds smaller than that in a conventional 

structure in a case where the division number d is equal 

to or greater than 6, by changing inter-round lines for 

each set of n/d-~bit data formed, by dividing data into d 

s et s 

[0060] 

Fig. 18 illustrates this structuring method in a 

case where d is 6, and Fig. 19 shows an example of paths 

with which the structure is in the full diffusion state. 



The numbers of full diffusion rounds achieved in 

this structure are 5, 6, 7, 8, 8, and 8 in cases where d 

is 6, 8, 10, 1.2, 14, and IS, respectively. As can be 

seen from that, better diffusion properties than those 

with (d+l) rounds of a conventional structure are 

achieved. However, this structure is not effective in a 

case where d is 4, and the number of full diffusion 

rounds cannot be made smaller than that. 

[0061] 

Non-Patent Document 4 (Suzaki, Tsunoo, Kubo, and 

Kawabata, "Proposal of a structure having diffusion layer 

.incorporated into a generalized Feistel structure", 

SCIS2008, 2008) suggests a structure that makes diffusion 

properties better than those of a conventional structure 

by performing a linear operation on each set of n/d-bit 

data formed by dividing data into d sets. In this 

structure, however, a means of implementation for linear 

operations is required, resulting in higher 

implementation costs. 

[00621 

[3. Example Structure With Improved Diffusion 

Properties According to This Disclosure] 

In view of the above described problems, this 

disclosure suggests a structuring method for achieving 

better diffusion properties in a generalized Feistel 

structure without an increase in implementation costs. 

[0063] 

In a d-line generalised Feistel structure of this 

constitution, n-b.it input data is divided into d sets of 

n/d-bit data, and F-function processing and an exclusive 

OR operation are performed on each of the d sets, as in a 
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conventional structure (step 1 in Fig. 20). 

[0064] 

The data series that are input to the F-functions 

at this point are referred to as the F-function input-

5 side data, series, and. the data series that are subjected 

to exclusive OR are referred to as the XOR-side data 

series. 

After that, each set of n/d-bit data transferred in 

each corresponding series (each corresponding line) is 

10 further redivided into d/2 sets (the division at this 

point may not be equal division). 

The data redivided into d/2 sets in each series 

(each, line) is distributed in accordance with the 

following rules (step 2 in Fig. 20). 

15 [0065] 

(1) The F-function input-side data series are 

invariably distributed to the XOR-side data series of the 

next round, function. 

(2) The XOR-side data series are invariably 

20 distributed to the F-function input-side data series of 

the next round function. 

(3) Each one of data series divided into d/2 sets 

is distributed to d/2 data series of the next round 

function without overlaps. 

25 [0066] 

After the above described distribution, each set of 

data divided into d/2 sets is integrated into one set of 

data, (step 3 in Fig. 20) . 

The above is repeated a required number of times. 

30 [ 0 Q 6 7] 

Fig. 20 shows ari example structure in which the 
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division number d is 4. 

In this structure, the number of full diffusion 

rounds can be 4, regardless of the number d of data 

divisions. 

[0068] 

The reasons that this method satisfies the 

condition that the number of rounds required to realize 

full diffusion is 4, regardless of the division number d, 

are as follows. 

(1) Any change in input data in the ith round 

affects at least one F-function in the (i+i)th round. 

(2) At least one of the XOR-side data series in the 

(i + l)th round is .in the diffusion state. 

(3) The data in the diffusion state among the XOR-

side data series in the (i+l)th round is further divided 

into d/2 sets, and affects all the d/2 F-functions in the 

(i+2)th round. Accordingly, all the XOR-side data series 

in the (i+2)th round are in the diffusion state. 

(4) As the XOR-side data series in the (i+2)th 

round are the F-function input-side data series in the 

(1+3)th round, all the F-function input-side data series 

in the (i+3}th round are in the diffusion state. As the 

data in the diffusion state is input to all the F~ 

functions in the (i+3)th round, all the XOR-side data 

series subjected to exclusive OR with the outputs are in 

the diffusion state. 

[0069] 

For the above reasons, the full diffusion staue is 

invariably achieved after the (i+3)th round or in four 

rounds. Referring now to Figs. 21 and 22, specific 

examples are described. 



[0070] 

Fig. 21 illustrates an example of this method in a 

case where d is 4. Since d is 4, each set of n/4-bit 

data obtained by dividing input data into four sets is 

5 further divided by 2 (into d/2 sets). 

The two sets of divisional data as the ith round 

outputs corresponding to the ith round input Xi1 are 

represented by and Yi1R, and likewise, the respective 

sets of divisional data corresponding to X^.2, Xi3, and Xi4 

10 are y/L, Y<2R, YiS\ YI3R, Yr\ and Yi4R. The size of those 

divisional data is n/8 bits in the case of equal division. 

[0071] 

However, the operation to redivide the data in each 

line is not necessarily equal division. In a case where 

15 the number of input bits is 256, and the division number 

d is 4, for example, the number of bits in each line is 

n/d = 256/4 - 64 bits, and the data obtained by 

redivision is 32-bit data in the case of equal division. 

As a result, two sets of 32-bit data are generated. 

20 However, equal division is not obligatory, and the 

redivided data generated from the 64-bit data may be any 

combination such as a combination of 20-bit data and 44-

bit data. 

However, at the time of inputting to the next round 

25 calculating unit, four sets of 64-bit data according to 

the division number d = 4 are restructured by combining 

the 20-bit data and the 44-bit data separated into 

different lines, and are input to respective divisional 

lines. 

30 [0072] 

That is, in a structure having the division number 
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d, equal division is not obligatory, but the forms (the 

division ratios) in redivision in the respective d lines 

need to be identical in the redividing operation in the 

respective d lines. 

[0073] 

If a change is made somewhere in the ith-round 

input data, the influence is input to vat least one of the 

two F-functions in the (i+l)th round. In a case where a 

change is made only in the LSB1 bit of X,4, for example, 

the influence is transmitted only to YI4R, and the 

influence of the transmission is transmitted to X^1. As 

a result, Xi.^"1 is input to the left F-function in the 

(i + 1) th round (Fig. 22). The same applies in. cases where 

a change is made in the position of some other input bit, 

and transmission of the influence to at least one F~ 

function is guaranteed. 

[0074] 

Since at least one F-function in the (i+1)th round 

is affected by the change in the input, the data 

subjected to exclusive OR with the output is in the 

diffusion state. That is, the diffusion state of either 

the combinations Yi_i2R) or (Y:,+14L, YI*I4K) is 

guaranteed. Fig. 22 illustrates an example case where 

the. combination (Y^i^, Yi*i*R) is in the diffusion state. 

[0075] 

According to the rules 2 and 3 of this method, the 

outputs Yi+12L and Yi+T;K of the (i + I)th round are input to 

the two (= d/2) F-functions in the (i+2)th round. 

Likewise, Yi..I4L and Yi,.i"R are also input to all the F--

functions in the (i+2)th round. That is, no matter which 

one of the combinations (Yi+12ij, Yi+i~R) and (Yi+14iJ, Yi+14R) 



is in the diffusion state in the (i+l)th round, data in 

the diffusion stare is input to all the F--functions in 

the (i+2)th round- Accordingly, all the dara Y^21", 

Yi+24it and Yi+24K subjected to exclusive OR with the 

5 outputs of those F-functions are in the diffusion state, 

and are supplied to Xi+31 and Xi+33 according to the rules 

2 and 3. Thus, it is apparent that Xi+31 and Xi+33 are also 

in the diffusion state. 

[0076] 

10 Xi + 31 anci Xi+33 in the diffusion state are input to 

the respective F-functions in the (i+3)th round, and 

accordingly, Yi+22lJ, Yi+:/'R, Y^^1! and. yi+2"f which are the 

results of exclusive OR with the outputs, or Xi+41 and 

Xi +431 are also in the diffusion state. 

15 [0077] 

From the above results, this method can satisfy the 

condition that the number of full diffusion rounds is 4. 

Fig. 22 shows an example of paths with which the full 

diffusion state is achieved by this method in a case 

20 where d is 4. In this example structure, the full 

diffusion state is realized in four rounds, which is less 

than five rounds as the number of full diffusion rounds 

in a conventional structure. Fig. 22 shows an example of 

the paths that realize full diffusion in the case where d 

25 is 4 in this structure. 

[0078] 

Fig. 23 shows an example structure in which d is 6, 

and Fig. 24 shows an example of paths with which the full 

diffusion state is achieved in the example structure (the 

30 numbers shown before and after the inter-round 

permutation represent the indexes indicating which 
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positions the respective sets of data are located after 

the permutation). 

[0079] 

As is apparent from the above, structures according 

5 to this disclosure achieve much better diffusion 

properties than those with conventional structures. Also, 

as the structures according to this disclosure do not 

involve linear operations, implementation costs do not 

increase. 

10 [0080] 

A.s described above, in this embodiment, a 

cryptographic processing unit divides and inputs the 

constituent bits of data to be subjected to data 

processing to lines, and repeatedly performs a data 

15 converting operation using round functions on the data of 

the respective lines. The cryptographic processing unit 

repeatedly performs a round calculation involving data 

redivision and restructuring as described below. 

[0081] 

20 Specifically, the cryptographic processing unit 

inputs n/d-bit data formed by dividing n-bit data as the 

input data by the division number d to the respective 

lines, and repeatedly performs the round calculation that 

is a calculation including the data converting operation 

25 using round functions. 

In the operation to repeatedly performing the round 

calculation, the n/d-bit data of each line having the 

output data of the round calculations is redivided. into 

d/2 sets, and the redivided data is recombined, to 

30 restructure d sets of n/d-bit data that differ from the 

output data of the round calculations of the previous 
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stage. The restructured n/d-bit data is set as the input 

data for the round calculations of the next stage. 

[0082] 

Specifically, a redividing and restructuring 

5 operation that satisfies the following conditions is 

performed. 

(1) The F-function input-side data series are 

invariably distributed to the XOR-side data series of the 

next round function. 

10 (2) The XOR-side data series are invariably 

distributed to the F-function input-side data series of 

the next round function. 

(3) Each one of data series divided into d/2 sets 

is distributed to d/2 data series of the next round 

15 function without overlaps. 

[0083] 

An operation that satisfies such conditions is 

performed. 

[0084] 

20 For example, the cryptographic processing unit 

performs an operation in which d x (d/2) sets of 

redivided data are generated by redividing the n/d-bit 

data of each of the d lines having the output data of the 

round calculations into d/2 sets of data, d/2 sets of 

25 redivided data selected from different lines among the d 

lines corresponding to the division number d are 

recombined to restructure d sets of n/d-bit data that are-

different from the output data of the round calculations 

of the previous stage, and the restructured data is set 

30 as input data for the round calculations of the next 

stage. 



[0085] 

As such an operation is performed, the minimum 

number of rounds (repetitions) required to achieve the 

above described full diffusion state, or the "number of 

full diffusion rounds", can be set at 4. 

[0086] 

As mentioned above, in a case where an outpiat bit 

is written as a relational expression of input bits, and 

the relational expression satisfies the conditions shown 

below, the state of the output bit is defined as the 

"diffusion state". 

(Condition 1) .All the input bits are included in 

the relationa1 expression. 

(Condition 2) All the input bits have passed 

through a round function (an F-function) at least once. 

Further, a state where all the output bits are in. 

the diffusion state is the "full diffusion state". 

10 0 8 7] 

In each of the example structures described as an 

embodiment of this disclosure, each of the sets of n/d-

bit data that are transferred through the respective 

lines for transferring data formed by dividing n-bit 

input data by d, or (d/2) lines of F-function input-side-, 

data series lines and (d/2) lines of XOR-side series 

lines, is divided into d/2 sets. 

This is the setting for realizing the minimum 

number of rounds, which is 4, to achieve full diffusion. 

Fig. 25 shows an example structure in which the 

division number d is 6, and. n/d-bit data (n/6-bit data) 

to be transferred through respective lines is divided by 

2, or is divided into sets of d/12-bit data that are then 



transferred between rounds. 

[0088] 

However, the number of divisions to realize full 

diffusion is not limited to (d/2) in each line, unless 

5 the number of rounds is limited to 4. 

Fig. 26 is a table showing the correspondence 

relationship among the number d of divisions of n-bit 

input bits, the number p of divisions in each line, and 

the number of rounds required to realize full diffusion. 

10 If data series are appropriately distributed, the 

number of full diffusion rounds can be calculated 

according to the equation shown below. 

The number of rounds = 3 + [logP(d/2)j 

Here, [x] is the smallest integer, which is equal 

15 to or greater than x. 

[0089] 

Fig. 27 shows a structure as an extended example in 

which the F-function input-sice data series and the XOR-

side data series are divided in different manners from 

2 0 each other. 

The structure shown in Fig. 27 is an example in 

which the division number d is 6, each of the three (= 

d/2) F-function input-side data series lines is divided 

by 2, and each of the three (= d/2) XOR-side series lines 

25 is divided by 3. 

The number of full diffusion rounds can also be 4 

in this structure, if the data series are appropriately 

distributed. 

[0090] 

30 The effects of this method can be achieved, 

regardless of the insertion positions of enlarged keys 
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(round keys). Fig. 28 shows an example structure that is 

the same as the example structure shown in Fig. 21, 

except for trie insertion positions of enlarged keys 

(round keys)-

5 In Fig. 21, enlarged keys (round keys) are inserted 

to the respective F-functions. 

in the structure shown in Fig. 28, on the other 

hand, enlarged keys (round keys) are inserted to the 

portions that perform exclusive OR operations on F-

10 function outputs and XOR-side data series. 

In such a structure, the number of full diffusion 

rounds can also be reduced with a transfer mechanism 

involving the above described inter-round data redividing 

operation. 

15 [0091] 

[4. Example Structure Having More Efficient Data 

Distribution] 

In the above described chapter [3. Example 

Structure With Improved Diffusion Properties According to 

2 0 This Disclosure], a structuring method for achieving 

better diffusion properties in a generalized Feistel 

structure without an increase in implementation costs has 

been described. 

[0092] 

25 Specifically, in a structure in which n/d-bit data 

obtained by dividing n-bit data as input data by a 

division number d is input to each line, and an operation 

as a round, calculation including a data converting 

operation using round functions is repeatedly performed, 

3 0 the n/d-bit data in each of the lines having the output 

data of the round calculations is further redivided into 



d/2 sets, and the redivided data is combined to 

restructure d sets of n/d-bit data that differ from the 

output data of the round calculations of the previous 

stage. The d sets of n/d-bit data are used as input data 

for the round calculations of the next stage. 

[0093] 

In the following, a more efficient technique tor 

the data distribution described in the above embodiment 

is described. 

Referring first to Fig. 29, a typical example 

structure of this embodiment is described. 

In this structure, n-bit input data is divided into 

d sets of n/d-bit data according to a division number d 

in a d-line generalized Feistel structure, and an 

operation as a round calculation including a data 

converting operation using round, functions is repeatedly 

performed, as in the embodiment described in the above 

chapter [3]. 

[0094] 

After the ith round calculation, the n/d-bit series 

in each of the d lines (series) is further redivided into 

d/2 sets. 

The jth set of data among the d/2 sets of divided 

output data in each line (series) after the ith round 

calculation is represented by Y^[j ] (j being an integer 

that is not smaller than 1 and not greater than d2/2) . 

[0095] 

Likewise, among the d/2 sets of data obtained by 

redividing the n/d-bit data in each of the d lines 

according to the division number d in the round 

calculating unit in the (i-fl)th stage, the jth set of 
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data is represented by Xui [j] (j being an integer that is 

not smaller than I and not greater than d2/2). 

[0096] 

Meanwhile, YY<[t] represents the data that is 

5 obtained by sequentially combining the data satisfying 

the equation, j = (d/2)s + t, among Y[j ] . 

Here, s is an integer that is not smaller than 0 

and not greater than, (d-1), and t is an integer that is 

not smaller than 1 and not greater than d/2. 

0 [0097] 

Specifically, the following equations are satisfied, 

for example. 

YYi [1] - Yi [1] | | Yi [1 x d/2 4- 1] ! j Yi [2 x d/2 + 

1] | | ... | | Yi [ (d - I) x d/2 + 1] , 

5 YYi [2] = Yi [2] I | Yi [I x d/2 + 2] | | Y± [2 x d/2 + 

Y.t [ (d - 1) x d/2 + 2] , l ! ! 

YYi [d/2] - Yi [d/2] | j Yi [1 x d/2 + d/2] | i Yt [2 x d/2 + 

d/2] | | ... j | Y i [ {d - 1) x d/2 + d/2] 

0 [0098] 

Likewise, XXi[t] represents the data that is 

obtained by sequentially combining the data satisfying 

the equation, j = (d/2}s + t, among Xj. [ j ] . 

Here, Xi[j] is the jth set of data among the d/2 

5 sets of data obtained by dividing each of the d sets of 

n/d-bit data obtained by dividing input data in the ith 

stage, s is an integer that is not smaller than 0 and noi 

greater than (d-1), and t is an integer that is not 

smaller than 1 and not greater than d/2. 

0 [0 09 9] 

According to the method described in the above 
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chapter [3] , there are a large number of distribution 

patterns, and evaluations take a long time. Specifically, 

according to the method described in the above chapter 

[3], the distribution patterns satisfy the following 

conditions (1) through (3). 

(1) The F-function input-side data series aire 

invariably distributed to the XOR-side data series of the 

next round function. 

(2) The XOR-side data series are invariably 

distributed to the F-function input-side data series of 

the next round function. 

(3) Each one of data series divided into d/2 sets 

is distributed to d/2 data series of the next round 

function without overlaps. 

[0100] 

There exist a large number of distribution patterns 

that satisfy those conditions (I) through (3). 

Particularly, in a case where the number d of divisions 

of input data is large, the number of distribution 

patterns is very large, and therefore, it is not easy to 

select a distribution pattern. Also, implementation 

costs might become higher, depending on the distribution 

method. 

r f \ 1 O 1 1 I \J 1 \J A. \ 

In the following, a distribution method by which 

selectable distribution patterns are limited in advance, 

and the implementation costs can be lowered, is suggested. 

This suggested method is developed by further improving 

the distribution method described in the above chapter 

[0102 



First, in the jth set of data Xi+i [j] among the d/2 

sets of delta obtained by redividing each of the d sets of 

n/d-bit data obtained by dividing input data by d in the 

(i+l)th stage, the data series of the data XXi+1[tj formed 

5 by sequentially combining the data satisfying the 

equation, j = (d/2)s + t, is cyclically shifted to the 

left by the amount equivalent to (2t-l) sets of data. 

The resultant data series is represented by ZZi+i[t]. 

[0103] 

10 Specifically, 

since ZZx + i [1] = XXi + i[l] «< 1, 

the following relations are established. 

ZZi+1[lj - XXi+1[l] «< 1 

= (Xi+i [1] | | X^ [1 x d/2 + 1] | | Xi + 1 [2 x d/2 + 1] j | 

15 I |Xi+1[(d - 1) X d/2 -r 1]} «< 1 

- Xi,.! [1 X d/2 + 13 I |Xi+1 [2 x d/2 + 1] M ... I |Xi+2 E (d 

- 1) x d/2 + 1] I |Xi+1 [1] 

[0104] 

With the use of YYi[j] and ZZi+i[j3 defined as above, 

20 ZZi+i [ j] is selected one by one from each YY i [ j J without 

overlaps, and connections are made. In this manner, a 

data permutation from the data of the ith round to the 

data, of the (1 + 1.) th round can be determined. 

Fig. 3 0 shews an example case where the number d of 

25 divisions of input data is 6. 

The respective intermediate variables in Fig. 30 

are defined as follows. 

[0105] 

Intermediate variables aire the following three 

3 0 kinds of data. 

YYi [t j : Data generated by sequentially combining 
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the data satisfying the equation, j - (d/2)s + t (s being 

an integer that is not smaller than 0 and not greater 

than (d-1), t being an integer that is not smaller than 1 

and not greater than d/2) , in the jth. set of data Y i f j ] 

5 (j being an integer that is not smaller than 1 and not 

greater than d*'/2) among the d/2 sets of divided output 

data in the ith stage. 

XXi„[t]: Data generated by sequentially combining 

the data satisfying the equation, j = (d/2)s + t (s being 

10 an integer that is not smaller than 0 and not greater 

than (d-1), t being an integer that is not smaller than 1 

and not greater than d/2), in the jth set of data Xi+i[j] 

among the d/2 sets of data obtained by dividing each of 

the d sets of n/d-bit data obtained by dividing input 

15 data by d in the (i+l)th stage. 

ZZj+i [t] : Data series obtained by cyclically 

shifting the data series XXi+1 [t] to the left by the 

amount equivalent to (2t-l) sets of data. 

Those are the intermediate variables. 

20 [0106] 

As shown in Fig. 30, in a case where the number d 

of divisions of input data is 6, t is an integer that is 

not smaller than 1 and not greater than d/2, and t is set 

at each of the values 1, 2, and 3, The intermediate 

25 variables are as follows. 

The intermediate variables YYj.[t] corresponding to 

the output data of the ith stage: YYi[l] , YYi[2] , and 

YY < [ 31 

The intermediate variables XXi+1[t] corresponding to 

30 the pre-shifting input data of the (i+l)th stage: XX-^fl], 

XXi+i [2] , and XXi +1 [3] 
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20 

^ D 

The intermediate variables ZZi+i[t] corresponding to 

the post-shifting input data of the (i-fl)th stage: 

ZZi+i [i] , ZZi_i_ [2] , and &Zi+i [31 

Those are calculated as described below. 

[0107] 

The intermediate variables YYi [t] corresponding to 

the output data of the ith stage: YY^ [ 1.] ; YYi[2] , and 

YYi [3] are set as foilows. 

YYi[1] = Yi[1] | j Yj[4] j !Yi[71 j [Y±[10] | jYi[13] | | Yi[16] , 

YYi [2] - Yi [2] | | Yi [5] | j Y-; [8] | | Y± [11] | | Yi [14] j | Yi [17] , 

YYi [3] - Yi [3] ( j Yi [6] | | Y:;. [9] ( | Y± [12] ] Y-: [15] | | Yi [18] . 

[0108] 

The intermediate variables XX3.4.1 [t] corresponding to 

the pre-shifting input data of the (i+i)th stage: xxi+i[lj 

XX.i41 [2] , and XXi+1 [31 are set as follows. 

XXi+1[l] = 

Xi.al] I i Xi^i [4] 1 |Xi+1[7] I |Xi+i [10] | |Xi+1[13] j |Xi.:[16] , 

XXi + 1[2] « 

Xi,i [21 I |X:Ul[5j I |Xi,i [83 I [ Xi...! [11] ; |Xi+1 [14] I |Xi + 1 [17] , 

XXi+i [3 3 -

Xi + i [3] j |Xi + 1 [6] I |Xi4! [9] I IXi+x [12] i [Xi + 1 [15] | |Xi + 1 [18] . 

[0109] 

The intermediate variables ZZi+1[t] corresponding to 

the post - shift ing input data of the {.1 + 1} th stage: 

ZZi +1 [ 1 ] , ZZi + 2 [2] - and ZZi + 1[3] are set as follows. 
rr <~/ , r 1 
Zv Pf 2 ^ i, j 

XiTl [4] I iXi,! [7] I |X1+i [10] j |Xi4l [13] i |Xi+i [16] | |Xi + J [1] , 

ZSi.1 [2] = x-i [11] I |Xi+1 [14] I j Xi-x [17] I j 

xi+1 [2] 1 |Xi+x [5] I jx-as] , 

ZZio. [3] = 

Xi.,1181 | IXi.JS] [ j Xi,! [S] | | Xi,, [9] | |Xi,i[12] | [Xi.,! [15] . 
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[0110] 

Here, YY3.fi] is connected to ZZi+1[l], YYi[2] is 

connected to ZZ-+1[2] , and YYi [3] is connected to 2Zi+1[3] , 

for example, as shown in Fig. 30. In this case, the data 

5 distribution method, shown in (a) in the upper half of Fig. 

31 is used. 

[0111] 

In a case where YYj [ 1] is connected to ZZi+i [2] , 

YYi [2] is connected to ZZi + i[3], and YYi [3] is connected 

0 to ZZi+iCl], for example, the data distribution method 

shown in (b) in the lower half of Fig. 31 is used. 

[0112] 

As described above, the setting of the 

cryptographic processing unit of the cryptographic 

5 processing device of this embodiment, or the connection 

structure that determines the input-output relationship 

between the output data of the round calculations of the 

previous stage and the redivided data for the round 

calculations of the next stage, is selected, from 

0 connection structures that have (d/2) sets of 2n/d~bit 

data as units that are the data generated by combining 

the d x (d/2) sets of redivided data generated through 

the redividing operation performed on the n/d-bit data in 

the lines having the output data of the round 

5 calculations. 

[0113] 

The data distribution method determined in the 

above manner satisfies the conditions described in the 

above chapter [3], which are: 

0 (1) The F-function input-side data series are 

invariably distributed to the XOR-side data series of the 



next round function; 

(2) The XOR-side data series are invariably 

distributed to the F-function input-side data series of 

the next round function; and 

(3) Each one of data series divided into d/2 sets 

is distributed to d/2 data series of the next round 

function without overlaps. 

Those conditions (1) through (3) are satisfied. 

Accordingly, diffusion properties can be improved. 

[0114] 

Also, according to the method described in the 

above chapter [3] , (d/2 x d/2) kinds of data series need 

to be selected and distributed one by one from (d/2 x 

d/2) kinds of data series (in practice, this operation 

needs to be repeated one more time). According to the 

present method, on the other hand, d/2 kinds of data 

series are selected and distributed one by one from d/2 

kinds of data series. Thus, the patterns from which 

selections are made can be dramatically reduced. Further, 

each distribution method selected by the above method has 

regularity in data distribution, and accordingly, 

implementation costs can be lowered. 

[0115] 

[5. Example Structure With Involution Properties] 

An encryption function in a conventional Feistel 

structure can be expressed as shown in Fig. 32. A 

decryption function in a conventional Feistel structure 

can be expressed as shown in Fig. 33. 

[0116] 

As can be seen from the structures shown in Figs. 

32 and 33, exactly the same function can be used as the 



encryption runction and the decryption function simply by 

appropriately shuffling the order of enlarged keys (round 

keys) to be inserted to the F-functions. The properties 

with which the encryption function and the decryption 

function can be realized by the same structure, except 

for the insertion of enlarged keys (round keys), are 

called involution properties. 

[0117] 

In a cryptographic processing structure with 

involution properties, the encryption function can serve 

as the decryption function if the order of enlarged keys 

(round keys) is appropriately shuffled, and there is no 

need to prepare the decryption function. Accordingly, it 

can be said that cryptography with involution properties 

can be normally implemented at lower implementation costs 

than those for cryptography without involution properties. 

Also, the use of the same function as the 

encryption function and the decryption function has the 

advantages that validation costs can be halved 

(validation in either the encryption function or the 

decryption function will suffice), and code size can be 

halved, for cixample. 

[0118] 

As described above, in a conventional Feistel 

structure with the division number d of 2 shown in Figs. 

32 and 33, exactly the same function can be used as the 

encryption function and the decryption function simply by 

appropriately shuffling the order of enlarged keys (round 

keys) to be inserted to the F-functions, and a structure 

with involution properties can be readily formed. 
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However, in a generalized Feistel structure 

(generalized Feistel networks) having a division number d 

that is not 2, involution properties cannot be readily-

achieved . 

[0120] 

Involution properties of a d-line generalized 

Feistel structure using d/2 F-functions in one stage are 

first described (d > 2) . 

It is known that, in a 4-line generalized Feistel 

structure such as one above described one shown in Fig. 

14, involution properties can be achieved if the number 

of processing rounds is an odd number. For example, a 4-

line generalized Feistel structure formed with three 

rounds has involution properties (the same applies in a 

5-round structure). However, involution properties are 

not achieved in a case where the number of processing 

rounds is an even number. 

[0121] 

A d-line generalized Feistel structure normally has 

involution properties only in cases where the remainder 

obtained when the number of constituent rounds is divided 

by a division number d is 1 or (d/2) + 1. 

[0122] 

For example, the 4-line generalized Feistel 

structure shown in Fig. 14 has involution properties only 

in cases where the remainder obtained, when the number of 

constituent rounds is divided by a division number d of 4 

is 1 or (d/2)+l - (4/2) + 1 *= 3 . 

Specifically, involution properties are achieved 

only in cases where the number of constituent rounds is 1 

3, 5, 7, 9, . . . , or where the number of constituent 
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rounds is an odd number. 

[0123] 

Also, a 6-line generalized Feistel structure with a 

division number d of 6 has involution properties only in 

cases "where the remainder obtained when the number of 

constituent rounds is divided by the division number d of 

6 is 1 or (d/2)+l - (6/2) + 1 = 4. 

Specifically, involution properties are achieved 

only in cases where the number of constituent rounds is 1, 

4, 7, 10, 13, ..or where the number of constituent 

rounds is one of those numbers. 

[0124] 

In general, a d-line generalized Feistel structure 

has involution properties invariably depending on the 

number of constituent rounds, as described above. 

[01251 

Fig. 34 is a diagram showing a method in a 4-line 

structure that can achieve excellent diffusion properties 

through the data, redividing and recombining operation 

between round calculations as described in the above 

chapter [3. Example Structure With Improved Diffusion 

Properties According to This Disclosure]. 

According to this method, involution properties are 

achieved only when the number of constituent rounds is 

l + 3n (n being an integer ecru a 1 to or greater than 0) . 

[0126] 

The number of constituent rounds is greatly related 

to security and implementation performance. In a 

structure having involution properties, regardless of the 

number of constituent rounds, the number of constituent 

rounds can be set. in a more flexible manner, and security 



and implementation performance can be flexibly changed. 

Furthermore, small-size implementation can be performed, 

by virtue of the involution properties. 

[0127] 

5 A method of designing an inter-round permutation 

that achieves better diffusion properties without an 

increase in implementation costs and further has 

involution properties, regardless of the number of 

constituent rounds, is described. 

10 The method described below is a method for further 

providing involution properties to a structure that has 

excellent diffusion properties as described in the above 

chapter [3. Example Structure With Improved Diffusion 

Properties According to This Disclosure]. 

15 [0128] 

Referring now to Fig. 35, an example of this method 

is described. According to this method, the procedures 

of the following steps 1 through 3 are repeatedly carried 

out, as shown in Fig. 35. 

2 0 (St ep 1; 

First, in a d-line generalized Feistel structure 

having a division number d like a conventional structure, 

n-bit input data is divided into d sets of n/d-bit data 

in accordance with the division number d., and the 

25 respective sets of n/d-bit data are input to the 

respective divisional lines. F-function processing and 

an exclusive OR operation are performed on each of the 

sets of n/d-bit data. 

The data series that are input to the F-functions 

30 at this point are referred to as the F-function input-

side data series, and the data series that are subjected 
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to exclusive OR are referred to as the XOR-side data 

series. 

[0129] 

Among the F-function input-side data series, the 

5 leftmost F-function input-side data series is represented 

by L(0), and the rest of the F-function input-side data 

series are sequentially represented by L(l), ..., and 

L((d/2)~1), starting from the left, for example. 

Li3-:ewise, the XOR-side data series are sequentially 

10 represented by R{0), ..., and R((d/2)-1), starting from 

the left, for example. 

[0130] 

(Step 2} 

After that, the n/d-bit data that is the data 

15 transferred through each series (line) is further 

redivided into d/2 sets of data. This redivision may not 

be equal division. 

The redivided data of the F-function input-side 

data, series and the redivided data of the XOR-side data 

20' series are represented by L(i)j and R(i)j, respectively. 

Here, i represents the identifier (number) of each, 

series (line), and j represents the identifier (number) 

of each set of redivided data in one series (line). 

For example, the leftmost data of the data obtained 

25 by redividing the leftmost F-function input-side data 

series into d/2 sets is represented by L(Q)0, and the 

rest of the redivided data are sequentially represented 

by L ( 0) i, . . . , and L(0)d/2-1 -

3 0 The data redivided into d/2 sets in each of the 

series (lines) is then distributed in. accordance with the 
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following rules. 

Rule (2-1) 

The leftmost; F-function input, delta series, or the 

data of L(0) (i = 0), is distributed. 

5 l,i(0) o is distributed to R(0)0 of the next round 

function, and L(0)i is distributed to R(l) x of the next 

round function. Likewise, L (0)i is distributed to R(i)i 

until i becomes (d/2)-I. 

Accordingly, the following are established: L(0)0 = 

10 R ( 0 ) o, L ( 0 ) i - R(l) i, L(0)2 - R (2 } 2 , ... -

[0132] 

Rule (2-2) 

Next, the data of L(l) is distributed. 

L (1)o is distributed to R(l)0 of the next round 

15 function, and L(l)x is distributed to R(2)x of the next 

round function. Likewise, L(l)i is distributed to 

R((i+l)mod d/2)i until i becomes (d/2)-1. 

[0133] 

Rure 12 "3 ) 

2 0 The same operation as the above described 2 is 

repeated up to the data of L((d/2)-1). That is, L(i)j is 

distributed to R((i+j)mod d/2)j of the next round (i and 

j being not smaller than 0 and not greater than (d/2)-l) . 

[0134] 

25 Rule (2-4) 

The same operation as above is repeated on the XOR-

side data series. Specifically, R(i)j is distributed to 

L(((d/2)+i-j)mod d/2)j of the next round function. Here, 

i and j are not smaller than 0 and not greater than 

30 (d/2)-1. 

[0135] 
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(Step 3) 

After the above described distribution, each set of 

data, divided into d/2 sets is integrated into one set of 

data . 

5 The above operation is repeated a required number 

of times in accordance with the number of times a round 

calculation is performed. 

[ 013 6 ] 

Fig. 36 shows an example structure that performs 

10 the above described operation in the case of 4-line (d = 

4). Fig. 37 shows an example structure that performs the 

above described operation in the case of 6-line (d = 6) . 

In the structures shown in Figs. 3 6 and 37, the 

data redivided into d/2 sets in each series (line) is 

15 redistributed to the next round in accordance with the 

rules (2 --1) through (2-4) described above in step 2. 

With the redividing of data and the redistributing 

structure, this method achieves involution properties, 

regardless of the number of constituent rounds. 

20 [0137] 

Figs. 38 and 39 illustrate structuring methods that 

differ from those of the above described example 

structures, but achieve involution properties, regardless 

of the number of constituent rounds. The method that has 

2 5 been described in the above chapter [3] and is 

illustrated in Fig. 21 is an example of a structure that 

achieves involution properties when the number of 

constituent rounds is an odd. number. 

[0138] 

3 0 As described above, in the operation to restructure 

the redivided data of the respective round calculations 



in the cryptographic processing unit, the redivided data 

of the round-function input-side series of the previous 

stage is distributed to the XOR-side series of the next 

stage in accordance with the above described 

5 predetermined rules, and the redivided data of the XOR-

side series of the previous stage is distributed to the 

round-function input-side series of the next stage in 

accordance with the above described predetermined rules. 

Such a structure can be a structure that has involution 

10 properties with which the same structure can be used in 

both encrypting operations and decrypting ope?rations. 

[0139] 

[6. Example Structure of a Cryptographic Processing 

Device] 

15 Lastly, an embodiment of a cryptographic processing 

device that performs cryptographic processing according 

to the above described embodiments is described. 

The cryptographic processing device that performs 

cryptographic processing according to the above described 

20 embodiments can be installed in various information 

processing devices that perform cryptographic processing. 

Specifically, the cryptographic processing device can be 

used in various devices that performs cryptographic 

processing in data processing and communication 

25 processing operations, such as PCs, television sets, 

recorders, players, communication devices, RFIDs, 

smartcards, sensor network devices, cell/battery 

authentication modules, health/medical equipments, and 

self-contained network devices. 

3 0 [0140] 

Fig. 40 shows an example structure of an IC module 
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700 as an example of a device that performs cryptographic 

processing according to this disclosure. The above 

described operations can be performed in various 

information processing devices such as PCs, IC cards, and 

5 readers/writers. The IC module 700 shown in Fig. 40 can 

be formed in any of those various devices. 

[01411 

A CPU (Central Processing Unit) 701 shown in Fig. 

40 is a processor that, executes various programs for 

10 starting and ending cryptographic processing, controlling 

data transmission/reception, controlling data transfers 

between respective components, and the like. A memory 

702 is formed with a ROM (Read Only Memory) that stores 

the programs to be executed by the CPU 701 or fixed data 

15 such as calculation parameters, or a RAM (Random Access 

Memory) that is used as the storage area and the work 

area for the program to be executed in operations by the 

CPU 701 and parameters that vary in program execution, or 

the like. The memory 702 can also be used as the storage 

2 0 area that stores the key data necessary for cryptographic 

processing, the transformation table (permutation table) 

to be used in cryptographic processing, and the data to 

be used in transformation matrixes, and the like. The 

data storage area is preferably formed as a memory that 

25 has an anti-tampering structure. 

[0142] 

A cryptographic processing unit 703 performs 

encrypting operations and decrypting operations by using 

the above described cryptographic processing structure or 

3 0 the symmetric-key block cryptographic processing 

algorithm involving a generalized Feistel structure or a 



Feistel structure, for example. 

[0143] 

Although the cryptographic processing unit is 

described herein as an individual module, such an 

independent cryptographic processing module may not be 

provided. Instead, a cryptographic processing program 

may be stored in a ROM, and the CPU 701 may read and 

execute the program stored in the ROM, for example. 

[0144] 

A random number generator 7 04 performs an operation 

to generate random numbers required in generating the 

keys necessary for cryptographic processing. 

[0145] 

A transmitting/receiving unit 705 is a data 

communication processing unit that performs data 

communications with the outside. For example, the 

transmitting/receiving unit 705 performs data 

communications with an IC module such as a reader/writer 

and outputs a cipher text generated in the IC module, or 

receives a data input from an external reader/writer or 

the like. 

[01461 

The cryptographic processing device described in 

the above embodiment can be used not only in encrypting 

operations to encrypt plain texts as input data, but also 

in decrypting operations to restore plain texts from 

cipher texts as input data. 

The structure described in the above described 

embodiment can be used in both encrypting operations and 

decrypting operations. 
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[7. Summary of the Structures According to This 

Disclosure] 

Embodiments of this disclosure have been described 

in detail, with reference to the above specific 

embodiments. However, it should be obvious to those 

skilled in the art that modifications and alterations can 

be made to the embodiments without departing from the 

scope of this disclosure. In short, the present 

invention is disclosed herein by way of examples, and 

should not be limited to them. The claims should be 

taken into account in understanding the scope of this 

disclosure. 

[0148] 

The technique disclosed in this specification can 

be in the following forms. 

(1) A cryptographic processing device that includes 

a cryptographic processing unit that divides and 

inputs constituent bits of data to be subjected to data 

processing, into lines, and. repeatedly performs a data 

converting operation on the data in the respective lines 

by using a round function, 

wherein the cryptographic processing unit has a 

structure designed to input, n/d-bit data formed by 

dividing n-bit data as input data by a division number d 

to the respective lines, and repeatedly perform a 

calculation as a round calculation including the data 

converting operation using the round function, and 

the cryptographic processing unit performs an 

operation in which the n/'d-bit data of each line having 

output data of the round calculation is redivided into 

d/2 sets of data, the redivided data is recombined to 



restructure d sets of n/d-bit data different from output 

data of the round calculation of the previous stage, and. 

the restructured data is set as input data for the round 

calculation of the next stage. 

5 [0149] 

(2) The cryptographic processing device of (1), 

wherein the round function includes an F-function that 

includes a calculation using a round key, nonlinear 

transformation, and linear transformation, and an 

10 exclusive OR operation between an output or an input of 

the F-function and the data of another line. 

[0150] 

(3) The cryptographic processing device of (1) or 

(2), wherein the cryptographic processing unit sets the 

15 result of the round calculation of the previous stage as 

the input to the round calculation of the next stage by 

performing an operation that satisfies the following 

distribution conditions (I) through (3): 

(1) F-function input-side data series are 

20 invariably distributed to XOR-side data series of the 

next round function, 

(2) the XOR-side data series are invariably 

distributed to the F-function .input-side data series of 

the next round function, and 

25 (3) each one of data series divided into d/2 sets 

is distributed to d/2 data series of the next round 

function without overlaps. 

I 0151j 

(4) The cryptographic processing device of any of 

30 (1) through (3), wherein the cryptographic processing 

unit has a generalized Feistel structure having equal to 
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or greater than 4 as the division number d of input data. 

(5) The cryptographic processing device of any of 

(1) through (4), wherein the cryptographic processing 

unit performs an operation in which d x (d/2) sets of 

5 redivided data are generated by redividing n/d-bit data 

of each of d lines having output data of the round 

calculation into d/2 sets of data, d/2 sets of redivided 

data selected from different lines among the d lines 

corresponding to the division number d are recombined. to 

10 restructure d sets of n/d-bit data different from the 

output data of the round calculation of the previous 

stage, and the restructured data is set as the input data 

for the round calculation of the next stage. 

[0152] 

15 (6) The cryptographic processing device of any of 

(1) through (5), wherein, when all output bits are in a 

diffusion state that satisfies the following two 

conditions, or when the output bits are expressed in a 

relational expression with input bits, the cryptographic 

20 processing unit has a structure that realizes a full 

diffusion state satisfying the following two conditions: 

(Condition 1} all input bits are included in the 

relational expression, and 

(Condition 2) all the input bits have passed 

25 through the round function at least once. 

(7) The cryptographic processing device of any of 

(1) through (6), wherein the cryptographic processing 

unit realizes the full diffusion state through four 

rounds of round calculations. 

30 [0153] 

(8) The cryptographic processing device of any of 
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(1). through (7), wherein the connection structure that 

determines an input-output, relationship between the 

output data of the round calculation of the previous 

stage and the redivided data of the round calculation of 

the next stage is a connection structure selected from 

connection structures that nave (d/2) sets of 2n/d~bit 

data as units that are the data, generated by combining a 

x (d/2) sets of redivided data generated through a 

redividing operation performed on the n/d-bit. data in the 

lines having the output data of the round calculation. 

[01.54] 

(S) The cryptographic processing device of any of 

(1) through (8), wherein the cryptographic processing 

unit has involution properties applicable both in an 

encrypting operation and a decrypting operation. 

(10) The cryptographic processing device of any of 

(1) through (.9), wherein the operation to restructure 

redivided data of the respective round calculations in 

the cryptographic processing unit includes: distributing 

the redivided data of round-function input-side series of 

the previous stage to XOR-side series of the next stage 

in accordance with a predetermined rule; and distributing 

the redivided data of the XOR-side series of the previous 

stage to the round-function input-side series of the next 

stage in accordance with a predetermined rule, 

(11) The cryptographic processing device of any of 

(1) through (10), wherein the cryptographic processing 

unit performs an encrypting operation to transform a 

plain text as input data into a cipher text, ox a 

decrypting operation to transform a cipher text as input 

data into a plain text. 
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[0155] 

Further, a processing method to be implemented in 

the above described devices and systems, and a program 

for performing the above described operations are 

included in the structures according to this disclosure. 

[0156] 

The series of operations described in this 

specification can be performed by hardware, software, or 

a combination of hardware and software. In a case where 

an operation is performed by software, a program having 

the processing sequence recorded therein may be installed 

into a memory in a. computer incorporated into special-

purpose hardware, or may be installed into a general-

purpose computer that can. perform various operations. 

The program is then executed. For example, the program 

can be recorded beforehand on a recording medium. The 

program can not only be installed into a computer from a 

recording medium, but also can be received via a network 

such as a LAN (Local Area Network} or nhe Internet and be 

installed into a recording medium such as an internal 

hard disk. 

[0157] 

The various operations described in this 

specification are not necessarily performed, in the 

described sequential order, but may be performed in 

parallel or independently of one another, depending on 

the processing capacity of the device performing the 

operation, or where necessary. In this specification, a 

system is a logical integration of devices, and each of 

the component devices is not necessarily located, in the 

same housing. 
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INDUSTRIAL APPLICABILITY 

[0158] 

As described above; with a structure according to 

5 an embodiment of this disclosure, cryptographic 

processing with improved diffusion properties and a. high 

level of security is realized. 

Specifically, a cryptographic processing unit 

divides and inputs the constituent bits of data to be 

10 subjected to data processing to lines, and repeatedly 

performs a data converting operation using round 

functions on the data of the respective lines. The 

cryptographic processing unit inputs n/d-bit data 

obtained by dividing n-bit data as input data by a. 

15 division number d to each line, and repeatedly performs a 

round calculation that is a calculation including a data 

converting operation using round functions. The n/d-bit 

data in each line having the output data of thee round 

calculations is divided into d/2 sets of data, and the 

20 divided data are combined to restructure d. sets of n/d-

bit data that are different from the output data, of the 

round calculations of the previous stage. The 

restructured data is set as the input data for the round 

calculations of the next stage. With this structure, 

2 5 c ryp t o g ra p h i c p r o c e s sing w i t: h i rap r ov e d a. i f f u s i on 

properties and a high level of security can be realized. 

REFERENCE SIGNS LIST 

[0159] 

3 0 '700 IC module 

701 CPU(Central processing Unit) 
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7 02 Memory 

703 Cryptographic processing unit 

704 Random number generator 

705 Transmitting/receiving unit 
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CLAIMS 

1. A cryptographic processing device comprising 

a cryptographic processing unit configured to 

5 divide and input constituent bits of data to be subjected 

to data processing into a plurality of lines, and 

repeatedly perform a data converting operation on the 

data in the respective lines by using a round function, 

wherein 

10 the cryptographic processing unit has a structure 

designed to input n/d-bit data formed by dividing n-bit 

data as input data by a division number d to the 

respective lines, and repeatedly perform a calculation as 

a round calculation including the data converting 

15 operation using the round function, 

the cryptographic processing unit performs an 

operation in which the n/d-bit data of each line having 

output data of the round calculation is redivided into 

d/2 sets of data, the redivided data is recombined to 

20 restructure d sets of n/d-bit data different from output 

data of a round calculation of a previous stage, and the 

restructured data is set as input data for a round 

calculation of the next stage, 

the round function includes an F-function and an 

25 exclusive OR operation to be performed on a output or an 

input of the F-function with data of another line, and 

the cryptographic processing unit sets a result of 

the round calculation of the previous stage as the input 

to the round calculation of the next stage by performing 

30 an operation that satisfies the following distribution 
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conditions (1) through (3): 

(1) F-function input-side data series are 

distributed to XOR-side data series of the next round 

function, 

5 (2) XOR-side data series are distributed to F-

function input-side data series of the next round 

function, and 

(3) each one of data series divided into d/2 sets 

is distributed to d/2 data series of the next round 

10 function without overlaps. 

2. The cryptographic processing device according to 

claim 1, wherein the round function includes an F-

function that includes a calculation using a round key, 

15 nonlinear transformation, and linear transformation, and 

an exclusive OR operation between an output or an input 

of the F-function and data of another line. 

3. The cryptographic processing device according to 

20 claim 1, wherein the cryptographic processing unit has a 

generalized Feistel structure having equal to or greater 

than 4 as the division number d of input data. 

4. The cryptographic processing device according to 

25 claim 1, wherein the cryptographic processing unit 

performs an operation in which d x (d/2) sets of 

redivided data are generated by redividing n/d-bit data 

of each of d lines having the output data of the round 

calculation into d/2 sets of data, d/2 sets of 
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redivided data selected from different lines among the d 

lines corresponding to the division number d are 

recombined to restructure d sets of n/d-bit data 

different from the output data of the round calculation 

5 of the previous stage, and the restructured data is set 

as the input data for the round calculation of the next 

stage. 

5. The cryptographic processing device according to 

10 claim 1, wherein, when all output bits are in a diffusion 

state that satisfies the following two conditions, or 

when the output bits are expressed in a relational 

expression with input bits, the cryptographic processing 

unit has a structure that realizes a full diffusion state 

15 satisfying the following two conditions: 

(Condition 1) all input bits are included in the 

relational expression, and 

(Condition 2) all the input bits have passed 

through the round function at least once. 

20 

6. The cryptographic processing device according to 

claim 5, wherein the cryptographic processing unit 

realizes the full diffusion state through four rounds of 

round calculations. 

25 

7. The cryptographic processing device according to 

claim 1, wherein the connection structure that determines 

an input-output relationship between the output data of 

the round calculation of the previous stage and the 

3 0 redivided data of the round calculation of the next stage 

is a connection structure selected from 
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connection structures that have (d/2) sets of 2n/d-bit 

data as units that are data generated by combining d x 

(d/2) sets of redivided data generated through a 

redividing operation performed on the n/d-bit data in the 

5 lines having the output data of the round calculation. 

8. The cryptographic processing device according to 

claim 1, wherein the cryptographic processing unit has 

involution properties. 

10 

9. The cryptographic processing device according to 8, 

wherein the operation to restructure redivided data of 

respective round calculations in the cryptographic 

processing unit includes: distributing redivided data of 

15 round-function input-side series of the previous stage to 

XOR-side series of the next stage in accordance with a 

predetermined rule; and distributing redivided data of 

XOR-side series of the previous stage to round-function 

input-side series of the next stage in accordance with a 

20 predetermined rule. 

10. The cryptographic processing device according to 

claim 1, wherein the cryptographic processing unit 

performs an encrypting operation to transform a plain 

25 text as input data into a cipher text, or a decrypting 

operation to transform a cipher text as input data into a 

plain text. 

11. A cryptographic processing method implemented in a 

30 cryptographic processing device, 

the cryptographic processing method comprising 
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a cryptographic processing step of dividing and 

inputting constituent bits of data to be subjected to 

data processing into a plurality of lines, and repeatedly 

performing a data converting operation on the data in the 

5 respective lines by using a round function, 

wherein 

the cryptographic processing step includes 

inputting n/d-bit data formed by dividing n-bit data as 

input data by a division number d to the respective 

10 lines; and repeatedly performing a calculation as a round 

calculation including the data converting ope?ration using 

the round function, 

the cryptographic processing step includes an 

operation in which the n/d-bit daca of each line having 

15 output data of the round calculation is redivided into 

d/2 sets of data, the redivided data is recombined to 

restructure d sets of n/d-bit data different from output 

data of a round calculation of a previous stage, and the 

restructured data is set as input data for a round 

20 calculation of the next stage, 

the round function includes an F-function and an 

exclusive OR operation to be performed on a output or an 

input of the F-function with data of another line, and 

the cryptographic process ing step includes setting 

as the input to the round calculation of the next stage 

by performing an operation that satisfies the following 

distribution conditions (i) through (3): 

'1} F-function input-side data series are 

30 distributed to XOR-side data series of the next round 

function, 
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(2) XOR-side data series are distributed to F-

function input-side data series of the next round 

function, and 

(3) each one of data series divided into d/2 sets 

5 is distributed to d/2 data series of the next round 

function without overlaps. 

12. A program for causing a cryptographic processing 

device to perform cryptographic processing, 

10 the program causing a cryptographic processing unit 

to carry out 

a cryptographic processing step of dividing and 

inputting constituent bits of data to be subjected to 

data processing into a plurality of lines, and repeatedly 

15 performing a data converting operation on the data in the 

respective lines by using a round function, 

wherein 

the cryptographic processing step includes: 

inputting n/d-bit data formed by dividing n-bit data as 

20 input data by a division number d to the respective 

lines; and repeatedly performing a calculation as a round 

calculation including the data converting operation using 

the round function, 

the cryptographic processing step includes an 

25 operation in which the n/d-bit data of each line having 

output data of the round calculation is redivided into 

d/2 sets of data, the redivided data is recombined to 

restructure d sets of n/d-bit data different from output 

data of a round calculation of a previous stage, and the 

3 0 restructured data is set as input data for a round 

calculation of the next stage, 
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the round function includes an F-function and an 

exclusive OR operation to be performed on a output or an 

input of the F-function with data of another line, and 

the cryptographic processing step includes setting 

5 a result of the round calculation of the previous stage 

as the input to the round calculation of the next stage 

by performing an operation that satisfies the following 

distribution conditions (1) through (3): 

(1) F-function input-side data series are 

10 distributed to XOR-side data series of the next round 

function, 

(2) XOR-side data series are distributed to F-

function input-side data series of the next round 

function, and 

15 (3) each one of data series divided into d/2 sets 

is distributed to d/2 data series of the next round 

function without overlaps. 

13. A cryptographic processing device comprising 

20 a cryptographic processing unit configured to 

divide and input constituent bits of data to be subjected 

to data processing into a plurality of lines, and 

repeatedly perform a data converting operation on the 

data in the respective lines by using a round function, 

2 5 wherein 

the cryptographic processing unit has a structure 

designed to input n/d-bit data formed by dividing n-bit 

data as input data by a division number d to the 

respective lines, and repeatedly perform a calculation as 

30 a round calculation including the data converting 
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operation using the round function, 

the cryptographic processing unit performs an 

operation in which the n/d-bit data of each line having 

output data of the round calculation is redivided into 

5 d/2 sets of data, the redivided data is recombined to 

restructure d sets of n/d-bit data different from output 

data of a round calculation of a previous stage, and the 

restructured data is set as input data for a round 

calculation of the next stage, and 

10 the cryptographic processing unit performs an 

operation in which d x (d/2) sets of redivided data are 

generated by redividing n/d-bit data of each of d lines 

having the output data of the round calculation into d/2 

sets of data, d/2 sets of redivided data selected from 

15 different lines among the d lines corresponding to the 

division number d are recombined to restructure d sets of 

n/d-bit data different from the output data of the round 

calculation of the previous stage, and the restructured 

data is set as the input data for the round calculation 

2 0 of the next stage. 

14. The cryptographic processing device according to 

claim 13, wherein 

the round function includes an F-function and an 

25 exclusive OR operation to be performed on a output or an 

input of the F-function and data of another line, and 

the cryptographic processing unit sets a result of 

the round calculation of the previous stage as the input 

to the round calculation of the next stage by performing 

30 an operation that satisfies the following distribution 

conditions (1) through (3): 
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(1) F-function input-side data series are 

distributed to XOR-side data series of the next round 

function, 

(2) XOR-side data series are distributed to F-

5 function input-side data series of the next round 

function, and 

(3) each one of data series divided into d/2 sets 

is distributed to d/2 data series of the next round 

function without overlaps. 

10 

15. An information processing device comprising: 

a processor configured to execute a program; 

a memory storing the program; and 

a cryptographic processing unit configured to 

15 divide and input constituent bits of data to be subjected 

to data processing into a plurality of lines, and 

repeatedly perform a data converting operation on the 

data in the respective lines by using a round function, 

wherein 

20 the cryptographic processing unit has a structure 

designed to input n/d-bit data formed by dividing n-bit 

data as input data by a division number d to the 

respective lines, and repeatedly perform a calculation as 

a round calculation including the data converting 

25 operation using the round function, 

the cryptographic processing unit performs an 

operation in which the n/d-bit data of each line having 

output data of the round calculation is redivided into 

d/2 sets of data, the redivided data is recombined to 

3 0 restructure d sets of n/d-bit data different from output 
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restructured data is set as input data for a round 

calculation of the next stage, 

the round function includes an F-function and an 

exclusive OR operation to be performed on a output or a.n 

input of the F-function with data of another line, and 

the cryptographic processing unit sets a result of 

the round calculation of the previous stage as the input 

an operation nhat satisfies the following distribution 

conditions (l) through (3): 

(1) F-function input-side data series are 

distributed no XOR-side data series of the next round 

function, 

(2) XOR-side data series are distributed to F-

function input-side data series of the next round 

function, and 

(3) each one of data series divided into d/2 sets 

is distributed to d/2 data series of the nexn round 

function without overlaps. 
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ABSTRACT 

Cryptographic processing with improved diffusion 

properties and a high level of security is realized. A 

cryptographic processing unit divides and inputs the 

5 constituent bits of data to be subjected to data 

processing to lines, and repeatedly performs a data 

converting operation using round functions on the data o 

the respective lines. The cryptographic processing unit 

inputs n/d-bit data obtained by dividing n-bit data as 

10 input data by a division number d to each line, and 

repeatedly performs a round calculation that is a 

calculation including a data converting operation using 

round functions. The n/d-bit data in each line having 

output data of the round calculations is divided into d/ 

15 sets of data, and. the divided data are combined to 

restructure d sets of n/d-bit data that are different 

from the output data, of the round calculations of the 

previous stage. The restructured data is set as the 

input data for the round calculations of the next stage. 

20 With this structure, cryptographic processing with 

improved diffusion properties and a high level of 

security is realized. 


