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This invention relates generally to data protection, and in particular to
protection of data on a communication device. Description of the State of
the Art 10 Iwoacssiotrper at e envi ronnment, enpl oyees are of tREF/@rH830d€H wi t h
access to office supplies and equi pnent to be used in performng job
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of ten also i ncl ude wirel ess nobil comuni cation devices and ot her types
of el ectronic devices. Cbnfldentlal o) perw se sensitive user

i nformation, enployer information, or Eot , may be stored 15 on any of this
equi prent. Al though user equipnment, such as a PC, which remains at an

enpl oyer's prenlses IS phyS|caIIy secured by the enpl oyer, portable or

nobi | e s 1.1 nore likely to be m splaced or

stol en, et haS—e ectHf&—+t—i s therefore often desirable to
protect sensj |n{ornpt|on on mobile devices to prevent an unauthorized
party from gﬁ%%@ﬁﬂﬁ%igﬁgﬁginfornatlon on lost or 20 stolen user eqU|pnent
One common type of securlty measure for npbile devices enabled fo

communi cati ons, such @4 W?%@%@J%%%Q‘?’@@Wrﬁ%ﬂﬁt%qut%'oﬂe€}? @soa%ﬂafészanm e,
is to ensure that sensitive information is transferred to such nobile

devi ces secRitigjion oAdaifoRiyA CORTBHERLIOHSVIC8nsfer is secure, these measures
only protect information - 1 WD 2004/077782 PCT/ CA2003/ 000291 during
transfer, not after the informati on has been received by a nobile device.

Description of the State of the Art

10 In a corporate environment, employees are often provided with access
to office supplies and equipment to be used in performing job functions, typically
including at least a personal computer {PC), and often also include wireless mobile
communication devices and other types of electronic devices. Confidential or
otherwise sensitive user information, employer information, or both, may be stored

15 onany of this equipment. Although user equipment, such as a PC, which remains at
an employer’s premises is physicaily secured by the employer, portable or mobile
deviées, by their nature, are more likely to be misplaced or stolen, and are thus less
secure. It is therefore often desirable to protect sensitive information on mobile
devices 1o prevent an unauthorized party from accessing such information on lost or

20 stolen user equipment.

One common type of security measure for mobile devices enabled for
communications, such as wireless mobile communication devices, for example, is to
ensure that sensitive information is transferred to such mobile devices securely.

Although information transfer is secure, these measures only protect information
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Accordi ng to another known security schene, received information is
encrypted when or before it is stored in a nenory. Decryption of stored
encrypted information requires access to a. cryptographic key. Symetric
key cryptography, in 5 which a single key is used for both encryption and
decryption, we2¢genersd |y preferred for nobile devices heir¢pidFiPed
processi ng resources, because symretric key cryptographic operations are
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decrypt all encrypted content stored on the mobile device. However, this may resuilt

in situations where the key is not accessible when information is received at a mobile

device,

15 SUMMARY
A system of protecting data on a communication device having a first
operational state and a second operational state comprises a key store configured to
store a plurality of cryptographic keys, a memory caonfigured to store data, and a data
protection system configured to receive data, to determine whether the
20  communication device is in the first operational state or the second operational state,
to encrypt the received data using a first of the plurélity of cryptographic keys where
the communication device is in the first operational state or a second of the plurality
of crypiographic keys where the communication device is in the second operational

state, and 1o siore the encrypted received data in the memory.



on the comuni cation device, receiving data at the comuni cati on devi ce,
determ ning whether the first protected cryptographic key is accessible,
encrypting 5 the received data using the first protected cryptographic key
where the first protected cryptographic key is accessible, encrypting the
recei ved datwouadi4igi7sthe second cryptographi c key wher e RERCAIPHNIPBT ot ect ed
cryptographic key is inaccessible, and storing the encrypted received data
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oring the encrypted received data in memory on the communication device.
Further features of data protection systems and methods will be

10 described or will become apparent in the course of the following detailed description.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram showing a communication system in which
mobile devices may be used.
15 Fig. 2 is a block diagram of a mobile device in which a system and
method of data protection are implemented.
Fig. 3 is a flow diagram flustrating a method of enabling data
protection.
Fig. 4 is a flow diagram illustrating a method of protecting data received
20 at a mobile device,
Fig. BA is a block diagram of a data format.
Fig. 5B is a block diagram of an alternative daia format.
Fig. 6 is a flow diagram showing a method of accessing protected daia.

Figs. 7-11 are screen shots of a display on a mobile device in which a



5 Fig. 1 is a block diagram show ng a communi cation systemin which nobile
devi ces may be used. The commrunication system 10 i ncludes a Wde Area

Net work (WAN) 12, coupled to a conputer system 14, a wireless network
gateway 16 and a corporate Local Area Network (LAN) 18. The wirel ess

net wor k gat exayooid7778s al so connected to a W rel ess conmmREli’CaNIFNVAEL wor k
20 in which a wireless nobile 10 communication device, the nobile device

|5 contyiutharla008bR G ADERATIN Bioaualel 14 may be a desktop or

Iapt op PC, con conmuni'ca 0 the WAN 12, the Internet,

for exanple. PCs, r GRsRet he
I nternet through anlﬁar:t%ﬁ%% @erv@%%ﬁ?%%ﬁer r%?%lﬁ)%%nﬁ%{uf\f%tgqﬁ on Sérvice
Provider (ASP) or the like. 15 The corporate LAN 18 is an exanple of a

typical working environnent, in which nultiple conputers 28 are connected
in a netm&MEm often |ocated behind a security firewall

24. Wthi ’ 30 a data server 26, operati ng on a conputer
behind the firewall 24, act oration

ﬁl rlmar interface f or_ th Oi

to excHange data bof i PR OFF\Q’BQ fgowgﬁoe FRTUAIGREPN & i@Frh‘gl““?al syst ens
and devices vja.the WAN 2 Th data server. 26 may,  f,

N asacl n Babl s ALD4 URTe: TRafe eI ea e, PLRC e Tt A e o noTM
server. These servers al so provide additional functjionality, such as

dynan ¢ dIRMGRCIVANS 1 2geourtite 198 SOMPKIET SXIBMdHh @, Wi ERs N9IWPLCORIRURY | | st s,
e-mai |l and docunent ati on. Althou? onl }El a data server 26 is shown in the

LAN 18, t hisandxperpetate Lacaldropbie PO/ IdvoEesomtyek gaiewae @ri wil |

appreciate that a LAN nmay incl ude m)re t han one server, including other
types of S&PEeONBRIPGER ¢ Weless somBuIicalian naiviors A insuhigle e Wireless MObRt wor ked
conputer systens 28. The data server 26 provides data corn nmu.
comuni®atGaspmMyaipalinn deviess theymobile device 22, is configured to operate.

The computer system 14 may be a desktop or laptop PC, which is
configured to communicate to the WAN 12, the internet, for example. PCs, such as
the computer system 14, normally access the Internet through an Internet Service
Provider {ISP), Application Service Provider (ASP) or the like.

15 The corporate LAN 18 is an example of a typical working environment,
in which muitiple computers 28 are connected in a network. Such a network is often
located behind a security firewall 24. Within the corporate LAN 30, adata servér 26,
operating on a computer behind the firewall 24, acts as the primary interface for the
corporation to exchange data both within the LAN 18, and with other external

20 systems and devices via the WAN 12. The data server 26 may, for example, be a
messaging server such as a Microsoft™ Exchange Server or a Lotus Domino™
server. These servers also provide additional functionality, such as dynarnic
database storage for data like calendars, todo lists, task lists, e-mail and

documentation. Although only a data server 26 is shown in the LAN 18, those skilled



5 networ ked conputer systens 28 coupled to the LAN 18. A typical LAN 18
includes nultiple conputer systens 28, each of which inplenents an
appropriate client for comrunications with the data server 26. In the
above exanmpl e of electronic nessaging, within the LAN 18, nessages are
recei ved by Whatdatdsserver 26, distributed to the appr®dpi/Caies/ 982l boxes
for user accounts addressed in the received 1 o nessage, and are then

accessed b er..throu ent

System 28, e&ﬂée{a@agweg%a%?naq%pééﬁ ek PBmas h%btw%nﬁe@%@%@@?
simlarly Ied cllen atiblewth th ta serv
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el ectroni c nessa as other types of files and data. 15 The
wirel ess &8("@6;%7%1’836?% des an interface to a wirel ess network 20,

t hrough whi ch data, _jncluding data that shoul d be protected _bg
exchanged with a n%h?l‘@@e%ﬁ%é%' é@ prq*wgemu? Y '?:'881292‘ ﬁ‘ﬁ?ab”ﬁér E'S(arrpl e,
be a data conmunication device, conmuni gew e such as
many mder¥IWerEBH CRMPEiSE SHYRES %&ﬂuﬁ&dﬂeﬂw Hé?\‘é‘%nﬁ“@&a&‘e“é ﬁ*rhfﬁ%‘?aeti ons
functionality, a 20 nultipl e-node device capable of voice, data and ot her
types of ﬁlC@H‘[ﬁUéﬁ{§yS&m9p%$ SERAIOT AT WD‘%@P%%PF{TP@,@Q&H%I 8d for
Wi rel ess communi cati ons, a wreless nodemoperating in conj unction with
a | apt op @ﬂmﬂ@smw@n@owmtﬂ@e deies seres r2Gs o thetaheve qesgimgde oAplestemit ary
nmobi |l e device is described in further detail below Such functions as

addr essi ngnesfsaging, mibhin &eibhiNc 88, 2messrunsdisgrapeivedsoyh 0o savY#626,

PCT/ CA2003/ 000291 ot herwi se transform ng nessages for wrel ess

transni ssidimibuied tn herappeeietampiibaxes érfuseeatamiots adisesges! iplefrepsieet by t he
w rel ess network gateway 16. \Were the wreless network gateway 16 is
conf i gur edngssagpeaarat @evherasneseed hpd userdhwivgb lagssssagétgmieRt @@rating &l so

determ nes a nost likely network for locating a given nobile
a computer system 28. Exchange of other types of data than electronic messages is

similarly enabled using clients compatibie with the data server 26. Multiple-purpose
~clients such as Lotus Notes, for example, handle electronic messages as well as
other types of files and dala.

15 The wireless gateway 16 provides an interface to a wireless network
20, through which data, including data that should be protected, may be exchanged
with @ mobiie device 22. The mobile device 22 may, for example, be a dala
communication device, a dual-mode communication device such as many modern
mobile telephones having both data and voice communications functionality, a

20 multiple-mode device capable of voice, data and other types of communications, a
personal digital assistant (PDA) enabled for wireless communications, or a wireless
modem operating in conjunction with a laptop or desktop computer system ot some
other device. An exemplary mobile device is described in further detail below.

Such functions as addressing of the mobile device 22, encoding or



5 device 22 and possibly tracks nobile devices as users roam between
countries or networks. Although only a single wireless network gateway 16
is showmn in Fig. 1, the nobile device 22 could be configured to

communi cate with nore than one gateway, such as a corporate network

gat eway and WOWAR/NgEEEWay, for exanple. Any conputer sysRE@EiMEARoOFEEEess to
the WAN 12 nay potentially io exchange data with the nDbiIe devi ce 22

t hrough the, Wi rel ess networ r.Ovi 22 is
enabl ed fo‘ﬁh@"’éﬁ‘? @8%8“?'@@@8 %Wafkér ?’”HS %Sig/éfawsq.ﬁgsf'é@a {'e WI r ef (g%\sélaﬁgt wor k
gat eways such, as WI el ess Vi uaI vat t (VP u uld al so
e ol emanEBacE SMsHERT %eriﬂfff\?gtbéf $9u3 e&éé“\g?%g% Qe 8 MR Crr
exanple, a wWrel ess nte eLA i de rivate
i nterface WFdm% @WEX\F%@?’E%?EE %C%’? (}e(’rﬂﬁﬁr? H‘nﬁ%eé{%\é a@r%§S$hr ough
the wireless network 20 w t hout re uirin eess net work ga y 16.
Such a pr*ie\}‘ﬂ?'g %,}ﬁt’le?'fsﬁc‘gt?@‘@e% 'HF@ | ngﬁ’gz \f? f lo?ﬂ@%\? rgé’ieés@ %EI wor k
gateway 16 and/or the vY| rel ess net vvor g | so ef ecél vel y be extended
to enti®ti VG M PR ﬂ)&NaC'i%”Yj‘F”%P%\/F%ﬁ AyY e‘&a{f’%mrt%ﬁt@(ﬁ 'EBIF?HYB
redirection syst emthat operates in conjunction th the \g server
26. A wi r 619888 RefliRAUSTITIR Bifgle Wireless nﬁéwefk&éé%we\b“ %ﬁ&hPWBr‘H ! i cation
devi ces such as the nobile device 22 via RF transm ssions bet Ween base
stations dRebifedavice22 aad b PeNficssedinaRBRUDIRAYN INBfe 1BRARRP 8219WEYa dat a-
centric wireless network, a voice-centric wreless network, or a dual-node
network -SBICKNGSZOBADPORIT BOIWRIN JEAPOYINJE0NGE Jateuay cion eXPB6r t bot h voi ce
and data conmmuni cations over the sane infrastructure. Recentl %/ devel oped
voi ce and data net wdhksonpiierdeystraeniii aresseniontiet AN 1Aceay $oIgnEBNA
networks, G oupe Special Mbile or the A obal Systemfor Mbile .
Conmunicc atamhsngeemm vathidh SarahilaldePae RetthiRagh theseirelese neigprsyaigsexdPks, and
provided the mobile device 22 is enabled for such communications. Alternatively,
private wireless network gateways such as wireless Virtual Private Network (VPN)
routers could also be implemented to provide a private interface to a wireless
network, For example, a wireless VPN implemented in the LAN 18 may provide a
16  private interface from the LAN 18 to one or more mobile devices such as 22 through
the wireless network 20 without requiring the wireless network gateway 16. Such a
private interface to a mobile device 22 via the wirgless network gateway 16 and/or
the wireless network 20 may also effectively be extended to entities outside the LAN-
18 by providing a data forwarding or redirection system that operates in conjunction
20  with the data server 26.
A wireless network 20 normally delivers data to and from
communication devices such as the mobile device 22 via RF fransmissions between

base stations and devices. The wireless network 20 may, for example, be a dala-

centric wireless network, a voice-centric wireless natwark, or a dual-mode network



5 third-generation (3G networks |ike Enhanced Data rates for d obal

Evol ution (EDGE) and Uni versal Mobile Tel econmuni cati ons Systens (UMIS),
which are currently under devel opnment. O der data-centric networks

i nclude, but are not limted to, the MbitexTM Radi o Network ("Mbitex"),
and t he Dat TACTMORERE o Network (" DataTAC'), and known REGVEAOEENP] ¢ dat a
net works include Personal 1o Communication Systens (PCS) networks |ike GSM
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t echni ques not rot ect e data once jt is receive stqored at the
mobi | e de ‘%2’“‘“ nye&d! “ﬁﬁ-ﬁi leabReRomENEICPEP D RYDIE A &ﬁ\"-‘\;\gbﬁ”rﬁ? "B ore the

data is stored in nenory on the nobile device 22 offers sone asure of

security. CHOENFRHNRRS d@é@’&pﬁ\?@és@dﬁif??éa”&éméﬁé‘e*éﬁ?dkﬁjp@é%%é%’ﬁ afediingéadhei at ed
with data decryption,, -7 WO 2004/077782 PCT/ CA2003/ 000291 symmetric key
crypt ogr aphyiesMpbieper Paglio Mot (Melitan) epdrisadiatebA e mpRadieriielwors o
protect the symretric key may al so render the key inaccessible when data is
recei ved. (Heata@RE&mpl éndwhéosnt heoiaglpnidicdeiata e MBIWeNp| dAeiHE® HAEENSY d

protection, a symetric key used for data encr%ptl on m ght be accessible
only wien Communication Systems (PCS) networks like GSM and Time Division Multiple

Access (TDMA) systems that have been available in North America and world-wide
for several years.
In the system 10, a company which owns the corporate LAN 18 may
provide an employee with a mobile device 22 and acoéss to the corporate LAN 18.
15  Corporate data can then be accessed and stored on the mobile device 22. Where
the user of the mobile device 22 has access to the LAN 18 through a computer
system 28 with which the mobile device 22 can also communicate, other paths for
accessing and storing corporate data on the mobile device 22 are avallable.
Although such data is commonly protected while being transierred to the mobile
20 device 22 by using secure communication techniques, these techniques do not
protect the data once it is received and stored at the mobile device 22.
As described above, encryption of data when or before the data is
stored in memory on the mobile device 22 offers some measure of security. To

reduce data access time delays and processor load associated with daia decrypiion,



5 the nobil e device 22 has been unl ocked by correct entry of a security
password or passphrase. In this exanple, if the nobile device 22 receives
data when it is | ocked, where data is pushed to the nobile device 22

wi t hout havi ng been requested, the symetric key is not accessible, and

t he data canWBR20B&7Edcrypted for storage. Systens and nmeb@EBOS20BWEMHI ng to
aspects of the present invention t o provide for protection of received

ot SR S RO el il

2 L T Sy RO PP LAV LD
15 F

Nt e S s S,
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preferably includes a stora eare or 20 softvvaeaplcatlon a key
Store 42, WA Icffr\%ﬂei"c‘y{"%g“ﬁ%ﬁﬁ AoFlarbdy aspramd Sainiol A% *ﬂ‘fyff*ﬁ%»wﬂ&fy 32
is, or at least inclu a witeable store such as gin ch ot her
devi ce conEﬁﬁ@HEaé‘“’en'HM ?ﬁe@ﬁi%t‘fatheﬂfé’“%ﬁ”ﬁa% f%%\rﬁsc%?t&’ﬁeﬂﬁﬁ%i;‘

i ncludes software applications that have been installed on the npbile

device - gwhgsexipdajorushes ipdhe CM@W@G?&W'*WT héﬁ'ﬂgr\a@@”ﬁﬁ@‘ﬁﬁﬂ%d theyr

exanpl e, an el ectronic nessagi ng application, a personal information
rranagenentsxmmnwcéww pak awessiglenand thesdalaicanaat ke PRATVRIBRIPICHRTEAS.  The
application data store 36 stores information associated with the software
appl i cati ons on the Fyeme adevnedodsaceargingdd agreris obileyprgagrd INengan as
cached web 5 pages for a browser application, or files used by software
appl i c&t i oprevidpder pbteetion of received data when a mobile device is in any of a plurality of

states.

Fig. 2 is a block diagram of a mobile device in which a system and
method of data protection are implemented. It should be apparent to those skilled in
the art that only the compenents involved in a data protection system are shown in

15  Fig. 2. A mobile device typically includes further components in addition to those
shown in Fig. 2.

The mobile device 30 comprises a memory 32, a data protection

' system 49, a processor 50, a user interface (Ul) 52, a wireless transceiver 54, and an

interface or connector 56. The memory 32 preferably includes a storage area 34 for

20  software applications, a key store 42, and a plurality of data stores 36-40 and 44-48.

The memory 32 is, or at least includes, a writeable store such as a
RAM into which other device components may write data. The software applicalion

slore 34 includes software applications thal have been installed on the mobile device



configuration data for software applications. Electronic nessages such as
received and/or sent enmail nessages are stored in the nessage store 38.
Dat a, such as schedul e information, appointnents, and renm nders are stored
in the calendar store 40. The task store 44 is used to store tasks that a
user wi shes Y8 2PH4¢K32 Notes and 1o nmenps entered by a usRET/GAMOXMBYEd in
the meno store 46. The text entry store 48 stores a word list or

di ctionary ich supperts. for exanpl redictive text. entry and
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single datg store in the menory 32. It 15 should also be apparent that a
mobi | & deviRe ARRJCATREI I Sioit HErSoravBITMBRONiFRFEFBRe WIS SIOMEEE  han
those shown in Fig. 2. The key store 42 stores crypt o%raphic keys used to
support datRPICEIERL g ineRle %F’é”%%ﬁrl“écl%w et ety dgigy b?*éf‘-"éf}%@?%)- W&ldj des in
a secure nenory conponent or a secured part of the mempry 32 to which
access 9 s RRSRST B R OWRES apRyicaliampPelileg Lged by siofiyase PPRAGECABPYICHE? on
should not be able to delete or change a _data protection key in the key
store 42. fWiigHetenpat inesritwaie cpplcalions nBlerBynismassagesych aggreived ed to
the data protection system49. The data protection system49 encrypts -
recei ved cRITHORSRIM GRalypegsagasr§ipt daregandhe irssace sidrre3GreReig @ a3is
described in further detail below -9 WO 2004/077782 PCT/ CA2003/ 000291 The
processor Bhepgledyamnealicadappoitteenip rasidgerindesmarcaitoied i thegratendastoenabl es

t he nmobil e device 30 for conmunications via a wirel ess network. The

i nt er f ace/¥bnheetask sBie g dvugksblogion! teekathnba usemuiahesto tackpaldies and PC or
ot her device having a. cooperating interface or connector. The

i nt er f@ce/roemesentared by B useuind dereakiy tiod manpl stow 46.yThod takberint staresd@r

conponents, including, for exanple, an
stores a word iist or dictionary which supports, for example, predictive text entry and

automatic error correction when text is entered on the mobile device 30. Although
shown as separate data stores, those skilled in the art will appreciate that some or all
of the stores could be consolidated into a single data store in the memory 32. It

15 should also be apparent that a mobile device may include further, fewer, or different
data stores than those shown in Fig. 2.

The key store 42 stores cryptographic keys used 1o support data
protection on the mobile device 30, and preferably resides in a secure memory
component or a secured part of the memory 32 to which access is controlled. For

20 example, a user or a software application should not be able io delete or change a
data protection key in the key store 42, In one embodiment, access to the key store
4z is restricted to the data protection system 49. The data protection system 49
encrypls received data and decrypis encrypied data stored in the memory 32, as

described in further detall below.



optical data transfer interface such as an fntrared Data Associ ation (1rDA)
port, sonme other short-range w rel ess comrunications interface, or a wired
interface such as serial port, a Universal Serial Bus (USB) port, or a
Secure Digital (SD) slot. Known short-range wreless comrunications

i nterfaces iWOI2088778br exanpl e, Bi uetoothTM i o nodul es BAHC8Y23/W29%pdul es.
It will be apparent to those skilled in the art that "Bluetooth" and

"802.11 " d f LEd i ilable f . i f
(302,11 Sencte s o SRSa| Gt ARUE LAB IR ARG, L
1o ETERT AL e SRR T S e
oot o Bl oRBYBhSRL s ety SEPREELLPD ol v A ABATERBYT, U

accept inpyts fromor provide outputs to a user f the nmopile device 30.
A though SHoiEe BVRO ReRersinsCRIgTHcR: ¢ enar s T BECeREHER S S hat a
mobi | e device typically includes nore than one U, a}nd, the U 52 is 20

t her ef of e FHHERBERY RS o RPPEYH Colm KaRTienEPBPYRTS | IRt FINACs S*BHEE: PR any or

all of the data stores on a nobile device maé be protected as described
herei n. | noRse dataheaREniniefanesuch esps ier Bala Asseciadien (itdMeorapPPecat i ons
installed on a nobile device would be protected, although the other data
st ores 36- @8eapbpies Wiksiashtgnawsicationg iierfage, 8 aydied Insrlape seemar dat a,
or an -10 WO 2004/077782 PCT/ CA2003/ 000291 enpl oyer, for corporate data,
may wi sh teeral podct Univiersah Seraifdus{Uii)inost, 802 SeceesRiotd) (BRe slebnBhgwB2 i s
controlled by the data protection system 49, which encrypts recei Vrﬁd dat a
and st or esstantrangeedraiegsecornvuninationsipteyfeges innhled éorgarpletBpe@otint a f or
ot her nobile device conponents. Al 5 other conponents of the nobile device
30 ar eizonmedtled angd 801 tamedyesot Bovill be apparent to those skilled in the art that

“Bluetooth” and “802.11" denote sets of specifications, available from the Institute of

Electrical and Electronics Engineers (IEEE), relating to wireless LANs and wireless

personal area networks, respectively. Therefore, a communication link established

via the interface/connector 56 may be a wireless connection or a physical wired

15 connection.
The Ul 52 includes such Ul components as a keyboafd or keypad, a

display, or other components which accept inputs from or provide outputs to g user

of the mobile device 30. Although shown as a single block in Fig. 2, it should be

apparent that a mobile device typically includes more than one Ui, and the Ul 52 is

20 therefore intended to represent one or more user interfaces.
Data in any or all of the data stores on a mobile device may be
protected as described herein. In most implementations, it is unlikely that software

applications installed on a mobile device would be protecied, although the other data

siores 36-38 and 44-48 commonly siore data that a user, for personal data, or an
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system 49 and nenory read and wite operations by these other conponents
are perforned through the data protection system 49. Data received by the
data protection system49, fromthe wireless transceiver 54 or the U 52
through the processor 50, froma software application being executed by
the processoWV384%18 o from the interface/ connector 56, P¢ECAREYYYMIEd using
a key stored in the key store 42. Simlarly, when a request for protected

data is re&ﬁk}b@g{,%{r éd?&orgﬂeté’a’tﬁ &%g%&é@@g&%@m 49 from a conponent or

sof tware app i on on e m)'trol the data protection system
fequest hg component Htofl SARRERRRER B BRAYYIE%s B Bkl uaes

Chne oay SRS URH TR fo G b SR BB Lot oo
Stores or EBELOaeA decgiinPirastidn e AR R e P ARG e
hventon 7861 FORBOURRS I T Beplaiaia o 6r° EBRTEREIG £ FHloafi oGS nat  ve
ystems. hedEil ABGE S RO e WA CRaELa Br REES RITEh 2 @APABEEE ect | on

system when encrypted data retrieved fromthe mory 32 is to be decrypted
and recei v%?cﬁaleg § O‘iﬁg' B galer pitesiiopetysian 4°- :TE)"%@ 6?%%"“?5‘3’0% WReory 32.
In this case, nobile device systens and conponents Ipass data -11 WO

2004/ 077782°EETPTAYBSS) 480797 thegviFelessi HRaSGH \GY &k PolesyEpe thmoyeh dhgr ypt i on
and decryption when necessary, but access the nmenory 32 di reetlg/. Al t hough
t he ar r ang@REPESCS REwWHOIMR EPivare gnnicaiipisbeing exepujng 8Y TR RIGCEPSYTOH AN a
protection in that access to the menory 32 is controiied by the data

pr ot ectd onfr@ydheintertacefamnseept 8 naeneebiessidRrRY Zoieslin fhadeyippdtd: f or

non 5 protected data stores since non-protected data is retrieved directly
fromthe r@lﬁ@lﬁﬂy, when a request for protected data is received by the data protection system

49 from a component or software application on the mobile device 30, the data

protection system 49 decrypis the encrypted data and passes the decrypted data to

the requesting component. The data protection system 49 is implemented as either

15 a software module or utility that may be enabled or disabled, as described in further

detail below, or a hardware module configured to manage the memory 32, specific
parts of the memory 32, or particular data stores or types of data.

{t should be appre_ciated that the arrangement shown in Fig. 2 is-

intended for illustrative purposes only, and that the invention is in no way limited

20 thereto. For example, in an alternative embodiment, the processor 50, the

interface/connector 56, and other device systems have access to the memory 32,

and interact with a data protection system when encrypted data retrieved from the

memory 32 is to be decrypted and received data is to be encrypted before it is stored

to the memory 32. In this case, mabile device systems and componenis pass data

11 -



32 without any involvenent by the data protection system In operation, the
data protection system 49 accesses cryptographic Kkeys in the key store 42.
According to an aspect of the invention, the key store 42 stores several
keys. As descri bed above, symetric cryptography is generally io preferred
for processoVO@HHLTT83 ned nobil e devi ces, such that the BCEGMIEYIIE! key
used for both encryption and decryption of protected data is stored in the

e L L

A e L s T W

oo Pk TSI B T D55 BRAERhu co o
nponent s _ _ |

e el R B B REIe TSRS SR B on o

preferably
the symetric ke rggyir§§‘correct entry of a user's password. 20 Once
decr ypt%®d, Pf?l’?@‘%‘iﬁ‘ﬁ%@t Fares Rlage PAN-piRieciad Pelade mideradrierty ey ide BIeE102 or
anot her nenory area or cache so that it need not be decrypted each tine it
is needed32 MEDRMEENY iDYRAVRTBRRYRY CalARFEIgclien R¥SEs preferably del et ed when
the nobile device 30 is |ocked, in response to a user conmand or
automatical |y after 'aoppradioat theedaip inrgteelioresyilepets aeraspesBBRiac@PHBDbI | e
device 30 is stored in a carrying -12 case or holster, for exanple. The
next time 'taye i key eleia 2 8ocardingrip aolesaecigftthe fvediiondlie keissiaet 42 t he
encrypted symetric key is again decrypted. Although the above key
encrypt i orsiesihesavepidEysesAa desglibadegedvapfsynpnelrie arysagaphy as ggnewilyi ¢ key
and thus data encrypted using the symmetric key, no s decrypted version of
t he sytiretpretericshfor proveasdratsinetrainet madide miebicke, slehitbat 18O aisymmeikedey As
such, any data received when the nobile device 30 is | ocked cannot be

used for both encryption and decryption of protected data is stored in the key store

42 when data protection is enabled.- Although a security password or passphrase

secures the mobile device 30 against unauthorized use, further measures are

generally preferred o protebt symmetric keys, and thus encrypted data, against so-

15 called hardware attacks. For example, password protection does not protect
memory content where physical compdnents comprising the memory 32 are
removed from the mobile device 30 to directly read the data stored therein, The
symmetric key is thus preferably stored in the key store 42 in an encrypted form.
Decryption of the symmetric key requires correct entry of a uset’s password.

20 Once decrypted, the symmetric key is typically stored in the key siore
42 or another memory area or cache so that it need not be decrypted each time it is
needed. However, the decrypted symmetric key is preferably deleted when the
mobile device 30 is locked, in response to a user command or automatically after a

presel security timeout period or when the mobile davice 30 is stored in a carrying

~1D .



encrypted using the symmetric key. Mintaining the decrypted symetric key
in nmenory after the nobile device 30 is |ocked, so that data can be
encrypted when the nobile device 30 is | ocked, |eaves the data stored in
the nenory 32 prone to la hardware attacks. According to an aspect of the

i nvention, decrypted data stored in the nenory 32, may be del eted when the
nobi | e device 30 enters the |locked state. Alternatively, the user could be
pronpted to enter the password every tinme data Is received. Unless the
user imediately enters the password, however, the received data nust be
stored in the ahess:hokiter] Radtampt The tivd timetite mbbie detiee $Eieunigpkasicks t he 1s
mobi | e device 30, or sinply not stored on the nobile device 30. In the
latter caswithaicerreqt pawsivpatl ganarypted ayrapplda ke ispRaN i8BYRe-devi ce 30 and nust

be retransmitted to the device. |In accqrdance wth, an ct t he

i nvention, the key AfhoHgh iz ahorq KeyPie 0‘55‘%5’81% REPHTSA 'égﬁeé')?l %f;i r- A
public key_li r . i f | ar, even
Phen the. oBiscRetel S Siritypr? R 4ol b ol PRk A ey, Tl Chey

can onl g bgBraddRiraeh YBinEGyhhetRlidcy &l faliis widh B8 nedie Bevigr st ected in a
simlar manner as a symmetric key. Thus, the public key is used to encrypt
dat a recei iekbd. Weench, may delbirtaivde whereth@@ndbie Heddesd is Pekeranedtdice, a first

cryptographic key, the symetric key, is used to encrypt data received
when t he nBBIREYEIL BeRymmetioRey. fﬁ*@?‘?'“ﬁﬁ’l‘%emm f?’é‘i/"g?ti’%%‘i‘f M state, and

2osar o CHUBLAPRRA b et 0% LS S B b PR ppegi el 2 - 134 VO
second, | ogk@fh qREr & [OBdledS leald miNRta bonef hithe lenmyyaRipione ey
cryptography are thereby realized for any data received when the nobile
devi ce 130 hsdwakatiesd. ADssdiygptoapmspéct sitbhindantioni decfyatsti dptagintediss s
the memory 32, may be delsted when the mobile device 30 enters the locked state.
Alterratively, the user could be prompted o enter the password every time data is
received. Unless the user immediately enters the password, however, the recejved
data must be stored in the clear, at least until the next ime the user unlocks the
15  mobile device 30, or simply not stored on the mabile device 30. In the latter case, the
received data is dropped at the mobile device 30 and must he retransmitted to the
device. |
In accordance with an aspect of the invention, the key store 42 also '
stores a public/private key pair. A public key is not secret, and is therefore stored in -
20 the clear, even when the mobile device 30 is locked. Data encrypted using the public
key can only be decrypted using the private key, which can be protected in a similar
manner as a symmetric key. Thus, the public key is used to encrypt data recefved

when the mahile device 30 is locked.
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processor-intensive relative to other cryptographic schenes. On the other
hand, the 5 above shortfall of using a. protected symetric key is avoi ded
by storing a public key for data encryption when the nobil e device 30
Mocked. Data encrypted using the public key is decrypted using the
correspondi ng private key. Although public key cryptography is generally
slower than symmetric key cryptography, data access delays associated with
data decryption are preferably reduced by choosing a public io key

crypt ographi ¢ schene havi ng fast decryption operations. For exanple,
elliptic curve cw&&g ra fHid RS 15 gmirhetd@key, s Bemstter decryption
than Ri vest-Shamr - eman (R A) techniques. As described briefly above,
the dat acpéptiiatd ;@&;&)ﬂ&ﬁ@ﬁﬁt@nm dge@ice B@rplien@r%,e’ﬂlﬂﬁlseda"%?%re modul e or
utility that is enabled when data is to be {btectechlta Fig. 3is aflow
di agr am istakel st atsatc:gxd&ryn@EW@B’CB‘P%é’?Pa‘BJbi‘"hﬁeydé‘t'ﬁe% SERIGE At step 60, an
operation to enable data protection is executed by a nobile device. This
operation is preferably invoked by a user of the nobile device, by entering
a command or selecting a nmenu itemusing a keyboard, keypad, nouse,

t hunbwheel , or other input device, for exanple. However, it should also be
appreciated that a 20 nobile device is preferably configurable to require
that a user enable data protection. For exanple, where an enpl oyer

provi des a nobile device to an enpl oyee user but w shes to ensure that any
corporate data on the nobile device is protected, a configuration control
software nodule or utility and configuration control information

speci fying that data protection nust be enabled, are inserted onto the

nobi | e device -14 WO 2004/077782 PCT/ CA2003/ 000291 either before the
nobi |l e device is provided to the user or when the nobile device is first
configured for operation by the user. The configuration control nodul e then
automatically invokes the operation at step 60, or restricts sonme or all

ot her nobile

A3A-



devi ce operations until data protection has been enabled. 5 in order to
protect a symmetric key used for data encryption and a private key used
for data decryption, password protection should also be enabled when or
before data protection is enabled. At step 62, a determnation is nade as
to whet her WasS&7d8pr ot ecti on has al ready been enabl e ®RCNVHE0S/4IE85wor d
protection has not been enabled, the user is pronpted to enable password
protection and set a to password at step 64. Data protection keys are then
gener at ed re¢rivast whea theomabliejevier 80 és inta sragpdoleckethepergiigsalwa@. pgist ecti on
has al ready been enabled or after the user has enabl ed password protection
at step 64denglie dsymnmetie sey Poyptdgsgrhygerdheieb realized &y By daia Irecpdved
symmetric key used for both encrypting data received when the nobile

devi ce i s whendhe umbloielaryicel® istuataskbef Deenplien dhsech datg ivtasteriantniestory on
the nobil e device and for decrypting this encrypted data when retrieved

f r om nenompyocessodiesansiveadlatiboioayihtdrgpiogyamitietachemieey Qinghé O¥er fiareh gy pt ed
usi ng the password established by the user. A public/private key pair is
al so generaabedsadriial epudify o Treegat bianeeye ey is borsided bnstohieg agluebr lkevsi nce it
need not be kept secret, and is used to encrypt data received when the 20

nmobi | e devéicgath entiyploh alsathstnabite dBata 36 Ncioyidd dataiangniphed psibd ile key can
only be decrypted using the private key, such that conpronm se of the

public keyubic REY isfde@E RSB isihgoiBe apk@spdiiey privatt ey praihatigh keplic kéke t he
symmetric key, is preferably stored in the key store in an encrypted form

by encryptgigodrighplid 48herake slowsr nBark Remmtass wWey Grypieiraghanguie acedss WO
20041077782rytlg5CT/ %Oog/ 0002%1 Any datg receiﬁ% at a nobile device after

data prot egldyanshasakeentenaluesybioreae prefceship pdiced bl chsosih@adbiid
menory. Fig. 4 is a flowdiagram illustrating a nmethod of protecting data

recei vgd %y%rﬁﬁ?@rbﬁhi@%&hé&e having fast decryption operations. For exampie, elliptic

curve cryptography (ECC) offers significantly faster decryption than Rivest-Shamir-

Adleman (RSA) technigques.

As described briefly above, the data protection system 49 may be

implemented as a software module or utility that is enabled when data is o be

15 protected. Fig. 3 is a flow diagram illustrating @ method of enabling data protection.

At step 60, an operation to enable data protection is executed by a mobile device.

This operation is preferably invoked by a user of the mobile device, by entering a

command or selecting a menu item using a keyboard, keypad, mouse, thumbwheel,

or other input device, for example. Howevet, it should also‘be appreciated that a

20 mobile device is preferably configurable 1o require that a user enable data protection.

For example, where an employer provides a mobile device to an employee user but

wishes to ensure thal any corporate data on the mobile device is protecied, a

configuration control software module or utility and configuration conirel information

specifying that data proieciion must be enabled, are inserted onto the mobile device
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At step 72, data is received at the nobile device. Referring to Fig. 2, 5
the nobile device 30 is configured to receive data via the. wirel ess
transceiver 54 or the interface/connector 56, as well as user inputs via
the U 52. Software applications also typically generate data for storage
in the menoryO3®™40Wigr e other interfaces are provi ded, BIAASN428] sk
drive or nenory stick reader for exanple, step 72 al so includes operations

G Bl it Rdrb B ﬁa?ﬁﬁ@dé\ﬂ%@fs gtbiided Eooths ; geF%\& %th%ﬂﬁ@ﬂfei s State

of t he nobi device'is en d ere evice is

| ocked, they n%f"BclJﬁffpey adrsotoe%t[?'geéﬂ?ﬁ\ néjertbﬁ c,eo(?@ %%on%%ﬁwgﬂq ﬁgé@l%rtxgﬁ ed

usi ng the publ | mobi°l vice t hen
th t d
from the kaSoliedfn %ee@?%épe%“?n gméfsﬁﬁwy%%ﬁm e BFE bl FoblEy e
| ock d h i se, th ted
symetr o ke e TR E Yo BN Ple o Bp P BREH Bh e vt et “and ¢ hen ued to
t th d,dat t st Al di \ furth t of th
Chventi oh a dorer m HAPTE T SHERL A b ST hEY ALet Sodht AR R R e e
dat | at ta that h | d b t d th
A Iy T e
wh t i t th d. dat
el at od tﬁr@aérye" %Qrﬁaaie?pﬁe&wwrﬁ%pﬁéﬁen G ae o s e et t o
t he EXIStqu ta at isp E? exanpl e, when a sender of the received
data, or an 8’?919§§W8f 0&?@% sepoybephenailed Whe(Rpassyog PIORSTON r el ess

network gateway 16 in Fig configured to send data to the nobile
devi ce in bISIREbgen abal%ied éh%%%ré% EMWM@@I tasprable passvopgoiedtionardgst a
PCT/ CA2003/ 000291 then a large data itemis split into separate bl ocks
that ar® setSSWerd desiem Bt @a@prc:&ectionlh@y@ Rrstheageneceden agastored sck key

associated with a particular data itemreceived after a first data bl ock
for the sanBo@atlsten &fnwhere sRgswerdipioweijonhay pseadybeascenalien daafier the

user has enabled password protection at siep 64.

The data protection keys generated at step 66 include a symmetric key

used for both encrypting data received when the mobite device is in an unlocked

16  state before the data is stored in memory on the mobile device and for decrypting
this encrypted data when retrieved from memory. As described above, this
symmetric key is itself encrypted using the password esiablished by the user. A
public/private key pair is also generated at step 66. The public key is stored in the
clear, since it need not be kept secret, and is used to encrypt data received when the

20  mobile device is in a locked state. Data encrypted using the public key can only be
decrypted using the private key, such that compromise of the public key is not a
‘security concern. However, the private key, like the symmetric key, is preferably
stored in the key store in an encrypted form, by encrypting the privaie key using the

password, for example.
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bl ocks for the data. item 5 Those skilled in the arl: wll appreciate that
where a data itemis separated into data bl ocks, each bl ock includes
information that allows a receiver to reconstruct the data item This
information is typically in the formof a session identifier, a data item
identifier, WORMH&ATHEIE, a sequence nunber, or sone ot hePCTAHWAT|PIEr t hat
is used at the receiver to identify other data bl ocks for the data item io
Al t hough each data bl ock is en pt ed when received at the nobile device, a
data itemidentifiéyydgfatg F%Ci%‘fe@y HeEIMpBile ayice pEpedataglieiectien Bahhe of the
identifier, is prefera stored at the nobile device in the clear and
used in sty ﬂ%ea@wgmy heforguieisheprechiy mecurvedidattalsi s fipw dieg@m o
existing data. If a data itemincludes multiple data bl ocks, then each data
bl ock is issteiingponethosind Pseteriing daje recdived alcemebte de¥iethough each data .

bl ock conprises a part of the sanme data item the data bl ocks are
encrypted separ at el Y stepi 7 daie @lrgetiiadat thamididleydadisse itidatring po gt Re
operational state of the nobile device when that data block is received.
Ther ef dr e, ina madleideyiterail is cphiipUsbd tkredaiva diateevia il wirseesilrasscalveebi es  of

i ndependently encrypted data blocks. Fig. 5A is a block diagramof a data
format  20hehiatersepontscieud®, det aveilt asisel hepudatda ithentB52i nSofitese a dat a
itemreference 86 and three data item parts 87, 88, and 89. The data item
parts 87, @®licalimhsgdsatypicphefareadbieydasd for etdbrage ia thdyleenay BayWhetecéweced by
the data itemreference 86. The data itemreference 86 includes a data.

i tem i dentinfeirfeces stechroagicansertadd artssage ddesaticly stickorader isessimpie, - 17 VWO
2004/ 077782 PCT/ CA2003/ 000291 identifier, for exanple, and a | ocation of
or poi nt erstép 72 bschytiades vpyrationbi rebeiing dddd &rom these pashsce8/, 88, and 89
are stored. The data itemidentifier supports the determi nation at step 80

in Figwo 4, and, in gasjcufehi geraidnal dte df aeahbisie dedlde®®ieh Bgtermined at

step 74. Where the device is locked, the public key is retrieved and the received

data is encrypted using the public key at siep 78. i the mobile device is uniocked,

then the symmetric key is available. The decrypted symmetric key is retrieved from

the key store or a cache if it was decrypted when the mobile device was unlocked by

15 correctly entering a password. Othetrwise, the encrypted symmetric key is retrieved
from the key store, decrypted, and then used to encrypt the received data at step 76.
According to a further aspect of the invention, a determination is made

at step 80 as to whether the received data is related to existing data that has already
been stored on the mobile device. At step 82, the encrypted received data is sfored

20 o memory where it is not related to existing data. If the received data is related to
existing data, then the encrypted recelved data is appended to the existing data at

step 84. For example, when a sender of the received data, or an intermediate
syslem such as the data server 28 or the wireless network gateway 16 in Fig. 1, is

configured to send dala to the mobile device in blocks of up to a predetermined size,
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data itemparts 87, 88, and 89 to be retrieved. Each data item part 87, 88,
and 89 s includes a data bl ock header 87A, 88A, or 89A and a. data bl ock
876, 888, or 898. The data bl ock headers 87A, 88A, and 89A include a

| ength and a key identifier corresponding to each data bl ock 878, 886, and
89B in the dAPFHYEHSB5. The data block length in a dat BCHCOYWRIWERer
indicates the length, or alternatively a location of or pointer to an end
of the correspondi ng.data, bl gck, so that each data bl ock can be io properly
Cetri eved. NFRG REE irfRM IS 2RI fiRspar e o ﬂa},&l@ PR Preeroliiegisvicthm  or
bot h, thaﬁ ¥ﬁ§ used to encrypt a data hlock or is reggired to decrypt the
data bl ock" casgafaChiigdapiockAgsodagd vl B@"BW’@W@@ fn reeelded alietdht a

bl ocks, compri si a single data item that have been encrypted. In the
exanpl e sh# d?—*ﬁ%@jﬂ fos Ae gang datedRMiswglisd i pr @ramicisht reseived dabi | e

devi ce was_unl ocked, and as such was encrypted using the symmetric key to
gener at e tHec'sder {istdade daa bl ock 87B. The length of the encrypted data

bl ock 87B is determined., and this length and a "symetric" key identifier
are added to the el&ryptskiicddrdhplait kil eBpesiaihdhl wbkreheadmse IBPAIS The

bl ock header 87A and the encrypted data bl ock 87B are then stored to
menory. 20eRagedINte dataridaks eernd hleckindfidesiniormatieatted aliows s rencddr ithen a
data item or the first data block of a multiple-block data item is

recei ved JRCansiwii the daievitera, Bis infarmaites daygicalieim thanfobre ofet séssied and
subsequently received related data blocks can be identified and appended
to the coridexdiiendt dgtabiere identiipr, refier saneda Bgaueine danbet, toe moref ethence.
Thus, the data itemreference 86 was created when data -18 WD 2004/ 077782
PCT/ CA2003¢d9adizothat i wsdd 4t thasecaberity &tbntify othesdatblbjockEtfer thdalada drack 1 was
encrypted and stored on the nobile device, and includes an identifier of

t he datoa iAltwugheaah ldatablbckisi erdingasd ngenwhesieed Siahd atebiletdavideantdaly has

been or will be stored. .
item identifier or transformed version thereof such as a hash of the identifier, is
preferably stored at the mobile device in the ciear and used in step 80 to determine
whether the received data is related to existing data.
If a data item includes multiple data blocks, then each data block is
15 encrypted and stored as it is received. Although each data block comprises a part of
the same data item, the data blocks are encrypted separately, using an algorithm
and key dependent upon the operational state of the mobile device when that data
block is received. Therefore, a received multiple-block data item is stored as a series |
dHMmEMENWQmeaMmmbmdw.HgSABaUmmdmwmnmadMammmt
20 that supports such data items.
‘The data item 85 includes a data item reference 86 and three data item
parts 87, 88, and 89. The data item parts 87, 88, and 89 are preferably stored in a
byte array referenced by the data item reference 86. The data item reference 86

includes a data item identifier, such as an email message identifier or a sassion
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The second data block in the data. item data block 2, was received 5 when
the nobil e device was | ocked, and therefore was encrypted using the. public
key. The bl ock 2 header 88A is generated and added to the encrypted data

bl ock 88B as descri bed above, and the resultant data item part 88

i ncl udi ng t hWORPEER78header 88A and the encrypted data bPEEKABBBIEYE
appended to the data itempart 87 in the array referenced by the data item
reference 86. The third data bl ock, data io block 3, like data block 1, was
recei ved wHENEier Her exasnple. ans\a leeatinsof @ peikkerdo theryte apay BréTghihedatsi ng t he
symmetric key. The data part 89, conprising the block header 89A and the
encrypt ed R PS8k, 88BaNHBXiams 1SRy, appendrda itesn tidentdiat suppens thrart 88
inthe array referenced by the data itemreference 86. In this manner,
subsequentdaiatrainpliotkbstep 88 id it 4, eath areonamstigprél thaalocationpladewsileader i s
generated and added to the encrypted data bl ock, and the bl ock header and
t he encryplasel iigan partd 3¢ BEapad 8ppehdadiricvad. prels daiaritpeperi Pit 88 Mt 3 bl ock.
In one known schene for effectively adding new data to an existing byte
array, s risviudes ayaisbldel headhr SCan68Mt ar 2FA and axiast bingk 8riF 238 0e &86pi ed to
the new array, and the new data is witten into the new array. The nenory
space occufieedaiatblbyk hbadasissil 8§Aarnd\BSiAsintlada adengitf @readey identdieher wi se
reclaimed for storage of other data. The copying process in this techni que
tends to bmrsspendiagth escmeataibjockiaTBeasbByand 828 ratheidata ibsmiste S heufalta ci ent
avai l abl e nenory space for two copies of the existing data array. The

appendi ng isedigorgitids adabeis oabioveiar hdiaséetheadshin aquittestivéle asoomionny space
than this known technique. -19 WO 2004/ 077782 PCT/ CA2003/ 000291 When the

data itemd@poirgetio dperrRCSeRsasrospuntingsianhiBbeld susiedt caeh eatesshibblecataha i tem
for display, the byte array in which the data itemparts 87, 88, and 89

?;?el; gt}@gg pgg?émtr@eﬂnﬁéﬁem@ﬁﬁ%rmﬁiim% e Uegcbicihel Bigbheintl @k Boih, em
that was used o encrypt a data block or is required to decrypt the data block. The
data blocks 8718, 888, and 838 represent received data blocks, comprising a single
data item, that have been‘encrypte‘d.

In the example shown in Fig. 5A, data block 1 was received when the

15 mobile device was uniocked, and as such was encrypted using the symmetric key to

generate the encrypted data block 87B. The length of the encrypted data block 878

is determined, and this length and a “symmetric” key identifier are added to the

encrypted data block 87B as the block header 87A. The biock header 87A and the
encrypted data block 87B are then stored o memoty.

20 A data item reference is preferably created and stored when a data

item, or the first data block of a multiple-block data item, is received on a maobile

device, so that the data item can be retrieved and subsequently received related data

blocks can be identified and appended o the corresponding byte array referenced by

the data item reference. Thus, the data item reference 86 was created when data
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For each encrypted data block 878, 888, and 898, the appropriate decryption
5 schene and length for the encrypted data block is determ ned fromthe key
identifier and length in the correspondi ng bl ock header 87A, 88A, and 89A
Each of the encrypted data bl ocks 87B, 886, and 89B is read fromthe byte
array and de¥PyprHéd’s2 and t he decrypted data bl ocks are RGHHIAHEPHt o a
single decrypted data itemwhich corresponds to the data itemthat was

transm tt edpek § lasPEti, Qﬁﬁés%ﬁ)]y afté} dE'f@@l@cI@ll(WaB %ﬁcr‘yﬁtédﬁm%ﬁéreﬂ‘oh'the

appreciate that although the data itemparts 7, 88, and 89 are shown in

Fig. 5A and,fggerbhed aﬁ‘{&q}iaué@s Bg; (ﬁ%ﬂuﬁé%fe’cﬁe!d&té‘ct&%t&d @Hcﬁf( n ihdRad@ga item

parts need not necessaril | be stored i n conti guous nenory ocati ons.

Menory poi n{,I‘:, 193 tg%gggah%mgﬁ '%Z'Iﬁjds%éer% il BB ?cf%leb)’ used to logically |ink

bl ocks. Is a agr am an alternative data format. The

dat a |tem 90 repr es%tesqet,‘gﬁ | Qe Bk S FHA C&%at aﬂiﬂ %ﬁknglé g.%g % (gcl udes

a data |tem header and t ree encrypted The

header 9,_TZ &Hﬁ»ﬁesmégﬁjiﬁ%;&é fAk | cg\%[‘]t %:fnd ﬁlr@r@‘r 18 @%}9 Qll%?ggdr‘g’iﬁd)‘gg

| engt h, oca ion |denf| 1er'for eac nd 98 in

tpPif g?;gl ;/t |é(?gl cal ggaf %ggér %%AE‘ %nng%%?%tgg%gcessegﬁ? F@QG% 5j]’gﬁtor eg?&?bl@f:l?
CONt1 9U0uS RSETRes A LOIS:, A58 L35 BTBL o SR RETBPR I AE
s 1P SIS ral B AR SRR e
ey, The neBdar e rewgftzf% g et wlfanee 66 5@1&%@#“6?%@ PR g
bl ock. o4 wes regaidedy BaepLed. S0 StRred SNBSS HEe angO
was encrypted using the symmetric key. The data part 89, comprising the block
'header 89A and the encrypied data block 89B, is similarly appended to the data item
part 88 in the array referenced by the data item reference 86.
In this manner, subsequent data blocks of a data item are encrypted, a
15  block header is generated and added to the encrypted data block, and the block
header and the encrypted data block are appended to a preceding encrypted data
block. In one known scheme for effectively adding new data 1o an existing byte
array, a new airay is defined, conients of an existing array are copied to the new
array, and‘the new data is written into the new array. The memory space occupied
20 by the existing array is then de-referenced or otherwise reclaimed for storage of
other data. The copying process in this technigue tends to be slow, and is memory
intensive in that it requires sufficient available memory space for two copies of the
existing data array. The appending scheme described above is faster and requires

less memory space than this known technique.
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retrieved and decrypted, and subsequently received rel ated data bl ocks can
be 5 identified. Information for the second and third encrypted data bl ocks
96 and 98 was added to the header 92 when these data bl ocks were received.
When the nobile device is unlocked and the data item 90 is accessed on the
mobi | e devi cW0 28H#A78b] ock is | ocated using the | ocati onPEhdAI0eHye3itin t he
header 92, the appropriate decryption schene is determned fromthe key
identifier in the header 92, and each 1o data block is then retrieved,
decrypted, and conbi¥ren te detacitans 85 ifde berascastesl, eadngs Wheh yusRSelss above
and shown in Figs. 5A and 5B, a single data item may include data bl ocks
whi ch wer dhedetaitrra dorndispiay.dhe be ey dmehightthe slat keiiparts 8¢hd9.andf¥® dat a

bl ocks were received at the nobile device when the nobile device was in

di ff erent aypéouind isfedated mttbe mantory gsinpdle jpogidbindne Rata itaieraigisinre 8devi ce i s
in the 15 same operating state when data bl ocks for the sane data itemare
recei ved. froreadhxanpieiedi daiddtecibboRkSSBnend 308 éhy ethphisiaia Hecivplini e
device was in the unlocked state, then it would al so have been encrypted
usi ng tzhe syametariodek@h folihe eaooiedaateblotht s datdronitdidrom sy iddntiine
invention, before a received data block is encrypted, it is determ ned
whet her a angr ieegth opbeatdraspbndibatioosf hdauer BFB), IS8Adent A8A. sEach théhaanme as
the operational state of the nobile device when a preceding data bl ock of
t he same dadceypitécedateddonie@FByaeh, MMHAOE it readdpen dtd loytakray anedeamptetihus t he
data protection key, is the same for the received data and a precedi ng

dat a bl oclareffih@deciapiad dagabiobkd dretchambimeetsd ngndik aeknpred! dateitermadiicled dat a
are encrypted in the sane nanner. In this case, the preceding data bl ock

is prefer aphpsgesisyptiag dafa ot shd s trardiitd2Be4h OB ABRIJECT/ CA2003/ 000291
the received data block is appended to the decrypted precedi ng data bl ock

to forma combi nedThags@skliqris haadwiikpesuriemesd dipbagibihecisid ierepany pt ed
and stored to nenory. Since the preceding data block is part of the
encrypt ed gyoubi agdadatdishown in Fig. 5A and described above as being stored in a byte
array, the data item parts need not necessarily be stored in contiguous memory
locations. Memory pointers or other identifiers are typically used to logically link
blocks.
15 Fig. 5B is a block diagram of an alternative data format. The data item
90 represents the logical structure of a data item, and includes a data item header 82
and three encrypted data blocks 94, 96, and 98. The header 92 includes a data item
{dentifier and such information as a tength, location, and key identifier for each data
block 94, 96, and 98 in the data item 90. The header 92 and data biocks 94, 96, and
20 98 are preferably logically linked, but need not necessarily be stored in contiguous
memory locations.
As in the example described above with reference to Fig. 5A, the data

blocks 1, 2 and 3 were received when the mobile device was untocked, locked, and

unlocked, respectively. Data blocks 1 and 3 ware encrypted using the symrmeiric
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bl ock, nmenory space occupi ed by the preceding data block is either
overwitten with 5 the encrypted conbined data bl ock or nade available to
store other data. This type of operation is possible, for exanple, when a
precedi ng bl ock and received data are received while the symetric key is
accessi bl e. VYWRSPEYHE2 precedi ng bl ock and the recei ved BEVaARIENBEei ved
when the device is |locked and encrypted using the public key, the private

rever O RS-ERE RELI0BRS L PERRRM Ndnd 10: BLBRIGSANIRL, REgEPOENPIST,

However, a s cryption and ‘re-encr i STpoOsSI
th i vat [ [ k and
the T ecer ol iy RaRE BERAaR U Een B Bl T L PrBISEERY ot ™

Al th h thj ' . vt | oVi i ni th

one. data bits FEELoH MR oIS SR, bO AR e DR PPk dat a
15 bl ock ' ' | I L ! - t

orocessi ng ey P RbeBRRE Al ERZ By SRR NeT BRARa R o

devi ith Li.mted ver. ' . [ i . Fig. 6 i

i ow di Gor Sl R BRAED r BTk B nlY protied Bel e Yo Bedipton,
dat tect, t bi devj t ) t 20,
depondi ng GHERC IO P ao2 kG taEes Griecg Rt aind cheety hetebe Behre are

i I t ed, tri ted data. The dat tecti ! th

det er m nes JEWRETHENOERRS Rty Oetr D 20 cBRese R INagoRte SNGRRAT o Key
or a. publi ge , b(%zed, on a kq%' identifier. A corresponding private key
is used tobg@ r%ﬁ?catt usipgdhg dpeHionaand lnott Botheowrades 2. the aeR@Ryigteed dat a
was encrypted using a public -22 WO 2004/077782 PCT/ CA2003/ 000291 Kkey.
The synmet AREIYREQN Fehaiaeig detergrred bemihe kewepiiasdn tia heagier 82 gndieg®hnher e

the encrypted data was encrypted using the symmetric key. Decrypted data

i s thedd ofBfsublogisthen fllsves. dedypiedsgrd eambineddeprinastruiihe Hatedtameved or

requested the _ '
As described above and shown in Figs. 5A and 5B, a single data item

may include data blocks which were encrypted using different encryption schemes,
where the data blocks were received at the mobile device when the mobile device
was in different operational states. it is also possible that the mobile device is in the
16 same operating state when data blocks for the same data item are received. For
example, if data block 2 were received when the mobile device was in the unlocked
state, then it would also have been encrypted using the symmetric key. In
accordance with a further aspect of the invention, before a received data block is
encrypted, it is determined whether a current operational state of the mobile device is
20- the same as the operational state of the mobile device when a preceding data block
of the same data item was received. Where the operational state, and thus the data
protection key, is the same for the r;aceived data and a preceding data block of a
data item, both the preceding block and the received data are encrypted in the same

manner. In this case, the preceding data block is preferably decrypied if possible,
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data. If the retrieved data conprises a plurality of data bl ocks, then the
steps 104 5 through 110 are perforned for each data bl ock, The decryption
steps 106 and 108 assune that the public key or the symetric key are
accessible. As long as the nobile device is unlocked when protected data
is accessed, WPREYQTKEYs are either avail abl e from menor yPGFCEHM/HE291
decrypted. If the keys are not accessible, then the protected data cannot

be 10 decrypted. descri bed above, public key cryptqgraphy.is typically
o ower. 1 o Pashinc] atd Blogh iatpsnagy Emb Seenie Hingsde SRR S otk Ve
while the nobile device is |locked, or a data itemincluding such data, is
decr ypt ed, CPANeE AR, bipskr ope it cophitest fafasbiagists B@G%%‘Pgo@ BlogR ?Che
nobi | e devi ce. When such data is decrypted 15 at step 106, tg,en t he
decrypt ed ‘HEFEY- s SHF&ithaprecesing faiaiidry 8 ReeloldBe apGriniRf CUBRRGRedh
operations, the nobile device is in an unl ocked state, such that the
symmet ri ¢ IR@SK Merapry sraek ermiPoLY Ihe sEcaring deé? AIReT IRalthasPEs g vy
invention, decrypted data that was previously encrypted using the public
key is & e-féﬁ@ﬂ@b’ﬁg&ﬂ carghbingd date Woekhet npde regilabig tofde@selpydata. data item
header is also updated 20 accordingly. Alternatively, where any data bl ocks
of a data item wer e Toisdrgpelaberalisinig bosriblp bl $xandy, wheane reeeditd dlacitat a
bl ocks are concatenated to forma single conbined data block, which is
t hen re- erandyjeredted siatryatshecslyeisile thakeymnmEhie kayrit gcoegsiddat ¥Wharede s t hen
replaced in nmenory with the re-encrypted data item In this manner,
furt her pubbtedik@blogkanyphé mreiedrtia arsreapived whictdhe whwige ishleckkit andtem i s
-23 WD 2004/ 077782 PCT/ CA2003/ 000291 subsequently accessed. It should al so
be appr eciatcapichasingtiapailicikey, thepavaledegne nyiEosdssiblieaandiregkscdding a
mul tiple-block data itemmay instead be preferred. For exanple, where

10 block cannot be decrypted. However, a similar decryption and re-encryption process

is possible when the private key becomes accessible, such as when the preceding
block and the received data are accessed, as described in further detail below.
Although this decryption/re-encryption provides for combining more
than one data block into a single encrypted data biock, appending encrypted data
15 blocks as described above involves less time, memory, and data processing, and is
therefore generally preferred on constrained mobile devices with limited power,
memory, and processing resources.
Fig. 6 is a flow diagram showing a method of accessing protected data.
At step 102, a data protection system or a mobile device system or component,
20 depending upon how the data protection system and memory access scheme are
implemented, retrieves encrypted data. The dataprotection system then determines
whether the encrypted data was encrypted using a symmetric key or a public key,
based on a key ideniifier. A corresponding private key is used to decrypt the

encrypted data at step 106 where the encrypted data was encrypted using a public

I



a multiple-block data itemis an email nessage, displaying the nessage in
an "I nbox" 5 or nessage list mght require data fromonly a first data
bl ock. In this case, building the nmessage list is nuch faster if just the

first data bl ock of each message, instead of each entire nmessage, is
decrypt ed. THE PU% T8l ar i npl enentati on and confi gur at i BRT/EA2045/¢04394
protection system and net hod depend upon the type of device in which data

protection key. The gnovédetey lsnisetas ibopphak vwReIpRIURE atdieh doglahare the
protection systemmay be different for different types of devices. Figs.

7-11 are scegepiebatata MasdrdngRbAYisP e BBirh&ric deyi %dquté\@’kiﬁfa B thygtem
and nethod of data protection are inplenented, as an illustrative exanple

of one posspibat foTRG STEDINE JlRE.sydiaeh SEERRRoEM WhichNefriced br dehuedfe® the
representative of screens displayed to a user on a nobile device display at

15 various éaiageﬁm@luéinf@ge&eg{ai AHhHMdeRn ﬁhra?iﬁ%frdatl’é[! bfo%ﬁé,rlh@@;;hgé é{%ﬁé 984 7-11,

data protection is referred to as content protection. , a user

has sel egt ey@RiPPRS &bl Aich gAML LRk fkiProtection on the mobile
devi ce. However, as shown at the top of Fig. 7, password protection has

ot yet, been enabl edinhohfiictiSind FIOLATREELoL IneRRRl A, BASRIRE or o

Frotection. 20 If the user password pro a cgrsog
"No" tQ,m o i y . - t
seourity tinENETSIAGe P REL b AXTEng obIFE el R I@wgcﬁeﬁ%@‘é%ésm&“d
Bl Cer na S”n%@ae?‘ﬂ%%aégésu#c%%ﬁﬁilﬁ% @%xéia‘:ﬁ %‘ﬁﬁérg@f@ﬁﬁ@giwﬁ?ﬁ%ﬁoa FERE
' T ' -24 WO
20041 077762 BN 0D3 00525 £ JU A srEr ar § s En B et Sl EeBact 82, "and
64 of Fi . c\]'sCé)?a%gdpassword protection has been enabl ed, content protection
e gehet’are

keys a . In Fig. 8 the content protection key pair is a

public/private key p%\'srdescribed above, public key cryptography is typically slower than

symmetric key cryptography. Each time data that is received while the mobile device
is locked, or a data item including such data, is decrypted, public key decryption
operations must be performed on the mobile device. When such data is decrypted
16  at step 106, then the decrypted data is available on the mobile device. During
decryption operations, the mobile device is in an unlocked state, such that the
symmetric key is also accessible. According to another aspect of the invention,
decrypted data that was previously encrypted using the public key is re-encrypted
using the symmetric key. If necessary, a data item header is also updated
20 accordingly. Alternatively, where any data blocks of a data item were encrypted
using the pubtic.key, the decrypted data blocks are concatenated to form a single
combined data block, which is then re-encrypted using the symmetric key. The
original data item is then replaced in memory with the re-encrypted data item. In this

manner, further public key decryption operations are avoided when the data item is
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Pseudo-random data is gathered for the |key generation operation from user
l,ey 5 presses on a keypad or keyboard and novenent of a thunbwheel i nput
device on the nobile device. On a PC, such data is typically gathered
usi ng nouse novenents. However, nost nobile devices have small er displays
and no nouseWO 28U Fhat keyboard keys are used in conj uREVEOHIMN t he

t hunbwheel input device to provide further random zed data than coul d be
gener at ed usiqbbireicde@¥edr €sses or | o thunbwheel inputs alone. Fig. 9
shows a screen which provided feedback to a user indicating the progress

of pseudo-random i nf qf SRfulPAsE BE bBElecRifed thAt RalliShRb 56faraf BRH B data 160

bits of data are collected used as the private key, “fromwhich 'the public
i s generat egocks RY ERIIHIE-HKEK deda ﬁérﬂ‘rﬁ%ﬂhé’tegﬁ%r fgﬁe&bﬁaréa&m;ﬁ@,twhere
protection is enabled, using either thHe sanme pseudo-random | nformtion or
further pse J Wk a] Nye i o] ! 8851008 1 el Jhe
rther P e, bRANRY RO 468 SRLLEE) Bdoblind 18 ARl ek REN g The
using the SafTReRSRIdRr At eBuileRs BN Bl £ At BOLILISSY 190ELAL Widing
operations. Wiere'a data protection systemis configured to use a T80- bi t

private keyth@’?ﬁe&a#%ﬁéﬂé hnugﬁ gﬁ@éf iﬁﬁgtg[ﬁ%{ ﬁ%sfl géta%@ei?% §§?h é}%gsg%ﬁwgferad%ndom

informati on are cofl ecte use riva t he

160 bits ar aéﬁ&ﬂ]rgé%ésgg%é%gg?g&b%dkey. When the data protection keys have

been generated and store “priotection is enabled, and a security
OPL1 on ot cen 3PP AUl By D5 I PR LARIRNFEY, e
ca e AR S BB A AR BRIy BhBBg 2, 10
SRS AR TR M AR RN N T
security ne%?8:rff%’ren6’}rt]3¥pecsoor}fde%weg:[ | ?gns. [fﬁquailrreesglraergnssi;o?sr of a display on a mobile
device in which a system and method of data protection are implemented, as an
illustrative example of one possible implementation. The screen shots in Fig. 7-11
are representative of screens displayed to a user on a mobile device display at
15 various stages during configuration of security features. In Figs. 7-11, data
protection is referred to as content protection.
In Fig. 7, a user has selected an operation to enable content protection
on the mobile device. However, as shown at the top of Fig. 7, password protection
has not yet been enabled, and the user is prompted to enable password protection.
20 If the user enables password protection, by moving a cursor from “No” to “Yes” and
selecting "Yes”, then the user sets a password and security timeout period, 2 minutes
in this example (Fig. 8), and password protection is enabled. If password protection

is not enabled, and no aliernate means of securing data protection keys is available,

then content protection cannot be enabled. These above operations are
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content protection preferably cannot be disabled while content protection
is enabled. 5 For exanple, disabling password protection sacrifices the
security of the private key and the synmmetric key. When a user attenpts to
di sabl e password protection while content protection is enabled, the alert
message showOiZ47G%2 11 i s di spl ayed. Password prot ect YOHCAZOHB2Yi sabl ed
unl ess content protection is also disabled. Sone types of nobile device

al so support configuration control information to further 10 control which
f eat ures caw%’éar@ﬁg)b@%ah%ﬁiati$’f§§¥)6@d52)y?in§ GfsefrFigvhen content protection is
di sabl ed, several operations are possible. |In one enbodinent, stored
encrypted data i s naiQitcainasawpid pratection bas beemenattied, canteat probtation keys keys
are decrypted and then re-encrypted with a predeterm ned password known to
or accessi bare gepetdied. diatfdg p8, dhecenient mpiscton key phioisghpehiliofeidaitsegmeiry pt ed
data i s maintained, decryption of the data protection keys, and thus
decrypti on d¥stswoppperadidatacgathered foritise deg espedjicd @psraion requiseekentry of
a user password. In this schene, the sane data protection keys can be used
i f content prps@sewt & fayix! erayheddagal movémerinofa thenmathzebinpoidelicsemt , al |
stored encrypted data is decrypted and replaced in nenory when content
protection ths mibbitdldegiceNo G0 ed@Q, ypidhodarpar atpieis adiretddensingguonss f or
subsequent access to stored data. If content protection is re-enabl ed,
then new dahavgmaettectoorvikgysoantolgenevrbehaos srallieadipgdys atdnedthaaka may
be encrypted where possible, and subsequently received data is encrypted

as descri beslichhgi®eyhoagd kdys 418 LBellDEd0]EHoAgh Ahehe TLMBWHBBpUFRIBIS to
conmuni cati on device. -26 WD 2004/077/82 POT/ CA2003/ 000291 The nobil e

devi ce 500 erﬁviﬂé afried Fndotni E I NA Y BT HE dé?@ted%ir@%ithame@gr@gseb@ast
voi ce and data conmuni cati on capabilities. The nobil e device 500 preferably

has theo capaRblvhb¥ ifsuts aMENIFRDRHAIER RO WSBNPH Rl FKE4ISITk 198 UsBe
I nternet. Dependi ng
indicating the progress of pseudo-random information coliection. in a preferred
embodiment, 160 bits of data are collected used as the private key, from which the
public is generated. A symmetric key is similarly generated when content protection
is enabled, using either the same pseudo-random information or further pseudo-
16 random information collected in a similar manner. The number of key presses and
thumbwheel movements is preferably reduced by using the same pseudo-random
information for both key generation operations. Where a data protection system is
configured to use a 160-bit private key and a 128-bit symmetric key, for example,
160 bits of random information are collected and used as the private key, and 128 of
20  the 160 bits are used as the symmetric key.
When the data protection keys have been generated and siored, data
protection is enabled, and a security options screen appears as shown in Fig. 10.

Where the mobile device implemenis other security features, the security options

screen provides access o enable, disable, or configure thesa features, as well as
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on the functionality provided by the nobile device 500, it may be referred
to as a 5 data nessagi ng device, a two-way pager, a nobile tel ephone with
data nessaging capabilities, a wireless Internet appliance, or a data
conmmruni cation device (with or wthout tel ephony capabilities). As
ment i oned abBP!™MEITR: devices are referred to general | yPREFQIPBYIMPl y as
nobi | e devi ces. The nobile device 500 includes a transceiver 511, a
m croprocessor ., 10 538, a_display 522, non-volatile nenory 524, random
access me M RAFCUsg In F %381@%@%}'“?%6@‘(“[%9&8&9” fhedyolisfevis whan it 5
serial port 530, .a keyboard 532, a speaker 534, a m_crophone 536, a
short - rangé %%QH%@@%&H&W%& IP greessilte dyquehihemsculiyprligns aeregByi ce
sub-systens 542. The transceiver 511 preferably includes transmt and
recei ve antennas 516% &igihe sectiEiix Bieapise) apyXonforialiag refiviegmeniz)fos14, one
or nore 15 local oscillators (LOs) 513, and a digital signal processor
(DSP) 520.COfiRRPIrieHPNRsRiErady eanna bagisblpdsdhile copenigisclionBanedl=gdoo
includes a plurality of software nodules 524A-524N that can be executed by
t he ni ér opFBtesHe slipinagpsrweHeOsFiBEyiicasibe sacwly af e pdie key
communi cation nodul e 524A, a data conmmuni cati on nodul e 524B, and a
pl ural ity &t Be REPMEYE ey OKaen Aroear attersoia i disable pesswerg rotectiorpivbitaal i ty of
other 20 functions. The nobile device 500 is preferably a two-way
conmmuni catGaoiterdeveieetionisvemgpledi ibe aled niegsage emewni icalfigon 1 dasiidpidvietli es.
Thus, for exanple, the nobile device 500 may conmuni cate over a voice
net wor k, dtagswayl prolection isheot divableg uniess dofetigroetivnils atsordidatack Sonand may
al so communi cate over a data network. The voice -27 WD 2004/077782
PCT/ CA2003ye6020 inobde dicdaeaalset suppks anéigdeytioc teedtronirforgnatib® oyfutther
comuni cation tower 519. These voice and data networks may be separate
conmunioc atdonivonehivlo fdesurasicag eepwmtddccand dbalbist byt uged, such as base
stations, network controllers, etc., or they nay be

When content protection is disabled, several opérations are possible.

In one embodiment, stored encrypted data is maintained in encrypted form. The
data protection keys are decrypted and then re-encrypted with a predetermined
password known to or accessible by the data protection system. Although stored

18 encrypted data is maintained, decryption of the data protection keys, and thus
decryption of encrypted data when it is accessed, does not require entry of a user
password. In this scheme, the same data protection keys can be used if content
protection is enabled again. In an alternative embodiment, all stored encrypted data
is decrypted and replaced in memory when content protection is disabled. No

20 decryption operations are then required for subsequent access to stored data. f
content protection is re-enabled, then new data protection keys are generated ot
obtained, stored data may be encrypted where possible, and subsequently received
data is encrypied as described above.

Fig. 12 is a block diagram of a wireless mobite communication device.
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integrated into a single wireless network. References to the network 519
should 5 therefore be interpreted as enconpassing both a single voice and
data network and separate networks. The conmuni cati on subsystem 511 is
used to communicate with the network 519. The DSP 520 is used to send and
recei ve commRiBEW TR signals to and fromthe transnittBET/GAUWOHNWERY ecei ver
512, and al so exchange control 1o information with the transmtter 514 and

receiver 5 - NOLGE . a_.comuni cations. occur at .a sjngle
frequency. TBe niil BBye s08 KPR PRI e PR BT R Folbe PhuRa st Ts may
be used in ' onwith the transmtier 514 and ceiver 512,
A tor nat i vef SE e Slerba bl sheRRiEs. Themgple fte S relira nas te
comruni cat | Mersus data con; ications or the nobile device 500 is
enabl ed 1 of R HEIR AN EhCEREROEF o RA S TRe R ntarget. Biteanding
plurality of ,LOs 513 n be, ed,to generate frequencies corresponding to
t hose used”t H"%Cﬁg’cﬁ%ﬁjﬁf ch?i’f@%sbwhﬁ‘m il dsraan?@rhasy Deeeteriss Kvas depi ct ed
in Fig. 12¢{ tt he nobile device 500 could be used with a single antenna
struct Ut e. “FRIEPFRREINGH VRS BAVPHEYIRASST BorRbiRlelerheng Wididald Messreiagi on, is
comuni cated tq and fromthe comunication nodule 511 via a 20 |ink
bet ween t hé? tigsR Witeleh Hipinet apRlbeeeseia ¢ compurdeation dayiceduity®rof t he
comuni cati on subsystem 511, such as frequency band, conponent sel ection,
power | evelithijtdelephanyapakiiies) dsomentienedcainvansied doicasaraselersdgoi n
whi ch the nobile device 500 is intended to operate. For exanple, a nobile
devi ce 5009§r@dEdencigpastBobile devigast h Anerican narket -28 WO
2004/ 077782 PCP/ CA2003/ 000291 may include a conmunication subsystem 511
desi gned to oper at e WetMokilsedavias $&kincdebattenaceivebd 1 & adaicsiopron®ssor cat i on
networks and al so designed to operate with any of a variety of voice
comunli®at3&h arfdispley RS2, ricyplaide rvpsy ry EONArandDVRaccess memory (RAM) 528,
auxiliary input/output (1/O) devices 528, a serial port 530, a keyboard 532, a speaker
534, a microphone 536, a short-range wireless communications sub-system 540, and
other device sub-systems 542. The transceiver 511 preferably includes transmit and
receive antennas 516, 518, a receiver (Rx) 512, a transmitter (Tx) 514, one or more
15 local oscillators (L.Os) 513, and a digital signal processor (DSP) 520. Within the non-
volatile memory 524, the mobile device 500 includes a plurality of software modules
524A-524N that can be executed by the microprocessor 538 (and/or the DSP 520),
including a voice communication module 5244, a data communication module 5248,
and a plurality of other operational modules 524N for carrying out a plurality of other
20 functions,
The mobile device 500 is preferably a two-way communication device
having voice and data communication capabilities. Thus, for example, the mobile

device 500 may communicate over a voice network, such as any of the analog or

digital cellular networks, and may alsc communicate over a data network. The voice
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PCS, etc., whereas a nobile device 500 intended for use in Europe may be 5
configured to operate with the GPRS data conmmuni cati on network and the GSM
voi ce conmuni cati on network. Ot her types of data and voice networks, both
separate and integrated, nay also be utilized with the nobil e device 500.
Comuni cat i oWOrEHABTR2 access requirenents for the nobil ePEAEGAVEHOY al so
vary dependi ng upon the type of network 519. For exanple, in the Mobitex

and 1o Da dat,.a net wor ks, . mbil e vices are regqistere n_t he network
foing 8 unPAESIe P E S AR B I JS RS el R S TR GRS
dat a networks BOMﬁ§$F, qgtmor access i s assocjated with a subscriber or
user of t h¥&’ BN SaHRIRTWarkSSHAY DASeRRRRICRANBENCHR LA Kedifing sepagate
subscriber.ideptit nDdHIe "SIN%%H which is required in order to operate
the nobi | eMY&FILEl 5 bprs SHalionibr REWOBR SPMERI&bretes HADABIIEY be
connunicat%gg}fu ctions, (if any) may be operable, without the SIM but the
nobi | e devi&E866 N § sisiewig 9@%1“?%)/”"%5{3{ PRENrohLe ivoFvPAgS EdERWIfcat i ons
over the network 519, other than any legally required operations, such as
'911'  efrer PERIPE RaNiaTAGiedes arcomessiglintiea sinatansite arhiae nghwask 268
activation procedures have 20 been conpleted, the nobile device 500 is
abl e to sefRPHAEG NEdWRiKSe comunication signals, preferably including both
voi ce and data signals, over the network 519. Signals received by the

antenna 516 from t hd "egifmmisigeionsuisyaenkS5l B waed tocontraehicaie mid thecei ver
512, which provides for signal anplification, frequency down conversion,
filtering, neiannel 9.seheBSFHR20 stused tasdndaat sgcaie digmualcatonsignaisda.
Anal og -29 WD 2001/077782 PCT/ CA2003/ 000291 to digital conversion of the
recei ved saghdionalthewsammnigec ditgl erd cenaivai &4 amd Blsoc ekcnsiges oahiras
di gital denodul ati on and decoding, to be perforned using the DSP 520. In a
si mi | at0 neinfeematien gritil thet drabemitcarsi thedreteivehéi et Mahk \ml: and data
communications occur at a single frequency, or closely-spaced set of frequencies,
then a single LO 518 may be used in canjunction with the transmitter 514 and
receiver 512.  Alternatively, if different frequencies are utilized for voice
communications versus data communications or the mobile device 500 is enabled for
15 communications on more than one network 519, then a plurality of LOs 513 can be
used fo generate frequencies corresponding to those used in the network 519.
Although two antennas 516, 518 are depicted in Fig. 12, the mobile device 500 coutd
be used with a single antenna structure. Information, which inciudes both voice and
data information, is communicated to and from the communication modue 511 viaa
20 link between the DSP 520 and the microprocessor 538.
The detailed design of the communication subsystem 511, such as
frequency band, component selection, power level, etc., is dependent upon the

communication network 518 in which the mobile device 500 is intended io operate.

For example, a mobile device 500 intended to operate in a North American markst
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processed, including nodul ati on and encodi ng, for exanple, by the, DSP 520
and are 5 then provided to the transmtter 514 for digital to anal og
conversion, frequency up conversion, filtering, anplification and

transm ssion to the conmuni cation network 519 via the antenna 518.

Al t hough a sVRGP¥ ¥ t8hscei ver 511 is shown for both voi cBCT/GAHIHRIY!
communi cations, in alternative enbodi nents, the nobile device 500 may

i ncl ude mul t’nayllﬁciddj@achmeLIrfmsneubW§em$46f&le@@n@dfd osdrate witsBeiMsTitek or
transmtting and i o receiving voice signals, and a second transceiver for

transm tti ngr pABTACRbYId@EabMM I GldhsctMsTkaahd 186 dbEiGRSE B oRFate Aithi gur ed
to operate within a first frequency band, and a second transceiver

configured Ay epgnatietywrbich c@nﬁﬁ@maéhcfnrr%«b@ﬂ@ésm% AP @ddifh 00D,
processing the conmmunication signals, the DSP 520 al so provides for

receiver angdy, 3é1§m\rbﬁceéa§@”hw'bﬁlle d%ﬂrcee’{mtgndéd‘%lgﬁi@ i EURbSe aRa) b@d to
15 communi cation signals in the receiver 512 and transmtter 514 rmy be

adaptively s@iifdupdd RopibRUGH, AW eymd %a%&vﬁ@ﬂfcéﬁ&n %%ﬂ tafHHthé r@)ir@nent ed

in the DSP 520.- Cther transceiver control gorithms could also

i npl enent edyhiBe tdapnRSRcRRA hBwPk. dediHp tgﬁ gg% ﬁdsx%‘?&é %btmwdo&gn”ol

of the transceiver 511. The m croprocess pre erably manages an

control st nesousicaldq n@raBs! ALy Aot LIS ARh!fe ARG ST olfany types of

M croprocessors or contro ers cou be use or, alternatively,

a single DSP 520 CO“'(‘E’Ont?r‘?xunM?t‘?tﬂ\ ﬁé?wSﬁ(ré’chQﬁqu%n (—%I’HQ%I 'tl%nr%oﬁ O(ﬁer\]/ﬁ?eEOO

m cr oprocessor 538. Low- | evel comuni cation i ons | east
o S ST A AR 5 gt
appl i cald onPBAIAT SR DRNRAS medlb e %Eeﬁre%i%%% ﬁ%@m“aﬁ%”'n%%f?m%%r ed
e o L BB e L oA
however, network access is associated with a subscriber or user of the mobile device
500. A GPRS device typically requires a subscriber identity module ("SIM™), which is
required in order to operate the mobile device 500 on a GPRS network. Local or non-

15 network communication functions (if any) may be operable, without the SIM, but the
mobile device 500 is unable to carry out functions involving communications over the
network 519, other than any legally required operations, such as ‘911’ emergency
calling.

After any required network registration or activation procedures have

20  been completed, the mobile device 500 is able to send and receive communication
signals, preferably including both voice and data signals, over the network 519.
Signals received by the antenna 516 from the communication network 519 are
routed to the receiver 512, which provides for signal amplification, frequency down

conversion, filtering, channel selection, eie., and analog to digital conversion. Analog
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a high-level user interface operable to transmt and receive voice calls
between the 5 nobile device 500 and a plurality of other voice devices via
the network 519. Simlarly, the data comuni cati on nodul e 524B provi des a
hi gh-1evel user interface operable for sending and receiving data, such as
e-mai | messay@4foi178s, organi zer information, short teRkt/geWsHyer! etc.,
bet ween the nobile device 500 and a plurality of other data devices via

t he network 31,9. 10 The m croprocessor 538 also interacts with other device
subsyst ens© JIgiR!FoRYEIRN af Bi5l 1RFel9s SIgNRb afoWs SYHS CORWIRLIMMAPIFatie
devices 528, the serial port 530, the keyboard 532, the speaker 534, the
m cr ophonelUBZEONS; KHCR RS rdigitah fgmodilaiam and Aacorings tihBy PeEmMBRrbUsIAadN@any

ot her device_subsystens generally designated as 542, For exanple, the
nodul es 52WAPNEY: dn éxalptiiee anasyet. heaness iR bpdpnsetiedio §Banaiverna)? @evi de a
hi gh-1evel interface between a user of the nobile device and the nobile
devi ce. ThP'ecespesy nglbgingyppedplign anstansgdingaogeginpledly the BEFGFERNdgrdvi ded
t hrough the display 522, and an input/output conponent provided through

t he auxd | i Bey pIPadeield bedrapgitiddyidoar divBallio angdéakemvesdon, drequan@f éiphone
536. 20 Sone of the subsystens shown in Fig. 12 perform conmuni cation-

rel ated furmvesig), fitheng ssnpifitatiorsarsiystenissicayo freovérdmuhicatidnl satworlor
on-device functions. Notably, some subsystens, such as keyboard 532 and
di spl ay 52%ithvig theeaniesea 5ft 8r Aliutugheorimale itreastaverrtdlias edowm firtiotmegicsuch as
entering a text nessage for transm ssion over a data conmmunication

net wor k, amd! dedwicoprn@scatemts, nwetnadins eathollime@E, WO ri2dtid/ @riceED0 may

PCT/ CA2003/ 000291 as a calculator or task list or other PDA type

f unct i ons.in€pds atultiple gisiheinrsvtéivasesuchers Diirst renstetve furacessittindad8d i s
preferably stored in a persistent store such as the non-vol atile nenory

524. v recelving voice signals, and a second transceiver for transmi’tting and receiving data
signals, or a first transceiver configured to operate within a first frequency band, and

a second transceiver configured to operate within a second frequency band.
In addition to processing the communication signals, the DSP 520 also
provides for receiver and transmitter control. For example, the gain levels applied to
15 communication signals in the receiver 512 and transmitter 514 may be adaptively
controlied through automatic gain controf algorithms implemented in the DSP 520.
Other transceiver control algorithms could also be implemented in the DSP 520 in

order to provide more sophisticated controt of the transceiver 511.

The microprocessor 538 preferably manages and controls the overall
20 operation of the mobile device 500. Manhy types of microprocessors or
microcontirollers could be used here, or, alternatively, a single DSP 520 couid be
used to carry out the functions of the microprocessor 538. Low-level communication
functions, including at least data and voice communications, are performed through

the DSP 520 in the transceiver 511. High-level communication applications,
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addition to the operating system and comruni cati on nodul es 524A-N, the non
5 volatile mernory 524 may include a file systemfor storing data.. The
non-vol atile nmenory 524 also includes at |east a key store, as well as
protected data descri bed above. The operating system specific device
appl i cat i onsworo®@UBes, or parts thereof, are typi cal | RCvVEa9037 @I y
| oaded into a volatile store, such as the RAM 526 for faster operation.
Mor eover, r.eceived conmuni cati on signals may also be tenporarily 1o stored
t 0 RAM 526, NGy BSicmprmmuWIcaiee rrpliaatiemdedAaand the dgigremmytieation in t he
non-vol atil e Perrpry 524. The non-volatile nmenory 524 may be inpl enented,
for exanplPEPISRICR FEEshrengiptacyin the nonorcatile aamaply 27¢ isackesyiopdukide- up
RAM An exenpl ary application nodul e 524N that nmay be | oaded onto the
nobi | e deviM¥eORIFEEIOTHIBY Foa pIAMEIE: INEYOSECRIMINHHCHON hodide PehAPIavdessuch as
cal endar 15 events, appointnents, and task itens. This nodul e 524N may
al so i nt er &dtigiidaval v3%s iINeifeee emiabiaile fenonit and ubesBRwdicd oplisimhaggmiiephone
calls, voice mails, etc., and may also interact with the data
comuni &at tpilpotavics B2ARrfios m@rﬂﬁfgi pigoisenmanice doiramiviealhie orswarkd5 t@.her
data transm ssions. Alternatively, all of the functionality of the voice
communi cat ©Unilatydilesiab2armnamugicatien dedalcitaBmovides amigoldublesepitBrizz@ may be
integrated into the PIM nodule. The non-volatile nenory 524 preferably
provi des aopelablasips semding and seddivin@tatas surhegre-oiaiRhdbshakea, filtseganizdrhe
device. The PIM application preferably includes the ability to send and
recei ve datrdoimagion, sheirttarrmbssagesedit., betweien tioomiobietiévre 508 dritf 4 eraligi ce and
data communi cati on nodul es 524A, 5245, via the wireless -32 WD 2004/077782
PCT/ CA20030D0b2pdatardstvives kicbih@ . neTherkPI1M. data itens are preferably
seanl essly integrated, synchronized and updated, via the wrel ess network
519, wi¢h a correspdidi mgraebcadsod 888 aisbamBracts WG A dasisesiisdyetbrné,t h a
host conputer system thereby creating a mrrored

such as the display 522, the RAM 526, the auxiliary 1/O devices 528, the serial port

530, the keyboard 532, the speaker 534, the microphone 5386, the short-range
communications subsystem 540, and any other device subsystems generally
designated as 542, For example, the modules 524A-N are executed by the

15 microprocessor 538 and may provide a high-level interface between a user of the
mobiie device and the mobile device. This interface typically includes a graphical
component provided through the display 522, and an input/ouiput component
provided through the auxiliary VO devices 528, keyboard 532, speaker 534, or
microphone 536.

20 Some of the subsystems shown in Fig. 12 perform communication-
related functions, whereas other subsystems may provide “resident” or on-device
functions. Notably, some subsystems, such as keyboard 532 and display 522 may be
used for both communication-refaied functions, such as entering a texi message for

fransmission over a data communication network, and device-rasident functions such
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system for data itens associated with a particular user. 5 The nobile
device 500 is manually synchronized with a host systemby placing the
nobi |l e device 500 in an interface cradle, which couples the serial port
530 of the nobile device 500 to a serial port of the host system The
serial port W8Q4eE 78l so be used to downl oad ot her appl PCRECADMBARGYIUI es
524N for installation on the nobile device 500. This wired downl oad path
may further be used to |oad encryption 1o keys onto the nobile device 500
for use i nasacglcelatempninsicistiosaier R Alpesunclignse secure nethod than
exchangi ng encryption information via the wireless network 519. As an
alternative to the &Hadaing svalem softveectused Reythgemicrapioonsadsseds hed
above, data protection keys could be generated by another system and

t r ansf er r eldrefasabliiestongebinl @ peesistent Yo®@ bucht hé shermoneriatis nBotarwdi2d. In
application nodul es 524N nmay be | oaded onto the nobile device 500 through
t he net wor&3dti@1 & Weoviegrating autemi aindy com@isidesips tremiB28 524444, dbgmanhe
short-range conmuni cati ons subsystem 540, or through any other suitable
subsystem &iZjle amnoiysizal neg insiude asis sisietnhier stmingalsgs. Tee memerofaibl4 or
RAM 526. Such flexibility in application installation increases the

f unct i onal inesnoof 52shelsBincioded & ekt iadey S0fie pasiwethys praviide dethdascered
on-devi ce functions, conmunication- related functions, or both. For

exanpl e, ssEmwee Tlwropeiatiatisysteapppeciiti duvienmblicenaly er alog0ksooi pagoMmer ce
functions and ot her such financial transactions to be perfornmed using the

mobi | e deviheeohGle tyoailly tdreparabiviieaddeviiee ollild SoRpSiid 4dBe RANGIRHoA
conmuni cation -33 WD 2004/077782 PCT/ CA2003/ 000291 npde, a received

signal , suebteasp@ratioxtMaResay celved corinPadiof eWnkRaday 4lso bPagsaed by the
transcei ver 511 and provided to the m croprocessor 538, which preferably
further praiceaseRANS2Ee68toededigRatly hafin@tHaPito & Alc it fRhidy iR2e OF,
non-volatile memory 524. The non-volatile memory 524 may be implemented, for
example, with Flash memory, non-volatife RAM, or battery backed-up RAM.
An exemplary application module 524N that may be loaded onto the
mobile device 500 is a PIM application providing PDA functionality, such as calendar
15 events, appointments, and task items. This module 524N may also interact w_ith the
voice communication module 524A for managing phone calls, voice malls, etc., and
may also interact with the data communication module 5248 for managing e-mail
communications and other date transmissions. Alternatively, all of the functionality of
the voice communication module 524A and the data communication module 5248
20 may be integrated into the PIM module.
The non-volatile memory 524 preferably provides a file system to
facilitate storage of PIM data items on the device. The PIM application preferably
includes the ability 10 send and receive data items, either by itself, or in conjunction

with the voice and data communication modules 5244, 5248, via the wireless
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alternatively, to an auxiliary 1/0O device 528. Wen data protection is
enabl ed, 5 received data is encrypted as described above before being
stored on the nobile device 500. A user of nobile device 500 may al so
conpose data itens, such as email nessages, using the keyboard 532, which
i s preferablyoogdhipBet e al phanuneric keyboard | ai d out PECHCARSNQVERTY
style, although other styles of conplete al phanuneric keyboards such as

the known DYighpifk 84 y! ehdBix ﬂéiﬁ‘?ﬁeﬁ% dr@p:‘é?&gbI(v)f%%iésQlPWte%rﬁ}e}d%@n@ﬁ@nlz%ddeVi ce

500 is further enhanced wth the plurality auxi i ar devi ces 528,

whi ch may i Rghygeamd UH’T‘HW@I%S%W%#WC@Q%?Q?@Mh% éd?tie%@@ﬁ&iinp Bt YAddtE it¥m@

f
switches, a rocker input swtc e conpose ata Ftens 1 nput by the

user are thep,tdans ﬁéig@dﬁ\éiﬂ{ Eteﬁ‘c%t %Bﬁﬂlﬂérgcéyﬁ{e% Qﬁ%{\ﬁﬁgiﬁréa]t@mv. Q’liﬁ&%d

transcei ver 511, and nay al so tor crypte rmon-t nmobi | e

devi ce 500. svélté%wggaaltah%n@%%égﬁa%kﬁﬁg%%@tid@r%ﬁF.ati ng in a voice

conmuni cati on the o operation t'he nobi |l e device 500 is

substantjally simil arT%&%EEBE‘?@ d%{%ﬁ@%%@ﬁ@{éﬁfﬁhmﬁv izécﬁx{(sfi?d. gﬁ&i%}i@%\ﬂlb: are

output to the speaker and I~ transm ssion € ¢generated

L SR A i
(ho FGent i?»?ﬁf @\eif_ﬁ%f?én%%ﬁc_g%ﬁ i ?@HGE‘PSQS%’\%EI%eT Srp RSB er
cont anct i on VAR a0l BEouBhRd A B Hoa e e ARl FREN Bt ey
cail ot i donFIIEER1En o0 CrRdNEOACONaR RATEER g RS Pedseiit S SHENRIER: ay i ¢

on the display 522. Al though the data protection techniques described
above ni'ght L?}‘éorﬁ‘ég&@agﬁ ‘B‘ée%%i%iré FPSFHICLTEBNRTAHRE MO 1S 8NE voi ce

secure method than exchanging encryption information via the wireless network 519.
As an alternative to the on-device data protection key generation described above,
data protection keys could be generated by another system and transferred to the
mobile device 500 in this manner.

15 Software application modules 524N may be loaded onto the mobile
device 500 through the network 519, through an auxiliary /O subsystem 528,
through the short-range communications subsystem 540, or through any other
suitabié subsystem 542, and installed by a user in the non-volatile memory 524 or
RAM 526. Such flexibility in application installation increases the functionality of the

20  mobile device 500 and may provide enhanced on-device functions, communication-
related functions, or both. For exampie, secure communication applications may
enable electronic commerce functions and other such financial transactions to be
performed using the mobile device 500.

When the mobile device 500 is operating in a data communication
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comuni cation signals are not typically stored, sonme voice
comuni cation-related 5 information such as contact information, may be
protected. A short-range conmmunications subsystem 540 is al so be included
in the nobile device 500. For exanple, the subsystem 540 nmay include an
infrared deWO84ifsassoci ated circuits and conponent s, PEF/CAZIBNYEEG 0t h or
802. 11 short-range wreless comruni cation nodul e to provide for
communi cation with si ar | bled,k 10 s st ens devi c will be
Coproci at o RSV Gh oI STER % £ JAs BRSRREE Bb2pieh SAPE OGS Brent o by
way of ex | e onl vari atjons on the systens and nethods descri bed
Bbove. w | IPTBaSssh e EAnshe RO AN AR e HE T SISO g Sy
obvious variations are within the scope of the invention as descrl bed and
clai med, ASRIARY Hlé'ﬁh?frprﬁ%qssﬁM%é@%"%@@'ﬁﬁ”ﬁ@ﬂowﬁé? togg fisRiay a2dei ce in
whi ch systems and nethods described above may be inplenented may include
fewer, furdlisRaivgly, dp Anepieiern: i SREAE S3ThaiYReibgaia BIRRHON s eLlitawi ngs.
AIthough data protection is perhaps nost pertinent to nobile devices,
whi ch By tResivensets 6 %}C@P@@GF 75 eadqioed giaysi vy eursiped e BORIY ques 20
described herein are also applicable to PCs, as well as other typically
fixed syst@davice 50theAi upeent menile device $00rmap aw@yccmrmﬁm itapen saety as
particular comrunication features. Data protection as described herein
coul d be igfphienpassagesi nisingoiivamykeyboaite Hidy Whicle ebvereferbhly eonnipietat i on
devi ces. -35 WD 2004/077782 PCT/ CA2003/000291 In addition, although data
pr ot ect i orelplzanuresic tedoardé&id abbue te CWMERTY style @éheagit eftter Gltyleaoh
received after data protection has been enabled, existing data that has
al ready bemmpéierathanndre kaybodrds devh as thekoowen OMERARsHIeTRYEMsG ke enabl ed
is preferably al so encrypted when data protection is enabl ed,

10 used. User input to the mobite device 500 is further enhanced with the plurality of

auxitiary /O devices 528, which may include a thumbwheel input device, a touchpad,
a variely of switches, a rocker input switch, etc. The composed data items input by
the user are then transmitted over the communication network 519 via the

fransceiver 511, and may also be stored in encrypted form on the mobile device 500.

When the mobite device 500 is operating in a voice communication
mode, the overall operation of the mobile device 500 is substantially similar {o the
data mode, except that received signals are outpuf to the speaker 534 and voice
signals for transmission are generated by a microphone 536. Alternative voice or

20 audio /O devices, such as a voice message recording subsystem, may also be
implemented on the mobile device 500. The display 522 may also be used to
provide an indication of the identity of a calling party, the duration of a voice call, or
other voice call related information. For example, the microprocessor 538, in

conjunction with the voice communication module 524A and the operaling system
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5 where the format of stored data permts. -36 37 Cains: 1. A system of
protecting data on a comruni cation device (30) having a first 5
operational state and a second operational state, the conmmunication device
(30) configured to receive data, the systemconprising: a key store (42)
configured tWOSPHET 2 plurality of cryptographic keys; BCHEAHP0002D)
configured to store data; and a data protection system (49) configured to

recei ve dat @oftivareleh®y aétaet tMaaaner idedRicahien GRETMEYoPALf MindeMing8/ofcdMali s 1N
the first operational state or the second operational state, 'to encrypt

the recei vedndaisplaist oot diddisf 520 Aiheugh ufeaédté brd?téctlowté!mr@cgle%mb&nd‘e%ys

where the conmmuni cation device is in the irst operational tate or

second of t h@ot Yight it GbcSsHRl08E aRfisy l%@%%rdé!“%ﬁmﬁd?ﬁca‘i@ &h&@%%

device is in the second operational state to store t encrypte

recei ved daigpnldidBioRBiR s a 3\0& g@q?u RIrEY s vcfn{:é §6mﬁ'fun§(ﬁﬁnr'?|rélr‘ﬁlo' ty of

crypt ographic keys is protecte syst’em o wher ei n

first cryptqgh %ﬂlo% KBY dsscdn'f'&%‘ﬁéﬁﬁg%)ﬁ m\%llhe L1;1[:‘{%“é%rrm,ml cati on deV| ce (30)

is in the second operational stat systemof claim2, wherein

the first operationalp fw@ﬁ‘?ah e ?&thﬁzﬁhﬁ%ﬁéﬁs@gte:ﬁggo %]ﬁsgﬁngv\%ded in

operational state is a locke em of “clairm erein the

HERALE e N, T L e
commun o2t LS e 3ok ORI 3R Bpp AL ARG HEE 1 St
wireless communication medule to provide for communication with similarly-enabled
10 systems and devices.

it witl be appreciated that the above description relates to preferred
embodiments by way of exampie only. Many variations on the systems and methods
described above will be obvious to those knowledgeable in the field, an‘d stuch
obvious variations are within the scope of the invention as described and claimed,

15 whether or not expressly described.

For example, a device in which systems and methods described above
may be implemented may include fewer, further, or different components than those
shown in the drawings. Although data proiection is perhaps most pertinent to mobile
devices, which by their nature are difficult to physically secure, the techniques

20 described herein are also applicable to PCs, as weall as other typically fixed systems.

The invention is also in no way dependent upon any particular
communication features. Data protection as described herein could be implemented

in two-way or one-way (receive only) communication devices.
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to receive data fromthe wireless transceiver (54). 30 6. The system of
claimb5, wherein the received data conprises confidential data received
froma renote conmputer network (18) via a wireless comuni cati on network
(20). 38 7. The systemof claimb5, wherein the comunication device (30)
further conPi2¥¢7"H8%onnector (56), and wherein the dat BCPFAVe¥PBh system
(49) is further configured to receive data fromthe connector (56). 5 8.
The system of claim ect or sel ecte ghe

7, erein . the cqnn (56) i r
group consisting of" %H\@B‘Pr?’a?”w, 8%3%50\@@& I)l%céfqegp ”g%‘{’ taf%%g Secur e
Digital slot, and a short-r e wreless co ni cati on nodule, ' . The
system of eraRHYAN 1R SPBIeH Pﬁgg@aPQQW?gtazr@f idgﬁ‘u B'S?g?%’ﬁ‘f‘( bgen efrmb?%cgr
configured to receive a request for data, to determ’,%e whet gjer. tgc‘ft
communi cat E8RING &pia &qigs phepdy Pranrsteied epdPacrenia deYse S YRR
decrypt the rg&ues.t ed data where the communication device éSQ& 4'93 c'#n t he
first oper &Qterian ispaided inpreferalyy@lspAtcEmied WORHIGH P UFRIPR ISR equest
conprises encrypted data to be decrypted by the data protection system
(49). 11. whersstiemaifof siaiPmiaia BHEHS n the request identifies requested
data, and wherein the data protection system (49) retrieves and decrypts
the requested data. 20 12. The system of claim 10, wherein the public key
is associated with a private key, and wherein the data protection system
(49) is further configured to determ ne whether the encrypted data was
encrypted using the public key or the symmetric key, to decrypt the
encrypted data using the private key where the encrypted data was
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25 encrypted using the public key, and to decrypt the encrypted data using
the symetric key where the encrypted data was encrypted using the
symmetric key. 13. The systemof claim 12, wherein the data protection
system (49) is further configured to store the decrypted data on the
comuni cation device (30), and to 30 delete the decrypted data when the
communi cation device enters the second operational state. 39 14. The
system of claim 13, wherein the synmetric &ey and the private key are
stored in encrypted formon the conmmuni cati on device (30), and wherein the
data protection system (49) is further configured to decrypt the private
key and store the decrypted private key on the comuni cation device (30)
where the reqdﬂéﬂéﬁ data 5 was encrypted using the public key, to decrypt
the symmetric key and store the decrypted symetric key on the

comuni cati on device (30) where the requested data was encrypted using the
symetric key,1. andAtsystism of erateingedaty pnead c@mm@toetim;deviaﬁ@g)ﬁmw‘f@ca jirgted
symetric key e i i L ( t . SEcqr

operati onal - sPhstohd S ER L LA BRI, Fis HribiBaGEEaRte (20)
prot ection sysvefiguradio ieseivardate the syatéingonedtising: det er mi ne whet her the

received data is rgl i Skl ared.. | h 32), and
to append the encrg[‘)(t%ggﬂ)rrég%f)éggﬁ@gggq?%%{%é ple%gi'sti’i%ﬁa}yfj&gé edg Ke ata in the
menory (32) where ahmeemeydBRecbrfigtiedite sterbalbied ahd exi sting data. 15 16. The
system of cl aim 15 ereln.the enc ted received.da nd the existing
Gt compr i se dat o2 AP PutAS BRI Pttt et Bep e MRl e
data itemio(8%e conmprirs@gioandévitantdd)i ierin( B@) filsh dipeedtiong! viaed ertheadeodat a
(lglr 3;{( O\é\?;pﬁP ggég{gﬁgnalusstgpe%] tg heenc]:';/prtsthecrrex iE/g rdaal?ah Iu%inkgez f%t E)P ﬁ’leS%Fu?é]gy of

cryptographic keys where the communication device is in the first operational state or

a second of the plurality of cryptographic keys where the communication device is in

the second operational state, and to store the encrypted received data in the memory

15 {32),

wherein the first of the plurality of cryptographic keys is protected.

2. The system of claim 1, wherein the first cryptographic key is inaccessible
when the communication device (30) is in the second operational state.

20
3. The system of claim 2, wherein the first operational state is an unlocked state

and the second operational state is a locked state.

4. The system of claim 2, wherein the first cryptographic key is a symmetric key,

25 and the second cryptographic key is a public key.

5. The system of claim 1, wherein the communication device (30) comprises a
wireless transceiver (54), and wherein the data protection system (49) is configured
to receive data from the wireless transceiver (54).

30
6. The system of claim 5, wherein the received data comprises confidential data
received from a remote computer network (18) via a wireless communication network
(20).



20 17. The systemof claim 1, wherein the conmunication device (30)
conprises a wreless nobile communication device selected fromthe group
consisting of: a data conmunication device, a nobile tel ephone having both
data and voice comunications functionality, a multiple-node device
capabl e of voice, data and 25 other types of conmunications, a nessagi ng
device, a personal digital assistant enabled for wreless comunications,
a wreless nodem a one-way comruni cation3sdevice, and a two-way

comuni cati on device. 18. The systemof claim1, wherein the data
protection systemis further 30 configured to determ ne whether the

recei ved data |s related to eX|st|ng data stored in the nenory

2): and
to append (84)thel BRCHYIRPTI@RE vedV@stia e @qﬂ@ﬂé&'pétﬂqrhgeﬂa%aﬁéh{%ﬁ@gni n
the nenory (B%mehsé@s cbﬁﬁé‘dt&ﬁ%ﬂ%@ v&rﬁargﬁttﬁ’é Hbt‘é";ﬁo&a@ﬁ’an LR (49 iakgthdr0

the existing data. ystem of claim 18, wherein the received
data and the é"swfﬁqr%tqracawwiataﬁ@ra tb@ﬁmﬂ%‘éofdéﬁh bl ocks of a data item
(85), the data item (85) being associated with a data itemreference (86)
that includes a data itemidentifier and a |ocation of 5 the existing

rel ated data Bn th@hmmiw of gi2im Tawhenehethaa:panm‘t@t(éﬁii's@afesmfsm the graup her

configured tog ”afng s@nél%%& ivdrbg Seé?%f éﬂ% ggrtrgggbt\cf[%,?) 8‘??5'%10’(%5 ate

an identifier |n tlng whe e encry ceive ‘encr ypt ed
usi ng one of Sh@’t-famwm!m@gnralphucehdmmoduie t he second cryptographic key;
10 add the length and the identifier to the encrypted received data; and
append the length, the identifier, and the encrypted received data to the
exi sting rel aBed dBbesy6m dihaaisyd! eheain tadatalprotshboreispsteime(49 ¢efurtdr dat a

conprises a d@ér%ig'u?eeﬂo(r%aive a request for data, to determine whether the communication
device (30) is in the first operational state, and to decrypt the requested data where

the communication device (30) is in the first operational state.

15 10.  The system of claim 9, wherein the request comprises encrypted data to be
decrypted by the data protection system (49).

11.  The system of claim 9, wherein the request identifies requested data, and
wherein the data protection system (49) retrieves and decrypts the requested data.
20
12.  The system of claim 10, wherein the public key is associated with a private
key, and wherein the data protection system (49) is further configured to determine
whether the encrypted data was encrypted using the public key or the symmetric key,
to decrypt the encrypted data using the private key where the encrypted data was
25 encrypted using the public key, and to decrypt the encrypted data using the
symmetric key where the encrypted data was encrypted using the symmetric key.

13.  The system of claim 12, wherein the data protection system (49) is further
configured to store the decrypted data on the communication device (30), and to
30 delete the decrypted data when the communication device enters the second

operational state.



15 having a data itemidentifier, and the data protection systemis further
configured to: <create a data item header (92), the data item header (92)
conprising the data itemidentifier, a block |ength of the encrypted
received data, a location of the encrypted received data in the nenory
(32), and a key identifier indicating whether the encrypted received data
was encrypted using one of the first cryptographic key 20 and the second
cryptographi c key; and store the data itemeheader in the nenory (32),
wherein the first cryptographic key is a symmetric key which is stored in

encrypted for mmndmb@yg@mcuzﬁwm eHer@Ritse Ewmesnowwd e @yat@s&@@r@t ed
with a private key. 21. The s%(stemof claim 20, wherein the data

protection sySt¥Re |'r§e*F‘EEfotﬁ€rf°mb8ﬂ ey EPBENUNisaten Aaviee H30): frd eherppinegiata
recei ved dat a gaytectitht SkEmM {45 A@%M@%@ﬁredte%ee eth\éeﬁ vaRd iy snd fbteE to

exi sting data and an "existing data hea store In the nmenory (3;3[62; and
30 where the ﬁ@&@’?tﬁ@oprwateaqusom@emwﬂé@C@twnutevm(aﬂbwh@r@ tbﬁéeq;;@is 48§a dat a

and the exi stjf0eiRfcd eafE the (R ]né"RE?r bt tﬁéggﬁaﬁmné E@ygﬂsrsycggq

recei ved data; generate an identi | catin € encr
recei ved dat a d@mpt@ﬂssymmety'gtkéu mnsﬁhﬁgsmmurmcatmeda‘wqes(ﬁ% Mgt ticasaiestkey

and the secongg afc\bé(soér%gy;{iﬁ@hﬁ ?%sﬁqﬂetﬁ; gk g,fabﬁg%é‘lgféathéﬂggb?@%r&ﬁs key

generated identifirer to t'em
encrypt ed recé@nddie deerspted symenadic sey mpendhatentrimication 22vicF j30)syrdererthef

claim1l, \Ahergggbntdhgpe(jgﬂo%apgtg{egct lon systemis further
10

15.  The system of claim 1, wherein the data protection system (49) is further
configured to determine whether the received data is related to existing data stored in
the memory (32), and to append the encrypted received data to the existing related
data in the memory (32) where the received data is related to existing data.

16
16.  Thesystem of claim 15, wherein the encrypted received data and the existing
data comprise data blocks (87B, 88B, 89B) of a data item (85) in which the data item
{85) comprises an identifier (86) indicating whether each data block was encrypted
using the first cryptographic key or the second cryptographic key.

20
17.  The system of claim 1, wherein the communication device (30) comprises a
wireless mobile communication device selected from the group consisting of: a data
communication device, a mobile telephone having both data and voice
communications functionality, a multiple-mode device capable of voice, data and

25 other types of communications, a messaging device, a personal digital assistant
enabled for wireless communications, a wireless modem, a one-way communication

device, and a two-way communication device.

18. The system of claim 1, wherein the data protection system is further
30 configured to determine whether the received data is related to existing data stored in
the memory (32); and to append (84) the encrypted received data to the existing data
stored in the memory (32) if the received data is determined (80) to be related to the

existing data.



configured to encrypt (76) the received data using the first cryptographic
key by: determ ning whether the received data is related to existing
encrypted data 10 stored in the nmenory; determ ning whether the existing
encrypted data was encrypted using the first cryptographic key where the
received data is related to existing encrypted data stored in the nenory;
and where the existing encrypted data was encrypted using the first
cryptographic 15 key, to: decrypt the exi4€ting encrypted data using the
first cryptographic key; append the received data to the decrypted
existing data to forma conbined data bl ock; and encrypt the conbi ned data

bl ock using t first cryptographi ey. 20 23. The system of claim.19,
wherein the dgga p:r%?ééf?tégh(’fg‘i}@ﬁbﬁg’i"L;(h%ﬁ’f’ttﬁﬁrreceé‘fﬁﬁif‘i’%ﬁr%ﬂ the existing @'%egi r st
crypt ogr aphi ¢ dgeycangrist GRa kS by BIdREH AEHI(85 KB ®la itBe) (869PPEHE assddiAad
device (30); 25 regel ve a request for the data item (85) froma system on
the conmuni catyBP ddatererefergnee (&5 thatinrlytess data drigeplifiesand ado@tionpft he

dat a item 85khe &04tRIgFERRAIMULS tﬁ@ﬁ]eﬂiorﬂ]@)fér{d%e 854 rABRRCHB@m is further
cryptographi c key was used to encrypt e data bl ock; 30 decCrypt the data

bl ock using t K8N#9uYred t%r ypt ogr aphi ¢ key where the data bl ock was encrypted
using the first crypbpanaRiiehokyt indbkiactyiloldiugata bl ock using the
e data

private decryption key where a ock was encrypted using the second
crypt ogr aphi ¢ key; gefifate an identifier indicating whether the encrypted received data was

encrypted using one of the first cryptographic key and the second cryptographic key;
10 add the length and the identifier to the encrypted received data; and
append the length, the identifier, and the encrypted received data to the

existing related data.

20.  The system of claim 1, wherein the received data comprises a data item (85)
15 having a data item identifier, and the data protection system is further configured to:
create a data item header (92), the data item header (92) comprising the data
item identifier, a block length of the encrypted received data, a location of the
encrypted received data in the memory (32), and a key identifier indicating whether
the encrypted received data was encrypted using one of the first cryptographic key
20  and the second cryptographic key; and
store the data item header in the memory (32),
wherein the first cryptographic key is a symmetric key which is stored in
encrypted form and the second cryptographic key is a public key associated with a
private key.
25
21.  The system of claim 20, wherein the data protection system is further
configured to store (82) the encrypted received data by:
determining (80) whether the received data is related to existing data and an
existing data header stored in the memory (32); and
30 where the received data is determined to be related to the existing data and
the existing data header, to:
determine a length of the encrypted received data;
generate an identifier indicating whether the encrypted received data



42 provide each of the decrypted data blocks in the data itemto the
system on the communi cati on device (30), wherein the second cryptographic
key is a public key associated with a private key. 5 24. The system of
claim 23, wherein the data protection systemis further configured to: for
each data block in the data item (85) that was encrypted using the second
crypt ographi c key, 10 encrypt the decrypted data block using the first
cryptographic key to generate a re-encryptied data bl ock; and repl ace the
data bl ock (87B, 88B, 89B) with the re-encrypted data block in the nenory
(32). 15 25. The swugkesndfpted aisg2dne Wiaheifiist BpRatabHy REE UndOheSsaba i S
further configured to: encr gp the decrypted data itemusing the first
crypt ographi ¢ key PBD&%H%Q@E% re-encrypted data item and replace the
data item (85) in the negame defedhinddiBndtA@nt EgsieyRb8 hedlic tb i Bata #én 26.
A method of protecting data on a comuni cation device (30), data being
received (72) by t Read¥nAdthi cati on devi ce (30), the nethod conprising the
steps of: gzstoring (66) Il G - )
cryptogr apﬁi c key on th%ﬁpidg%)ntﬁ%g‘!c@%q%gﬁcgggﬁgss&gttﬁee%?igrs related data
cryptographi c key being protected; 25 determ ning (74) whether the first

CRP|POLIPDL €28, 1A ASRRESId S MBI hd Cla BaERS LIS Ao
configured to encrypt {76) the received data using the first cryptographic key by:
determining whether the received data is related to existing encrypted data
10 stored in the memory;
determining whether the existing encrypted data was encrypted using the first
cryptographic key where the received data is related to existing encrypted data
stored in the memory; and
where the existing encrypted data was encrypted using the first cryptographic
15 key, to:
decrypt the existing encrypted data using the first cryptographic key;
append the received data to the decrypted existing data to form a
combined data block; and

encrypt the combined data block using the first cryptographic key.

20
23. The system of claim 19, wherein the data protection system is further
configured to:
store a first cryptographic key and a second cryptographic key on the
communication device (30);
25 receive a request for the data item (85) from a system on the communication
device (30);
for each data block (878, 88B, 89B) in the data item (85),
determine which one of the first and the second cryptographic key was
used to encrypt the data block;
30 decrypt the data block using the first cryptographic key where the data

block was encrypted using the first cryptographic key; and
decrypt the data block using the private decryption key where the data
block was encrypted using the second cryptographic key; and



first cryptographic key is accessible; encrypting (76) the received data
usi ng the second cryptographic key where the first cryptographic key is

i naccessi ble; and 30 storing (82) the encrypted received data in nmenory
(32) on the communication device (30). 43 27. The nethod of claim 26,
wherein the comuni cati on device (30) has a | ocked operational state in
whi ch the first cryptographic key is inaccessible and an unl ocked
operational state in which the first cryptdographic key is accessible, and
wherein the step of determining (74) conprises the step of determning
whet her the 5 communi capricQided@ithCsr thdldedriptbd @ bRicks e P akediténapahsonal
state and the unl ocked operational state. 28. The nmethod of claim 27,
further conpriS¥RE ehbestasymenicatiosrdayire(38).pri vate key on the

communi cati on devi gRefeidthe s8BEAEIntbBRphidi@l i< YMIRREPRU it wiiSa Brivate
symmetric 10 key which is stored in"encrypted formand the second
cryptographickﬁéy is a public Kkey associated with a private key. 29. The
met hod of glaim 26, wherein the conmmunication device (30) is a wireless
nobi | e conmuni cati on device, and wherein the step of receiving conprises
the step 95 &ff. refeé \syaigm ehfdaleneBawhegrgia the otata preteotien spstpat & furthtenor k
(18) via a w edﬁpnnunication network (20). 30. The nethod of claim
28, further conprising the steps of: receiving a request for data froma
system on t he conmimnessh ilata bihekiitc the(d@0d item 285 )dieatevand ericyptéd Gging thiestdoend t he
requested datg, q%ﬁ ed using one of the symmetric key and the public
key; decryptind%?%(.r)%?1 'requested data using the symetric key where the
request ed1dat a was encremehed thssdegypted dayarbieick ivsingeie fiemdryptographic key to

generate a re-encrypted data block; and
replace the data block (87B, 88B, 89B) with the re-encrypted data block
in the memory (32).

15 25,  The system of claim 23, wherein the data protection system is further
configured to:
encrypt the decrypted data item using the first cryptographic key to generate a
re-encrypted data item; and

replace the data item (85) in the memory (32) with the re-encrypted data item.

20
26. A method of protecting data on a communication device {30), data being
received (72) by the communication device (30), the method comprising the steps of:
storing (66) a first cryptographic key and a second cryptographic key on the
communication device (30), the first cryptographic key being protected;
25 determining (74) whether the first cryptographic key is accessible;
encrypting (78) the received data using the first cryptographic key where the
first cryptographic key is accessible;
encrypting (76) the received data using the second cryptographic key where
the first cryptographic key is inaccessible; and
30 storing (82) the encrypted received data in memory (32) on the communication

device (30).



decrypting (106) the requested data using the private key where the
requested 25 data was encrypted using the private key. 31. The method of

cl aim 30, wherein the request conprises encrypted data to be decrypted. 30
32. The nethod of claim 30, wherein the request identifies requested data,
and wherein the nethod further conprises the step of retrieving (102) the
requested data. 44 33. The nethod of claim30, further conprising the
steps of: storing the decrypted data on the conmunicati on device; and

del eting the decrypted data when the comruni cation device (30) enters the

| ocked oper at ipgnal TR ﬁ{e%ﬁocﬁof%fhlmEIBewHErte’TPﬂe%Bm%Lﬁilchtléﬁde%@((ﬁj) Haséhﬁké@ ep

of storing the first cryptographic key and the second cryptographic key on
t he comuni catoPgfatigaglistate (mf)'camedrrsts:éxpt@@r@pbrpégx Isoiﬂa@mlglﬁtanﬁ@ntqm@cked

symretric key oﬁ@%tl%h&rslté{g 1# BRICRRGE ¥Rk @vgp |§%¥Cé§%lﬁf@%nﬂwglhqﬁé I on

10 device (30); storing on the conmuni cati on
devi ce (30) @tﬂpprqfsé%’tetm@r@t dps) GIOYTm’ﬂtSBypthengstemepfpdetmmmlﬂ@ywlwtdersttbﬁ| ng

the encrypg (e‘i 8§§1'nYLﬂﬁceatlon‘§8¥w8£' fs :ﬁ%ﬂ%?fh%ﬁdk%@ oﬁwﬁé\‘t Sﬁai(s%% an Qu% PideRef

decrypting ueste ata usin nprises
the step of depesgvohaigtathe encrypt ed syrmetrl C key, t he step of decryptl ng
(106) the requested data using the private key conprises the step of
decrypting the encrypted private key. 35. The nethod of claim 34, wherein
the step of d@8rypThege(Had) ctdire 2r?emmkhstemtnprngmbate[smfm@rtﬁgehepnmemy key

conpri ses the Sttheo commartngétl:orhgdetvpc% (QS)Cr erem th%%‘nmﬁzwptographlc key is a symmetric
10 key which is stored in encrypted form and the second cryptographic key is a public

key associated with a private key.

29. The method of claim 26, wherein the communication device (30) is a wireless
mobile communication device, and wherein the step of receiving comprises the step
15 of receiving confidential data from a remote computer network (18) via a wireless

communication nefwork (20).

30.  The method of claim 28, further comprising the steps of:
receiving a request for data from a system on the communication device (30);
20 determining (104) whether the requested data was encrypted using one of the
symmetric key and the public key;
decrypting (108) the requested data using the symmetric key where the
requested data was encrypted using the symmetric key; and
decrypting (106} the requested data using the private key where the requested

25 data was encrypted using the private key.

31.  The method of claim 30, wherein the request comprises encrypted data to be

decrypted.

30 32. The method of claim 30, wherein the request identifies requested data, and

wherein the method further comprises the step of retrieving (102) the requested data.



key on the conmunication device and the step of decrypting (106) the
requested data wusing the private key conprises the step of storing the
decrypted private key on the conmunication device (30). 25 36. The net hod
of claim 35, wherein: the step of decrypting (108) the requested data using
the symmetric key conprises the steps of determ ning whether the decrypted
symmetric key is stored on the comunication device (30) and retrieving

t he decrypted symmetric key where the deanypted symmetric key is stored on
t he conmuni cation device (30); and 30 the step of decrypting (106) the

request ed dat @3usi Mge W bVAdith ﬁ%uﬁl@%ﬁ%p?i@ﬁg%ﬁ@sé@@% of determ ning
whet her the decrypted private key i's stored on “the communi cati on devi ce,
and retrieving thes'@geg (s ¢eEryted deia Ketfpegoaiaunietiondlsyiogpeed private key
is stored onthecgq'g%' t j - oF I m 35,
further conprisin Qt he s?%pdégﬂlpg%?/g%r‘ig&?%tge%ggrﬂq'%aEGES%S??ﬁé%%ﬁ%d

t he decrypt edlqpkey aperaiesalsitda. t he conmuni cation device (30) enters the

| ocked opegational state. 5 38. The nethod of claim 26, further conprising
the steps of: creating a data itemreference (86) conprising a data item
identifier an84a The atethod ofclaime3kmdreyghed received data in the nmenory

(320; 2no 401, 19 LS LA RV S0BBal AR S A W R o™
identifier. 38ey Dhetheetdrochuafcatibrmidevice, (36 aoeiphistd ehe tstepbf Shonyptigy (82)
e err VPt gt BRE P SR R B oL T T CABRRE S
(32); and1o device (30);
the step of storing the private key on the communication device (30)
comprises the steps of encrypting the private key and storing the encrypted private
key on the communication device (30);
the step of decrypting (108) the requested data using the symmetric key
16 comprises the step of decrypting the encrypted symmetric key;
the step of decrypting (106) the requested data using the private key

comprises the step of decrypting the encrypted private key.

35.  The method of claim 34, wherein the step of decrypting (108) the requested
20  data using the symmetric key comprises the step of storing the decrypted symmetric
key on the communication device and the step of decrypting (106) the requested data
using the private key comprises the step of storing the decrypted private key on the

communication device (30).

26 36. The method of claim 35, wherein:
the step of decrypting (108) the requested data using the symmetric key
comprises the steps of determining whether the decrypted symmetric key is stored on
the communication device (30) and retrieving the decrypted symmetric key where the
decrypted symmetric key is stored on the communication device (30); and
30 the step of decrypting (106) the requested data using the private key
comprises the steps of determining whether the decrypted private key is stored on
the communication device, and retrieving the decrypted private key where the

decrypted private key is stored on the communication device (30).



appending (84) the encrypted received data to the existing data stored in
the nmenory (32) if the received data is determned (80) to be related to
the existing data. 40. The nethod of claim 39, wherein the received data
and the existing related 20 data conprise data blocks of a data item (85),
the data item (85) is associated with a data itemreference (86) that
conprises a data itemidentifier and a location of the existing related
data in the nenmory (32), and the step of appending (84) the encrypted
recei ved data conprises the steps of: determning a |length of the encrypted
recei ved data; 25 generating an identifier indicating whether the encrypted

recei ved data was _encrypted using one of the first cryptographic key and
the second cr st ogf BpMethacsf:claimdih, fgtheneompiigittthersienr el lieathe dearyrtedt he

encrypted recei ; @e%p@ ! I j £ Lek t he
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met hod of cl aieniersthedpekasi epardéonatsietered data conprises a data item (85)
having a dgta itemidentifier, further conprising the steps of: creating a
data item header (92), the data item header (92) conprising the data item
identifier, a3Bl ockh¢ ewdtdd of claitme2@ dienthygutoethprieingithedtegatodl, a | ocati on of

h 5 d I | 32). , . i fi
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39. The method of claim 26, wherein the step of storing (82) the encrypted
received data comprises the steps of:
determining whether the received data is related to existing data stored in the
15  memory (32); and
appending (84) the encrypted received data to the existing data stored in the
memory (32) if the received data is determined (80) to be related to the existing data.

40. The method of claim 39, wherein the received data and the existing related
20  data comprise data blocks of a data item (85), the data item (85) is associated with a
data item reference (86) that comprises a data item identifier and a location of the
existing related data in the memory (32), and the step of appending (84) the
encrypted received data comprises the steps of:
determining a length of the encrypted received data;
25 generating an identifier indicating whether the encrypted received data was
encrypted using one of the first cryptographic key and the second cryptographic key;
adding the length and the identifier to the encrypted received data; and
appending the length, the identifier, and the encrypted received data to the
existing related data.
30



42. The nethod of claim4l, wherein the step of storing (82) the encrypted
recei ved data conprises the steps of: 15 determ ning (80) whether the
received data is related to existing data and an existing data header
stored in the nenory (32); and where the received data is determ ned to be
related to the existing data and the existing data header, determning a
| ength of the encrypted received data; 20 generating an identifier

i ndi cati ng whet her the encrypted received4data was encrypted using one of
the first cryptographic key and the second cryptographic key; adding the

determ ned | engt h FRdnidifodeiRiRIWhERIH tht rédeiied daifcdifbrtes bldata iR )
and 25 appending (84) the encrypted received data to the existing related
data. 43. ThéaxBgiodptaiten idendfies, fudiprirmprising tbesiersfofencrypting (76) the
received data usi B@atiheg af ddis tteGr Vddde hj i j e tRE:
det er m ni ng whet her téﬁggréecé?\}g@ %at aglf@’r{&%a({(ag% '@@%ﬁ%ﬁ%@@@%p?édédat a
30 stored in @ igsisentifierepdiekienghwhdtehencryited escaitaddptarriogpiarndofdhea
folated 1o oxiarYRedrateved Site [ RGHERPLYT oF Bl KRG raP ROy GRlRL |2
exi sting encr ¥ etcreted rewaivesidaty plae cenagipteyl tdimg dne of therfygitcogrtegrapluc kkeey
decrypting th i St | a ing the first cryptographic key;
appendi ng the%Pg&?S%%%%g;@t%{@}aﬁﬁg%%g’car%t ed existing data to forma 5
conbi ned dat a bl ocktprisgthe data item header in the memory (32),
wherein the first cryptographic key is a symmetric key which is stored in
10 encrypted form and the second cryptographic key is a public key associated with a

private key.

42. The method of claim 41, wherein the step of storing (82) the encrypted
received data comprises the steps of:

15 determining (80) whether the received data is related to existing data and an

existing data header stored in the memory (32); and
where the received data is determined to be related to the existing data and
the existing data header,
determining a length of the encrypted received data;

20 generating an identifier indicating whether the encrypted received data
was encrypted using one of the first cryptographic key and the second
cryptographic key;

adding the determined length and the generated identifier to the data
item header; and

25 appending (84) the encrypted received data to the existing related data.

43.  The method of claim 26, wherein the step of encrypting (76) the received data
using the first cryptographic key comprises the steps of:
determining whether the received data is related to existing encrypted data
30 stored in the memory;
determining whether the existing encrypted data was encrypted using the first
cryptographic key where the received data is related to existing encrypted data

stored in the memory; and



encrypting the conbi ned data bl ock using the first cryptographic key. 44.
The nmet hod of claim40, further conprising the steps of: storing a first
cryptographi ¢ key and a second cryptographic key on the 10 conmuni cation
device (30); receiving a request for the data item (85) froma systemon

t he conmuni cation device (30); for each data block (87B, 88B, 89B) in the
data item (85), determ ning which one of the first and the second
cryptographic key 15 was used to encrypt 4rhe data bl ock; decrypting the
data bl ock using the first cryptographic key where the data bl ock was

encrypted using th | I : fa) A¥EpTe l.ock
yp g theneld Hk e‘irsifﬁ% 5&5 e g‘ataﬁa‘:)éas @r‘?ﬁy;g(l@g [é iRG ke H8E B Rk

using the private decryption dat a Was encrypted using

t he second cryg¥ographi c key; and 20 providing each of the decrypted data

bl ocks in the data ite ; L cald i : .
wherein the second cr yg{j%(g}ﬁgg it@é@%?[ﬂg?hacn%{fj% %g@gbg@gﬁ%{&ﬁ%r\%ﬁlﬁﬁ%’
private key. 25 45. Theappeedingdhefrecdivadwiata to dunpedrgitag existing tajasodérm aor

each data hlock in . data. .(85) that was encrypted using the second
cryptogr ap%i c key, Cé’ﬂ'g'r”%gt“%%égé'tgﬁ% az‘gcrypt ed data bl ock using the first

cryptographic key to gemzyming the cembimedydata HliodRuaingtoe first anydicgeaptépkerci ng
the data bl ock (878, 888, 89B) with the re-encrypted data block in the
menory (32). 48 46. The nmethod of claim 44, conprising the steps of:

44.  The method of claim 40, further comprising the steps of:

storing a first cryptographic key and a second cryptographic key on the
10 communication device (30);
receiving a request for the data item (85) from a system on the communication
device (30);
for each data block (87B, 88B, 89B) in the data item (85),
determining which one of the first and the second cryptographic key
15 was used to encrypt the data block;
decrypting the data block using the first cryptographic key where the
data block was encrypted using the first cryptographic key; and
decrypting the data block using the private decryption key where the
data block was encrypted using the second cryptographic key; and
20 providing each of the decrypted data blocks in the data item to the system on
the communication device (30),
wherein the second cryptographic key is a public key associated with a private

key.

25 45.  The method of claim 44, comprising the steps of:
for each data block in the data item (85) that was encrypted using the second
cryptographic key,
encrypting the decrypted data block using the first cryptographic key to
generate a re-encrypted data block; and
30 replacing the data block (878, 88B, 89B) with the re-encrypted data
biock in the memory (32).



encrypting the decrypted data itemusing the first cryptographic key to
generate a re-encrypted data item and replacing the data item (85) in the
menory (32) with the re-encrypted data 5 item 47. The method of claim 26,
conprising the steps of: enabling (60) data protection on the conmmuni cation
device (30); determning (62) whether a | ocked operational state in which
the first 10 cryptographic key is inaccessible is enabled on the

conmruni cation device (30); pronpting (64) 42 user of the conmunication
device to enable the | ocked operational state where the | ocked operation

state has not gpaeen : Qi i ice (30); and
gener ating (Gg)B' t hgﬁéfa?@é@c%&@gﬁégﬁwlsggﬁﬁ% %%pg?gond crypt ogr aphi ¢ key,

and 15 a third cryprpetingphiec dRerypisdedatat iem| using dheo piegt strvRiparapsicakey jte

enabled on th i | i i ( . 48. The nethod of claim47,
wherein the s§88§1@m§?%t§§%¢§%ﬁ?’?ﬁ§mi %9% public key and the third

crypt ographi c key ieplaging theatada Key (863 ocihatreemaint (32) éth o ré-enkyptedximta g,
The net hod, of it aim48, wherein the step of generating (66) conprises the
step of coPl el ng pseudo-randominformation fromuser inputs to the
communi cation device (30).

47.  The method of claim 26, comprising the steps of:
enabling (60) data protection on the communication device (30),
determining (62) whether a locked operational state in which the first
10 cryptographic key is inaccessible is enabled on the communication device (30);
prompting (64) a user of the communication device to enable the locked
operational state where the locked operation state has not been enabled on the
communication device (30); and
generating (66) the first cryptographic key, the second cryptographic key, and
15 a third cryptographic key where the locked operational state is enabled on the

communication device (30).

48.  The method of claim 47, wherein the second cryptographic key is a public key
and the third cryptographic key is a private key associated with the public key.

20
49.  The method of claim 48, wherein the step of generating (66) comprises the
step of collecting pseudo-random information from user inputs to the communication
device {30).



