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SYSTEM ARCHITECTURE AND METHOD OF PROCESSING DATA THEREIN 

CROSS-REFERENCE TO RELATED APPLICATIONS 

[0001] The present U.S. Patent Application is related to and claims the priority benefit of U.S. 

Provisional Patent Application Serial No. 62/424,430, filed November 19, 2016, the contents of 

which is hereby incorporated by reference in its entirety into this disclosure. 

BACKGROUND 

[0002] This section introduces aspects that may help facilitate a better understanding of the 

disclosure. Accordingly, these statements are to be read in this light and are not to be understood 

as admissions about what is or is not prior art. 

[0003] Conventional system architectures, especially for blockchain operations, have issues 

related to computational and operation speed, architecture security, participation scalability, and 

many others. Various embodiments of the present disclosure address the above issues. 

SUMMARY 

[0004] One aspect of the present application relates to a software architecture encoded on a non-

transitory computer readable medium, where the software architecture includes a first protocol, 

wherein the first protocol is configured to form a plurality of groups, wherein each group of the 

plurality of groups comprises a set of randomly selected nodes from a network. The software 

architecture further includes a second protocol, wherein the second protocol is configured to 

randomly select a first group from the plurality of groups formed by the first protocol. 

Additionally, the software architecture includes a third protocol, wherein the third protocol is 

configured to designate the first group to sign a first message by generating a first group 

signature. Furthermore, the software architecture includes a hash function, wherein the hash 

function is configured to generate a hash value from the first group signature. 

[0005] Another aspect of the present application relates to a software architecture encoded on a 

non-transitory computer readable medium, where the software architecture includes a first 

protocol, wherein the first protocol is configured to form a plurality of groups, wherein each 
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group of the plurality of groups comprises a set of randomly selected nodes from a network. The 

software architecture further includes a second protocol, wherein the second protocol is 

configured to randomly select a group from the plurality of groups formed by the first protocol. 

Additionally, the software architecture includes a third protocol, wherein the third protocol is 

configured to designate the first group to sign a first message by generating a first group 

signature. 

[0006] Still another aspect of the present application relates to a non-transitory computer 

readable medium encoded with a computer-readable program which when executed by a 

processor, will cause a computer to execute a method, the method including forming a plurality 

of groups, wherein a first protocol is configured tc form the plurality of groups, wherein each 

group of the plurality of groups includes a set of randomly selected nodes from a network. The 

method further includes selecting, randomly, a first group from the plurality of groups, wherein a 

second protocol is configured to randomly select the first group from the plurality of gaups 

formed by the first protocol. Additionally, the method includes designating the first group to 

sign a first message, wherein a third protocol is configured to designate the first group to sign the 

first message. Furthermore, the method includes signing the first message, wherein the signing 

the first message includes generating a first group signature. Moreover, the method includes 

generating a hash value from the first group signature, wherein the hash function is configured to 

generate the hash value from the first group signature. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0007] One or more embodiments are illustrated by way of example, and not by limitation, in the 

figures of the accompanying drawings, wherein elements having the same reference numeral 

designations represent like elements throughout. It is emphasized that, in accordance with 

standard practice in the industry, various features may not be drawn to scale and are used for 

illustration purposes only. In fact, the dimensions of the various features in the drawings may be 

arbitrarily increased or reduced for clarity of discussion. 

[0008] Figure 1 illustrates a system architecture of a threshold relay chain according to one or 

more embodiments. 
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[0009] Figure 2 illustrates a system architecture of a plurality of protocols of the threshold relay 

chain which are configured to operate a blockchain according to one or more embodiments. 

[0010] Figure 3 illustrates a system architecture of a plurality of protocols of the threshold relay 

chain which are configured to validate and timestamp a block of a plurality of blocks according 

to one or more embodiments. 

[0011] Figure 4 illustrates a system architecture of a plurality of protocols of the threshold relay 

chain which are configured to sustain a systematic randomness-based block validation according 

to one or more embodiments. 

[0012] Figure 5 illustrates a system architecture of a ranking system of the threshold relay chain 

according to one or more embodiments. 

[0013] Figure 6 is a flow-chart which illustrates a method of processing data in a system 

architecture according to one or more embodiments. 

[0014] Figure 7 illustrates a system architecture of a threshold relay chain according to one or 

more embodiments. 

[0015] Figure 8 illustrates a system architecture of a plurality of protocols of the threshold relay 

chain which are configured to operate a blockchain according to one or more embodiments. 

[0016] Figure 9 illustrates a system architecture of a plurality of protocols of the threshold relay 

chain which are configured to validate and timestamp a block of a plurality of blocks according 

to one or more embodiments. 

[0017] Figure 10 illustrates a system architecture of a plurality of protocols of the threshold relay 

chain which are configured to sustain a systematic randomness-based block validation according 

to one or more embodiments. 

[0018] Figure 11 illustrates a system architecture of a ranking system of the threshold relay chain 

according to one or more embodiments. 
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[0019] Figure 12 is a flow-chart which illustrates a method of processing data in a system 

architecture according to one or more embodiments. 

[0020] Figure 13 illustrates a system architecture of a threshold relay chain according to one or 

more embodiments. 

[0021] Figure 14 illustrates a system architecture of a threshold relay chain according to one or 

more embodiments. 

[0022] Figure 15 illustrates one example of a computing or processing node for operating a node 

in a blockchain. 

DETAILED DESCRIPTION 

[0023] The following disclosure provides many different embodiments, or examples, for 

implementing different features of the present application. Specific examples of components and 

arrangements are described below to simplify the present disclosure. These are examples and are 

not intended to be limiting. The making and using of illustrative embodiments are discussed in 

detail below. It should be appreciated, however, that the disclosure provides many applicable 

concepts that can be embodied in a wide variety of specific contexts. In at least some 

embodiments, one or more embodiment(s) detailed herein and/or variations thereof are 

combinable with one or more embodiment(s) herein and/or variations thereof. 

[0024] Various embodiments of the present disclosure related to a system architecture that uses a 

secure and performant consensus mechanism that can be deployed in any participation model--

open or permissioned. According to various embodiments, the system architecture includes a 

decentralized randomness beacon which acts as a verifiable random function that produces a 

stream of outputs over time. Using the decentralized randomness beacon which includes a 

threshold signature scheme, there ends up being a low variance in block maker selection, and 

thereby resulting in an increased speed of computation as far as block creation is concerned. 

Additionally, the decentralized randomness beacon is configured to produce a random sequence 

that is unpredictable, unstoppable, and verifiable, thereby preserving the sanctity of an associated 

system, along with increasing security therein. 
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[0025] Using the decentralized randomness beacon with a threshold relay mechanism results in 

an architecture that can scale up to a very large number of participants, thereby bolstering a 

capacity of the architecture. Since various embodiments of the architecture only requires a 

single round of non-interactive messaging per random beacon output, the computational speed of 

such architecture remains unhindered. Moreover, the threshold relay mechanism only selects 

among registered block makers, according to one or more embodiments. Such ecosystem 

permits unbounded penalty for misbehaving blocks makers, because such misbehaving block 

makers may not only lose their nomination, but also get disqualified and lose the monetary value 

associated with the nomination. This would not only deter misbehavior, but also further increase 

the security of the associated system. 

[0026] In various embodiments, the threshold relay mechanism also adapts a ranking mechanism 

which provides tighter bounds/estimates on weights of unseen adversarial forks compared to 

conventional methodologies, thereby resulting in faster and more accurate chain selection when 

dealing with multiple forks. Additionally, the threshold relay mechanism provides finality of 

blocks through notarization, which results in near-instant finality for new blocks. 

[0027] Figure 1 illustrates a system architecture of a threshold relay chain 100 according to one 

or more embodiments. Threshold relay chain 100 is configured to communicate with a universal 

network 105. Universal network 105 includes multiple nodes 110, where each node of multiple 

nodes 110 is configured to interact with each other via a communication channel. The 

communication channel includes at least one of a peer-to-peer network, a broadcast network, or a 

gossip network. A network 115 includes two or more nodes 110. A sixth protocol 165 is 

configured to nominate a plurality of nodes 1701 from universal network 105. A first protocol 

120 is configured to form a plurality of groups 125, where each group (125; Gl, G2... GN) of 

plurality of groups 125 includes a set of randomly selected nodes from network 115. In various 

embodiments, each group (125; Gl, G2... GN) of plurality of groups 125 are part of the plurality 

of nodes 1701. In at least one embodiment, network 115 is universal network 105. 

[0028] A second protocol 130 is configured to randomly select a first group (135, yi). A third 

protocol 140 is configured to designate first group (135, yi) to sign a first message (145, MO by 
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generating a first group signature. A hash function 150 is configured to generate a hash value 

(155, Hi) from the first group signature. A size of first group (135, yi) is a system parameter. In 

at least one embodiment, hash value (155, Hi) is configured to select a second group (135, y2) 

using second protocol 130, where third protocol 140 is configured to designate second group 

(135, y2) to sign a second message (145, M2). 

[0029] In various embodiments, the first group signature is configured to be generated by a 

threshold set of first group (135, Ii). In some embodiments, the threshold set is smaller than a 

size of first group (135, yi). In some embodiments, the threshold set is equal to a size of first 

group (135, yi). In at least one embodiment, the threshold set of first group (135, yi) is a system 

parameter. 

[0030] In various embodiments, first message (145, MO is concatenated with a random number. 

In some embodiments, the random number is a value derived from a seed 160. In some 

embodiments, seed 160 is derived from a preceding group signature. In at least one embodiment, 

the derivation of seed 160 from the preceding group signature is by hash function 150. In at least 

one embodiment, the first message is a system parameter. 

[0031] As previously discussed, second protocol 130 is configured to randomly select first group 

(135, yi). In various embodiments, such selection is based on a random number. In some 

embodiments, the random number is a value derived from a seed 160. In some embodiments, 

seed 160 is derived from the preceding group signature. In at least one embodiment, the 

derivation of seed 160 from the preceding group signature is by hash function 150. 

[0032] Threshold relay chain 100 further includes a setup protocol 180, wherein setup protocol 

180 is configured to establish a group public key for the group of the plurality of groups 125 

formed by first protocol 120, wherein the first group signature is configured to be validated by 

the group public key. In at least one embodiment, the first group signature is configured to be 

unique to the group public key and first message (145, MO, irrespective to idiosyncrasies of the 

threshold set of first group (135, yi). In some embodiments, the first group signature is based on 
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at least one of bilinear pairings, bilinear pairings on elliptic curves, threshold scheme, Gap 

Diffie-Hellman groups (GDH) or Boneh-Lynn-Shacham (BLS) signature scheme. 

[0033] In one or more embodiments, setup protocol 180 is configured to establish an individual 

private key share for each node of each group (125; Gl, G2... GN) of plurality of groups 125. 

According to at least one embodiment, the individual private key shares of each of the nodes of a 

threshold set of first group (135, yi) are configured to be used for generating the first group 

signature. In some embodiments, the threshold set is smaller than a size of first group (135, yi). 

In some embodiments, the threshold set is equal to a size of first group (135, Ii). In at least one 

embodiment, the threshold set of first group (135, yi) is a system parameter. 

[0034] As previously discussed, threshold relay chain 100 includes sixth protocol 165, where 

sixth protocol 165 is configured to nominate plurality of nodes 1701 from universal network 105. 

In one or more embodiments, the set of randomly selected nodes are part of plurality of nodes 

1701. In some embodiments, sixth protocol 165 is configured to adapt a methodology for 

nominating plurality of nodes 1701, wherein the methodology includes at least one of a proof-of-

work puzzle, an external third-party endorsement, or a validation of computational resources. In 

some embodiments, sixth protocol 165 is configured to assess a monetary value and/or voting 

rights associated with each node of plurality of nodes 1701. 

[0035] Threshold relay chain 100 further includes a seventh protocol 175, wherein seventh 

protocol 175 is configured to detect misbehavior of a select node of the set of randomly selected 

and/or the plurality of nodes. In some embodiments, seventh protocol 175 is configured to 

penalize the select node. In some embodiments, seventh protocol 175 is configured to revoke a 

nomination of the select node. 

[0036] As illustrated in Figure 1, various protocols and functions of threshold relay chain 100 are 

configured to cater to multiple cycles (i.e. Cl, C2... CN) of data management and processing 

contemporaneously. Second protocol 130 along with hash value (155, Hi) are configured to 

select second group (135, y2), where third protocol 140 is configured to designate second group 
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(135, y2) to sign a second message (145, M2). In some embodiments, second message (145, M2) 

includes hash value (155, Hi) of the first group signature. In some embodiments, second 

message (145, M2) is devoid of hash value (155, Hi) of the first group signature. 

[0037] According to one or more embodiments, second protocol 130 along with hash value (155, 

HN) are configured to select (N+1)th group (135, yN+1), where third protocol 140 is configured to 

designate (N+1)th group (135, yN+1) to sign (N+1)th message (145, MN-El). Hash function 150 is 

configured to generate a hash value (155, HN+1) from the (N+1)th group signature. In some 

embodiments, (N+1)th message (145, MNA-1) includes hash value (155, HN) of the N-th group 

signature. In some embodiments, (N+1)th message (145, MN+1) is devoid of hash value (155, 

HN) of the N-th group signature. 

[0038] Figure 2 illustrates a system architecture of a plurality of protocols of threshold relay 

chain 100 which are configured to operate a blockchain according to one or more embodiments. 

Referring back to Figure 1, each of the hash value ((160, Ho); (155, Hi); (155, H2) ... (155, HN)) 

is configured to select a plurality of block makers, which are illustrated in Figure 2. A twelfth 

protocol 205 is configured to prioritize each block maker of the plurality of block makers based 

on a ranking system. A hierarchy of priority of each block maker which is precipitated from each 

of the hash value is illustrated in Figure 2. Figure 5 illustrates additional material on the ranking 

system. 

[0039] For example: a highest prioritized block maker precipitating from hash value (160, Ho) is 

denoted by "PBM1(Ho)." As numbers ascend, a priority level of a corresponding block maker 

which is precipitating from hash value (160, Ho) decreases. Hence, a block maker denoted by 

"PBM2(Ho)" will have a priority level lower than a priority level of "PBM1(Ho)." Additionally, a 

block maker denoted by "PBMM(Ho)" will have a priority level lower than a priority level of 

"PBM1(Ho)" and "PBM2(Ho)", where M is a whole number greater than 2. 

[0040] In another aspect, a highest prioritized block maker precipitating from hash value (155, 

Hi) is denoted by "PBM1(111)." As numbers ascend, a priority level of a corresponding block 

maker which is precipitating from hash value (155, Hi) decreases. Hence, a block maker 
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denoted by "PBM2(Hi)" will have a priority level lower than a priority level of "PBM1(Hi)." 

Additionally, a block maker denoted by "PBMM(H1)" will have a priority level lower than a 

priority level of "PBMi(Hi)" and "PBM2(Hi)", where M is a whole number greater than 2. 

[0041] Still in another aspect, a highest prioritized block maker precipitating from hash value 

(155, H2) is denoted by "PBM1(H2)." As numbers ascend, a priority level of a corresponding 

block maker which is precipitating from hash value (155, H2) decreases. Hence, a block maker 

denoted by "PBM2(H2)" will have a priority level lower than a priority level of "PBMi(H2)." 

Additionally, a block maker denoted by "PBMM(H2)" will have a priority level lower than a 

priority level of "PBM1(H2)" and "PBM2(H2)", where M is a whole number greater than 2. 

[0042] Furthermore, a highest prioritized block maker precipitating from hash value (155, HN) is 

denoted by "PBM1(HN)." As numbers ascend, a priority level of a corresponding block maker 

which is precipitating from hash value (155, HN) decreases. Hence, a block maker denoted by 

"PBM2(HN)" will have a priority level lower than a priority level of "PBMI(HN)." Additionally, 

a block maker denoted by "PBMM(HN)" will have a priority level lower than a priority level of 

"PBM1(HN)" and "PBM2(HN), where M is a whole number greater than 2; and N is a whole 

number greater than 2. 

[0043] Referring back to Figure 2, each block makers of the plurality of block makers is 

configured to create a block. The block includes transactions collected by a block maker of the 

plurality of block makers. Discussion regarding Figure 2 will continue after the discussion 

below of Figure 3. 

[0044] Figure 3 illustrates a system architecture of a plurality of protocols of threshold relay 

chain 100 which are configured to validate and timestamp a block of a plurality of blocks 

according to one or more embodiments. In at least one embodiment, a fourth protocol 315 is 

configured to designate N-th group (135, yN) to validate a block of a plurality of blocks within 

the preceding cycle from N-th group (135, yN) (for example: CN_i) by generating a N-th 

secondary group signature. The N-th secondary group signature authenticates the block. In at 

least one embodiment, fourth protocol 315 is configured to perform the above functions 
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contemporaneously. In various embodiments, validation of any block includes at least one of 

checking signatures, checking references, verifying hashes, verifying transactions, checking size, 

checking execution time, or checking double-spends. In at least one embodiment, fourth 

protocol 315 is configured to validate blocks, thereby notarizing said validated blocks. 

[0045] Staying on Figure 3, fourth protocol 315 is configured to designate first group (135, yi) to 

validate and timestamp a block of the plurality of blocks by generating a first secondary group 

signature, wherein the plurality of blocks is within the preceding cycle (for example: Co). The 

first secondary group signature authenticates the block. Additionally, fourth protocol 315 is 

configured to designate second group (135,1,2) to timestamp a block of the plurality of blocks by 

generating a second secondary group signature, wherein the plurality of blocks is within the 

preceding cycle (for example: CO. The second secondary group signature authenticates the 

block. Furthermore, fourth protocol 315 is configured to designate N-th group (135, IN) to 

timestamp block of the plurality of blocks by generating the N-th secondary group signature, 

wherein the plurality of blocks is within the preceding cycle (for example: CN4). The N-th 

secondary group signature authenticates the block. In at least one embodiment, fourth protocol 

315 is configured to perform the above functions contemporaneously. In various embodiments, 

the timestamping is based on a signature scheme, wherein the signature scheme includes at least 

one of bilinear pairings, bilinear pairings on elliptic curves, threshold scheme, Gap Diffie-

Hellman groups (GDH) or Boneh-Lynn-Shacham (BLS) scheme. In one or more embodiments, 

fourth protocol 315 is configured to timestamp blocks that are validated. In one or more 

embodiments, fourth protocol 315 is configured to only timestamp blocks that are validated, 

thereby notarizing said timestamped and validated blocks. In various embodiments, timestamps 

are only issued in a certain time window. 

[0046] In some embodiments, the notarized block is configured to be generated by a threshold 

set of first group (135, Ii), wherein a size of the threshold set is smaller than or equal to a size of 

first group (135, In). In some embodiments, the notarized block is configured to be generated by 

a threshold set of second group (135, y2), wherein a size of the threshold set is smaller than or 
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equal to a size of second group (135, y2). In some embodiments, the notarized block is 

configured to be generated by a threshold set of N-th group (135, yN), wherein a size of the 

threshold set is smaller than or equal to a size of N-th group (135, yN). 

[0047] The first group signature is configured to be generated by a threshold set of the first group 

(135, yi), wherein a size of the threshold set is smaller than or equal to a size of the first group. 

In at least one embodiment, the size of the threshold set of first group (135, y1) is a system 

parameter. The second group signature is configured to be generated by a threshold set of the 

second group (135, y2), wherein a size of the threshold set is smaller than or equal to a size of the 

second group. In at least one embodiment, the threshold set of second group (135, y2) is a 

system parameter. The N-th group signature is configured to be generated by a threshold set of 

the N-th group (135, yN), wherein a size of the threshold set is smaller than or equal to a size of 

the N-th group. In at least one embodiment, the threshold set of N-th group (135, yN) is a system 

parameter. 

[0048] The system architecture of the plurality of protocols of threshold relay chain 100 which 

are configured to validate and timestamp the block of the plurality of blocks further include a 

fifth protocol 320, wherein fifth protocol 320 is configured to broadcast at least one of the first 

secondary group signature or a timestamped block within cycle Co to the network. The first 

secondary group signature is configured to timestamp the respective block. Additionally, fifth 

protocol 320 is configured to broadcast at least one of the second secondary group signature or a 

timestamped block within cycle Cl to the network. The second secondary group signature is 

configured to timestamp the respective block. Furthermore, fifth protocol 320 is configured to 

broadcast at least one of the N-th secondary group signature or a timestamped block within cycle 

CN-1 to the network. The N-th secondary group signature is configured to timestamp the 

respective block. In at least one embodiment, fifth protocol 320 is configured to perform the 

above functions contemporaneously. Any timestamped block which is broadcasted references 

another timestamped block of a different cycle. 
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[0049] Any notarized block within its respective cycle which is broadcasted references another 

block of a different cycle. In at least one embodiment, the another block is notarized. 

[0050] Referring back to Figure 2, the system architecture of the plurality of protocols of 

threshold relay chain 100 which are configured to operate a blockchain further includes a 

thirteenth protocol 210, wherein thirteenth protocol 210 is configured to prioritize each block 

among a plurality of blocks available for timestamping. Additionally, thirteenth protocol 210 is 

configured to prioritize each block among the plurality of blocks based on the ranking system of 

the plurality of block makers. 

[0051] In one or more embodiments, thirteenth protocol 210 is configured to prioritize the each 

block among the plurality of blocks by using a hash value within the respective cycle. For 

example: thirteenth protocol 210 is configured to prioritize the each block among the plurality of 

blocks within Co by using hash value (160, Ho). In some embodiments, thirteenth protocol 210 is 

configured to prioritize the each block among the plurality of blocks within Ci by using hash 

value (155, Hi). In some embodiments, thirteenth protocol 210 is configured to prioritize the 

each block among the plurality of blocks within C2 by using hash value (155, H2). In some 

embodiments, thirteenth protocol 210 is configured to prioritize the each block among the 

plurality of blocks within CN by using hash value (155, HN) and/or (160, Ho). A hierarchy of 

priority of each block which is precipitated from each of the hash value is also illustrated in 

Figure 2. 

[0052] For example: a highest prioritized block precipitating from hash value (160, Ho) is 

denoted by "PB1(110)." As numbers ascend, a priority level of a corresponding block which is 

precipitating from hash value (160, Ho) decreases. Hence, a block denoted by "PB2(Ho)" will 

have a priority level lower than a priority level of "PB1(Ho)." Additionally, a block denoted by 

"PBM(Ho)" will have a priority level lower than a priority level of "PB1(Ho)" and "PB2(Ho)", 

where M is a whole number greater than 2. 

[0053] In another aspect, a highest prioritized block precipitating from hash value (155, Hi) is 

denoted by "P131(111)." As numbers ascend, a priority level of a corresponding block which is 

precipitating from hash value (155, Hi) decreases. Hence, a block denoted by "PB2(H)" will 
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have a priority level lower than a priority level of "PB1(Hi)." Additionally, a block denoted by 

"PBM(H1)" will have a priority level lower than a priority level of "PB1(Hi)" and "PB2(H1)", 

where M is a whole number greater than 2. 

[0054] Still in another aspect, a highest prioritized block precipitating from hash value (155, H2) 

is denoted by "PB1(H2)." As numbers ascend, a priority level of a corresponding block which is 

precipitating from hash value (155, H2) decreases. Hence, a block denoted by "PB2(H2)" will 

have a priority level lower than a priority level of "PB1(H2)." Additionally, a block denoted by 

"PBM(H2)" will have a priority level lower than a priority level of "PB1(H2)" and "PB2(H2)", 

where M is a whole number greater than 2. 

[0055] Furthermore, a highest prioritized block precipitating from hash value (155, HN) is 

denoted by "PB1(HN)." As numbers ascend, a priority level of a corresponding block which is 

precipitating from hash value (155, HN) decreases. Hence, a block denoted by "PB2(HN)" will 

have a priority level lower than a priority level of "PB1(HN)." Additionally, a block denoted by 

"PBM(HN)" will have a priority level lower than a priority level of "PB1(HN)" and "PB2(HN)", 

where M is a whole number greater than 2; and N is a whole number greater than 2. 

[0056] The system architecture of the plurality of protocols of threshold relay chain 100 which 

are configured to operate a blockchain further includes a fourth protocol 215, wherein fourth 

protocol 215 is configured to designate first group (135, yi) to validate a block of a plurality of 

blocks within the preceding cycle from first group (135, yi) (for example: Co) by generating a 

first secondary group signature, according to at least one embodiment. The first secondary group 

signature authenticates the block. Additionally, fourth protocol 215 is configured to designate 

second group (135, y2) to validate a block of a plurality of blocks within the preceding cycle 

from second group (135, y2) (for example: CI) by generating a second secondary group 

signature, according to at least one embodiment. The second secondary group signature 

authenticates the block. Furthermore, fourth protocol 215 is configured to designate N-th group 

(135, yN) to validate a block of a plurality of blocks within the preceding cycle from N-th group 

(135, yN) (for example: CN_i) by generating the N-th secondary group signature, according to at 
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least one embodiment. The N-th secondary group signature authenticates the block. In at least 

one embodiment, fourth protocol 215 is configured to perform the above functions 

contemporaneously. In various embodiments, validation of any block includes at least one of 

checking signatures, checking references, verifying hashes, verifying transactions, checking size, 

checking execution time, or checking double-spends. In at least one embodiment, fourth 

protocol 215 is configured to validate blocks, thereby notarizing said validated blocks. 

[0057] Staying on Figure 2, the system architecture of the plurality of protocols of threshold 

relay chain 100 which are configured to operate the blockchain include fourth protocol 215, 

wherein fourth protocol 215 is configured to designate first group (135, yl) to timestamp a first 

prioritized block of the plurality of blocks by generating the first secondary group signature, 

wherein the plurality of blocks is within the preceding cycle (for example: Co). The first 

secondary group signature authenticates the first prioritized block. Additionally, fourth protocol 

215 is configured to designate second group (135, y2) to timestamp a second prioritized block of 

the plurality of blocks by generating the second secondary group signature, wherein the plurality 

of blocks is within the preceding cycle (for example: CO. The second secondary group signature 

authenticates the second prioritized block. Furthermore, fourth protocol 215 is configured to 

designate N-th group (135, IN) to timestamp an (N-1)-th prioritized block of the plurality of 

blocks by generating the N-th secondary group signature, wherein the plurality of blocks is 

within the preceding cycle (for example: CN4). 	The N-th secondary group signature 

authenticates the (N-1)-th prioritized block. In at least one embodiment, fourth protocol 215 is 

configured to perform the above functions contemporaneously. In various embodiments, the 

timestamping is based on a signature scheme, wherein the signature scheme includes at least one 

of bilinear pairings, bilinear pairings on elliptic curves, threshold scheme, Gap Diffie-Hellman 

groups (GDH) or Boneh-Lynn-Shacham (BLS) scheme. In one or more embodiments, fourth 

protocol 215 is configured to only timestamp blocks that are validated, thereby notarizing said 

timestamped and validated blocks. In various embodiments, timestamps are only issued in a 

certain time window. 
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[0058] In some embodiments, the notarized block is configured to be generated by a threshold 

set of first group (135, yi), wherein a size of the threshold set is smaller than or equal to a size of 

first group (135, yi). In some embodiments, the notarized block is configured to be generated by 

a threshold set of second group (135, y2), wherein a size of the threshold set is smaller than or 

equal to a size of second group (135, y2). In some embodiments, the notarized block is 

configured to be generated by a threshold set of N-th group (135, TN), wherein a size of the 

threshold set is smaller than or equal to a size of N-th group (135, yN). 

[0059] The system architecture of the plurality of protocols of threshold relay chain 100 which 

are configured to operate the blockchain further include a fifth protocol 220, wherein fifth 

protocol 220 is configured to broadcast the first secondary group signature or a notarized first 

block. The first secondary group signature is configured to notarize the first block. Additionally, 

fifth protocol 220 is configured to broadcast the second secondary group signature or a notarized 

second block. The second secondary group signature is configured to notarize the second block. 

Furthermore, fifth protocol 220 is configured to broadcast the N-th secondary group signature or 

a notarized N-th block. The N-th secondary group signature is configured to notarize the N-th 

block. In at least one embodiment, fifth protocol 220 is configured to perform the above 

functions contemporaneously. 

[0060] Any notarized block within its respective cycle which is broadcasted references another 

block of a different cycle. In at least one embodiment, the another block is notarized. 

[0061] Figure 4 illustrates a system architecture of a plurality of protocols of the threshold relay 

chain 100 which are configured to sustain a systematic randomness-based block validation 

according to one or more embodiments. As previously discussed, each of the hash value ((160, 

Ho); (155, Hi); (155, H2) ... (155, HN)) is configured to select a plurality of block makers. 

Second protocol 130 along hash value (160, Ho) are configured to select first group (135, yi). In 

one or more embodiments, fourth protocol 215 is configured to designate first group (135, yi) to 

timestamp a block of the plurality of blocks, wherein the plurality of blocks is within the 
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preceding cycle (for example: Co). Only after fourth protocol 215 validates the timestamp does 

first group (135, yi) use the first group signature to sign first message (145, MO, and thereby 

continuing with threshold relay chain 100 operation as illustrated in Figure 1. 

[0062] Second protocol 130 along hash value (155, Hi) are configured to select second group 

(135, y2). In one or more embodiments, fourth protocol 215 is configured to designate second 

group (135, y2) to timestamp a block of the plurality of blocks, wherein the plurality of blocks is 

within the preceding cycle (for example: CO. Only after fourth protocol 215 validates the 

timestamp does second group (135, y2) use the second group signature to sign second message 

(145, M2), and thereby continuing with threshold relay chain 100 operation as illustrated in 

Figure 1. 

[0063] Second protocol 130 along hash value (155, HN_i) are configured to select N-th group 

(135, yN). In one or more embodiments, fourth protocol 215 is configured to designate N-th 

group (135, yN) to timestamp a block of the plurality of blocks, wherein the plurality of blocks is 

within the preceding cycle (for example: CN_1). Only after fourth protocol 215 validates the 

corresponding timestamp does N-th group (135, yN) use the N-th group signature to sign N-th 

message (145, MN), and thereby continuing with threshold relay chain 100 operation as 

illustrated in Figure 1. 

[0064] Figure 5 illustrates a system architecture of a ranking system 500 of threshold relay chain 

100 according to one or more embodiments. In various embodiments, the system architecture of 

the ranking system of threshold relay chain 100 includes an eighth protocol 525, wherein eighth 

protocol 525 is configured to derive a rank for each block maker of the plurality of block makers. 

In some embodiments, the rank is derived from the first group signature for the preceding cycle 

(for example: Co). In some embodiments, the rank is derived from the second group signature 

for the preceding cycle (for example: CO. In some embodiments, the rank is derived from the N-

th group signature for the preceding cycle (for example: CN_1). 
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[0065] The system architecture of the ranking system of threshold relay chain 100 further 

includes a ninth protocol 530, wherein ninth protocol 530 is configured to assign a plurality of 

first weights, to each block associated with a respective block maker of the plurality of block 

makers. In some embodiments, a single first weight is assigned to the each block. In at least one 

embodiment, each first weight of the plurality of first weights of the each block is based on the 

rank of the respective block maker of the plurality of block makers. 

[0066] The system architecture of the ranking system of threshold relay chain 100 further 

includes a tenth protocol 535, wherein tenth protocol 535 is configured to assign a second weight 

to at least one chain of blocks. In at least one embodiment, the second weight of the at least one 

chain of blocks is based on the each first weight of the each block in the at least one chain of 

blocks, wherein a block of the at least one chain of blocks references another block of the at least 

one chain of blocks. 

[0067] The system architecture of the ranking system of threshold relay chain 100 further 

includes an eleventh protocol 540, wherein eleventh protocol 540 is configured to select a 

preceding block of a chain of blocks of the at least one chain of blocks based on a factor. In at 

least one embodiment, the factor comprises the first weight of the preceding block of the chain of 

blocks or the second weight of the chain of blocks. 

[0068] Figure 6 is a flow-chart which illustrates a method 600 of processing data in a system 

architecture according to one or more embodiments. A non-transitory computer-readable 

medium encoded with a computer-readable program which, when executed by a processor, will 

cause a computer to execute method 600. Method 600 starts off with step 605 where a plurality 

of nodes is nominated by a sixth protocol. Method 600 continues with step 610 where a plurality 

of groups is formed by a first protocol. In at least one embodiment, each group of the plurality 

of groups includes a set of randomly selected nodes from a network. In some embodiments, the 

set of randomly selected nodes are part of the plurality of nodes. 

[0069] Method 600 continues with step 615 where any potential misbehavior of a select node of 

the set of randomly selected nodes and/or the plurality of nodes is detected by a seventh protocol. 

In one or more embodiments, the select node is penalized and/or revoke a nomination. Method 
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600 continues with step 620 where a first group is randomly selected from the plurality of groups 

by a second protocol. In some embodiments, the first group is randomly selected by the second 

protocol based on a seed. In some embodiments, the first group is randomly selected by the 

second protocol based on a seed which is based on a preceding group signature. 

[0070] Method 600 further continues with step 625 where a group public key for the first group 

is established by a setup protocol. In step 630, the first group signs a first message by generating 

a first group signature. In one or more embodiment, a third protocol is configured to designate 

the first group to sign the first message. Furthermore, method 600 continues with step 635 where 

a hash value is generated from the first group signature. In one or more embodiments, a hash 

function is configured to generate the hash value from the first group signature. 

[0071] Method 600 continues with step 640 where the hash value along with the second protocol 

is configured to select a second group for a subsequent cycle. In one or more embodiments, the 

second group of the subsequent cycle continues with steps which are analogous to step 625 and 

onwards of method 600, only after a block of the plurality of blocks is at least one of validated or 

timestamped by a fourth protocol, as indicated in step 670 of the preceding cycle which is 

discussed below. 

[0072] Referring back to the preceding cycle, method 600 continues with step 645 where a 

plurality of block makers is selected by the hash value. Additionally, method 600 includes step 

650 where each block maker of the plurality of block makers is prioritized by a twelfth protocol. 

In at least one embodiment, the twelfth protocol is configured to prioritize the each block maker 

of the plurality of block makers based on a ranking system. In some embodiments, the ranking 

system includes ranking system 500 as illustrated in Figure 5. Method 600 continues with step 

655 where each block of the plurality of blocks within the preceding cycle are prioritized by a 

thirteenth protocol. Method 600 additionally continues with step 660 where a block of the 

plurality of blocks is timestamped by the fourth protocol. In at least one embodiment, the fourth 

protocol is configured to designate the second group to timestamp the block of the plurality of 

blocks in the preceding cycle. In some embodiments, fourth protocol only timestamps blocks 

that are prioritized. In some embodiments, fourth protocol timestamps blocks, irrespective as to 
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whether they are prioritized. In some embodiments, the timestamp is created using a secondary 

group signature. 

[0073] Furthermore, method 600 continues with step 665 where a block of the plurality of blocks 

is validated by the fourth protocol. In at least one embodiment, the fourth protocol is configured 

to designate the second group to validate the block of the plurality of blocks using the secondary 

group signature. In some embodiments, only prioritized block is validated. 	In some 

embodiments, the plurality of blocks is validated irrespective of their priority. In some 

embodiments, only validated block is timestamped. In some embodiments, only timestamped 

block is validated. 

[0074] Method 600 further continues with step 670 where at least one of the secondary group 

signature or a timestamped block within the preceding cycle is broadcasted by a fifth protocol. 

[0075] One of ordinary skill in the art would recognize that operations are added or removed 

from method 600, in one or more embodiments. One of ordinary skill in the art would also 

recognize that the order of the operations in method 600 is varied in various alternative 

embodiments. 

[0076] Figure 7 illustrates a system architecture of a threshold relay chain 700 according to one 

or more embodiments. The system architecture of threshold relay chain 700 (Figure 7) is similar 

to threshold relay chain 100 (Figure 1). Similar elements in threshold relay chain 700 (Figure 7) 

have a same reference number as in Figure 1. In comparison with Figure 1, Figure 7 includes a 

hash value (160, Ho), wherein hash value (160, Ho) of Figure 7 does not select a plurality of 

block makers. 

[0077] As previously discussed, remaining features of the system architecture of the threshold 

relay chain 700 (Figure 7) is similar to the system architecture of the threshold relay chain 100 

(Figure 1). 

[0078] Figure 8 illustrates a system architecture of a plurality of protocols of threshold relay 

chain 700 which are configured to operate a blockchain according to one or more embodiments. 

The system architecture of the plurality of protocols of threshold relay chain 700 (Figure 8) is 
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similar to the system architecture of the plurality of protocols of threshold relay chain 100 

(Figure 2). Similar elements in the system architecture of the plurality of protocols of threshold 

relay chain 700 (Figure 8) have a same reference number as in Figure 2. In comparison with 

Figure 2, Figure 8 includes a hash value (160, Ho), wherein hash value (160, Ho) of Figure 8 does 

not select a plurality of block makers. 

[0079] In comparison with Figure 2, the system architecture of the plurality of protocols of 

threshold relay chain 700 which are configured to operate a blockchain (Figure 8) includes a 

fourth protocol 215, wherein fourth protocol 215 of Figure 8 is configured to designate first 

group (135, yi) to validate a block of a plurality of blocks within a respective cycle (for example: 

CO by generating a first secondary group signature, according to at least one embodiment. The 

first secondary group signature authenticates the block. Additionally, fourth protocol 215 of 

Figure 8 is configured to designate second group (135, y2) to validate a block of a plurality of 

blocks within a respective cycle (for example: C2) by generating a second secondary group 

signature, according to at least one embodiment. The second secondary group signature 

authenticates the block. Furthermore, fourth protocol 215 of Figure 8 is configured to designate 

N-th group (135, yN) to validate a block of a plurality of blocks within a respective cycle (for 

example: CN) by generating the N-th secondary group signature, according to at least one 

embodiment. The N-th secondary group signature authenticates the block. In at least one 

embodiment, fourth protocol 215 of Figure 8 is configured to perform the above functions 

contemporaneously. In various embodiments, validation of any block includes at least one of 

checking signatures, checking references, verifying hashes, verifying transactions, checking size, 

checking execution time, or checking double-spends. In at least one embodiment, fourth 

protocol 215 of Figure 8 is configured to validate blocks, thereby notarizing said validated 

blocks. 

[0080] In comparison with Figure 2, the system architecture of the plurality of protocols of 

threshold relay chain 700 which are configured to operate the blockchain (Figure 8) include 

fourth protocol 215, wherein fourth protocol 215 of Figure 8 is configured to designate first 
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group (135, yi) to timestamp a first prioritized block of the plurality of blocks by generating the 

first secondary group signature, wherein the plurality of blocks is within a respective cycle (for 

example: Cl). The first secondary group signature authenticates the first prioritized block. 

Additionally, fourth protocol 215 of Figure 8 is configured to designate second group (135, y2) to 

timestamp a second prioritized block of the plurality of blocks by generating the second 

secondary group signature, wherein the plurality of blocks is within a respective cycle (for 

example: C2). The second secondary group signature authenticates the second prioritized block. 

Furthermore, fourth protocol 215 of Figure 8 is configured to designate N-th group (135, yN) to 

timestamp an N-th prioritized block of the plurality of blocks by generating the N-th secondary 

group signature, wherein the plurality of blocks is within a respective cycle (for example: CN). 

The N-th secondary group signature authenticates the N-th prioritized block. In at least one 

embodiment, fourth protocol 215 of Figure 8 is configured to perform the above functions 

contemporaneously. In various embodiments, the timestamping is based on a signature scheme, 

wherein the signature scheme includes at least one of bilinear pairings, bilinear pairings on 

elliptic curves, threshold scheme, Gap Diffie-Hellman groups (GDH) or Boneh-Lynn-Shacham 

(BLS) scheme. In one or more embodiments, fourth protocol 215 of Figure 8 is configured to 

only timestamp blocks that are validated, thereby notarizing said timestamped and validated 

blocks. In various embodiments, timestamps are only issued in a certain time window. 

[0081] In some embodiments, the notarized block is configured to be generated by a threshold 

set of first group (135, yl), wherein a size of the threshold set is smaller than or equal to a size of 

first group (135, y1). In some embodiments, the notarized block is configured to be generated by 

a threshold set of second group (135, y2), wherein a size of the threshold set is smaller than or 

equal to a size of second group (135, y2). In some embodiments, the notarized block is 

configured to be generated by a threshold set of N-th group (135, yN), wherein a size of the 

threshold set is smaller than or equal to a size of N-th group (135, IN). 
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[0082] As previously discussed, remaining features of the system architecture of the plurality of 

protocols of threshold relay chain 700 which are configured to operate a blockchain (Figure 8) is 

similar to the system architecture of the plurality of protocols of threshold relay chain 100 which 

are configured to operate a blockchain (Figure 2). 

[0083] Figure 9 illustrates a system architecture of a plurality of protocols of the threshold relay 

chain 700 which are configured to validate and timestamp a block of a plurality of blocks 

according to one or more embodiments. The system architecture of the plurality of protocols of 

threshold relay chain 700 (Figure 9) is similar to the system architecture of the plurality of 

protocols of threshold relay chain 100 (Figure 3). Similar elements in the system architecture of 

the plurality of protocols of threshold relay chain 700 (Figure 9) have a same reference number 

as in Figure 3. In comparison with Figure 3, Figure 9 includes a hash value (160, Ho), wherein 

hash value (160, Ho) of Figure 9 does not select a plurality of block makers. 

[0084] In comparison with Figure 3, the system architecture of a plurality of protocols of the 

threshold relay chain 700 which are configured to validate and timestamp a block of a plurality 

of blocks (Figure 9) includes a fourth protocol 315. Fourth protocol 315 of Figure 9 is 

configured to designate N-th group (135, yN) to validate a block of a plurality of blocks within a 

respective cycle (for example: CN) by generating a N-th secondary group signature. The N-th 

secondary group signature authenticates the block. In at least one embodiment, fourth protocol 

315 of Figure 9 is configured to perform the above functions contemporaneously. In various 

embodiments, validation of any block includes at least one of checking signatures, checking 

references, verifying hashes, verifying transactions, checking size, checking execution time, or 

checking double-spends. In at least one embodiment, fourth protocol 315 of Figure 9 is 

configured to validate blocks, thereby notarizing said validated blocks. 

[0085] In comparison with Figure 3, fourth protocol 315 of Figure 9 is configured to designate 

first group (135, yi) to validate and timestamp a block of the plurality of blocks by generating a 

first secondary group signature, wherein the plurality of blocks is within a respective cycle (for 

example: CO. The first secondary group signature authenticates the block. Additionally, fourth 
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protocol 315 of Figure 9 is configured to designate second group (135, y2) to timestamp a block 

of the plurality of blocks by generating a second secondary group signature, wherein the plurality 

of blocks is within a respective cycle (for example: C2). The second secondary group signature 

authenticates the block. Furthermore, fourth protocol 315 of Figure 9 is configured to designate 

N-th group (135, yN) to timestamp block of the plurality of blocks by generating the N-th 

secondary group signature, wherein the plurality of blocks is within a respective cycle (for 

example: CN). The N-th secondary group signature authenticates the block. In at least one 

embodiment, fourth protocol 315 of Figure 9 is configured to perform the above functions 

contemporaneously. In various embodiments, the timestamping is based on a signature scheme, 

wherein the signature scheme includes at least one of bilinear pairings, bilinear pairings on 

elliptic curves, threshold scheme, Gap Diffie-Hellman groups (GDH) or Boneh-Lynn-Shacham 

(BLS) scheme. In one or more embodiments, fourth protocol 315 of Figure 9 is configured to 

timestamp blocks that are validated. In one or more embodiments, fourth protocol 315 of Figure 

9 is configured to only timestamp blocks that are validated, thereby notarizing said timestamped 

and validated blocks. In various embodiments, timestamps are only issued in a certain time 

window. 

[0086] In some embodiments, the notarized block is configured to be generated by a threshold 

set of first group (135, yl), wherein a size of the threshold set is smaller than or equal to a size of 

first group (135, yi). In some embodiments, the notarized block is configured to be generated by 

a threshold set of second group (135, 12), wherein a size of the threshold set is smaller than or 

equal to a size of second group (135, y2). In some embodiments, the notarized block is 

configured to be generated by a threshold set of N-th group (135, yN), wherein a size of the 

threshold set is smaller than or equal to a size of N-th group (135, IN). 

[0087] The first group signature is configured to be generated by a threshold set of the first group 

(135, yi), wherein a size of the threshold set is smaller than or equal to a size of the first group. 

In at least one embodiment, the size of the threshold set of first group (135, yl) is a system 
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parameter. The second group signature is configured to be generated by a threshold set of the 

second group (135, y2), wherein a size of the threshold set is smaller than or equal to a size of the 

second group. In at least one embodiment, the threshold set of second group (135, y2) is a 

system parameter. The N-th group signature is configured to be generated by a threshold set of 

the N-th group (135, yN), wherein a size of the threshold set is smaller than or equal to a size of 

the N-th group. In at least one embodiment, the threshold set of N-th group (135, yN) is a system 

parameter. 

[0088] Again in comparison with Figure 3, the system architecture of the plurality of protocols of 

threshold relay chain 700 which are configured to validate and timestamp the block of the 

plurality of blocks (Figure 9) further include a fifth protocol 320, wherein fifth protocol 320 of 

Figure 9 is configured to broadcast at least one of the first secondary group signature or a 

timestamped block within cycle Ci to the network. The first secondary group signature is 

configured to timestamp the respective block. Additionally, fifth protocol 320 of Figure 9 is 

configured to broadcast at least one of the second secondary group signature or a timestamped 

block within cycle C2 to the network. The second secondary group signature is configured to 

timestamp the respective block. Furthermore, fifth protocol 320 of Figure 9 is configured to 

broadcast at least one of the N-th secondary group signature or a timestamped block within cycle 

CN to the network. The N-th secondary group signature is configured to timestamp the 

respective block. In at least one embodiment, fifth protocol 320 of Figure 9 is configured to 

perform the above functions contemporaneously. Any timestamped block which is broadcasted 

references another timestamped block of a different cycle. 

[0089] As previously discussed, remaining features of the system architecture of the plurality of 

protocols of threshold relay chain 700 which are configured to validate and timestamp the block 

of the plurality of blocks (Figure 9) is similar to the system architecture of the plurality of 

protocols of threshold relay chain 100 which are configured to validate and timestamp the block 

of the plurality of blocks (Figure 3). 
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[0090] Figure 10 illustrates a system architecture of a plurality of protocols of threshold relay 

chain 700 which are configured to sustain a systematic randomness-based block validation 

according to one or more embodiments. The system architecture of the plurality of protocols of 

threshold relay chain 700 (Figure 10) is similar to the system architecture of the plurality of 

protocols of threshold relay chain 100 (Figure 4). Similar elements in the system architecture of 

the plurality of protocols of threshold relay chain 700 (Figure 10) have a same reference number 

as in Figure 4. In comparison with Figure 4, Figure 10 includes a hash value (160, Ho), wherein 

hash value (160, Ho) of Figure 10 does not select a plurality of block makers. 

[0091] In comparison with Figure 4, a fourth protocol 215 of Figure 10 is configured to 

designate first group (135, yi) to timestamp a block of the plurality of blocks, wherein the 

plurality of blocks is within a respective cycle (for example: CO. In one or more embodiments, 

fourth protocol 215 of Figure 10 is configured to designate second group (135, y2) to timestamp 

a block of the plurality of blocks, wherein the plurality of blocks is within a respective cycle (for 

example: C2). Only after second group (135, y2) observes the timestamp from first group (135, 

y1) does second group (135, y2) create a second group signature as implicitly noted in Figure 7. 

In one or more embodiments, fourth protocol 215 of Figure 10 is configured to designate N-th 

group (135, IN) to timestamp a block of the plurality of blocks, wherein the plurality of blocks is 

within a respective cycle (for example: CN). Only after (N+1)th group (135, yN+1) observes the 

timestamp from N-th group (135, IN) does (N+1)th group (135, yN+1) create a (N+1)th group 

signature as implicitly noted in Figure 7. 

[0092] As previously discussed, remaining features of the system architecture of the plurality of 

protocols of threshold relay chain 700 which are configured to sustain a systematic randomness-

based block validation (Figure 10) is similar to the system architecture of the plurality of 

protocols of threshold relay chain 100 which are configured to sustain a systematic randomness-

based block validation (Figure 4). 
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[0093] Figure 11 illustrates a system architecture of a ranking system 1100 of the threshold relay 

chain 700 according to one or more embodiments. The system architecture of the ranking 

system of threshold relay chain 700 (Figure 11) is similar to the system architecture of the 

ranking system of threshold relay chain 100 (Figure 5). Similar elements in the system 

architecture of the ranking system of threshold relay chain 700 (Figure 11) have a same reference 

number as in Figure 5. In comparison with Figure 5, Figure 11 includes a hash value (160, Ho), 

wherein hash value (160, Ho) of Figure 11 does not select a plurality of block makers. 

[0094] The system architecture of the ranking system of threshold relay chain 700 (Figure 11) 

includes an eighth protocol 525, wherein eighth protocol 525 of Figure 11 is configured to derive 

a rank for each block maker of the plurality of block makers. In comparison with Figure 5, the 

rank is derived from the first group signature for a respective cycle (for example: CI), according 

to one or more embodiments. In some embodiments, the rank is derived from the second group 

signature for a respective cycle (for example: C2). In some embodiments, the rank is derived 

from the N-th group signature for a respective cycle (for example: CN). 

[0095] As previously discussed, remaining features of the system architecture of the ranking 

system of threshold relay chain 700 (Figure 11) is similar to the system architecture of the 

ranking system of threshold relay chain 100 (Figure 5). 

[0096] Figure 12 is a flow-chart which illustrates a method 1200 of processing data in a system 

architecture according to one or more embodiments. A non-transitory computer-readable 

medium encoded with a computer-readable program which, when executed by a processor, will 

cause a computer to execute method 1200. Method 1200 starts off with step 605 where a 

plurality of nodes is nominated by a sixth protocol. Method 1200 continues with step 610 where 

a plurality of groups is formed by a first protocol. In at least one embodiment, each group of the 

plurality of groups includes a set of randomly selected nodes from a network. In some 

embodiments, the set of randomly selected nodes are part of the plurality of nodes. 

[0097] Method 1200 continues with step 615 where any potential misbehavior of a select node of 

the set of randomly selected nodes and/or the plurality of nodes is detected by a seventh protocol. 

In one or more embodiments, the select node is penalized and/or revoke a nomination. Method 

26 
SUBSTITUTE SHEET (RULE 26) 



WO 2018/094299 	 PCT/US2017/062442 

1200 continues with step 620 where a first group is randomly selected from the plurality of 

groups by a second protocol. In some embodiments, the first group is randomly selected by the 

second protocol based on a seed. In some embodiments, the first group is randomly selected by 

the second protocol based on a seed which is based on a preceding group signature. 

[0098] Method 1200 further continues with step 625 where a group public key for the first group 

is established by a setup protocol. In step 630, the first group signs a first message by generating 

a first group signature. In one or more embodiment, a third protocol is configured to designate 

the first group to sign the first message. Furthermore, method 1200 continues with step 635 

where a hash value is generated from the first group signature. In one or more embodiments, a 

hash function is configured to generate the hash value from the first group signature. 

[0099] Method 1200 continues with step 640 where the hash value along with the second 

protocol is configured to select a second group for a subsequent cycle. In one or more 

embodiments, the second group of the subsequent cycle continues with steps which are 

analogous to step 625 and onwards of method 1200, only after a block of the plurality of blocks 

is at least one of validated or timestamped by a fourth protocol, as indicated in step 670 of the 

preceding cycle which is discussed below. In at least one embodiment, the second group signs a 

second message only after the second group observes the block of the plurality of blocks being at 

least one of validated or timestamped. 

[0100] Referring back to the preceding cycle, method 1200 continues with step 645 where a 

plurality of block makers is selected by the hash value. Additionally, method 1200 includes step 

650 where each block maker of the plurality of block makers is prioritized by a twelfth protocol. 

In at least one embodiment, the twelfth protocol is configured to prioritize the each block maker 

of the plurality of block makers based on a ranking system. In some embodiments, the ranking 

system includes ranking system 1100 as illustrated in Figure 11. Method 1200 continues with 

step 655 where each block of the plurality of blocks within a respective cycle are prioritized by a 

thirteenth protocol. Method 1200 additionally continues with step 660 where a block of the 

plurality of blocks is timestamped by the fourth protocol. In at least one embodiment, the fourth 

protocol is configured to designate the first group to timestamp the block of the plurality of 
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blocks in the respective cycle (for example: CO. In some embodiments, fourth protocol only 

timestamps blocks that are prioritized. In some embodiments, fourth protocol timestamps 

blocks, irrespective as to whether they are prioritized. In some embodiments, the timestamp is 

created using a secondary group signature. 

[0101] Furthermore, method 1200 continues with step 665 where a block of the plurality of 

blocks is validated by the fourth protocol. In at least one embodiment, the fourth protocol is 

configured to designate the first group to validate the block of the plurality of blocks using the 

secondary group signature. In some embodiments, only prioritized block is validated. In some 

embodiments, the plurality of blocks is validated irrespective of their priority. In some 

embodiments, only validated block is timestamped. In some embodiments, only timestamped 

block is validated. 

[0102] Method 1200 further continues with step 670 where at least one of the secondary group 

signature or a timestamped block within the respective cycle is broadcasted by a fifth protocol. 

[0103] One of ordinary skill in the art would recognize that operations are added or removed 

from method 1200, in one or more embodiments. One of ordinary skill in the art would also 

recognize that the order of the operations in method 1200 is varied in various alternative 

embodiments. 

[0104] Figure 13 illustrates a system architecture of a threshold relay chain 1300 according to 

one or more embodiments. The system architecture of threshold relay chain 1300 (Figure 13) is 

similar to threshold relay chain 100 (Figure 1). Similar elements in threshold relay chain 1300 

(Figure 13) have a same reference number as in Figure 1. In comparison with Figure 1, Figure 

13 includes a second protocol 130 which is configured to randomly select a first delta group 

(185, Ai) and a first group (135, yi). 

[0105] A third protocol 140 of Figure 13 is configured to designate first delta group (185, Ai) to 

sign a first message (145, MO by generating a first group signature. A hash function 150 of 

Figure 13 is configured to generate a hash value (155, Hi) from the first group signature. A size 

of first group (185, Ai) is a system parameter. In at least one embodiment, hash value (155, Hi) 
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is configured to select a second delta group (185, 02) using second protocol 130, where third 

protocol 140 is configured to designate second delta group (185, A2) to sign a second message 

(145, M2) 

[0106] In various embodiments, the first group signature is configured to be generated by a 

threshold set of first delta group (185, Ai). In some embodiments, the threshold set is smaller 

than a size of first delta group (185, Ai). In some embodiments, the threshold set is equal to a 

size of first delta group (185, si). In at least one embodiment, the threshold set of first delta 

group (185, Ai) is a system parameter. 

[0107] As previously discussed, second protocol 130 is configured to randomly select first delta 

group (185, Ai). In various embodiments, such selection is based on a random number. In some 

embodiments, the random number is a value derived from a seed 160. In some embodiments, 

seed 160 is derived from the preceding group signature. In at least one embodiment, the 

derivation of seed 160 from the preceding group signature is by hash function 150. 

[0108] Threshold relay chain 1300 of Figure 13 further includes a setup protocol 180, wherein 

setup protocol 180 is configured to establish a group public key for the group of the plurality of 

groups 125 formed by first protocol 120, wherein the first group signature is configured to be 

validated by the group public key. In at least one embodiment, the first group signature is 

configured to be unique to the group public key and first message (145, MI), irrespective to 

idiosyncrasies of the threshold set of first delta group (185, Ai). In some embodiments, the first 

group signature is based on at least one of bilinear pairings, bilinear pairings on elliptic curves, 

threshold scheme, Gap Diffie-Hellman groups (GDH) or Boneh-Lynn-Shacham (BLS) signature 

scheme. 

[0109] In one or more embodiments, setup protocol 180 of Figure 13 is configured to establish 

an individual private key share for each node of each group (125; Gi, G2... GN) of plurality of 

groups 125. According to at least one embodiment, the individual private key shares of each of 

the nodes of a threshold set of first delta group (185, Ai) are configured to be used for generating 

the first group signature. In some embodiments, the threshold set is smaller than a size of first 

delta group (185, Ai). In some embodiments, the threshold set is equal to a size of first delta 
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group (185, Ai). In at least one embodiment, the threshold set of first delta group (185, Ai) is a 

system parameter. 

[0110] As illustrated in Figure 13, various protocols and functions of threshold relay chain 1300 

are configured to cater to multiple cycles (i.e. Cl, C2... CN) of data management and processing 

contemporaneously. Second protocol 130 along with hash value (155, Hi) are configured to 

select second delta group (185, A2), where third protocol 140 is configured to designate second 

delta group (185, A2) to sign a second message (145, M2). In some embodiments, second 

message (145, M2) includes hash value (155, Hi) of the first group signature. In some 

embodiments, second message (145, M2) is devoid of hash value (155, Hi) of the first group 

signature. 

[0111] According to one or more embodiments, second protocol 130 along with hash value (155, 

HN) are configured to select (N+1)th delta group (185, AN-Fi), where third protocol 140 is 

configured to designate (N+1)th delta group (185, AN+i) to sign (N+1)th message (145, MN-El). 

Hash function 150 is configured to generate a hash value (155, HN+1) from the (N+1)th group 

signature. In some embodiments, (N+1)th message (145, MN+1) includes hash value (155, HN) of 

the N-th group signature. In some embodiments, (N+1)th message (145, MN+1) is devoid of hash 

value (155, HN) of the N-th group signature. 

[0112] As previously discussed, remaining features of the system architecture of threshold relay 

chain 1300 (Figure 13) is similar to the system architecture of the threshold relay chain 100 

(Figure 1). In at least one embodiment, Figures 2-6 and the associated description of the current 

application is combined with the system architecture of threshold relay chain 1300 (Figure 13). 

[0113] Figure 14 illustrates a system architecture of a threshold relay chain 1400 according to 

one or more embodiments. The system architecture of threshold relay chain 1400 (Figure 14) is 

similar to threshold relay chain 1300 (Figure 13). Similar elements in threshold relay chain 1400 

(Figure 14) have a same reference number as in Figure 13. In comparison with Figure 13, Figure 

14 includes a hash value (160, Ho), wherein hash value (160, Ho) of Figure 14 does not select a 

plurality of block makers. 
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[0114] As previously discussed, remaining features of the system architecture of the threshold 

relay chain 1400 (Figure 14) is similar to the system architecture of the threshold relay chain 

1300 (Figure 13). In at least one embodiment, Figures 8-12 and the associated description of the 

present application is combined with the system architecture of threshold relay chain 1400 

(Figure 14). 

[0115] Figure 15 illustrates one example of a computing or processing node 1500 for operating a 

node in a blockchain. This is not intended to suggest any limitation as to the scope of use or 

functionality of embodiments of the invention described herein. Regardless, the computing node 

1500 is capable of being implemented and/or performing any of the functionality set forth 

hereinabove. 

[0116] In computing node 1500 there is a computer system/server 1502, which is operational 

with numerous other general purpose or special purpose computing system environments or 

configurations. 	Examples of well-known computing systems, environments, and/or 

configurations that may be suitable for use with computer system/server 1502 include, but are 

not limited to, personal computer systems, server computer systems, thin clients, thick clients, 

hand-held or laptop devices, multiprocessor systems, microprocessor-based systems, set top 

boxes, programmable consumer electronics, network PCs, minicomputer systems, mainframe 

computer systems, and distributed cloud computing environments that include any of the above 

systems or devices, and the like. 

[0117] Computer system/server 1502 may be described in the general context of computer 

system-executable instructions, such as program modules, being executed by a computer system. 

Generally, program modules may include routines, programs, objects, components, logic, data 

structures, and so on that perform particular tasks or implement particular abstract data types. 

Computer system/server 502 may be practiced in distributed cloud computing environments 

where tasks are performed by remote processing devices that are linked through a 

communications network. In a distributed cloud computing environment, program modules may 

be located in both local and remote computer system storage media including memory storage 

devices. 
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[0118] As shown in Figure 15, computer system/server 1502 in cloud computing node 1500 is 

shown in the form of a general-purpose computing device. The components of computer system/ 

server 1502 may include, but are not limited to, one or more processors or processing units 1504, 

a system memory 1506, and a bus 1508 that couples various system components including 

system memory 1506 to processor 1504. 

[0119] Bus 1508 represents one or more of any of several types of bus structures, including a 

memory bus or memory controller, a peripheral bus, an accelerated graphics port, and a 

processor or local bus using any of a variety of bus architectures. By way of example, and not 

limitation, such architectures include Industry Standard Architecture (ISA) bus, Micro Channel 

Architecture (MCA) bus, Enhanced ISA (EISA) bus, Video Electronics Standards Association 

(VESA) local bus, and Peripheral Component Interconnects (PCI) bus. 

[0120] Computer system/server 1502 typically includes a variety of computer system readable 

media. Such media may be any available media that is accessible by computer system/server 

1502, and it includes both volatile and non-volatile media, removable and non-removable media. 

[0121] System memory 1506, in one embodiment, implements the flow-charts of Figure 6 and 

Figure 12, and the architectures of Figures 1-5, Figures 7-11, and Figures 13-14. The system 

memory 506 can include computer system readable media in the form of volatile memory, such 

as random access memory (RAM) 1510 and/or cache memory 1512. Computer system/server 

1502 may further include other removable/non-removable, volatile/non-volatile computer system 

storage media. By way of example only, storage system 1514 can be provided for reading from 

and writing to a non-removable, non-volatile magnetic media (not shown and typically called a 

"hard drive"). Although not shown, a magnetic disk drive for reading from and writing to a 

removable, non-volatile magnetic disk (e.g., a "floppy disk"), and an optical disk drive for 

reading from or writing to a removable, non-volatile optical disk such as a CD-ROM, DVD-

ROM or other optical media can be provided. In such instances, each can be connected to bus 

1508 by one or more data media interfaces. As will be further depicted and described below, 

memory 1506 may include at least one program product having a set (e.g., at least one) of 
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program modules that are configured to carry out the functions of various embodiments of the 

invention. 

[0122] Program/utility 1516, having a set (at least one) of program modules 1518, may be stored 

in memory 1506 by way of example, and not limitation, as well as an operating system, one or 

more application programs, other program modules, and program data. Each of the operating 

system, one or more application programs, other program modules, and program data or some 

combination thereof, may include an implementation of a networking environment. Program 

modules 1518 generally carry out the functions and/or methodologies of various embodiments of 

the invention as described herein. 

[0123] As will be appreciated by one skilled in the art, aspects of the present invention may be 

embodied as a system, method, or computer program product. Accordingly, aspects of the 

present invention may take the form of an entirely hardware embodiment, an entirely software 

embodiment (including firmware, resident software, micro-code, etc.) or an embodiment 

combining software and hardware aspects that may all generally be referred to herein as a 

"circuit," "module" or "system." Furthermore, aspects of the present invention may take the 

form of a computer program product embodied in one or more computer readable medium(s) 

having computer readable program code embodied thereon. 

[0124] Computer system/server 1502 may also communicate with one or more external devices 

1520 such as a keyboard, a pointing device, a display 1522, etc.; one or more devices that enable 

a user to interact with computer system/server 1502; and/or any devices (e.g., network card, 

modem, etc.) that enable computer system/server 1502 to communicate with one or more other 

computing devices. Such communication can occur via I/O interfaces 1524. Still yet, computer 

system/server 1502 can communicate with one or more networks such as a local area network 

(LAN), a general wide area network (WAN), and/or a public network (e.g., the Internet) via 

network adapter 1526. As depicted, network adapter 1526 communicates with the other 

components of computer system/server 1502 via bus 1508. It should be understood that although 

not shown, other hardware and/or software components could be used in conjunction with 

computer system/server 1502. Examples, include, but are not limited to: microcode, device 
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drivers, redundant processing units, external disk drive arrays, RAID systems, tape drives, and 

data archival storage systems, etc. 

[0125] In one example, a software architecture encoded on a non-transitory computer readable 

medium, the software architecture comprising: a first protocol, wherein the first protocol is 

configured to form a plurality of groups, wherein each group of the plurality of groups comprises 

a set of randomly selected nodes from a network; a second protocol, wherein the second protocol 

is configured to randomly select a first group from the plurality of groups formed by the first 

protocol; a third protocol, wherein the third protocol is configured to designate the first group to 

sign a first message by generating a first group signature; and a hash function, wherein the hash 

function is configured to generate a hash value from the first group signature. 

[0126] The software architecture of paragraph 0125, wherein the hash value is configured to 

select a second group, wherein the second group comprises a node from the network. 

[0127] The software architecture of paragraph 0125, wherein a size of the each group of the 

plurality of groups is a system parameter. 

[0128] The software architecture of paragraph 0125, wherein the first group signature is 

configured to be generated by a threshold set of the first group, wherein a size of the threshold 

set is smaller than or equal to a size of the first group. 

[0129] The software architecture of paragraph 0125, wherein the first message comprises a value 

derived from a preceding group signature. 

[0130] The software architecture of paragraph 0125, wherein the first message is a system 

parameter. 

[0131] The software architecture of paragraph 0125, further comprising a universal network, 

wherein each node of the universal network is configured to interact with each other via a 

communication channel. 

[0132] The software architecture of paragraph 0131, wherein the communication channel 

comprises at least one of a peer-to-peer network, a broadcast network, or a gossip network. 
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[0133] The software architecture of paragraph 0125, wherein the second protocol is configured 

to select the first group from the plurality of groups based on a seed. 

[0134] The software architecture of paragraph 0133, wherein the seed is derived from a 

preceding group signature produced by the third protocol. 

[0135] The software architecture of paragraph 0134, wherein the derivation of the seed from the 

preceding signature is by the hash function. 

[0136] The software architecture of paragraph 0125, further comprising a setup protocol, 

wherein the setup protocol is configured to establish a group public key for the first group of the 

plurality of groups formed by the first protocol, wherein the first group signature is configured to 

be validated by the group public key. 

[0137] The software architecture of paragraph 0136, wherein the first group signature is 

configured to be unique to the group public key and the first message. 

[0138] The software architecture of paragraph 0137, wherein the first group signature is based on 

at least one of bilinear pairings, bilinear pairings on elliptic curves, Gap Diffie-Hellman groups 

(GDH) or Boneh-Lynn-Shacham (BLS) signature scheme. 

[0139] The software architecture of paragraph 0136, wherein the setup protocol is configured to 

establish an individual private key share for each node of the each group of the plurality of 

groups formed by the first protocol. 

[0140] The software architecture of paragraph 0139, wherein the individual private key shares of 

each of the nodes of a threshold set of the first group are configured to be used for generating the 

first group signature, wherein a size of the threshold set is smaller than or equal to a size of the 

first group. 

[0141] The software architecture of paragraph 0125, further comprising a sixth protocol, wherein 

the sixth protocol is configured to nominate a plurality of nodes, wherein the set of randomly 

selected nodes are part of the plurality of nodes. 
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[0142] The software architecture of paragraph 0141, wherein the sixth protocol is configured to 

adapt a methodology for nominating the plurality of nodes, wherein the methodology comprises 

at least one of a proof-of-work puzzle, an external third-party endorsement, or a validation of 

computational resources. 

[0143] The software architecture of paragraph 0141, wherein the sixth protocol is configured to 

assess a monetary value associated with each node of the plurality of nodes. 

[0144] The software architecture of paragraph 0141, further comprising a seventh protocol, 

wherein the seventh protocol is configured to detect misbehavior of a select node of the set of 

randomly selected nodes. 

[0145] The software architecture of paragraph 0144, wherein the seventh protocol is configured 

to penalize the select node. 

[0146] The software architecture of paragraph 0144, wherein the seventh protocol is configured 

to revoke a nomination of the select node. 

[0147] The software architecture of paragraph 0125, wherein the hash value is configured to 

select a plurality of block makers. 

[0148] The software architecture of paragraph 0147, further comprising a thirteenth protocol, 

wherein the thirteenth protocol is configured to prioritize each block among a plurality of blocks 

available for timestamping; and a fourth protocol, wherein the fourth protocol is configured to 

designate the first group to timestamp a prioritized block of the plurality of blocks. 

[0149] The software architecture of paragraph 0147, further comprising a fourth protocol, 

wherein the fourth protocol is configured to designate the first group to timestamp a first block of 

a plurality of blocks. 

[0150] The software architecture of paragraph 0149, wherein the timestamp is configured to be 

generated by a threshold set of the first group, wherein a size of the threshold set is smaller than 

or equal to a size of the first group. 
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[0151] The software architecture of paragraph 0149, further comprising a fifth protocol, wherein 

the fifth protocol is configured to broadcast at least one of the timestamp or a timestamped first 

block to the network. 

[0152] The software architecture of paragraph 0147, further comprising a fourth protocol, and 

wherein the fourth protocol is configured to designate the first group to validate a first block of a 

plurality of blocks. 

[0153] The software architecture of paragraph 0152, further comprising a fifth protocol, wherein 

the fifth protocol is configured to broadcast a notarization or a notarized first block. 

[0154] The software architecture of paragraph 0147, wherein each block maker of the plurality of 

block makers is configured to create a plurality of blocks, wherein a block of the plurality of 

blocks references another block of the plurality of blocks. 

[0155] The software architecture of paragraph 0154, wherein the another block is at least one of 

timestamped or notarized. 

[0156] The software architecture of paragraph 0154, wherein the block comprises transactions 

collected by a block maker of the plurality of block makers. 

[0157] The software architecture of paragraph 0147, further comprising a twelfth protocol, 

wherein the twelfth protocol is configured to prioritize each block maker of the plurality of block 

makers based on a ranking system. 

[0158] The software architecture of paragraph 0157, wherein the ranking system comprises: an 

eighth protocol, wherein the eighth protocol is configured to derive a rank for the each block 

maker of the plurality of block makers, wherein the rank is derived from the first group 

signature; a ninth protocol, wherein the ninth protocol is configured to assign a plurality of first 

weights, to each block associated with a respective block maker of the plurality of block makers, 

wherein each first weight of the plurality of first weights of the each block is based on the rank 

of the respective block maker of the plurality of block makers; and a tenth protocol, wherein the 

tenth protocol is configured to assign a second weight to at least one chain of blocks, wherein the 
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second weight of the at least one chain of blocks is based on the each first weight of the each 

block in the at least one chain of blocks, wherein a block of the at least one chain of blocks 

references another block of the at least one chain of blocks. 

[0159] The software architecture of paragraph 0158, further comprising an eleventh protocol, 

wherein the eleventh protocol is configured to select a preceding block of a chain of blocks of 

the at least one chain of blocks based on a factor, wherein the factor comprises the first weight of 

the preceding block of the chain of blocks or the second weight of the chain of blocks. 

[0160] Although the present disclosure and its advantages have been described in detail, it should 

be understood that various changes, substitutions and alterations can be made herein without 

departing from the spirit and scope of the disclosure as defined by the appended claims. 

Moreover, the scope of the present application is not intended to be limited to the particular 

embodiments of the process, design, machine, manufacture, and composition of matter, means, 

methods and steps described in the specification. As one of ordinary skill in the art will readily 

appreciate from the disclosure, processes, machines, manufacture, compositions of matter, 

means, methods, or steps, presently existing or later to be developed, that perform substantially 

the same function or achieve substantially the same result as the corresponding embodiments 

described herein may be utilized according to the present disclosure. Accordingly, the appended 

claims are intended to include within their scope such processes, machines, manufacture, 

compositions of matter, means, methods, or steps. 

[0161] While several embodiments have been provided in the present disclosure, it should be 

understood that the disclosed systems and methods might be embodied in many other specific 

forms without departing from the spirit or scope of the present disclosure. The present examples 

are to be considered as illustrative and not restrictive, and the intention is not to be limited to the 

details given herein. For example, the various elements or components may be combined or 

integrated in another system or certain features may be omitted, or not implemented. 
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CLAIMS 

 

1.  A non-transitory computer readable medium, wherein a software architecture is 

encoded on the non-transitory computer readable medium, the software architecture 

comprising: 

a first protocol, wherein the first protocol is configured to form a plurality of groups, 

wherein each group of the plurality of groups comprises a set of randomly selected nodes from 

a network; 

a second protocol, wherein the second protocol is configured to randomly select a first 

group from the plurality of groups formed by the first protocol; 

a third protocol, wherein the third protocol is configured to designate the first group to 

sign a first message by generating a first group signature;  

a hash function, wherein the hash function is configured to generate a hash value from 

the first group signature, wherein the hash value is configured to select a plurality of block 

makers; and 

a twelfth protocol, wherein the twelfth protocol is configured to prioritize each block 

maker of the plurality of block makers based on a ranking system, 

wherein the ranking system comprises: 

an eighth protocol, wherein the eighth protocol is configured to derive a rank for 

the each block maker of the plurality of block makers, wherein the rank is derived from 

the first group signature; 

a ninth protocol, wherein the ninth protocol is configured to assign a plurality of 

first weights, to each block associated with a respective block maker of the plurality of 

block makers, wherein each first weight of the plurality of first weights of the each block 

is based on the rank of the respective block maker of the plurality of block makers; and  

a tenth protocol, wherein the tenth protocol is configured to assign a second weight 

to at least one chain of blocks, wherein the second weight of the at least one chain of 

blocks is based on the each first weight of the each block in the at least one chain of 

blocks, wherein a block of the at least one chain of blocks references another block of the 

at least one chain of blocks. 
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2.  The software architecture of claim 1, wherein the hash value is configured to select a 

second group, wherein the second group comprises a node from the network. 

3.  The software architecture of claim 1, wherein a size of the each group of the plurality 

of groups is a system parameter. 

4.  The software architecture of claim 1, wherein the first group signature is configured to 

be generated by a threshold set of the first group, wherein a size of the threshold set is smaller 

than or equal to a size of the first group. 

5.  The software architecture of claim 1, wherein the first message comprises a value 

derived from a preceding group signature. 

6.  The software architecture of claim 1, wherein the first message is a system parameter. 

7.  The software architecture of claim 1, further comprising a universal network, wherein 

each node of the universal network is configured to interact with each other via a 

communication channel. 

8.  The software architecture of claim 7, wherein the communication channel comprises at 

least one of a peer-to-peer network, a broadcast network, or a gossip network. 

9.  The software architecture of claim 1, wherein the second protocol is configured to select 

the first group from the plurality of groups based on a seed. 

10.  The software architecture of claim 9, wherein the seed is derived from a preceding 

group signature produced by the third protocol. 

11.  The software architecture of claim 10, wherein the derivation of the seed from the 

preceding signature is by the hash function. 

12.  The software architecture of claim 1, further comprising a setup protocol, wherein the 

setup protocol is configured to establish a group public key for the first group of the plurality 

of groups formed by the first protocol, wherein the first group signature is configured to be 

validated by the group public key. 

13.  The software architecture of claim 12, wherein the first group signature is configured 

to be unique to the group public key and the first message. 
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14.  The software architecture of claim 13, wherein the first group signature is based on at 

least one of bilinear pairings, bilinear pairings on elliptic curves, Gap Diffie-Hellman groups 

(GDH) or Boneh-Lynn-Shacham (BLS) signature scheme. 

15.  The software architecture of claim 12, wherein the setup protocol is configured to 

establish an individual private key share for each node of the each group of the plurality of 

groups formed by the first protocol. 

16.  The software architecture of claim 15, wherein the individual private key shares of each 

of the nodes of a threshold set of the first group are configured to be used for generating the 

first group signature, wherein a size of the threshold set is smaller than or equal to a size of the 

first group. 

17.  The software architecture of claim 1, further comprising a sixth protocol, wherein the 

sixth protocol is configured to nominate a plurality of nodes, wherein the set of randomly 

selected nodes are part of the plurality of nodes. 

18.  The software architecture of claim 17, wherein the sixth protocol is configured to adapt 

a methodology for nominating the plurality of nodes, wherein the methodology comprises at 

least one of a proof-of-work puzzle, an external third-party endorsement, or a validation of 

computational resources. 

19.  The software architecture of claim 17, wherein the sixth protocol is configured to assess 

a monetary value associated with each node of the plurality of nodes. 

20.  The software architecture of claim 17, further comprising a seventh protocol, wherein 

the seventh protocol is configured to detect misbehavior of a select node of the set of randomly 

selected nodes. 

21.  The software architecture of claim 20, wherein the seventh protocol is configured to 

penalize the select node. 

22.  The software architecture of claim 20, wherein the seventh protocol is configured to 

revoke a nomination of the select node. 

23.  The software architecture of claim 1, further comprising a thirteenth protocol, wherein 

the thirteenth protocol is configured to prioritize each block among a plurality of blocks 

available for timestamping; and  
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a fourth protocol, wherein the fourth protocol is configured to designate the first group 

to timestamp a prioritized block of the plurality of blocks. 

24.  The software architecture of claim 1, further comprising a fourth protocol, wherein the 

fourth protocol is configured to designate the first group to timestamp a first block of a plurality 

of blocks. 

25.  The software architecture of claim 24, wherein the timestamp is configured to be 

generated by a threshold set of the first group, wherein a size of the threshold set is smaller 

than or equal to a size of the first group. 

26.  The software architecture of claim 24, further comprising a fifth protocol, wherein the 

fifth protocol is configured to broadcast at least one of the timestamp or a timestamped first 

block to the network. 

27.  The software architecture of claim 1, further comprising a fourth protocol, and wherein 

the fourth protocol is configured to designate the first group to validate a first block of a 

plurality of blocks. 

28.  The software architecture of claim 27, further comprising a fifth protocol, wherein the 

fifth protocol is configured to broadcast a notarization or a notarized first block. 

29.  The software architecture of claim 1, wherein each block maker of the plurality of block 

makers is configured to create a plurality of blocks, wherein a block of the plurality of blocks 

references another block of the plurality of blocks. 

30.  The software architecture of claim 29, wherein the another block is at least one of 

timestamped or notarized. 

31.  The software architecture of claim 29, wherein the block comprises transactions 

collected by a block maker of the plurality of block makers. 

32.  The software architecture of claim 1, further comprising an eleventh protocol, wherein 

the eleventh protocol is configured to select a preceding block of a chain of blocks of the at 

least one chain of blocks based on a factor, wherein the factor comprises the first weight of the 

preceding block of the chain of blocks or the second weight of the chain of blocks. 

33.  A non-transitory computer readable medium, wherein a software architecture is 

encoded on the non-transitory computer readable medium, the software architecture 

comprising:  
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 a first protocol, wherein the first protocol is configured to form a plurality of groups, 

wherein each group of the plurality of groups comprises a set of randomly selected nodes from 

a network;  

 a second protocol, wherein the second protocol is configured to randomly select a first 

group from the plurality of groups formed by the first protocol;  

 a third protocol, wherein the third protocol is configured to designate the first group to 

sign a first message by generating a first group signature; 

 a hash function, wherein the hash function is configured to generate a hash value from 

the first group signature, wherein the hash value is configured to select a plurality of block 

makers; and  

 a twelfth protocol, wherein the twelfth protocol is configured to prioritize each block 

maker of the plurality of block makers based on a ranking system,  

 wherein the ranking system comprises:  

an eighth protocol, wherein the eighth protocol is configured to derive a rank for 

the each block maker of the plurality of block makers, wherein the rank is derived from 

the first group signature;  

a ninth protocol, wherein the ninth protocol is configured to assign a plurality of 

first weights, to each block associated with a respective block maker of the plurality of 

block makers, wherein each first weight of the plurality of first weights of the each block 

is based on the rank of the respective block maker of the plurality of block makers; 

a tenth protocol, wherein the tenth protocol is configured to assign a second weight 

to at least one chain of blocks, wherein the second weight of the at least one chain of 

blocks is based on the each first weight of the each block in the at least one chain of 

blocks, wherein a block of the at least one chain of blocks references another block of the 

at least one chain of blocks; and  

an eleventh protocol, wherein the eleventh protocol is configured to select a 

preceding block of a chain of blocks of the at least one chain of blocks based on a factor, 

wherein the factor comprises the first weight of the preceding block of the chain of blocks 

or the second weight of the chain of blocks. 
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34.  The software architecture of claim 33, further comprising a hash function, wherein the 

hash function is configured to generate a hash value from the first group signature. 

35.  The software architecture of claim 33, further comprising a sixth protocol, wherein the 

sixth protocol is configured to nominate a plurality of nodes, wherein the set of randomly 

selected nodes are part of the plurality of nodes. 

36.  The software architecture of claim 33, further comprising a setup protocol, wherein the 

setup protocol is configured to establish a group public key for the first group of the plurality 

of groups formed by the first protocol, wherein the first group signature is configured to be 

validated by the group public key. 

37.  The software architecture of claim 36, wherein the first group signature is configured 

to be unique to the group public key and the first message. 

 


