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NETWORK CONGESTION HANDLING METHOD, MODEL
UPDATE METHOD, AND RELATED APPARATUS

[0001] This application claims priority to Chinese Patent Application No. 201910872469.7,
filed with the China National Intellectual Property Administration on September 16, 2019 and
entitled "NETWORK CONGESTION HANDLING METHOD, MODEL UPDATE METHOD,
AND RELATED APPARATUS', which isincorporated herein by reference in its entirety.

TECHNICAL FIELD

[0002] This application relates to the field of communication technologies, and in particular,

to anetwork congestion handling method, a model update method, and a related apparatus.

BACKGROUND

[0003] In the big data era, aplurality of large-scale internet enterprises build aplurality of data
centers around the world, to provide services with higher quality for users. Network congestion is
acommon problem in the data center. An insufficient capability of a network device or atransient
traffic burst usually causes network congestion.

[0004] A cache of anetwork devicein the data center issmall. Therefore, once severe network
congestion occurs, the network device directly discards a data packet. Consequently, this causes a
high delay of a service, affects real-time performance of an application, and degrades user

experience.

SUMMARY

[0005] This application provides a network congestion handling method, a model update
method, and related apparatuss, to improve operating efficiency of anetwork device.
[0006] According to a first aspect, an embodiment of this application provides a network

congestion control method, including: obtaining network status information; determining, based
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on the network statusinformation and an explicit congestion notification ECN optimization model,
a reference probability corresponding to recommended ECN configuration information;
determining destination ECN configuration information based on the reference probability; and
performing ECN marking on a packet by using the destination ECN configuration information.
[0007] Based on the foregoing technical solution, the ECN optimization model may determine
the recommended ECN configuration information based on the network status information that
can reflect a network operating status, and a network device may determine the finaly used
destination ECN configuration information based on the recommended ECN configuration
information determined by the ECN optimization model. In the foregoing technical solution, the
destination ECN configuration information finally used by the network device is applicable to a
current operating environment of the network device. This improves operating efficiency of the
network device, and improves performance of the network device and user experience.

[0008] In apossible design, the determining destination ECN configuration information based
on the reference probability includes: determining whether the recommended ECN configuration
information is trustworthy based on the reference probability; and if the recommended ECN
configuration information is trustworthy, determining that the recommended ECN configuration
information is the destination ECN configuration information; or if the recommended ECN
configuration information is not trustworthy, determining that reference ECN configuration
information is the destination ECN configuration information.

[0009] In the foregoing technica solution, when the ECN configuration information
recommended by the ECN optimization model is not applicable to the current operating
environment, other ECN configuration information may be used for flow control.

[0010] In apossible design, before the determining destination ECN configuration information
based on the reference probability, the method further includes: determining the reference ECN
configuration information based on the network status information.

[0011] In the foregoing technical solution, the ECN configuration information used for flow
control may be determined based on a heuristic learning procedure, so that the ECN configuration
information can be adapted to the current network environment.

[0012] In a possible design, the method further includes: sending the network status
information and the reference ECN configuration information to a network analysis device;
receiving model update information from the network analysis device; and updating the ECN
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optimization model based on the model update information.

[0013] The network status information isrelated to the current operating environment, and the
reference ECN configuration information is ECN configuration information adapted to the current
operating environment. Therefore, in the foregoing technical solution, the network status
information and the reference ECN configuration information are reported, so that the network
analysis device can adjust the ECN optimization model by using a parameter of an actual operating
environment. In this way, the ECN optimization model can be more adapted to the actual network
environment of the network device, to improve trustworthiness of the ECN configuration
information recommended by the ECN optimization model.

[0014] In a possible design, the reference probability includes M probability values, M is a
positive integer greater than or equal to 2, and the determining whether the recommended ECN
configuration information is trustworthy based on the reference probability includes: determining
whether atarget probability valueinthe M probability valuesisgreater than afirst preset threshold,
where thetarget probability value isamaximum vauein the M probability values; and if the target
probability value is greater than or equal to the first preset threshold, determining that the
recommended ECN configuration information is trustworthy; or if the target probability valueis
less than the first preset threshold, determining that the recommended ECN configuration
information is not trustworthy.

[0015] In a possible design, the reference probability includes M probability values, and the
determining whether the recommended ECN configuration information is trustworthy based on
the reference probability includes: determining whether a fluctuation coefficient of maximum N
probability values in the M probability values is greater than a second preset threshold, where N
isapositive integer greater than or equal to 2 and lessthan M, and M is a positive integer greater
than N; and if the fluctuation coefficient of the N probability valuesis greater than or equal to the
second preset threshold, determining that the recommended ECN configuration information is
trustworthy; or if the fluctuation coefficient of the N probability values is less than the second
preset threshold, determining that the recommended ECN configuration information is not
trustworthy, where the fluctuation coefficient of the N probability values is determined according

std(Repn)
to the following formula: R, = ——— " where Py indicates the fluctuation coefficient of the
mean(Py)

N probability values, Popn indicatesthe N probability values, mean indicates a mean function, and
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std indicates a standard deviation function.

[0016] In a possible design, the network status information includes network traffic
information and network congestion information, the network traffic information is used to
indicate traffic of the exchanger, and the network congestion information is used to indicate a
congestion status of the exchanger.

[0017] According to a second aspect, an embodiment of this application provides a model
update method, including: receiving P pieces of network status information and P pieces of ECN
configuration information from anetwork device, where the P pieces of network status information
are in a one-to-one correspondence with the P pieces of ECN configuration information, and Pis
a positive integer greater than or equal to 2; determining, based on the P pieces of network status
information and the P pieces of ECN configuration information, model update information used
to update an ECN optimization model; and sending the model update information to the network
device.

[0018] The network status information isrelated to the current operating environment, and the
reference ECN configuration information is ECN configuration information adapted to the current
operating environment. Therefore, the ECN optimization model may be adjusted by using a
parameter of an actual operating environment. In this way, the ECN optimization model can be
more adapted to the actual network environment of the network device, to improve trustworthiness
of ECN configuration information recommended by the ECN optimization model.

[0019] In a possible design, the determining, based on the P pieces of network status
information and the P pieces of ECN configuration information, model update information used
to update an ECN optimization model includes: determining Q ECN configuration information
groups based on the P pieces of ECN configuration information, where a g" ECN configuration
information group in the Q ECN configuration information groups includes Nq pieces of ECN
configuration information in the P pieces of ECN configuration information, sampling moments
corresponding to the Nq pieces of ECN configuration information are consecutive, the Nq pieces
of ECN configuration information converge at ECN configuration information g, g=1, ..., or Q, Ngq
iIsapositiveinteger greater than or equal to 2, and asum from N1 to Nq is P; determining Q training
parameter groups, where a g™ training parameter group in the Q training parameter groupsincludes
Nq pieces of network status information and the ECN configuration information g, and the Ngq
pieces of network status information are in a one-to-one correspondence with the Nq pieces of
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ECN configuration information; and determining the model update information based on the Q
training parameter groups.

[0020] A heuristic learning procedure finally converges at fixed ECN configuration
information. During this period, the ECN configuration information may change at any time and
may not be applicable to the network operating environment. Therefore, in the foregoing technical
solution, the converged ECN configuration information is used as a label of the network status
information collected in aconvergence process, to form agroup of training parameters. In thisway,
the model update information obtained through training by using the group of training parameters
IS more accurate.

[0021] In apossible design, the P pieces of ECN configuration information are in a one-to-one
correspondence with P consecutive sampling moments; and the determining Q ECN configuration
information groups based on the P pieces of ECN configuration information includes: determining,
based on two pieces of ECN configuration information in the P pieces of ECN configuration
information, whether a second sampling moment in two consecutive sampling moments is a
switching moment, where afirst piece of ECN configuration information in the two pieces of ECN
configuration information correspondsto afirst sampling moment in the two consecutive sampling
moments, and a second piece of ECN configuration information corresponds to the second
sampling moment; and if the second sampling moment is not the switching moment, determining
that the two pieces of ECN configuration information belong to a same ECN configuration
information group; or if the second sampling moment is the switching moment, determining that
the two pieces of ECN configuration information separately belong to two ECN configuration
information groups.

[0022] The ECN configuration information reported by the network device may include a
plurality of complete heuristic learning procedures. In theforegoing technical solution, timesdlicing
may be performed on the P pieces of ECN configuration information, to determine ECN
configuration information included in each heuristic learning procedure.

[0023] In a possible design, the determining, based on two pieces of ECN configuration
information in the P pieces of ECN configuration information, whether a second sampling moment

in  two consecutive sampling moments is a switching moment includes. if

|Param(t) —Param(t— 1) xSign(t—t,—T)>mean(Param_S) + exstd(Param_S)

determining that the second sampling moment is the switching moment; otherwise determining
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that the second sampling moment is not the switching moment, where T is preset duration, Param(t)
indicates the first piece of ECN configuration information, Param(t—1) indicates the second piece
of ECN configuration information, tO indicates a previous switching moment, Param_S indicates
a sequence of ECN configuration information from the previous switching moment to the second
sampling moment, Sign indicates a sign function, mean indicates a mean function, std indicates a
standard deviation function, and e indicates a scaling factor.

[0024] According to a third aspect, an embodiment of this application provides an el ectronic
apparatus. The electronic apparatus includes a unit configured to implement any possible
implementation of the method design in the first aspect. The communication apparatus may be a
network device or a component used for a network device (for example, a chip or acircuit).
[0025] According to afourth aspect, an embodiment of this application provides an el ectronic
apparatus. The electronic apparatus includes a unit configured to implement any possible
implementation of the method design in the second aspect. The communication apparatus may be
anetwork analysis device or a component used for a network analysis device (for example, a chip
or acircuit).

[0026] According to a fifth aspect, an embodiment of this application provides a network
device, including a transceiver and a processor. Optionally, the network device further includes a
memory. The processor is configured to control the transceiver to send and receive a signa, the
memory is configured to store a computer program, and the processor is configured to invoke and
run the computer program in the memory, so that the network device performs the method in any
possible implementation of the method design in the first aspect.

[0027] According to a sixth aspect, an embodiment of this application provides a network
analysis device, including a transceiver and a processor. Optionally, the network analysis device
further includes a memory. The processor is configured to control the transceiver to send and
receive a signal, the memory is configured to store a computer program, and the processor is
configured to invoke and run the computer program in the memory, so that the network analysis
device performs the method in any possible implementation of the method design in the second
aspect.

[0028] According to a seventh aspect, an embodiment of this application provides a
communication system. The system includesthe network devicein thefifth aspect and the network

analysis device in the sixth aspect.
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[0029] According to an eighth aspect, an embodiment of this application provides an electronic
apparatus. The electronic apparatus may be anetwork device configured to implement the method
in the method design in the first aspect, or a chip disposed in a network device. The electronic
apparatus includes a processor. The processor is coupled to a memory, and may be configured to
execute instructions and/or program code in the memory, to implement the method in any possible
implementation of the method design in thefirst aspect. Optionally, the electronic apparatus further
includes the memory. Optionally, the electronic apparatus further includes a communication
interface, and the processor is coupled to the communication interface.

[0030] When the electronic apparatus is a network device, the communication interface may
be atransceiver or an input/output interface.

[0031] When the electronic apparatus is a chip disposed in a network device, the
communication interface may be an input/output interface.

[0032] Optionally, the transceiver may be a transceiver circuit. Optionally, the input/output
interface may be an input/output circuit.

[0033] According to a ninth aspect, an embodiment of this application provides an electronic
apparatus. The electronic apparatus may be anetwork analysis device configured to implement the
method in the method design in the second aspect, or achip disposed in anetwork analysis device.
The electronic apparatus includes a processor. The processor is coupled to a memory, and may be
configured to execute instructions and/or program code in the memory, to implement the method
in any possible implementation of the method design in the second aspect. Optionaly, the
electronic apparatus further includes the memory. Optionaly, the electronic apparatus further
includes a communication interface, and the processor is coupled to the communication interface.
[0034] When the electronic apparatus is a network analysis device, the communication
interface may be atransceiver or an input/output interface.

[0035] When the electronic apparatus is a chip disposed in a network analysis device, the
communication interface may be an input/output interface.

[0036] Optionally, the transceiver may be a transceiver circuit. Optionally, the input/output
interface may be an input/output circuit.

[0037] According to a tenth aspect, an embodiment of this application provides a computer
program product. The computer program product includes computer program code. When the
computer program code is run on a computer, the computer is enabled to perform the method in
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any possible implementation of the method design in the first aspect.

[0038] According to an eleventh aspect, an embodiment of this application provides a
computer program product. The computer program product includes computer program code.
When the computer program code is run on a computer, the computer is enabled to perform the
method in any possible implementation of the method design in the second aspect.

[0039] According to atwelfth aspect, an embodiment of this application provides a computer-
readable medium. The computer-readable medium stores program code. When the computer
program code is run on a computer, the computer is enabled to perform the method in any possible
implementation of the method design in the first aspect.

[0040] According to a thirteenth aspect, an embodiment of this application provides a
computer-readable medium. The computer-readable medium stores program code. When the
computer program code is run on a computer, the computer is enabled to perform the method in

any possible implementation of the method design in the second aspect.

BRIEF DESCRIPTION OF DRAWINGS

[0041] FIG. 1 shows a relationship between pieces of information in ECN configuration
information;

[0042] FIG. 2 is a schematic diagram of a structure of a data center network to which a
technical solution of this application may be applied;

[0043] FIG. 3 isaschematic diagram of a structure of another data center network to which a
technical solution of this application may be applied;

[0044] FIG. 4 is aschematic diagram of a structure of another data center network to which a
technical solution of this application may be applied;

[0045] FIG. 5isaschematic diagram of congestion control performed by using ECN;

[0046] FIG. 6 is a schematic flowchart of a network congestion control method according to
an embodiment of this application;

[0047] FIG. 7A, FIG. 7B, and FIG. 7C show a network congestion handling method according
to an embodiment of this application;

[0048] FIG. 8 isaschematic flowchart of amodel update method according to an embodiment

of this application;
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[0049] FIG. 9 is a schematic diagram of a convergence process of four heuristic learning
procedures;

[0050] FIG. 10 is a schematic flowchart of a network congestion handling method according
to an embodiment of this application;

[0051] FIG. 11 isaschematic block diagram of astructure of an el ectronic apparatus according
to an embodiment of this application; and

[0052] FIG. 12 is a schematic block diagram of a structure of another electronic apparatus

according to an embodiment of this application.

DESCRIPTION OF EMBODIMENTS

[0053] The following describes technical solutions of this application with reference to the
accompanying drawings.

[0054] In addition, in embodiments of this application, terms such as "for example" and "such
as' are used to represent giving an example, an illustration, or description. Any embodiment or
design scheme described as an "exampl€e" in this application should not be explained as being more
preferred or having more advantages than another embodiment or design scheme. Specificaly, the
word "exampl€e" is used to present a concept in a specific manner.

[0055] In the embodiments of this application, "corresponding (corresponding, relevant)” and
"corresponding (corresponding)" may be interchangeably used sometimes. It should be noted that
meanings expressed by the terms are consistent when differences are not emphasized.

[0056] In the embodiments of this application, sometimes a subscript such as W1 may be
written in an incorrect form such as W1. Expressed meanings are consistent when differences
between them are not emphasi zed.

[0057] A network architecture and a service scenario that are described in the embodiments of
this application are intended to describe the technical solutions in the embodiments of this
application more clearly, and do not constitute a limitation on the technical solutions provided in
the embodiments of this application. A person of ordinary skill in the art may learn that the
technical solutions provided in the embodiments of this application are also applicableto asimilar
technical problem as the network architecture evolves and a new service scenario emerges.

[0058] Referenceto "one embodiment™ or "some embodiments” described in this specification
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or the like means that one or more embodiments of this application include a particular feature,
structure, or characteristic described in combination with the embodiment. Thus, phrases "in one
embodiment”, "in some embodiments’, "in some other embodiments’, "in some additiona
embodiments’, and the like that appear in different parts in this specification do not necessarily
mean referring to a same embodiment, but mean "one or more embodiments, but not al
embodiments”, unless otherwise specificaly emphasized. Terms "include”, "contain”, and their
variants al mean "include but are not limited to", unless otherwise specifically emphasized.
[0059] In thisapplication, "at least one" means one or more, and "a plurality of" means two or
more. Theterm "and/or" describes an association relationship between associated objects and may
indicate three relationships. For example, A and/or B may indicate the following cases: Only A
exists, both A and B exist, and only B exists, where A and B may be singular or plural. The
character "/" generally representsan "or" relationship between the associated objects. "At least one
of the following items (pieces)" or a similar expression thereof means any combination of the
items, including any combination of oneitem (piece) or aplurality of items (pieces). For example,
at least one of a, b, or c may indicate a, b, ¢, ab, a-c, b-c, or ab-c, where a, b, and ¢ each may be
singular or plural.

[0060] A packet (packet) in this application may also be referred to as a packet or a packet.
[0061] For ease of understanding the embodiments of this application, several terms used in
this application are first briefly described.

[0062] 1. Explicit congestion notification (Explicit Congestion Notification, ECN)

[0063] ECN is an extension to the Transmission Control Protocol (Transmission Control
Protocol, TCP)/Internet Protocol (Internet Protocol, 1P). A network using the ECN can implement
congestion control without discarding a packet.

[0064] Specifically, aswitch or another device with a function of a switch adds an ECN mark
to an 1P header of ato-be-forwarded packet, to notify areceive end device that network congestion
occurs. After receiving the packet including the ECN mark, the receive end device may determine
that network congestion occurs on the switch, and send a response packet to atransmit end device.
After receiving the response packet, the transmit end device may reduce a packet sending rate, to
relieve congestion of the switch. Therefore, network congestion can be controlled without
discarding a packet.

[0065] 2. ECN configuration information
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[0066] A switch may perform ECN marking on a packet based on ECN configuration
information. The ECN configuration information usually includes one or more of the following:
an upper ECN threshold, alower ECN threshold, and a maximum ECN marking probability. For
ease of description, in the embodiments of this application, it is assumed that the ECN
configuration information includes the upper ECN threshold, the lower ECN threshold, and the
maximum ECN marking probability.

[0067] The upper ECN threshold may be denoted as Kmax. When a quantity of to-be-
transmitted packets in a queue is greater than or equal to Kmax, the switch may mark the packets
in the queue with a 100% probability. In other words, if a length of the queue is greater than or
equal to Kmax, the switch marks each packet in the queue.

[0068] The lower ECN threshold may be denoted as Kmin. When a quantity of to-be-
transmitted packets in a queue is less than or equal to Kmin, the switch may mark the packetsin
the queue with a 0% probability. In other words, if a length of the queue is less than or equal to
Kmin, the switch does not mark any packet in the queue.

[0069] The maximum ECN marking probability may be denoted as Pmax. When a quantity of
to-be-transmitted packets in a queue is greater than Kmin and less than Kmax, the switch may
mark the packet in the queue with a P% probability, where P is a number greater than 0 and less
than or equa to Pmax, and Pmax is less than 100%. As a length of the queue increases, the
probability that the packets in the queue are marked by the switch increases, and the maximum
ECN marking probability is a specified maximum value of a marking probability in the queue. In
other words, if the length of the queue is greater than Kmin and less than Kmax, the switch marks
P% of the packets in the queue, and a value of P may be positively correlated to the length of the
queue.

[0070] A relationship between the upper ECN threshold, the lower ECN threshold, an ECN
marking probability, and the maximum ECN marking probability may aternatively be shown in
FIG. 1.

[0071] FIG. 1 shows a relationship between pieces of information in ECN configuration
information.

[0072] As shown in FIG. 1, when a length of a queue is less than Kmin, the ECN marking
probability is 0. When a length of a queue is greater than or equal to Kmax, the ECN marking
probability is 100%. When alength of aqueueis greater than Kmin and less than Kmax, the ECN
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marking probability is avalue greater than 0 and less than Pmax.

[0073] That a switch performs ECN marking on a packet based on ECN configuration
information may include: if alength of a queueislessthan or equal to Kmin, the switch does not
mark any packet in the queue; if alength of a queue is greater than or equal to Kmax, the switch
marks each packet in the queue; or if alength of a queueisgreater than Kmin and less than Kmax,
the switch marks P% of the packetsin the queue, where Pis anumber greater than 0 and less than
or equal to Pmax, and Pmax is less than 100%. The switch may mark the packet in a random
manner.

[0074] FIG. 2 is a schematic diagram of a structure of a data center network to which a
technical solution of this application may be applied. The data center network shown in FIG. 2 is
athree-layer data center network. The three layers are a core layer, an aggregation layer, and an
access layer.

[0075] In the data center network shown in FIG. 2, the core layer includes a switch 211 and a
switch 212, the aggregation layer includes a switch 221 and a switch 222, and the access layer
includes a switch 231, a switch 232, a switch 233, and a switch 234. The switch 231 is connected
to aserver 241, the switch 232 is connected to a server 242, the switch 233 is connected to aserver
243, and the switch 234 is connected to a server 244.

[0076] It may be understood that FIG. 2 only shows an example of a three-layer data center
network, but does not constitute a limitation on a three-layer data center network. For example,
the three-layer data center network may further include more switches and/or servers, or may
include fewer switches and/or servers. In addition, a connection relationship between switches in
the three-layer data center network and/or a connection relationship between a server and aswitch
may be another connection manner other than that shown in FIG. 2.

[0077] FIG. 3isaschematic diagram of a structure of another data center network to which a
technical solution of this application may be applied. The data center network shown in FIG. 3 is
atwo-layer data center network. The two layers are a spine (spine) layer and aleaf (leaf) layer.
[0078] In the data center network shown in FIG. 3, the spine layer includes a switch 311 and
aswitch 312, and the leaf layer includes a switch 321, a switch 322, a switch 323, and a switch
324. The switch 321 is connected to a server 331, the switch 322 is connected to a server 332, the
switch 323 is connected to a server 333, and the switch 324 is connected to a server 334.

[0079] It may be understood that FIG. 3 only shows an example of a two-layer data center
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network, but does not constitute a limitation on a two-layer data center network. For example, the
two-layer data center network may further include more switches and/or servers, or may include
fewer switches and/or servers. In addition, a connection relationship between switchesin the two-
layer data center network and/or a connection relationship between a server and a switch may be
another connection manner other than that shown in FIG. 3.

[0080] FIG. 4 is aschematic diagram of a structure of another data center network to which a
technical solution of this application may be applied. The data center network shown in FIG. 4 is
asingle-layer data center network.

[0081] The data center network shown in FIG. 4 includes aswitch 411, aswitch 412, aswitch
413, and aswitch 414. As shown in FIG. 4, each switch in the data center network is connected to
all servers. For example, the switch 411 is connected to a server 421, a server 422, a server 423,
and aserver 424. For another example, the switch 412 is connected to aserver 421 to aserver 424,
the switch 413 is connected to a server 421 to a server 424, and the switch 414 is connected to a
server 421 to aserver 424.

[0082] FIG. 5 is a schematic diagram of congestion control performed by using ECN. A
"switch" mentioned in FIG. 5 may be the switch in FIG. 2 to FIG. 4, a "transmit end device"
mentioned in FIG. 5 may be aserver in FIG. 2to FIG. 4, and a"receive end device" mentioned in
FIG. 5may beaserver in FIG. 2to FIG. 4. It is clear that the transmit end device and the receive
end device may aternatively be other devices that communicate by using one or more switchesin
FIG. 2to FIG. 4.

[0083] 501: A transmit end device sends a packet to a switch.

[0084] Correspondingly, the switch receives the packet from the transmit end device.

[0085] An IP header of the packet may include an ECN indication field. A value of the ECN
indication field is used to indicate a negative value, that is, it indicates that no network congestion
occurs. For example, if thevalueof the ECN indicationfieldis 10 or 01, it indicates that no network
congestion occurs.

[0086] 502: The switch forwards the packet to areceive end device.

[0087] Correspondingly, the receive end device receives the packet from the switch.

[0088] If no network congestion occurs on the switch, or a length of a queue of the switch is
less than or equal to Kmin, the switch may directly send the packet to the receive end device.
[0089] If network congestion occurs on the switch, and a length of a queue is greater than
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Kmin and less than Kmax, the switch performs ECN marking on the packet in the queue based on
an ECN marking probability.
[0090] If network congestion occurs on the switch, and a length of a queue is greater than or
equal to Kmax, the switch performs ECN marking on the packet.
[0091] It is assumed that the packet is a marked packet, the value of the ECN indication field
in the IP header of the packet is used to indicate a positive value, that is, indicate that network
congestion occurs. For example, if the value of the ECN indication field is 11, it indicates that
network congestion occurs.
[0092] In other words, if the switch performs ECN marking on the packet, the switch updates
the value of the ECN indication field in the |P header of the packet from 10 or 01 to 11.
[0093] For ease of description, the following assumes that the packet is a packet on which
ECN marking is performed.
[0094] 503: The receive end device sends a response packet to the transmit end device.
[0095] Correspondingly, the transmit end device receives the response packet from the receive
end device.
[0096] The response packet may be forwarded by the switch. In other words, the receive end
device sends the response packet to the switch, and the switch directly forwards the response
packet to the recelve end device.
[0097] For example, the response packet may be a congestion notification packet (Congestion
Notification Packet, CNP), and avalue of an ECN indication field in an IP header of the CNP may
be 01.
[0098] After receiving the response packet, the transmit end device may reduce a rate of
sending a packet to the switch.
[0099] For example, after receiving the response packet, the transmit end device may
determine a new packet sending rate according to aformula 1.1:

CR=TRx (1-a/2) (formulal.1), where

TR indicates the packet sending rate before the response packet is received, CR
indicates the adjusted sending rate, ais a preset parameter, and avalue of amay be greater than or
equal to 1.
[00100] After the packet sending rateisreduced, if the transmit end device continuesto receive
aresponse packet from the receive end device, the transmit end device may continue to reduce the
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packet sending rate.

[00101] In some embodiments, if the transmit end device does not continue to receive a
response packet from the receive end device (for example, does not receive aresponse packet from
the recelve end device in a preset time duration), the transmit end device may increase the packet
sending rate.

[00102] An operating environment of a data center network may change at any time, and ECN
configuration information is not applicable to all operating environments. Therefore, if the ECN
configuration information is fixed, the data center network may not adapt to al operating
environments.

[00103] FIG. 6 isaschematic flowchart of a network congestion control method according to
an embodiment of this application. The method shown in FIG. 6 may be applied to any data center
network in FIG. 2 to FIG. 4. The method shown in FIG. 6 may be performed by a switch, or may
be performed by a component (for example, achip or acircuit) in aswitch. For ease of description,
the following describes the method shown in FIG. 6 by using a switch as an example. The switch
may be a switch connected to a server in the network shown in FIG. 2 to FIG. 4, for example, a
switch at the access layer in the data center network shown in FIG. 2, or a switch at the leaf layer
in the data center network shown in FIG. 3.

[00104] 601: The switch obtains network status information.

[00105] The network status information is some information used to reflect an operating status
of the switch. The network status information may include one or more of network traffic
information and network congestion information.

[00106] The network traffic information is used to indicate traffic of the switch. The traffic of
the switch may beingresstraffic and/or egresstraffic of the switch. The network traffic information
may include one or more of bandwidth utilization, a quantity of transmitted bytes, atotal quantity
of transmitted packets, an average quantity of packets, and the like.

[00107] Thenetwork congestioninformation isused to indicate acongestion status of the switch.
The network congestion information may include one or more of a quantity of ECN marked
packets, aquantity of priority-based flow control receive frames, a quantity of priority-based flow
control sending frames, an ECN marking rate (namely, a quantity of packets marked in each time
unit (for example, per second)), a queue depth (namely, a quantity of to-be-forwarded packets),
and the like.
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[00108] 602: The switch determines, based on the network status information and an ECN
optimization model, a reference probability corresponding to recommended ECN configuration
information.

[00109] 603: The switch determines destination ECN configuration information based on the
reference probability.

[00110] 604: The switch performs ECN marking on a packet by using the destination ECN
configuration information.

[00111] Optiondly, in some embodiments, that the switch determines destination ECN
configuration information based on the reference probability may include: The switch determines
whether the recommended ECN configuration information is trustworthy based on the reference
probability; and if the recommended ECN configuration information is trustworthy, the switch
may determine that the destination ECN configuration information is the recommended ECN
configuration information; or if the recommended ECN configuration information is not
trustworthy, the switch may determine that reference ECN configuration information is the
destination ECN configuration information.

[00112] The ECN optimization model is pre-trained and configured in the switch. The switch
may input the network status information to the ECN optimization model as input information,
and the ECN optimization model may output the recommended ECN configuration information
and the reference probability corresponding to the recommended ECN configuration information.
[00113] Optiondly, in some embodiments, the ECN optimization model may output the
recommended ECN configuration information and the reference probability at the same time.
[00114] Optiondly, in some other embodiments, the ECN optimization model may first output
the reference probability, and then output the recommended ECN configuration information after
determining, based on the reference probability, that the recommended ECN configuration
information is the destination ECN configuration information.

[00115] Thereference probability may include M probability values, and M isapositive integer
greater than or equal to 2. The M probability values are in a one-to-one correspondence with M
scenarios. An m™ probability value in the M probability values is used to indicate a probability
that the recommended ECN configuration information is applicable to an m" scenario (namely, a
scenario corresponding to the m™" probability value), where m=1, ..., or M.

[00116] Optionally, in some embodiments, that the switch determines whether the
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recommended ECN configuration information is trustworthy based on the reference probability
may include: The switch determineswhether amaximum probability value (which may bereferred
to as atarget probability value) in the M probability valuesis greater than afirst preset threshold;
and if the target probability value is greater than or equal to the first preset threshold, determines
that the recommended ECN configuration information is trustworthy; or if the target probability
value isless than the first preset threshold, determines that the recommended ECN configuration
information is not trustworthy.

[00117] Optiondly, in some embodiments, the first preset threshold may be a number greater
than or equal to 0.4 and less than or equal to 0.6, for example, 0.4<the first preset threshold<0.6.
[00118] Optiondly, in some other embodiments, that the switch determines whether the
recommended ECN configuration information is trustworthy based on the reference probability
may include: The switch determines whether a fluctuation coefficient of maximum N probability
valuesin the M probability valuesis greater than a second preset threshold, where N is a positive
integer greater than or equal to 2 and less than M; and if the fluctuation coefficient of the N
probability values is greater than or equal to the second preset threshold, determines that the
recommended ECN configuration information is trustworthy; or if the fluctuation coefficient of
the N probability valuesisless than the second preset threshold, determines that the recommended
ECN configuration information is not trustworthy.

[00119] Thefluctuation coefficient of the N probability values may be determined according to
the following formula 1.2:

Std(Popn)

=——7—— (formulal.2), where
mean(R,,,) )

N

Pn indicates the fluctuation coefficient of the N probability values, Piopn indicates the
N probability values, mean indicates a mean function, and std indicates a standard deviation
function.
[00120] As described above, when the recommended ECN configuration information is not
trustworthy, the switch may determine that reference ECN configuration information is the
destination ECN configuration information.
[00121] Optionally, in some embodiments, the reference ECN configuration information may
be preset ECN configuration information.
[00122] For example, in some embodiments, the preset ECN configuration information may be
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one piece of ECN configuration information obtained through summarizing a plurality of pieces
of ECN configuration information, and the preset ECN configuration information may meet
reguirements of most scenarios.

[00123] Optiondly, in some other embodiments, the reference ECN configuration information
may be determined based on the network status information. In other words, before the switch
determines the destination ECN configuration information based on the reference probability, the
method further includes: The switch determines the reference ECN configuration information
based on the network status information. A process in which the switch determines the reference
ECN configuration information based on the network status information may be referred to as a
heuristic learning procedure. The following briefly describes a process of determining the
reference ECN configuration information by using the heuristic learning procedure with reference
toFIG. 7A, FIG. 7B, and FIG. 7C.

[00124] Optionally, in some embodiments, the switch may further receive model update
information, and update the ECN optimization model based on the model update information.
[00125] For example, when the reference ECN configuration information is determined based
on the network status information, the switch may further send the network status information and
thereference ECN configuration information to anetwork analysis device. The switch may receive
the model update information sent by the network anaysis device, and update the ECN
optimization model based on the model update information. The network status information and
the reference ECN configuration information are parameters used to determine the model update
information. In other words, when the ECN configuration information recommended by the ECN
optimization model is not trustworthy, the switch may send, to the network analysis device, the
ECN configuration information obtained by using the heuristic learning procedure and the
corresponding network status information. In this way, the network analysis device may update
the ECN optimization model based on the ECN configuration information and the network status
information, and send the update information to the switch.

[00126] For another example, an administrator of a data center network or a manufacturer of
the switch may collect the network status information and the corresponding ECN configuration
information, retrain the ECN optimization model by using the collected network statusinformation
and ECN configuration information, determine the model update information, and send the model
update information to the switch. The switch may update the ECN optimization model based on
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the model update information.

[00127] Optiondly, in some other embodiments, the ECN optimization model may not be
updated.

[00128] If the method shown in FIG. 6 is performed for the first time, the network status
information is obtained in a case in which the switch performs ECN marking on the packet by
using initial ECN configuration information. For ease of description, the ECN configuration
information used to perform ECN marking on the packet when the network statusinformation is
obtain is referred to as ECN configuration information corresponding to the network status
information.

[00129] Optionally, in some embodiments, the initial ECN configuration information may be
one piece of ECN configuration information obtained through summarizing a plurality of pieces
of ECN configuration information, and the initial ECN configuration information may meet
reguirements of most scenarios.

[00130] Optiondly, in some other embodiments, theinitial ECN configuration information may
be one of two pieces of ECN configuration information obtained through summarizing a plurality
of piecesof ECN configuration information. The preset ECN configuration information isthe other
of the two pieces of ECN configuration information. An operating scenario of the switch may be
classified into two types. The initial ECN configuration information may meet a requirement of
one of the two types of operating scenarios. The preset ECN configuration information may meet
arequirement of the other of the two types of operating scenarios.

[00131] If the method shown in FIG. 6 is not performed for the first time, the network status
information is obtained in a case in which the switch performs ECN marking on the packet by
using destination ECN configuration information determined in a previous round of adjustment.
[00132] FIG.7A,FIG. 7B, and FIG. 7C show anetwork congestion handling method according
to an embodiment of this application. The method shown in FIG. 7A, FIG. 7B, and FIG. 7C may
be applied to any data center network in FIG. 2 to FIG. 4. The method shown in FIG. 7A, FIG. 7B,
and FIG. 7C may be performed by a switch, or may be performed by a component (for example,
achip or acircuit) in aswitch. For ease of description, the following describes the method shown
in FIG. 7A, FIG. 7B, and FIG. 7C by using a switch as an example. The switch may be a switch
connected to aserver in the network shown in FIG. 2to FIG. 4, for example, aswitch at the access
layer in the data center network shown in FIG. 2, or a switch at the leaf layer in the data center
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network shown in FIG. 3.

[00133] 701: A switch peforms ECN marking on a packet by using ECN configuration
information 1.

[00134] For ease of description, in the ECN configuration information 1, an upper ECN
threshold may be denoted as Kmax_1, alower ECN threshold may be denoted as Kmin_1, and a
maximum ECN marking probability may be denoted as Pmax_1.

[00135]  702: The switch obtains network status information 1.

[00136] The switch performs ECN marking on the packet based on the ECN configuration
information 1. Therefore, the network statusinformation 1 is collected in acasein which the switch
performs ECN marking on the packet by using the ECN configuration information 1.

[00137] The ECN configuration information may include information used to indicate
network traffic (which may be referred to as network traffic information) and information used to
indicate congestion (which may be referred to as network congestion information). The network
traffic information is used to indicate traffic of the switch. The traffic of the switch may be
ingress traffic and/or an egress traffic of the switch. For example, the network traffic information
may include one or more of bandwidth utilization, a quantity of transmitted bytes, atotal quantity
of transmitted packets, an average quantity of packets, and the like. The network congestion
information may include one or more of a quantity of ECN marked packets, a quantity of priority-
based flow control receive frames, a quantity of priority-based flow control sending frames, an
ECN marking rate (namely, a quantity of packets marked in each time unit (for example, per
second)), a queue depth (namely, a quantity of to-be-forwarded packets), and the like.

[00138] Optiondly, in some embodiments, the bandwidth utilization, the quantity of transmitted
bytes, the total quantity of transmitted packets, and/or the like in the network traffic information
may be total quantity collected by the switch in a time period. In other words, the bandwidth
utilization may be total bandwidth utilization in the time period, the quantity of transmitted bytes
may be atotal quantity of transmitted bytesin the time period, and the total quantity of transmitted
packets may be atotal quantity of transmitted packets in the time period. Similarly, the quantity of
ECN marked packets, the quantity of priority-based flow control receive frames, the quantity of
priority-based flow control sending frames, and/or the queue depth that are/is included in the
network congestion information may be total quantity collected by the switch in atime period. In
other words, the quantity of ECN marked packets may be atotal quantity of ECN marked packets
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inthetime period, the quantity of priority-based flow control receive frames may be atotal quantity
of priority-based flow control receive framesin the time period, the quantity of priority-based flow
control sending frames may be a total quantity of priority-based flow control sending framesin
the time period, and the queue depth may be atotal queue depth in the time period.

[00139] Optionally, in some other embodiments, the bandwidth utilization, the quantity of
transmitted bytes, the total quantity of transmitted packets, and/or the like in the network traffic
information may be quantity per unit of time determined by the switch based on notification time
and a collected total quantity. In other words, the bandwidth utilization may be bandwidth
utilization per unit of time, the quantity of transmitted bytes may be a quantity of transmitted bytes
per unit of time, and the total quantity of transmitted packets may be atotal quantity of transmitted
packets per unit of time. Similarly, the quantity of ECN marked packets, the quantity of priority-
based flow control receive frames, the quantity of priority-based flow control sending frames,
and/or the queue depth that aref/is included in the network congestion information may be quantity
per unit of time determined by the switch based on notification time and a collected total quantity.
In other words, the quantity of ECN marked packets may be a quantity of ECN marked packets
per unit of time, the quantity of priority-based flow control receive frames may be a quantity of
priority-based flow control receive frames per unit of time, the quantity of priority-based flow
control sending frames may be a quantity of priority-based flow control sending frames per unit
of time, and the queue depth may be a queue depth per unit of time.

[00140] Thenetwork statusinformation 1 may be collected after a specific time period after the
switch starts to perform ECN marking on packets by using the ECN configuration information 1.
For example, it is assumed that the switch starts to perform ECN marking on packets by using the
ECN configuration information 1 at a moment t1, and the switch may collect network status
information (namely, the network status information 1) at a moment t1+T1. From the moment t1
to the moment t1+T1, the switch performs ECN marking on packets by using the ECN
configuration information 1. T1 may be a preset value.

[00141] In step 702, the network status information 1 obtained by the switch is the network
status information obtained by the switch in step 601 in the method shown in FIG. 6. The ECN
configuration information 1 is the ECN configuration information corresponding to the network
status information in step 601 in the method shown in FIG. 6.

[00142] 703: The switch may determine whether the quantity of ECN marked packets in the
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network status information 1 is less than a preset threshold.

[00143] If the quantity of ECN marked packetsisless than the preset threshold, the switch may
continue to perform ECN marking on packets by using the ECN configuration information 1, and
an ECN configuration information adjustment procedure ends.

[00144] If the quantity of ECN marked packets is greater than or equal to the preset threshold,
step 704 may be performed.

[00145] 704: The switch determines ECN configuration information 2 based on the ECN
configuration information 1.

[00146] For ease of description, in the ECN configuration information 2, an upper ECN
threshold may be denoted as Kmax_2, alower ECN threshold may be denoted as Kmin_2, and a
maximum ECN marking probability may be denoted as Pmax_2.

[00147] The ECN configuration information 1 has the following relationship with the ECN
configuration information 2: Kmax_1<Kmax_2, Kmin_1=Kmin_2, and Pmax_1=Pmax_2.
[00148] In other words, the switch may increase the upper ECN threshold in the ECN
configuration information 1, and remain the lower ECN threshold and the maximum ECN marking
probability unchanged.

[00149] 705: The switch performs ECN marking on packets by using the ECN configuration
information 2.

[00150] 706: The switch obtains network status information 2.

[00151] The switch performs ECN marking on packets based on the ECN configuration
information 2. Therefore, the network statusinformation 2 is collected in acasein which the switch
performs ECN marking on packets by using the ECN configuration information 2.

[00152] Similar to the network status information 1, the network status information 2 may be
collected after a specific time period after the switch starts to perform ECN marking on packets
by using the ECN configuration information 2. For example, it is assumed that the switch startsto
perform ECN marking on packets by using the ECN configuration information 2 at a moment t2,
and the switch may collect network status information (namely, the network status information 2)
at amoment t2+T2. From the moment t2 to the moment t2+T2, the switch performs ECN marking
on packets by using the ECN configuration information 2. T2 may be a preset value. In some
embodiments, a value of T1 may be equal to avalue of T2. In some other embodiments, a value
of T1 may not be equal to avalue of T2.
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[00153] 707: The switch determines whether a congestion degree of the switch decreases.
[00154] The switch may determine, based on the network status information 2 and the network
status information 1, whether the congestion degree of the switch decreases.

[00155] In some embodiments, the switch determines, based on a change of the queue depth,
whether the congestion degree of the switch decreases.

[00156] For example, if T1isequal to T2, the switch may determine, based on the queue depth
in the network statusinformation 1 and a queue depth in the network statusinformation 2, whether
the congestion degree of the switch decreases. If the queue depth decreases (that is, the queue
depth in the network status information 2 is less than the queue depth in the network status
information 1), it indicates that the quantity of to-be-forwarded packets decreases. In this case, the
switch may determine that the congestion degree of the switch decreases. If the queue depth
remains unchanged or increases (the queue depth in the network status information 2 is greater
than or equal to the queue depth in the network status information 1), the switch may determine
that the congestion degree of the switch does not decrease.

[00157] For another example, if T1 is not equal to T2, the switch may determine, based on a
value of TO, the value of T1, the queue depth in the network status information 1, and the queue
depth in the network status information 2, whether the congestion degree of the switch decreases.
It is assumed that the queue depth in the network statusinformation 1isL 1, the queue depthin the
network status information 2 is L2, and the switch may determine whether L1/T1 is greater than
L2/T2. If LUT1lislessthan or equal to L2/T2, it indicates that the congestion degree of the switch
does not decrease. If LU/T1 is greater than L2/T2, it indicates that the congestion degree of the
switch decreases.

[00158] In some other embodiments, the switch may determine, based on the quantity of ECN
marked packets, whether the congestion degree of the switch decreases.

[00159] For example, if T1isequal to T2, the switch may determine, based on the quantity of
ECN marked packets in the network status information 1 and a quantity of ECN marked packets
in the network status information 2, whether the congestion degree of the switch decreases. An
ECN marking probability may be positively correlated to the queue depth. In other words, if the
gueue depth increases, the ECN marking probability increases, and correspondingly, the quantity
of ECN marked packets increases in a same time period. If the queue depth decreases, the ECN
marking probability decreases, and correspondingly, the quantity of ECN marked packets
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decreases in a sametime period. Therefore, if the quantity of ECN marked packets decreases (that
is, the quantity of ECN marked packetsin the network statusinformation 2 isless than the quantity
of ECN marked packets in the network status information 1), it indicates that the ECN marking
probability decreases, and correspondingly, the quantity of to-be-forwarded packets decreases. In
this case, the switch may determine that the congestion degree of the switch decreases. If the
quantity of ECN marked packets remains unchanged or increases (the quantity of ECN marked
packets in the network status information 2 is greater than or equal to the quantity of ECN marked
packetsin the network status information 1), the switch may determine that the congestion degree
of the switch does not decrease.

[00160] For another example, if T1 is not equal to T2, the switch may determine a quantity of
ECN marked packets per unit of time (which may be referred to as an ECN marking rate 1) based
on T1 and the quantity of ECN marked packets in the network statusinformation 1, and determine
aquantity of ECN marked packets per aunit of time (which may bereferred to asan ECN marking
rate 2) based on T2 and the quantity of ECN marked packets in the network status information 2.
If the ECN marking rate 1 is greater than the ECN marking rate 2, it indicates that the congestion
degree of the switch decreases. If the ECN marking rate 1 isless than or equal to the ECN marking
rate 2, it indicates that the congestion degree of the switch does not decrease.

[00161] In some other embodiments, the switch may alternatively determine, based on the
quantity of transmitted bytes, whether the congestion degree of the switch decreases.

[00162] For example, if T1isequa to T2, the switch may determine, based on the quantity of
transmitted bytes in the network status information 1 and a quantity of transmitted bytes in the
network status information 2, whether the congestion degree of the switch decreases. If the
network congestion degree decreases, the quantity of transmitted bytes in a same time period
increases. Therefore, if the quantity of transmitted bytes increases (that is, the quantity of
transmitted bytes in the network status information 2 is greater than the quantity of transmitted
bytesin the network status information 1), the switch may determine that the congestion degree of
the switch decreases. If the quantity of transmitted bytes remains unchanged or decreases (the
quantity of transmitted bytesin the network statusinformation 2 islessthan or equal to the quantity
of transmitted bytes in the network status information 1), the switch may determine that the
congestion degree of the switch does not decrease.

[00163] For another example, if T1 is not equal to T2, the switch may determine a quantity of
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transmitted bytes per unit of time (which may be referred to as a transmission rate 1) based on T1
and the quantity of transmitted bytesin the network status information 1, and determine a quantity
of transmitted bytes per unit of time (which may be referred to as a transmission rate 2) based on
T2 and the quantity of transmitted bytes in the network status information 2. If the transmission
rate 1 is less than the transmission rate 2, it indicates that the congestion degree of the switch
decreases. If the transmission rate 1 is greater than or equal to the transmission rate 2, it indicates
that the congestion degree of the switch does not decrease.

[00164] The switch may aternatively determine, based on information in one or more of other
information in the network statusinformation 1 and the network status information 2, whether the
congestion degree of the switch decreases. Other examples are not listed one by one herein.
[00165] If adetermining result of step 707 is yes (that is, the congestion degree of the switch
decreases), step 708 is performed.

[00166] If adetermining result of step 707 is no (that is, the congestion degree of the switch
does not decrease), step 712 is performed.

[00167] That the congestion degree of the switch decreases may be referred to as positive
feedback of the network status information. That the congestion degree of the switch increases
may be referred to as negative feedback of the network status information.

[00168] 708: The switch determines ECN configuration information 3 based on the ECN
configuration information 2.

[00169] For ease of description, in the ECN configuration information 3, an upper ECN
threshold may be denoted as Kmax_3, alower ECN threshold may be denoted as Kmin_3, and a
maximum ECN marking probability may be denoted as Pmax_3.

[00170] The ECN configuration information 2 has the following relationship with the ECN
configuration information 3: Kmax_2<Kmax_3, Kmin_2<Kmin_3, and Pmax_2=Pmax_3.
[00171] In other words, the switch may increase the upper ECN threshold and the lower ECN
threshold in the ECN configuration information 2, and remain the maximum ECN marking
probability unchanged.

[00172]  709: The switch performs ECN marking on packets by using the ECN configuration
information 3.

[00173] 710: The switch obtains network status information 3.

[00174] The switch performs ECN marking on packets based on the ECN configuration
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information 3. Therefore, the network statusinformation 3iscollected in acasein which the switch
performs ECN marking on packets by using the ECN configuration information 3.

[00175] Similar to the network status information 1, the network status information 3 may be
collected after a specific time period after the switch starts to perform ECN marking on packets
by using the ECN configuration information 3. For example, it is assumed that the switch startsto
perform ECN marking on packets by using the ECN configuration information 3 at a moment t3,
and the switch may collect network status information (namely, the network status information 3)
at amoment t3+T3. From the moment t3 to the moment t3+T3, the switch performs ECN marking
on packets by using the ECN configuration information 3. T3 may be a preset value. In some
embodiments, avalue of T3 may be equal to the value of T2. In some other embodiments, avalue
of T3 may not be equal to the value of T2.

[00176]  711: The switch determines whether the congestion degree of the switch decreases.
[00177] Theswitch may determine, based on the network status information 2 and the network
status information 3, whether the congestion degree of the switch decreases.

[00178] A specific implementation in which the switch may determine, based on the network
status information 2 and the network status information 3, whether the congestion degree of the
switch decreasesis similar to a specific implementation in which the switch determines, based on
the network status information 1 and the network status information 2, whether the congestion
degree of the switch decreases. For brevity, details are not described herein again.

[00179] If adetermining result of step 711 is yes (that is, the congestion degree of the switch
decreases), the switch may increase the upper ECN threshold and the lower ECN threshold in the
ECN configuration information 3, and remain the maximum ECN marking probability unchanged.
Then, the switch may perform ECN marking on packets by using adjusted ECN configuration
information, continue to obtain corresponding network status information, and determine, based
on the network status information and the network status information 3, whether the congestion
degree of the switch decreases. In other words, if the determining result of step 711 is yes, the
switch performs steps similar to step 708 to step 711. To be specific, the switch determines ECN
configuration information 3-1 based on the ECN configuration information 3, marks packets by
using the ECN configuration information 3-1, obtains network status information 3-1, and
determines whether the congestion degree of the switch decreases. A determining manner in which
the switch determines the ECN configuration information 3-1 based on the ECN configuration
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information 3 is the same as a determining manner in which the switch determines the ECN
configuration information 3 based on the ECN configuration information 2. A specific determining
manner in which the switch determines, based on the network statusinformation 3 and the network
status information 3-1, whether the congestion degree of the switch decreases is the same as a
specific determining manner in which the switch determines, based on the network status
information 2 and the network status information 3, whether the congestion degree of the switch
decreases.

[00180] If adetermining result of step 711 is no (that is, the congestion degree of the switch
does not decrease), the switch may increase the upper ECN threshold in the ECN configuration
information 3, and remain the lower ECN threshold and the maximum ECN marking probability
unchanged. Then, the switch may perform ECN marking on packets by using adjusted ECN
configuration information, continue to obtain corresponding network status information, and
determine, based on the network status information and the network status information 3, whether
the congestion degree of the switch decreases. In other words, if the determining result of step 711
is no, the switch performs steps similar to step 704 to step 707. To be specific, the switch
determines ECN configuration information 3-2 based on the ECN configuration information 3,
marks packets by using the ECN configuration information 3-2, obtains network statusinformation
3-2, and determines whether the congestion degree of the switch decreases. A determining manner
in which the switch determines the ECN configuration information 3-2 based on the ECN
configuration information 3 is the same as a determining manner in which the switch determines
the ECN configuration information 2 based on the ECN configuration information 1. A specific
determining manner in which the switch determines, based on the network status information 3
and the network status information 3-2, whether the congestion degree of the switch decreasesis
the same as a specific determining manner in which the switch determines, based on the network
status information 1 and the network status information 2, whether the congestion degree of the
switch decreases.

[00181] 712: The switch determines ECN configuration information 4 based on the ECN
configuration information 2.

[00182] For ease of description, in the ECN configuration information 4, an upper ECN
threshold may be denoted as Kmax_4, alower ECN threshold may be denoted as Kmin_4, and a
maximum ECN marking probability may be denoted as Pmax_4.
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[00183] The ECN configuration information 4 has the following relationship with the ECN
configuration information 2: Kmax_2=Kmax_4, Kmin_2<Kmin_4, and Pmax_2=Pmax_4.
[00184] In other words, the switch may increase the lower ECN threshold in the ECN
configuration information 2, and remain the upper ECN threshold and the maximum ECN marking
probability unchanged.

[00185] 713: The switch performs ECN marking on packets by using the ECN configuration
information 4.

[00186] 714: The switch obtains network status information 4.

[00187] The switch performs ECN marking on packets based on the ECN configuration
information 4. Therefore, the network statusinformation 4 iscollected in acasein which the switch
performs ECN marking on packets by using the ECN configuration information 4.

[00188] Similar to the network status information 1, the network status information 4 may be
collected after a specific time period after the switch starts to perform ECN marking on packets
by using the ECN configuration information 4. For example, it is assumed that the switch starts to
perform ECN marking on packets by using the ECN configuration information 4 at a moment t4,
and the switch may collect network status information (namely, the network status information 3)
at amoment t4+T4. From the moment t4 to the moment t4+T4, the switch performs ECN marking
on packets by using the ECN configuration information 4. T4 may be a preset value. In some
embodiments, avalue of T4 may be equal to the value of T2. In some other embodiments, avalue
of T4 may not be equal to the value of T2.

[00189]  715: The switch determines whether the congestion degree of the switch decreases.
[00190] The switch may determine, based on the network status information 2 and the network
status information 4, whether the congestion degree of the switch decreases.

[00191] A specific implementation in which the switch may determine, based on the network
status information 2 and the network status information 4, whether the congestion degree of the
switch decreasesis similar to a specific implementation in which the switch determines, based on
the network status information 1 and the network status information 2, whether the congestion
degree of the switch decreases. For brevity, details are not described herein again.

[00192] If adetermining result of step 715 is yes (that is, the congestion degree of the switch
decreases), step 716 is performed.

[00193] If adetermining result of step 715 is no (that is, the congestion degree of the switch
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does not decrease), step 720 is performed.

[00194] 716: The switch determines ECN configuration information 5 based on the ECN
configuration information 4.

[00195] For ease of description, in the ECN configuration information 5, an upper ECN
threshold may be denoted as Kmax_5, alower ECN threshold may be denoted as Kmin_5, and a
maximum ECN marking probability may be denoted as Pmax_5.

[00196] The ECN configuration information 4 has the following relationship with the ECN
configuration information 5: Kmax_4=Kmax_5, Kmin_4<Kmin_5, and Pmax_4>Pmax_5.
[00197] In other words, the switch may increase the lower ECN threshold in the ECN
configuration information 4, reduce the maximum ECN marking probability, and remain the upper
ECN threshold unchanged.

[00198] 717: The switch performs ECN marking on packets by using the ECN configuration
information 5.

[00199] 718: The switch obtains network status information 5.

[00200] The switch performs ECN marking on packets based on the ECN configuration
information 5. Therefore, the network statusinformation 5iscollected in acasein which the switch
performs ECN marking on packets by using the ECN configuration information 5.

[00201] Similar to the network status information 1, the network status information 5 may be
collected after a specific time period after the switch starts to perform ECN marking on packets
by using the ECN configuration information 5. For example, it is assumed that the switch starts to
perform ECN marking on packets by using the ECN configuration information 5 at a moment t5,
and the switch may collect network status information (namely, the network status information 5)
at amoment t5+T5. From the moment t5 to the moment t5+T5, the switch performs ECN marking
on packets by using the ECN configuration information 5. T5 may be a preset value. In some
embodiments, avalue of T5 may be equal to the value of T4. In some other embodiments, avalue
of T5 may not be equal to the value of T4.

[00202]  719: The switch determines whether the congestion degree of the switch decreases.
[00203] The switch may determine, based on the network status information 4 and the network
status information 5, whether the congestion degree of the switch decreases.

[00204] A specific implementation in which the switch may determine, based on the network
status information 4 and the network status information 5, whether the congestion degree of the
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switch decreasesis similar to a specific implementation in which the switch determines, based on
the network status information 1 and the network status information 2, whether the congestion
degree of the switch decreases. For brevity, details are not described herein again.

[00205] If adetermining result of step 719 is yes (that is, the congestion degree of the switch
decreases), the switch may increase the lower ECN threshold in the ECN configuration
information 5, reduce the maximum ECN marking probability, and remain the upper ECN
threshold unchanged. Then, the switch may perform ECN marking on packets by using adjusted
ECN configuration information, continue to obtain corresponding network status information, and
determine, based on the network status information and the network statusinformation 5, whether
the congestion degree of the switch decreases. In other words, if the determining result of step 719
is yes, the switch performs steps similar to step 716 to step 719. To be specific, the switch
determines ECN configuration information 5-1 based on the ECN configuration information 5,
marks packets by using the ECN configuration information 5-1, obtains network statusinformation
5-1, and determines whether the congestion degree of the switch decreases. A determining manner
in which the switch determines the ECN configuration information 5-1 based on the ECN
configuration information 5 is the same as a determining manner in which the switch determines
the ECN configuration information 5 based on the ECN configuration information 4. A specific
determining manner in which the switch determines, based on the network status information 5
and the network status information 5-1, whether the congestion degree of the switch decreasesis
the same as a specific determining manner in which the switch determines, based on the network
status information 4 and the network status information 5, whether the congestion degree of the
switch decreases.

[00206] If adetermining result of step 719 is no (that is, the congestion degree of the switch
does not decrease), the switch may increase the lower ECN threshold in the ECN configuration
information 5, and remain the upper ECN threshold and the maximum ECN marking probability
unchanged. Then, the switch may perform ECN marking on packets by using adjusted ECN
configuration information, continue to obtain corresponding network status information, and
determine, based on the network status information and the network statusinformation 5, whether
the congestion degree of the switch decreases. In other words, if the determining result of step 719
IS no, the switch performs steps similar to step 712 to step 715. To be specific, the switch
determines ECN configuration information 5-2 based on the ECN configuration information 5,
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marks packets by using the ECN configuration information 5-2, obtains network statusinformation
5-2, and determines whether the congestion degree of the switch decreases. A determining manner
in which the switch determines the ECN configuration information 5-2 based on the ECN
configuration information 5 is the same as a determining manner in which the switch determines
the ECN configuration information 4 based on the ECN configuration information 2. A specific
determining manner in which the switch determines, based on the network status information 5
and the network status information 5-2, whether the congestion degree of the switch decreasesis
the same as a specific determining manner in which the switch determines, based on the network
status information 2 and the network status information 4, whether the congestion degree of the
switch decreases.

[00207]  720: The switch determines network configuration information 6 based on the network
configuration information 4.

[00208] For ease of description, in the ECN configuration information 6, an upper ECN
threshold may be denoted as Kmax_6, alower ECN threshold may be denoted as Kmin_6, and a
maximum ECN marking probability may be denoted as Pmax_6.

[00209] The ECN configuration information 4 has the following relationship with the ECN
configuration information 6: Kmax_4=Kmax_6, Kmin_4=Kmin_5, and Pmax_4>Pmax_6.
[00210] In other words, the switch may reduce the maximum ECN marking probability in the
ECN configuration information 4, and remain the lower ECN threshold and the upper ECN
threshold unchanged.

[00211] 721: The switch performs ECN marking on packets by using the ECN configuration
information 6.

[00212] 722: The switch obtains network status information 6.

[00213] The switch performs ECN marking on packets based on the ECN configuration
information 6. Therefore, the network statusinformation 6 is collected in acasein which the switch
performs ECN marking on packets by using the ECN configuration information 6.

[00214] Similar to the network status information 1, the network status information 6 may be
collected after a specific time period after the switch starts to perform ECN marking on packets
by using the ECN configuration information 6. For example, it is assumed that the switch startsto
perform ECN marking on packets by using the ECN configuration information 6 at a moment t6,
and the switch may collect network status information (namely, the network status information 6)
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at amoment t6+T6. From the moment t6 to the moment t6+T6, the switch performs ECN marking
on packets by using the ECN configuration information 6. T6 may be a preset value. In some
embodiments, avalue of T6 may be equal to the value of T4. In some other embodiments, avalue
of T6 may not be equal to the value of T4.

[00215]  723: The switch determines whether the congestion degree of the switch decreases.
[00216] The switch may determine, based on the network status information 4 and the network
status information 6, whether the congestion degree of the switch decreases.

[00217] A specific implementation in which the switch may determine, based on the network
status information 4 and the network status information 6, whether the congestion degree of the
switch decreasesis similar to a specific implementation in which the switch determines, based on
the network status information 1 and the network status information 2, whether the congestion
degree of the switch decreases. For brevity, details are not described herein again.

[00218] If adetermining result of step 723 is yes (that is, the congestion degree of the switch
decreases), the switch may reduce the maximum ECN marking probability in the ECN
configuration information 6, and remain the lower ECN threshold and the upper ECN threshold
unchanged. Then, the switch may perform ECN marking on packets by using adjusted ECN
configuration information, continue to obtain corresponding network status information, and
determine, based on the network status information and the network status information 6, whether
the congestion degree of the switch decreases. In other words, if the determining result of step 723
is yes, the switch performs steps similar to step 720 to step 723. To be specific, the switch
determines ECN configuration information 6-1 based on the ECN configuration information 6,
marks packets by using the ECN configuration information 6-1, obtains network statusinformation
6-1, and determines whether the congestion degree of the switch decreases. A determining manner
in which the switch determines the ECN configuration information 6-1 based on the ECN
configuration information 6 is the same as a determining manner in which the switch determines
the ECN configuration information 6 based on the ECN configuration information 4. A specific
determining manner in which the switch determines, based on the network status information 6
and the network status information 6-1, whether the congestion degree of the switch decreasesis
the same as a specific determining manner in which the switch determines, based on the network
status information 4 and the network status information 6, whether the congestion degree of the
switch decreases.
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[00219] If adetermining result of step 723 is no (that is, the congestion degree of the switch
does not decrease), step 724 is performed.

[00220] 724: The switch determines ECN configuration information 7 based on the ECN
configuration information 6.

[00221] For ease of description, in the ECN configuration information 7, an upper ECN
threshold may be denoted as Kmax_7, alower ECN threshold may be denoted as Kmin_7, and a
maximum ECN marking probability may be denoted as Pmax_7.

[00222] The ECN configuration information 6 has the following relationship with the ECN
configuration information 7: Kmax_6>Kmax_7, Kmin_6=Kmin_7, and Pmax_6=Pmax_7.
[00223] In other words, the switch may reduce the upper ECN threshold in the ECN
configuration information 6, and remain the lower ECN threshold and the maximum ECN marking
probability unchanged.

[00224] 725: The switch performs ECN marking on packets by using the ECN configuration
information 7.

[00225]  726: The switch obtains network status information 7.

[00226] The switch performs ECN marking on packets based on the ECN configuration
information 7. Therefore, the network statusinformation 7 is collected in acasein which the switch
performs ECN marking on packets by using the ECN configuration information 7.

[00227] Similar to the network status information 1, the network status information 7 may be
collected after a specific time period after the switch starts to perform ECN marking on packets
by using the ECN configuration information 7. For example, it is assumed that the switch startsto
perform ECN marking on packets by using the ECN configuration information 7 at a moment t7,
and the switch may collect network status information (namely, the network status information 7)
at amoment t7+T7. From the moment t7 to the moment t7+T7, the switch performs ECN marking
on packets by using the ECN configuration information 7. T7 may be a preset value. In some
embodiments, avalue of T7 may be equal to the value of T6. In some other embodiments, avalue
of T7 may not be equal to the value of T6.

[00228] 727: The switch determines whether the congestion degree of the switch increases.
[00229] The switch may determine, based on the network status information 6 and the network
status information 7, whether the congestion degree of the switch increases.

[00230] A specific implementation in which the switch may determine, based on the network

33



10

15

20

25

30

status information 6 and the network status information 7, whether the congestion degree of the
switch increases is similar to a specific implementation in which the switch determines, based on
the network status information 1 and the network status information 2, whether the congestion
degree of the switch decreases. For brevity, details are not described herein again.

[00231] If adetermining result of step 727 is no (that is, the congestion degree of the switch
does not increase), the switch may reduce the upper ECN threshold in the ECN configuration
information 7, and remain the lower ECN threshold and the maximum ECN marking probability
unchanged. Then, the switch may perform ECN marking on packets by using adjusted ECN
configuration information, continue to obtain corresponding network status information, and
determine, based on the network status information and the network status information 7, whether
the congestion degree of the switch decreases. In other words, if the determining result of step 727
IS no, the switch performs steps similar to step 724 to step 727. To be specific, the switch
determines ECN configuration information 7-1 based on the ECN configuration information 7,
marks packets by using the ECN configuration information 7-1, obtains network statusinformation
7-1, and determines whether the congestion degree of the switch decreases. A determining manner
in which the switch determines the ECN configuration information 7-1 based on the ECN
configuration information 7 is the same as a determining manner in which the switch determines
the ECN configuration information 7 based on the ECN configuration information 6. A specific
determining manner in which the switch determines, based on the network status information 7
and the network status information 7-1, whether the congestion degree of the switch decreasesis
the same as a specific determining manner in which the switch determines, based on the network
status information 6 and the network status information 7, whether the congestion degree of the
switch decreases.

[00232] If adetermining result of step 727 is yes (that is, the congestion degree of the switch
increases), step 728 is performed.

[00233] 728: The switch determines ECN configuration information 8 based on the ECN
configuration information 7.

[00234] For ease of description, in the ECN configuration information 8, an upper ECN
threshold may be denoted as Kmax_8, alower ECN threshold may be denoted as Kmin_8, and a
maximum ECN marking probability may be denoted as Pmax_8.

[00235] The ECN configuration information 7 has the following relationship with the ECN
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configuration information 8: Kmax_7=Kmax_8, Kmin_7>Kmin_8, and Pmax_7=Pmax_8.
[00236] In other words, the switch may reduce the lower ECN threshold in the ECN
configuration information 7, and remain the upper ECN threshold and the maximum ECN marking
probability unchanged.

[00237]  729: The switch performs ECN marking on packets by using the ECN configuration
information 8.

[00238]  730: The switch obtains network status information 8.

[00239] The switch performs ECN marking on packets based on the ECN configuration
information 8. Therefore, the network statusinformation 8iscollected in acasein which the switch
performs ECN marking on packets by using the ECN configuration information 8.

[00240] Similar to the network status information 1, the network status information 8 may be
collected after a specific time period after the switch starts to perform ECN marking on packets
by using the ECN configuration information 8. For example, it is assumed that the switch startsto
perform ECN marking on packets by using the ECN configuration information 8 at a moment t8,
and the switch may collect network status information (namely, the network status information 8)
at amoment t8+T8. From the moment t8 to the moment t8+T8, the switch performs ECN marking
on the packet by using the ECN configuration information 8. T8 may be a preset value. In some
embodiments, avalue of T8 may be equal to the value of T7. In some other embodiments, avalue
of T8 may not be equal to the value of T7.

[00241] 731: The switch determines whether the congestion degree of the switch increases.
[00242] The switch may determine, based on the network status information 7 and the network
status information 8, whether the congestion degree of the switch increases.

[00243] A specific implementation in which the switch may determine, based on the network
status information 7 and the network status information 8, whether the congestion degree of the
switch increases is similar to a specific implementation in which the switch determines, based on
the network status information 1 and the network status information 2, whether the congestion
degree of the switch decreases. For brevity, details are not described herein again.

[00244] If adetermining result of step 731 is no (that is, the congestion degree of the switch
does not increase), the switch may reduce the lower ECN threshold in the ECN configuration
information 8, and remain the upper ECN threshold and the maximum ECN marking probability
unchanged. Then, the switch may perform ECN marking on packets by using adjusted ECN
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configuration information, continue to obtain corresponding network status information, and
determine, based on the network status information and the network status information 8, whether
the congestion degree of the switch decreases. In other words, if the determining result of step 731
is no, the switch performs steps similar to step 728 to step 731. To be specific, the switch
determines ECN configuration information 8-1 based on the ECN configuration information 8,
marks packets by using the ECN configuration information 8-1, obtains network statusinformation
8-1, and determines whether the congestion degree of the switch decreases. A determining manner
in which the switch determines the ECN configuration information 8-1 based on the ECN
configuration information 8 is the same as a determining manner in which the switch determines
the ECN configuration information 8 based on the ECN configuration information 7. A specific
determining manner in which the switch determines, based on the network status information 8
and the network status information 8-1, whether the congestion degree of the switch decreasesis
the same as a specific determining manner in which the switch determines, based on the network
status information 7 and the network status information 8, whether the congestion degree of the
switch decreases.

[00245] If adetermining result of step 731 is yes (that is, the congestion degree of the switch
increases), step 732 is performed.

[00246] 732: The switch determines ECN configuration information 9 based on the ECN
configuration information 8.

[00247] For ease of description, in the ECN configuration information 9, an upper ECN
threshold may be denoted as Kmax_9, alower ECN threshold may be denoted as Kmin_9, and a
maximum ECN marking probability may be denoted as Pmax_9.

[00248] The ECN configuration information 8 has the following relationship with the ECN
configuration information 9: Kmax_8=Kmax_9, Kmin_8=Kmin_9, and Pmax_8<Pmax_9.
[00249]  In other words, the switch may increase the maximum ECN marking probability in the
ECN configuration information 8, and remain the upper ECN threshold and the lower ECN
threshold unchanged.

[00250] 733: The switch performs ECN marking on packets by using the ECN configuration
information 9.

[00251] 734: The switch obtains network status information 9.

[00252] The switch performs ECN marking on packets based on the ECN configuration
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information 9. Therefore, the network statusinformation 9is collected in acasein which the switch
performs ECN marking on packets by using the ECN configuration information 9.

[00253] Similar to the network status information 1, the network status information 9 may be
collected after a specific time period after the switch starts to perform ECN marking on packets
by using the ECN configuration information 9. For example, it is assumed that the switch startsto
perform ECN marking on packets by using the ECN configuration information 9 at a moment t9,
and the switch may collect network status information (namely, the network status information 9)
at amoment t9+T9. From the moment t9 to the moment t9+T9, the switch performs ECN marking
on packets by using the ECN configuration information 9. T9 may be a preset value. In some
embodiments, avalue of T9 may be equal to the value of T8. In some other embodiments, avalue
of T9 may not be equal to the value of T8.

[00254]  735: The switch determines whether the congestion degree of the switch increases.
[00255]  The switch may determine, based on the network status information 8 and the network
status information 9, whether the congestion degree of the switch increases.

[00256] A specific implementation in which the switch may determine, based on the network
status information 8 and the network status information 9, whether the congestion degree of the
switch increases is similar to a specific implementation in which the switch determines, based on
the network status information 1 and the network status information 2, whether the congestion
degree of the switch decreases. For brevity, details are not described herein again.

[00257] If adetermining result of step 735 is no (that is, the congestion degree of the switch
does not increase), the switch may increase the maximum ECN marking probability in the ECN
configuration information 9, and remain the upper ECN threshold and the lower ECN threshold
unchanged. Then, the switch may perform ECN marking on packets by using adjusted ECN
configuration information, continue to obtain corresponding network status information, and
determine, based on the network status information and the network statusinformation 9, whether
the congestion degree of the switch decreases. In other words, if the determining result of step 735
is no, the switch performs steps similar to step 732 to step 735. To be specific, the switch
determines ECN configuration information 9-1 based on the ECN configuration information 9,
marks packets by using the ECN configuration information 9-1, obtains network statusinformation
9-1, and determines whether the congestion degree of the switch decreases. A determining manner
in which the switch determines the ECN configuration information 9-1 based on the ECN
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configuration information 9 is the same as a determining manner in which the switch determines
the ECN configuration information 9 based on the ECN configuration information 8. A specific
determining manner in which the switch determines, based on the network status information 9
and the network status information 9-1, whether the congestion degree of the switch decreasesis
the same as a specific determining manner in which the switch determines, based on the network
status information 8 and the network status information 9, whether the congestion degree of the
switch decreases.

[00258] If adetermining result of step 735 is yes (that is, the congestion degree of the switch
increases), it may be determined that a quantity of ECN marked packets in the network status
information 9 is less than the preset threshold. If the quantity of ECN marked packets in the
network status information 9 is less than the preset threshold, the switch may continue to perform
ECN marking on packets by using the ECN configuration information 9. If the quantity of ECN
marked packets in the network statusinformation 9 is greater than or equal to the preset threshold,
the switch may increase the upper ECN threshold in the ECN configuration information 9, and
remain the lower ECN threshold and the maximum ECN marking probability unchanged. Then,
the switch may perform ECN marking on packets by using adjusted ECN configuration
information, continue to obtain corresponding network status information, and determine, based
on the network status information and the network status information 9, whether the congestion
degree of the switch decreases. In other words, if the determining result of step 735 is yes, the
switch performs a step similar to step 703. The switch may continue to determine ECN
configuration information with reference to step 703.

[00259] After theforegoing steps, the ECN configuration information determined by the switch
may finally converge at the ECN configuration information 9, and the ECN configuration
information adjustment procedure ends. If the ECN configuration information does not converge
at the ECN configuration information 9, the switch may repeat the method shown in FIG. 7A, FIG.
7B, and FIG. 7C until the ECN configuration information finally converges, and the ECN
configuration information adjustment procedure ends. In other words, in this case, the ECN
configuration information in step 701 is ECN configuration information 9 obtained in a previous
adjustment procedure.

[00260] If step 701 is performed for the first time, that is, the ECN configuration information
in step 701 is not ECN configuration information 9 obtained in a previous adjustment procedure,
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the ECN configuration information 1 may be referred to asinitial ECN configuration information.
Theinitial ECN configuration information may be a preset value.

[00261] Inaprocedure shown in FIG. 7A, FIG. 7B, and FIG. 7C, the upper ECN threshold in
the ECN configuration information is increased for a plurality of times. For example, in step 704,
the switch obtains the ECN configuration information 2 by increasing the upper ECN threshold in
the ECN configuration information 1. In step 708, the switch obtains the ECN configuration
information 3 by increasing the upper ECN threshold in the ECN configuration information 2. For
ease of description, in the following, it is assumed that Kmax_1, Kmax_2, and Kmax_3 have the

following rel ationships:
Kmax_2=Kmax_1+A,, , and
Kmax_3=Kmax_2+A,,.
[00262] In other words, the upper ECN threshold in the ECN configuration information 1

increasesby A,,, to obtain the upper ECN threshold in the ECN configuration information 2, and
the upper ECN threshold in the ECN configuration information 2 increasesby A, to obtain the

upper ECN threshold in the ECN configuration information 3, where A, and A,; are numbers

greater than O.

[00263] Optionally, in some embodiments, the upper ECN threshold increases by apreset value,
and increases by a same level each time. In other words, A, isequal to A,.

[00264] Optionaly, in some other embodiments, the upper ECN threshold increases by a preset
value, and increases by different levels each time. In other words, A, isnotequal to A,.
[00265] Optionally, in some other embodiments, the upper ECN threshold increases by a preset

proportion, and increases by a same proportion each time. For example, A,,=Kmax_1xk%, and

A =Kmax_2x k%, where k is anumber greater than O.
[00266] Optionally, in some other embodiments, the upper ECN threshold increases by a preset

proportion, and increases by different proportions each time. For example, A,,=Kmax_1xk;%,

and A,=Kmax_2xk,% , wherek; and k, are numbers greater than 0, and ks is not equal to ko.

[00267] Similarly, in the procedure shown in FIG. 7A, FIG. 7B, and FIG. 7C, the upper ECN
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threshold in the ECN configuration information also decreases for a plurality of times, and a
manner of reducing the upper ECN threshold each time may be similar to a manner of increasing
the upper ECN threshold. For example, the upper ECN threshold decreases by a same level, by
different levels, by a same proportion, or by different proportions each time.

[00268] The reference ECN configuration information is finally converged ECN configuration
information. For example, if the ECN configuration information converges at the ECN
configuration information 9, the ECN configuration information 9 is the reference ECN
configuration information.

[00269] It may be understood that, in a process of determining the reference configuration
information based on the network status information, the switch may mark packets by using the
ECN configuration information determined in the heuristic learning procedure.

[00270] As described above, the switch may send the network status information and the
reference ECN configuration information to anetwork analysis device, so that the network analysis
device determines model update information.

[00271] By using the heuristic learning procedurein FIG. 7A, FIG. 7B, and FIG. 7C, the switch
may send the network status information and the corresponding ECN configuration information
that are determined in the heuristic learning procedure to the network analysisdevice. For example,
it is assumed that in a process of using the method shown in FIG. 7A, FIG. 7B, and FIG. 7C, the
switch may determine the ECN configuration information 1, the ECN configuration information
2, the ECN configuration information 4, the ECN configuration information 6, the ECN
configuration information 7, the ECN configuration information 8, and the ECN configuration
information 9 (it is assumed that the heuristic learning procedure finally converges at the ECN
configuration information 9), and send the ECN configuration information and the network status

information that are shown in Table 1 to the network analysis device.

Tablel
ECN configuration information 1 Network status information 1
ECN configuration information 2 Network status information 2
ECN configuration information 4 Network status information 4
ECN configuration information 6 Network status information 6
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ECN configuration information 7 Network status information 7

ECN configuration information 8 Network status information 8

ECN configuration information 9 Network status information 9

[00272] With reference to FIG. 8, the following describes how the network analysis device
determines the model update information based on the ECN configuration information and the
network status information from the switch.

[00273] FIG. 8isaschematic flowchart of amodel update method according to an embodiment
of this application.

[00274] 801: A network analysis device receives P pieces of network status information and P
pieces of ECN configuration information from a switch.

[00275]  Optionally, in some embodiments, for the data center network shown in FIG. 2 or FIG.
3, the network analysis device may be deployed in one of switches at an upper layer of a switch
connected to a server. In other words, for the data center network shown in FIG. 2, the network
analysis device may be deployed in a switch at the aggregation layer. For the data center network
shown in FIG. 3, the network analysis device may be deployed in a switch at the spine layer. For
the data center network shown in FIG. 4, the network analysis device may be deployed in one
switch.

[00276] Optiondly, in some other embodiments, the network analysis device may be an
independent device, the device is connected to a plurality of switches, and the switch is connected
to aserver.

[00277]  Optionally, in some other embodiments, the network analysis device may be deployed
in one of aplurality of switches connected to a server.

[00278] ThePpiecesof network statusinformation arein a one-to-one correspondence with the
P pieces of ECN configuration information, and P is a positive integer greater than or equal to 2.
That the network status information isin aone-to-one correspondence with the ECN configuration
information means that the network status information is obtained in a process in which the switch
performs ECN marking on packets by using the corresponding ECN configuration information.
For example, p" network status information in the P pieces of network status information is
obtained in a process in which the switch marks packets by using p" ECN configuration
information in the P pieces of ECN configuration information, where p=1, ..., or P.
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[00279] 802: The network analysis device determines, based on the P pieces of network status
information and the P pieces of ECN configuration information, model update information used
to update an ECN optimization model.

[00280] 803: The network anaysis device sends the model update information to the switch.
[00281] For ease of description, the following refers to the ECN optimization model that has
not been updated as a first ECN optimization model, and an updated optimization model as a
second ECN optimization model.

[00282] Optiondly, in some embodiments, the model update information may be a parameter
of the second ECN optimization model. In other words, after determining the updated ECN
optimization model (namely, the second ECN optimization model), the network analysis device
directly sends the second ECN optimization model to the switch. In this case, the switch may
directly use the model update information as the parameter of the ECN optimization model. In the
foregoing technical solution, because the switch may directly use the model update information as
the parameter of the ECN optimization model, load of the switch can be reduced, and the ECN
optimization model can be quickly switched to the second ECN optimization model.

[00283] Optiondly, in some other embodiments, the model update information may be
parameters of the second ECN optimization model that are different from those of the first ECN
optimization model. In other words, after determining the second ECN optimization model, the
network analysis device determines the parameters of the second ECN optimization model that are
different from those of the first ECN optimization model, and sends the different parametersto the
switch. In this case, the switch may update the first ECN optimization model based on the
parameters in the model update information, to obtain the second ECN optimization model. This
may reduce a size of the information sent by the network analysis device to the switch, and reduce
network load.

[00284] Optionally, in some other embodiments, the model update information may directly be
determined based on the P pieces of ECN configuration information and the P pieces of network
status information. In other words, the network analysis device may not need to determine the
second ECN optimization model first, and directly determine the model update information based
on the P pieces of ECN configuration information and the P pieces of network status information.
[00285] The ECN optimization model is determined through machine learning. More
specifically, the ECN optimization model is determined through supervised learning (supervised
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learning). Training data used for supervised learning may include a plurality of training parameter
groups, and each of the plurality of training parameter groups includes [parameter, label]. A
parameter in the training parameter group used to train the ECN optimization model may be the
network status information, and a corresponding label is the ECN configuration information
corresponding to the network status information.

[00286] A machine learning algorithm used to determine the ECN optimization model and/or
the model update information may be any one of a decision tree (decision tree, DT), a random
forest (random forest, RF), logistic regression (logistic regression, LR), a support vector machine
(support vector machine, SVM), a convolutional neural network (convolutional neura network,
CNN), arecurrent neural network (recurrent neural network, RNN), and the like.

[00287] For ease of description, the following assumes that the first ECN optimization model
is determined based on afirst training parameter group set. The first training parameter group set
includes K training parameter groups. Each of the K training parameter groups includes one piece
of network status information that is used as a parameter and one piece of ECN configuration
information that is used as a parameter, and the ECN configuration information correspondsto the
network status information.

[00288] Optionally, in some embodiments, the network analysis device may not process the P
pieces of network status information and the P pieces of ECN configuration information, and
directly use the P pieces of network status information and the P pieces of ECN configuration
information as atraining parameter group, to determine the model update information.

[00289] Optionally, in some embodiments, the switch may determine each of the P pieces of
network status information and corresponding ECN configuration information in the P pieces of
ECN configuration information as a training parameter group. In other words, the P pieces of
network status information and the P pieces of ECN configuration information form P training
parameter groups in total. The switch may send the determined P training parameter groups to the
network analysis device. In other words, label marking may be implemented by the switch. The P
pieces of network status information and the P pieces of ECN configuration information are sent
to the switch in amanner of the P training parameter groups.

[00290] Optionally, in some other embodiments, label marking may be implemented by the
network analysis device. In other words, the switch may directly send the P pieces of network
status information and the P pieces of ECN configuration information to the network analysis
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device. The network analysis device determines each of the P pieces of network statusinformation
and corresponding ECN configuration information in the P pieces of ECN configuration
information as atraining parameter group.

[00291] Optiondly, in some other embodiments, the network analysis device may determine Q
ECN configuration information groups based on the P pieces of ECN configuration information,
where ag™ ECN configuration information group in the Q ECN configuration information groups
includes Nq pieces of ECN configuration information in the P pieces of ECN configuration
information, sampling moments corresponding to the Nq pieces of ECN configuration information
are consecutive, the Nq pieces of ECN configuration information converge at ECN configuration
information g, g=1, ..., or Q, Nq isapositive integer greater than or equal to 2, and a sum from N1
toNgisP.

[00292] The sampling moment corresponding to the ECN configuration information is a
moment at which the network status information corresponding to the ECN configuration
information is obtained. For example, in the learning procedure shown in FIG. 7A, FIG. 7B, and
FIG. 7C, a sampling moment corresponding to the ECN configuration information is t1+T1, and
a sampling moment corresponding to the ECN configuration information 2 ist2+T2. Other cases
can be deduced by analogy.

[00293] Inthe heuristic learning procedure shown in FIG. 7A, FIG. 7B, and FIG. 7C, the ECN
configuration information needs to be adjusted for a plurality of times to converge. A network
status of the switch isalso stable in a specific time period. Therefore, in a specific time period, the
switch may perform ECN marking by using the ECN configuration information converged in the
heuristic learning procedure. However, if the network status of the switch changes, the switch may
need to start a new heuristic learning procedure, and the ECN configuration information may
converge at another result.

[00294] FIG. 9 is a schematic diagram of a convergence process of four heuristic learning
procedures. As shown in FIG. 9, afirst heuristic learning procedure in the four heuristic learning
procedures finally converges at ECN configuration information a, a second heuristic learning
procedure finally converges at ECN configuration information b, a third heuristic learning
procedure finally converges at ECN configuration information ¢, and a fourth heuristic learning
procedure finally converges at ECN configuration information d.

[00295] The network analysis device may determine the Q ECN configuration information
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groups by determining a switching moment shown in FIG. 9.

[00296] The P pieces of ECN configuration information are in a one-to-one correspondence
with P consecutive sampling moments. In this embodiment of this application, in the P consecutive
sampling moments, the sampling moments corresponding to the Nq pieces of ECN configuration
information are consecutive, and two consecutive sampling moments mean that there is a time
sequence between two or more sampling moments. The P consecutive sampling moments are used
as an example. A p™" sampling moment in the P consecutive sampling moments is after a (p'—1)™"
sampling moment, and is before a (p'+1)"" sampling moment, where p' is any positive integer
greater than or equal to 2 and less than or equal to P-1.

[00297] Thenetwork analysisdevice may determine, based on two pieces of ECN configuration
information in the P pieces of ECN configuration information, whether a second sampling moment
in two consecutive sampling moments is a switching moment, where a first piece of ECN
configuration information in the two pieces of ECN configuration information corresponds to a
first sampling moment in the two consecutive sampling moments, and a second piece of ECN
configuration information corresponds to the second sampling moment. If the second sampling
moment is not the switching moment, the two pieces of ECN configuration information belong to
asame ECN configuration information group; or if the second sampling moment is the switching
moment, the two pieces of ECN configuration information separately belong to two ECN
configuration information groups.

[00298] Optionaly, in some embodiments, that the network analysis device determines, based
on two pieces of ECN configuration information in the P pieces of ECN configuration information,
whether a second sampling moment in two consecutive sampling moments is a switching moment

includes:
if |Param(t) — Param(t— 1)| x Sign(t—t,—T) > mean(Param _S) + exstd(Param_S) ,

determining that the second sampling moment is the switching moment; otherwise

determining that the second sampling moment is not the switching moment, where

T ispreset duration, Param(t) indicatesthefirst piece of ECN configuration information,
Param(t—1) indicates the second piece of ECN configuration information, to indicates a previous
switching moment (aninitial value of to is0), Param_Sindicates a sequence of ECN configuration
information from the previous switching moment to the second sampling moment, Sign indicates

asign function, mean indicates a mean function, std indicates a standard deviation function, and e
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indicates a scaling factor. A value of the scaling factor may be 1.5, 2, or 3.

[00299] Optiondly, in some other embodiments, the network analysis device may determine
whether a difference between the two pieces of ECN configuration information exceeds a preset
range; and if the difference exceeds the preset range, determine that the second sampling moment
is the switching moment; or if the difference does not exceed the preset range, determine that the
second sampling moment is not the switching moment.

[00300] For example, it is assumed that an upper ECN threshold, alower ECN threshold, and a
maximum ECN marking probability in the first piece of ECN configuration information are
respectively Kmax_a, Kmin_a, and Pmax_a, and an upper ECN threshold, alower ECN threshold,
and a maximum ECN marking probability in the second piece of ECN configuration information
are respectively Kmax_b, Kmin_b, and Pmax_b.

[00301] If an absolute value of a difference between Kmax_a and Kmax_b is greater than a
preset threshold a, an absolute value of a difference between Kmin_aand Kmin_b is greater than
apreset threshold b, and an absolute value of adifference between Pmax_aand Pmax_b is greater
than a preset threshold c, the second sampling moment may be used as the switching moment;
otherwise, it is determined that the second sampling moment is not the switching moment.
[00302] The foregoing process of determining the switching moment may be referred to as
sample data time dlicing. The network analysis device may obtain the Q ECN configuration
information groups through sample data time dlicing. Each of the Q ECN configuration
information groups includes network status information in a same heuristic learning procedure. In
other words, the Q ECN configuration information groups separately correspond to Q heuristic
learning procedures.

[00303] For example, it is assumed that seven pieces of network status information shown in
Table 1 belong to a first heuristic learning procedure shown in FIG. 9. In this case, the ECN
configuration information group corresponding to the first heuristic learning procedure includes
seven pieces of network status information shown in Table 1. In addition, as described above, the
heuristic learning procedure corresponding to Table 1 finally converges at the ECN configuration
information 9. Therefore, the ECN configuration information included in the ECN configuration
information group isthe ECN configuration information 9. In other words, the ECN configuration
information a shown in FIG. 9isthe ECN configuration information 9.

[00304] A process before the heuristic learning procedure converges may be referred to as a
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search process. In the foregoing technical solution, the network analysis device may replace the
ECN configuration information corresponding to the network status information in the search
process with the finally converged ECN configuration information. Compared with the ECN
configuration information in the search process, the converged ECN configuration information is
more suitable for a current scenario. Therefore, the converged ECN configuration information is
used as a label, to improve quality of the training parameter group. The foregoing process of
updating the label of the network status information in the search process from the ECN
configuration information corresponding to the network status information to the converged ECN
configuration information may be referred to as sample data label correction.

[00305] Thenetwork statusinformation and the ECN configuration information shown in Table
1 are further used as an example. As described above, the ECN configuration information shown
in Table 1 finally converges at the ECN configuration information 9. Therefore, a training

parameter group obtained through sample data label correction is shown in Table 2.

Table 2
ECN configuration information 1 Network status information 9
ECN configuration information 2 Network status information 9
ECN configuration information 4 Network status information 9
ECN configuration information 6 Network status information 9
ECN configuration information 7 Network status information 9
ECN configuration information 8 Network status information 9
ECN configuration information 9 Network status information 9

[00306] Eachrow showninTable 2indicates onetraining parameter group. Table 2 shows seven
training parameter groups in total, and labels of the seven training parameter groups are the
network status information 9.

[00307] After sample data label correction, the network anaysis device may further store a
corrected training parameter group, and determine the model update information based on the
corrected training parameter group.

[00308] It may be understood that FIG. 8 only shows a process in which the network analysis
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device updates the ECN optimization model based on the network status information and the ECN
configuration information from one switch. In someimplementations, the network analysis device
may receive network status information and ECN configuration information from a plurality of
switches, and determine model update information based on the network status information and
the ECN configuration information from the plurality of switches.

[00309] FIG. 10isaschematic flowchart of a network congestion handling method according
to an embodiment of this application.

[00310] 1001: A switch obtains network status information.

[00311] 1002: The switch determines, based on the network status information and an ECN
optimization model, a reference probability corresponding to recommended ECN configuration
information.

[00312] 1003:. The switch determines whether the recommended ECN configuration
information is available.

[00313] If the recommended ECN configuration information is available, step 1004 is
performed.

[00314] If the recommended ECN configuration information is not available, step 1005 is
performed.

[00315] 1004: The switch performs ECN marking on packets by using the recommended ECN
configuration information.

[00316] After performing step 1004, the switch continues to perform step 1001, and enters a
next cycle of iteration.

[00317] 1005: The switch determines destination ECN configuration information based on a
heuristic learning procedure.

[00318] 1006: The switch performs ECN marking on packets by using the destination ECN
configuration information.

[00319] After performing step 1006, the switch continues to perform step 1001, and enters a
next cycle of iteration.

[00320] Inaddition, the switch may further perform the following stepsin the heuristic learning
procedure.

[00321] 1007: The switch collects the network status information obtained in the heuristic
learning procedure.
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[00322] 1008: The switch marks the network status information by using corresponding ECN
configuration information, to obtain at least one training parameter group.

[00323] 1009: The switch sendsthe at |east one training parameter group to a network analysis
device.

[00324] After receiving the at least one training parameter group, the network analysis device
may perform the following steps:

[00325] 1010: The network analysis device aggregates training parameter groups sent by a
pluraity of switches.

[00326] 1011: The network analysis device performs sample data time slicing.

[00327] 1012: The network analysis device performs sample data label correction.

[00328] 1013: The network analysis device stores corrected training parameter groups.

[00329] 1014: The network analysis device performs update training on the ECN optimization
model, to obtain model update information.

[00330] 1015: The network analysis device sends the model update information to the switch.
Correspondingly, the switch receives the model update information from the network analysis
device. The switch updates the ECN optimization model by using the model update information.
In anext cycle of iteration, the switch determines recommended ECN configuration information
and areference probability based on an updated ECN optimization model.

[00331] For specific implementations of stepsin FIG. 10, refer to methodsin FIG. 6 to FIG. 8.
For brevity, details are not described herein again.

[00332] FIG. 5to FIG. 10 describe the technical solutions of this application by using a switch
supporting an ECN technology as an example. It may be understood that the technical solutionsin
the embodiments of this application may be applied to another type of network device that can
perform flow control by using the ECN technology, for example, a server.

[00333] FIG. 11isaschematic block diagram of astructure of an el ectronic apparatus according
to an embodiment of this application. As shown in FIG. 11, an electronic apparatus 1120 includes
a processing unit 1101 and a transceiver unit 1102. The electronic apparatus 1120 may perform
steps performed by the switch in the method shown in FIG. 6 or FIG. 7A, FIG. 7B, and FIG. 7C,
or the method shown in FIG. 8 or FIG. 10. The electronic apparatus 1120 may be a network device
(for example, aswitch), or may be a chip.

[00334] The processing unit 1101 is configured to obtain network status information.
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[00335] The processing unit 1101 is further configured to determine, based on the network
status information and an explicit congestion notification ECN optimization model, a reference
probability corresponding to recommended ECN configuration information.

[00336] The processing unit 1101 is further configured to determine destination ECN
configuration information based on the reference probability.

[00337] The processing unit 1101 isfurther configured to perform ECN marking on packets by
using the destination ECN configuration information.

[00338] Thetransceiver unit 1102 is configured to send the packet.

[00339] Optionally, the processing unit 1101 is specifically configured to: determine whether
therecommended ECN configuration information istrustworthy based on the reference probability;
and if the recommended ECN configuration information is trustworthy, determine that the
recommended ECN configuration information is the destination ECN configuration information;
or if the recommended ECN configuration information is not trustworthy, determine that reference
ECN configuration information is the destination ECN configuration information.

[00340] Optionally, the processing unit 1101 is further configured to determine the reference
ECN configuration information based on the network status information.

[00341] Optionally, the transceiver unit 1102 is further configured to: send the network status
information and the reference ECN configuration information to a network analysis device, and
receive model update information from the network analysis device. The processing unit 1101 is
further configured to update the ECN optimization model based on the model update information.
[00342] Optionally, the reference probability includes M probability values, and M isapositive
integer greater than or equal to 2. The processing unit 1101 is specifically configured to: determine
whether atarget probability valueinthe M probability valuesisgreater than afirst preset threshold,
where thetarget probability value isamaximum vauein the M probability values; and if the target
probability value is greater than or equa to the first preset threshold, determine that the
recommended ECN configuration information is trustworthy; or if the target probability valueis
less than the first preset threshold, determine that the recommended ECN configuration
information is not trustworthy.

[00343] Optionally, the reference probability includes M probability values, and the processing
unit 1101 is specifically configured to: determine whether afluctuation coefficient of maximum N
probability values in the M probability values is greater than a second preset threshold, where N
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isapositive integer greater than or equal to 2 and lessthan M, and M is a positive integer greater
than N; and if the fluctuation coefficient of the N probability valuesis greater than or equal to the
second preset threshold, determine that the recommended ECN configuration information is
trustworthy; or if the fluctuation coefficient of the N probability values is less than the second
preset threshold, determine that the recommended ECN configuration information is not
trustworthy. The fluctuation coefficient of the N probability values is determined according to the
following formula:

_ Sd(Ry)

=—— where
mean ( I:)topN )

N

Pn indicates the fluctuation coefficient of the N probability values, Piopn indicates the
N probability values, mean indicates a mean function, and std indicates a standard deviation
function.
[00344] Optionally, the network status information includes network traffic information and
network congestion information, the network traffic information is used to indicate traffic of the
el ectronic apparatus, and the network congestion information is used to indi cate acongestion status
of the electronic apparatus.
[00345] If the electronic apparatus 1120 is a network device, the transceiver unit 1102 may be
atransceiver unit of the network device, and the processing unit 1101 may be a processing unit of
the network device. Thetransceiver unit 1102 may also bereferred to asatransceiver, atransceiver,
atransceiver apparatus, or thelike. The processing unit 1101 may also bereferred to as a processor,
a processing board, a processing module, a processing apparatus, or the like. Optionaly, a
component that is in the transceiver unit 1102 and that is configured to implement a receiving
function may be considered as a receiving unit, and a component that is in the transceiver unit
1102 and that is configured to implement a sending function may be considered as a sending unit.
In other words, the transceiver unit 1102 includes a receiving unit and a sending unit. The
transceiver unit may also be sometimes referred to as a transceiver, a transceiver, a transceiver
circuit, or the like. The receiving unit may also be sometimes referred to as areceiver, areceive,
areceiving circuit, or the like. The sending unit may also be sometimesreferred to asatransmitter,
atransmitter, atransmitter circuit, or the like.
[00346] If the electronic apparatus 1120 is a chip, the transceiver unit 1102 may be an
input/output circuit or acommunication interface, and the processing unit 1101 may be a processor
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or acircuit integrated on the chip.

[00347] It should be understood that FIG. 9 is merely an example rather than a limitation, and
the network device including the transceiver unit 1101 and the processing unit 1102 may not
depend on the structure shown in FIG. 9.

[00348] For specific functions of the transceiver unit 1102 and the processing unit 1101, refer
to methods shown in FIG. 6 to FIG. 8.

[00349] FIG. 12 is a schematic block diagram of a structure of another electronic apparatus
according to an embodiment of this application. Asshown in FIG. 10, an electronic apparatus 1200
includes a processing unit 1201 and a transceiver unit 1202. The electronic apparatus 1200 may
perform steps performed by the second switch in the method shown in FIG. 7A, FIG. 7B, and FIG.
7C. The electronic apparatus 1200 may be a network device (for example, a switch), or may be a
chip.

[00350] The transceiver unit 1202 is configured to receive P pieces of network status
information and P pieces of ECN configuration information from a network device, where the P
pieces of network statusinformation are in a one-to-one correspondence with the P pieces of ECN
configuration information, and P is a positive integer greater than or equal to 2.

[00351] The processing unit 1201 is configured to determine, based on the P pieces of network
status information and the P pieces of ECN configuration information, model update information
used to update an ECN optimization model.

[00352] The transceiver unit 1202 is further configured to send the model update information
to the network device.

[00353] Optionaly, the processing unit 1201 is specificaly configured to: determine Q ECN
configuration information groups based on the P pieces of ECN configuration information, where
a " ECN configuration information group in the Q ECN configuration information groups
includes Nq pieces of ECN configuration information in the P pieces of ECN configuration
information, sampling moments corresponding to the Nq pieces of ECN configuration information
are consecutive, the Nq pieces of ECN configuration information converge at ECN configuration
information g, g=1, ..., or Q, Nq isapositive integer greater than or equal to 2, and a sum from N1
to Nq is P; determine Q training parameter groups, where a g training parameter group in the Q
training parameter groups includes Nq pieces of network status information and the ECN
configuration information g, and the Nq pieces of network status information are in a one-to-one

52



10

15

20

25

30

correspondence with the Nqg pieces of ECN configuration information; and determine the model
update information based on the Q training parameter groups.

[00354] Optionally, the P pieces of ECN configuration information are in a one-to-one
correspondence with P consecutive sampling moments, and the processing unit 1201 is specifically
configured to: determine, based on two pieces of ECN configuration information in the P pieces
of ECN configuration information, whether a second sampling moment in two consecutive
sampling moments is a switching moment, where a first piece of ECN configuration information
in the two pieces of ECN configuration information corresponds to afirst sampling moment in the
two consecutive sampling moments, and a second piece of ECN configuration information
corresponds to the second sampling moment; and if the second sampling moment is not the
switching moment, determine that the two pieces of ECN configuration information belong to a
same ECN configuration information group; or if the second sampling moment is the switching
moment, determine that the two pieces of ECN configuration information separately belong to two
ECN configuration information groups.

[00355] Optionally, the processing unit 1201 is specifically configured to: if

|Param(t) —Param(t— 1)| xSign(t-t,—T) > mean(Param_S) + exstd(Param_S), determine

that the second sampling moment is the switching moment; otherwise determine that the second
sampling moment is not the switching moment, where T is preset duration, Param(t) indicates the
first piece of ECN configuration information, Param(t—1) indicates the second piece of ECN
configuration information, to indicates a previous switching moment, Param_S indicates a
sequence of ECN configuration information from the previous switching moment to the second
sampling moment, Sign indicates a sign function, mean indicates a mean function, std indicates a
standard deviation function, and e indicates a scaling factor.

[00356] If the electronic apparatus 1200 is a network analysis device, the transceiver unit 1202
may be atransceiver unit of the network analysis device, and the processing unit 1201 may be a
processing unit of the network analysis device. The transceiver unit 1202 may also be referred to
as atransceiver, atransceiver, atransceiver apparatus, or the like. The processing unit 1201 may
also bereferred to as a processor, aprocessing board, aprocessing module, a processing apparatus,
or the like. Optionally, a component that is in the transceiver unit 1202 and that is configured to
implement a receiving function may be considered as a receiving unit, and a component that isin

thetransceiver unit 1202 and that is configured to implement asending function may be considered
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as asending unit. In other words, the transceiver unit 1202 includes areceiving unit and asending
unit. The transceiver unit may also be sometimes referred to as a transceiver, a transceiver, a
transceiver circuit, or the like. The receiving unit may also be sometimes referred to as areceiver,
areceiver, areceiving circuit, or the like. The sending unit may also be sometimesreferred to asa
transmitter, atransmitter, a transmitter circuit, or the like.

[00357] If the €electronic apparatus 1200 is a chip, the transceiver unit 1202 may be an
input/output circuit or acommunication interface, and the processing unit 1201 may be a processor
or acircuit integrated on the chip.

[00358] It should be understood that FIG. 10 is merely an example rather than alimitation, and
the network analysis device including the transceiver unit 1201 and the processing unit 1202 may
not depend on the structure shown in FIG. 10.

[00359] For specific functions of the transceiver unit 1202 and the processing unit 1201, refer
to the method shown in FIG. 7A, FIG. 7B, and FIG. 7C.

[00360] An embodiment of this application further provides a processing apparatus, including
a processor and an interface. The processor may be configured to perform the method in the
foregoing method embodiment.

[00361] It should be understood that the processing apparatus may be a chip. For example, the
processing apparatus may be a field programmable gate array (field programmable gate array,
FPGA), an application-specific integrated circuit (application-specific integrated circuit, ASIC), a
system on chip (system on chip, SoC), a central processing unit (central processing unit, CPU), a
network processor (network processor, NP), a digital signa processing circuit (digital signal
processor, DSP), a microcontroller (microcontroller unit, MCU), a programmable controller
(programmable logic device, PLD), another programmable logic device, a discrete gate or a
transistor logic device, a discrete hardware component, or another integrated chip.

[00362] In an implementation process, the steps of the foregoing methods may be completed
by using a hardware integrated logic circuit, an instruction in aform of software, or program code
in the processor. The steps of the methods disclosed with reference to the embodiments of this
application may be directly performed and completed by a hardware processor, or may be
performed and completed by using a combination of hardware and software modules in the
processor. The software module may be located in a mature storage medium in the art, such as a
random access memory, aflash memory, aread-only memory, a programmable read-only memory,
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an electrically erasable programmable memory, or aregister. The storage medium islocated in the
memory, and the processor reads information in the memory and completes the steps in the
foregoing methods in combination with hardware of the processor. To avoid repetition, details are
not described herein again.

[00363] It should be noted that the processor in the embodiments of this application may be an
integrated circuit chip, and has a signal processing capability. In an implementation process, the
steps of the foregoing method embodiments may be completed by using a hardware integrated
logic circuit, an instruction in a form of software, or program code in the processor. A general-
purpose processor may be a microprocessor, or the processor may be any conventional processor
or the like. The steps of the methods disclosed with reference to the embodiments of this
application may be directly performed and completed by a hardware decoding processor, or may
be performed and completed by using a combination of hardware and software modules in the
decoding processor. The software module may be located in a mature storage medium in the art,
such as arandom access memory, aflash memory, aread-only memory, aprogrammabl e read-only
memory, an electrically erasable programmable memory, or a register. The storage medium is
located in the memory, and the processor reads information in the memory and completes the steps
in the foregoing methods in combination with hardware of the processor.

[00364] It may be understood that the memory in this embodiment of this application may be a
volatile memory or anonvolatile memory, or may include both avolatile memory and anonvolatile
memory. The nonvolatile memory may be a read-only memory (read-only memory, ROM), a
programmabl e read-only memory (programmable ROM, PROM), an erasable programmabl e read-
only memory (erasable PROM, EPROM), an electrically erasable programmable read-only
memory (electricaly EPROM, EEPROM), or a flash memory. The volatile memory may be a
random access memory (random access memory, RAM), used as an external cache. By way of
example but not limitative description, many forms of RAMs may be used, for example, a static
random access memory (static RAM, SRAM), adynamic random access memory (dynamic RAM,
DRAM), a synchronous dynamic random access memory (synchronous DRAM, SDRAM), a
double data rate synchronous dynamic random access memory (double data rate SDRAM, DDR
SDRAM), an enhanced synchronous dynamic random access memory (enhanced SDRAM,
ESDRAM), a synchlink dynamic random access memory (synchlink DRAM, SLDRAM), and a
direct rambus random access memory (direct rambus RAM, DR RAM). It should be noted that the
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memories in the systems and methods described in this specification include but are not limited to
these memories and any memory of another suitable type.

[00365] According to the method provided in the embodiments of this application, this
application further provides acomputer program product. The computer program product includes
computer program code. When the computer program code is run on a computer, the computer is
enabled to perform the method in any one of embodiments shownin FIG. 5to FIG. 8 and FIG. 10.
[00366] According to the method provided in the embodiments of this application, this
application further provides a computer-readable medium. The computer-readable medium stores
program code. When the program code is run on a computer, the computer is enabled to perform
the method in any one of embodiments shown in FIG. 5to FIG. 8 and FIG. 10.

[00367] According to the method provided in the embodiments of this application, this
application further provides a system, including the foregoing network analysis device and one or
more network devices.

[00368] A person of ordinary skill in the art may be aware that, in combination with the
examples described in the embodiments disclosed in this specification, units and algorithm steps
may be implemented by electronic hardware or a combination of computer software and electronic
hardware. Whether the functions are performed by hardware or software depends on particular
applications and design constraints of the technical solutions. A person skilled in the art may use
different methods to implement the described functions for each particular application, but it
should not be considered that the implementation goes beyond the scope of this application.
[00369] It may be clearly understood by a person skilled in the art that, for the purpose of
convenient and brief description, for adetailed working process of the foregoing system, apparatus,
and unit, refer to a corresponding process in the foregoing method embodiments. Details are not
described herein again.

[00370] In the severa embodiments provided in this application, it should be understood that
the disclosed system, apparatus, and method may be implemented in another manner. For example,
the described apparatus embodiments are merely examples. For example, division into units is
merely logical function division and may be other division during actual implementation. For
example, a plurality of units or components may be combined or integrated into another system,
or some features may be ignored or not performed. In addition, the displayed or discussed mutual
couplings or direct couplings or communication connections may be implemented through some
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interfaces. Theindirect couplings or communication connections between the apparatuses or units
may be implemented in electrical, mechanical, or another form.

[00371] The units described as separate parts may or may not be physically separate, and parts
displayed as units may or may not be physical units, and may be located in one position, or may
be distributed on a plurality of network units. Some or al of the units may be selected based on
actual requirements to achieve objectives of the solutions of the embodiments.

[00372] In addition, functiona units in the embodiments of this application may be integrated
into one processing unit, or each of the units may exist alone physically, or two or more units may
be integrated into one unit.

[00373] When the functions are implemented in a form of a software functional unit and sold
or used as an independent product, the functions may be stored in a computer-readable storage
medium. Based on such an understanding, the technical solutions of this application essentially, or
the part contributing to the current technology, or some of the technical solutions may be
implemented in the form of a software product. The computer software product is stored in a
storage medium and includes several instructions or program code for instructing a computer
device (which may be a personal computer, a server, or a network device) to perform all or some
of the steps of the methods described in the embodiments of this application. The foregoing storage
medium includes: various media that can store program code, such as a USB flash drive, a
removable hard disk drive, a read-only memory (Read-Only Memory, ROM), a random access
memory (Random Access Memory, RAM), amagnetic disk, and an optical disc.

[00374] The foregoing description is merely specific implementations of this application, but
the protection scope of this application is not limited thereto. Any variation or replacement that
can be readily figured out by a person skilled in the art within the technical scope disclosed in this
application shall fall within the protection scope of thisapplication. Therefore, the protection scope

of this application shall be subject to the protection scope of the claims.
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CLAIMS

What isclamedis:

1. A network congestion control method, comprising:

obtaining network status information;

determining, based on the network status information and an explicit congestion notification
ECN optimization model, a reference probability corresponding to recommended ECN
configuration information;

determining destination ECN configuration information based on the reference probability;
and

performing ECN marking on a packet by using the destination ECN configuration
information.

2. The method according to claim 1, wherein the determining destination ECN configuration
information based on the reference probability comprises:

determining whether the recommended ECN configuration information is trustworthy based
on the reference probability; and

if the recommended ECN configuration information is trustworthy, determining that the
recommended ECN configuration information is the destination ECN configuration information;
or

if the recommended ECN configuration information is not trustworthy, determining that
reference ECN configuration information is the destination ECN configuration information.

3. The method according to claim 2, wherein before the determining destination ECN
configuration information based on the reference probability, the method further comprises:

determining the reference ECN configuration information based on the network status
information.

4. The method according to claim 3, wherein the method further comprises:

sending the network status information and the reference ECN configuration information to
anetwork analysis device;

receiving model update information from the network analysis device; and

updating the ECN optimization model based on the model update information.

5. The method according to any one of clams 2 to 4, wherein the reference probability
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comprises M probability values, M is a positive integer greater than or equal to 2, and the
determining whether the recommended ECN configuration information is trustworthy based on
the reference probability comprises:

determining whether a target probability value in the M probability values is greater than a
first preset threshold, wherein the target probability valueisamaximum valuein the M probability
values; and

if thetarget probability valueis greater than or equal to the first preset threshold, determining
that the recommended ECN configuration information is trustworthy; or

if the target probability value is less than the first preset threshold, determining that the
recommended ECN configuration information is not trustworthy.

6. The method according to any one of clams 2 to 4, wherein the reference probability
comprises M probability values, and the determining whether the recommended ECN
configuration information is trustworthy based on the reference probability comprises:

determining whether a fluctuation coefficient of maximum N probability vaues in the M
probability valuesis greater than a second preset threshold, wherein N is a positive integer greater
than or equal to 2 and lessthan M, and M is a positive integer greater than N; and

if the fluctuation coefficient of the N probability valuesis greater than or equal to the second
preset threshold, determining that the recommended ECN configuration information istrustworthy;
or

if thefluctuation coefficient of theN probability valuesislessthan the second preset threshold,
determining that the recommended ECN configuration information is not trustworthy, wherein the
fluctuation coefficient of the N probability valuesis determined according to thefollowing formula:

_ Std(PtopN )

= , Wwherein
mean(R,)

N

Pn indicates the fluctuation coefficient of the N probability values, Popn indicates the N
probability values, mean indicates amean function, and std indicates astandard deviation function.

7. The method according to any one of claims 1 to 6, wherein the network status information
comprises network traffic information and network congestion information, the network traffic
information is used to indicate traffic of anetwork device, and the network congestion information
Is used to indicate a congestion status of the network device.

8. A model update method, comprising:
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receiving P pieces of network status information and P pieces of explicit congestion
notification ECN configuration information from a network device, wherein the P pieces of
network status information are in a one-to-one correspondence with the P pieces of ECN
configuration information, and P is a positive integer greater than or equal to 2;

determining, based on the P pieces of network status information and the P pieces of ECN
configuration information, model update information used to update an ECN optimization model;
and

sending the model update information to the network device.

9. The method according to claim 8, wherein the determining, based on the P pieces of
network status information and the P pieces of ECN configuration information, model update
information used to update an ECN optimization model comprises:

determining Q ECN configuration information groups based on the P pieces of ECN
configuration information, wherein a g" ECN configuration information group in the Q ECN
configuration information groups comprises Nq pieces of ECN configuration information in the P
pieces of ECN configuration information, sampling moments corresponding to the Nq pieces of
ECN configuration information are consecutive, the Nq pieces of ECN configuration information
converge at ECN configuration information g, g=1, ..., or Q, Nq is a positive integer greater than
or equal to 2, and asum from N1 to NqisP,

determining Q training parameter groups, wherein a " training parameter group in the Q
training parameter groups comprises Nq pieces of network status information and the ECN
configuration information g, and the Nq pieces of network status information are in a one-to-one
correspondence with the Nq pieces of ECN configuration information; and

determining the model update information based on the Q training parameter groups.

10. The method according to claim 9, wherein the P pieces of ECN configuration information
are in a one-to-one correspondence with P consecutive sampling moments; and

the determining Q ECN configuration information groups based on the P pieces of ECN
configuration information comprises:

determining, based on two pieces of ECN configuration information in the P pieces of ECN
configuration information, whether a second sampling moment in two consecutive sampling
moments is a switching moment, wherein a first piece of ECN configuration information in the
two pieces of ECN configuration information corresponds to a first sampling moment in the two
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consecutive sampling moments, and a second piece of ECN configuration information corresponds
to the second sampling moment; and

if the second sampling moment is not the switching moment, determining that the two pieces
of ECN configuration information belong to a same ECN configuration information group; or

if the second sampling moment is the switching moment, determining that the two pieces of
ECN configuration information separately belong to two ECN configuration information groups.

11. The method according to claim 10, wherein the determining, based on two pieces of ECN
configuration information in the P pieces of ECN configuration information, whether a second

sampling moment in two consecutive sampling moments is a switching moment comprises:

if |Param(t) —Param(t— 1) xSign(t—t,—T)> mean(Param_S) + exstd(Param_S)

determining that the second sampling moment is the switching moment; otherwise

determining that the second sampling moment is not the switching moment, wherein

T is preset duration, Param(t) indicates the first piece of ECN configuration information,
Param(t—1) indicates the second piece of ECN configuration information, to indicates a previous
switching moment, Param_S indicates a sequence of ECN configuration information from the
previous switching moment to the second sampling moment, Sign indicates a sign function, mean
indicates a mean function, std indicates a standard deviation function, and e indicates a scaling
factor.

12. An electronic apparatus, comprising:

aprocessing unit, configured to obtain network status information, wherein

the processing unit is further configured to determine, based on the network status
information and an explicit congestion notification ECN optimization model, a reference
probability corresponding to recommended ECN configuration information;

the processing unit is further configured to determine destination ECN configuration
information based on the reference probability; and

the processing unit is further configured to perform ECN marking on a packet by using the
destination ECN configuration information; and

atransceiver unit, configured to send the packet.

13. The apparatus according to clam 12, wherein the processing unit is specificaly
configured to: determine whether the recommended ECN configuration information is trustworthy

based on the reference probability; and
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if the recommended ECN configuration information is trustworthy, determine that the
recommended ECN configuration information is the destination ECN configuration information;
or

if the recommended ECN configuration information is not trustworthy, determine that
reference ECN configuration information is the destination ECN configuration information.

14. The apparatus according to claim 13, wherein the processing unit is further configured to
determine the reference ECN configuration information based on the network status information.

15. The apparatus according to clam 14, wherein the transceiver unit is further configured to:
send the network status information and the reference ECN configuration information to a network
analysis device, and receive model update information from the network analysis device; and

the processing unit is further configured to update the ECN optimization model based on the
model update information.

16. The apparatus according to any one of claims 13 to 15, wherein the reference probability
comprises M probability values, M is a positive integer greater than or equal to 2, the processing
unit isspecifically configured to: determine whether atarget probability valueinthe M probability
valuesis greater than afirst preset threshold, wherein the target probability value is a maximum
valuein the M probability values; and

if the target probability value is greater than or equal to the first preset threshold, determine
that the recommended ECN configuration information is trustworthy; or

if the target probability value is less than the first preset threshold, determine that the
recommended ECN configuration information is not trustworthy.

17. The apparatus according to any one of claims 13 to 15, wherein the reference probability
comprises M probability values, and the processing unit is specificaly configured to: determine
whether a fluctuation coefficient of maximum N probability valuesin the M probability valuesis
greater than a second preset threshold, wherein N is a positive integer greater than or equal to 2
and lessthan M, and M is a positive integer greater than N; and

if the fluctuation coefficient of the N probability valuesis greater than or equal to the second
preset threshold, determine that the recommended ECN configuration information is trustworthy;
or

if thefluctuation coefficient of theN probability valuesislessthan the second preset threshold,
determine that the recommended ECN configuration information is not trustworthy, wherein the
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fluctuation coefficient of the N probability valuesis determined according to thefollowing formula:

G

=———— wheran
mean(PtopN)

N

Pn indicates the fluctuation coefficient of the N probability values, Popn indicates the N
probability values, mean indicates amean function, and std indicates a standard deviation function.

18. The apparatus according to any one of clams 12 to 17, wherein the network status
information comprises network traffic information and network congestion information, the
network traffic information is used to indicate traffic of the electronic apparatus, and the network
congestion information is used to indicate a congestion status of the electronic apparatus.

19. An electronic apparatus, comprising:

atransceiver unit, configured to receive P pieces of network status information and P pieces
of explicit congestion notification ECN configuration information from anetwork device, wherein
the P pieces of network status information are in a one-to-one correspondence with the P pieces of
ECN configuration information, and Pis a positive integer greater than or equal to 2; and

a processing unit, configured to determine, based on the P pieces of network status
information and the P pieces of ECN configuration information, model update information used
to update an ECN optimization model, wherein

the transceiver unit isfurther configured to send the model update information to the network
device.

20. The apparatus according to clam 19, wherein the processing unit is specifically
configured to: determine Q ECN configuration information groups based on the P pieces of ECN
configuration information, wherein a g" ECN configuration information group in the Q ECN
configuration information groups comprises Nq pieces of ECN configuration information in the P
pieces of ECN configuration information, sampling moments corresponding to the Nq pieces of
ECN configuration information are consecutive, the Nq pieces of ECN configuration information
converge at ECN configuration information g, g=1, ..., or Q, Nq is a positive integer greater than
or equal to 2, and asum from N1 to NqisP;

determine Q training parameter groups, wherein a g training parameter group in the Q
training parameter groups comprises Nq pieces of network status information and the ECN
configuration information g, and the Nq pieces of network status information are in a one-to-one
correspondence with the Nq pieces of ECN configuration information; and
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determine the model update information based on the Q training parameter groups.

21. The apparatus according to clam 20, wherein the P pieces of ECN configuration
information are in a one-to-one correspondence with P consecutive sampling moments, and the
processing unit is specifically configured to: determine, based on two pieces of ECN configuration
information in the P pieces of ECN configuration information, whether a second sampling moment
in two consecutive sampling moments is a switching moment, wherein a first piece of ECN
configuration information in the two pieces of ECN configuration information corresponds to a
first sampling moment in the two consecutive sampling moments, and a second piece of ECN
configuration information corresponds to the second sampling moment; and

if the second sampling moment is not the switching moment, determine that the two pieces
of ECN configuration information belong to a same ECN configuration information group; or

if the second sampling moment is the switching moment, determine that the two pieces of
ECN configuration information separately belong to two ECN configuration information groups.

22. The apparatus according to clam 21, wherein the processing unit is specifically

configured to:

if |Param(t) — Param(t— 1)| x Sign(t—t,—T) > mean(Param_S) + exstd(Param_S) ,
determine that the second sampling moment is the switching moment; otherwise

determine that the second sampling moment is not the switching moment, wherein

T is preset duration, Param(t) indicates the first piece of ECN configuration information,
Param(t—1) indicates the second piece of ECN configuration information, to indicates a previous
switching moment, Param_S indicates a sequence of ECN configuration information from the
previous switching moment to the second sampling moment, Sign indicates a sign function, mean
indicates a mean function, std indicates a standard deviation function, and e indicates a scaling
factor.

23. A communication device, comprising a processor, wherein the processor is coupled to a
memory, and is configured to read and execute instructions and/or program code stored in the
memory, to perform the method according to any one of clams 1 to 11.

24. A chip system, comprising a logic circuit, wherein the logic circuit is coupled to an
input/output interface, and is configured to transmit data through the input/output interface, to
perform the method according to any one of clams 1 to 11.

25. A computer-readable storage medium, wherein the computer-readable storage medium
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stores program code, and when the program code is run on a computer, the computer is enabled to
perform the method according to any one of claims 1 to 11.

26. A network analysis device, comprising a transceiver and a processor, wherein the
processor is configured to control the transceiver to send and receive asignal, and is coupled to a
memory, and when the processor executesinstructions and/or program code stored in the memory,
the method according to any one of claims 1 to 7 isimplemented.

27. A computer program product, comprising program code, wherein when the program code
IS run on a computer, the computer is enabled to perform the method according to any one of

clams1to 11.
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