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virtual address space of the processor and al so provide a mechani smfor

menory protection so that nultipke feeaes Sharing the sane physical
menory do not adversely interferewtireach other. 25 in a virtual nenory

Schtene the virtyal, pod physkeabr 26de8s8sSBREEEmAMRMEY! ded rigttrd ebleocks of
cont i guous

or store data within the system memory. Specifically, the

processor uses the physical address of data in the memory to
10 i1dentify and access the data. However, the physical address
where data is stored in the memoxry is not the address that
the processor uses to index the data during internal
manipulations. Rather, the processor assigns a virtual
address to data being processed according to program
15 instructions. Thus, memory accesses often require the

translation of virtual addresses into physical addresses.

Many processors use virtual or demand-paged memory
schnemes, wheré sections of an execution environment of a
program are mapped into physical memory as needed. Virtual
20 memory schemes allow the use of physical memory much smaller
in size than the virtual address space of the processor and
also provide a mechanism for memory protection so that
multiple programs sharing the same physical memory do not

adversely interfere with each other.

25 In a virtual memory scheme, the virtual and physical
address spaces are divided into blocks of contiguous

addresses, so that virtual and physical addresses belong to
1



addresses, so that virtual and physical addresses bel ong WO 03/ 073294
PCT/USO3/§%%§% ggit one bl ock. The bl ocks can be of a constant size or

have vari d s as dictated by system and/ or progran1é¥§@ﬁ??@ﬁ“”

requi renen " These bl ocks are customarily referred to as pages it they are
of a constant or fixed size. If variable sized blocks are used, the bl ocks
are refeghegds@ aneSegrRIN.S. ThEUs.odke ol thwlofddresssispacesiay be
divided into either segnments or pages. A typical page size nay be

appr oxi Mgl havé kislrakyles s i@ DESCRI R L ObyT HE DRAW NG Marpoagram
enbodi ments are illustrated by way of exanple and not by way of limtation
in the ficgucesioh teeuiacoeanyi ng drawi ngs in which |ike references
indicate simlar elenents. It should be noted that references 15 "an,"
"one," or "various" enbodinents in this disclosure are not necessarily to
the same enmbodihesst blaowksuote referavesly meferied daRt29neddFEglfe | is a
flow chart showi ng one nmethod of translating a first address,into a second
addr ess ithey avier fala et iRte Ry rigatRhts13% gurlst V362 3P18gFt4P%di agr am
that illustrates how the matching and conbini ng_functions of various
enbodi medleckisnpEcadtsah 4GS \ATe B L TR e 17t FARFBRS - wo

03/07329&%UEGTQ%%P%Q%%G23 address space may be divided into either

segments or pages. A typical page size may be approximately

4 kilocbytes.

10 DESCRIPTION OF THE DRAWINGS

Various embodiments are illustrated by way of example
and not by way of limitation in the figures of the
accompanying drawings in which like references indicate
similar elements. It should be noted that references to

15 . "an," "one," or “various” embodiments in this disclosure are
not necessarily to the same embodiment, and such references

mean at least one.

Figure 1 is a flow chart showing cne method of
translating a first address into a second address in a

20 virtual machine environment.

Figure 2 is a logical diagram that illustrates how the
matching and combining functions of various embodiments

interact to accomplish virtual machine translation.



Figure 3 is a diagramof a conputer systemw th a virtual machine

transl ati gy §37o¥MHR') unit disposed in the central processj [ Figure
E Hclhligeeg

4 is a logica agramthat illustrates how the bitw se na nction
of an enbodi nent is acconplished wth a mask val ue and a base val ue.
Figure 5 is a logical diagramthat illustrates how the conbining function
of an enbodi mEdguirse Acdenpl Kskedam f @ compbeal e sdra i i faset val ue. 10
Figures 6A and 6B illustrate the logic required by one enbodinment to

conduct wvirtuah maehife tramsllatiion tOVRRa)Nudd ArY@dat addrless, a
: menory type for the translated address, and a fault bit for the

transl atign. . Ehoure L S @ hegical diagramthat illustrates an 1-5
enbodi malﬁtg Fﬁglt eric%lses:rl hat each bit natches and that the appropriate

menory type range_regqister i.S _acti.ve,. |_LLE T ri;ous
enbodi nent s d?‘%%f‘%?e H&r &i I’:lLoi l‘ﬁa&ngiﬁa%g:ﬁ%géﬁltcB&%%ﬁlﬁ%ésﬁ%%ngﬁgti on
schene that yields a, translated address, a ngnor L%Pe for the ﬁrgnslated
addr e%s, Pahyiger FaFEPEPe fomcatien szn?lnaﬁ“@r?.dﬂﬂ?r{thé YW s e

description, for the purposes of explanation, nunerous specific details
are set Wothhai magkderlue pidviedédasg Madieugh under st andi ng of the various
enbodi nents. It wll be apparent, however, to one skilled in the art that
3 WD 03107329F4gure 5 is a logical diagram that illustrates how the

combining function of an embodiment is accomplished with a

mask value and an offset value.

10 Figures 6A and 6B illustrate the logic reguired by one
embodiment to conduct virtual machine translation to obtain
a translated address, a memory type for the translated
address, and a fault bit for the translation.
Figure 7 is a logical diagram that illustrates an
15 embodiment that verifies that each bit matches and that the

appropriate memory type range register is active.

DETATILED DESCRIPTION

Various embodiments disclosed herein implement an
20 efficient address translation scheme that yields a
translated address, a memory type for the translated
address, and a fault bit for the translation. 1In the
following description, for the purposes of explanation,
numerous specific details are set forth in order to provide
25 a thorough understanding of the various embodiments. It

will be apparent, however, to one skilled in the art that
3



PCT/ US03/ 03797 the enbodi nents nmay be practiced w thout sonme of these
specific details. For exanple, various signals, layout patterns and

| ogi cal YY8UIBP4may be nodified according to the teachi nGSTAS3/MEVari ous
enbodi nents. 5 The follow ng description and the acconpanyi ng draw ngs
provi de exanples for the purposes of illustration. However, these exanples

should N5k SSROnSusd iy &1 ddog senoenas, Uisieabe saesent ended (o

provi de stivelis possi bl e 1 npl enentations. I n other

i nstances, well 10 known structures and devices ar Ltt sinplified
in or de”rPEt%fé‘\Foidt?t@dgl&Ti o heéiad%?%’l "B Uhe %I:é?rll%%’ gg ggitrrents.
Referring now to Fkgure 1, aflowchart is show%,gha illua;ratﬁs a met hod
of trandadttiewgs aid sioder s TFH -8 MY R BRI SYTT e85 CPACA™i Hfual
machi ne environnent. In a virtual machine environnent, the physi cal

addr essasheprzguteichgainoerthdevaoimud| emmpod heerp@r at i ng system (referred to
herein as the guest operating system are referred to as guest physical
addresses first address in Figure 1)). 20 These guest physical addresses
are &ransl at eghd @l hesinghyss cad ptadolt ess@stlife. gogospsopdngddreydng® Fi gure
1) by a virtual machine nonitor depending on the content of a nenory type

assi| gneggf&itc;ee Yed HGE @ASOShAtESe i b theusphysical. atidwessr VO
03/ 073294 PCT/ US03/ 03797
these examples should not be construed in a limiting sense
aé they are not intended to provide an exhaustive list of
all possible implementations. In other instances, well-
10 known structures and devices are omitted or simplified in

order to avoid obscuring the details of the various

embodiments.

Referring now to Figure 1, a flow cha;t is shown that

illustrates a method of translating a first address into a

15 gsecond address in a virtual machine environment. In a
virtual machine environment, the physical addresses produced
under the control of the operating system (referred to
herein as the guest operating system) are referred to as
guest physical addresses (e.g., first address in Figure 1).

20 These guest physical addresses are translated into host
physical addresses (e.g., second address in Figure 1) by a
virtual machine monitor depending on the content of a memory
type assigned to the memory range associated with the

physical address.



The nenory type can be stored in nmultiple data structures and accessed as
necessary weusgrgaat her data, the nmenory type indicates whetRek, 9
transl ati on shoul d occur for physical addresses froma given address range
and 5 whet her accesses to a given address range should cause a fault. In
vari ous enbodi ments, an offset bit in the menory type indicates whether
transl ati on sA&G eheseeur type N Peassoaedon s Blitd e fata hen t he

transl ated address is the same as the physical address. If translation is
permttedtiticturescand theassechiamsg naaetscerdy .ni Agndngncititons deser | bed
bel ow are perforned. At block 10 o Figure 1, an interimfirst address is

conput ed ni‘eh@?fya thipes ti rad daeeS whee heir Sinyadd=e89 HtSi orassaRid eskbavwt h one of
a plurality of segnents of a physical is address space (e.g., nenory).

" Pref er ablop, LSt RR0MRRLS oA LA o thiv ARG ddaladdie segrent s do not

over |l ap. nt segnments are desirable because each address only bel ongs

to one se t. This elim_nates.the need for _ _confli.ct res ion, which is
wg\%ﬁglﬁrt %c&isfsfegr g‘r?t a 9&ven a%%ress rehge, shto c? @A&éé d:?es

necesgary maeppings ar € produce y an ad s that
bel ongs to two oqverl appi ng segnents. Assumi ng the nenory type for the
first addPeds - idd é’&tré§’ut5h§fr%%rdéﬁ‘§ln§ﬁ'oﬁ“s ¢ o & ,1%nt}¥¥t'%‘?‘7‘9f’f‘6ase
value is conputed froma base value associated with the is first address at
bl ock 12tyPiee indienitmsf whethegdtasssdadion whaod/ 73204 PCHUSH3/ 03797

translation should occur, then the translated address is the
same as the physical address. If translation is permitted

10 to occur, the matching and combining functions described
below are performed.

At block 10 of Figure 1, an interim first address is
computed from a first address. The first address is
associated with one of a plurality of segments of a physical

15 address space (e.g., memory). Preferébly, these segments
are disjoint, meaning that the segments do not overlap.

Disjoint segments are desirable because each address
only belongs to one segment. This eliminates the need for
conflict resolution, which is necessary when two different

20 mappings are produced by an address that belongs to two
overlapping segments.

Assuming the memory type for the first address
indicates that translation should occur, an interim base
value is computed from a base value associated with the

25 first address at bleck 12. The interim first address and

5



the interimbase value are conpared at bl ock 14. At decision block 16, it
is determ ned whether the first address should he transl ated. The deci sion
at bl ock ®® é3w7kmmsed on whether the 5 interimfirst addresscposbstdd®7 nteri m
base value "match," as shown by the conparison carried out at block 14. If
the interimfirst address and the interimbase value match, the first

address can be transl.ated._ The h jON_is fopmed,to verify that
avalid tg%%s%%ﬁ?%ﬂnéa?i?év?d?e?%%g E%HE%%%$ %%d?%ggg ?%'va%&ous

enbodi nents, the follow ng equation is used, to deterpjne_whether the
interin1f@¢%ﬁS%REHQ%%C%anth%t it ?Fﬁ?%h@%dvg?ﬁﬁﬁﬁﬁtgh? £128t

(Addr essaMask) =( Base&vask) Equation 1 The left side of the equation

r epr esentaddiess nsleeihd fpe strangbaeed; and the right side of the equation
represents the interimbase value. Specifically, a Mask val ue associ at ed
with the firstTieddiesssisnsepabhbekylapptibaséé. gn, whiethea 20 ogi cal AND
function) to both the first address and the base value. Every bit position

speci ki edi Dy Mas ke | Ssf eL@hpedsf Ohd €REPRhEEOTm FaBeexalpke “matchhe Mask
value is 11110000, then the four nost significant bits of the first

w0t 3 HiokfS5 ) ESlp LGRS, BRESCAN,DREK b ERDAIE!) M ko) 070700
e four npﬁétééggi igggtagéégsgfaégetggsfnggég%)base value match, the
first address can be translated. The match function is
performed to verify that a valid translation exists for the
10 first address.

In various embodiments, the following equation is used
to determine whether the interim first address and the
interim base value match:

{(Address&Mask) = {(Base&Mask) Equation 1
15
The left side of the equation represents the interim first
address, and the right side of the equation represents the
interim base value. Specifically, a Mask value associated
with the first address is separately applied (e.g., with a
20 logical AND function) to both the first address and the base
value.

Every bit position specified by Mask is retained for
comparison. For example, if the Mask value is 11110000,
then the four most significant bits of the first address

25 {e.g., the interim fixrst address once the Mask is applied)

B



If the values on each side of the equation are equivalent, then the
interimfirst address and the interim base value match. if not, there is
not a val V@ ®BPE ation for the first address. It is wor tRETHIROBMAOF hat
ot her matchi ng nmechani sns can be used. For exanple, a range check can be
used determ ne whether a first address can be validly translated. to

Regar dl ess,, Of ]5Qerg@5§1q%agf8§09§@bémgﬁggxlmd{:fa Lher enkerammhel anddde

menory type 1 ndicates that an offset s be applied, the first address

is "conbined" with an offset val ue taip_a_se d r . 0.

translatéﬁ’%ddr%§§)€%VﬁcW°§é.ngﬁ%ﬁéggﬁgsgﬁgsng cﬁggab?%%|ﬁagﬁgﬁf i s issued

15 at block I'S. The respective actiggagta en, at blogk 20 and block 18 wi |l
i

be discussed Th Ehgnvaivres mat 8RB , Ot hEREoRBEATAG™ G¥éti on of bl ock 20
in one enbodinment is a bitw se |ogical operation simlar_ the matching
equat i one@eigalefguathen thedésterbadiabsieaddpesst posl MRS £RESTH™ owi ng
equation is used to translate the first address, Address, to obtain the
second agdsesealudddaesr. Addrass4=thAddr ésshé&tMaskplid Orfenetlanbsik)
Equation 2 '570 03/073294 PCT/ US03/ 03797 The "&" represents the | ogical AND
functiongsanghd hesret adarepgesents the |ogical OR function. The represents
the inverse of the value imediately follow ng. Thus, the Ofset bits

speci fied by Mask w Ll pepbaghy Pnhbeofddresstchihg sReitths @he
repl aced by sk. For
be used. For example, a range check can be used to
determine whether a first address can be validly translated.
10 Regardless of thg matching mechanism used, 1f there is
a match and the memory type indicates that an offset should
be applied, the first address is “combined” with an offset
value to obtain a sécond address {e.g., translated address)
at block 20. If there is no match, a fault alexrt is issued
15 at block 18. The respective actlions taken at biock 20 and
block 18 will be discussed in turn.

If a match occurs, the combining function of block 20
in one embodiment is a bitwise logical operation similar to
the matching equation (e.g., Eguation 1) described above.

20 Specifically, the following equation is.used to translate
the first address, Address,;, to obtain the second address,
Addresss:

Address,= (Address;&~Mask) | (Offset&Mask) Eguation 2



exanple, if Address, is AAT! AAGA, O fset is TTTTTTTT, and Mask is
11110000,wblagor3peldress will be TTTTAAAA. This result is q,gﬁllgs%,b%ﬂact
that Mask specified that the four nost significant bits of offset should
repl ace the four nost le significant bits of Address,, and Mask specified
that the four least significant bits of Address,, should be retain other
embodi MRS, “Fheremrmsenty tamcieshcst MBckupetionacedfptienéd by addi ng
the offset value to the first address to obtain the second address. Various
enbodi merdsrd setthert hecl agiecalet @R nfwact don . t hEheetef y reppesehtshéhe

transl ated address. This determ nation process is conducted either

concurr enidarad thf tnanshaté olmeedahteryt helleanabation is conplete. In one
enbodi ment, the nenory type for the translated address is 25 associ ated

with the basery ty;ﬁ@%ff@é&hsﬂté heppbysical byagderssd 1H0Gug AGeNOW ON

bl ock 18, a fau ert 1s i1ssued to indicate that no mappi ng exists for

25 tfo. quie Her et i o) U BTG o TerhEetd BB 8 00 073004
PCT/ US03/ 03797 nmenpry  that does nat have vi ce, or t hat shoul d
r espond ?%P@Bk%'ahﬁa%@%%%s%ﬁt%ﬁn§Aﬁﬁ§3%ﬁﬂfbég%$¥ %%ﬁrgfgﬁgiﬁta?Péa
notification that an attenpt has been nmade to access a particul ar segnent
Mask is 11110000, then Address,; will be TTTT . This
result is due to the fact that Mask specified that the four
most significant bits of Offset should replace the four most
10 significant bits of Address,, and ~Mask specified that the
four least significant bits of Address: should be retained.

In other embodiments, the combining function of block
20 is accomplished by adding the offset value to the first
address to obtain the second address.

15 Various embodiments further include determination of
the memory type of the translated address. This
determination process is conducted either concurrently with
translation or after the translation is complete. In one
embodiment, the memory type for the translated address is

20 associated with the base wvalue that matched the physical
address.

Focusing now on block 18, a fault alert is issued to
indicate that no mapping exists for the physical address.
Typically, no mapping will exist for a physical address if

25 the guest operating system attempts to access a region of

8



the segnent to which the physical address belongs). For exanple, such a
notification can be issued upon the detection of whether a fault bit has
been set Worestheos particul ar segnent. Dependi ng on the enfradivsesizzothe
fault bit can be set in one or nore values. In one enbodinent, is the
fault bit is set in the nmenory type associated with the base value that
mat ched t he physjcal .addres 0_be_ translated. F gure S § cal

di agram F‘ﬁﬁ‘?gﬁ&%b?toﬁé??énﬁl(? i ﬁ?ﬁlﬁfa B THES r?treraéigltri%osr? 5é am%esﬁlc%% mat chi ng
and conbi ning ~J functions described above. Although a 32-bit address is
shown, tBESPaRdotis EHBEBdPReRCSSEEs A58 ®herein can be adapted for nore

* than or less than 32 bits. Each bit of the 32 bit physical address, PA is

anal yzed to d&her fiznét whietttecarheded srdaft ¢h noks fisraf g dihatefaRhe bits
match, 20 a transl ated address, TA, will be produced. However, if there is
not a cogpkemptmhbehbearn aislde Mot iddoeais en payt iloe:l ars sueyhatepetsigg, on the
system configuration. For exanple, when a physical address bit matches, the

mat ched Bib keqm@uRi Redywildh the apRiapEiatRidldss Mmdes) 25 mif set val ue,
as previously gescrl bed, to obtain &4 9 WO 03/07329-1 PCI/ US03/ 03797 The

bit. t ted bit i [ | I f I t ched
alnd t;:ngl&%‘% %bieglsll%boa:‘ %P%ﬂg?ﬁgg%grogngéaagg gg ?'lré]ﬁ?s. |gublr}£é)ge;hgwsma(r:1 ©

exanpl e %Ltggt g%eng%%%% e%zémﬁﬁﬁlt bit has been set for the

particular segment. Depending on the embodiment, the fault
bit can be set in one or more values. Iﬁ one embodiment,

16 the fault bit is set in the memory type associated with the
base value that matched the physical address to be

translated.

Figure 2 is a logical diagram that shows one . embodiment
of the interaction between the matching and combining
15 functions described above. Although a 32-bit address is
showni, the various embodiments described herein can be
adapted for more than or less than 32 bits. Each bit of the
32 bit physical address, PA, is analyzed to determine
whefher there is a match. As long as all of the bits match,
20 a translated address, TA, will be produced. However, if
there is not a complete match, a fault notification may be
issued depending on the system configuration.
For example, when a physical address bit matches, the
matched bit is combined with the appropriate bit from thg

25 offset value, as previously described, to obtain a

9



virtual machine translation ("VMIR') unit 48 to perform address
transl ati on descri bed above. Specifically, conmputer system 22 incl udes

central pwoaessizng unit ("CPU') nenory 42 coupled to cent rpdriNegeemssi Ng
unit virtual machine translation unit 48 disposed within central 20
processing unit 40, and chi pset 44. Al though Figure 3 shows virtual

machi ne translation unit 48 disposed within central . processin q%% 40, it
i s cont etppacéated hate vﬁﬁ?u&Faﬁﬁ%ﬂHQQBQH%ﬂ%ﬂzRQWQFﬁ%énWM- I%%gt

el sewhere within conputer system 22 or even renote from yet coupled 15
conput er tapsbeme2?2 propepilye magydteemazd commstisdad Pt Hexkernathdevi ces
keyboard, nouse, nonitor, etc.) via input/output bus 46. In an enbodi nent,
conput er +$¥ekeRE-33d hAdkwEdes nmenory |least a portion of which is divided into
a plurality 20 of segnents, conparison logic circuitry coupled to the

menory, and cedhi,pat BORHAY GrlihGHdley FOHIghtar thastsnnparyson | ogic
circuitry and t0 the nenory. Although not shown in Figure 3, the conparison

72 SELL BRI (G en l e dhoRd ML
At o B SR RS b Y diRe COPAULPALE, S SLASHLLLY
aystem 22 includes central processing unit (*CPU”) 40,
memory 42 coupled to cenéral processing unit 40, virtual

machine translation unit 48 disposed within central

10 processing unit 40, and chipset 44. Although Figure 3 shows
virtual machine translation unit 48 disposed within central
processing unit 40, it is contemplated to have virtual
machine translation unit 48 located elsewhere within
computer system 22 or even remcte from, yet coupled Eo,

15 computer system 22, Computer system 22 communicates with
external devices (e.g., keyboard, mouse, monitor, etc.) via
input/output bus 46.

In an embodiment, computer system 22 includes memory
42, at least a portion of which is divided into a plurality

20 of segments, comparison logic circuitry coupled to the
memory, and combination logic circuitry coupled to the
comparison logic circuitry and to the memory. Although not
shown in Figure 3, the comparison logic circuitry and the

combination logic circuitry are disposed within wvirtual

25 machine translation unit 48.

10



logic circuitry is designed to conduct the matching operation set forth in

Equati on Ww@BavsHesAs shown in Figure e interimfirst addr ' ut ed
) T s

with AND gate and the interimbase value is conputed with 6.

Gate 28 is an inverted exclusive OR gate, which neans that gate 28

determ nes whet her the output fromgate 24 and the output fromgate 26 are
equal . |If so, Fimteets? aandtéhshovw alboabealt heprepsnhgtiginckl Thies

mat chi ng operation is carried out on a bit-by-bit basis and may be carried
out in patahpe£tisdcrodhe ohtehingyopespecdfiicsltylrithrd ouvtnphaiserery bit

. BitMatch [iJ determned for all values of i), an overall match, MatchN, 15

i's deterni@gge @SrSih | DsFhgyignda SpeebhiiGat! ¥he AMRraatiegbs verifies
that every Dbit of the physical address matches. |If every bit matches and

t he appropgl : rang i st.er, -dl.sguss L t ail %11%
active (egé%%wﬁﬁg%é%yf%\gtaﬁvgﬁl g?gﬁgf?h %N%ggggé 6%995%893% ggl cff}t put 20

Mat chN to, i ndi cate that transl ati,on can occur.. Alterpattiyel Nat.chN can
?h a% ?h‘g IEﬁhe iﬁ Ra

i ndi cate fhat*hotTrahstat +oh HF° ot EurORBEhe Y ngt R SRvei cal

address is the sane as the input physical address. This can happen as a
result of 2RGethyiiearinderegsvadre ndf cAPEELbEdt HethefibPy 9P&RgESregi st er
bei ng inactive. 11 WD 03/073294 PCT/ US03/ 03797

Gate 28 is an inverted exclusive OR gate, which wmeans that

gate 28 determines whether the output from gate 24 and the
output from gate 26 are equal. If so, there is a match. IE
10 neot, there is no match.

This matching operation is carried out on a bit-by-bit
bagis and may be carried out in parallel. Once the matching
operation is carried out for every bit (e.g., BitMatchli]
determined for all wvalues of i), an overall match, Matchy,

15 is determined, as shown in Figure 7. Specifically, AND gate
64 verifies that every bit of the physical address matches.
If every bit matches and the appropriate memory type range
register, discussed in detail below, is active (e.g.,
identified by Activey signal), AND gate 66 generates output

20 Matchy to indicate that translation can occur.
Alternatively, Matchy can indicate that no translation
should occur such that the final physical address is the
same as the input physical address. This can happen as a
result of the physical address not matching or the memory

25 type range register being inactive.

11



Figure 5 shows a |l ogical representation of the conbination logic
circuitry. Specifically, the conbination logic circuitry is designed to
conduct tWe o&emsi4ni ng operation set forth in Equation 2 alorasesyai7?e7 30 is
used to determ ne which bits of the physical address, are to be retained in
the transl ated address, AND gate is used to determ ne which bits of the

of fset value are to_replace the physical _ad I are not to
retai ned in tﬁégPan§|EBSHSaBdES%@ngor?ﬁéePgéﬁs Q@d%gégﬂéss |s cal cul at ed
by OR gate 34. Pass gate 36 will only allqQw.the _sign fro ate 34 to
pass as EAEDPLRARSPEt ABIAEICESSULE TNnt c FREFAES %ﬁﬂ%ghﬁ E%nthat

t he physi cal address should be translated. As indicated |n Flgure 2, the
mat ch fubotiionciEcgitey 4sadgsigngf é@dCDWdW§Mﬂﬁhﬁrﬂ?@hﬁﬁ%m%n (Flgure 5)
are conducted on a bit-by-bit basis in various enbodi nents. Figures 6A and
6F show apkegieah dikagramtof ian Eqeahddinmentabiore .| ntAND 3gate t3@rohi tecture
processors in which a translated address and nenory type ("M™) are

derived Ta\rs@ﬁ] 20 hhe i hRWe RRYSHCR):raddireshe SRRA fdcaldddrésansbalion unit
50 includes table 55 of flxed range nenory type range registers ("MIRRs").

In th nbodi t shown f
agdregsgg ?n PhRe r%ﬁ glnﬁ 6% thieX¢dank QQ%d %§§§EQPV“ﬂ@ TEARPD ?éﬂées. or

ween zero an one ne yte. However, This fixed
range 253%aQSV%%%d g%r%efg%%%néow 1chﬁ%g%%y Ié%é”B%%%eée&gf&g are

to replace the physical address bits that are not to be
retained in thé translated address.

10 The translated address is calculated by OR gate 34.
Pass gate 36 will omly allow the signal from OR gate 34 to
pass as the translated address if Matchy (from Figure 7)
indicates that the physical address should be translated.

As indicated in Figure 2, the match function (Figures 4 and

15 7) and the combining function (Figure 5) are conducted on a
bit-by-bit basis in various embodiments.

Figures 6A and 6B show a logical diagram of an
embodiment for Intel 32-bit architecture processors in which
a translated address and memory type (“™MT”) are derived from

20 the input physical address. Specifically, translation unit
50 includes table 52 of fixed-range memory type range
registers (“MTRRs”). In the embodiment shown, these fixed
range MTRRs provide memory types for addresses in the range
between zero and one megabyte. However, this fixed range

25 can vary. Here, zero to one megabyte is chosen because,

12



12 WD 03/073294 PCT/ US03/03797 historically, this range of nenory has been

highly fragnented. Translation unit 50 al so includes table 54 of variable

range MIR¥& U3&%ari abl e range M RRs define the nenory 5 RGAMSBHBIE nunber
of vari-able size ranges. The ranges are defined by a base value and a nask
val ue. Each range is also associated with a valid bit, a nmenory type

(which cap dinclyde 1, f aulis bidn 0 AMaid Sethdd thedMenpbhsot bit indicate

whet her or not to translate), and an offset value. 10 These values are
used, as ]gscri ed. above, to determ ne whether to translate a first address
and, if ce8s ;" translate the first address. Fault detection |ogic 56

represents fault detection circuit coupled to arison | ogi.c.Gircuitry
(the |ogical is3EhrdsER attoh Y %\;{%‘Ehl?@%%%%mt%i %ﬁr@g xa%ﬁ&b%? Faul t
detection logic 56 is configured to detect and issue fault alerts based on
* user prefeangr dRES. deBee i TR apbv erande MTRRS$ tdaf Bre stB&n™BBOTYsued if no
mappi ng exists or if an attenpt is nade to access a particular segnent. 20
MIRRdef Typepe efpistermbBhenntf otsridel @pet z¢ | vangeans| Bh¢onangee B8FE
Specifically, MIRRdef Type register 58 has an enable field 'E that controls
whet her  tder MRy hotibe dd xedl @ndand@rd ath ek daPuact i mechThenbexdd enabl e

field
also associated with a valid bit, a memory type (which can
include a fault bit and an offset bit, the offset bit to
indicate whether or not to translate), and an offset wvalue.

10 These valueg are used, as described above, to determine -
whether to translate a first address and, if necessary, to
translate the first address.

Fault detection logic 56 represents fault detection
circuitry coupled to comparison logic circuitry (the logical

15 representation of which is shown in Figures 4 and 7). Fault
detection logic 56 is configured to detect and issue fault
alerts based on user preferences. As described above, the
fault alerts can be issued if no mapping exists or if an
attempt ig made to access a particular segment.

20 MTRRdefType register 58 controls the operation of
translation unit 50. Specifically, MTRRdefType register 58
has an enable field (“E”) that controls whether the MTRRs,
both fixed and variable, are active. The fixed enable field
("FE”) of MTRRdefType register 58 controls whether the fixed

25 range registers are enabled. Thus, when the enable field

13



MIRRdef Type regi ster 58 controls whether the fixed 25 range registers are
enabl ed. Thus, when the enable field 13 WO 031073294 PCT/ US03/ 03797

i ndi cat eWOl¥073eHe MIRRs are active, translation can occuPCTIURIMAMRRS ar e
i nactive, the nenory type specified by the Address field from MIRRdef Type
register 58 is used. Thus, translation unit 50 takes an | nput Physi cal

first ad e r f a o t he
LS Ph;ks' fa il L Ans Al ﬁ@réﬁrig)%&ﬁ? [ Beesssation BAnOBLRMLS

ress seco for the Final

ci L ner 1 ¢ 5 VRO ity kst e abPRSEE o ae HRPE L FARCER TR or

from MIRRdef Type regi ster 58 Mul ti Iexer 62 out puts an _address based on
whet her thee difasled ﬁﬁ?mlﬂg%ﬁQEfTYp?h%e%$?5%¥ PPt IFndPESres that no

transl ati on should occur, the Final Physical Address will be the sane as
t he | nput PhysTiosd, Adoreskat 16n tWelbf $eetakes a8 [RBNEaPBYSLRAl the address
shoul d be translated, the transl ated address obtained fromtable variable
range s MT Rkt g ce.\ga, nid x4t gl @nels s pndbndi bgandsiaetebedhabeddyewis],| ife t he
Fi nal Physical Address. is to be understood that even though nunerous 20

char act erjstd £5,80d Ady anlB9ess of nd/ar i Q4P PH?QQJ:QE”A&dBé\sQ (begn ,set forth
in the foregoi ng description, together wth
second address), the memory type for the Final Physical
Address, and a Fault Bit. Multiplexer 60 outputs a memory
type from either table 52 of fixed range MTRRs, table 54 of
10 variable range MTRRs, or from MTRRdefType register 58.
Multiplexer 62 outputs an address based on whether the
offset bit is set. If the offset bit indicates that no
translation should occur, the Final Physical Address will be
the same as the Input Physical Address. If the offset bit
15 'indicates that the address should be translated, the
translated address obtained from table 54 of variable range

MTRRs (e.g., via matching and combining described above)

will be the Final Physical Address.

It is to be understood that even though numerous
20 characteristics and advantages of various embodiments have
been set forth in the foregoing description, together with
details of structure and function, this disclosure is
illustrative only. Changes may be made in detail,
especially matters of structure and management of parts,

25  without departing from the scope of the various embodiments

14



details of structure and function, this disclosure is illustrative only.
Changes may be nmade in detai especially matters of structure and managenent
of parts, WOO3Wi2Bbut departing fromthe scope of the vari AGF/ESMOFYTents 14
W) 03/073294 PCT/ US03/ 03797 expressed by the broad general neaning of the
terms the appended clains. 15 WD 03/073294 W claim 1. A method
conprising:. dividin hyssi cal d i p al-| gnents;
conput i nggséneii{% %%%erqr]i 1?1? fs’%ﬁ%%g%'?%%g #%%%’%Pg‘ﬁ‘g%%’g{é? 8fadjéiriésls:bf9rﬁgm6? he

physi cal r e; uting an interimbase value froma base val ue
10 associgﬁéejdgﬁ?ﬁcpﬁec% %ﬁ?bal address; conparing the interimfirst
address and the interim base value to determ ne whet her the physical
address can be validly translated to obtain a translated address; and if

t he physica address can be validly translated, 15 conbining the physical
address with an offset value to obtain the translated address. 2. The
nmethod of Caiml, further conprising: determning a nenory type of the
transl ated address. CLAI M5 '

15



PCT/ US03/ 03797 The nethod of C aim 2, wherein determning Conprises:

reading the nenory Y-P fromthe base val ue associated with the physical

addr ess. W0.034t@%ret hod of Claim 1, wherein conputing the PATUSBIORTYI I St
address conprises: 25 determ ning which bits of the physical address should
be retained in the interimfirst address -.for conparison with the interim
base val ue, and wherein conputing th@LBEM%rin1base val ue conpri ses:

determ ning which bits of a base val #8&5h6uld be 30 retained in the interim
base val ue for coJ yison with the interimfirst address. 16 WD 03/073294
PCT/ US03/ 037975, e method of Caim4, wherein determning which bits of
t he physi cal address and which bits of the base value should be retained
for conparison conprises: applying a mask value to each of the physica
address and the basenaethed®, cétigrimskgval ue associ ated with the physical
address. 6. The nethod of Caim_, wherein conbini ng_ co ri ses: detferm' ni ng
whi chsbits of d46lgHyEizaphueirebsadfperg space into a plurality o

segments;

computing an interim first address from a physical
address from the physical address space;
computing an interim base value from a base value

10 associated with the physical address;

comparing the interim first address and the interim
base value to determine whether the physical address can be
validly translated to obtain a translated address; and
if the physical address can be validly translated,
15 combining the physical address with an offset value to

obtain the translated address.

2. The method of Claim 1, further comprising:

determining a memory type of the translated address.

3. The method of Claim 2, wherein determining

20 comprises:

reading the memory type from the base value associated

with the physical address.

4, The method of Claim 1, wherein computing the
interim first address comprises:

25 determining which bits of the physical address should
be retained in the interim first address for comparison with
the interim base value, ‘

and wherein computing the interim base value comprises:
determining which bits of a base value should be

30 retained in the interim base value for comparison with the

interim first address.



10 be retained in the translated address; and substituting bits fromthe

of fset value for bits of the physical address which are not to be retained
in the tVaM8P0&2®Y address. 7. The method of daim6, whePETASEHIEPH ning
which 1.s bits conprises: applying a mask value to the physical address,
the mask value associated with the physical address. 8. The net hod of
Caim1, further conprising: 1issuing a fault alert. 9. The nethod of Caim

8, wherein issqing 1‘1&@ rﬁéﬁ%éd o &Fta LRANDT i 918Sre 18 Sek e APhECRKE hat no
marring exists for the physical address. 10. The method of C aim 8,

wher ei n ilsswg nof titee frhysicd braddonps | sed: whielilpta abttee PAge an attenpt
has been e cc a particul ar_segnent. 1 T .of Caim10,
wher ei n i‘gﬁ%gﬁ%‘ﬂ?‘i&? c’ée"c%JrRﬁ‘%?s%%lf i?“%hﬁl%?o%{%%% US03/ 03797

det ecting V\’hetiggﬂﬁiﬁ@%tm@ék Pasudees sethfor the pppsitall addsegeent. 12.

The net hod of aim 1, wherein if the physical address cannot be validly
t r anslsat eahd tithke thasr | vakee addie saask svahee sap@cesat e BhySi ERP address.

physical address.

6. The method of Claim 1, wherein combining
comprises:
determining which bits of the physical address should

10 be retained in the translated address; and

" substituting bits from the offset value for bits of the
physical address which are not to be retained in the

translated address.

7. The method of Claim 6, wherein determining which

15 bits comprises:

applying a mask value to the physical address, the mask

value associated with the physical address.

8. The method of Claim 1, further comprising:

issuing a fault alert.

20 9. The method of Claim 8, wherein issuing the fault

alert comprises:

issuing a notice that no mapping exists for the

physical address,

10. The method of Claim 8, wherein issuing the fault

25 alert comprises:

issuing a notice that an attempt has been made to

access a particular segment.

11. The method of Claim 10, wherein issuing the notice
comprises:

17



13. An apparatus conprising: a nenory having a first address. space divided
into a plurality of segnents; conparison logic circuitry coupled to the
menory toWOM30&284te an interimfirst address from a firstPGRIUSEBO37H7r om
one of the plurality of segnents, to create an interimbase value, and to
conpare the interimfirst address and the interimbase value to determ ne

whet her the fi%{%g?glﬁﬁsﬁhe{?ﬁéfngs %81@ E?E”!éﬁ% bhat, 3 hevalidly

translated to a second address; and conbination logic circuitry
coupl ed tpathicebapaseégoantlogic circuitry and to the nenory, the
conbination logic circuitry to conbine the first address with an of fset

value to obtajpn the seco ddre Lf the conparisqn lLogig 20 circuitry
i ndi cat es thati%]_he fb?sPeggB?egi ﬁﬁlﬂeivg}@&%“&ﬁ ng!hﬁgé%l.y%éfalrhe_

appar at usa@ir&bai Buddoc WHEr LD liNe eoARalkESeR, Loel & reOutddy Lmdses:
masking circuitry to apply a mask value to the first 25 address to obtain

the irterif thessanddresshanghvaiappl pdekesspask val ue to a base value to
obtain the interimbase value, the nask val ue associated with the first

e ol PR B 8 Bl 0 L combination Tome
apply a mask val "wemboyt hevihgsé first address space divided into a
plurality of segments;
comparison logic circuitry coupled to the memory to
10 create an interim first address from a first address from
one of the plurality of segments, to create an interim base
value, and to compare the interim first address and the
interim base value to determine whether the first address
belongs to a segment that can be validly translated to
15 obtain a second address; and
combination logic circuitry coupled to the comparison
logic circuitry and to the memory, the combination logic
circuitry to combine the first address with an offset wvalue
to obtain the second address if the comparison logic
20 circuitry indicates that the first address can be validly

translated.

14. The apparatus of Claim 13, wherein the comparison
logic circuitry comprises:
masking circuitry to apply a mask value to the first
25 address to obtain the interim first address and to apply the
mask value to a base value to obtain the interim base wvalue,

the masgk wvalue associated with the first address.

15. The apparatus of Claim 13, wherein the combination

logic circuitry comprises:

18



address to determ ne which bits of the first address should be retained in

t he seconﬁmﬂgﬂﬁggﬁ; and substitution circuitry to substitqﬁﬁwggk% %ﬁOﬁ\the
e for bit ¢

of fset valu s of the first address which are not to be retained in
t he second addres 16. The apparatus of Claim 13, further conprising: fault
detection circuitry coupled to the conparison logic circuitry, the fault’

det ecti on circuatkyngocietettrando 18ppsgue haakt valleet §0 the AigEdht em

conprising:,, a processor; menory.c led t e processar, the r

v no- o SR erE Lty deCetphte WhiFRoR A b2t BRLPAPEE, Sl AR,
conpari sopel egt§i bHCUAT EMeCOLPbRE LQAtBEsHERRAY tO create an interimfirst
address froma first address from one of the plurality of segnents, to

create an intesilhsbatetion| gercaatiry oteorphrEitnEsi REER Fo dtheaddr ess and
th interimb | t o, det i i .agdd
o gtk Beseya g LocceLern pe beller e LSt iedoigse 20 helon:

to a segm% obtain a second address;

and conbi pat repzipgiicial £tBHI key¥osaQupliedeks .t he conparison logic circuitry
and to the nmenory, the conbination logic <circuitry to conmbine the first
address with an offset value obtain .he second_address if the conparison

logi ¢ circuitr}®i ndfeat BBPRRAEUEhBE P8t Maddr eSS EARTDEVRITHYS T
translated. 18¢, 00 gustemeh, G abmisy, wBeHeLR tBereeMmeakipsen sdPgic

circuitry conpri ses: _
logic circuitry, the fault detection circuitry to detect and

10 issue fault alerts.

17. A system comprising:
a processor;
memory coupled to the processor, the memory having a
first address space divided into a plurality of segments;
15 comparison logic circuitry coupled to the memory to
create an interim first address from a first address from
one of the plurality of segments, to create an interim base
value, and to compare the interim first address and the
interim base value to determine whether the first address
20 belongs to a segment that can be validly translated to
obtain a gecond address; and
combination logic circuitry coupled to the comparison
logic circuitry and to the memory, the combination logic
circuitry to combine the first address with an offset wvalue
25 to obtain the second address if the comparison logic
circuitry indicates that the first address can be validly

translated.

18. The system of Claim 17, wherein the comparison
logic circuitry comprises:
30 masking circuitry to apply a mask value to the first

address to obtain the interim first address and to apply the

19



3c masking circuitry to apply a nmask value to the first addréss to obtain
the interimfirst address and to apply the 19 WD 03/ 073294 PCT/ US03/ 03797
mask valugg%%m§nﬁése value to obtain the interimbase val BETVHB/OFESK val ue
associated with the first address. 19. The systemof Caim 17, wherein the
conmbination c circuitry conprises: masking circuitry to apply a mask val ue
to the fimabkaddl88stboadeheenvagushiceh obitlhs noft Heha ritdsitm aski@seaBheul d be
retained in the second address; and substitution circuitry to substitute
bits fromfRemagkt vdlge 2F6PChRLE ot ithe thier firaddresyadii ch are not 10 be
retained in the second address. 20. The systemof Claim 17, further

conpri si ng; f%ggbl ?ﬁggg @B LIFC LY, ‘i‘%”phrgl%xfe‘lr{ Q%;C%B}%ié 1091 C

circuitry, the ction circuitry to detect an Issue tault alerts.
20 logic circuitry comprises:
5 masking circuitry to apply a mask value to the first

address to determine which bits of the first address should
be retained in the second address; and

substitution circuitry to substitute bits from the
offset value for bits of the first address which are not to

10 be retained in the second address.

20. The sgystem of Claim 17, further comprising:
fault detection circuitry coupled to the comparison
logic circuitry, the fault detection circuitry to detect and

igsue fault alerts.
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