;wxe3de<} <z$(6T QN A LOOKUP DEVI CE AND A METHOD FUR CLASSIFICATICN AND
. FORWARDI NG OF PACKETS | N PACKET- SW TCHED N i cal 5im

i nvention The present =nvention rel ates toqmmmﬂmmmmmmmmlce for R ﬂb?
classification and Forwardi ng of packets >, n pagket<sw tched networks. The
-present invention also relates to a nethod for classification and

f or war di nghA of00[UR IDEV ECE AN af METHENFOBNEIASSEE WNTREN ANBSIRWARPINE of rel ated
art The gPoRARKES INLACKE Br i CHED NEEWORKS a situati on where bandwidth is
beconm ng argenniealesadliacofOnper eas@ntdion this is that the IP routers -

t he packet swtc LN the nternet - ar omerf I enou h L9 andle t he
traffic that aggreéa?es aPtthnvgwﬁﬁgﬁlﬁéﬁpgintgo fhe%8§rFen% £ ng

deal i ng wi thashlS1pabbbeming teormalricéve rdutrdrakefisormns e ke't -t he burden of
swi tching tgafbheq ﬁ@@wb?%&eadhgs reWentnes n didhf %fl%'&t fendes such as
FDDI swi tches, ATM sw tches t hernet switches. This turns out to be a
more cost BEFRRE| {Rrselafrekicaries aRe 6FF&@IFHPgsﬂﬁt@ﬁFﬁ&téaﬁ§C|ty is

mich | owerpabrect e pehea heewbewsi.ng capacity. One of th ng

factors for performance in an IP router, conpared to a s m“m“ﬂ “mmll

clainmed to beth « PLYC sin gf |nc m ng packets. Wien an ac et arrives
. e

at an inp ket needs to be exanlned

classified, and Basegiront hhef cthesihteanesn hae packep aSSﬁopaanded to an

out put pOf\LheFé‘ebQﬁ&M&tﬁ' §§Sbéb6ﬁﬁh3“ 0%%%%&%%%%%“0% apgbkyai ng
information in the packet header (at "l east destination address needs to

be exami net§r %mﬁsp%$fehﬁ¥n§h8 FBOKGHtéﬁératﬁﬁﬁ PgckBtashitRBEPntBr mati on

requi red tenhé ormes enéhe-pagkehoto bbér@@l’f efm@mghl lﬂoDhlaﬂ@'l@' €het he sanme kind
of C|aSSIfIC% edsto ne er orrregl # but thﬁ operation is
Genor aly FHBhH 1or bo*HBFBSabaRI Foatta FYRTEA:N BacRES-t RAR for an ATM
cell or ancithemnetrémantorAceabdmng wackuphist pedblemt dsuse aehashéng
schene. In t tic A Conpar|.so f i S Addr Lookup
T Comput cFoRETRBr ke BENR Char ie PREReY M 34 FEHE Gn  EhaRT calton. Vol
90, No. 101,n:ptpﬁad_57:®e athOhSSMAR 2062elren3, ki0@2, Bucli scl 6HBA di fferent
hashi ng ne hgggﬂ he S [ as g b hashi ng

addr ess bl% %eéﬁﬂﬁggﬁg?nge%chhg Eﬁgﬁgggz s ?tﬁé |ngnhglﬁg§h$etcher
checksum @;t hfaemehga UBP g eﬂethefr@ﬁééweuﬁplaﬁdoe) RABAPN§hAsSPAHCXOR

fol ding. Ther agicdigin éfaégeaége ej angdubhghospeednkbnt eneoppeeti o8y of

Mul tiple FDDIs using ATM based Backbone LAN', by T. Tsukakoshi, 0. Takada,
T. Mirakami CUMNIer3RRCIW - Yamaga, | EEE | NFOCOM 92, vol . 3, pp. 2290-2298,
May 1992, descridres cafsﬂheltm@ﬂntDlmhelpgolﬁbeﬁbtbafoa bashofmacté on can nmap

several | depti {1 ogs L ocbhe, paure: Labl 6. 0ga! Lano TR Dasbog pEchani sm
according is"'Sofuti On pats-afP entri t he Sane nenory, and
cal cul at esthdertreds vahqec s varpabhe naﬂﬁéﬁsofwhﬁﬁeénuﬁfiPaﬂbeEoIIision
OCCUrs. . arrives at an input port cf a router, the packet needs to

be examined and classified, and based on the classifi-
cation the packet is forwarded to an output port. The
packet classification operation consists of analysing
information in the packet header (at least the destination
address needs to be examined), and performing a lookup
operation to obtain the information required to forward
the packet to its next hop. In principle, the same kind of
classification needs to pe performed by a switch, but the
operation is generally thought to be more complicated for
an IP packet than for an ATM cell or an Ethernet frame. A
common lookup method is to use a hashing scheme.

In the article ”“A Comparison of Hashing Schemes for
Address Lookup in Computer Networks”, by R. Jain, IEEE

Transactions on Communicztion, vol. 40, No. 10, pp. 1570--
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Typically hash tables are inplenented as a table of lists, where each table
-entry is a list of identifiers that share that index. The di qpgl t wth
such an organisation is that it requires repetitive accesses to in
order to do a | ookup, | owering performance. Furthernore, many such schenes
‘rely on only one hash function, so rehashing has to be perforned if the
distribution gets too skewed. Summary of the invention The object of the
present in i onP9% tl® HYeledre dbbles gt i AR I dBF EMRISNdT#® provide a
| ookup devigscf be &l IBssh frig até odnda for war di ng of packets, wherein each
packet conp)rise 2 }‘ElaaneL} heade cor rglsti[ ng a nunber of fields, wherein
several fields i'Hhthe gpacskler{g He Oldrer oge Her forma packet identifier. This
obj ect is @achi evedsioynpruaard) fiRG e I yookue ldevi ce defined in the
i ntroductofy pard,of; fd ajdpl W itdh e adyantageous features of the

f 1d dail

characterizing part of” sai aim The 1 ookup device according to the
present irfenti dif Yot e h P19 elchEEiWy @Wids, wherein nis 2 an
i nteger amg) n>_Aadroing aHd nH oo ledialy packet, a firsindex by hashing the
packet identifi and in dependence of the fjrst index either directly or
indirectly obt aﬁm%garat ejtc}‘ﬁr@eenﬁcfa\oleer i P,f‘ccrﬁ\/\/ae‘rpaeien% fr]“ﬁeorr mation for the
desti nat i arorfrarctsiadrd gadkett ifplom KE ofusing eM-ba swmihBda@dgonvdierein the n
hashi ng units, are 0GESS) t.he cket .identifier.at,atinme, The

| ookup de\l;il“AcNZ ’aIb oplg'oﬁlgsruﬁ(sag% sah lc’ostrrj;'g‘r3r a‘ﬂjllq((;;gr(ﬁc’onrlln'eg{]ueljcf’1 kea}r?JHerM 'diﬁeerc%q‘i/’ or

i ndirectl Wit daadaastEEhel NHFOGM d' Yenordles Bngr.o 24P 0-AA8 t dMaai d n

hashi ng uny f ong ﬁ_[' i td fd8renl MY to n hashi ng
units andnltgtgzz’p.g{ﬁ(%t [ egn{}?f%@%tgﬁcﬁgﬁ%o f%%ﬂsrg%errrdenory. m%q} he conpared
packet i defridliians qalt gier e Yeralaridlaty i fiformatriton Yoy same gadidet i s

obt ai ned fromsaid ML shliRy FRdhARRNAGR Wildy 1 scidesign s dhat a
new packet identifies can be I'ooked up in each nenory cycle tinme. Another
advant age RitSh &l SYesiGh i thfarsane A s &t 44 abia adkitfs to be
per f or med Hakrone BN Waiddiel d intnbesd nafe dieed aokuds rag eeqierforared in
parall el . OAédcvanst ageously, each hashing unit conprises a hash function neans
for conputi ndJ said first index, and a hash nenory connected to said hash
function neans. TBmeferldyl hashe dbdelaup e vinge. emslge dises of trakdid faeff ent hash
functions,;ane hash i r i MBANS- y is

achi eved that t'he nelfeédj%c%d}f&é{akghﬁ ﬁeg’q.}s‘hg?%; eaf:ttilq\clste ;’lﬁdecr ease ) xgé;d hopeful |y
el i mi nat edBihchare fentinrdet.s e difashithniipasevdrdl sutependent hash

functi ons. : I i shi ;i r jordty, wherein
the first Ohrgsaﬁ{l%ﬁ&n?ﬁ SRt ﬂr@s@mpetrsis S e o1 Y, ng unit

has the | GV hritbratder AR R &y Up, tIweing Resshe mahssy,
repr esent i mg tHerntd ghestard evalcH nsdHnd Dokl davidfly hase tHesH argest nenory

size, and the n:th hash ry, representing the |owest level in the |ookup
devi ce, had u?%té%lﬁ%sﬁe%@f; ﬂagse.etos Bd bt e

distribution gets too skewed.

Summary of the invention

The object of the present invention is to solve the
above mentioned problems and to provide a lookup device
for classification and forwarding of packets, wherein each
packet comprises a packet header comprising a number of
fields, wherein several fields in the packet header
together form a packet identifier. This object is achieved
by providing the lookup device defined in the introductory
part of Claim 1 with the advantageous features of the
characterizing part of said Claim.

The lookup device according to the present

invention comprises n parallel hashing units, wherein n 1is



Preferably, the nenory sizes for the n hash nenories are decreasing
-substantially lineary. Hereby is achieved the nost efficient ry_usage.
Advant ageously, all the nenories are Static Random Access Me i M s)
and/ or Dynam ¢ Random Access Menories (DRAMs). Preferably, said first
‘index function as an input to said hash nmenory giving a packet identifier

and formﬂéﬂlﬂﬁté@é9r§ﬁal992f0fo£h80ﬂ9§EhH§tE69 andnaphiket! ag asrqutputs.
The IookungeV|ce al so co h@ses g sel ectln% means connected to the hit
gt b

flag out ptR<SeHfPA112 AP hESh RENBFF A9FIEET pPéxef P BonReBERANEE"Ehe packet
identifiemfammefbrmatdnngexnémthatidmreutputSroﬁnaiienthasbbnamnnhes
wher ei n sai a o] C i.d r hit flag
|ndlcatesgtﬁafggﬁeiggﬁgskgﬁgeﬁﬁg %?gw%%d§ﬂ h ne%@§k§égtﬁ ?h irst index
obt ai ned %@Sha&%thgntﬁ@rpaékétpa@éﬁﬁufm@m Oaﬁdoﬁhétpééﬁéﬁ hdentifier from

the hash ﬂ@ﬂ@erM‘t@hépglh'ghgsh RELALLhEY uWikh the RibcEkagngetneif any, is
used as input to said geg’garator via said mul tipl exer, whereby said

conpar at oF2BINRAT ESLt h cke®Ti AaBnei FiLBE i APGt LPEXERI HSHASR PUAGti on nmeans
and thedpa@mﬁflsaﬁnalt?mpa@atputcbhaats?adenugbkpb@xsbt19ngrmh$n thﬁ
conpare et ifi orwar di ng i nfor ion for the
packet 1 St P RbATT Fonr EnbeRRsnohEnary A EnERBZRFGNaER BPL ORI ty with the
hit flag S@putAm@0$dtdgntbaahohgennenbodbmenbmpﬁruhg phespatkenvention said
first ind n Ny ,np a i econd i ndex
and a hltfg?égpgéégu%ﬁ u@ t#h %ookhgghgv?cgnéggggéé gb?ségcg gelectlng
means conh@@méuf;©rtﬁ@thut frag éé@@uﬂ@m@ﬁYaIWhﬁnhééh qenperes, a
nultlpleX§5cﬁg@nﬁgéﬁélEQe&Bem§€een€hbn@%%wgyb@Hbslgkog%éteoha§er"8"vr'es

an address nenor storlng packet identifiers together with the
formardln@h$n@%@ ti R £B a%H@dd§§PWn§?96nme@6ﬁMecF€6 F818aid mul tipl exer,

wher ei n S@&Ga@@ rat en t§1§068§§§§d1%0t§§tdaaﬂﬁweﬁécﬁgﬁnﬁMenﬁlﬁﬁé ~hit flag
i ndi cates that ere was an entr menory the first index

obt ai ned W#e % AP KRGt He bacR@FX|88WPFV|EVClSnalwﬁe éBEBHGrlndex 4 065
MAR 2002 sdoantage hasbhmenbsydestignt e hhghest plilowst geweihlt bebhet flag
set, if a iS_u d as_Lpput tg sai ddress. neno |V|n a packet
|dent|f|e$g%ﬁ%p%h€8fo mB?ﬁ?ﬁﬁm?gfornapgoﬁegérgugﬁupg t% fig’ c%npagator
conpares the packepsideat peréprinagutnt pagsaildehash function neans and the

packet 'dent'f'ﬁav9H£9g&055991sggghaqggﬁ§agnﬁﬁeeycoaaglgegn t hgsgonpar ed
packet identifiers match, the forwarding information for the packet is

obt ai ned f?%ﬁ¥é%?dmaaaﬁe§§rn€ﬁBPytlﬂﬁoﬁﬁéﬂ éBjréét 1pfekneandvantdéh is to

provi de am@ﬁéPQdcéﬁﬁe@EéﬁstBI§§§UOHa@ﬂdfhﬂkwabﬂlﬁgaﬂE packets, wherein each
packet conprises aggacket header conBr|S|n nber of fields, wherein

several fields ThefreaBa¥ket N RedB8FIPOHEVAEF PB RE HSBalkel i dentifier. The
met hod co@pff§EénthBaEalEontngossepSne-hh@hc@mﬁuteonf@bre@ebhpaeget a

first index by hashing th ack i %n% erE in_n glfferent parall e
pat hs, Whor BT BoaHS nEEGEPYang HETIEVE B8pBRESNSE of the first

i ndex eithehasdhregtly effbndnveéylweGEEaﬁnﬁmgaadpaobeﬁuﬂdgnt|fier and
forvarding 1 fi L EBL! 99nkr chBe,dRAthRakhan ' spakddPagkeb biam one of at

| east n nenories; - onpar he 1 nput packet entifier and the packet
|dent|f|einéaPEUﬂeﬂﬁohﬁﬁhefHﬁﬁﬁ#?“Sand - if the conpared packet identifiers
match to make usﬁeﬁérbB@ fotﬂ@rﬂ'ﬂ@shﬁh@rﬁﬁ&t@naQEtéka@@eHrﬁglSald menory.

The mai n adyant age is . nmethod is that a new acke entifier can be
| ooked UpBFHOBAER" n§%ﬁﬁﬁleyehs FRRet RActas” 4ianPage et HLOHES et hod 1 <
that it apkowsiseyenad takl @:kbokupsing heipehber mb@ ilowese nenory cycle
tinme, S|nce the | ookups are perforned in parallel. Advantageously, the
conputlng 5 EXﬁprlses t he

Advantageously, the first hash memory, representinc

the highest level in the lookup device, has the largest
memory size, and the n:th hash memory, representing the
lowest level in the lookup device, has the smallest memory

size.



steps: - to conpute the first index by using different hash functions, one
- hash function for each path; and 5 a 5 MAR 2002 - to use th %‘ggtgm?dex
as an input to a table, one of r different tables. Hereby is atc hat
the need of rehashing is effectively decreased, and hopefully elim nated
-since the identifiers are spread by several independent hash functi ons.

Preferably, the gghs reorm%gdby rlgn gh S he first path
has the hi ghest EF P15 %nd P he A T pat A RasCf he ?oﬂes? pr|8WPF§eS
Preferablyaxeh@etrees1m@b$eb3tepteeehv|hgneHEthghesbylesebphhageuhe

| argest sigzg, ﬂggttngpcignfagéﬁor§e@g§§gnt|ng the | owest |evel, has the
smal | est size. Advantageously, the sizeS of the n tables are decreaS|ng

substantial |y |ih@aiytagReenyyi sd hthtes cBeTPE! fdstref Pretent ReapPe usage.

Pref er abl yanceash mahbei st or ssapaskesind dent bfhenscardnfionwardeng i nformation
for the destination, @ﬁ? M?EFEIH each table outputs a hit flag, wherein a
set hit flAG"?hiftal 884 hat there was an entry ~n the table with the first
i ndex obtai ned byréfshalngy t hea pdcketst demdex i Buncandnt he @ackeputdeatifier

fromthe table yith mﬁog%g@fﬂ cgré%éék’ewweﬁ??f?éi ghagfa Blarh gny, 1s

used as input to said co According to another e nbodr vent ~ of
t he met hodiatewrat hgnt&of hiehgr en;n¢nventa@% ashi® flagtapndekphiuacti ons

as an inputpd 0] §8k ot &b Ec Qi ¥i &g eoxﬁﬁppﬁédsl@d%leeél hihtafkag as outputs.
A set hit flag |nd|cates that there was an entry in the table with the

first indeXCHBEEFF2d M%e%h%a%h?nﬁl@%epﬁ%ﬁ%%§ ?Heﬁ%ifPePasﬁnﬂeWﬁél§§cond

i ndex fronatrhelt apl exat tdoimectheghesteips ipackyt Wdbntheibitahbag set, if
any, is us d as_|i an_address nennrgfg|y1ng ha? cket identifier as

t
out put, an aﬁﬂdpg%keﬁfﬁfﬁﬁﬁ}?Te9Utpuused as 1 nput LS'3" toRpari ng step.
Pr ef er abl ywhé fe an neau ¢ acdkepa r atent i f$ e¢omr$e¢be¢bet<addedd mbltspiexeéral ly

hashed Intg Lhe §1fshpatfhafofdd & g0l {delon, 6cH Sonl 6. 1hNeRE IS

al ready a packet 1den ier wth that firs ex in rst table, the
two col | i diagh paekery iver i fhersiagte Hmpedotpmbnwebﬁ ha gh5nARN2002

packet identifier, and the packet identifier from the hash
memory with the highest priority with the hit flag set, if
any, 1s used as input to said comparator via said
multiplexer, whereby said comparator compares the paeket
identifier input to said hash function means and the
packet identifier output from said multiplexer, and when
the compared packet identifiers match, the forwarding
information for the packet is obtained from the hash
memory with the highest priority with the hit flag set.
According to another embodiment of the present
invention said first index function as an input to said
hash memory giving a second index and a hit flag as
outputs. The lookup device also comprises a selecting
means connected to the hit flag outputs of all n hash
memories, a multiplexer connected to the second index
outputs of all n hash memories, an address memory, storing
all packet identifiers together with the forwarding
information for the destination, connected to said
multiplexer, wherein said comparator is connected to said
address memory. A set hxt flag indicates that there was an
entry in the hash memory with the first index obtained

when hashing the packet identifier, and the second index
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second path, and if a collision occurs in the i:th path, the colliding
-packet identifiers are hashed into the (i+7):th path, wherein ?Fﬂ@gmﬁ
Hereby is achieved that only one conparison is needed for a fu Bfier
| ookup. Advant ageously, the nmethod term nates for said packet identifier if
‘the conpared packet identifiers not match. Preferably, the method

bt 11 8. EHbod i 2 R e o b FRCRsw b cRaly PEESGRE S ° 5
ref erencerito &Jh@; a%%@rrplaﬁwy@rmg dr avii PR, a$nlmhu§ht08rsaeﬂ dédeespti on of the

Dr awi ngs &gure lgshayws 2 sehedmt|gedi agram ghqt bgef gk darbnngn 1 P packet
header ; Flgure 2 shows™ a schenatlc di agram of the hashing conCept; Figure 3

shows a btk et HIOE PYokup! HeVFCBPAERBPHI RGP EAe ChReBBAKSET

i nvent i on;dend ﬂegmrﬁq;ﬁm sta $4 0w tﬁdﬂﬁkﬁtf@lfxctbsnm\aéhﬁé asgoedeng to the
present inv ntlon %i ed descri tlon gagaﬁrrents In flgure 1 there is

di scl osed KX kthets HyranTRt t he Tl%?ﬁg SPPY5ERKEt ABHder. The IP
packet hedausr tdtmmcrmre.m phdfer enderfif ef ders Asatshdi sbkofedwandingure 1

these fiegf '%mﬁﬁ&eréapmhépn{ﬁgdfsete {an&fpgr% SEE Y gadrlghg Lengt h,

| dentification ags, Frag rme to Live, rot 0CO ader
ChecksummesgXe Address, and Destination Address. It can also contain an

ptions field. aHhAnR Al dLdrdnoimd elﬁ\Y@ﬂ@'i(Brf)e{@nEo ?Ps\sl% LP packet
classification; |P address | ookup, which is used orwar di ng of uni cast

packet s R Dt 3 hef k2 srost § ¢t 1 b mr%%gwaaﬁangd@ﬁtPﬁpé?tﬁookup, which is
i nt ended »&&Mm%ﬁ qsac;i@tf 1 o5 fOrvaededgneharul tbrpst spagket s and

flows of ket s t|c 002 addresses are not organized

L i erdiE o f sth e & KR 1 15 8T F boRdBTTe. GBel GhBACERber al f ol ds

in the pa‘aéeeiemetadﬁtn@geﬁdﬂﬁm forpaakeackeent denekfi ehe dechodn identifier

has no hie hi ¢ str 1o it nd the identifier space is
SRENEAL N THELR L0 Ldepd |

potentlaffy Ver ar ge. ere hi ques such as hashi ng or CAM
( Cont ent ﬂddrcemmtet%rﬁmy)eaﬂle p@fqmtredafbirﬁheihdekupy Taehpnegsent

invention i s hasgf @@(Péjéﬂééfi nt POKUP- 1 ANt her ALELRLS pérgi?ﬂpﬁr' son of
Hashi ng Schenes for dress Lookup 1 n Conputer Networ R Jain, |EEE

Transact i onsP&N CortthAfmi &l i Bt S vl . 10eING. angd, npd: 15701573 referred to
above, is-diged osedddendasts dbeme/ tneet | yhagxt 8echashingeeongept. Bel ow

and in reference Lo fiayre, 2 Wi, be gjven a sl selegtion frgmthis

information for the destination for said packet from
one of at least n memories;

- to compare the input packet identifier and the packet
identifier output from the memory; and

- 1f the compared packet identifiers match to make use of
the forwarding information obtained from said memory.
The main advantage with this method is that a new
packet identifier can be looked up in each memory cycle
time. Another advantage with this method is that it
allows several table lookups to be performed in one
memory cycle time, since the lookups are performed in
parallel.

Advantageously, the computing step comprises the
steps:
- to compute the first index by using different hash

functions, one hash function for each path; and



In figure 2 there is disclosed a schematic di agram of the hashing concept.
-Basically, hashing allows us to chop up a big table into seveg géwggghk
subt abl es so that we can quickly find the information once we

determ ned the subtable to search for. This determnation is nmade by using

‘a mat hematical function, which maps the given key to hash cell i, as shown
in figure 2. The cell i_could t%Fn goint us to the subh?ble of size ni.
G ven a ttace of SR Franks ot h"REEi 801 Alt *80dFe58e® 5AB1S h3BR ©5bTe of M

cells, the goafféseto mam1@$zeHehebaVEBagehmambertbétlobkupeedeqﬂired per
frame. If ""eélr?ééﬁfr%,aéeg é‘éthgﬁgy %E?F &thHthéééfl}'l dresses, we

need to perform1l ~ 8 up per ven an address
t hat hashes Qkﬂmlmﬁﬁ%%l$l”%% hag el 6n§é§#€ﬁ5tﬁF@ugﬁfaaéubVaéﬁéeéﬁLnl

entries, VWHﬂHHéﬁ%ﬂ&éﬁ@ wdy F@fct(8RE) | ookups. The total nunber of
| ookups saved is

irl[logz(2N)-1o0gz(2n where rl is the nunber of
franes that has%F?%?E?RQ :t%ﬁ%eﬁléag%?lageF?r%%éeﬂePysﬁ6?ﬂﬁlbér frane is F:
8 05 MMRZOO? the Rirstrpatioghén' the highest~plkoge{Py) aRiNcheHere, g, -

denot es t# )il %ﬁcgggft%%afgiaégaéo Ip?gp toi:th cell, and p. - n" rs the

fraction of esses cell. The goal of a hashing
function is tc)Eﬁﬁdeﬂahﬂ1kmtmEuﬁnr$y talgl e ogP¢Présenninggune 3 there is

di scl osed, gl ook & 201 am O ¢ | P9kuRoelewt se. aghar dhagyt oy the, present

i nvention up device 30 is for classification and forwarding of
packet s |FRpERKML S t etedl pleeSbr ksVehhehepnt tachmphéRet ebapri ses a packet

header (see figgiddagowdlp) Nghad surberoofthéehdgapybergia several fields
in the packet header together forns a packet identifier. The |ookup device

30 corrpr|%9€sf‘???)]a‘?%l$‘é¢5?%%%+ﬁblﬁn“§e%éi Bopeby isgachigpedefhen is an

i nteger anskth>2f1 ekt heshl @gusage . 32;, 322, ... 32~ conprises a hash
function neans 391, 3 d a hash ne

connected to said %ﬁﬁé&%XﬂKﬁ?%ﬁl%%%ﬁ% 3H9LeZghAcks : égentﬁgb%r%aiﬁgfunctlon
means 341folB3&2rding B@fonmmpumesfarfthstdeadewabyohashnﬂgthEepﬁcket

identifie r X 1 S tt a h menory,
gi vi ng a.%econdg?%%eéﬁagygg B ?1? ?9a§é ?kQEH A?ggth r gfg%g i ndi cat es
t hat therendiezatams ebitay tlexe hagh ﬁ@n@myr%ln BB, tablesﬁhtlwi thethe first

i ndex ObtﬁﬁfgﬁifW@@kh@@@éﬂﬂbéh@ypﬁggﬁingdgﬁé'ﬁb@ketTBQeBQQEEQrdeyh&e 30
according to the present |nvention makes use of .n di fferent hash functions,

one hash ?Qﬁuﬁ?%ﬁﬁ?o%d%%khfh%ﬁhf¥9WcFP%ntﬁ€éﬁsWSHﬁ thgohighessgp This
means t hatr fdwei t pokiiph delvé ciei 80f degosdi ngitoahhhe presestl svvempihon

conpri ses sever I %@& garallel hash paths. All hashing units 32i, 32--~,
32~ procesy IHE s%. PRt YoRntifier. Therefore a | ookup for a given
identifier wllAsuecdidyito ainoblsér oeebodinéet paf hsheandthberef ore all

pathe GO PRRETEY (s PBLELLRL  FDEpkgsiunegeu 630 Shagcomrises &
functions as an input to said table giving a second index
and a hit flag as outputs. A set hit flag indicates that
there was an entry in the table with the first index
obtained when hashing the packet identifier, and the
second index from the table with the highest priority with
the hit flag set, if any, is used as input to an address
memory giving a packet identifier as output, and said
packet identifier 1is used as input to said comparing
step.

Preferably, if a new packet identifier is to be
added, it is initially hashed into the first path, and if
a collision occurs, 1.e. there is already a packet
identifier with that first index in the first table, the

two colliding packet identifiers are hashed into the



0 5 MAR 2002 flag outputs of all n hash nenories 36;, 36z, ... 36~, and a
-mul ti pl exes 39 connected to the second i ndex outputs of all ﬁag ries
36;, 362, ... 36n. The output fromthe selecting nmeans 38 is co cted t
said nmultiplexes 39. The | ookup device 30 al so conpri ses an address nennry
"90, storing all the packet identifiers together with the forwarding

i nfor mat igrdrr gden desdd E.afi@gcoEa;;hisecegduiﬁdfx tnegn te ;s?a'tisi addr esfs
menory 4 ve a pack identifier and t rwar dj i nformation for
t he dest&&ﬁi%%gﬁéfﬁﬁ%ﬁﬁ k%ﬁe g%gkhél%g%l%ée3§ 3ﬁ§§aé8h% Fi%s a conparat or
92 connected t:d sabak faddrlesse nenbEy<wOl . Ther €lonpas aton 1 dledashat so anot her
i nput, s I nt L f p t t function neans
341, 342%932(g%éMég¢é§§b%%§r%%obgégégoﬁ%grgsgbke ggﬁ tb?i@dentifier i nput
to the n ¥8HWHF-unction neans 341, 34z, ... 34n, and the packet identifier

out put from theBadiesfedBIDyy ORe héthde @@fﬁ@ﬂﬁ@ﬂe@aﬁdﬁﬁtséﬂ?nt' fiers
bt ained fromsaid

mat ch, the forwar nf ormpt on for the acket S

addr ess mETOYSF SﬁéjQﬁii%Fiih ¥ee FPRHEG-d Baﬁﬁ?tnhgﬁﬂtiflﬁéi 3°fal se hit,
indicatim@tkhat t he packet identifier was not present in the address nenory
o0, e hash calsuldidon UG BB ! COkHD. 108 Fab! £l ook and the
conparison are all in ended? opeér ati ons and can wor paralfel, thus

t he Iookd@aﬂﬂiﬂﬁﬁﬁI%ﬁiﬂpqﬁrmﬁiﬁea mot¢Mb¢%aQetpheSthr@agh@ut f hmot her
enbodi ment of e, dpGldix devi %@cgevdiegoﬁowiff paese@tdéye/n%iﬁé&n does not

conpri se an address nmenory and does not nake use of any second i ndex.

| nst ead tHe Mhas HF e &3 @%1th%690C°mPa@Bh“%oﬁﬁ?W§@9§helﬁaﬁmh@hidentifiers
and the forwarding information. The packet identifier output fromthe hash
menory wgh dmeidyghestipiiofi tyewihwihgshit flag set, if any, is used as
i nput to said conparator. This enbodinent is not disclosed in any figure.
Thl s enbadiguarnt kxnﬁnw§e§ adiembei el ehegt smdbsctiosediéhd§i puuren 31 pexcept

t he address ol Tne enbodi nent disclosed in figure 3 is preferred

g er, .
for larg en |ers because it saves nenory to use a second | evel

menory. \Ma;turraetzh%d@s hesdcidepsnds Q@DafPn19r + Re SnMER: RUO0 L bepdesign is

used (i.e. size of identifiers, nmenory Organi zation, etc. The advant ages

wth theﬁengﬂgﬁushﬁwstawﬁbédk dlagramimfaélDmskspveeaicéable | ookups to

be perfor] JTRITDLY, | ookups are perforned in
rE%econ (fﬁhere a.pl?e\’{gé}?t sﬁlgunc%gg

parall el . re severa ions, which effectively

decr ease Fl&ﬂﬁkémpeﬂ‘dﬂal ¥t Bbi ERAk €, of henaeret Bbg f@Bé@PdDﬂ st&cend he
identifiers are spread b several i ndependent hash functions When an

i dentifi &SI ¥ 1 He" | ookup device 30 it is initially hashed into the
first path. If a collision occurs, i.e. there is already an identifier with

that indexddy the hash; 5y Oghgmgg@lﬁgiigding identifiers are hashed
into the'5ECUﬁd"pHTﬁ‘“Tﬂ%ggﬁdEX’Tﬁ—TﬁE_TTTST path where the collision
occurred cannotIrbedMupere fortlamot hes dientoseera $éhamaoiéiaiaqm&mcurs al so
in the se e s o at h th ing
identifi e&gr{g‘t)e\[/)edl?l %heﬁ?%i i §g§k8 gsggghfﬁj‘%\e\?é é ge e why a
hash enthMMn¥$£$i12ﬂd1éf©nehasf®etdsre65iesndisgéedednynnﬁi@uréf1a | ookup

hits in h, t [ o] copsider the hit
in the pggL mnpﬁ'fﬁﬂgﬁgﬁ%es¥épgpg?itt§ %Lé%fhﬁg Eﬂscﬂgée ggnl one
conpariséﬁﬁM%Q?miﬂ??%%iL¢@@hbrfFé?nhaélﬁétb@npeFiégﬁedFr@gmgn%olI|S|on

occurs i mideed astimd ﬁo@tibeveth@rbeeisep tabhgeW theoXshh! O¥buBe | arger the
hash nennries in the hash fat S, | ower the robabilit that identifiers

will col A eShe dRdtDe3F E?Eh?nné F$SBsalk oB%ﬁPn%ﬁ“Rﬁé% 2he nmenory

i s dividexptdidrs sevexd hash paths. The hash paths shoul d be organi sed

hierarchicallyégith the | argest has est eyﬁl and the
as

r 3TeVErS' §i Eret 2l Lo
smal | est hash ry AT the PonkstPrevel® éi %FEBFy th The h menory
si zes forpadieth hibsds nbhoat eendelPeadiingssubsbvinpi alvhychi neanyed

for forwarding of unicast packets based on their

destination address, and identifier lookup, which is
intended to be used for, for example, forwarding of

multicast packets and flows of packets. IP multicast



The | ookup device 30 is preferably inplenmented using Static Random Access
-Menories (SRAMs) and/or Dynam ¢ Random Access Menori es (DRANﬁ% as gﬁﬁnries.
11 0 5 I ~pR 2002 The hash function neans 39~, 39~, ... 39~ MAR

i npl enented using xor folding, which is probably preferred, being very
“sinmple and easy to vary. In figure 9 there is disclosed a flow chart of the
met hod according to the present Invention. The nmethod for classification
and forwapdf hgs oPs packet et QR8PRIACEath PpabkBr2ESTDFRSeStAUBAEKEE header
(seE figumgeAﬁlso@pLi§b$gpalgunbeﬁ QﬁegieédfraMMEEelﬁsSBMetgF fLeIds in the
packet header together for acket identifier egLns_at ck 50.
ThereafteP?Cg?tbl%%ﬂeﬁzFO?%%ﬁﬁgtﬁ%ﬁmc%n??ﬁh S f%e%%%%h?é; ?BFReﬁeh packet ,
a first indextbyrdashangnoheienputhpagkestirdentiréi eo in, naddf fkeent,

paral | el : rei i i a > he. at bl ock 59,
t he nethogaégﬁ%f%%§s§%§?gi%§dgg%%§%§ggﬁ%fogﬁg %%f%%’i%ﬁ%&%?éf?her directly
or i ndi r ee®FHNbBEGF NG a2 pakRkeb i ndentri FrEr (apAt¢oF WARAT @gSeRtermati on for
the destimahbpp) foFespbdupasketofroneongoriipat theéasteHeREMPR €8 1 dheN, at
bl ock 56, the nethod ¢ ntlnges b conBarlng t he i nput packet identifier and
the packetSitRneT PRridet bt *¢F oh??h&Pmerory. Then, at bl ock 58, the method
continues, if the cosaparedcpacketCodeatifder st nidshindysamknag ose of the
forwarding . .information obtained fromsaid pory. Then, . at k 60, the
et hod | SPLURET e B C TRt ey Roa b LoV SR UG PE kY o actat Fl nbBRE  on can 6. g.
be i npl enBndesaei itna dowokoapndeveeeioh, thelt ype, discl b8edepn Lbgore 3. The
i nvention,k$,;no0 imted.to e dj cri Ln_t egoing. It
will be o%é?%bsE?tgg}%gngéd?% g?ég¥9n%g??%%§§?o%§92§%ég%sgﬁ%%g§mﬁthin t he
scope of vhéefbyinw e drashbngigonceprs. MARL2OO2NG b nsefleran¢eokop devi ce
(30) for elassiéfrcaiipomangd; fonvar dhag) ofe Packebs. s MBRT ehDseach packet
conpri ses a packet header conprising a nunber of fieélds, wherein several
fields i nfP¥heChacket header together form a packet identifier,
characterized imthajutde | ookid Devicec(S3d conpth&est Ic palayt&h hashi ng
units (321 322,h....32~g mheEeiE n.is,an igteger an? n> 2, for conputing,
for each BhckBt, PSPt CPRGER® by ﬁﬁ%ﬁ?hgyth aRERSt T HRWTi P eF® and in
dependencehop tpeafbigttaibtlexieidheevdrabcshylbdrsiuimdalbees| yoobhatni ng a
packet identjifje fo dj i i t ination for said
packet fr§%1%%é % ?gglyeg£?&nkﬁgn%ﬁ?gggggkgﬁe%ﬁé?hggngﬁgéhing units (321
32Z, ... detyrmiredrobessihgabhe santepuckefordehbi$idetarmanatihen and a

conpar at 0£s<r9§ée§8?”@§£ﬁ<9 gi m@ﬁeﬂgf@es&yfgﬁgmm_evsmihtﬂaag fgast one of

said nmenories an 0 an fnput _to said n hashing units (321, 322, ... 32~)

for conpafitgntkeyphekbashdenlifier2fnpi®Wholbhbigurashi nghanresl (821, 322,
32~é é@gi&hﬁhgﬁcﬁé%ntdﬁgttéi@heOﬁbbgébiéoﬁfS@iﬂe?ﬁﬂpraivéﬂgamheﬂ the

conpar e acket entifiers natch, .the.forwardin I NT Or tion for the

ket 1sPBBESI AbatT FEAnea; e hantr 9L o5t | S ERYas0i 2h4( S05eaRe0r di ng to

Claiml|, chatactérmzedlin, thht eaeh hashonginnmizé3RAe 322rage. 32~~

conpri ses h fu i (341 9 . 39~) for conputing said

afnBER oL PELk e nERYs e Tpgg, Frane:

first index, and a 36~) connected to said hash
functi on neans ¥Q4ﬂ¢ gqgfo;m_a_rgqu}a; binary search through all N

addresses, we need to perform 1 + logy(N) or log;(2N)
lookup per frame. Given an address that hashes to i:th
cell, we have to search through a subtable of ni entries,
which requires only log: (2nj) lookups. The total number
of lookups saved is S:

S = 2r,[log;(2N)-log;z(2n,) ]
b

where r, is the number of frames that hash to the i:th
cell, 2r, = R. The net saving per frame is F:



3. A |l ookup device (30) according to Claim2, characterized in that the

-l ookup device (30) makes use of n different hash functions, one hash
function for each hash functions neans (341, 34z, . . . 34~)05MAR 02 ookup
device (30) according to any one of Clains 1-3, characterized in that the n
“hashing units (321, 32~, 13 ... 32~,) are ordered by priority, wherein
the first hashing unit (32~) has the highest priority, and the n:th hashing
unit (32~) has ghesyl owedt \ppidrjty. S oA QeKUp device (30) accord ing
characterized in that t fre flrst hash representlng t he highest level in th
has the | argest nenory size, and the (36~), representing the | owest |evel
has the snmallest nenory size. to Claim9, nenory ( 361 ) , a | ookup device
(30), n:th hash nenony |nrth Io kup ﬂeV|c p device (30)

tﬁatacttﬁémrré)r?orfff%qefest "Gr the n hash

according to algiR- 5, charRac

menories (361, 36z, . .. 36") are de,crea5| ng, substantially lineary. 7. A
| ookup déVEste H30) At Grldingth mny ope ‘of e fsaation oharacterized in
that all the nenories (361, 362, .. 6~, 90; 361, 36z, ... 36~) are Static

Random Acckie svsrrortires (FSRAME)o a’nct/torcd:’ymarﬂitm Mbmﬂc&elsssmbn@ri es

( A | ookup device (.3 ccording to any one f Claims 2 - 7,
characteﬁ%ﬂ&fﬁthﬂgt %fﬁW%%§ éﬁﬁj Qﬁ%ﬁ At o |ﬁbut to said hash
menory (361, 362, flgur%'{‘}) t@iediend sa d]&(d(teisdcdeanttilfo?celt @l f i waf di ng
|nfornat|o r estinat nd hi t ag as_outputs nd in that said
| ookup dev:g)ckfél% f%)h’eiqde accoard sgegt a tgleq &c e|S‘negngcma VerﬂgJS ncoﬁﬁ%ct ed to the
hit flag lmﬂw sleofi cad I3(h Jhasﬁvmmﬂmsasfi(ciﬁj;orﬁﬁﬂ;d forddrdina ofil ti pl exer

39 t K f f n out puts
OF Al TRt b et R F g A | B e L 0 (9D) s
connect ed-amp r9dah mjlﬁaqﬂeetxé}ea(@) (sgirerfeiqure st ¢dwpfiagng ndi cates that
there was, aheSNtdey fik e MRl SRk d301,£ 30245 - in RN pAEkL the first

i ndex obtai ned by hashing the packet identifier, and fhe packet identifier
from t he NfRsie s REIs Lo mgbp 2 Pac)%)l%rmtwm%sto%%n ty with the

hit flag &sticd f3(aMomdiSisks n parallel hashing units 32, 32,
32,, wherein n 1s an integer and n22. Each hashing unit
32,, 323, ... 32, comprises a hash function means 34;, 34,
34,, and a hash memory 36;, 36, ... 36, connected to
said hash function means 34,, 34,, ... 34,. Each hash
function means 34,, 34,, ... 34, computes a first index by
hashing the packet identifier. This first index 1s used as
an input to said hash memory, giving a second index and a
hit flag as outputs. A set hit flag indicates that there
was an entry in a hash memory 36,, 365, ... 36, with the
first index obtained when hashing the packet identifier.
The lookup device 30 according to the present invention
makes use of n different hash functions, one hash function
for each hash function means 34,, 34,, ... 34,. This means
that the lookup device 30 according to the present
invention comprises several (n) parallel hash paths. All
hashing units 32;, 32:, ... 32, process the same packet
identifier. Therefore a lookup for a given identifier will
succeed in at most one of the paths, and therefore all
paths can be searched in parallel. The lookup device 30

also comprises a selecting means 38 connected to the hit



0 5 MAR 2002 used as input to said conmparator (42), via said multiplexes
-(39), whereby said conparator (92) conpares the packet identifier input to
sai d hash function neans (39~, 39~, ... 39") and the packet 0 %R 200%r

output fromsaid multiplexes (39), and when the conpared packet |dent|fiers
mat ch, the forwarding information for the packet is obtained fromthe hash
menory (361, 36z, ... 36n) with the highest priority with the hit flag set.
9. A | ookuplelevPreePrEBD)Chcedidingary BRYOSHE Sof bn ag% 2 -+ Bbrehardct eri zed

in that sa!admulf_§p1ém@IEX3§ua@hh@ataa an lt%@U%éc@n@allﬂdQ&SBu@m%yo(f361
a second d a h|§6fl %uts g in that

362, ... ivin dex, an
sai d Iooku%P%e i @S 3@?mgfé85cg %gg a 'sel et gengg BUE3SY @oﬁ Ected to
the hit flagleutpugsmeanalB8nlhashnnenmede$CK3@ld BB2riplexer36M). a

mul L1 pL exegy SPYo£apnaSh Slll S0t beseeand hadex AULBLS S0 Bl glgesh

menories ( dres packet
|dent|f|er§t@bh@@tﬁb¥ VP?hP@ﬁéeﬁo#ﬁﬁﬂﬂﬂﬁgeﬁﬁfépﬂﬁﬁhéﬁ Wéﬁhtﬁéedestlnatlon

connect ed torsat4&i Ryl Lhp&ﬁmsglés%orwe%eu@swndtqgm)aearsﬁr ské8hgi s
connected to said address nenor wherein a set hit flag indicates

t hat therelm%%xah“%%YrQO fatfed ﬁﬁéﬁsﬁéWﬁW9ry369 w362 Jive 3GRPCHFEN the
flgst ;ndexdfﬁﬂﬁiﬂﬁd MM@nthaShbﬁgatbengaﬁhebrmdembhfEﬁ& ﬁaaﬂ t he second

I ndex fromt he. hash nmepor 3C1, 2, 1., e,hig est iority
wth the eoEHASE Eal AR ukest: (RE yogkPo by b 3b 8 SRR ERR RERSry a0y
giving a packehpadeh@rf4%rcandechedfODmaaddngdde@snmemonyasoouﬁpats

uher eby salshsompa Al oy Aﬁg)a998D958§thel eketsuggmabalﬁﬁthHEHg to the

sai d hash functi on neans acket i1 denfifier
out put fr ok Hf bedr e3rurek®r§1{ 4bhe Anba erﬁuvﬁél@arrma@a packet

|dent|f|er§dﬁatch ddhe ﬁﬁéW@b%b@gah@&OMQB@dmbjﬂ&sQM@ packet: is obtained
fromsaid address, nenpry A met hod f or cla35|f|cat|on and

f orwar di ng~$¥"phk k%fsln%% r%?nt%%cﬁ Bééke?“@ﬁﬁﬁ?Ps@%aaspééket Yreader 15 0
5 MAR 2002, conpj,sian@ aheupertked ifdead st i hes et puts efedmal t Hd eldisrd 4y t he

ket header t her_f ket ideptifi int d ~
Char act or | SEIPDY (e 1ol 160 CONGE Eps: PESRot o B6RpaF boLF oPS BB pitker . a
first |ndakdnmﬂdﬁﬁqrmpfémman@mtf@ackbe pderetkfierobnannddf feoensaigparal | e
paths, wheleh L] ?ﬁg%inéﬁgeclgng DEagi 4220 knegegsn fefiapLythe first
Irec Kk

i ndex elther I ndi rect alnlng ent| er and
forwarmluriﬁ|aﬁiﬁlﬁﬂ|hﬂﬁfo¥n@h@a@é@@|ﬁb@toﬁ ﬁopagﬁeﬂ paeretfieponvane of at

| east n ”Br'i@d"p%sesenﬁOlﬁomér,?délf@sénrﬂé'ﬁ\o??ck@t rdenhhkher and the packet
identifier output fromthe nenor he conpared packet jdentifiers

natctho|ﬁﬁ&§%ﬁ%¥%ﬁ“¢rﬁ??cﬁﬁﬁﬁﬁanO?hFBrnﬁPFoﬁaBB?a}ﬂ%HU rdntshe nenory.
11. A et hoshpeeDssh ngré ca Ol ai midPengdnt acpelrazedns nahatahheogRnput i ng

PSP FOTDrSER 10E SO i P ERTFLLfal e balbel fgp BletoLgn o freren
increase the throughput.

Another embodiment of the lookup device according to
the present invention does not comprise an address memory
and does not make use of any second index. Instead the
hash memories 36;, 36, ... 36, comprise the packet
identifiers and the forwarding information. The packet
identifier output from the hash memory with the highest
priority with the hit flag set, if any, is used as input
to said comparator. This embodiment is not disclosed 1in
any figure. This embodiment comprises all the elements
disclosed in figure 3, except the address memory 40.

The embodiment disclosed in figure 3 is preferred
for large identifiers, because it saves memory to use a

second level memory. What method is best depends on how

10



- to use the first index as an input to a table, one of n different tables.
-12. A nethod according to any one of Claims 10 - 11, charactgy i@ﬂ m t hat
the n paths are ordered by priority, wherein the first path has ghest
priority, and the n:th path has the |lowest priority. 13. A nmethod according
to Caim12, characterized in that the first table, representing the

hi ghest tﬁ%@beéEEhtﬁ@LLﬁ&ﬂeQI’S'@%zef%ﬁjté@h@lfheP§b|ﬁemé??resenF'ng the
| owest | evel, has the smallest size. 19. A nethod accordi ng to Cl aim 13,
char act ed88d 137 t¥dt tH& dizes of the n tables are decreasing
substantially hnmearowanx@geswatwalﬁm ds i dn s net oty eEsDd dl ng to any one
of C ai msfllrost- 19t, Shar asctseervl zr% naglheatloeq{:h tatbl store (g

identifiers arid Torvarding in Srmatdon for° Tt He dest |on wher ei n
each t abloaeoutgmaisy acyvilte fiiarg, wheraed rtle sJeftolmpszdia@ p@df@ar‘(\es that there
was an eRiit A (ARl tdhde did sleydidex Rl pegbyohashingeh he packet

identifier, and the packet identifier fromthe table wth the hi ghest
priority Sfiftas e hi deqrep sset 2nd Wfqlslbus%]d”&%“@ﬁ?)utt@% B@ed ebnparing

step. 16.rehaiiing @.Crﬁfér g e ranyr e Afr O iBad Oy d&vegharacterized in
t hat saldnéf rst 4nde Lﬁga{lon as an input to said table giving a second
i ndex and"49M{"99 i%i’ss '$OfGrerein a set hit flag indicates that

there was an emtyan iam adteahlﬁl\@!xt h 4 helddd o Itr‘rCEEXl@:bltu’:p rt@élvwﬂ@nimashl ng

t he packet |dent|f|er, he, second ,i ndex fromthe hthe hi ghest
priority Mith tHgH a[l]Tylg"ga LERR UL ag‘i}1 fgrssteopaéltshl n{:)gt t% r3udP ess

nmenory giodag sa packetthedentis icelrr essd youwtrputderaindf sar dv paicketat dentifier is
used as URHE, L SAHL CUIPHING S e hio AdELIGM acceLal oy Lo any one of

Claims 10 - characteri new packet 1dentifrer is to be
added, it%es Warﬁftqchlm\}%m&qu tFrPélel rgte petde = apel e af £v$ti sion

occurs, ipafh t\m%rl% 't%@'dcﬁqq}fsl%rp%@lrﬂéi?r&drfrﬁ@i Mbthsddatofirst index in
theflrst tat? tOP i ding packet identifiers are hashed into the
second p&tWt qq S|Iofn OEUrS TP REFUEH dEEh, 1R hER%ol 1 di ng

packet i denidrd gratranthehasiied griiaedihe: (Jlsflx)e[.’né’atp@di hyit¥etieen 15i < n-1. 18.
A met hod accar t one of d characterized in that, if
t he conparglgl Cgl t* ed}eatrﬁqjﬁre@rén darﬁsﬁ c'# t%“ﬁ%t%%ﬁ‘t e?rﬁ?n%?eg for said
packet identifilrerelGs A netasach MQOI‘EdI}TEgSH eramy offeend L @ hbidbon 16,
charactenized dn, 10t i d T OGS 4P db2iabl £ QUERHESo Ahdds in

more than one path, then it is sufficient to only consider

the hit in the path with the highest priority. So with
this scheme, only one comparison with the real identifier
has to be performed.

If a collision occurs in the last of paths, the
lookup table will overflow., The larger the hash memories
in the hash paths, the lower the probability that
identifiers will collide.

The most efficient memory usage 1is obtained when the
memory 1s divided into several hash paths. The hash paths
should be organised hierarchically with the largest hash
memory at the highest level and the smallest hash memory
at the lowest level, preferably with the hash memory sizes
for the n hash memories decreasing substantially lineary.

The loockup device 30 is preferably implemented using
Static Random Access Memories (SRAMs) and/or Dynamic

Random Access Memories (DRAMs) as memories.

11



set hit flag, the nethod term nates for said packet identifier. 18

- AY[ . AF{ S9. AhS. ASE. A, . AA. A@ ASf E. A. AY. A{l . A(l . A& ANS. A@ . A, u2. A@ Al Sg}

zupkf a[ V] ca] c*a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cQ]&:M]\R"MZ:a] calc
aJca] ca]c™a] calca]ca]calcal]cralca]lc:al @OUZ[fTKI P ] #% ((-(/(2(:(.///JI0KO{u
“pkfa\W]ca] ca] ca] ca] ca] caU] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]ca
] ca] ca] ca] ca] ca] c”a] ca] ca] ca] ca] ca! KO

11213U3" 6' 6/ 646hBWeT ik <kiprc bren -peans—girc\Hor Dt Dx B'BDFGFI §8\ Wkf a\ W] ca] ¢
aU] ca] call gp] ca¢cedcabcahgalea) esaficapcabheahcakcaleaheal,c”a) cal ca] cal call c
ajcalca)]c”alcalc”alcalca .
E%GEiLL{LEﬂ%ﬁf%ﬁ%ﬁ{h&éﬁ?%;%ﬁﬁ%z?kTQi?dQQEAfaS#aE8Nﬁ3£¥foje‘[V]ca]ca]ca]ca]c
a] ca] ca] ca] ca] cht)] tejeat)] €afcalecal caficaftafed] eaf tajcaheafcafcaheal ca] cal]

ca] ca] ca] g2l €34 abbESAINTAM: the present invention. The ﬂfégfgafgé]ca]ca]ca

h?hDhi goooooppr ( ssst suuutiuuv?v@zuoj d_ZU] ca] ca] cal] ca] ca
]ca]ca]caTb%T%h%b%i&b%Tc@T%af@éY%éféa@]@é]8&9F65Fcaﬁé§FééPc8F@é]ca]ca!@me{
| 1] 1-}9} pocreppesasst sesusupyN@zHehde2U| sakcal gabkca) cabhpal s ga] cal ca]

ool calescalelealepLeelsn) “alesl cal eatlleglasloaloshoaheelcalenl colca o)
& ()-"SlodRader " SAPSMBNEY - Fdrm a packet identifier, begins at block

50. Thereafter, at block 52, the method continues to
compute, for each packet, a first index by hashing the
input packet identifier in n different, parallel paths,
wherein n 1s an integer and n22. Thereafter, at block 54,
the method continues by, in dependence of the first index,
either directly or indirectly obtaining a packet
identifier and forwarding information for the destination
for said packet from one of at least n memories. Then, at
block 56, the method continues by comparing the input
packet identifier and the packet identifier output from
the memory. Then, at block 58, the method continues, if
the compared packet identifiers match, by making use of
the forwarding information obtained from said memory.
Then, at block 60, the method is completed.

The method according to the present invention can
e.g. be implemented with a lookup device of the type
disclosed in figure 3.

The invention is not limited to the embodiment
described in the foregoing. It will be obvious that many
different modifications are possible within the scope of

the following Claims.
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A lookup device (30) for classification and

forwarding of packets, wherein each packet comprises a
packet header comprising a number of fields, wherein
several fields in the packet header together form a packet
identifier, characterized in that the lookup device (30)
comprises n parallel hashing units (32, 32, ... 32,),
wherein n is an integer and n22, for computing, for each
packet, a first index by hashing the packet identifier,
and in dependence of the first index either directly or
indirectly obtaining a packet identifier and forwarding
information for the destination for said packet from one
of at least n memories, wherein the n hashing units (32,
32, ... 32,) are processing the same packe% 1dentifier at
a time, and a comparator (42) connected either directly or
indirectly to at least one of said memories and to an
input to said n hashing units (32, 32,, ... 32,) for
comparing the packet identifier input to the n hashing
units (32, 32, ... 32, and the packet identifier output
from said memory, and when the compared packet identifiers
match, the forwarding information for the packet is

obtained from said memory.

2. A lookup device (30) according to Claim 1,
characterized in that each hashing unit (32;, 32, ... 32
comprises a hash function means (34,, 34,, ... 34,) for

computing said first index, and a hash memory (36;, 363,
36,) connected to said hash function means (34, 34,,
34,) .

3. A lookup device (30) according to Claim 2,
characterized in that the lookup device {(30) makes use of
n different hash functions, one hash function for each

hash functions means (34,, 34,, ... 34;}).

4. A lookup device (30) according to any one of Claims

1-3, characterized in that the n hashing units (32;, 32:,

13
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5. A lookup device (30) according to Claim 4,
characterized in that the first hash memory (36;),
representing the highest level in the lookup device (30},
has the largest memory size, and the n:th hash memory
(36n), representaing the lowest level in the lookup device,

has the smallest memory size.

6. A lookup device (30) according to Claim 5,
characterized in that the memory sizes for the n hash
memories (36,, 36z, ... 36,) are decreasing substantially

lineary.

7. A lookup device (30) according to any one of Claims
1 - 6, characterized in that all the memories (36,, 36;,

36,, 40; 36,, 36, ... 36,) are Static Random Access
Memories (SRAMs) and/or Dynamic Random Access Memories
(DRAMS) .

8. A lookup device (30) according to any one of Claims
2 - 7, characterized in that said first index function as
an input to said hash memory (36, 36, ... 36,) giving a
packet identifier and forwarding information for the
destination and a hit flag as outputs, and in that said
lookup device (30) also comprises a selecting means (38)
connected to the hit flag outputs of all n hash memories
(363, 365, ... 36,), a multiplexer (39) connected to the
packet identifier and forwarding information outputs of
all n hash memories (36, 36, ... 36,), wherein said
comparator (42) is connected to said multiplexer (39),
wherein a set hit flag indicates that there was an entry
in the hash memory (36,, 36,, ... 36,) with the first index
obtained by hashing the packet identifier, and the packet
identifier from the hash memory (36, 362, ... 36,) with
the highest priority with the hit flag set, if any, is

14
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the packet identifier input to said hash function means
(34,, 34,, ... 34,) and the packet identifier output from

) said multiplexer (39), and when the compared packet
1dentifiers match, the forwarding information for the
packet is obtained from the hash memory (36,, 36,, ... 36,)
with the highest priority with the hit flag set.

9. A lookup device (30) according to any one of Claims
2 - 7, characterized in that said first index function as
an input to said hash memory (36;, 362, ... 36,) giving a

second index and a hit flag as outputs, and in that said
lookup device (30) also comprises a selecting means (38)
connected to the hit flag outputs of all n hash memories
(36y, 362, ... 36y), a multiplexer (39) connected to the
second index outputs of all n hash memories (36;, 36,,
36,), an address memory (40), storing all packet
1dentifiers tohgether with the forwarding information for
the destination, connected to said multiplexer (39),
wherein said comparator (42) 1is connected to said address
memory (40), wherein a set hit flag indicates that there
was an entry in the hash memory (36,, 36, ... 36,) with
the first index obtained when hashing the packet
identifier, and the second index from the hash memory
(36, 363, ... 36,) with the highest priority with the hit
flag set, if any, is used as input to said address memory
(40) giving a packet identifier and the forwarding
information as outputs, whereby said comparator (42)
compares the packet identifier input to the said hash
function means (34;, 34,;, ... 34,) and the packet
identifier output from said address memory (40), and when
the compared packet identifiers match, the forwarding
information for the packet is obtained from said address

memory (40).

10. A method for classification and forwarding of

packets, wherein each packet comprises a packet header

15



10, F=109& ()-!i Y 109 ()-5![ Y 109% ()-5Y 109% ()-5Y

1098 () -5LLM NXPQ R}[ 9SH=0@ " & 10%g& ()- 3! s& 10%g& () - 3!

10%gg&' ()-3!s& 10%gg&' ()-3& 10%g" & () - 3#- 109g& () - : RS&T) T*T+1W"Fz TT{\ 0@!"
10% (& ()-) @10%& ()- 10g 10g 10g<10%& ()-!& 10%g& ()-3!&

10%ggé& () - 3TYYQZTZUZVZV\ZdeodY 0@"&10%a& ()- 10b 10b 10b@10%H& ()-!i"

10%ssé& 0% & Qo dz @ o -T1
10‘VEL (§) C)Tomf(so}@n@) (% %FB@ fbt%%e(l)ds) i?n% —elr!:asq;% aol f18eljcps @1 0
109 () - Ltr@%@c@exFaeagiap(ammab@mo@@rm@o/&a@ke(tmmt(n)ﬁlelr()%&' () - #S10%&

(). 10@,10@.10@ 331RUE@R0) 1 hcerdIRARhEhAE byl 0L ORRIAMRE () - %
109%& () - tl%%q&' ()-s10%& ()- CILO%& () - CLO%& () - 6h7hDhi 000000UVK@ 10
10 steps:

5 - to compute, for each packet, a first index by hashing
the input packet 1dentifier in n different, parallel
paths, wherein n 15 an integer and n22;

~ and 1n dependence of the first index either directly or
indirectly obtaining a packet identifier and forwarding

0 information for the destination for said packet from
one of at least n memories;

- to compare the input packet identifier and the packet

identifier output from the memory; and

- 1f the compared packet identifiers match to make use of

> the forwarding information obtained from said memory.

11. A method according to Claim 10, characterized in

that the computing step comprises the steps:

- to compute the first index by using n different hash

functions, one hash function for each path; and

- fto use the first index as an input to a table, one of n
different tables.

12. A method according to any one of Claims 10 -~ 11,
characterized in that the n paths are ordered by
priority, wherein the first path has the highest
priority, and the n:th path has the lowest priority.

13. A method according to Claim 12, characterized in
that the first table, representing the highest level, has
the largest size , and the n:th table, representing the

lowest level, has the smallest size.
14, A method according to Claim 13, characterized in

that the sizes of the n tables are decreasing

substantially lineary.
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characteraized in that each table stores packet identifiers
and forwarding information for the destination, and
wherein each table outputs a hit flag, wherein a set hit
flag indicates that there was an entry i1n a table with the
first index obtained by hashing the packet i1dentifier, and
the packet identifier from the table with the highest
priority with the hit flag set, if any, is used as i1nput

to said comparing step.

16. A method according to any one of Claims 10 - 14,
characterized in that said first index function as an
input to said table giving a second index and a hit flag
as outputs, wherein a set hit flag indicates that there
was an entry in a table with the first index obtained when
hashing the packet identifier, and the second index from
the table with the highest priority with the hit flag set,
if any, 1is used as input to an address memory giving a
packet identifier as output, and said packet identifier is

used as input to said comparing step.

17. A method according to any one of Claims 10 - 16,
characterized in that, if a new packet identifier is to be
added, it is initially hashed into the first path, and if
a collision occurs, 1.e. there 1is already a packet
identifier with that first index in the first table, the
two colliding packet identifiers are hashed into the
second path, and if a collision occurs in the i:th path,
the colliding packet identifiers are hashed into the

(i+1) :th path, wherein 1<i<n-1.

18. A method according to any one of Claims 10 - 17,
characterized in that, if the compared packet identifiers
nct match, the method terminates for said packet

identifaier.

19. A method according to any one of Claims 15 - 16,

characterized in that, if none of the n tables outputs a
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