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| TELECOMMUNICATIONS SERVICES APPARATUS AND METHODS
This invention relates to telecommunications services apparatus and
methods for use with a mobile telecommunications network, such as a
mobile telephone system, and which may be applicable to the field of
mobile messaging. 5 There are several types of unwanted messaging
which currently take place in mobile telephone networks. In this context,
messaging is taken to include all florms of text messaging such as SMS,
MMS, EMS and the like, althoughthe problem of unwanted or unsolicited
mobile messages predomlnantly affects SMS messaglng These types of
A 2 : TAHEDE

MT Faking MO Spooflng 15 Spam refers to any type of unsoI|C|ted
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Whilst Spam is typically targeted at valid destination numbers, flooding
may use either valid or invalid address information. Flooding messa
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tegprise
“éaél%nafffé%%ldl rom & reenctan twork. This can make it very difficult for
the t&pget operator to identify the true source of the MT messages, which
u§ualu%é:cgggprise some form of Spam.
e MT Faking
&+ MO Spoofing
Spam refors to any type of unsolicited message. These messages frequently incite the
recipient to eall or text a premium rate number on the pretext that they have won a
prize, and the messages are typically generated from countries and operators that do

not have interconnect charging agreements with the receiving network.

Whilst Spam is typically targeted at valid destination numbers, flooding may use either
valid or invalid address information. Flooding messages may be Spam or may

constitute a denial of service attack on a network by consuming SS7 resources.

MT (mobile terminated) Faking refers to a fechnigue whereby messages originating on
another network’s short message service centre (SMSC) or other device are directed at
a target network’s customers. However in this case, the source address details in the
MT messages are faked to make it appear as though the message has originated from a
different network. This can make it very difficult for the target operator to identify the
true source of the MT messages, which usually comprise some form of Spam.
Alternative MT faking scenarios may involve the destination IMSIs being selected

randomly or cyclically or taken from a cached list in addition to, or instead of, the



1

<

15

20

25

30

30 Alternative MT faking scenarios may involve the destination IMSIs
being selected randomly or cyclically or taken from a cached list in
addition to, or instead of, the 2 SMSC address being faked. All three of
the problems so far described are different aspects of the same MT Spam
issue. A significant aspect of faked SMSC source addresses is that

" Tanothéroperator may get charged for the deliveries or'even ™

disconnected. 5 In contrast, MO (m8bile originated) spoofing describes
the scenario where mobile originatéd messages are directed to an
operator's SMSC. In this case, the originator is made to look like one of
eSE cdiving teperétords ovhtoustofmbrpeblthat thdab MSGhadllarachitfatine

lginator is tk d for even
S I e L B SRE
whdrasees als Sheh SRABIBN OBOVHERI ML ettt ciVIBE ) fop Lihee dedidiediss, dt capnbe
NBRLifieqlt for operators to track down the source of these spoofed
messages. The present invention addresses the problem of MT faking,
which is becoming a very 15 significant issue for operators. MT faking is
bhomvntosly Meetabik wetriatectlr ffoofligodacdbSpam shileiaadwiagntiele
emaj ous..the s_attract a . .
R e o
Pedniedrelelicaenmel T seiuermsEnar ol tBitoressiydst thaShEdigiHot
seRg: M falking istihessiora aaignifizantipien dorararalars Ut hes,
p untjl nQw, been‘vegy, 20 hard to control. Solytions involving content
R i Rl SRR B R A B B D Al
B8 Hekild X itd8ngrepuse MAGAdsptive sbilutignivbichbmoenitorfatsage
SALesHt 1h e UBRE aRhianARd EAREIRIRKLIKElY occurrences of

pam. However, 25 solutions that involve content monitoring can have
regulatory problems and, in any case, only provide detection after an

mdigaiive levelphirssaginghassalieasyhappenedich is becoming a very
significant issue for operators. MT faking is commonly used as a vehicle for flooding
and Spam while allowing the perpetrators fo remain anonymous. The MT messages
attract a termination charge. Consequently the operator whose SMSC address has
been faked into the MT message is charged for messages that he did not send. MT
faking is therefore a significant problem for operators but has, up until now, been very

hard to control.

Solutions involving content monitoring have been proposed. For example UK Patent
Application GB-A-2 397 139 proposes an adaptive solution which monitots message
content in an intelligent fashion and can detect likely occnrrences of Spam. However,
solutions that involve confent monitoring can have regnlatory problems and, in any
case, only provide detection after an indicative level of messaging has already

happened.

There are essentially four types of MT Spam—
1. Transactions with
- Genuine SRI_SM addresses, ie. both SMSC address and destination MSISDN

are genuine, and
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There are essentially four types of MT Spam 30 1. Transactions with -
Genuine SRI_SM addresses, ie. both SMSC address and destination
MSISDN are genuine, and Vt 3 Genuine MT_fwd_SM addresses, ie.
both SMSC address and IMSI are genuine. This type of Spam can be
stopped by commercial means because the source operator can easily
v p@detitified by the SMSC address. Operators or service 5 providers that
persist in sending unacceptable levels of this type of Spam can be cut off
by the receiving operator. 2. Transactions with Genuine SRI_SM
addresses, but False MT_fwd_SM addresses, eg. faked SMSC address

(diffeteggg%?gaﬁ@f),% and saghedoricandomiyseleaiadsi MS! @SiChrmay
or may not be areal or existing IMSI). 3. Transactions with False
SRI_8tMuigdresses, and False MT-fwd SM addresses. In this case, the
SMSGaddress: PaMbead e Hbsmhsjnboticriesagestscaust|Hisestared.
This type of transaction would.n tr, y ' i
mech RRHHER TEHLLY B B ey kDI e
MT_FwiekidM it Feewws antiombngitmecepOile Sxalnid Seisgupg i frap wr

Falsebl\éIT fv%%ﬁm @gg(@%s‘g&rgbghis case, the SMSC address is faked,
and the fﬁgl_a d VLR address are drawn from cached lists, or sele%ﬁg
by HtHEBRIFAEERS
- Gennine SR1 SM addresses, but
- False MT_fwd_SM addresses, eg. faked SMSC address {different operator)
and cached or randomly selected IMSI (which may or may not be a real or
existing IMST).
3. Transactions with
- False SRI SM addresses, and
- False MT_fwd_SM addresses. In this case, the SMSC address may be the
same in both messages but still be faked. This type of transaction would not be
trapped by any protection mechanism that merely checked for expected
pairings of SRI_SM and MT _Fwd _SM. |
4. Transactions with
- No SRILSM message at all,
- False MT_fwd_SM addresses. In this case, the SMSC address is faked, and
the TMSI and VLR address are drawn from cached lists, or selected by other

means.

‘Whilst Case 1 above can be dealt with by commertcial means, cases 2, 3 and 4 cannot
since the source operator is not easily identified. Cases 2,3 and 4 therefore require a
technical solution since the real source network address is hidden. Embodiments of the

present invention provide a solution for cases 2, 3 and 4.

According fo one aspect of the invention there is provided a telecommunications
services apparatus for use with a mobile telecommunications network, the apparatus
comprising means for receiving a MAP Send Routing Information for Short Message

(SRI_SM message) originating from another network and operable to forward the



Whilst Case | above can be dealt with by commercial means, cases 2, 3
and 4 cannot 25 since the source operator is not easily identified. Cases
2, 3 and 4 therefore require a technital solution since the real source
network address is hidden. Embodiments of the present invention provide
SRI Sﬁ@olutlon for cases 2, 3 and 4. Accordin e aspect of the invention
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PRV iUl AP AHEVIBURTy SEI SIS CPRE Ole g oPIoeEes on o thei

respednfardeationtiotiie apparatus being operable to detect and selectlvely reject
MT Fwd SM messages for which there is at least insufficient correlation
between the MT Fwd_SM message and the previously-sent SRI_SM
AccorgiBgdngEoiid tensassidtiteNArmpdh SR i sEids dRlEs A iications services

methd@Speaiy e ipstinabidesclbcaardingdnianoihenasnest ofdip duenpdsitiiateeiving

a MAP ro‘ﬁdﬁou%ég'?ﬁ M 18{92“0%35 MRESE §]?P§Rﬁ YSEWI A MOBIE from
elecommunlc tions networ he me mprising recelvm6 aol\/}ﬁlg’

snothgnReking ffomiRD o ShoR Message (SRIOBM sesagegisicr receiving o

respoRE0iRBHNAHOM AN ather Aetwerkand fapvasgingsihie RRkag MeSaEa $0storing
a home location reglster receiving a response from the home Iocatlon

inforpghenarelatRg SRS IR AP BB R S8 Sh S FRAG Rk Y fignetwork
addretn tHenSR¢SM tesponsemtng phbsiig saidviegpondaBiviota ndvonkated Forward

Short2 S%?i% g\pl]:tﬁ ?QNQSSIK'/E Qfégég éﬂ"%ré%drs%%& 538&!3%”%@\%& aMcPtyl)‘?relatmg the

Termin orward” Short Me sage (MT_Fwd SM message) from said
MT_Eawded iasirgge é’ﬁ’éi’c%rﬁ?é‘?é{tﬁﬁ%éamﬁ%a“éWﬁﬁééé%g‘éiﬂﬁtﬁtﬁmd information,

detecf@VigusyesentvOR | rSMtiaspPRNBeraing StoreckdnfeEM@tiowhich there is at least
insufficient correlation between the MT Fwd SM message and the previously-sent SRI_SM

response, and passing other MT Fwd SM messages on to their respective destinations.

Other embodiments of the invention provide a computer program for implementing a method

as set out above, and a storage medium storing the computer program.

According to a further embodiment of the invention there is provided a telecommunications
services apparatus for use with a mobile telecommunications network, the apparatus

comprising means to receive a MAP Send Routing Information for Short Message



detecting and selectively rejecting MT_Fwd SM messages for which there
is at least insufficient correlation between the MT Fwd_SM message and
the previously-sent SRI_SM respon$e, and passing other MT Fwd_SM
messages on to their respective destinations. Other embodiments of the
invention provide a computer program for implementing a method as se

(SRL_ %M BESvRSEHIOMSIORIRE MRitiorh atstify revashipt e Proflam! m@Sbage to an
HLR, Accordingde:avfuiibellembedifoant of taedidehtion theregs prevideth acmporarily
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R, means to receive the HL jréesg nse togald SRI SM messa
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Short Message (MT Fwd SM message) from said angther network and to
to pasg SEFstRd this B HAS SO L TRBATHRSSH Yo BEGH ®hrevious sent
SRI_SM response. The apparatus is operable to reject MTFwd__ SM

Accorr(ﬂngsat%es foC% VYI‘IICjI{IA rttlillere IS n(()% (gcﬁ%rr lation etwg:nevn 1;[ dg Mﬁgygd

e an aprewously sen res onse, and to pass Ot eP]ﬁSilded 2
telewﬁmﬁ@ﬁﬂimé@sﬁ@é@%rﬁﬁmfﬁé%réisfpé&ftlv’él@e%tmaﬁﬁﬁ§63A%@@Fﬁlﬁ§0ﬁilaf§tme‘€wm‘k

the a;%ﬂlsmaisemr%iﬁgtrﬁém@ &BV%&@%ttﬁeR@A?Ppgé\é@iE@oﬁtm% lInformat}on for Short
ele |Icallons s rV|ces aratus for u 1N a e

Messqgio RO LRI I AT L BRS TeSe SRS messase

to an A MAPnSandReuting méoﬂhﬁfmmipoﬁhoa sMésEag S XS REsSMemBssage) modify

IMSIfERmrﬂ&%@? iHERUORRANGHIO E%%%@ th‘?@ﬁi@a‘ﬁB't{?‘%ﬁ}ﬁﬁ%ﬁ@F $8:2Ninformation

means to receivethe HLR's response to said SRI_SM message,

miatﬂfﬁetan%at% OHRFAMBLiNMrAGaRIS T BhE SRPASVAFHS BEHEEShEFTRERMS 98 1o the
origﬂ&m@olﬁafdwﬁiorﬁwf@p@mm felalingotorgaidonedifiad GRie&Meesponse, Mobile

Tcrmmagectlol:% $3.5A gSeSgl re@gpp%@ %n R/Itrrlges%r%gﬁcm% ?r)l? Worl%her n twork and

aratus her comprls ans to-receive a e ermlna
to congmvaréhshmmafgél(Mmeriw@ffsmm@,s@g@)rfgom gaigranetresent SRI SM

respoR@IVOK ANdrdQ 6 %@P@b‘l@'ﬁ) mgssage WithStoredinforpationyalatingete is no or
madequa{g\ggggigt? o %etween the MT_Fwd_SM message and a previously sent modified
SRI_SM response, and for alf other MT Fwd SM messages to restore the modified IMSI |
contained in the MT Fwd SM message to its original form, and to pass these MT Fwd SM

messages on to their respective destinations.

According to a yet further embodiment of the mnvention there 1s provided a
telecommunications services apparatus for use with a mobiie telecommunications network,
the apparatus comprising means to receive a MAP Send Routing Information for Short

Message (SRI_SM message) from another network and to forward the said
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response. The apparatus is operable to reject MTFwd SM messages for
which there is no or inadequate correlation between the MT Fwd SM
message and a previously sent. modified SRI_SM response, and for all
other MT_Fwd_SM messages to restore the modified IMSI contained in
the MT Fwd_SM message to its original form, and to pass these MT Fwd

' "SM messages on to their respective destinations. According to a yet

further embodiment of the invention.there is provided a
telecommunications services apparatus for use with a mobile
telecommunications network, the apparatus comprising means to receive
3RV AP SencRautmdliitomeatiol fore8leahs MERSageBR (S dseIssige)

IBQ&E@%@S{SQS &lj}»aﬁl‘?s ORI Ihe S48 9 @M&%ﬁ%@ ‘?aée

HLR, means to recelve the HLR's response to said mess

o iR addtessifyittoe ipTpRTREt @fTRstHa &rISBRSMgparmsesnd t@ﬁﬁew@ce
f&}ﬁp&laﬁxﬁ@&esw&lihﬁeﬁ RpPaaySAUdessii e Sk _sMiesprneand

means {0 tempar e mfor ation relating to said modified SRl SM
ECBLE LR BT IRV RE AT BTETRS pARSe ARt
migitifieg: resports elbn g dtwesdniginatrmupnsts orknd he@apivaelisHtide
SOMBIRGE AR (Suseae AMATMARISNICIRINAISIEQAIY Shatl,

Message (MT_Fwd_SM message) from sal networ
eeifrarktenthie mee@é"g@wm%ﬁé?e‘aﬂ%ﬁs?rﬁ%ﬁ@fwe@aﬂnge@@tlagﬁemm@@nt

SRISRMVEe8s. THe ppRARIMSIINEBRIgLe Veierl M ENTWdsSiis for
}%‘C‘t%% s for 10 Wh ch there |s1 no of inadequate correlation between the

d‘“’é’ﬂ\?f"rr?éé%%ﬁ%“%ﬁ&"&‘ BT CGSTy Le e btk meaee and a
respontesandbdifat SRS N Tspons. SM foestagls MITEStOrEMheanagtified

IMRLcRNRINAGIRLN ST e MESARIRIA KRCLigINA. £ J§ 48 inal

replace the destination address with the original'stored VLR addres

frmpdegiplace Wqﬁwatﬂemdﬁﬁees‘ag%éheﬁ%ﬁﬁéﬁt@@é&é&@%&qm.sﬁs

paskhednentien Wil new:he aesciibrdheway afexample with reference
to the accompanying drawings, throughout which like parts are referred to

by like references, and in which: Figure 1 shows a block diagram of
ke dovantignicttionsvsdeyidaseribed by way of example with reference to the

accompanying drawings, throughout which like parts are referred to by like references,
and in which: Figore 1 shows a block diagram of telecommunications services
apparatus according to an embodiment of the invention,
Figure 2 shows message flows for a general case of message delivery; and
Figure 3 shows message flows in the apparatus of Figure 1, in accordance with

the embodiment of the invention.

Referring to Figure 1, the apparatus includes an SMSC 1 in a Network A in
communication with home location register (HLR) 4 and an MSC/VLR 5 in a Network
B, via standard G8M text messaging protocols. It is arranged that certain messages are
intercepted by a processing device such as an SMS Router 2 (which may be, for
example, one manufactured by Telsis Limited), and which may also be connected to an

internal or external data store 3.

It is useful fo describe an example of a mobile terminated SMS message to aid

understanding of the problem that has to be solved. Figure 2 shows message flows for
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apparatus according to an embodiment of the invention; 20 Figure 2
shows message flows for a general case of message delivery; and Figure
3 shows message flows in the apparatus of Figure 1, in accordance with
the embodiment of the invention. Referring to Figure 1, the apparatus
includes an SMSC 1 in a Network A in 25 communication with home
location register (HLR) 4 and an MSCIVLR 5 in a Network B, via standard
GSM text messaging protocols. It is arranged that certain messages are
intercepted by a processing device such as an SMS Router 2 (which may
be, for example, one manufactured by Telsis Limited), and which may
alm@a casnel tedtmtaneisigr igliveraxieypkiiogtan swiel JagofilseuzEha o
scrib I a mabijle t d Maspe (o] The
Su%cf’éi}lsetnan(?‘ ?1(6: O@Ee‘?ﬁg}obﬁ%‘lﬁl t{r%tgr?ggsg%?%e solveglEl Fﬁgﬁl}aeﬁ Et sa%gﬁi\?vs
mebsdee oS fisir B iecaRBIeCE BT REE S B BRSO 2
pyaMngsan initial late failure and a subsequent successful retry after the

subscriber becomes available a nu ring on this figure
indicatta- i SORFRER RS ggfgg -gPhrl:ie merggaﬁge flows are as

mdmam B <SR reBivhromfdoriginPMREWeK SIS RS pibsinges pIdRMSL

é—s%df %?5 %{é@ﬂ@ﬁ%&{l Itqaﬁg/@@gontammg VLR address and
M glivery attempt to MSGVLR 6. SMS delivery failure

mdi%aﬁbfﬁ?’ﬁm@hé‘iﬁé?@%@%ery failure to HLR, causing it to set
Megsag@svailing iRt} fadekHON edgampertt @SS Ge S deriber
returns and MiC/VLRR%%g?s HLR 10. HLR alerts SMSC 11. SRI_SM
frof 0 Home HLR 12. SRI SM result returned to
foré\g rSﬁMSl@r contairngNIGVARdndesrs it IR S

10. HLR alerts SMSC

11. SRI_SM from foreign network SMSC to Home HL.R

12. SR1_SM result returned to foreign SMSC, containing VLR address and IMSL
13. MT_Fwd_SM delivery atterupt to MSC/VLR

14. Message forwarded to handset.

if the message delivery succeeds first time at step 5, step 6 becomes a success

acknowledgement, and the process jumps to step 14 at this point.

The problem is that an unscrupulous operator may take advantage of this open process
to send spam to subscribers, and may modify source address information in any or ail
of at least messages 3 and 3 to hinder identification of the source. This is called MT
faking, as previously described. |

Figure 3 shows the location of the SMS Router suitable for intercepting the relevant
messages and implementing the present technique, thereby preventing the problem of
MT faking.

The message flows are as indicated:
3, SRISM from foreign network SMSC to Home HLR, intercepted by SMS

Router
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15 13. MT_Fwd_SM delivery attempt to MSCIVLR 14. Message forwarded
to handset. If the message delivery succeeds first time at step 5, step 6
becomes a success acknowledgement, and the process jumps to step 14
at this point. 20 The problem is that an unscrupulous operator may take
advantage of this open process to send spam to subscribers, and may
modify source address information in any or all of at least messages 3
and 5 to hinder identification of the gource. This is called MT faking, as
previously described. 25 Figure 3 shows the location of the SMS Router
suitable for intercepting the relevant messages and implementing the
presersiRbShhigsd! thawatd toréveiintMAE Frapikn Beurr saxmena0/FRe
messagg flqws are as indicated: 3. SR{@M from foreign network SHMEE to

Home HLR, intercepted by SMS Router 8 4. SRI_SM resuylt returned t
foreigﬁ%MSMﬁ@WSfWGf@,%ﬁﬁfﬁmmgE‘H_d?ggé'ﬂgﬁ‘(ﬁﬁ?ﬂ/lggfgf’B“?

SMS RegtitedfpreamismnessryadarSM SBIbURwith nodifiet i Gitiandor

optionally modified VLR.address. S Ro%storesﬂiwr ationa[{g&ét
subse&‘besﬁqu\?g‘idatioﬁ’ 0 1P%Ieliver'}fiittempt. 4c. SMeSIgefggtempts o

MT_Fvl Si5Ghessage dETVEWLISIgraieuticBliNgD usine reeprad BHI8v s
Routet 5. M1 BPYieS walidates that the delivery attempt matches data in
its store for a corres&ondingﬁarevious SRS SM. If so if attempts

MTSFRMSHOUEEIRARIAYES e MSEehieR ATST: mERiE IS Shilvedtsid
VLR agdsitegsifimogifiadus RReNvide Tt discandspheMibFsa8M delivery to

MSC/VLR, using restored IMSI and restored VLR address if modified,
otherwise it discards the message.

. SMS delivery failure indication

. Acknowledgement to SMSC.
. Subscriber returns, and MSC/VLR informs HILR
10. HLR alerts SMSC
11. SRI_SM from foreign network SMSC to Home HLR
12, SRI SM result returmed to foreign SMSC via SMS Router, containing VLR

6
7. SMSC reports delivery failure to HLR, causing it to set message waiting data.
8
9

address and IMSL
12b. SMS Router forwards message to SMSC, but with modified IMSI, and
optionally modified VLR address.

12¢c. SMSC attempis MT_Fwd_SM méssa_ge delivery using modified IMSI,
intercepted by SMS Router

13. SMS Router attempts MT_Fwd_SM delivery to MSC/VLR, using restored
IMSI and restored VLR address if modified

14, Message forwarded to handset.

If the message delivery succeeds first time at step 5, step 6 becomes a success

acknowledgement, and the process jumps to step 14 at this point.

Preferred embodiments of the invention modify information in the SRI_SM response

by changing the IMSI, and optionally also the VLR address. The IMSI is preferably
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6. SMS delivery failure indication 7. SMSC reports delivery failure to HLR,
causing it to set message waiting data. 8. Acknowledgement to SMSC.
15 9. Subscriber returns, and MSCNLR informs HLR 10. HLR alerts
SMSC 11. SRI_SM from foreign network SMSC to Home HLR 12.
SRI_SM result returned to foreign SMSC via SMS Router, containing VLR

~ address and IMSI. 20 12b. SMS Router forwards message to SMSC, but

with modified IMSI, and optionally rgodified VLR address. 12c. SMSC
attempts MT_Fwd_SM message delivery using modified IMSI,

intercepted by SMS Router 13. SMS Router attempts MT_Fwd_SM
diatingethin: MStONisFE mamgtrdstordard T Shigheerisio dedvge-Ruddwbicds if
madifies I4Messanedorwardad te andsetidf dhadesiagen debygiiced

succeeds first time at step 5, step, 6 becomes a syccess )

AR EIBERC L e LSS S HTSIE S0 B PR e

Prefenedghihpdiqents of dhgtinveahti®MShodiby médifpatantir thesSRILSM
nse by ghanaging.the IMSI tignal The

R PR R S

fhitapiarehlicheeings, shpd dvsiche esafjeSisdBaRtPHEBssaHe crifasample

the last N digits of the IMSI could be replaced with a random string of
digits. Alternatively, this may be done by appending a shqrt random or
SRt B MGG o L P Bas RS By TR BB ARB o
St sardthertive thiol tidannebSsibltidsekistfanbiysikepbe tdidte
nnention,. Bt Ricir ARl lg.shange:sHaWcank e ea8 AR kghlen
orlglna?or to emulate. The modified IMSI, or an alternative representation
drtseited dietsrrbiy ih 3@@1’1@3 ensured that no two active modified IMSIs should

be the same. If a random number technique is used for example, then known psendo
random techniques can ensure that the same random number cannot be in use

simultaneously with different IMSIs.

The purpose of changing the IMSI is to ensure correlation between pairs of SRI-SM
and subsequent MT _Fwd_SM. The security of the correlation is improved by also
comparing the VLR address and the SMSC address. This prevents a Spammer from
caching SRI_SM responses, or using previously captured MSISDN/AMSI/VLR data as
a destination list for messages. It also emsures that both the SRI_SM and the
MT_Fwd_SM come from a genuine source equipment address. If the source address is
faked in either or both of the SRI_SM and MT_Fwd_SM, then it is not possible for a
correct match to be achieved at the apparatus, and so the message will be rejected. This

is the essence of the present technique.

If the VLR address is also changed, then it is changed fo point to the global title of the
apparatus, and the original VLR address is also stored. The purpose of changing the
VLR address is to ensure that MT_Fwd_SM messages arrive at the apparatus, without
requiring any special routing or redirection to be undertaken by the network operator,
and in this scenario the protection works for all subscribers of the operator even when
they are roaming. I the VLR address is not changed in this way, then the technique is

restricted to protecting subscribers in their home network; IMSI modification must



temporarily stored together with the unmodified IMSI and preferably also
the SMSC 10 source address and the destination VLR address before the
SRI_SM response is transmitted. Preferably it should be ensured that no
two active modified IMSIs should be the same. If a random number
technique is used for example, then known pseudo random techniques

" Tcan ensure that the same random number cannot be in use
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simultaneously with different IMSIS.I%S The purpose of changing the IMSI
is to ensure correlation between pairs of SRI-SM and subsequent
MT_Fwd_SM. The security of the correlation is improved by also
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to be undertaken by the network operator, 30 and in this scenario the
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roaming. If the VLR address is not changed in this way, then the

technique s _restricted to protecti ribers.instheir.ho rk:
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message arrives gt the a paratﬁ, it d’s néatchedbagrains stoll'led
this case the stored entry is nof deleted and may be Teused with a subsequent

MT_Fwd_SM message.

The stored data may also preferably be given a lifetime, typically 30 seconds, so that
stored SRI_SM data older than this is expired and not usable. This ensures that an
SMSC uses the normal procedures for message sending, and ensures that cached or
sold IMSI data is useless. The lﬁetkne may be renewed if a message arrives with the

‘more messages o send flag’ set.

If the modification is correctly present in the IMSI, then the modification is wudone,
and the MT_Fwd_SM message is passed on to its intended destination. Other types of
modification are possible, that still retain the essential principle of requiring the
SRI_SM respounse to be returned to, and used by, the operator that wishes to send an
MT_Fwd_SM message.

In summary, operators can force an SMSC to use the standard message sequence,
using genuine addresses and without being able to use cached SRI_SM results. It

means that perpetrators of Spam will either be automatically blocked by the technique,



5 information (SMSC source address, VLR address and modified IMSI) to
determine whether a corresponding entry exists in the store. The modified
IMSI information sent in the SRLSM response must be correctly reflected
in the IMSI in the MT-Fwd SM message. If there is no match to these
parameters in the store, then the MT_Fwd_SM message may be deemed
to be faked, and may be discarded, with optionally positive, 10 negative
or no acknowledgement being sent hack to the originating operator. Once
the message has been sent, the store entry is deleted, unless the
message was marked with the ‘more messages to send flag', in which
@aie the SMBE dsdndicaiinge thiat jfewishe sddrasnchatsieastviiebmdiectly
SII‘I the same SRI.SM e In 1 r r
fémr}o %% ?FLé and maybe ?éuasﬁe Z%a&bsequgﬁiai: ‘S:Q‘?dé tg 399 e
metsbageﬂfmagmed data may also preferably be given a lifetime,
typically 30 seconds, so that stored SRI_SM data older than this is
expired and not usable. This ensures that an_2Q SMSC uses. the nor %3

proedatrerorhednsgea ohiin g aRiPRASFERC TR A SR P o P USRIV
dateais uselesssilhetfelin eomaiideprensyiet ifpuates sagdidrsivgsaniited

smore messages to se d flag',s em f| [ r
r??%sen?mrp He MR gf n%g%?c%lgr%r ?;s %Dn?igngﬁ 285%5% % B%%lé(m by
Fith Sivdhra e@s@g@nsrpa@mela BPred 418 mfé&ﬂaeféjaaé@mﬁtfﬁrﬂ?@m@twpes of
modification are possible, that still retain the essential principle of requiring
the SRI SM response to be returned to, and used by, the operator that
wishes to send an MT_Fwd_SM message. 30 In summary, operators can
force an SMSC to use the standard message sequence, using genuine
addresses and without being able to use cached SRI SM results. It
means that perpetrators of Spam will either be automatically blocked by
the technique, 11 or if the sender chooses to use his genuine address,
messages will be directly attributable to the source operator, allowing
normal commercial pressure to be applied to achieve a cessation.
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5 In so far as the embodiment(s) of the invention described above may be
implemented, at least in part, using software controlled processing
apparatus, it will be appreciated that a computer program providing such
software control and a storage medium by which such a computer
program is stored are envisaged as aspects of the invention. 12 CLAIMS

1. A telecommunications services apparatus for use with a mobile 5

telecommunications network, the agparatus comprising means for
receiving a MAP Send Routing Information for Short Message (SRI_SM
message) originating from another network and operable to forward the
SRI_SM message to a haldedB¥8&tion register, means for receiving a
response from the home location register to the SRI_SM message,
means for temporarily 10 storing information relating to the SRI SM
response and operable to pass said response on to a network address
identifiediasAhe:koginaiingiiadrass;icaseanfansetaiving aMAR Moliie
Terminated Forward Shor T Fwd_SM.message) from said
another HOEA R ae e ae sl U Reg 0l o
with a previbBlpesdrit s INprsaFiesion SaursiMgsster d RO Mmatagthe
aIOpafatuér%%%gH%@ﬁé@@%%&%&%@%ﬁéme&ﬁmeEwﬁgﬁM

messages for which there is at least insufficient correlation between the
MT_FwdSNRE S SHPE AP THR Fratidudivas AvTrsriang Asinmee MRy o
pass othelie\Midmb WedatiBMrepiessagbs SRItEM@iesegpantive testinationdy 20

2 Apparaiua,csRIANGIo A 1 nelkinonnsans loumadiving Mol

information inthe SRI response. 3. Apparatus according to ¢

wherein saidiTeseanss fBrieeapdiakipddmssidemifindoribarosinsberbeso

store infosmation.  alalindda saih mepifict-aRhaRY FESRANSAR Mlessage

operableghc/)ﬂp?r%di II\% rpngsdsgig?:g %reosrgoga?c? %‘othcr network and operable to
correlate the MT_Fwd_SM message with a previously-sent SRI_SM
‘response using stored information, the apparatus being operable to detect
and selectively reject MT_Fwd_SM messages for which there is at least
insufficient correlation between the MT _Fwd SM message and the
previonsly-sent SRI_SM respomse, and to pass other MT_Fwd_SM

messages on to their respective destinations.

2. Apparatus according to claim 1, including means for modifying

IMSI information in the SRI_SM response.

3. Apparatus according to claim 2, wherein said means for temporarily
storing information is operable to store information relating to said
modified SRI_SM response and operable to pass said modified response on

to the originating address network.

4. Apparatus according to claim 3, wherein the -correlation
determination is made between the MT_Fwd SM message and a

previously-sent modified SRI_SM response,



to the originating address network. 4. Apparatus according to claim 3,
wherein the correlation 30 determination is made between the
MT_Fwd_SM message and a previously-sent modified SRI_SM
response. 13 5, Apparatus according to claim 2, claim 3 or claim 4,
wherein the IMSI modifying means is operable to replace the visitor

"7 TTlocation register address in the SRI_SM response, thé means for
temporarily storing information ig pperable additionally to store the
original visitor location 5 register daddress, and the destination address is
replaced by the stored original visitor location register address before
being phssed ppeitmihecoasipectiveldestinatsim 6.0 téecommimninatiens
service thod for use with a_mobile, 10 telecammunications network,
the me%gd? com |s1ghg reée‘?vﬁ?g“%%&%r@gaﬁa %%ﬁ#%ﬂg‘%%#ﬁgtfgﬁs%ﬁ
Short Méérag e SR BVLEe scappseorigmatieaysréen sampheribetmikgand
forwarding e GRS HMMEssatRIR BOMRlBibe0RIRL"ReskiNg @ -
response from the home location_ register to the SRI” SM message,
temporEE R AYG thi G 4B P TR L G SIS FPIasRA BB S BAd

passingsgithY aspaRSecaticln Bditiwabddasidesseidentifigtas the o the

originatlig a g%ﬁg r c%iving a MAP Mobile Terminated Forward Short
Messag‘é%ﬁ " Fwd_SM message) from said another network and

correlating the MT_Fwd_SM message with a previously-sent SRI_SM

responge using Storeohipfarmation.deiacingnd Selgelively, 20 TgifeIng
MT Pwd_SM messages for which there is at least insufficient correlation
betweelFHFETNRESHINGS HFfEs 8t BTththeSRRIGES yeseiTins R M

responsen@nd passinpiendT fwdhsl MRssReessen BMhealessage)
reSpeCe oL oIS A5 AIA SUP Gylnguding, .
home location register, receiving a response from the home location
register to the SRI_SM message, temporarily storing information relating to

the SRI_SM response and passing said response on 0 a network address
identified as the originating address, receiving & MAP Mobile Terminated

. Forward Short Message (MT_Fwd_SM message) from said another
network and comelating the MT_Fwd _SM message with a previously-sent
SRI_SM response using stored information, detecting and selectively
rejecting MT_Fwd_SM messages for which there is at least insufficient
correlation between the MT_Fwd_SM message and the previousiv-sent
SRI_SM response, and passing other MT_Fwd_SM messages on to their

respective destinations.

7. A method according to claim 6, including modifying IMSI

information in the SRI_SM response.

8. A method according to claim 7, wherein said step of temporarily
storing information is operable to store informatior relating to said
modified SRI_SM response and operable to pass said modified response on
to the originating address network.



information in the SRI_SM response. 8. A method according to claim 7,
wherein said step of temporarily storing information is operable to store
information relating to said 30 modified SRI SM response and operable to
pass said modified response on to the originating address network. 14 9.
A method according to claim 8, wherein the correlation determination is
made between the MT Fwd_SM message and a previously-sent modified

SRI_SM response 0. AmeHind according 4o claim.4, gaim-gaqglaim 9.

wherein the IMSI ‘modifying step is operable to replace the visitor location
registe daGHPERAIRT e B SRTREDARRMihel Stdp ™t enspBesriR Stdring
informqgi@mgiﬁ;sgpgéabiﬁcﬂﬂﬁ@ﬂcgmﬂﬁm ségpeithe original visitor location
register address, and the destination address is replaced by the stored
original visitor location register address before being passed on to the
respectile destirttivimctddigcomriputet. progréor demgtisthg@othp vl

readable,instructions forimpementingbeisters.fAmeined Aarquding to

any one of claims 6 to 10 when running on a computer. 2. A storage
mediuntt§toftAg A eSS JiogianCACEBIYHY elaring wiormation is

operable additionally 1o store the oniginal visitor location register address,
and the destination address is replaced by the stored original visitor location

register address before being passed on to the respective destination.

1. A computer program comprising computer readable
instructions for implementing the steps of a method according to

any one of claims 6 to 10 when running on a computer.

12, A storage medium storing a computer program according to claim
1.



