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METHOD, SYSTEM AND APPARATUS FOR DISCOVERING AND
CONNECTING TO DATA SOURCES BACKGROUND OF THE INVENTION
5 Generating reports is one of the tasks performed most frequently by users
of spreadsheet application programs. In order to author a report, access to a
data source located on an external computer system is often needed. For
instance, in order to obtain the data necessary for a particular report, it may

be necessaM F AR SYSLEM AN RPA RedhS OIS GONFSR NG

analytical processing AQbAFONNRE IR D POIE AT ACSOSRUER a data
source, a network connection must be created to the source of the data. To

create such a connection, it is necessary to know the identity of the server
computer the data is cortainaddO s dentitHeT INY BAtEKASe within the

server computerbaend often other knowled% a%e%ilgf(: to dztabaaes or df%a

. nerating reports is on ertorme ost uently b
technologies. In many cases however, the repor AUthBr does not Nave q(LlucE y oy

accesss tof sprthidshefgrapalioatidihprefoaesit nhaytlerveryudifficaltdpord aserstoto a data

locate an?l connect to a dat squrce. Oncg a USer is finaH akﬂe to connect to
ource ocate?hon.a? externa COIIlglE]i (9§ SI%S cm 1S oft?n %hee dé{d Or 1nstance IB order to
a data source, the information needed to connect to the data source may be
captofred dred dsdw edtdpssadhattocenpetiiohurfitepfot. futuray de. kovssver, tthereess data
iS No eas ya for one §9 uter user tq.share a datla 20 conne I{?ﬂ e Wit

CcO alge lea F]emo € atgfﬁlseo an_on-liic analytical pfocessin E cube.
a multitude of other users. Therefore, In many cases, each user needin
access to the salmecdd¢a sparcesmustlindabendenthye |ocaieworkreatmthgon must be

i”f%?&?é@?oﬂﬁg%%%?&’ 2 fnagstt 8“&%%‘%%&81“50 QRAAIL AV JSEAY 6 know
be “frustrating and time consuming for each user. When an organization has

a lahgadeotriyer Bfcasealpstsongedindgho dvanecontthedsamtheadansvyeiethhitatabase
can cat reat d inefficienc s are.authored wi
conTHER Sesehs S e I G G ARGLE S DT or dan
theteelportogias.désenives chresdraventionths tispatttatisoudoes hothigvmgnissraccess to

the,anRRGH iB%.tZngl%%I%?Wﬁ%ﬁ%@ P@r\}‘?ﬁﬁﬁ%l?iﬁé? &é@??otfb%a{ﬁgf?&téﬁsnnect toa

subsequent Yy open However, | e location ata source c anges or
1 data source.

Once a user is finally able to connect to a data source, the information
needed to connect to the data source may be captured and saved in a data connection
file for future use. However, there is no easy way for one computer user to share a data
connection file with a multitude of other users. Therefore, in many cases, each user
needing access to the same data source must independently locate or create the
information necessary to connect to the data source on their own. This can be
frustrating and time consuming for each user. When an organization has a large number
of analysts needing to connect to the same data source, this can cause a great deal of
inefficiency.

When reports are authored with connections to external data sources,
information is typically stored within the report that describes the connection to the data
source. In this manner, the connection to the data source can be reestablished when the

report is subsequently opened. However, if the location of the data source changes or
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the data source is disabled, the report will identify an incorrect location or
other parameters (such as a names, table names, catalog names, etc.) for
the data source. When the report is opened, a user may be confused as to
why the data source is unavailable. Moreover, if an organization utilizes a

large:nganbabeice ROTEssHM D fdtereper avPqifiad fatm SRR TaX#8 or other
difficult to track down each of the reports and modify the reports to reference

thePREWPMFOESHION T fiietdBtansHuRRIC R8pits CRBIe O to tHe)dota 86 ek source.
arewpgie s Urillosp e iacatesstheepats anduiansalty WRdates thea source is

references to the data source. The use of external data sources can also be

diffaY 3Ry steM oY dimifhidf apsEaNIFRHA P AtHFC R tatea dMHIRRSF agbrgeports that

CUIFEREBHED Natduaedadatayséar&entralby defiggramnectians S W <iat ¢atthe reports
sources and to make the connections available to end users. Moreover,

thetBdsPS X i AP Sy SeErreatmiRfshatorfsatiomalc diaftPiat Wsbredieports

accRasikiade PnadIatReldseis andaouastessitiadornethee e ahd manually
users, 15 It is with respect to these considerations and others that the various

emBiTE e SR SO EifivEntYF Rave been made. BRIEF SUMMARY

OF THE INVENTitRIN Jseas€osslanes Witlath@iiesephinu@dian, ierRbaveor system
and other groblems are sol}%gd by a method, system, and apparatus for

013 cn BRI 15 R BD T I A AR LS 4GB AWy 10

of @ tRYBNHENing Uitk R&ERSS NAtebadiitatheirfesmadoneeRssaly tennections
conr\lﬁﬁét? a data source, the data may be easily published and shared with
otHEYA1ARIS, h S e A i SRV e gt e Wbt F¥Gaird SicBhArgstrator to

repariseWdizingdite st souteessine ihemataospwreaseaymrchionscoasytie to another
easily administered from a central location. 25 According to one aspect of

theS Vet B system is provided for assisting in the discovery of available
data sources. Thig system iRepedesa BRE¢etofdRERNO BTGB MRANAK various

a centrally managed repositary of data connection definitions. Each of the
USSP G HE0 o U EERAR o e hat sores
connection information for establishing a connection to the data source, such
as a BRIEF SUMMARY OF THE INVENTION

In accordance with the present invention, the above and other problems
are solved by a method, system, and apparatus for discovering and connecting to data
sources. Utilizing the various aspects of the invention, quick access may be had to the
information necessary to connect to a data source, the data may be easily published and
shared with other users, may be modified in a manner that does not require a change to
reports utilizing the data source, and the data source connections may be easily
administered from a central location.

According to one aspect of the invention, a system is provided for
assisting in the discovery of available data sources. The system includes a server
computer operative to maintain a centrally managed repository of data connection
definitions. Each of the data connection definitions includes a data connection file that

stores connection information for establishing a connection to the data source, such as a
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2 network address and a database location for the data source. Each data
connection definition also includes one or more metadata properties
describing the connection. For instance, the properties may include a name,
a text description, searchable keywords, instructions for obtaining credentials

for {bgvdataagarige aainch AhabREOIRAtION. PARO EARNSEHANS May RR@ddRhection
to the_repository only by system administrators or other_trusted users.

AcEsFl frbth Srclis 8 LPE RO BRI A mECEFEtisTdsssy kil thicRegacgtion. For

cligRiaaeepuergRsivdieg Ay pRiGadionargranecpRaiaRidoRsHFINAgI8 A& words,
from a data source. For instance, the application program ma cogr%%rise a
A

sprésterids 5 spiratenBrogREAHRE Ridae datromid Featjpn. Data

pedermipgois angipbanatisistol iR apisAtEN RIYINMYStOREAtMAIte-RQRYIde other
an improved user interface for locating data connections. According to this
aspetiet ¥E Snvention, a request may be received, such as from a user, to

create a connectigi éadendatrosRet asp b en BleahRnfRAUESE IS §Re.INRY, 4RE include
application is operative tg transmit a request to the server 15 computer for a

listBf ARRISHRP Ui BOUIRS 3P FBBIGHIN B REEENiFP AN EfUleSt b RReata from a

appheativules. a lisgrofingiaaitable e aipBRdiies, PRy SRRV S0GIRIsES a spreadsheet
operatjve to search the repository for available dgata sources, According to

s PBEHCR 1 RHe RFRRIAR N thel BUZF 1y ERMirditdaiors QS SBRELORR i dpancial

a ugenpfitheapplisslieniprogmhas sgeuity P ikgadonrAdipriecitaWatterface
rces having metadata matching filter terms provided by the user. When

SO |
e EE TR A R R pOYBHOHprequest may

senyerecaliRicrespades datbe tequest iapntewhiens applisatarcwitivadistuch a
of matching data. s?giurst‘c{“es. The application program is further operative to
li

disPIAY T &ussrtrastidh2anB SHHNALT ORTPESELLr AR st oFtYest © the server

souxsapuRaydie seriethandhbltedath basedson metadata associated with each
source. When a %%%r gtrovides a selection of one of the data sources to

connect to, the apREtdROgFTA HRRst s Sqliadt dhsnapRlisgaPn for a list of

connailstltodine daligsonheciencinfommiianisaspespondiogstaritie theleepeditory for

SO%g:a?Ialbqe data sources. According to aspects of the invention, the search may be limited
to data sources for which a user of the application program has security privileges or
limited to data sources having metadata matching filter terms provided by the user.
When one or more data sources have been identified within the repository, the server
computer responds to the request from the client application with a list of matching data
sources.

The application program is further operative to display to a user the list
of available data sources. The list of data sources may be sorted and filtered based on
metadata associated with each source. When a user provides a selection of one of the
data sources to connect to, the application program transmits a request to the server

computer for the data connection information corresponding to the selected source. In

response, the server computer returns the data connection file.



response, the server computer returns the data connection file. 3 Once the
data connection file has been returned to the client computer, the application
program may utilize the contents of the file to establish a connection to the
data source. Data may then be retrieved from the data source and utilized in

calculations perfoyaedRydhs sRRlicAlPNMEOBATLNY RRGAKEROELIS SRR EMMputer,
the 5 application program, a reference may be saved within the report to the

dat@CARRECAIAT RESTATDRXHEHZS faaye Salhed Witiretbieh areegnpetion to

dataconpeciandle ineatathpnihe servaricormpiieh ke dataseannesti@nifiized in
may also be embedded within the report. When a report that includes a

refEALTIIRNRNS BSHEPUBERCRYISIABBBRLERIR) PIBSSHBNe VY I Lt AtisAved by the
5 progiiaGodgiesBinatipreis adams thowheiharifa referepsr tis @diakt@cafnection

embedded data connection file. If the reference is a link, a determination is

matlls-ad ToRARISIHAR thd B Ra%tRH e fiaHtHad R Rl oidheofitrappyetion file

theloearually thanagad-daigueannastianiepasionsnl flbetgnnasterifeclib@tvithin
in the repository, the report is loaded without establishing a connection to a

dathSHRYE. If the 15 connection file is not in the repository, and the

connection informatienaiscgren e imndledseRofIRPRENE £AARESSIA0e is subsequently
n in the report is utilized to open a connection to the data source. If

informati

10 theOQSHﬁ‘gBﬁ&Hefi?é’l?él?ﬁtlﬂ’é Pé%&ﬁb@f%ﬁmm@&i&mﬂ @t ipsbethgnibgesterence
repiesitRk tsfr_lthﬁe@m‘ dé!drﬂmatebniﬁblﬁiaﬂﬂ’ﬂ%at'lﬂ’mhﬁrtwé%ﬂca@%_r?utﬂka&ﬁdb}@mination
connection file to open a connection.to t jata squrce a tilizes data from .
the'Hat4 %&%&Wﬁﬁﬁﬁﬁhﬁ@?&ﬁ%ﬁ% tﬁierﬁs?gfﬂeé ﬂ%va%ﬂé r&HPiRgd in the
repgittialdetermined t@abe @mnesidadagddais connamieoiitec@on file is not in the
_determinatiqn is first maie zag 0 whether t% ) %ata (_:onnection file glso exists Ifth
in RPN THPRIE '3 A3 4SS ERABCRIRDLSBUI A SQRnFF AR fupatforguige. 1f the

15 detlesnnatignfifmade astie wistisrhadofermaioedidhenembedoed2ached in the

data connection file matches t?e data contained in the data connection file .
StolERPTh HHE PSSR PR E HOR AR HRESED R AL SF dSeoRhibbagRECtion to
dathcdnnesiinecfiléfate ddiliretda dpen mabpreptisitoto, the dabagaidicgile is copied

from the repository to the client computer. The application program then utilizes the
connection file to open a connection to the data source and utilizes data from the data
20  source within the report.

If the reference to a data source in the report is determined to be an
embedded data connection file, a determination is first made as to whether the data
connection file also exists in the repository. If the data connection file is contained in
the repository, a determination is made as to whether the information in the embedded

25  data connection file matches the data contained in the data connection file stored in the
repository. If the data matches, the contents of the embedded data connection file are
utilized to open a connection to the data source.

If the data connection file is not in the repository, or if the contents of the
embedded data connection file do not match the contents of the data connection file in

30  the repository, a determination is made as to whether the report is trusted. If the report
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If the data connection file is not in the repository, or if the contents of the
embedded data connection file do not match the contents of the data
connection file in 30 the repository, a determination is made as to whether
the report is trusted. If the report 4 is not trusted, no connection is made to

thejdata seuee. MothedeRarsisiirusias tthecaneturkiherambedard datasted, the

connection file are utilized to open a connection to the data source. )
AcEBRiHE 0f dhferaRpidad ditheantesiithiiknasp BlEGEr D ARGamcRFCE eto the
prayigeshipaassist in administering the contents of the repository. In particular,

data connection definitions may be added to or removed from the repository.

Data connectiorf$ ST A&ERERTRIRREISS S HBECAH) bRhaPRSSALR Yo am may

prapepiiesidaeiecingsthe Jaaatinteahihmsefsrencedrdatorspuies P aipaaionfr, data
may also be assqciated with data connection definitions so that only certain

groPa et e L pRTe RS, Bt s Sulth Mz EeME NG wWie dhta EdivRkehon Data
andgareoaehionthe dasabsanbaei de isvaipiominayhises b implgnsriedsasaluding

computer process, a computing s%stem or apparatus, or as an article of .

mathirlare s i TEEBR Sl Brags pRoEIM omplAF At Reiated with

meglig: ThencomPUIRIPIEgRMPrEduEIRAYhRIA SRIpYtef SiiRgeMadiRnces, are
readaple by a computer S)é?stem and encoding a com%)#;[gr 15 program of
C

insBHICRBAEHS? BEHmEAE OIS ABES8RNHABIMBREs PrSEram

product may alsarhe mpeapagaiegysigeal B amgasiamteadable by@puter process, a
system and encoding a computer program of instructions for

computin n
ex&‘?ﬂ:ﬁmﬁglﬂgcé}‘ﬁ[?ﬁ?e?rpP@B@E@.‘lﬁ"h‘érsésaﬁla PHHOUL bIHARY &sS E\ﬁélﬁa%omputer
adyapiggaprathichocbaraairiizeath® lpresant. inentionpwit pe appaeotimay be a
a reading of the followi ZOqg%tglileﬁd description and aé}?’\%%v of thé
asSOLTRIEE H RGP RIER IR RIPTI N BT 'S AANS e mputer
THE &RMNIN @SrideddR ol isecaanpputennpivwerpeiagram Thesicatipgtan program
operating envirgnment for embodjments of the invention; FIGURE 2is a

- BIDHE! R Al Bh:

o BIRSUE! TR ARG AP EAA OB A BT RSBl Bk afgmbuting system
manapedsapgsiionnipitdaaopennedtiosdetioiiions eilizathpy tienpatigysocess.

These and various other features, as well as advantages, which

characterize the present invention, will be apparent from a reading of the following

detailed description and a review of the associated drawings.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS
FIGURE 1 is a computer network diagram illustrating an operating
environment for embodiments of the invention;
FIGURE 2 is a database diagram illustrating the structure and content of
a centrally managed repository for data connection definitions utilized by the various
embodiments of the invention;
FIGURE 3 is a computer system architecture diagram illustrating a

computer system utilized in and provided by the various embodiments of the invention;



embodiments of the invention; FIGURE 3 is a computer system architecture
diagram illustrating a computer system utilized in and provided by the
various embodiments of the invention; 5 FIGURE 4 is a flow diagram
illustrating a method for discovering a data source utilizing a data connection

repository; and FIEWREE 2 i @ flow ﬂlﬁ@ﬁﬁll%ﬁi@ﬂ?@h@ﬁ%@@ Rk h8covering a data

invention for_loading and utilizing a report that includes a reference to a data
soRECSUHHAAY EF9 P LAnestion ESROSIOTHIINVENTION Referring now to

the drawings, in pitieiRlike nyraefaly reREseNtIIkErRIBMEYPSYa§IOUR invention for
aspects of the present invention will be described. In particular, FIGURE 1

andeAinEAPEIH NS IRRATE S3h BF B e SIS R ISP SABI  General

description of a suitable computing environment in which embodiments of the
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the general context of program modules that execu n with

program moduleB¢fating mwatn dpedtingnggstenniinch pigrsonalaalnpepersent like
those skil{ed in the art wilkrec}o nize that the inventior] maydalso.ge

N ements various %sRe% s of tic O]E)ﬁese{lt 1nvel}t10n w1% be’ described.
implementéd in combihation wi er types of computer systems a
pragi@biRhot ules.ths Gerepalidny aysamsmodute snirotledetooptineds a brief, general
Proga S, SRUPLNSNI. SRR S IES AN AL NP S A SHHEES idtinvention
perform particular tasks or | lemtent partlcu]ilar abstract data types.

Monggvbe, ithpkenskilied iWiné ahewill eppre olate b atetvebiedsention geegrddecontext of
pr?ﬁ&g&'&ﬁ%%ﬁ‘% AT RS BY RIS, ﬁ‘él%%{a&ﬁ%?ﬂ@cﬂ%%' nglRngd- !ﬂ%hd% on an
devic€s, multiprocessor systems, microprocessor sed or programmable
conpemenglestanies apitisoaputers; tenathfseki dediputersrtamd] thes digaize that the
The,JaYgOKoR a&i%%&%%l%ﬁ%&%@d‘”ﬁ@'%%ﬁ?ﬂi 8%%”}9h%?"§ﬁ9£”%ﬁt§omputer
where tasks are performed by remote processing devices that are linke

threusjbnas cochprogieatiovedutestwork. In a distributed computing environment,
program moduleg; gy b acatehin, RANJOGALARY TRIAIEMENAM R onent
devices. 25 As showna}nﬁ’:l%%E 1,Hzli nur%%er of?lcomputerg’ngaﬁrr P Eponents,
corfiatrusticetereia and other types of structures that perform particular tasks or implement

n particular,
nd" P

particular abstract data types. Moreover, those skilled in the art will appreciate that the
invention may be practiced with other computer system configurations, including hand-
held devices, multiprocessor systems, microprocessor-based or programmable
consumer electronics, minicomputers, mainframe computers, and the like. The
invention may also be practiced in distributed computing environments where tasks are
performed by remote processing devices that are linked through a communications
network. In a distributed computing environment, program modules may be located in
both local and remote memory storage devices.

As shown in FIGURE 1, a number of computers may communicate via a
distributed network 10, such as the Internet. In particular, a computer 2 may be
connected to the Internet that includes a report authoring application 4 and a report
consuming application 6. The report authoring application 4 comprises an application

program for creating a data report. For instance, according to one embodiment of the

6



distributed network 10, such as the Internet. In particular, a computer 2 may
be connected to the Internet that includes a report authoring application 4
and a report consuming application 6. The report authoring application 4
comprises an application program for creating a data report. For instance,

acGRUdingH0 ene erpbrdim@ntiabihppfidaventione:shgrreorh ayRadskket application
application 4 comprises a spreadsheet application program, such as the
EXRIEE dPrestithaetBp dhctich spogdtheroAPRikaResSespgram from MICROSOFT

CORNORRAPION-OF HisiRnaR cASHRAdINREHEpHR TV Re Gisadtgd wtilizinga from

data from an external data source, such as the data source 16. As will be

de@BribEaTTH Rkt ARt AN BeRswhihdam 0 Wisrds- 16 b om Areaihey in greater
5 typgegfildtabasahinduding@ceelpdianay dajapase ahpniPe AT @dedase, including a

According to aspects of the invention, the computer 2 may also include a
regSHERRA R seoiRa e §Rs report consuming application 6 may also

comprise a spreadshieei @RPAGRIBNIITOGARLEHER, AsctbeniplifeER may also include a
spreadsheet application program_10 from MICROSOFT CORPORATION. In

ordi&P 8! CSRSHHBEARR!IERER ol B6 SRR NSHBIRSGABR 53viaf) Goaayanlso comprise

preyigusiethoigdicenont fhatrineluaesass efarXTEl ieBa@i&Nalataion program
source. When the refﬁort is executed, data will be retrieved from the external

10 gt B VS B R GEd R ANt alc AL BRSSO THRE p e R consuming
repgilidhsbe W dnhe appaegsipteditshihaifieped aipghertng: applicRion dfnchce to an
the report 15 consuming application 6 may comprise the same applicatio
progYsMBr Wifer8HEC Gpplic o HrEdAnS FRSFRr SRSl eretrieved from the
appiesiaiedihaidhe ¢epaririideding tapahaeaton chrRathiiay epartepsYeing report.
application 6 may comprise any program that connects to an external dat
oSN PR o r oK A T BTG e g report

15 20 awivvaikn g Oappie Aives aamputen2B ithepsiatvepslipioivitleprogaieway tfferent

the daja source 16. The server computer is also operatjve to receive .
andRRAIIN 1BTREESts Yo GRYS st W B ATGA S g Teport authoring

Acepplitglyntheasgrier eporpuiaisizEnmaypdeanpetliveyio@npaideadatplRasem that
software for %?rovidinhgn aa\;:ifess to the data contained in the data source 16 via

theSABRREIEA 87 SXER datali® Sttware is well known to those

As shown in FIGURE 1, a server computer 12B also connects to the
20  network 10. The server computer 12B is operative to provide a gateway to the data
source 16. The server computer 12B is also operative to receive and respond to requests
for data stored within the data source 16. Accordingly, the server computer 12B may be
operative to execute database software for providing access to the data contained in the
data source 16 via the network 10. Such database software is well known to those

25  skilled in the art.

As also shown in FIGURE 1, a server computer 12A is also connected to
the network 10. As will be described in greater detail throughout this document, the
server computer 12A is operative to maintain a data connection repository 14. The data
connection repository 14 comprises a centrally managed repository of data connection

30 definitions. Each of the data connection definitions stored within the data connection
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25 skilled in the art. As also shown in FIGURE 1, a server computer 12A is

also connected to the network 10. As will be described in greater detail

throughout this document, the server computer 12A is operative to maintain

a data connection repository 14. The data connection repository 14

COmpsrRera CceNtiAlivdegnagedarerpsitens ! HRtakANBRFIONIZA dRENERSishing a
Each of the data connection definitions stored within the data connection 7

refSSIRSHIR TRAUHES Pk Beithatiiun ek addres dathths: ddphaneqsgtion for

a ¢RanREliepiRa datd sauER e SHahas thR RO aderess @ntbier 12B, the data
database location for the data source. For instance, with reference_to the

seRRIMEGHBUTEPAD IS YnL aEaY crfeR tdiare0arenn 4R dpasieiacatae network
conagrtignfiwdhatdefinespiiernetward addss pifdhesesnalcceaytes daBect to

and additional information necessary to connect to the data source 16.
Act @8 18WRTbddiments of the invention, the data connection repository

14 may also storg @Redaignese snfjadiatanyoperties ansesiried with &a¢hconnection
data connection file. The properties may include, for instance, a commaon

naff@ Y WHicH TOXL AL E BB Tn B B TGrBFREG it aeatabtighh greh data

thecdalr GNERIOIThepRbpbaRe KRy Weldadofoihmslair£aNBesiifsh name by which
instructions for obtaining cre%entials for accessing the data sPurce, and
6

othidF it SHRREAREO AN 6 JHEFESpActS S HReTHPERTIoRT i @Ry connection,

corRutBEtI2Acinavi@caly ehanthrespanst o refiasigittsdatcosannpgtiordiasals for
stored in the data 15 connection repository 14. For instance, when the report

aufHSHNEIBR R RO LRI & AHBEY?8 a data source 16, the report
authoring applicati@n4imaydegh@shsfem the wervereomnuler idAcalcofihger 12A
data connection fil savailable for conne tiogl.ﬁ In re5ﬁonse t?ﬁretof the . he d
servd cBplteP12 ATIA S r e Bat SRR SABASRISOSIDR) 18 RS Rethe data
avaibale tlatarepsviegtionfileBanthseie avishofihespoitesutddriadepplitigion 4 is
20 authoring application 4. According fo aspects of the inventic]n, the search

petd }ﬁ%‘%%}gf CEbIOEt (P thePH A LBRTRE BRSPSy request

maftdin tiaitechto catgpsaurces fMrotehdatusensddhienafielicatiinidfas connection.
Secilrjlri%lg)orril\giéet%gfétéltcﬁgns%%/grl%’omguter 12A may search the data connection repository
14 for the available data connection files and return a list of these files to the reporting
authoring application 4. According to aspects of the invention, the search performed by
the server computer 12A of the data connection repository 14 may be limited to data
sources for which a user of the application 4 has security privileges. Alternatively, the
search of the data connection repository 14 by the server computer 12A may be limited
to data sources having metadata associated therewith that match filter terms provided by
a user of the computer 2. When one or more data sources have been identified within
the repository 14, the server computer 12A responds to the request with a list of the
matching data sources.
Once the report authoring application 4 receives the list of available data

sources, these data sources may be presented to a user of the computer 2. The list of

data sources may also be sorted and filtered based on metadata associated with each

8



search of the data connection repository 14 by the server computer 12A may
be limited to data sources having metadata associated therewith that match
filter terms provided by 25 a user of the computer 2. When one or more data
sources have been identified within the repository 14, the server computer

1240igepoWiade shadearast Willisalithof heedRalROIMUEAIROMERSs ®N6Snnect to,

the report authoring application 4 receives the list of available data sources,

theds ARPASHINR AR LS [RESRIRE TEWTTELP SRS RERTRIINE TieYifgiohe data
30 eniResabRCESMAYralseEngotethangd filteredihasadiRR. Mefiaeionse thereto, the

associated with each 8 source. When a user of the application 4 selects one

of HEVEAELEYNIEEd f6 SRS ETOMm NS s ROSHB phd JRaraRPiPRREfRitkals connection

5 requiRSHH® (R8s IUeORORHIAASA femiitndalsh1camaaction file
corresponding to the selected data source. In response thereto, the server

computer 12A rettssedisrdatasanagsiigtoRjer hamhRespgisprstd Qatle computer 2, the

conppitinnod filpansieisiing toattiestethe reppidaasthanne appiitatianbanection to
Once the data connection file has been returned to the computer 2, the

appiitAth Pwes LiiZB e ebnddRs bt tHEESFh&aB e e stumifs Ayl utilized in
conareiigiviy feerslataceyrae BpRataonaydhembe ratiryes feporthe @atdl by the
source and utilized in calculatigns performed by the application program 4.
10Wr?é’ﬂ?léCPér‘ﬁBrtHE"g{aR}‘éd‘byzthéef%ﬁe&ﬁ%liH}ftYor]?‘i)réaer%ﬂn‘ﬁl,t PefBferERORalppthe data
savedwithin tigerepritjerthaldata tarngeloBdileandedpaiicinatha tspomay e data
saved within tf%report 0 thgbdata connection file located on the set%ler 1o b
corfPUET L G RISArELHsh YR h 49 BREBe B SORAFHAHE S4ARGa'se be
repaibdddenvatrepait baatinglpees a reference to a data source is

subsequently 1 ened by the report consuming applicatjon 6, the
=pplication may DL SRa TR WM HaRSHAFS RIS ALfabaRSUTEedsifbarauently

15 an grehetidgdibatrsonnasiamfilg. dppreatiRierendeispplicktionad@jabe operative to

nORTRPIRE CHERUB AL BE A O (e S REE e PEBOBhy s, 1F the

If thefetatrcannedianttie idanatdoriheepofiry étdhairapon 2k gasumigby the

Ao S RO & O AR 109, 2 S oMg O &8 nection

repository 14. If the data connection file is not in the repository 14, the report

20  consuming application 6 will load the report without establishing a connection to a data

source. If, however, the data connection file is located in the repository 14, the data

connection file is copied from the repository by the server computer 12A to the

computer 2. The application 6 may then utilize the connection file to open a connection

to the data source 16 and utilize data from the data source 16 within the report. If the

25  reference to a data source in a report is determined to be an embedded data connection

file, a sequence of operations are performed in order to determine whether the

embedded data connection file should be utilized. The sequence of operations is
described in greater detail below with respect to FIGURE 5.

As shown in FIGURE 1, the computer 2 may also include an

30 administration tool for data connections 8. The administration tool & allows an
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source. If, however, the data connection file is located in the repository 14,
the data connection file is copied from the repository by the server computer
12A to the computer 2. The application 6 may then utilize the connection file
to open a connection to the data source 16 and utilize data from the data

souGRiARIMIhING AR FRPOthd CHR-3R Bfalensa o mdata s RYSaIHAIEPAI s ticular,

determined to be an embedded data connection file, a sequence of

op &Rt AY S HRITIT ALY i MBYdF O W e SRR AN rRE ¥ nRbRRfAE B et X isting

corpartianvfile sheusebruiisess thesegurncenelirPerensiitedasaibethinilable
greater detail below with respect to FIGURE 5. As shown in FIGURE 1, the

corfIES P May B IdEsi RANBE aFF o ERRNFEH A oM s A Sragts L BhFe&iBrEroups of

8. Tiha-admirisiaicdiact Soalms @i, JeshviNisSEatppie RPN’ administration
contents of the data connection repository 14. In particular, the system

ad M Sraesr FREPHER RS HEM UORRSBIYARLAROTRF BRI dReot ERRMIRG 2 or another

conpeetingARdisRe ey @Psinseesihiat shputerbe pernmgiechteadi@Wthe server
available connections. In this manner, certain connections mg% be exposed

to CERRNGrddpds B e A ¥ReEl Conmections e, it SHottd hanterface for

apphesiaiad thatdhiraatminigisadion taRleBtHaY GRRIISE 3. SENIRIPHS of interfaces
application executin%’é)(r the computer l%ﬁor another type of applicatjon. _ .
exdBNIGTOPhETSEINET (BhiBaRE PEA GfARSEAREECHNE SRt epiildp the data

12 pomayceavis atbpped-text markup language ("HTML") interface for
managing the contents of the data connection repository 14. Other types of
% aEr ﬁfﬁegontents of

interfaces 10 maYArH e RISEERhan gy he datasansuds
stofiedl auhicothir drta repariegiiomMregusionydddiefeninginamsta biztREbdve, the

acono el crardng e cononsof, 1 o COUIETIS RO A o

stofgedd@AcoBNegtiantfitedalBAedBhhry e daliecconnedtiondbrédes 18Apadtitular, the

TR A AT o oMot 6l U 1S I AR I i

128 bestingrecdaia sadidenkfiyAduidanalyntietdatairorgieation dierd 8ditiayal data

stors ddionl data, KenUing {1e pATYAL ER12 AU SRAS IR T ot
information may also be stored in the data connection file 18A necessary in order to
obtain a connection to the data source 16.

According to the various embodiments of the invention, data connection
properties 20A-20N are also stored that correspond to each data connection file 18A-
18N. As shown in FIGURE 2, the data connection properties 20A define metadata for
the data connection file 18A. In particular, according to one embodiment of the
invention presented herein, the metadata includes a friendly name 22A of the data
connection, a text description 22B of the data connection, and one or more keywords
22C that may be utilized by a user of the computer 2 to search for a specific connection.
The keywords 22C may be filtered upon by the server computer 12A when identifying

the data connection files that should be returned to the computer 2.

10



information may also be stored in the data connection file 18A necessary in
order to 20 obtain a connection to the data source 16. According to the
various embodiments of the invention, data connection properties 20A-20N
are also stored that correspond to each data connection file 18A- 18N. As

shown in FIGURERS, iRe.datascoraactiam Rrerpitiedsrdsiipe peatadataioray also
the data connection file 18A. In particular, according to one embodiment of

theBHUAGehtipeo fsddntdl nbatindeRt e (s tain JOMES LrBryideiatiae, such as

22/pEthe, dotaBCONEAION @ tepidessintionr2aB siphe¢idataonaggtinutilized to
and one or more keywords 22C that may be utilized by a user. of the

corfpEERTRE o RelhFE P RoRss RiE i e iHE i oPPRRE ke yWEPILIDS €0 R gsliments of

5 filteredRandY, he-aRivel Gempwe iR Mhemh i8Ry Tyingroiadiddthin the metadata
connection files that should be returned to the computer 2. 10 The metadata

stola iR e AROR SIS RtRsS20 10 Mshr stdBe RAGIE Jajpurce. For

fielghdgi ehatiidgetifiasmihadatansosi e areidat iy sus@sr @B, should be
ODBC, SOAP, etc. The contents of the type field 22D may be utilized to

deRACHIRE WHEHEIISRI25S SSEET BYO TTFEF I8 S et ke driftsgohe data source,

emiaeinems ofdddheallveatinRete@dantialsratrianal firle2dt maxelserbs network
provided within the metadati for describing the type of credentials necessary

10 {0 FUEALZANIOR PERACOH QLVENTIRES TP rSASBIREL RIS R AT LS By “In this
foureyatdes ipaigptingwhriider irenusebshailiddietprpamptedHonetedapialsd with a
whether ng credentials 6%39 gre uired to access the data source, whether the

creRfSmtRlId U rd eyt W&throligh HHEASS G e e oS RERRISH to enter
10 awthefizsiioeepi@tacakatisvhethiesdhariedeatialmarestorediedaneiherto access a

Ioc&tio . In this regard, a prompt text field 22F may be utilized to specify the

tex %}f’sgrﬁ%ﬁ]ed with a prompt for user supplied credentials. For instance, a

15 user may be promtpiathid enigéctiwineopploigementifigation siorehercanated by field
user, e for the credentials to access a, database,.15 The data connecti
oA BN A S 7% SR 69 Rt B3 A P B HIE By (i 221
createddheidataiconnectiondiemaditodfire hifieddri22tiodfat isentfigsdited on field
usehialiagt madiad fae, data connegion fie and & medifiedqn e, odified. The

data connection properties 20A may also store the connection string 22J needed to

20  establish a connection with the data source 16. The connection string 22J may be
copied from the contents of the corresponding data connection file. According to
embodiments of the invention, the data connection properties 20A may also store a
single sign-on service (“SSO”) application ID field 22K, SSO user name field 22L, and
SSO password 22M. The contents of these fields are utilized when the value of the

25  credential retrieval field 22E is set to utilize stored credentials. These fields identify the
stored credential service and the user name and password that should be utilized to gain
access to the data source 16. It should be appreciated that other types of metadata may
also be stored within the data connection properties 20A and utilized herein. For
example, other types of metadata may include QueryTimeOut and DataCacheLifetime

30 fields (not shown), which identify values that allow the server computer to override
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221 that identifies the last date upon which the data connection file was

modified. The data connection properties 20A may also store the connection
string 22J needed to 20 establish a connection with the data source 16. The
connection string 22J may be copied from the contents of the corresponding
daigeeamneatiansfits. Aesardnmio sambadiprents o thalnaventindtitie Sald Location
connection properties 20A may also store a single sign-on service ("SSO"

)
appIiddBAt R phichsiarst s MARSOfigha SV CRMBERS f9askaidrgeson will be
Thegretents ehdhesafisisaediiizedusdian theivalienahtie.adscerdentidttions on

retrieval field 22E is set to utilize stored credentials. These fields identify the

stoltl SREE RTAIRERYic SN N2 LS A LU BepSRRS | Tk SHSIAR e command

utilized tp@al) iassesadri)as@iareuretnltlibshoulerbe appigaiateshthabnnection
other types of metadata may also be stored within the data connection

prdeRFELSFAANd utilized herein. For example, other types of metadata

may include Queryfimia@ubant Patadae e lafetimardiieldsmnotshemdcture for a
which identi% values that allow the server computer to override 11 default

setfPEHF At BHFO RO SIS SPOSHOTE QAATTBERBNY BrkF lescribed. The

Locatighutéie ld dnescshieuwhbwhich BITER e nameaefstaecsaiaticompeieiidhurpose
databases. It will be appreciated the Location field mr%;gbe useful for the

ad SR oAt ERR et tTTah RIRSSERe r YEhpiute S AdditidhaY Setadagsory 26,
for ideRelihing rariléanya (s mentaN DN A KeXt abpdatednsit ntlelris: @ROM") 30,
select) may also be stored within the data connection properties 20A. .

Ref&fiAg HIR ép%@ts?%wlﬁa&}%ﬂw%%ﬁatﬁwaﬁ%ﬁﬁuré*fé’ﬂac input/output
CompLaT cottilirag: imtnmvariousRbedippnts ehtbfinvesnianivilbbBveen elements
described, The computer archjtecture shown in FIGURE 3 illustrate

oA oA M U AR TG o B tAT b lcellgomputer 2
unifu¢hérGiRIJe Qasysts MR dey 26 34nfoluslingng sangertBgcensdmeIvdyplication
28 ("RAM") and a read-only memory ("ROM") 30, and a.system bus 32 th

oM A Q3 R TOSHT DA WAL QS S TR A el
the basic routinesiibatds|ptéeagansiacdfornatoncbeivecth elements tiwithih a mass
the computer, such as during startup, is, stored in t M 30. The computer

2 TSRS T BB TR A B TCASRS Gro0 B SGUERferice 34 and

sydtenyiapploaijpner-readable media provide non-volatile storage for the computer 2.

Although the description of computer-readable media contained herein refers to a mass
storage device, such as a hard disk or CD-ROM drive, it should be appreciated by those
skilled in the art that computer-readable media can be any available media that can be
accessed by the computer 2.

By way of example, and not limitation, computer-readable media may
comprise computer storage media and communication media. Computer storage media
includes volatile and non-volatile, removable and non-removable media implemented in
any method or technology for storage of information such as computer-readable
instructions, data structures, program modules or other data. Computer storage media
includes, but is not limited to, RAM, ROM, EPROM, EEPROM, flash memory or other
solid state memory technology, CD-ROM, digital versatile disks (“DVD”), or other

12
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programs, and other program modules, which will be described in greater
detail below. The mass storage device 34 is connected to the CPU 24
through a mass storage controller (not shown) connected to the bus 32. The
mass storage device 34 and its associated computer-readable media

praypgeanofioraiatilenatorage g Compuieti 1ap, Ahenat thisdesishplion: other
of computer-readable media contained herein refers to a mass storage )
deEENstieFRgndRiersk Braen ashmatEntdHelIErBd apprddRdarpyhe desired

thosgoskillash immthe midnas emridtardendableompgis oan be any available
media that can be accessed by the computer Z.ﬁ%( way of example, and not
r

limitation, computSFEHARLE HENS TR BB EE W%M@r%&?&&&’mer 2 may
megharaidigompRuRiERIANMedRAmERMRIHE159¢aD e dhglifo MRy desmvalatittnputers

and non-volatile, remavable and non-removable media implemented in an

metHEH St 1ENBIE g\ skttt S iFHsm Jﬂ?&ﬁ%@mtsg%&%a?@ﬂ?abwa%%network

instryicliRnsgllata siruotitrantd Fa an sy Wesnet ethes dii@. Ya@nputent should be
storage media _includes, but is not [imited to, RAM, ROM, EPROM,

EEHRESHR AL SHAN D BRI BHEF SRS Sl tEtE e o fetiHigId 4§, connect to other
CDpeMf digiadrre rgatile disksc iR sostothner The opligakstorags; also include an

magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic

sto3RYE QURRESOBIAF Gth PSRN &/AR RSB LPH LfBPe thRUgdsreyf other
infermRieni adddMich Ieab & B GeeESE LR N6 M RHIRI InbCERSANGHFIGURE 1).
various embodiments of the inver%g%?,%he computer 2 may 5 operate i

netWBHE Y e SRHERE RY §BER SR EE AL Y de AR L dfhAu salay soreen, a

thretighen sebdRi:I sUshyag theibernet. The computer 2 may connect to
the network 10 throu%h a net\%(gﬁggﬁrface unit 38 cznnected to the bus g%'ata files

It should be appRSciXtBHARL BYCiABIARE (DS ARy HSE! Bhan

utilined e cAEEGE OGS tyRagodaatyarkaminkl ABNte Campsiapsistenscluding
The computer 2 may also inc%IE]de an 10 input/output controller 40 for
i

rectViRG AHBSFERELY; frdfih SRR I B AR HINAYs? iRETtHkg dupersonal
keyloograkemObseh Ofise|BasrOW NN $10X Bhayeriniid GHRENL). frSimilMIy; ROSOF T

LKL SRSt 40 ey RS RV 9.8 SRR SHER & NS v 25
may also store one or more program modules. In particular, the mass storage device 34
and the RAM 28 may store a report authoring application 4 and a report consuming
application 6. According to one embodiment of the invention, these applications
comprise the EXCEL spreadsheet application program from MICROSOFT
CORPORATION. It should be appreciated, however, that other application programs
from other manufacturers may be utilized to embody the various aspects of the present
invention.

As shown in FIGURE 3, the mass storage device 34 may also store a
report 42. In embodiments of the invention described herein, the report 42 comprises a
spreadsheet file that includes a reference to a data source external to the computer 2.
By utilizing a reference to an external data source, the report 42 may utilize data

contained within external databases when performing different kinds of analysis.
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As mentioned briefly above, a number of program modules and data files 15
may be stored in the mass storage device 34 and RAM 28 of the computer 2,
including an operating system 36 suitable for controlling the operation of a

networked personal computer, such as the WINDOWS XP operating system

from MICROSOR GRPRRAGIANY of Redmandiiashingies -3Ehadpass store an

storage device 34 and RAM 28 may also store one or more program
moRfTHEISHRHARICAPr Sthe/MadisSithcth S eic &by o0 R LHBIRIAUSE Ry} 8 may

stopeoRitRPArh AP B P REGABMY SRAREME PRt EARSLURINGtIBRIHRASN0Ld in the
According to one embodiment of the invention, these applications comprise

the' PRBPIYspreaddAlef ApMRtitib A st diatn trorf i RoisBpYed to the repository
CORRQRARIONIshesidiberaprrediatedo RAWE YRS, dhatbather apflicaidéttion files

programs from other manufacturers may be utilized to embody the various .
aspeRILEMog ek ant DetiivsntiaiedAB LA IetdbRE Saitheonnegdion propertics
stopagerflay g0t Mimh 80 StakRdnEEROh N BERQAINeRts@hifStration tool 8, a

invention described herein, the r%l,ort 42 comprises a spreadsheet file that

inchYGKE s BRUPEHER Yo Btk S0 i B Whid Hab tBRIeCESHIBUI 2 B O View

a regierpaeR iRANexi@nad ddia SRYICen Hhes reROrErbapRaYyrutilizendaiandl be created
contained, within external datahases when performing different kinds of

anafR 18 RE AR GAPIT I RE 3, the mass storage device 34 may also

store an adminigtratiandeel-ppAsidise ussed siellyrabaystthie 2dminstA§@Aown in
tool 8 ma)g ;irovide_ functionalityggr centrally managing the data connectjon
i

file5 SI0rRH ih TR 1BPYSoRMY FHAE CORHELIMI O RAFHE shittey with respect fo
remgvesnipite epoSitoyRRISlizingdhradminisratiosrtoohpuisddiionally: thetude a
contents of data connectjon files may bg modified and their associated

mebREAT BRHE AL it BSSHARE oM SRRSO RISy e access the data
changarestdddiienalye dnrotighépesiseyof4hahe puristegiptic d0oh 86ansypetform the
administrator.ma classgjy %r.oup g)flgeofgele[.or [ %:Vidufllst autr%gr(r?izeddto view filt
oM AL RGO S M0 08 RADREST oo fter
creatadhddddipadticutandetdgorspestion filgs aHdshouidcbeisp pregiasesdhatpond to
the server ¢om ters 12A ang %ZB shown inh . .
requests fron the computer 2 for access to the repository 14. Additionally, the portal
application 46 may provide a HTML interface for administering the contents of the data
connection repository 14. The functions described above with reference to the
administration tool 8 may be performed through a web based interface provided by the
portal application 46. According to one embodiment of the invention, the portal
application 46 comprises the WINDOWS SHARE POINT services server application
from MICROSOFT CORPORATION.

As shown in FIGURE 3, the server computer 12B may also include a
database application 44. As known to those skilled in the art, the database application
44 is operative to receive and respond to requests for connections to the data source 16.
It should be appreciated that the server computer 12B may include other conventional

software such as the operating system 36 and other components known to those skilled

in the art.

14



FIGURE 1 may include many of the conventional components shown with
respect to the computer 2 in FIGURE 3. Additionally, the server computer
12A may include a portal application 46 for receiving and responding to

requests to access the data 15 connection files stored in the repository 14.

The portal applicatif:fs may ReFiesRber, RaGassahy funetians 10MPWYI®R described
data connection files only to authorized users, to filter searches of the data

ot Rep HERBRYS 14T SRRFASEIRAMEE UK fe UHRE R S[36h AR GRliRT RO O Y.
from e anRUiphEtacaass MibederRsianhddinttdditionally. itheReitalescribed

application 46 may provide a HTML interface for administering the contents

of HEPRAOPESHHeL B AN pORIESHP 12 SPRAMSRCHGHRY HeAliaTh BEP SRR itk vention
5 refeigner tertheddminisiiaion ©OhSHMaYie pedaimer:thcongh@ WeR data source.

based interface provided by the Portal application 46. According to one

embUdiRSERCES theSmPOtBAD the! JBrlv SRt &S RsL BB utilized within

WINRRWSiaabAREp RN pesyiaas searewappbeatinipiteralMédRSAFbplication
CORPORATION. 25 As shown in FIGURE 3, the server computer 12B may
alsBI R aY R RS S T RRBHEHIAN PASINBYA Tt SRARIF A ARPIpgram.

the database apmitatiqeaditdSIRPEIAINGI IR ISCRIVE ANThES FRONRAQ IREHERS!R should
for connections to the data source 16. It should be appreciated that the

10 seRRripBrplaar 198! iy 19816t RAICERVEhIGHU S SHIPAEEERE & (e present
openatingosysie pRasataliie) eompairnts Wiovnotthosp skikae BL:th hgrogram
art. 14 Referring now to FIGURE 4, an illustrative routine 400 will be ) )
deSRPHEES THIAE Y & roRRLE TS, %i?&&@ﬁa}é’%@ B SOUFETRFRE S Byehine logic
coneaiionorepesiienhoushouliiie appresigethihalskhoughhtheémplementation is a

embodiments of the invention described herein are. resente(%i the context
of SEHFE SO AR DR R RO Lo MER b BT I ERHHRE system
15 anyrtypen@happlicatiompeagiam thatcomnadis toha drigsoutgrrabiondnsiAngated in

thiﬁe&eﬁggg? s.of he %}/entiontggs%%% herein ga@ébe.utili%ed \./vitrﬂ)r}1 Qescribed
or o8Bt G588 rA B ERRRTYBF S bt BiASE NEH
applcatiarte peagradoa wirdsprasepsiag @pplcatnnphgiass, Atadiat@dass. It will
i '%%%%SQHWO e R A R A R O ol e S E e hacts and
modules may be implemented in software, in firmware, in special purpose digital logic,
20  and any combination thereof without deviating from the spirit and scope of the present
invention as recited within the claims attached hereto.

Referring now to FIGURE 4, an illustrative routine 400 will be described
for discovering available data sources utilizing the contents of the data connection
repository 14. The routine 400 begins at operation 402, where the report authoring

25  application 4 receives a request to connect to a data source. Such a request may be
received programmatically or from a user. In response to such a request, the report
authoring application 4 transmits a query to the server computer 12A requesting the
identity of the available data sources at operation 404. The query may include the

identity of the user of the report authoring application 4 and one or more filter terms

30  provided by the user for filtering the contents of the data connection repository 14.
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10 be appreciated that the logical operations of various embodiments of the
present invention are implemented (1) as a sequence of computer

implemented acts or program modules running on a computing system

and/or (2) as interconnected machine logic circuits or circuit modules within

the computing systging R MANAIR0VRIE] BARS RiehoikrndeRengpNcation 4
on the performance requirements of the computing system 15 implementin
thelTh{nfiBerY ALK AERGTy SO i O g il YRS rsfighnhe E0IRRIS af%f,le data

anddnakine R fosiembrritianis ebtiedeiasansiny Hien He scebedHiei§ibuter 2 is

are referred to variously as operations, structural devices, acts or modules. It

wilPBRYEEShIn A 355 BHb WRiIfBMA e aY: thsE (5808 BERdRErRY LiFutifallt should

deyeappasdmdidhmnesiulastian Reoiaplemeniad meofbuase:iih firopeies M0A-20N
special purpose digital logic, 20 and any combination thereof without

de VRIS oM (RRNEpHCEE S L 8 pe SN HBA S SAET TR E oM S SFEREATRHERS 124 to

thej géatinfis @t aphod hgieishRefRH ipoRavictod iR Ehd uasr HiUsHRIM PR w and
400 will be described for discovering available data sources utilizing the

corltefis B1a8 data L St PrpISHoRY 12° THErroltite 4bo B¥ghisaypilable data

OPREMIRBt AW A HiedeRAFRIHRDBNgSsapRlicRtightracalvesiatrequastiles is
request may be, received

to conne?(ﬁ to a data source. Such aI

prd§ram éﬂéﬁﬂﬁﬂ”ﬁcﬂ%&é"ﬁg&ﬂ?ﬁ FERIh S F RN B RSP IREFE Bort
authoring app”Ca{iDl@}{biﬁfﬁﬂﬁnﬁtfé,all@Htl)uiefgﬁ&ﬂhﬁlﬁﬁﬁ\'iﬁg cppRedesd 2Ais operative to
requesting the identity of t vailable data sources at pperation 404. The
qu%m%{?fiﬂemgél?ﬁ&yvmﬁﬁ? BRI B hSeFERS ttﬁgﬁf&ﬂwﬁﬁpngﬁwef may
4 aghdrobe ompieal filselerms Sofatevidetbictheasairtes filefingdasplayed list. At
contents.of the data connect{i’ﬁ%lrggosit ry 14. 15 Utilizig%the informz}aﬁion

proWRGER B tHE- s JPStAY BREABNCR T SHE VidfyHBSsRIgee selection of
compuiailizd datapeiatve 10 &epsakdihe eoatenissatthe dWalaiegnhectipot authoring

repository .14 for data connection files to which the user of the computer 2 is
IR AcHRCUAI R R THRch! AP FREF Hoh 8 ERUIBES BY BHE deelserver
sheuldintee Eppraciptestitiag tbe metadata stored within the data connection
properties 20A-20N for each data.connection file 18A-18N. m%)élﬁe searched

by the server corpIRPTS At SERMS the WSPEFRust RHEUR 4fopatpeion file,

to Whichrike usepisautbAarizashtvaviesvtametrieve the data connection file from the data
connection repository 14 and to transmit the data connection file, including the
information necessary to connect to the data source, to the report authoring application
4. The report authoring application 4 receives the data connection file from the server
computer 12A at operation 412.

Once the data connection file has been received by the computer 2, the
contents of the data connection file may be utilized to connect to the data source, such
as the data source 16, identified by the data contained within data connection file. Once
the connection has been opened, the report authoring application 4 may retrieve data
from the data source and utilize the data in the report 42.

When a user of the report authoring application 4 elects to save the

report, a link to the data connection file may be saved within the report. The link to the
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which match any filter terms provided by the user. Once the list of available
data connection files has been determined by the server computer 12A, a list
of the files is 10 returned to the report authoring application for executing on
the computer 2. At operation 406, the report authoring application 4 is

operalivedfedishlaailist pbthsrayailhklegair cQUEEH ISR USBRE thea source 16.
computer 2. The user may then be prompted to select one of the available

dafRabtidbe Hisknthiaidpmgennstion lperiphupdinh &ordiotFRisthenaguter 124

appligafien dbraeeivemiramathedsetidierselactianiafthe anavaiakigdaidository 14.
source. In response to receiving such a selection, the report authoring

appicatibiFagr st hdheslttycornsetinddedtasd LoHiretarasiingid thwhen the

senysfugRMAYtepa, ahoRRIatiALEd oI fieseaRsadadsecedinadbEiidetibpdate all
of a particular data connection file, the server computer 12A is operative to

retfRA e LIS EsTIE clion AIETRSIVENE dhEa 4818 CoiRettien fpdSryrpe gmbedded

anevientramenépie deke gesvestiaifilan heudingdhetxesonation eeessiding the
to connect to the data source, to the report authorjnggéo{?plication 4. The

repHEARMSTHG L P4t s 0ee i taRSBEAR & florHESHBin RFReess has been

seny&ifoea dierddmatopestinm&lid. dpaeeidhel tata sernestiay file has
been received by the.computer 2, the 25 contents of the data connection file

may be utilized t& ESHHeBOYS E %%?&Eo%@@,l ShatheerFiHaga 20 pd b described
idendifird diydhe daleeconitainecbpithimstatactaniRestiondie: 6nee athiata source. For
connection has been opened, the report au{i;\é)]ri g application 4 may retrieve

[

dathSHBATtHE TR ESUEa%nY BETPE TR & &CRSPHAFS WRE fRPSaRon 6 s
of theliteas rRIdthefhgxeppkcatiand eleais: i dadestheoshtgiparto ahinkate {berce 16.

depgonnecton i may b saked e o, The ko e S8 oo
souverd GheRepoar cinedint foajigiclatarconiegiivindievbemtiainsearbfttdecth® the data
R A S S A I o
stodath icothecepodilerin tiewbpssitoeydldocifmatiikihapbaednthd data data connection
Cor}ﬂg Cst[i(())r%cpli% ?I?elydg%egosn%%c?t?orrp Pecli)igs%go}'?f Tﬁ),d t tg r%lllltine 500 continues to operation
504. At operation 504, a request is transmitted from the report consuming application 6
to the server computer 12A to determine whether the connection file is contained within
the data connection repository 14. If the data connection file linked within the report is
not contained within the data connection repository 14, the routine 500 continues from
operation 504 to operation 505. At operation 505 the report consuming application 6
determines whether the information in the connection file is cached in the report. If the
information in the connection file is cached in the report, the routine 500 branches from
operation 505 to operation 510 where the report consuming application 6 utilizes the
cached information in the connection file to establish a connection to the data source 16.
However, if the information in the connection file is not cached in the report, the routine
500 branches from operation 505 to operation 506. At operation 506, no connection is

made to a data source. However, if the data connection file linked in the report is
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reports that reference it. Alternatively, the data connection file may be
embedded within the report. The process of linking to the data connection
file or embedding the data connection file within the file occurs at operation
416. Once this process has been performed, the routine 400 continues to

OPRLHIPNHLB, RIS i RS 41 thd WRINE BOWBARIRRY REnD o pE AMSSIEUVE operation

routine 500 will be described for loading and executing a report that includes
a cdffhection to a data source. For instance, this process may be performed

when the report a@nspaninehasulicatiequbsisis utitiaeddp deadpprebesacut®adeonnection

report 42 that includes a connection to the data source 16. Once a report

hadll5eERTIERRIfELY SntPIDRHEY, the rothhd St0 Hugineracehtdisniseseiysd at the

whegsothe JeRerisoaspRiid AR licalioni G.eeterendans whetiricths refeieee source
to the data caonnection has been embedded within the report or whether a

link A4S BREANGR Al (DR oBRREA N i hehRiaspBLifoly 1S fegtifRtablished

hasearmade te asriaiceaneetignriesteraddwWitadaia cYorestions executed by
repository 14, the routine 500 continues to operation_504. At operation 504,

a réfuBROE FAMITRS LRI 8p ¥R HE apbicRifoiP e 8p 08Qrgontinues to
sery@rggw,r@%dq@ﬁggrmine whether the connection file is contained
within the data cgnnection repository. 14. If the data c%nnection file linked.

within the report% AoLeEHEMed itk nihecarRRehA igﬁrgﬁ@sﬁi'}?;‘?efﬁl,on file is

theerabiR & A tBaNtURS HioNth© parahe s OB aRsration §Rpartinoperatiasperation
505 the report consuming application 6 determin%s whether the information

in thECcomMEBSEH AR 74 RallivetF R TheCRSHBI % RRISEHRR LIS (R dequest to the
corpseiidiilpucaghed incienigRokhéierabiéirgnbfibianahirstitantile is contained

operation 505 to operatign where the report consuming application 6 . .
BT ST ek R PR L SR R Gl ananed within he
conggsdiemtol thethiataoaadecs (L6 bramleyeroththgdnfaomation io tieration 526. At
connection file is not cached in the report, the routine 5Q0 branches from .
o SRSTOTB O to Bbeiatish OB RGPS B0 AE LB UIFEcscHidaermation
to ardbtddundehinl aeengionf thetdatathooaation dfatinkach icoiiecaporfiis stored in
ontained in the repaository 14, the rqutine 500 branches from.o tion
AN h eh al

égﬁ 0'6Parifibh BQMEB 86d"% FERTSSFTS FHEUEIICHIL R BFopitiThes the

dateoamnnecfidie data connection file stored in the repository 14, the routine 500 branches
from operation 526 to operation 522, where the report consuming application 6 utilizes
the contents of the embedded data connection file to establish a connection to the data
source 16. At operation 524, the query contained in the report is executed by the report
consuming application 6. The routine then continues to operation 514, where it ends.

If, at operation 516, it is determined that the embedded connection file is
not contained in the repository 14, or if at operation 526 it is determined that embedded
data connection file does not match the data stored in the repository 14, the routine 500
continues to operation 518. At operation 518, the report consuming application 6
determines whether the report is trusted. A file is trusted if it is saved in a secure
location that only highly privileged users (such as administrators or users granted

administrative rights) have permission to save to, but to which other less privileged

18



file from the server computer 12A. When the data connection file is received
at the 5 report consuming application 6, it is utilized to created a connection
to the data source 16 at operation 510. Once the connection with the data
source 16 has been established and data may be transmitted, the query

confainach VAt tha depdytaidsls exarughRYs e IRRVY.GABSHIMIAG 500 branches to

application 6. From operation 512, the routine 500 continues to operation )
51 2PGRERS R ehd¥hers THO SPBRRTANSIH S0RLGH R AR AARKSS: tHét HAY ita the report is

conpResipNtite isu@mbsolsed ity the feRpdrdtien cHiNeS0Ppiass e friaftre the
operation 502 to gperation 516. At gperation 516, the report consumin

apSREARBHCB tHariSmitta Rojliest D thecahlishabrpaterodi 8 dBtermiprdded data
5 wheshaedherembesided cqnasctioaxtilaisicantpinadowihin theviangsitansdds20 and

If the embedded data connection file is contained within the 15 repository 14,

the rshtibe 88BN ANLSER RIS BhaPaHivs 2610 dlserdliBis26. At operation
526, the report cpassMing arplicatiesif defesAyiRS véhehiattiadafermatian various
embedded within the report matches the contents of the data connection file
stof BRI T 00 sty 4 AR e RIRtEnTs B thiedeRbdtBe ARAEIN ARL tiHTPULer-
filergagithes thaligantaiptsaidbetata eaanectaeciivystaredan theuRRESIMRE  above
14, the routine 500 branches 20 from gperation 526 to ope_rationrﬁéZ, where

10 theSPgﬁﬁ‘wa&mmH@%méa A B Difilze COMRPLOR T 51 e o sty acture and
datgseoffieetiompisitv e sptiisthreatonesinsetmihe aatbEeiite dhAtinvention can
operation 524, the query contained in the report is executed by the report . )
coﬁsum?ﬁa AP PR O (R CPRIGERe ﬁaaﬂﬁﬁﬂgeaz {Wiegvention
it erididdd intippekaticmbkMmadfis depenadded that the embedded connection
file is 25 not contained in the repository 14, or if at operation 526 it is
determined that embedded data connection file does not match the data

15 stored in the repository 14, the routine 500 continues to operation 518. At
operation 518, the report consuming application 6 determines whether the
report is trusted. A file is trusted if it is saved in a secure location that only
highly privileged users (such as administrators or users granted 30
administrative rights) have permission to save to, but to which other less
privileged 18 users have only read only access. If the report is not trusted,
the routine 500 branches to
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operation 520, where no connection is made to a data source. If, however,

the report is trusted, the routine 500 continues from operation 518 to

operation 522 where the connection to the data source 16 is established as

set forth in the embedded data 5 connection file and the query is executed at
opexation ¢ From operations 520 and 524, the routine 500 continues to
operation 514, where it ends. Based on the foregoing, it should be

appreciated that the various embodiments of the invention include a method,
system, apparatus natbocbfopdiscovesdghbiedrmediaetifer tdiscaueringiared the method
cor%r(}ectirrﬂsq ntq data sources. The above 10 specification, examples and data
prowglé) a co%hplete description of the manufacture and use of the

composition of theckivergionedbiest ecomamyeenib adinresiisroéthe invention can

be made without,depayting fropp.the spifit and 5005, of e Ivenions e sources
invention resides in the ¢ %‘?I g

aims hereinafter appglnrl ed 1% TOWEEL
meftuod fior distenvtsrifg ardtcohneetinged datiatarseatos, thpositetiypdnd returning the

COmRIR :é?ﬁlee'V'981‘3‘1)"18%%%5&8&”&9{%%%%%9?&%h%or‘é%ﬁ%'s#“ response to

the request, |dentﬁ‘ylng one or more available data sources from the contents

of a centrally marsagsungdte selenection repositoryvarabletdataingutives; and
identities of the available datta ?lour(ies in response to dﬁh% regues i'orr‘la?ﬁiev %ging data

. 1M TeSponse 1o t eleCtion, returning a da
the selection of one OP?he aval :fb?e ata éources; %m In response to the

selsotieth fhakimingeatatdishcomaectioacfilentavhis datdetttedehmein for
establishing a connection to the selected data source. 2. The method of
Claim 1, wherein the request to connect to a data source comprises one or

more filterterms HHaARPLiRTIGAMy iIn g ERES B hfoFedMGsEnrOHae 19k Hags source

comptipascdisntiiyind RBIREMaaIala SAers inGtHARAINHARCENHBIY available data
managed data connection repository that match the filter terms. 3. The

metABE O CRRFSES WiFBEEH TEMFrPInG I slBi sate o arhisledag centrally managed

data connection repository that match the filter terms.

3. The method of Claim 2, wherein identifying one or more available data
sources comprises identifying one or more data sources included in a centrally managed

data connection repository that a user transmitting the request is authorized to access.

4. A computer-readable medium having computer-executable instructions
stored thereon which, when executed by a computer, will cause the computer to perform

the method of Claim 1.

5. A computer-controlled apparatus capable of performing the method of

Claim 1.
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sources comprises identifying one or more data sources included in a
centrally managed data connection repository that a user transmitting the
request is authorized to access. 4. A computer-readable medium having
computer-executable instructions stored thereon which, when executed by a
computer, will cause the computer to perform the method of Claim 1. 5. A

computer-controlled a Rar tus,capable of performin d of Clai
206. A mgcthod or |s%o§e%;lng§1 gﬁ% (e:gﬁﬁe(ﬁﬁ'lg DR g sour@gat %urr%%tr?e inethod

compripimgngeceiving a request to connect to a data source; in response to

the request, transmlttln%a re%u tto a cengrallél (intanagred data connection
to C NNcC

repository for a liSCOF the avanable d&ta a sources; receiving’the list of available

data sources from ﬂaqaoemrajlyhmmm@etd tdatanodingectianuespusiesnaallly managed

displayin hellst receJV| n of one,of the available data sources
fror@ﬁ% &an aye(f:lil O%ltf) attl Cﬁ da(l-:-r?t1 a%l qeseflecf)ed data source to

the centrally mamgamngalﬂacdmmﬁcmlabﬁméamyﬁom¢%[ﬁmmeho centrally managed
tralasplttmg h(e 1|1dreent|t of the teqnd \1 L source, receiving from the

repos ory a data ¢ nnec n % 9 as%dred therein for establishing a
connection to theesei&utgdlmlambotmmepﬁmnhmtdfzmg theaidkdtk stetedanrtive from the
dat(zfi qnnech | n file to establish a connection to the selected data source. 7.

The method of Claim 6, wherein the request to connect to a data source
comprlses a reqmegtsmlktmgndm tolentigtacdolnc stleabtaidatatiocause itha centrally

rep, aﬁ% eggp?‘ea?og@thgg ther comprises storing a link in the report
tot nnection file store in t centrally managed data connection

repository. 8. Thexnreshousof Cldirmsinfunige theomdpnigimigof the selected data source,

receiving from the repository a data connection file having data stored therein for
establishing a connection to the selected data source; and
utilizing the data stored in the data connection file to establish a

connection to the selected data source.

7. The method of Claim 6, wherein the request to connect to a data source
comprises a request to connect to a data source to obtain data for use in a report, and
wherein the method further comprises storing a link in the report to the connection file

stored in the centrally managed data connection repository.

8. The method of Claim 7, further comprising:
receiving a request to open the report;
in response to the request, determining whether the connection file
identified by the link is contained in the centrally managed data connection repository;
in response to determining that the connection file identified by the link
is not in the centrally managed data connection repository, loading the report without

establishing a connection to the data source; and
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receiving a request to open the report; in response to the request,
determining whether the connection file identified by the link is contained in
the centrally managed data connection repository; in response to
determining that the connection file identified by the link is not in the centrally

managed data conRQpiaRcrepasiteinipading the cepastyyinaIt i@siahbiaigane link

a connection to the data source; and 21 in response to determining that the

corthBetiBhifes eI 3 2Rd iR SRTMSETIORHSRQSHORIYNA Aagia thalbe connection

connegtiadRRPsitarY andif)erdatadnihe ¢ronaetian tilethraand fileth® establish a
report, then utilizing the data in the connection file to establish a connection

to (HRARERACSar S G4 FMFREthod of Claim 8, further comprising: in response
to determining that the connection file identified by the link is in the centrally

managed gata cqnnection repository, copying the connection file from the
centrally r%j'anagggl %ﬁg@'génor?g[?gﬁyﬁépfl(%:r)s%}eor)??ﬂmlri%rbgthe data stored in the

data connection filedspessabhisterocomngdien tte ttasettiote fildatksolieddyy the link

and.oxerulng IR, 1eRor, 0. The meltiod, o Clajiy 6, wherein the request to

0 a data’source comprises a reque%(t)sto cohnect to a data source to
obtain data for use in aceporg aihd venersimothditmetion fithemteihprisesaged data

embeddinccbthe (Eonnection file in the report. 11. The method of Claim 10,
nnection reposito

further comprising: re e|V|nla’a request to open the report; in response to the
request, determining whiédiienghdcdatestionl file tlemlbéddethirtioe fdpdrt éstablish a

contained Ci@ngé%%goerp#r)atll% n%%ggeqle agaagguggarb% tion repository; in response

to determining that the embedded connection file is in the centrally managed
data connection repositexgsutiilizithg theodata stored in the embedded

10. The method of Claim 6, wherein the request to connect to a data source
comprises a request to connect to a data source to obtain data for use in a report, and

wherein the method further comprises embedding the connection file in the report.

11. The method of Claim 10, further comprising:

receiving a request to open the report;

in response to the request, determining whether the connection file
embedded in the report is contained in the centrally managed data connection
repository;

in response to determining that the embedded connection file is in the
centrally managed data connection repository, utilizing the data stored in the embedded
data connection file to establish a connection to the selected data source, and executing

the report.

12. The method of Claim 11, further comprising:
in response to determining that the embedded connection file is not in the

centrally managed data connection repository, determining whether the report is trusted;
22



data connection file to establish a connection to the selected data source,
and executing the report. 12. The method of Claim 11, further comprising: in
response to determining that the embedded connection file is not in the
centrally managed data connection repository, determining whether the

report is trusted; ;2 2.ipsasP R (e ataimininatbat g rapesiedrusi8ding the data
utilizing the data stored in the embedded data connection file to establish a

corttiEtlon iherembadisd daicrapertian e dxcstiightiesapsittiandarihe selected

respansedR deteimietgitbahthesposhis not trusted, loading the report
without establishing a connection to the data source. 13. A

computer-readable medium having computer-executable instructions stored

thereon which, whergxecutes Byta-saunuian: Wit crypse: the kampidied Qoading the
perform the method of Claim 6. 14. A computer-controlled apparatus capable

of PERRSFIRP S TROIBENS 2 E9amAcE 080 Mg iaRPSF broviding discovery of

data sources, the system comprising a server computer operative to

maintain g gentrglly managed r itory for data. connection definitigns, th :
Gt connbeton Ho e e e e Ch I RCha A trutions
stostuteh&reieofombsthbidiein gxacoeh by tiorptopatdateridocree dndoometadtiatéo perform

de%ribin%ogef%lg}r%r%properties for the data source. 16. The system of

C 0] .. . .
Claim I.Il.]g, urtﬁer comprising a client computer operative to execute an

application program for consuming data from the data source, the application

program fugther apemtvadR LR MSRIIRAUESIINCHMREISRAIAIRe method of
source, to query the server computer for a list of available data sources in

res 0 the request, to display to a user the list of data sources, and to
receive from a user the selection of one of the data sources from the list. 17.

The system of Claim JfG herein.the a glication prpgram IS furtﬁler otperative .
. . S er}fl\gg)r Rrguiding discovery of data, sources e sys el cqmiprising
to transmitthe i ensﬂ/ty 0] e selecte ata sodrce 10 the server computer, to
a server computer operative to maintain a centrally managed repository for data
connection definitions, the data connection definitions comprising a data connection file

having data stored therein for establishing a connection to a data source and metadata

describing one or more properties for the data source.

16. The system of Claim 15, further comprising a client computer operative
to execute an application program for consuming data from the data source, the
application program further operative to receive a user request to connect to a data
source, to query the server computer for a list of available data sources in response to
the request, to display to a user the list of data sources, and to receive from a user the

selection of one of the data sources from the list.

17.  The system of Claim 16, wherein the application program is further
operative to transmit the identity of the selected data source to the server computer, to
receive from the server computer the data connection file for the data source, and to

connect to the data source utilizing the data stored in the data connection file.
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receive from the server computer the data connection file for the data source,
and to connect to the data source utilizing the data stored in the data
connection file. 23 18. The system of Claim 17, wherein the server computer
is further operative to receive a request from the client computer for the list

of availablg dataguigasand tQafeterming:the dist Rhavailahiridala SRHGESperative

from the centrally managed repository based_on security privileges

as3BERSRMSHIFHELI GRS SPPNCSRBRYFbGPathe 15! Thavaijaplfafasrirqes and to

18 qubatRife the BarvencaAmplitants Joitoes RRRI Aivecta-48ieraHRCthR stiry based
available data sources from the centrally managed repository based on one

or ALIEHILY RPSHRDOTIREAhHE dUsr 26 TicBrHA3t B INSE Tor a list
of available data sources. 20. The system of Claim 19, wherein the client

computer iﬁifurt [ O esliéatlvgf&:ia(%xe te an appiication ro%ra f(i)l’f

: N 1S, Whereth The servel, compute utrﬂ%er operative
manading tne contents o e centrally'managed repository located a e

semvedgompueeth@4ist of available data sources from the centrally managed repository
based on one or more filter terms provided with the query to the server computer for a

list of available data sources.

20. The system of Claim 19, wherein the client computer is further operative
to execute an application program for managing the contents of the centrally managed

repository located at the server computer.
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