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1 DESCRIPTION DATA PROCESSING APPARATUS 5 Technical Field
The present invention relates to a data processing apparatus capable of
encrypting subject data in plain text to render it as encrypted data and
then recording it on a predetermined recording medium and also
decrypting the encrypted data read from the recording means, and
applications thereof. 10 Background ofthe Invention Nowadays, security
relating to information is becomifg:iegasipgly important, and there is
significantly growing demand for the above-mentioned data processing
apparatus capable of encrypting the data of which contents should not
desirably be known to tﬁjrd#g ggﬁg to, as, "subject data" in this
specification) and recg%i &i r%f;%g ' é% Mhile various
encryption techniques are proposed and put into practical use for the
sake of keeping the subject data secret, it is difficult to prevent code

T ‘F&hﬁ‘?}gmpletely. In general, the subject data is encrypted and

recorgRd, R R GRS A Y 8%Q§%§;%%%%%§t§g§%1§ étge/?ﬁgpting

predetermined number of bits and recordin
supjecietaiafitpiadutarate eactypited reppttivdiia hodnisthereirling A on a

edetermined recording medium. In the case, of encrypting each, piece of

PSR 2 PR s e s Alra deromive e SREHAGH S g Srem the
regetidipthesscehd ipiaigasibmdgsendered very complicated to prevent

the code breaking, and the key is also strictly managed so as not to be

known to the 25 outside. No matter how complicated the algorithm is
BIARAGIRE A RVERLIDG key is changed, however, itis relatively easy,

once the algorithm and key are known, to break the encrypted data by

usindiemadayosithwitnelkiyg 2o Hfermmientorbdoersing stuthadmng typtionnt, and

technology for many years and preyiously invented g data processing
R o5 e P s aLrOhene? (ngenme dpparars

- casEhidorf PRIFOSNE EhEEAEN6H WHIEH RAKS SRARLP AL (USRS B wh to a third

successively generates at least one of the algorithm and key for 5
P STRATRE Thes erebinstidatania St pppeidinatioge and treoedins i raeherding
SaprithRyRAINGAGX dSKOMUA RRRE: URG" QB9
Inthem change thereatfter. erefor%%qs%%e%‘%ﬁ%ﬁ%@f%ﬁ%ﬁ%@ﬁ%ﬁ aiaﬁsefor
thesrivaritksnpingribeypuligrrtdetmeiogy itds diffithis tephuvigptepio e dherpletely.

R A S R el
cutting the subject data by a predetermined number of bits and recording encrypted data
having pieces of the cut data encrypied respectively bound therein on a predetermined
recording mediwm.

In the case of encrypting each piece of the cut data of the subject data, predetermined
algorithm and key are generally used. This algorithm is rendered very complicated to
prevent the code breaking, and the key is also strictly managed so as not to be known to the
outside. No matter how complicated the algorithm is rendered or even if the key is changed,
however, it is relatively easy, once the algorithm and key are known, to break the encrypted

data by asing the algorithm and key.
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10 change from now on. Thus, a possibility of being broken by a third

party is not absolutely zero. An object of the present invention is to

improve the data processing apparatus for encrypting the subject data in

plain text to render it as encrypted data and recording it on a

predetermined recording medium so as to reduce the possibility of having

communication 15 broken by a third garty. Disclosure of the Invention To

achi I i [ Irst | t] .

e B Sy greviousy
mvimvehtidatopthepies eppamen florris @ssonsenbhaifipsttisentioncbiiedadarithm

rocessing apparatus including encrypting means for encrypting subject
m‘%‘éﬁﬁ%ﬁfﬁﬁ?‘%ﬂ% %%?ﬁ%tﬁﬁﬁgé{g%%%oﬁlgorithm and a predetermined

key1piseadaldhasenaNPiBtheaton e GO Re Nt fQli 65 ardingdtRey for

encrypted data, and decrypting means for decrypting the encrypted data

PETFRE[BRD REPROTERGSIEG AFSBSPY udivgroms: fike casoiiane srrlasyitisedr te key

is 406 SREMRUNG Iheneriied Farade render Az (NS RUBISE! daye erore,
comprising: solution generating means for sequentidlly generating new

streggibttbp=eal iprpobbteighanehtimingeb ass igning pos tedlutions. to a
predetermined solution generating algorithm capable of generating a new |
oD b AT A SO BesT  PEP i SOPBCH Aot

or BSRGERIAG MRS ANEHPHSpEdaMRLIGNBEANI RS B &N THRYS Ho of them
predetermined timing by using the generated solutions; and specific

<hapgs PSR YETord S s s R8iridr ey taplenribyinrdyndeansty fismot absolutely

zefdentifying the algorithm used when encrypting the subject data in
predetermined recording means by associating it with the encrypted data,
andAvhareet.ahébsplation igesmérati ngorieansvealdsdatd pastearie goifihe pasfor
solution ast solutions when it is no lon

Iso.5 e} th ..
e B R A Ao B o ol PSS A AdReeEpeeiton a

predRtaprace seingiaRnRALatLS seneiateathemalgasiipms D SHelersMARG ication

timing, such as each time the subject data is encrypted or the encrypted

bro¥etb YEURPEH- And the solution generating means of the data
processing apparatus uses a predetermined solution obtained by
assigning at least one of the past 10 solutions to the solution generating

Disdiponithnf thetfravesigenof generating the solution and also erases the past
sol 'gngﬁvr\\fe it is N Icggger necessary %o assign tglglem.anew. In other
word the Tata prockesing AP paratl S e e BERIET  JER P it @ second

inaigashmba daetiioeanst ieiiathamdadegryption by the algorithm generating
means. The algorithm generating means uses the "solutions" in the case
of géherd JHraieR SfithrieeKstinvgaterpeas{8B0¥sthe solutions are

geneigted by, vsing.fhenast salutins, Egﬁ@ﬁ@a&ﬁ%&%ﬁ%ﬁ% for

erased once they become unnecessary to generate new so
encrypting subject data in plain text by using a predetermined algorithm and a predetermined

key to render it as encrypted data, recording means for recording the encrypted data, and
decrypting means for decrypting the encrypted data read from the recording means by using
the algorithm and key used when encrypting the encrypted data o render it as the subject data,
comprising: solution generating means for seguentially generating new solutions in
predetermined timing by assigning past solutions to a predetermined solution generating
algorithm capabie of generating a new solution by assigning at least one of the past solutions

thereto; algorithm generating means for sequentially generating new algorithms in
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Therefore, the data processing apparatus has the past solutions erased

one after another. For this reason, even if the solutions at this point in

time can be known by a third party, a third party cannot know the route

which the solution has traced thereof. 20 For the above reason, there is

only a little possibility that encrypted communication by this data

processing apparatus may be broken sy the third party. The

Ve &pg&ﬂg % seudo-random numbers as a result. ,.

B SR B g ¥oraine
meharfgesthalisdgoritiin s fdoweierfot tdayifdisoschaaediakeys whe encrypting

same effects as in the above- 25 mentioned case can therehy be
the RIS P PRSHGBURTR e SRS HAERS By ASERA ISt o phraraies don
ant Y HEGE: SRCEYRliE g&%ﬁ%&%&@%ﬁ@%&%ﬁh%@&i@ RIARIEAbRY and also

using a predetermined algorithm and a predetermined key to render it as
ef@ﬁéﬁ%ﬁ@éfdamtr@%mgt A SN IEesoRENT tthessmahgmetheiata, and
decrypti ns f [YREN engrypted.data read from the 4

B e L R e S R
algbdtensiypieddataited kmder, ilrh theshbjeet datatgernpiisiRgnseyptidro: the

eneratjng means for sequentially, generating new solutions in )
eﬂg?ézf%‘? %@emﬁf&by%—géi%ﬁ& LIERGRE AR HRE herdpfipegessing
apﬁgaam@raf,g@a?femmwmma@mh%@gmgwﬁ%@&wmm

assigning at least one of the past solutions thereto; key generating means

sofgfiensdo dinisalytioe Aeretntigne\sorishe in frederenhisocalinintpbsolstiog ahe also
fen [ - and. specific_information recording, means for

e SR M
enciiyptthe therduhjeditd stadespirgonipimines: ceeaiding gaeamnssiife algorithms
gi??%ciating it with the encrypted data, and wherein: the solution

us

AP RIS ABTRP LRt RS SEEePH N IIERHs abbealgrithn

- geftARRS eRasiaianaNdRn # BOCIANGSLRESERSTRY AR theld

anew. The data processing apparatus of the first invention may also be
degpubsf ahpierdnstutonpris enctrifdd iedng thapall ecbituttingitimhermore, these

lec a predetermined number of, bits intg multiple pieces of
o B S R e e
piecEkepifernctyptithqubcatdnzatiharsmmiean dmbestebhitihy sndighvifeafter
pted data is cut when encrypted; the encrypting means adapted to
e SR A ird
pmtsmu&&?se«ffe&tﬁ&%@k@%&%&%ﬂ@&%@%ﬁ&%@ RudRhglefias the

encrypted cut data, and the decrypting means adapted to decrypt by

decKstihg ath shsen. dhercierrly pid e pesithility fondaerypiedhenpiainication by

-1e t data: and it 20 also comprises cannecti eans for connecting
ml%ndl%%g gop@%scné% %Pt%%ésn%ra% gch C%Eieaal}é%gn%%f/% ed Dy the encrypting

meéiis isiova-srtidemeithsharery/pigddaicanrraltR eaniestiegs arsinte

pieces of the plain text cut data decrypted by the decrypting means into a
Seri g@e‘cﬂi&ta processing apparatus of the above-mentioned first invention changes the
algorithms. However, it may also change the keys. The same effects as in the above-
mentioned case can thereby be obtained.
- For instance, this is exemplified by a data processing apparatus including encrypting

means for encrypting subject data in plain text by using a predetermined algorithm and a

~ predetermined key to render it as encrypted data, recording means for recording the

encrypted data, and decrypting means for decrypting the encrypted data read from the
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the subject data. In the data processing apparatus of the first invention
comprising the algorithm 25 generating means, the algorithm may be
generated in any timing whatsoever. For instance, the algorithm
generating means may generate the algorithms each time the subject
data is encrypted. Thus, different algorithms are generated each time the
processing subject data is encrypted, and so it is difficult for the third party
E%Ilfﬁ? the, algorithms by analogy. 5. The algorithm generating means
hay genera e% ?h‘és%n%ﬁrﬁ %nglé%%gﬂ e %‘fﬁ%ﬁf‘%ﬂ?ﬂﬁ%ﬂ?& encrypted data to
readeryptethe Eibjectidatal gonifiiem ar o URRA ARG MR EAURR LY A0 SE It
is mare difficult for the third party to know the algorithms by analogy. In
BRGSO UG b Brdataeaneddiming hy astienies pastistheitne key
prESASHAING INRA NGB G SGRAGIAK éﬂe%gé/ntlrgmgvvggﬁl%@oe. v
For instance, the key generating means may generate tfie f%eys eachtime

asggningtleasiate iof droppptednlitessibdifiendeykeyeate garenate @acktally

ime. rogessing subject data.. is. encrypted, and so it is difficult for the
R o i VR somien apoans Fadyoecine

infenerike theridysmach finetbaiplaighiemtcutsdaliagsn 10 NeiYRe +ld WS used
the keys are generated more frequently, and so it is more difficult for the

w %Wo%bﬂ?@t el PrapeiRsgynadRecssiling mgarrd Hnstp rinsmgt with the

en@%@é@@?aﬁ%@%ﬂe%@@&E%tg&gﬁ%g%%g%gﬁbi(ljils'&alga%g T gpast
solutions by assigning multiple past solutions to the solution generating

solgeniand ate geasnofes spetiitytitivormnatpast dolytioncosssitinleserst them

-'ang‘gjutions may be 15 assigned to the solution generating algorithm in order

to generate the new solutions. The solution generating means may hold

an irftiakaclgioreisdepsaene dit B b lWian I e8! NS ARO UV MRty it
on initially generating the solutions. The specific information used on the
COPREH GELUS M ananabls of ereinestwm vetiesriatohypritadetemuiigd ittmher of
bigSNS AN IDSARS Wﬁﬁ ' ' as, it can identify 20
1th_e algélr[itt%m%sec? when ef%%%%%%%’%%ﬁ%é?‘%%ﬁ o Ih a%?cé%( xém
myipkficesbriratorpredyu datdaiferitm itseletiud sinittionsits e Meifged data

. ithm generating means.on generaging the algorithm or information
e P R B AP, B AR R e B B s
by algoyithing gerleridindMBEPRRNe SRR BN SR-AANEED Tt By THe SRET Geans w0

information used on the data processing apparatus of the first invention

| TendShih A g TRE TG Saktirig driba dechayisensaysnfontedtioniemyipioy as it

de&?ﬁd-ﬂg BE&Y H?@ce@@ﬁés&ﬁ%%ﬁ Sﬂ%{é{ﬁ% ge%rszltl géet%te %ﬁ% t%xt cut data; and it
also comprises connecting means for connecting multiple pieces of the encrypted cut data
encrypted by the encrypting means into a series of the encrypted data and aiso connecting
multiple pieces of the plain text cut data decrypted by the decrypting means into a series of
the subject data.

In the data processing apparatus of the first invention comprising the algorithm
generating means, the algorithm may be generated in any timin ¢ whatsoever,

For instance, the algorithm generating means may generate the algorithms each time
the subject data is encrypted. Thus, different algorithms are generated each time the

processing subject data is encrypted, and so it is difficult for the third party to know the

. algorithms by analogy.
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For instance, the specific information may be the key itself, the solutions
used by the key generating means on generating the key or information
indicating what number generated solutions are the solutions used by the
key generating means on generating the key. The same effects as the
data processing apparatus of the first invention comprising the 5
algorithm generating means may be otgained by the following method for

instapge. ;[ Nis;me s the one performed.in.a data processin ,
o R D Ol B e R e e e plgin ext
cuightg ia qredpteimifiddsathortibrrihng areuradeieinee keyutaaengder ibasis more
digﬁwcrﬁé?%g ta; recording the encrypted data in predetermined recording .

a

SA W RO E bR MBS P2 2035 the recording 10
meansthy dss 38R AGOHINMREBHKEY HRShYWRERLOGRIAL NS key generating

encrypted data to render it as the subject data. And thé data processing
means RSB i S aled B oty Ssamentidiyogeererating new solutions in

pre ' timi igning past solutions to a predetermined .

B R e RS e subiec
dagsisigningpatileathon didfeibat kbypast gelistians dharaia: seopeobialiig subject data
._generati ew algorithms in predetermined timing by using the
s BRI LB PR AL 2P B FIBIABEA R FEFRAABY the

algonitrReysesd snen anehyting é@@eﬁ-ﬂ@kﬁ@@%%&@ﬂﬁfé%ﬁ?ﬁ? thxt cut data is

recording means by associating it with the encrypted data, and the data
enpriiedsingrapphediess aodsuerdebnore fofqubrtiyastd etitibrmendliffmlt for the

Sk t[}aqng s jon \{lvr!%?n it is no longer necessary to assign 20

ﬁém gnew. é?%e %%% g%‘ec &S the data processing apparatus of the first
invefitionctmoprisingaie: keyngepasaiiaghieernssoladae RhianRe¢Ay datons,
following m%thod fQr instance. This method is the one performed in a data

Tt Ay Aedutne e SAMHORSIBY ASHOVRE TMBlRpast Soltiontifytas pBKinesnprating
al@atadexthy sisingraspreriesminen AoerthmisRd At R i (e e VR Ka%y be

to render it as encrypted data; recording the encrypted data in
asyigagdteritrielrtcactenatping aleprithe deordpting eheranthppted szmicead

fro e [ ans by using the.algorithm and key used whe

o R B Y e B D e P R R e
sohiditen proeestinglappdat isspatfpnmdthecstepmgthsequeiatially generating

new, solutions in predetermined timing by assigning past solutions to a _
preéétgﬁmft? _Bl?f_ﬂﬁ%%?‘)@*éﬁé?é%ﬂq@% PRSP AR UG g o Iveption
coRIHIAR B ARG AL EaRt they B@é&?ﬁlﬁﬂ%ﬁ&ﬁ%ﬁ&g as it can identify

sequentially generating new keys in predetermined timing by using the 5
theplgaritherused wbae capran e fekrg wpeiaiiitinformation for identifying the

key n .encrypting the subject data in predetermined recordin

e R R Bl g o
byaippalgttithinidscpitiag shane @f tan-pasi ol iposidntor nformation indicating

what number generated solutions are the solutions used by the algorithm generating means on

generating the algorithim.
The specific information used on the data processing apparatus of the first invention
comprising the key generating means may be any information as long as it can identify the

key used when encrypting the subject data,
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also erases the past solutions when it is no longer necessary to assign

them anew. The second invention of this application is as follows. 10 The
second invention of this application is a data processing apparatus

including encrypting means for encrypting subject data in plain text by

using a predetermined algorithm and a predetermined key to render it as
encrypted data, recording means for récording the encrypted data, and
decrypii > | t a.read .from the

ocon L T e b the

kethgetSresing yptet datgetenasingahitiay thdmdoineciod dbdjcatiichstiaciypider generated

[tiple pieces. of. the suhject. data to render them as the encrypted data
solto e e lﬁisegc%'é 57 i EFRREIORIES T AESEINE Bckas
the oreles:eieererRliRNHO 880N DS ARP AFBISHEORPRISIRG: BOUKBA comprising the

generating means for sequentially generating new solutions each time the
algorpfueegapRin e merns e e cbuinne § pstielrmimesnethop ko dnstamined
soluggn, geperati r le_of generating a new.solution b
assig%ﬁing at Ie&étfség%ﬁéglc% I%e%;%%t&?gl%???ﬁé %ﬁ%ﬁgﬁg ?r‘?&%‘r 5‘3‘85% R\e rf%rmJXg steps
ofyenveynting wigerisifts sopjaintiallyygener atiredamnmigdrillgoiieaehdine
rt gtesub'e(%da%a is ncrggted %S.n%the generated solutions; second
PrRIG GHIANT GeRe ATy b Ah &Y 85!]61 iR i rrrtRted s few
préderriting asdhane senaaied Ry heilishealaoNiimn anetalre MRS ording
each time the encrypted data is decrypted by using the generated 25
met Y Heng e slesvathmrd dene gée campinsie poiuded|datsttopender it as
thé)gégﬁnqgg{asolutions and also erases the past solutions when it is no
longer necessary to assign them anew.. The above-mentioned second
invehtidrntehbtgps thesalg epithniss pofensnhthacpsse salpeittialgas@srating new
sl gre,it che%t%%es the keys a‘? with the first invention. a The_second )
RSP R 3 B RS RS L ARSI oRTERS aMeRdon
geRLANS FQNBRRUPEHRIBISCh A NaRIHN dautiBY BiPing S RIS JSISHMINE d the
algorithm and a predetermined key to render it as encrypted data,

PasbEQIHTIPRF e fsavestrllingensetivsasptalgaithmamprsisyptinghiiosing by
i ACIYP f the 5 recordin ns b
L R b R e S A
algenifiier ised whenseisjogitiat thewhbjicaian/ipteradattipterpibaesaith ensabjest
data to render them as the encrypted data and decrypts multiple pieces of
i el B

s SR Ba R HREOGFAERS FRRTATBA 4Rt dspt one of

the pasaRAaioliA0 A1B6ISHIGTANHIRD SRRRIAIDENR AR Wn S AHeRUalY o assien
generating new solutions each time the subject data is encrypted by

m%ﬁb‘?ﬁ‘i’ng 10 past solutions to a predetermined solution generating

algofithm, ganahle QJ qen8k; fi solution by.assigning at.least one .

of the past solutior%ssthergtg? ﬁlr%{%k%%l g%%arraaf‘%wsgorér/ltggrﬁié%Po’nggéﬂ%ﬁ?%ﬁ? sing the
keyeommating memkeysy bachtimeithy e lijdiokdasmisterd fyplastddydising the
gengrated solytjons; second key generating means for sequentially.
gen@?’é%i H}fﬁh"eg e TR 89%‘%%‘%}?0%‘%@%%?%& BRPARe Y Spiesfforming steps
of-3BSARHOMeAN IR SN iR BNt e hdalRitined algorithm and a

predetermined key to render it as encrypted data; recording the encrypted déta in

predetermined recording means; and decrypting the encrypted data read from the recording

- means by using the algorithm and key used when encrypting the encrypted data to render it as

the subject data.
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15 decrypted by using the generated solutions, and wherein: the solution
generating means holds at least one of the past solutions and also erases
the past solutions when it is no longer necessary to assign them anew.
The data processing apparatus of the second invention is similar to that of
the first invention. However, it does not use the specific information for
identifying the algorithm or 20 the key used when encrypting the subject
datay This i | taprocessing apparatus aof the second
e e e RS Bl S S5SE0 new
sobtionsitepreliiararived eyt dymskipténgieeasaitha encrypiacdatand bRition
Same or erl??qséthe ogﬁerlfof enc%tion thereof, The algorithm generating
EefSeans And Ek%%%{’ ARG ARGV Ao i gdgaing ablgast one of the

paBORIALHS &Eﬁ&ﬁ;&@g@&ﬁﬂ&%ﬁ&ﬂﬁ@ﬁé&%&?ﬁﬁﬁ@&%ﬁ@xﬁ%ﬁ B8Ring the |

time the subject data is encrypted respectively. en performing the

eI/ MRS anfbrprerding ingoafip irtanmationt ey dsotifivingybmiionused when

t : ' 1d s those used when performin
o e e Ry
enimypind ontsaodahti disagenerates dhpasamadlgoritias arcka\iasthesations and
al Sg%rrlaesréast%d in the past. Fo(‘{l that reason, it is not necessary to use the

DOV SRS S RS TR A B P D ARF R N S MEB i EREBE B Whe

encrpipeecoda SRcHIRIRPhiRARAME.QdRL&S the order of encryption
thereof. 5 The two data processing apparatuses of the second invention

havé Bnissme itengen ofahifppRiianioadpmden buoessnghpphiratus|iyotithimg
gopes TaToMas) lgqri enerating means or the firs
- kéey ge%neratin%&rnn%gﬁg tgﬁ%%{g%ﬁlg%%tgl é%%rr%g ﬁ}gy rr%lengn%pﬁ ro%%%%lamé
algwrithetoand s misietpossiblcdyawereicrti prenvidepteidan] ioorgareraingior
means corresponding to the first algorithm generating means and second
R §8}ﬁﬁ*h% T ﬁ%iﬁ%gﬁ??e%m %r%%‘gé?&é%ﬁﬁémém read
frofQBeeas18ine SRl 16y BRI NgoMRANSASSHARINN-AS AR SaAMRle Of

the former, there is a data processing apparatus including encrypting
encrEphdRiR EnEmaTb s bseubinstalneprairbesadoypsing tipls pitsto v e dubject
dadlgord ined ke render it ncrypted data,
e e R B R e o
in fresamssforddeesybtinglthefemcryptize dataotale ipparkies ceLOIGNG Raansn

b ing the algorithm and key used when encrypting the encrypted data
B s o RSB AL AT B Ry PRG DGR E e g erst s

endiypieCbglataisirendier BRRbATINGRACIHRIGHSA.A0M SSCHRLS MUlipie,

pieces of the encrypted data in the same order as the order of encryption
cappRlpeffeeneraipisa 207 wintiondin §ssiesins it feryigoaartiin gasicahiters 2ereto;
fir S OERAY.9SARK tmgaggg sol tiorgi%l?ach time the su%’goct atais, .

en?:gr?/pted y assig%lng pas% SoMItions Fogﬁnﬁ%%“ RRGT LGt sReD tme he
subgjen eradi rgeadgypitdrhycapabthcof genasaiolitongWecond algorithm generating
means for sequentially generating the same new algorithms as those generated by the first
algorithm generating means each time the encrypted data is decrypted by using the generated
solutions, and wherein: the solution generating means holds at least one of the past solutions
and also erases the past solutions when it is no longer necessary to assign them anew. .

The above-mentioned second invention changes the algorithms. However, there are

also the cases where it changes the keys as with the first invention.
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solution by assigning at least one of the past solutions thereto; first e o

algorithm generating means for sequentially generating new algorithms

each time the subject data is encrypted by using the solutions generated

by the first solution generating means; second solution 25 generating

means for sequentially generating the same new solutions as those

generated by the first solution generatsng means each time the encrypted

dataﬁg&g%t%%gﬁ%g i 9, ast selutions to a predetermjned solution .

generating algorithm capa%% ozilg)geelsnae‘zF?’;‘i}t%'ljan%r%10ﬁgt'—:'s\)l\lll é%?ﬁ?f&*%‘ %nggfaﬁi?ﬂf%’?tmg
migasforaofhiepadtjscdtions therete: $geanchal gRiHbEHEREE AMNGhm and a
prg&% Bns.for %e%uent%agg f’o%eneratlng the same new algorithms as those

SeaRIac! SEAR HRGSTOT AR BRI Shkr JRrRF SRmRe s dRerRrerding the
eneRgipted daia indoptm e ¥Sing e SRV BS 9SRer e M B6n the

second solution generating means, and wherein: thé first solution

reg BRI TR asing teetriegitbonand diertinred erherating ypantisevolaypted data to

Jeastne,of oluti nd..also,erases the past sqlutions when i
s notlon%lgrsﬁ%%essé% \t%giaggsglrg%r tegrﬁ“l GBI SRS ?‘1 %3 ﬂﬁgtgﬁﬁ? fender them
as|drtencttyptelidaadath deroges sy iphppikatsHalIshagy BRANEHRE P8RS order as
théorr ncr gti%s.ubjfé%[ data in plain text by using a predetermined

Al oritAn T AP S OB raGtr R ABPREY I ARG SRy ey rating, means for
selReRnEiNCLERBAINE Sol-ke eorsings B nanabmied data aRd Jeshypli i

for decrypting the encrypted data read from th%@recording %h%%[r%%%g%ﬁgmg
Pagh S0l oRt i REIRETiBed sivsioregypting dlesdtionmeddatbgtmdeting a new

fendes ybje ich engrypts multiple pieces of the subject
*data toﬁﬁ%&% em %%ﬁé@%ﬁﬁggg}g{%ﬂg%%e&y%g ¥ BfIE L8 snegps for
seghentintiyygrientatiatorient ke e aiide trsujeco die: RifapsRR thereaf.

the a p%{atus comf%rti%ing: first solution generating means for sequentially

S ERErAINEOB SERRIONS SPAFEHRE RIS It mantinli gerpprierthe same new

generatl

keQSBIQRING pBRSHRAIWYARS msaﬁaéeg&t&%{%%geaﬂé%m geReratn Al
capable of generating a new 15 solution by assigning at least oné of the
degrypteddnitising thezapemied Relptmseradndiensanthéoolstouentieting means holds

w SERSAIBARLIS AR R e BIOGE Can snenied i

solutions gen Irst solution ge &r
negohatip gevigudtiog aeans for sequentially generating the same new
solu,k'ﬁnggas those generated by the first solution generating means each
time the BRASTES R MRTaRE b ieasrad SysrippAstiswiationanod te first
inveteRaleraMRRGoluton asnaiatinaalapim caRRIs QT dsneial %éﬁge{ﬁmm or

solution by assigning at least one of the past solutions theretd; Secon
thedesy yapbramngraatinschesubinrshdetly jEreratmpibicartiarbadeeyprasssing
r he first ke nerati means,each time the _
B A B R RO\ R ep B By rencer i
cngpptddigolatibdegepes atiigphades: satdhe baraipiengab sh FUUHAR order as the
enerating means and the 25 second solution generating means hold at
or e!:acg(‘ta 9% ?ﬁg]}%%qfsolutions and also erases the past solutions when it

IS NGHORGRFAGAGRSRANIR-ARSIZR N Eﬂe%?weﬂ_ggtﬂ%lﬁl%gg 58809 ata processing
apparatus of the second invention may be the one Wherein: it
apparatus of the second invention generate the algorithms and keys each time the subject data
is encrypted respectively.  When performing the decryption, the data processing apparatus
of the second invention generates the same algorithms and keys as those used when

performing the encryption.
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comprises cutting means capable of cutting the subject data by a

predetermined number of bits into multiple pieces of plain text cut data

and also cutting the encrypted data into 11 multiple pieces of encrypted

cut data by the same number of bits by which the encrypted data is cut

when encrypted; the encrypting means adapted to encrypt the processing

subject data by encrypting each piece »f the plain text cut data cut the

subjegf.data b i It as the.encrypted cut ,

and ?&edecripﬁ%ﬁggﬁ% g%%%r%ggt%g e(c%%/%% %%%‘ﬁe“é}’%ﬁ%‘é % %%n%%?e
gekraeschestedleatithata ¢o keymev thoas gheepleadt e RicopdsdatFoansiieadss, it is
n&%@cp%gsa?s gonne gng means for connecting multiple pieces of the .

ENCrypiad cut'dath encr ey sy thers AR Y Deamdindt piRees of
theratypied dateandealspre@ngetines- BHIEPIE BleeRRPHIERIRNLIEHRME

data decrypted by the decrypting means into a series of the subject data.

10 ThEeddeuiriaRResEoR I 2Bl ths srrenddavsptine lieNe wingolution
eéhathng - IR A Lbr mesend uealon A metiod pegmed i

a data processing apparatus for performing stgps of: e%cryp ing su%ﬁec
algierithin plafmateng earsing the frsdete grinedinigacihmuansteond key generating
_predetermi key to render it as.encrypted data; recording the encrypted
m%zﬂ%ﬁﬁ”ﬁ%@é%%%ﬁe tr%c%f?a iﬂ%sﬂgg%t VTS EORERYIAG e )P Ederating
metaiaceadpbadiomdhberaaeiding maaradpyiHsingihe AP eiihm A00-Hey

used when encrypting the encrypted data to render it as the subject data.
SSRGS MY M0t FRERsret YN onfhedits kevornssatig apmeanatuns! sesforhkey aetenting
mge{ngt}gg?%@g@gwgenerating new solutions each time the subject data is

encrypted by assigning past solutions to a predetermined solution

generatingxaiydrittithedpalre dfegeherdinpmoasimolpienty skighninenatypting
mtL:eass one of tléle a?.sol tions Zi),therelﬁf?ga first algorithm generating step

o Sequentiany Generatiig AehPARGL IR ik dinfelefendpefale gnd a
prediasypineine pigingHie JeBerRISHSOlORS:GHIS SRENSAIGONHEIG the

generating Sgt\feé) of sequentially generating the same new algorithms as
enfrypied iata e dsArameing seansdntergeoeta grmoped datimedifom the
reSRGPIRCLHR R ARGROIRA NG 1P QENSIRICd SOMNEnS, AN S-S ara o
data processing apparatus holds at least one o the pagPSO%J Ions 25an

rengsvitratesstiigepadtts otition snatyers inistidd phges bedrssangdniassigrender them

as TET, A0EW,, gnc%%t multiple pieces of the subject data to render them :

TSRS Sebt ASERPRERTE HRSRITE e B e ot B rder as

thinibie seemeropron astber laRhRRR YPNRR thRreak: AcsacaD gasesam% Ealfins for
S

a method performed in a data processing apparatus for performing steps
seqeritdly St Aing derwiaiens sashdis e sifkjeat desel itenorimset] by assigning
paSl SO 1 PR MBAREUNIGH Kol eIEL AR SROMRIer dalBiing 2 now

recording the encrypted data In prédetermined recording means; an
solpgionybingsigrengurisate distatbbe g drestuthe s denetin grandaosthin Weikgating
the algorithm and key used when _encrypting the encrypted data to render
me ass?og sequennaﬁ?f geXeratxeng new algor%tkyrgs 3gch time thf):/ gubjectrdata is encrypted by

using the solutions generated by the first solution generating means; second solution

generating means for sequentially generating the same new solutions as those generated by
the first solution generating means each time the encrypted data is decrypted by assigning

past solutions to a predetermined solution generating algorithm capable of generating a new
solution by assigning at least one of the past solutions thereto; second algorithm generating

means for sequentially generating the same new algorithms as those geﬂerated by the first
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the subject data. According to this method, he data processing apparatus
performs: a step of 5 sequentially generating new solutions each time the
subject data is encrypted by assigning past solutions to a predetermined
solution generating algorithm capable of generating a new solution by
assigning at least one of the past solutions thereto; a first key generating
step of sequentially generating new keys each time the subject data is
N S L

step of Sequentfally generating the sa NEW Keys

- gemethiedibgt thepagené salinipsigmaadhdimetbeenenvatas: daigis GaaReSerating

by using the generated solutions, and the data processing apparatus
o, M GRS B 2R A S 588 0 g NS and

alwhemikimOPINERIBRCSIRATY {0naRHIgR-HETane W, a%gi%y%m
pieces of the subject data to render them as the éncrypted data an
decr{itanrptanpe picbe dastthtban dsyplets deteeinitizmpparsus idelndim ghmerypting
rvption thereof. A third example is a method performed in a
m%iagltsgfg%%e ingg égg@aerc;ﬁ% ot %Ig r O{Fr}r(frff( ] uss?‘éﬁg Bf?@%%?y&%‘gajﬁmﬁ? and a
prefix@umiptaiidext hyndesiithadpee detel MINCELAIGOHTMEANT @ recording the
redeée mined_key to render it as encrypted data; recording the encrypted
e Jﬁ%&gﬁeﬂ%ﬁ%@mmﬁgﬂmﬁymmmﬂ@mwm
rediAR AR OB iiieeR HBHARMERTS YT PR EBI9BEIBADIeq duta to
as th ata.

used when encrypting the encrypted data to render it subjec

rendes o atrfbereritins et orhigheneng i rovdtisingiemp atthespadurdas: @ fisater them

' [ f se tially generating new salutions each
B LS SRS T e oo orera
thepoediztel minggtel ihiascgehe rgiag:alg esidimsiaapaResof A6H SEAHAGiIRAYNS for
solutjon by assigning at least one of the past solutions thereto; a 25 first
SR RGBT S S0 GaehEs e PR iR R RO assieming
patiBstiiensHbigsLEaLAISRAGHIRIRS Eé’n%!fﬂﬁ%glsb.(%&%ﬁk%;zﬁﬁ%f %E%g | 't%ea new

first solution generating step; and a secon ution generating'step o
solgsigh dntratzaBaa ey the eatrepaesaintions tiscamotinsteoer paratathinmthans for
istsalut ratin sten.e h time the encrypted data is decry ts
e A T e R A AR R i e e
solalgmritbenscatpdible thé fidstgenekatipgherNawy GO @eb&n@%%iﬁhﬂ@gg@hé?ﬁﬁg means
one of tr‘@&;ast solutions thereto; a second alzlggrithmgenerating step of

o1 BN ESBFaHART teTLaRtY ARt MM AsaHaid YeterSrspalution
cedBRRSLAIALILARA GeRARIINESIRRGRRNU @&%emlé%% g%& solutions to a

decrypted by using the solutions generated in"the second solation

iple

PregeteeErinag solason sanetetinatal grodun sirmBeaphamatusiip dseat demsionrts of

he. lons and als ses the past solutions when jt is no longer
e RS R BRI R heRe G etaeommerei o
sequataistiyrendesieteastimencyyiad @ate aad:dearypBamine RscesRk

the eng%d data in the same order as the order of encryption thereof. A

e FACEEHRTIRS R IRGRA Jath Ly Asrdtethby asing the celisinns sspaateddiothe

second solution generating means, and wherein: the first solution generating means and the
second solution generating means hold at least one of the past solutions and also erases the
past solutions when it is no longer necessary to assign them anew,

The data processing apparatus of the second invention may be the one wherein: it
comprises cutting means capable of cutting the subject data by a predetermined nwmber of

bits into multiple pieces of plain text cut data and also cutting the encrypted data into
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10 performing steps of: encrypting subject data in plain text by using a

predetermined algorithm and a predetermined key to render it as

encrypted data; recording the encrypted data in predetermined recording

means; and decrypting the encrypted data read from the recording means

by using the algorithm and key used when encrypting the encrypted data

to render it as the subject data, wherein: the data processing apparatus
mBRER RS Bf%h%%lﬂ{ LAY e}js%%%‘?lfi’u&!b%?gfgg%gy%%%ﬁ%%‘&%rgpm data

new solutions each'time the subject data is encryp assigning pa

is sutuvbmserraprddtte rmingdsoiutian génredtiogrigptithrprapaale aibject data
b}g%régraggagfg ew sol%@; .assi nin%at least one of the past solutions
thereto, et 1{7’_6%8 a?_ SEEpBE @W@ﬁff&ll?‘ﬂ@ﬁ%‘?&%ﬁ@/\?%‘% means to
restidimedhasyblertalaiasaAachated yBmissing 0 e sl eI AaRRred

in the first solutionﬂgenerating step; and a second solution 20 generating

decraptipeash einraInf Gerarrpigdratainsdorendsoltitiotie pleithtsse cut data; and it
j i i ing st ach time.the encrypted
R A AE RIS G S R
engepérd bydhal guritimingapadleisfogeneiationyte bewyselliian by assigoiRehg
m}h?gslteonecof tP&gagt solutions thereto; a second key generating step of
SEaUERtam GENCPHIR I S 4R FRRvRISI P iR FERs mesaSiNtAE Aves of
thkeybgepasating 25 step each time the encrypted data is decrypted by
using the solutions generated in the second solution generating step, and
the dAaS5PERE HTRRLGEERaRiscHY depletaenicd i b tfedipuing suitivdns
and al S [ hen it is no longer necessary.to .
assig n§tghsg rér%glg% g%/]vé,‘lc éﬁﬁ&éﬁ%gté%m%?&%ﬁﬁ"% ilesce%legg?é)g %ﬁ%?gg%eé% adfyga}gﬁod: i
appagtua ot o etslatt emeypting. subject data in.plain (4t@SGIYRBa
réﬁélé%%}gée%%s of the encrypted data in the same order as the order of
PrERCH S ABSHEer FHbA RIS ST SR B RISHE S8 TheryBirs finig: deparding
thérverined &g ik darenion i@ aRR Bf%ﬁ?%i&é&’ﬁ&?ﬁmgc&@&ﬁ‘%ﬁéd data read
multiple first data 5 processing apparatuses; and second data processing

B SRESIng e @R fer alasritna ppdketses oftgreenarmptingiieer
e ficst oy ' es, pairing up with th [tiple first
engrz?ﬁa processin%%tggpﬁz%atuses e%{p%egctlveﬁ/, %’ﬁ@%%%r%l ﬁsn%%%gwléé \(/ivaet%n
prapessing appasegeeising apparafusdadpedioypad-niepsampiethdaia havtee the
encré%aed sub'e%%% ta in, plain text, and communication between the
eCct E

suiy IS P R B B S A ERAS AP IRRS 9 AP P AERATAL o salisippy senerating

econ

algdparatpasPer irbeddp R wUBIGEhA MRl i 8l FROGESS Iy RE Mutions

wherein both the first data processing apparatus and second data

thegeiss elpplgspiimassoiipriseraiiseenentalin dorecaitio gtholyddrhsiedch time
: roi f.bits into_multiple. pieces, of plain,text cut

e T e e R B S Bty et

gerpyetingasioy dfisegaencaiyrpteradhitthbyalife whicki hetene RieddaiadsStin the

. when encrypted; solution generating means for sequentiall
first %ontﬂm@neraﬁng step cagc time th% encrypted data gs decryptgd by using the

generated solutions, and the data processing apparatus holds at least one of the past solutions
and also erases the past solutions when it is no longer necessary to assign them anew,

encrypts mult%pie pieces of the subject data to render them as the encrypted data and decrypts

.multipie pieces of the encrypted data in the same order as the order of encryption thereof.

A second exampie is a method performed in a data processing apparatus for

performing steps of: encrypting subject data in plain text by using a predetermined algorithm
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generating solutions common between the first data processing :
apparatuses and the second data processing apparatuses as pairs and
different from the other first data processing apparatuses and second
data processing apparatuses; encrypting and decrypting means for
encrypting the plain text cut data with the algorithm comm on between the
first data 20 processing apparatus andithe second data processing
xRAPREiEAREIisAPRRRE Ll Raliclecelvea ol e el 5,
generating means to render it as the ncry;iated cut da ané‘cfggryp Ing
pridetemungt echeuiintatee mvithatbdatgpiinathis eskyvbed ensrgatimeinehe recording
encrypted oyt data tg rendey it as the plain text cut data; connecting

|
S R g e Alenr R Ay S8 RS R e B AR ipder it as

- thouilgatdala; andBARSMEING ARMERCE/ING NSRRI SRUANSIIIRGS: a step of

and receiving the encrypted data, and the third data processing apparatus
sequentéal s gprersing pet sdlafiny s pirdy s dkecubinth e nsttrefiptehbe atingning
pR0Sb e coRCENRRIN.dL RRGH UG e Subleal s denraled i ibe .y

second data processing apparatus by decr ptl%g the e rypted%a%
soBrieny breekbgrting firtadatacprbtessiscsalppiamatisrsrcafiingdedferating step of
eSner ed data in the r cord%lqggmeans, and decoding the encrypted data

s ro}%ﬁfﬁ‘é"mr%%%’ﬁa‘me&%ﬁﬁe G thaoRaApit 8 R Rued RY teipg the

gePERORESHIgRAPAIRUSBSIRT RO SRHRHAR O Ll PEaMings R TG erhis Sihe same
diagram showing an overall configuration of a data processing system

nexcEBRIATdhes e aratrakthsdhn St peonprainiatrn aadhindrleehemiedrdata is
i | ] i tus included in th t
defﬂ@)ﬁ!&%?qﬁﬂlgftﬁe g egﬁgﬁ 9&%@%}?%&@3&% %?égfssg?%a%%mesdgo?ds at least

processing system shown in IS a showing a
ong@ifijerstiowbliaccminimniestien thp pasasukiibod e eds ndhenlisstrdassary to
as roct%ssir;% ag;{)paratus shown in FIG. 2; FIG. 4 is a block diagram showing

152 SR TIPSR BT R BRI RrP s ebirRt tie driFPRdeTrhormathe

enpFANEs NG ARDMAHESAMPLEDRIGS 8f Bl eneripRAIRY AMNRNOWING e 2 the

hardware configuration of a second data processing apparatus included

OrarABASTHPHCBEHAG system shown in FIG. 1; 15 FIG. 6 is a block

diagpagyshowi Jqurati f encryption apparatus . include ,
in the seco%@gqgﬁggﬁﬁ%%g% %E%v% i Stgf%%plg?&u}si%orape orming
steiplock ehegpimgshineictglsheicphiiy irationueimnotheicencivptienappaiais
igc@uded in the second data processing apparatus shown in FIG. 5; FIG. 8
PredICTRB L Sy  FRR iA HH B SR COr BRE e AP REAISh

préiepaimiusl ROJREHIARELI; thRIREONHARIBIAGTSRING APRAPHPBRWE Pding
FIG. 5; FIG. 9 is a flowchart showing a flow of a process executed in the
MIREDP RS e elayisnrad bantised igher smioptiodshe Hlowrbrad dliowingnder it as
thé@ﬁbfj&ﬁ’ cﬁ@f p@&%%e%:?é‘%"h&ﬁ%%:ﬁ&h%%}%% '&%%’X %xjgcelzsls%g apparatus performs: a first -
solution generating step of sequentially generating new solutions each time the subject data is
encrypted by assigning past solutions to a predetermined solution generating algorithm
capable of generating a new solution by assigning at least one of the past solutions thereto; 2
first algorithm generating step of sequentially generating new algorithms each time the
subject data is encrypted by using the solutions generated in the first solution generating step;
and a second solution generating step of sequentially generating the same new solutions as

those generated in the first solution generating step each time the encrypted data is decrypted

by assigning past solutions to a predetermined solution generating algorithm capable of
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9; 25 FIG. 11 is a flowchart showing the flow of a"process executed'in
5130 shown in FIG. 9; FIG. 12 is a flowchart showing the flow of a
process executed in 5140 shown in FIG. 9; 16 FIG. 13 is a flowchart
showing the flow of a process executed in S150 shown in FIG. 9; FIG. 14
is a diagram showing the hardware configuration of the encryption
apparatus included in the data processing apparatus of a second
£BBRRANNERY iEEnty %ﬁg@ﬂﬂ%&%\é’mﬁg % Js%\é ftf%ﬂs%ggr%g HQ8e cond
process executed in the data processing apparatus of the secon
algoriBuu ignesmtESigooksadiiowcibr b simwing teesiiow efaalectption those

rocess. executed,in mlr?f)c;ata rocessin aratus of the second
St SR R SR ShaLi e e deypted by
usbanfigutatitme tineraiaryplio %M@lﬁﬁoﬂ@éﬁ@é&@s%ﬂ%@@&%& processing
example of the data processing apparatus of the second embodiment.

APRSELR BOISS SE b ARGt ratetolttinnh Bestivlve mrssaefeuprsé rolutipss when it is
noRIRH G e dIEnL AR %?&9,%&5@“& r&ﬁﬂu%g@%‘?gcgg h &'%g&%% %

invention will be described in detail by feferring awings.

regiies dhipian sha Bnof wledidstomi ddinvetstranikiise qoact eof indimeyited|izadn the

s as to commop portions and omit overlapping
e et

Qmmon s mbo
Sa%esoclzlﬁ%ﬁﬁosnﬁs]?gﬁ ENDSHMATELA data processing system of this

embadiushiwithble donfigiied perpuiineins SRaWRBsEHz appAdai®data
processing system includes multiple first data processing apparatuses 11

PELRTT 5 SRR SHPRATR 8 CubisiFd A fm Rl st RiUnsing Adyndrieradngibalgorithm
AaWERK L 3nik y! | Area Network) according to
R A T SR O A L
predetaatoedirderiing veesingnd dpematisg tRerontoaityditoreadcieny fietecording
communication. 25 The network 13 may have another configuration if )
mcagaglgsg}gcﬁg aa‘zoéhtglr?gaen %?\?638?1‘1 Yﬁ%g iFOCTRAnS, B Rsng ah falatp genger it as
thel dubjack thtas@0RAGNE B8 IQGRECHREANRPERAEUS b bRRCARBAUALRNS Qherating

the first data_processing apparatus 11 and the second data processing

SteR P SPAHT UL APRREA BT e S fehcimAdheatbiresidae Frenatapted by
asHERRESSINOsRRBIAS: Hanilhe:Hescsinash %MA&%&Q&W&&%& e
configuration of the first data processing apparatus T1.
generating a new solution by assigning at least one of the past solutions thereto; a first key
generating step of sequentially generating new keys each time thé subject data is encrypted
by using the solutions generated in the first solution generating step: and a second solution
generating step of sequentially generating the same new solutions as those generated in the
first solution generating step each time the encrypted data is decrypted by assigning past
solutions to a predetermined solution generating algorithm capable of generating a new
solution by assigning at least one of the past solutions thereto; a second key generating step
of sequentially generating the same new keys as those generated in the first key generating
step each time the encrypted data is decrypted by using the solutions generated in the second
solution generating step, and the data processing apparatus holds at least one of the past

solutions and also erases the past solutions when it is no Ionger necessary to assign them

anew, encrypts muitiple pieces of the subject data to render them as the encrypted data and
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The first data processing apparatus 11 has configurations-inctuding-a CPU -

(central processing unit) 21, an ROM (read only memory) 22, an HDD

(hard disk drive) 23, an RAM (random access memory) 24, an input

apparatus 25, a display apparatus 26, an encryption 5 apparatus 27, a

communication apparatus 28 and a bus 29. The CPU 21, ROM 22, HDD

23, RAM 24, input apparatus 25, display apparatus 26, encryption

: icati aratus 28 can.exchange data via |

P ST S R T e e s apeveon
thgredfpredetermined data (the predetermined data may include subject

datags in the case of E:;‘:f embodiment, and 10 includes the data
necessary 18 Sxeete e P RIGPass the dolgedng grsthinyertiopU 21 controls

the eniirexficifiinpiosessingRRRRIRMSRRA LA BRICITR D Hlogses

described later based on the program and data stored in t

PGSR RECRAN 5268 detd processing appansmacfomd ditkedatata processing

i e 1. The input apparatus 25 is, .
e e S

melsigiefand dandptatessityenpisplayanparediscf ihConHHMIRR AR Bekieh the first
da%g(%‘%% qcsrﬁ%:gd dg‘?%)lasy_ , a%RT (cathode ray tube) and so on, and is used

B Rpay T BSFARER TR (P sara s Sredunking parranied svivieet data in
pliatesAn du%@ﬂxﬂtﬁﬁc@&%%%&ﬁ%@é%d%&%&%ﬂ%%ﬁ#%ﬁﬁg A3he thira

and decrypts encrypted data as_will be describéd later.
dappHIRt iSRG AER%EHBA tarssionnse Mo hasdrretdatication with the second

datay Per‘E&ﬁ?' 12 via the netwark 13. The communication
ap patratus 28 %#gt‘% gﬂggggﬁg%g‘é%%lc%%tgiﬁlge g%%ar%ﬁgggef%?%’ms and
seuvh datniraticrsingt piiteatins comiE iR OOATEIN GeaRPAIAEIaRTE e WbiB8 data by 4

s F%ork 13. Next, tf%é,configuratipn of the communication apparatus 28
P he es&lllgeééc?r 13038 mliinle DigsE R PA R bRt hdaBorndlsReatne the

naPPREEE 280 Tha SR RMAISAIGR Raralk3A85 Nfigi ﬁ&n?r}’eé%@zf bits by

interface portion 281, an authentication data generating portion and

whigh{hs icants gatisrrosaharmimyprtde soptitio g 28texg nange Sthe qletaially

ommunication apparatus 28. The interface
g s E S
dathprogethergicepivatuiatong eaies ating PRAONTRER AN SIS ArHANSIHIS cdhn
4 eng‘gﬁlﬁted ((fata re(iﬁived from the communication portion 283 to the bus
PRI HE ANt SRt iat e S BRATE st 6RCr B ina qadhneryrtingmasans for

endlgftite adsRdere! dheiiaRamitRdenaMR el AR, foriasianse:,in dne

case the encrypted data is transmitted to 5 the second data processing
Progassate firneseqs and e seceed dataauideasyin hpracthegioativerd tkatai on the

solfiehies g A1) dlaiagesaing spparalue 1 sonding the cronpied.

data. The authentication IS assign
anthfiocypsing thp paratpsd il anth the algorithm used when encrypting the encrypted

cut data to render it as the plain text cut data; connecting means for connecting the decrypted
plain text cut data to render it as the subject data; and fransmitiing and receiving means for
transmitting and receiving the encrypted data, and the third data processing apparatus is one
of the data processing apparatuses described in the first invention and the second inveption
for encrypting the subject data generated by the second data processing apparatus by
decrypting the encrypted data encrypted by the first data processing apparatus, recording the
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administrator of the second data processing apparatus 12, and is
recorded on the ROM 22 or the HDD 23 for instance. The authentication
data generating portion 282 adds the 10 authentication data read from the
ROM 22 or the HDD 23 to the encrypted data. The second data
processing apparatus 12 can grasp which first data processing apparatus
11 the received encrypted data is transgnitted from by the authentication
] e encrypted data as,will he described later. The
edz}ut ent%%%é&r)l a%g%lédr){lggarﬁﬁagn%&ﬁ?g%e éﬁ%m@&aﬁv&é&mﬁe
reberding theuadhe ntisationitptaraddaddher A giR GapapMisation portion
15 283. The communication portion 283 transmits the received encrypted
data to the second data processing apparatus 12. Next, the configuration
B@ﬁ@@ﬂ@[ﬂi@ﬁg@g@ﬁ%@@? will be described. FIG. 4 shows a block
diagram of the encryption apparatus 27. The encryption apparatus 27 is
configreblipy dissrare fewipg miory @7l carigwraimp of ssiny poternd Y stem
[AY{8)1 decrypting portion 273, a solution generating portion
acg%fﬁ n%fg%gﬁﬁ%%%%g}r%{%hg portion 275, a key generating portion 276
and Bl@chisectigraoribovaiy 2 TR faas AoHioR 871 AXehangas-taias
between the bus 29 and the communication apparatus 28. 25 The

AR BHIRS I She Jeadrnss e supfeRsharefalthd HDD 23 via the
bus 885 and haeRcaaieh 4R g é&@fﬁﬂgﬁr@gm@ﬂmﬁaﬁ dgg%vg 5

. the bus 29 so as to transmit the receive bject data or encrypte
inglied iHrisrBes skatagprsciein 27 havyine shiven it @IGECE: portion 271 receives

the je the encrypted data, it transmits the data indicating
: receﬁ%rﬁ%ﬁ%g%{ﬁgr gﬁl%%ﬁ%%&f%ﬁ#&%ﬁ%ﬂ% 78 PETYPHEN AR

~ ingludtioindid fieceivesibeesibiesivdain Omhilenanarupted data from the

connecting portion 277, and transmits the received subject data or
enc%e H&4'R5E e he Fniparasepfigattione! Fiiecond data processing

apPARRIOSRSSING BOIO Y griiassh UAsGHaD &E&}H?’#%&ﬁsu biect data or

encrypted 5 data received from the”bus 29 via the interface portion 271
by Geiferplpricdinarive shofetiits the geriarateiptadd textmtrypida myparatus
indSELY o nd transmitting it to the encrypting and decrypting
. portioﬁ%%%f}él%%ﬁa%%w S SCrbet %f%arr%nslstg oW H{ee g%b?ect data or the
enclited idatacskotibofat GHIRG AaHS S RAMRSMIMEN oIfBF @REOGRRY R paratus

. @0 tign 72 has a function of including dummy data irrelevant to the
i lﬁf%] & PSP Ie e asing ByRa ATt sberaREcilad: 10 later. The

encm_i@g@gglgﬁgmpém g RRst Shasa.fungl f receiving. the plain
. text cut data or encrypted cut"}j@ggﬁrom th@ﬁgﬁﬁe@%mﬁ%‘%ﬂ%ﬁ%’%Pp arams
incliiad Brithg seecprhiiterroctrsikgtapifamosivhovanih deGryinting the encrypted

cut %éfiréeac 'c\)/uezgha-gp s%g\?rﬁlré/ gt%poqv%qcé process executed in the data processing
system shown in FIG. 1;

FIG. 10 is a flowchart showing the flow of a process executed in S110 shown in FIG.
FIG. 11 1s a flowchart showing the flow of a process executed in 8130 shown in FIG.

FIG. 12 is a flowchart showing the flow of a process executed in §140 shown in FIG.
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decrypting portion 273 of this embodiment has a fixed standard number of

bits as a 15 processing unit for performing the processing of the

encryption and decryption. The standard number of bits of this

embodiment is 8 bits although it is not limited thereto. Details of the

encryption and decryption processing will be described later. The solution

generating portion 274 sequentially gemerates solutions. The solution

gen N Lfi fir recessing apparatys the |

ol S R R v m i,
9:apparatuses 12 described later generate the solutions so that the

solut'ﬁ ggpsear%ted in the same, order, become the same. The solutions of

this émbodiment are ps JOR SR ErRl e tiRe R the enspibiiom apparatus
inalRita RS R OriheIERFRARSHNG PAUAM 21 Aigasihm generating

portion 275 and key generating portion 276. 25 The algorithm generating

porti&i® 75 &é@%@%{ﬁ@ﬁ@@ﬁﬂhﬁﬂ%géMkaﬁomMSWMG in the data
pﬁ@é&ﬁ?%ﬂﬂ{% g@agr&gggdpe%g&@h%@._ The algorithms are used when

performing the encryption process and é’ecryption process in the :

encripingteing teeniptingopiniaheXTdy 302 TBerKeoagResading RAHOM the data
pr%ggsggngraggg theésés based on the so!utions received from the solution
genarating portion .Selcﬁgi‘??go BERe8%hen performing the

encryptio NIOCESSantESe Y P HRFOGRSSA ﬁ'% SREEYRE Qg% .

. decrypting portion 273. The (:gc’)nnecting po‘r;t%n 77 has?faﬂf%ncti %?n apparatus

inclyArd A geinatrd ramplenf dhed g yperssing byrdeungnfiibetheenieyytatiment.
cut data in the encrypting and decrypting portion 273 in original order to
render it as a set of the subject data. The subject data is transmitted to

DetpelédtBrenrippontidile Prefaneld Sirbodinitiad as necessary to the 11DD 23

or thg CPU.21 via the hus 29. The connecting portion 277 also has a

func |§ﬁeg?%eorh%&?&P&ﬁ%&éﬁ%@%%&smﬁféﬁ%@éﬁwmémﬁ
pridlain itexingoh GataHD dbeSne YR HBGARFLAREHINOHIROAIAN AR 27300 crins

render it as a set of the encrypted datg The encrypted data‘is transm‘?‘fq’tcergmmns

of e kst Rrebrdimes anshsecond smebnstiveans millowfrommthmy s3tmlhls as to common
pomgm%ﬂpgvgﬂg@ﬂéggs%#%?gommunication apparatus 28 via the
nsmitted fro

bus 29, and is further tr rom the communication portion 283 to

<$HessBogndigestprocessing apparatuses 12. The connecting portion 277
doe%n need to have a fungtjon of connecting the encrypted cut data
genérate qg%?%%?ﬁ?&fﬁh’b?&ﬁ%@%%t tBssapEeEd D aRbiames shown

in BBGrypting portion 273. In this case, the encrypted cut data is sequentially
transmitted to the communication apparatus at the other end in order in

whichPh feerEpGptEag sy shandackiden areltint fostiattipgpponion @pisues 11 and
onfdesciResaboye. dhe &l g@@d%%}% ata can be directly transmitted tg the
Communicat?)gn port%n5§8 withou ugoﬁ%& ?ﬁ?‘gﬁ% dtﬁ’éa(%}?ﬁ‘gé% po%eh
ne@pTk 20 Nert[thiy (omfid watidvenidhe sannnr daiapsegastiRgapparatus
12 will be qesi:ritbed. , )
& muliiple 1irst data processing apparatuses 11 and the second data Drocessing
apparatus 12 mutally perform encrypied communication.
The network 13 may have another configuration if capable of data exchange between
the first data processing apparatuses 11 and the second data processing apparatus 12.
The configurations of the first data processing apparatus 11 and the second data
processing apparatus 12 will be described.  First, the coﬁfiguraﬁon of the first data

processing apparatds 11 will be described.
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FIG. 5 shows the hardware configuration of the second data processing
apparatus 12. The hardware configuration of the second data processing
apparatus 12 is basically the same as that of the first data processing
apparatus 11. It is different from the first data processing apparatuses 11,
however, in that it has two kinds of the encryption apparatus 27 25 while
the first data processing apparatus 11 fras only one and there are an
encrjpd r n_encryption ratus 27B, provided

ot of SR o SO ARG R0 ARRELR oot Syars 11
CPUTRe fROA:2 rad BRI IpRAMR4 | ihptdaiERaration 2R cRISRBY CPU (central

ageoaratus }ﬁgz andgb s 29 of the second data processing apparatus 12
eSS TR SR L O el gLy FafECRrote AP frdidisladrive@s, an RAM
(reiIOEMPIOEs SPRAAHID A T4 AR CREMBHRD 3NPHAYS 2B NAYSANS, encrvption

functions of 5 encrypting the subject data and decrypting the encrypte
PRIt CRTRIR ) PR AD R pasads 2 aofuh @%ir siltaGRpr G e BOM 22, HDD 23,
RARPMAHS, L reuRde g}g configurations of both of them will be

described. TAIR re areargrjiu i eye%&%%%‘&%%%%‘%ﬁ%’&aﬁﬁé%ﬁgﬁsﬁs
comummiggithreafirst dlat Spracesdiageaphar atgestul 2Bach of the encryption

appatat A is associated with one 1 G of the first data processing
appgl%ﬁ@ .%%?F%&@é&?éafm%ﬁmﬁﬁ@r@mwmwsm data
(th8 pheaserihiadir shelaia PIRGRas Rk RRPAATS i IHDMILANY ASSONRIRH SANn
~ decrypt the encrypted data generated by the other by encrypting the
nclpis dheidate DRGRSSETOSERET irepstay tiorrafrdatetai 2 78harCPilie firshtrols
AP ReeSS ot mutually associated cannot decrypt the
encryp&%% ggﬁ%%%%%%%ﬁ%%%éf %i/&/gﬁ%%/rﬁsntg&fﬁg’gﬁﬁj E?C(Té’é lager based
on Thepergryptiod épparatdsi? #A ROLNiporeskasgshown inHel@a®1 TG used as a
secener tiog aﬁe ratus 27A is configured by an interface portion 271A, a
BTBPrOCE S gg TR BFFAnS e REX BRS¢ Rbting portion 273A, a

solutpe igRbeppiRe P OFIRR i fbir A HJ9 rtion2 ]
_ key gengggir?g%ortion St276A and ?C‘?n%%% m%é%grgt%ggzgg%a %%héﬁé\iﬁ bsed to
Infpt S FAERIBAIEH. 57 rddsdielteapnbietsdatis torfighed by arplicD (iquid
j s.29 and the encrypted data from the

o ion M S R LR Kl commane
nprefbaiviat: subjectsdintn soatendsypibeidata: tadhe preprocessing portion
272A, When the interface partion 271A receives the subject data or the
o RSO R AREIT DAE RETEAaRR Sropeoteenste neapied da o
wiOkItisdgererting portion 274A. 25 The interface portion 27 1A receives

the subject data or the encrypted data from the connecting portion 277A,

and TS Hetisecmpa b S s roenerypiedidataito freskumdita

' pro%és‘éﬂ“g%%ﬁ%?&tﬁggsefb I%tf [he network 13, The communication apparatus 28 of the

second data processing apparatuses 12 performs communication with the first data processing
apparatuses 11 via the network 13.

Next, the configuration of the communication apparatus 28 will be described.  FIG, 3
shows a block diagram of the communication apparatus 28.

The communication apparatus 28 is configured by an interface portion 281, an
authentication data generating portion 282 and a communication portion 283.

'The interface portion 281 excﬁanges the data between the bus 29 and the

communication apparatus 28. - The interface portion 281 transmits the encrypted data
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The preprocessing portion 272A has a function of cutting the subject data

or encrypted data received from the bus 29 via the interface portion 271A

by a predetermined number of 22 bits to generate the plain text cut data

or the encrypted cut data and transmitting it to the encrypting and

decrypting portion 273A. According to this embodiment, the preprocessing

portion 272A has a function of includingghe dummy data irrelevant to the

' ta ] jec by.a method described |ate Th .

e o e e R o mransmins
thp kerierpertd catadateivedfrony e doubdatesfionpthieRregrec essing portion

272 enc%gtin%gﬁthe lain text cut data if received and decrypting the
encrypted CUFASTHAP KR RRAGT2HRS BRI ng 48 2aerjisatinsbiadn 2 beader of

h faAsehtbisampadinaen! hasadxed sfandard Bueher kRIS @38 smitted to

processing unit for performing the processing of the encryption an
the seqodidata prReasEng eaRaR M Ssa bey wilbie defstihibed alrodirTbn tisigiisation
daBthRHgRdt i imi 0, .Details af the encryption and decryption
aprOC(_ass.ing w%él %ye%&%egé%tgeﬁg gﬁéso l}tfgﬁ%“e%éeﬁ%ﬁhcéyﬁ)&ﬁgﬁgmlﬁhe
auemiiention Y ye nersigacdth e salitiohte Tire: Goltions genespiedlyste by an

aisolutsigntcge eg}ating %%r ion 274A become the same as the solutions
genarated By the"sd RSP BBHRRs 2724 B e Trradaden the ROM 22 or

thFIOESTH 9 kRsamRar atiR:l A8 RRmedRIL 8En TR QS REBIESkSQulions

are transmitted to the preprocessing portion 272A, algorithm generating

aufishiisatonsieta rerkdpBehe REhG Fov the BPEN Thdhaguriypied)dateratifig

et asnreicelle OIS S SRIOR S o

from the solution ‘generating porti gori

resghved prerfyptingithis eacyitiehiroceshaaottecianIREOSERS B WE encrypted

ncrypii nd decrypting portion 273A. The algorithms generated by the
da%é‘%@%%@?f&?%ﬂg rtio%’%%%‘ﬁ?ﬁ%ogé%%asaaﬁ%smwﬁ fransmits the
en@RPRIAHat hd HesemaiferRNR RN AOMBIS Cenesied By ey spﬁrfion
u

algorithm generating portion 275 of the first data processing apparat
28} tTes RS raetigEPPHIORAP 3 iresaiis dhp crtioival Gy getad Katagdiies second

da%?ﬁ&@ﬁ%%mqiﬁons received from the solution generating portion

4A. The'keys are used when performing the encryption process and

deciyptiothp rooigsiatiteé terypting ichgecnniing wortemaéaed ThEIG. 4
Shé(exa gener ted b g}g key generating portion 276A of the second data

D ocesgﬁﬁgg%%%ﬁ H R EOARRHRESAMme as the keys generated by

the ey aenesabRARRILOR 276 ehiRg.filshyalpRoerssingigprayajus 11

in the same order. The connecting portion 277A of the second data
ProproceEInsParsioRralds2 Znrasiies saxh deumttigpertithal 13f thefititrdgtacrating
poRt{GF 852N %%83{%‘5311&3 'hg ;?gr%gg%ga%g)y %E‘n%%zfﬁg poriion 276 and a
connecting portion 277,

The interface portion 271 exchanges data between the bus 29 and the communication
apparatus 28.

The interface portion 271 receives the subject data from the HDD 23 via the bus 29
and the encrypted data from the communication apparatus 28 via the bus 29 so as to transmit
the received subject data or encrypted data to the preprocessing portion 272. When the
mterface portion 271 receives the subject data or the encrypted data, it transmits the data

indicating reception thereof to the solution generating portion 274.
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5 connects the plain text out data generated in the encrypting-and

decrypting portion 273A by decrypting the encrypted cut data as a set so

as to generate the subject data. The subject data is transmitted to the

encryption apparatus 27B via the bus 29. The connecting portion 277A

connects the encrypted cut data generated in the encrypting and

decrypting portion 273A by encryptingghe plain text cut data as a set so

as to e ;hs ; d data. The 10 engrypted data is transmitted to

the fi}gt{éggta procggﬁéﬁ{g&zti:?aﬁgﬁé % \Si% (& c%%o TR A Siom the
cq@ediing pdsion|y/Gnend eryypliontapparated Aibfct BALHYRISRARRARYS bus
2§Zstqﬁ%§ %l%ﬂQ%Oﬂ of re-encrypting the subject data which the encryption

apparatus A %%@Fﬁrted by decrypting encrypted data which is

genera odeR YRk irstOata, %%ﬁ { e

su bjec;%g-fg% The%%yﬁ%%zz%g?fatus ZgéBﬁggcor sgta#éggtg%grggtéé%a o enctypied
datheasrited fam Ga eliDb 08 iniwccpeniddaa byagesding nappanaiuber of bits

tol2nd A6 SRGIRLICK, apRaratus 278 als s a function of decrypting the
(Jag%lcirypte% data read%r%gr??t 13 %%E)gfé% g%&éaél FIPHBIIRs LA e PreyRiing and
desayfiiner edraenstivn Inwilhe el HiB8aRACHY RSBROWPRAMS A4B IS the encrypted
da%g%fi&l%red bg aiﬁﬂjnterf ce portion 271B, a preprocessing portion 272B,
an encryptiia” %gé%ﬁﬁﬁ’ﬁm S PRI ReRERTRA P AT §as arfimstion of
mﬂfﬁéﬁg@!ﬂﬁiﬂ?ﬂmﬁ%@%%‘%ﬁiﬁ&?&ﬁiﬁﬁ?éﬁgﬁﬂﬁﬁ% ROFANg described
276B, a connecting portion 277B and a specific information génerating
1arﬁ5rtion 278B. The interface portion 271B of the encryption apparatus 27B

receies, ' from the ryptiop apparajus 27A via the
e S R A o o
cup cbm‘mgmémnﬁm the fupralesamsticansmiti IYE1ain text

HQ e% data qr encrypted data to the preprocessing portion 272B. When
& L TPAEY BT A S PPEP G TRI YR W datadhtacsi ek efbrypreeypting and
aediicisanesnity the aaledidieaton facention disisolindhesalion. .

generating portion 274B. 24 The interface portion 271B receives the
Preqfisiies BalorawT e i he cupceprt e RF 2Boytionema dptiopipparais
sta%ﬁﬁ@ﬂﬁﬂﬁ& SREIRILR fram the.specific.information generating

portion 278B, and trﬁr%%%%%ﬂ%ll}leaggl\%g;) é{lgjtzﬁltta?é X tgiér"é’gg%f@t%?g’to
Detdsmishg erasyniithendelscripeibintesc&steviepseassing pastion 2728
hasg,hfun- tion of cutting the subjgct data or encrypted data received from
the Bug SIS A TR ESTHORIOI #P9uantiplly SrotarsahtionumBie splution
gemifatingRREEIeINeRIRIR S Hatb SRR SUS SRRRREL, nd ~

transmitting it to the encrypting %nd decrg;p%]ng por%on g%ggéﬁg?cig?o%ﬁ%e ot!'ng
PoxHin gfsbatriericarns gasproeesssing appationsey PBdhasibeflctogenrate the

[ loTeRialcNe [V a irreleyant to the suhject data in the 10 subject
So}%ﬁ%%ﬁmetho 9 e%%% o %%:gﬁn We fessgeqtcaal ¢ same. The solutions
of this embodiment are pseudo-random numbers. The generated solutions are transmitted to

the preprocessing portion 272, algorithm generating portion 275 and key generating portion
276. .

The algorithn generating portion 275 generates the algorithms based on the solutions
received from the solution generating portion 274. The algorithms are used when
performing the encryption process and decryption process in the encrypting and decrypting
portion 273,
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The encrypting and decrypting portion 273B has a function of receiving™

-the plain text cut data or encrypted cut data from the preprocessing

portion 272B, encrypting the plain text cut data if received and decrypting

the encrypted cut data if received. The encrypting and decrypting portion

273B of this embodiment has a fixed standard number of bits as a 15

processing unit for performing the enception and decryption processing.

The m%’r | thi bodiment js 8 bits although it is not

limited thereggl.j{%ge%g%p g%%}gz%%n g%?ﬁ%%ﬁsﬁ%g g%#’fﬁﬁ%ﬁnp%c%’skﬁlﬁ 8 %ﬁf%@ed
frefedbeibeldtiategentiatngenfoomBg tha tederypiiernstdeseesyptinenandhe
eﬂgecr g&ing)dgortior% 73EI“3§)§ierforms the decryption by using the algorithms

aid keyEhdehtined DASEN ShRFRE L SRIRE MITARERS ARdeScrTRitheRer9p273-

The TRUGORGEAE FHEBDDTHI0A 2 ARSRALE IANY B8P R RS i U DS ata

The solutions generated by the solution generating portion 274B are the
SepERA ORISR S HIseTacTTRied guhdatrdnltbo knvoyetagsnddsrmitidegtpatiien 273

| mtoL%%ﬂH@ BHESROBHAY R%G_@@e%ﬁ%eas%é‘éd&ydﬁ&”ef%%%%b"%f{g’?ga%z O and e o

) the preprocessing portion 2/72B n addition according-to
theintsoldirmeottiod 2Meaald orithnsmgiendrating Qestip i 2/EBIEB SISk NBU 21 via
ﬂlglb%or%]m ased on the so.lutigns received from the solution generating

hortion 2748, TRAKITS AL | s hasimsiion i rrgaselias dhsshsrpted cut

daproessaabdaciypian MOFRES {8 eAEPHNCANY AR RIRGDBIIS Dortion
273B. 25 The key generating portion 276B generates the keys baSed on

278 sendeokerasehvd de sartresbiation gbpenatiyiyedaitiens2ZABNiTks tocs
o i i d decrypti
%M%E%@rm%%aﬂ%%@ﬁ@%mﬁ%ﬁ r!%%%tgo%’ggggf the

in the encrypting and decrypting portion e Keys gene
coRaygEREmt AP pentioPs276 Biobth e Sercdrid fiadrproeessing Hapgaratus

12 become the same.as the keys generated by the key generating portion
co T S o e A T S P MR o, Tpommecting
pof@ANETiageRaniaRed 18 B Ak h e fesoRdrialA IR 8RNI APRAEAUSIIA DaSrated

the function of connecting the plain text cut data generated in the
by sherypting hr aleiedarb frtdsoindhe Zrenming cod rimppting @ouigp &S culn this
caPiRS A g enere the ;b &%plg The 10 subject data is. transmitted

to the er??rréption appa}atugigégﬁ. he%%%neeg#ﬁg%l 60#?%’%“%‘9%’“6‘0??@35%%‘5 at the

othtreenhmypted ipuviatageeacatpedn the hacapigenbdesnsting patiam77 is

as égs%Bbb encr @%ig;é}t%\ﬁgl in Eg{t cut data as a set so as to generate the
encrypted data. Yhe ng‘i‘é A% R Y aBRGHY GRrEREtIaB B fywpaunication

poBREOPES GABANMQLESS INbAPR e leare2if DBRAGRYPHON apparatus 278

includes the specific information generating portion 15 278B. The specific
inforisatidhr seRE PP 6fiibe 7eB! datiartheesting ifiopariowmEdiwilltbetHescribed,

encpiefed gl JRNRIAGH DY AR ONNG PG PO 4 B TS SReENG s 12,
information is the
The hardware configuration of the second data processing apparatus 12 is basically the
same as that of the first data processing apparatus 11. It is different from the first data
processing apparatuses 11, however, in that it has two kinds of the encryption apparatus 27
while the first data processing apparatus 11 has only one and there are an encryption

apparatus 27A and an encryption apparatus 27B provided instead of the encryption apparatus
27.



- 1G

- 15

20

25

information for identifying the algorithm and key used when encryptingthe"
encrypted data to which the specific information is added. To be more
precise, it is the information indicating 2 0 the algorithm itself used when
encrypting the encrypted data, the key itself used when encrypting the
encrypted data, the solution itself used on generating the algorithm or the
key used when encrypting the encrypted data or the information

indicgfingwhal %;SIP' n is the solution. A¢cording to

this embodimen’:‘,ﬂbotﬁ t%l%ﬁgg{o%r?hm and the %?Pgﬁ%ﬁﬁuggegsar‘i%gg)ésfﬁgpamm 26,

ahaeiRe pidrenationdrdatatyepasiiinbapip dheua Db Meaachk QY @h2oH8e first data
1‘sgclil.sltion used to generate the algorithm and the key or the order in which

PG SORABRAIEY Generated. When only one of the algorithm and the key

chanpeseoWRNa shpe- SRS CHiE M%m%%&%ﬁ%ﬂé?ﬁ%&&'}% t%gcﬁons of

algorithm or the key that changes. According to'this embodiment, the
SISHARNAE ThfoTHAleGS Adernsd derrypingidie 27ERpauitdatthe sptcifie énfoymiation
apﬁ%ﬁﬁseﬁ%‘f e, owever, the specific infoymation may alsgQ 20" be

stored at a d%fer&w%%caq{gﬁefﬁ)mrﬁ #® %ﬁ%?y%t‘ed%&?%fe%ﬁﬂ 1gurations of
bodls o6 Giate avillithe thescdbatypted data. The configuration of the

- comyunication tl%%?ratus 28 of the second data processing apparatus 12

is approxifis SBMEPHERARPER TS At ntRAt thead SraRL AR CaiBrst data
pro@RsAupp ABiel Ihe sk Bl RSP APPARIS, hs TS MNEHORS Bf one

the interface portion 281 and the communication portion 283 are no
of dhndishonla prenesing rimaesanthicalioheapparspesifizSeatiue firstatatption

- apBERRESOTA ARPRIINE A TS COMILINCANON ABRRIAINS 28 0Lt e SR ot the

ata processing apparatu 5 om

engpypeadtlisa 2Bt el rsthe atheptyaarsipgiapmeraibiect bdm thahilha®alach of the
autr{enticaéiac%gtt%o ,%I&l 284 instead of the 10 authentication data generating'
SRS 3B rsPhiee st da pp sps e taearatusTHengt iietal u seseciated

mﬂ@fii@&b%;%ﬂ&ﬁ%%@gﬁé@ﬂéiﬁ%éﬂ&Q%%ﬁﬁ%ﬁ@%gmﬁgﬁﬂ% Resivsdiom
ne a

the first data processing apparatus 11’included in't raccording to
 this ¥ BeRTRERR, apRarafasciiirie sonfipheiras shatwpindd6sifig apparatus

11 tlﬁ;eegﬁg%?tt@ géeé from. The encrypted data is transmitted to

the encryptio é%ggﬁ’%ﬂ% aissscgf:llé%roe{g E%Hrff?étaﬁ?gtpﬁﬁtfﬁ gz:‘é‘sging
prefppanaing fdriamily I anissignisgurdedvRyiRe INseHas e ORioNs i@ ion
Next, a descripfion will be given as to aflow of the processing performed
gefi‘r‘?’%%%%?%‘%‘r% é%sﬁ{baé%&‘i‘é‘?ﬁl SREAENE BPTHENF oA saikiey seresrig tprtion

27N tacBHACESS haSieTYig as follows if 20 described roughly by using
FIG. 9. First, the encryption apparatus 27 of one first data processing

appaPSHRiSEReURGTiERE Thaltile frstitatbjiy dessingraparattypest ipparatus
27@%9@8&%%925 %Bt?ﬁatede%tgrfp e%sdg s rtgéecggc?m&&%r oﬁgp%g;gtéss%%gzé the bus

29 50 as to transmit the received subject data or encrypted data to the preprocessing porfion

272A.  When the interface portion 271A receives the subject data or the encrypted data, it
transmits the data indicating reception thereof to the solution generating portion 274A. |

The interface portion 271A receives the subject data or the encrypted data from the
connecting portion 2774, and transmits the received subject data or encrypted data to the bus
29 as will be described later.

The preprocessing portion 272A has a function of cutting the subject data or encrypted

data received from the bus 29 via the interface portion 271A by a predetermined number of
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Next, the first data processing apparatus |1 transmits the encrypted-data
to the second 25 data processing apparatus 12 (5120). Next, of the
multiple encryption apparatuses 27A in the second data processing
apparatus 12 having received the encrypted data, the one associated with
the first data processing apparatus 11 having transmitted the encrypted
data decrypts the encrypted data andzghanges it back to the subject data

(513 =Next, the encryption apparatus 27B encrypts the decrypted
bié%%jgg%%gtta%%%l%%tgf: T WO Sopirc b or BB oghe
enapypeires asdl@(BAAR): MexbntheencrypioniARRe Ml REEIERSY RS yggprocessmg

encryﬁﬁg data in the HDD 23 and changes it back to the subject data
LA relirey BESAMgaHELR phincindinsshe duapp detsirglevapparthsiitdotata in the

subjetansd 63 15Ralad.d08,eneryption apparatus 27A encrypts the subject
data and renders it as the encrypted data (S 160). Next, the second data

procéBepisapagaand deyptingpitgithe2 8heriptedidritotoothrediisin g e plain text
essj rat S170). 10 Next, the encryption apparatus 27 in
e G o o AcH ART RTINSy BRCE B Pl et
cuchamgesiehadiaid thergpginahs ¢hiephdatl 818%) Fiksled d98RUeRrypting and
d description will bef(?liven by referring to FIG. 10 as to the above-
e 5 St1ofithiv prepedimer dasnibRedosmdanbmbiradiisss the
SARIREARRERIP G ROR A R 1k R ultiple first data. processin
pIapparatuses 1? 6fancrypts thepiﬁb%%%%?ﬁéﬂgﬁgé%a&énde%’g%%% e
stapdlare praebaaed btk of e subjdonestts Bhiead{S1ih1)isthe bubjechadria.
ta, whatspever as long as it is the data necessary to be
De{%ﬂr%{grgfﬁg r%ﬁ%?ﬁ%aﬁé?%gé@%%g 8o Bt e 54 gecond data
procBesinlianpgeatusihg pbeea AN HusARNIOIRENL, e SHRIRGL dak.
IS stored on the HDD 23. The subject data may also be the data read from

solHeh SePeraediy o 1ltinmererias perisad T Rasordiriganudhan te
sole A5 AR 0555 G,ABR %@lﬁﬁﬁlx%r gﬁrﬂ%ﬁ%no%g A0 &S?%gtga%irexg

ordering to transmit the subject data the input appara 0
appEend bmdbsmsees sidgrap Fheagesefieis soiptibnher OGP sAdtepgsibe

Piect: rom HDD 23 and stores it tempaorarily in the RAM 24. '
P, e T Ho D00t (hand oy Beefans posion
27afparatus 27 via the bus 29. To be more 25 precise, the subject data is

tra itted to the preprocessing portion 272 via the interface portion 271.
Th%ﬁ@%&%&w{w APpHoBetEHnragragaibe alopiterintontad gidire

e A SR s e
whgg@ﬁmqgiMe;ncrypﬁon process and decryption process in the encrypting and
decrypting portion 273A.  The algorithms generated by the algorithm generating portion
275A of the second data processing apparatus 12 become the same as the algorithms
generated by the algorithm generating portion 275 of the first data processing apparatus 11 in
the same order.

The key generating portion 276A generates the keys based on the solations received
from the solution generating portion 274A. The keys are nsed when performing the
encryption process and decryption process in the encrypting and decrypting portion 273A.

The keys generated by the key generating portion 276A of the second data processing
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28 There may be just one method of generating the plain-textcut data -
from the subject data. According to this embodiment, however, the plain

text cut data is generated from the subject data by one of the following

three methods. A) The case of cutting the subject data into the plain text

cut data by a predetermined 5 number of bits shorter than the standard
number of bits, and including the dummy data at respective fixed

a H& %fgé es0 the plain text cut data all ot{%/v){gich have the number
REDHS SR st e 1 Ik K Reperate Ty he ke Bepaating Rofiy2/6 of the

- fitelsubect siiig aptentitesolaiin Wstsetidagarby a predetermined number of

rter than the standard number of bits, and including the dummy

bit
d;asﬁtoe PP ORFERER BESRIGAG P Pkt s Uit Hatp RipFEsKine PRI & fhas the same
fuhieh fawer rammReef ﬁ%eﬁ%g Lhansthe St%g%%ﬁe%%)eéo%kg 1S774
a 5 y the

C) The case of cutting the subject data into the plain text cut

CoRpMmBehOPlERITRCuhMRER Sensrattbitaheleanriipeisgamdatet rypripepoofits73A by

i ' mmy. data in_respective pieces of the plain text cut |
A A Sy R ST AR R
daltits: ttaisuistidesi thy ¢hergaiutioppganerT® ¢iRYHHB.S Ao OTREARRAIREy portion
Qﬁgtion 274 as to which of the above-mentioned three methods should be

USE PR GEH B TBTRB R H Eale &5petaied rdhe neombipe ethdscempting portion
o TeSETiB i ) : i i tio 4
20 gglnerates t%?%ﬁ%%?ﬁﬁg%%r%ﬁ%%g %%Eﬁ%%ﬁ%%ﬁérgggﬁ%%{éé The
eneppjedtdatn s fisrsattsgdus te firms dushuioneymgerppingtpotionadid caariveiBation
a?m(jm%mation from the interface portion 271. The solution generating
portion 274 takes this opportunity to start generating the solutions.
Accdliairgitothivaadnotimpatapberaabition generating portion 274
gene{?tes the 25 solutions each time the subject data is received by the

interf2ES HEYRER PR HIhGA DFMFEBADERIFREAPINE RrasHRig)datitiwhich
thSIRMBAABERINNS AltRUGR IS Mggg%%ﬁg%sgg]@d BRSO e by

embodiment, the solution generating po erates the ‘solutions

SUEtEsdRRiF A aPITsaATieg ARRarAitioh trondtictidiaes nahalwayphiayepitratus
7R 4 e lutions .c uentl e the seudo-rgndom .
e R R TP oo e
appramsition, tidrecareyiftiokable:ieehnRIESo SR ASEhLNGIWINYbting the encrypted
d exgm{g%ntial caggs)lation of the past solutions in the process of generating
3 ELDIERBHRE BYRcrding multiplication of two or more past solutions in

u
the THoeRSSAiERARRIRG 78 SOMIADS A2 GRIMRINAIRR 9f (1) and (2). 5
According to this embodiment, the solution generating portion 274 has a
01StBpRAGEYPtion apparatus 27B is configured by an interface portion 2718, a

€n

preprocessing portion 272B, an encrypting and decrypting portion 273EB, a solution
generating portion 274B, an algorithm generating portion 275EB, a key generating portion
276B, a connecting portion 277B and a specific information generafing portion 278B.

The interface portion 271B of the encryption apparatus 278 receives the subject data

from the encryption apparatus 27A via the bus 29 and the encrypted data from the HDD 23 in

the second data processing apparatus 12 via the bus 29 S0 as to transmit the received subject

data or encrypted data to the preprocessing portion 2728. When the interface portion 271B

- recejves the subject data or the encrypted data, it transmits the data indicating reception

thereof to the solution generating portion 274B.
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(X61) and a 02d solution (X92) predetermined as initial matrixes (for
instance, the 01" solution and 02"d solution are recorded in a
predetermined memory such as the HDD 23 or the ROM 22). The initial
matrixes each first data processing apparatuses 11 has are different from
one another, and so the solutions generated by the first data processing
apparatuses 11 are 10 different from one another. Each of the multiple
encrypiionappar cond data processing apparatus 12
SiRHQR glgyé&? 2%’5@ Pefﬁgiseg%% 5}%&3&21{%&0{%031 tlhegca (p‘té% t%%ruon 2778

has the same initial matrix as that o processing

inthe emaypiite dopitthies i B skt eliipieten darp ianraBp spatise s 2¢Maldie

solution generating portion 274 assigns the_initial matrixes to the solution
B O AT PR LIS cPARECeA P SRR G368 BTG ta o the bus

26 alutilihEddsers2 ¥k, + a (a = matrix with 8 rows and 8 columns) This is
the solution generated first. Next, when the interface portion 271 receives

the SUEjOEIRESHBMRPIEPBL7AB hnea Senation ofonetiatiniepobiion &F4or encrypted
d#e N i : llows. 20.2" ion (X2) = XIXO2 +
S e 27 R B R i apnberof
bitsdpreter adh@§laingcan kiticiagendiating preiov2id.generatesigits 4do the
o lél sgll_lutiatl)nrég as follows. 3rd sngtion X3) = X2X1 + a 40" solution (X4) = _
RS PORIVEBRABIT NG 5k ASGSne forihis sBbriiFsah e preprocessing

pgenEAEBIAe: anailic b PIEPIEESS RGP RN 27 2 e AR M n the
SUlgﬂg—:‘neratlng portion 275, the key generating portion 276 and are also held

e LoRyiRgBatAsserppblath 274. To. generate the N' solution (XN),

this ggahodi 430 ﬁgz -1); jan (XN and.an (N - 2)"h sojutian,
(XN -2), thakﬁg, the two sol t%%%é%%orig?’é% w%ranié%&%f(e’?yégé%? e e pram text
cut édreforesiypgeneratatifencivgabpion st SRHIRIIEB ARG RO EHOBIain text
4 must hold the, two nearest preceding solutions generated in the past ‘

““foﬁ’&sefeﬁ%’e‘fﬁ%v%% Xﬂ%%%@%ﬁg&%@ﬁ%@ﬁ@?‘ﬁémdﬂlﬂwwg and
despiplion-eensiating poHARABdGLNvRISS i dhesoitiops-Rider £aan the

two nearest preceding solutions generated in the past are not to be used

- PrRSesung Mt errdarasa tbmensivptionaod demyption pwrisedine Mhalvadid

nud@dshg e Rastspltions | tion.generating portion 274. :
However, this embodime%%ggaigégt gll ggﬁ)ﬁ%ﬁsvﬂl} %Eﬁn |st3éot§\?rt%t3‘th?3mﬂs of the
engryatiost gk dediyisnitioessing taitie dgeniyalivnef thenaawsaiHtinn e

was, the éecond nearest ei{ecedlng solution till then from 10 the '

O St A YRER T bHHERE POFIMR A TP R RS TeEBrdle dransion s vsing the
alghtisgenriatedt ale6RRetsuRRNIReRE e R M ARY Ate-lRe 1Ry

The solution generating portion 274B sequentially generates solutions. The solutions
generated by the solution generating portion 274B are the pseudo-random numbers, The
generated solutions are transmitted to the algorithm generating portion 275B and key
generating portion 2768 and to the preprocessing portion 272B in addition according to this
embodiment.

The algorithm generating portion 275B generates the algorithms based on the
solutions received from the solution generating portion 274B. The algorithms are used
when performing the encryption process and decryption process in the encrypting and

decrypting portion 273B.
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pseudo-random numbers. To cause the nonlinear transition; it'is thinkable, -

when acquiring the N'h solution, to use the following formulas other than

the above-mentioned formula: Nth solution (XN) = XN 15 ,XN_2+a. For

instance: (a) Nth solution (XN) = (XN_,)P (/y{ e (b) 11th solution (XN) =

(XN-1)P (XN-2) (XN-3)R (XN-p!S (C) Ntli Solution (XN) = (XN-)P +

(XN_2)4 20 P, Q, R and S are predetegined constants respectively. The

soluti | I initial matrixes.in the case, of .

Caing e Torem A R ARt T S g recoives
froms; e sduépmedacelinE iportbo id 4 Ben (ilrdet vs israunen SIBE pelOUYaNSS tie

| specific changing environmental information. The
gm0
Tisekpjaneaastiotsy daiesand-ag e obtinate alditialaseSsin,

such as the information determined based on weather of a specific

- SPREGTEH TrrBrRvRtb heisaBinhbe kaserrneribhoohedins per b poatoasys of the

firof @ath\hroiQlien Prppscanied ﬁttﬁesﬁ?&éf&fié}?e and information determined

based on a result of a specific sport. 31 It'is possible to further improve
confiténeritgcag rotirn AliHcetibe fyarddtingibecakioy epmetiongda e

ies engrating cammon information. It is also possible, as a matter
P o R e b PR aeetypie
poinfon 23 by Wetightisides ehdhpdoraulas{a) 1 (O:adadescribrdahove. e

gh)}ie&ég%rpcessing portion 272 having received the solutions (that is, the
SURISE AR SHETHE) (iR eEmies wmRtes BTdabdhe snemitinggortion 2778

mRthods t nerate the plain text cut
ol Accorin 1o e o B R R I AR SRR e o
eDFRyRHE Sk RdeinARRt thedetsts whetre as wigidingtheisenoroprarging upibe
rs configuring,the ix with, 8 rows and 8 columns as the
o M SR Y e ptpamatotet e
wheTh¢heaspindepisainarib by08cs el IpEL B i A1enGASE MRS RS ortion

” %mainder is 2, though it does not always have to be the case. In the Case
generating the plain text cut data by the method A), the preprocessing

portipk 24 Bt Sie S . | the.interface portion 271
by the 153 predetermined%%%rﬁ%%%%%ﬁ%%%%zgi?na diss%(leerr? 8‘3#%%%%%??850 the

engRdicthdatt st entted ey oinsitsig podésf2IMRhe Tigaeé0iGe HERNE is the

: indext.cut.data The.preprocessing portion 272 embeds the dummy -
o T AR T A R om0 s e ot o
whiekveltyshaisi dn forabeidd aHIRHUNTEN AR PALRE RIDEIMANRRNISEL indicating

fiﬁed .Inthe )
the algorithm itself used when encrypting the encrypted data, the key itself used when

encrypting the encrypted data, the solution itself used on generating the algorithm or the key

- used when encrypting the encrypted data or the information indicating what puznber

geﬁerared solution is the solution. According to this ensbodiment, both the algorithm and
the key change, and so the specific information must specify both the algorithm and key or
the solution used to generate the algorithm and the key or the order in which the solution was
generated. 'When only one of the algorithm and the key changes, however, the specific
information needs to specify only the algorithm or the key that changes.

According to this embodiment, the specific information generating portion 2788 adds

the specific information to the encrypted data. However, the specific information may also
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latter case, the position at which the dummy data is embedded may be the
head or the end of 20 the plain text cut data or a predetermined
intermediate position such as a second bit or a third bit. The dummy data
may be any data as long as it is irrelevant data to the subject data. For

. instance, there are thinkable processes, such as constantly embedding

the data of O or the data of 1, or alternagely embedding the data of 1 and
bdstbre AU B RR RIS RPN UG 4868 whpt dummy data is to. b

embedded based on the above-mentileg%e(? fitions. lItieor %ylns a%%sg’ RP fe
enpr¥Eelafthe numbers configuring the matrix with 8 rows and 8 columns

as thg, s ns dde is divided by 9 and the remainder thereof is O,

it is possél-:)g#iJ c§r0| nll?eé), sm%}%fg%’gé ABPgratefaf ol i sl date progessing

appassitlédspppioxdnedisfnake MnsUehBs Qnliglradon of ﬁt&&%ﬁ}ﬂﬁféﬁﬁéﬁ épparatis

_ 28|tolgtg §S|ble to put in 1 at every third place, suchas 0, 0, 1, 0, 0

ixst data processing srpasafigehliseTheidpetienslief thpintirficapestiony 281 and

iR RIRREHEENR FEN BT IRt L 1L L ﬁé%%tf@t&g I%Ce n:Itnhlce{:l on gbparatas

remainder is 4, and put in 1 at every tenth place Re TemAINaer e

28 . téaﬁsefigerm@amgzmmmmsem cmmmmmmeﬂm&mma of the second
S ts th ct data by the predetermined

o S e e i et e o e

damtprwm@&ppaatﬂ%a plaimiex tAatanengdincihdesithe dummy data,at

u%;ferent Qf’& ositions of respective pieces of the plain text cut data all of
SHISFRITIHRE BPHIER r@@rthﬁéwsm@mamnmm bis.

i e aamdne AR RSN UL RS SS S I R°

fixed or regularly changing, such as moving In or
recsiveshfraan, tiif b datagitpetissit fipphtitisét dnchidit in &1@ lndadit, 20EkQing to this

h t f th [ text cut data. If th
e e 1 s e Aol 1) e i dee
copesifions NMAyckedpsipthAs OIS 30 MRS IRHISIARES RS IN ;@;oomd

mgjytﬁr%éj?gf deciding the positions at which the dummy data is embedded

Sip BracEsTinsonp R bk anie Ernsarievan traifed|vinithy imetiass portion
2gior instance. If the 15 sum of the numbers configuring the matrix with 8
rows and 8 columns as the solutions added up is divided by 8 and the
rem&ieRier desruptitn Oithe: divemss datefieveofibeped alRmpdabrabdietis data

prd?: W%%Q end of the pieces of the plain text cut data. If the remainder
tiie plain text cut data having the dummy data embedded at the head

and'Ihe filsirofent pricdainhpinenibeis enay:saiaehedded At dhe ﬁﬁgws i

are arranged to be at every third place. If the 20 remainder is 2, the plain

e AR B hmy data embedded at the head and the plaln
textgu: dalaAavipg, Wf‘@?{)ﬁ&%@%j gal E:L‘E e%daépraetrc lﬁ‘tsaé] gut of the

to be at every fourth place. If the remainder |s
iRk i daumarpsdamappabedsied latthededs &ﬂijefdftemiasa b pehaiatathe
enc@?#i}@@ i{ f#é y data embedded at the end are arranged to beat every
ace. It isalso possible to further move the positions at which

Next, the first data processing apparatus 11 transmits the encrypted data to the second
data processing apparatus 12 ($120).

Next, of the multiple encryption apparatuses 27A in the second data processing
apparatus 12 having received the encrypted data, the one associated with the first data
processing apparatus 11 having trahsmitted the encrypted data decrypts the encrypted data
and changes it back to the subject data (S130).
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25 the dummy data is embedded rather than fixing the positions such as

the head and end. In the case of generating the plain text cut data by the
method C), the subject data is cut to be the standard number of bits or

the number of bits shorter than the standard number of bits. This cutting

can be performed by cutting the subject data to a random length shorter

than 8 bits. For instance, if the sum of #fe numbers configuring the matrix

with 8 ; c&jmﬁ ' dded up.is.divided by 8 .
and ﬁﬁﬁ%@?iﬁ%reof is O,S ?ﬁﬁ%}gﬁlﬂﬁ t gegseﬁﬁjé%tg (igﬁ 6g¥$ﬁ%aataf)l>§iﬁ%cords i

oy ihg OB e thatsbyosdatesa iirtveskngaipptentss 12t(83 besad of the subject
1 bit. |f the remainder is 2, the head

data oint in.time_can be

of 1o BB RS T Rt i ERBY S o HOD 23 and
cheaguaiitderisd dihabpacdat-Stasrauliesh dajacat fal BRIRLINAMS CRB0R,

cut by 7 bits. Of the plain text cut data thus generated, the preprocessing
apB%rﬁ h i Asrdnsinnge @ﬁ@@hmmy data in each piece of the plain text cut

datapbxeieh R tSd r e standard number.of bits.

In this X(\?;se, an emgggg#]%%%?%?%nt%%ﬁse& u?n%@eg% aa%%g]ﬁ%n%%%%%q the
engiyeiteigadh @9xhe head or the end or a predetermined changing

posiI,j.]%Qt"s%%cifie%(%l1 épxa@ersglutions for instance. 10 In any case, the plain

text cUt data thUS genarated o e HaTHittas 16 TR sBHE HstinsTaRted data to the first

dagigeogetisigepantiem/( as1@@iream in order of generation. In parallel with
the generation of the plain text cut data, the algorithm generating portion

275 %He%é’giﬁ@%éﬁmtﬁ%ga Briterenysiagpuseeptitia aprersgtsditaecrypts
R R O

generates the 15 algorlthm based on . Acc to this
emboimeAttalied diesoritiiiongeiiichatgieepbitieica Ay ge PRGNS the above-
ithm ows. The algorithm of this embodiment is defined as "in
S i (B PR Pt A oGP ecrrors s

appaatiix ¥ withof tewnaRipR GetdanspibésarQUIrsa-B <20 MUHERMOS.DYwhiect data

the matrix X with 8 rows and 8 columns as the solutions raised to the a-th
S0 B R SPATTAE TS TIBERIAE by n x 90." Here, there are the cases where a

's apedelerminRd cANRANL ASGAINgR iz, embodiment, howeyer, a is

a number chan%i‘?qg based onﬁgﬁlg sglutiong.m%eﬁg%%geﬂa ngeéciaﬁg,deﬁg%‘vhatsower
as g Atlitissheretensberdamenttehzmpesieskohothé!fr 8 dutiRSsebehg apparatus 11

| an be 25 defined as.the remainder in the case of dividing by 5
o B P RGP ARR S L A SOIRAABHES SRl e

is smoatdonrthHEDIDXhe TRl uiipjes: Whis haye e @ X Withg Fow %rﬂﬂﬂe?recording
me%)L}Iumns (provided that it is a = 1 in the case where the remainder is 0).

B ABER a5 L PSRl TRORr g serskionmin dep AushBete pethestinigapipariens. 1If.

the keyiisedconsiaRhRumBSTa 0 fted A JescriRed Pelov Nowe ver,

the key changes based on the 34 gf St e S‘,l }ecp&%\'}‘fom%e mput
apparatus 25 to the second data processing apparatus 12 is input, the CPU 21 reads the
subject data from the HDD 23 and stores it temporarily in the RAM 24.  The subject data is
transmitted from the HDD 23 to the encryption apparatus 27 via the bus 29, To be more
precise, the subject data is transmitted to the preprocessing portion 272 via the interface
portion 271,

The subject data is cut by a predetermined number of bits into the plain text cut data in

the preprocessing portion 272 (§1102). The preprocessing portion 272 includes the dummy
data in the plain text cut data as required.
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solutions. To be more specific, this n also changes based on the solutions
according to this embodiment. It is also possible to decide on another
algorithm. According to this embodiment, the algorithm generating portion
275 generates the 5 algorithm each time it receives the solutions from the
solution generating portion 274, and transmits it to the encrypting and
decrypting portion 273. In parallel with2he generation of the plain text cut
datariechay, GRREUORANRIL SRR GERAMES IR KEYIEd Bom the subject
encrypting the plain text cut data. The key generating portion 6
doffa nePSEOEHRE teciis auhediment bowienstht @laincexding dattHisgenerated from the
- M%@@&@gf@%@ﬁggggti ozgi%r; 76 generates the key as the
ing. Th t

follow e key of this embo Iment 1S the number acquired by adding
up ahjfhnumsbef sutingheleenisael e maplivinctyeadin.be SlliORSmined
matrjx with 8 rows and 8 columns. Therefore, the key

which are th
R LD B 5 RS LEEBRT ¢ nSmgomae vyt
ressaipo sl iaidacide SB80MRE e, ACPRLING, B BISATRAD ! (e of
_key generating portion 276 generates the key each time it receives the
bl@&éﬂ%ﬁ%ﬁhﬁﬁmmeﬁﬁmg portion 274, and transmits it to the
encrypy nting pottion 273.. The encrypting and decryptin )
ot B e L 1t S AVLR U R ok predetermined
nupreprotEssihgrpontian 87 2chaked amibe afgailhn isoRlRg ey data at
& éégonthm, generating portion 275 and the key received from the key
G RO SRS TE b ARG e theVbicinbasiBrmprlss of bits

shelefinachake Ratha.easenhieiedie plain text cut data as 8-bit data is
considered as a matrix Y with 1 row and 8 columns, it is acquired by

 mulfipiyibgsepheatingthe xbyigt Satowscethd Baiohkempstaimtheysblfionser of
pidaisediio.the a- ower and turned clockwise by n x 90," and n as the ]
_ ! key is the agsgﬁe{g}r%%nat}%}}ﬁeﬁcf #L?trﬁ%lér.n rilg f& #5&& %ﬁ%l@‘#&ﬁ%ﬁ%&ﬁé&{% data in
respactiyp pderds piifo piachyt oy dinlyiaghy thenplaig Wreiedaa theMatndard
o W{;[h SﬁgWS ands columns acquired by turning the matrix with - 8 rows and

cold r’i‘g'acquired by cubing X ctockwise by 6 x 901 = 5401. The data

thuggeassaiadys @i@s@ﬂ@i@éﬁtggﬁl’gﬁ&?% Ao séiﬁﬁoﬁ’g%%%%ﬂgﬁﬁtg na@tzn";‘g% as to

transmitted to the connecting portion 277. The conné&cting p

whighpldbes i emayiinnel ditegathedsrsbpuaidcdbe eser atesithaenesypiactext cut
datg%%él%%m}?‘g%@g order of the encrypted cut data in this case is

corresponding to the sorting order of the original plain text cut data. 5

Thus, deespeiprSeill Odrricirihe ﬁé&tdiﬁtﬁa@&ﬁﬁ:&ﬁégkg@ﬁ Yidd 274

encrypis th ubject data to generate the encrypted data is finished first.
P o g yp

generat tiomns.

When the interface portion 271 receives the subject data from the bus 29, the solution

© generating portion 274 receives that information from the interface portion 271.

The solution generating portion 274 takes this opportunity to start generating the
solutions.  According to this embodiment, the solution generating portion 274 generates the
solutions each time the subject data is received by the interface portion 271. The soldtion of
this embodiment is a matrix (X) with 8 rows and 8 colupmns although it is not limited thereto,

According to this embodiment, the solution generaﬁng portion 274 generates the
solutions successively as if in nonlinear transition though it does not alwéys have to be the

case. 'The solutions consequently become the psendo-random numbers,
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The encrypted data thus generated'is transmitted to the communication----
apparatus 28 in the first data processing apparatus 11 via the bus 29.

The encrypted data is received by the interface portion 281 in the
communication apparatus 28 to be transmitted to the 10 authentication
data generating portion 282. The authentication data generating portion
282 adds the authentication data to thgsheader of the encrypted data, and

transp)i r data to the communication portion 283. The .
com e AR YA 0 4 o inkable
tedatiupspnetsinglapnanding ddoiaite babyrtiod 3 TREARQUEIRATICIRGrocess
tep SI20 iti!thereby ;e?@ierformed. In the second data processing
° a%fé)s%ﬁ% 5 HAUH telde instities neiiplictiionel e osreprena0 ssutions in the

pﬁﬁﬁyﬂﬁig&&%ﬁgﬁiw&ﬁgugﬁ@&%%&ﬁﬁﬂﬁ%i&f’@é e(& ? subject data is

performed. Hereunder, this decryption step wil scribed in detail by
referfifePeirgan this @obpHBnent iotsd dntageaasmiiteditohe7adeardthialution

' us, 12 i ived b ) icati tion 283 of
(XO r &1%?3'8@“%%{ éi%ﬁi?g?&% E%\:!g}ef% g)é he %%2%%?&5%@2%& {}lspsolution

tfie communicatio us

arelf22r alisid? £B 1260k YT e CORIBAIGao HRRTION RS XIrARITNS 1r the ROM
zzgnc%%}ed data to the authentication portion 284. The authentication

ortiofy JEHDBTRAFETHHEH firks Pracessing eBRmgrESubphrn s diffatent from
oA LARER BMSRHHY é&ﬁ%@eg @§|3§e%ﬂg€ ﬁg%%&gggsgﬁéaﬁ%ggggs are

_encrypted data (S1202). After such a determination is ma e
differend Atrsataes pordien 284, the encrypted data is transmitted to the

inter ion . The interface portion 281 trgnsmits the encrypted
o e G R bte SRS AL PR PPt 1 iamone

| appeogessihhes thappa: aiuslhaAgicamine dieb el AR RSN SPUFeROf 1

the encrypted data by the authentication portion 284. The preprocessing

aSISHAISH DTSR AL RH BRI SRR SPPARISE8 AL the encrypted data
via Uhedainifaaesaiian 2 g on ZNeNERIGHETRIRG RARL AT ChiR e

received encrypted data by a predeterm num an
gepentipgtalsonéansr s totasdial 3 (SURO8IX|h ahépliasa. of cutting the

encryp. at d rating the encrypted cut data, the preprocessing
portiic/)n%%ﬁ%&%%rr%g%?‘b%)gg&Tm%bﬂﬁeﬂb%@Q@ﬁQ d by the
conrigdsingiposbioncl/gendiheiffigk data processing apparatus 11. To be
mo:ﬁgéspﬁe]{;,glic, the 10 encrypted data is cut by 8 bits from the head to be

divi FRIRSTaee BB IR Tricrrbtetite suuest fasxfrometbnbagRddhe
soRiloflighis AR SR P4 Den ERELY RURS B eSEyPHINg Rgyion
2™ solution (X} =X, X, + &
Sirnilarly, each time the interface portion 271 receives the subject data from the bus
29, the solution generating portion 274 generates 3%, 4% . N solutions as follows.
3 solution (X,) = X, X, + g,

4" solution (X) =X X, + ¢

N sotution (X) = Xy_ Xy_, + &
| The solutions thus generated are transmitted to the preprocessing portion 272, the
algorithm generating portion 275, the key generating portion 276 and are also beld in the

solution generating portion 274. 'To generate the N*® solution (X), this embodiment uses an
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273A, where it is decrypted and rendered as the plain text cut-data " -
(S1204). The decryption is performed as a process reverse to the process
performed by the 15 encrypting and decrypting portion 273 of the first
data processing apparatus 11. For that reason, the second data
processing apparatus 12 requires the algorithm and key required on
performing the encryption on the first data processing apparatus 11. The
Nalggﬁi y rthe decryption.are geperated inside the
( encry&@r@%ﬁf&?ﬁg%@vo n%ﬁx uglfle(t%r%%’ k{)}éaalesécrf‘rb}é”& ‘cf%hil?l%s generated
imimfstintelfdritvatthien. infEnfackneottigananisdef be eoliRiiaR-apRAIA! Wnerating

27A eived t ncrypted data is transmitted to the solution generating
P“;%“rﬂéf‘%%ﬁ@’?l%@oﬁﬁﬁaﬁ% BTERAEB SATCHPDY BRnAA Y Seomeed hdse. the
twih foliRHO MiAkes HRiS BPRAHBINAIQ.ARRAIAICHAS SAILIP B SRR JINAGHL, 274).

receives this information. The generation of the solutions performed by the
IngamstiorhgenbripmplinmiGantie avp ngSasiasneditgion wispatus2XNofhe past

dhesesenddataRrocessi paratus 12 is performed, thrqugh the same
arstep as the step’g[p&er?orm%‘é%g%gygtﬁ%ei{i‘séo(fﬁt%oor%Ii g’gar%%}ing%gﬁiglﬁgfﬁp fent always
hofitsthel ste protesisitgapphtatolnddn dadesesibediahove, thessaitiomis
. era%r]atip ortéﬁngpA has . the same initial matrix and solution

generat n%%l%fo RO BEE b 1S RE i fiindgusaesshmgessing salption due to the
getfufinlfat BEACRNEING BRPAHAWS ILARPRGIAIEWIBANE RGE¥R S then from

apparatus 37 27A including the solution generating portion 274A.
therpiedsteipinerbraeRAmn 8 Sediiuiewhichievaserpotidrdapparatus 27A of the

secand dalaRoGass] are the .same as the solution

generated in&tﬁe cor%ﬁﬁ%%%%gjéﬁ%ﬁl %%Jﬁlaeraét%urgnf %fafh&ejz ﬁés&ﬂ’g
pspréeessing appéeatus 11 if the data in the same order of generation is

ompared. 5 The (ngnerated solutions are transmitted from the solution

;en LTS BRATDIA B S Prips Sunkahle, plrmorrevising s dfitseiation, to
usQBRILARERACIRN AL D3 KOU RS AIRAH AT A REBANFS AR =

generating portion 275A generates the algorithm based on the received'

Xsal(ti®n each time it receives the solutions. The step in which the

algagithppgenerating 10 portion 275A of the second data processing
- apparatus 12 generates the algorithm is the same as the step in which
the &lphfithoivgenEXglirgRortidn 275 of the first data processing

apparatys engrates the aLgorithna. The generatgd algorithm is
tran&’ﬁteﬁ%#%%wt aTg&ti’tﬁ?n g‘éhe)ra%ﬂ%@%né?SA to the encrypting
and(gppwm&g@qgﬁwg%@f)ﬂ' h@){(@:fz)generating portion 276A generates
the key based on the recelved solutions 15 each time it receives the

solURidAsR TAE BEp ModeirerRs kepstaterestnetivoltion THecalufiothgenerating
Segond dat i aratus 12 generates the key is the same._as
Poihe step In \?\/‘#lgc%‘%g %%ﬁégg%n%raﬁ r?asg%?t%nm§ of the' %ri@é’&té ,and has four

iniprburssing iapparateoidsenbegtemtitedspy. The generated key is

tra ittgd from the key generating portion 276A to the encrypting and
¢ above-mentioned ¢t s 2 constant. However, it may also be specific changing

environmental information. The environmental information is the information naturally

_ generated in sequence as time elapses and commonly obtainable at distant places, such as the

mformation determined based on weather of a specific region, information determined based
on the contents of a TV broadcast of a TV station broadcasted at a specific time and

information determined based on a result of a specific sport,
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decrypting portion 273A. 20 As for this data processing system, new
solutions are generated on the first data processing apparatus i 1 each
time the encryption is performed on the first data processing apparatus
11, and new solutions are also generated on the second data processing
apparatus 12 each time the solutions generated on the first data
‘processing apparatus | 1 are decryptesl1 on the second data processing
app | Vi olutions generated.by.25.the .
o G U St ¥ S e
abthe-samigoaaitindn setittioms! gemenatercbyiivg garsespansling encryption
app%ratr%f 27 in the first data processing apparatus 11 if the data in the
samé BryE? B 5EHe AL AP RIROM SarEY: zﬂ?éi%ﬁ@?%l%@%ﬂﬁ%ﬁ%m the

engRBERIGE WRGHBRGHY RYIRGIRRILRINCP WG HRIA 2 thedjrst data

processing apparatus 11 and the algorithms and keys generated based
on tHEsiEibebARCYS NS PPIBe g POVt BV bolutip receaed fatedions (that

15,108 %Wé’ﬁ&‘g&ﬁ%@ﬂf}ﬁ%&&@&ﬁ% gn% ala. processin L uﬁ%ﬁgg §3f A), B)

12 and the a eys generated based on thosé's
andvig shdelt yptisedtivegenaniptid plata genanaden onAbesfidsidate Rraeesdingnt,

oA U AR L

adiBrpAIFOHP RN SoneaRd DRBIRCERTNG ARPAKAIUS LiuBRI8e solutions by

decryption is performed on the first data processing apparatus 11. As
3. yedpABaer fseoel ¥he By dhppasilahB) de sigpasrivrechearBaipdafarhsatidy the
mdlBSE tggr}hgr%%%@g ' é%?n Qi received from the algorithm

gene)@lting portion 2 %lfg.@f% e %%rlé %]rqggﬁé} %%Og%%t/p inagy%qn%"e w0 be the
cagtecrypting portion 273A performs the 10 decryption process by generating

the algprithm Igr gperformin the ,decr¥ptio rocess (defined as "in the

cao AN FESTHE BRRSYIRE e P LER-SE! G e R e rae o ) She RIS Sing
poftitch BTOMIDAR S RIAHAEXESHLE Manisiachivired Dy mdiiphing By Y an

inverse matrix of the matrix X with 8 rows and 8 columns as the solution
ProdaEnineduaher sty Glrkittdimids enuditantphostgitub dxedepdatd@umber of
it QLM res SN ithm.generating 15 partion 275A (defined
' as "in the case v?%é%%%?%%%ﬁtp?ﬂ?g%%acgg -%‘lt data 1ot 5%%%%%“@30%%
272 quiribe Wanitimingodutand Bfoelpasiidihefene pipie tbebAdRaS arkadions of

L L T S T

latiRe T ROpeAIGHIPHORNTAGC IS iNGA 1 R8 R ROURHRRH RS RANILON Mhe end of
using the key. Thus, the encrypting and decrypting portion 273A decrypts

theyRlanesh eSS G Rt roge dnigrmedissanesiden suchoreprecasbintor a third
- PORH f sQ as to genetate the plajn text cut dat

R R e T

Forlatstarcentiire piathitkxbluirdedssas seduaemtSh202mP& dRsaibada of 0 or the

dat?ib ve, th?i{ solutions generated by the solution Z%A(;nerzatting portion 274A

2 oty ﬁ%%ﬁ%%&@s%%“ﬁ&rﬁ%%?  rfygther example, it is possible
to decide what dummy data is to be embedded based on the above-mentioned solutions. For
instance, if the sum of the numbers configuring the matrix with 8 rows and 8 columns as the
solutions added up is divided by 9 and the remainder thereof is 0, it is possible to continue G,

suchas 0,0, 0,0.. If the remainder is 1, it is possible to put in 1 alternately, such as 0, 1, 0,

1. If the remainder is 2, it is possible to putin 1 at every third place, such as 0,0, 1, G, 0,
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25 solutions were used when determining how the dummy-data was s e -

embedded in the plain text cut data in the preprocessing portion 272 of
the first data processing apparatus 11. To be more specific, the solutions
held by the preprocessing portion 272A of the encryption apparatus 27A
at that point in time indicate how the dummy data was embedded in the
encrypted cut data (to be more preciseszhe plain text cut data before the
1 enciypiedcul daia 39 was encrypted) of which ecr?/é) ion is finished (or |
being perfsé)rmé:i%laé ors:jéust to ngf)‘é)rfré‘%ﬁq‘%‘é’j %%I%g%ﬁ% ?ﬁﬁrﬁﬂﬂ‘% 5 3, putin 1 at
evgacfififtinhgedfiiba 2#tMdd thet seabpt Hatanseesseing FRRaTRdSrdRaille: is 9,

preprogessing portion 272A transmits to the encrypting and decrypting
PortiBhiS £33 (e TPRA LN BIEMABHETAIFE BialBRian Bu it merypreeig

pdRdNE RSN RSBt S26leCTHRURELRAEINM AT REWIBE demm instance)

embedded. The encrypting and decrypting portion 27/3A removes the
shyties thondhestpATthBusiRT abRitein Wadety asdhmgplain iwformodion, dAiddnciudes the

dm eyt SUt: . I iS fransmitte the connecting portion .
B o e Rl o A Petb gl it
hayathcamoeraridichsinges ibah GHeacindartheumbaiest Bala imtbgsQHSNAL positions

st efore being encrypted on the first data processing apparatus 11 (S
o B B - SRS S0 8 RS GRGaR gt 8 moving i
orépRA@isbieadots eurchpied Aald RN GhandesilPAcK Qitheh bit, or

subject data is finished. The generated subject data is transmitted from
rapferaly fharting poleiserR Praaefihe misinrstiamedpurtiolf @ hasitinosist tekivh the

dnggﬁ&s Wedaihe i aratys 27B via the bus .29. Here, the
encryption glppara"[%lj&]si;%{ﬁlé%%r?g’fBn etk%lheeﬁ%%:%osnssﬁ%ﬂgea%%%%ﬁ%ﬁ%éhe
soktegns3azipwnesencrypting the decrypted subject data to render it as the

encr d data. The encryption process of the encryption apparatus 27B
is pé%??%g& o Ogﬁﬁf%ﬁmge%ﬂ%s%wm% WehEHedRra ivRmedded by

mAARCHIRNSRBPALALS Hds (B ﬂ&ﬁom%%@&%ﬂ?ﬁxﬁ@&%%%gc@e If the

encryption apparatus 27B is received by the interface portion 2

supsafdhe PonkeTh torBiguring the el witng miks iutd Svelprepyocdssiotions added

j essi ortion 272B cuts the received subject
R e e O R R e
thedutadceter (BelSOR)f hegitvethsf ol Kuiing bet Sathjed daiadRdhiSeEa5E the plain

oes not.have to be the same as that of the encryption apparatus 27 and
. texq Y é%gt c{n D D

&SRB RS R 9568 otenderbaihe bradouhrplpieyentdnta baving
theSQMBRTaas smradbakoascrbes g AncLyRi: alus 2f-and

encryption apparatus 27A is performed to cut the subject data. The .
re d3sthey Pawmitwrom Bagekpyinssthih dwame da embedded at the head and the

plain text cut data having the dammy data embedded at the end are arranged to be at every

- fourth place. If the remainder is 7, the plain text cut data having the dammy data embedded

at the head and the plain text cut data having the dummy data embedded at the end are
arranged to be at every ninth place. It is also possible to further move the positions at which
the dummy data is embedded rather than fixing the positions such as the head and end.

In the case of generating the plain text cut data by the method C), the subject data is
cut to be the standard number of bits or the number of bits shorter than the standard number
of bits. This cutting can be performed by cutting the subject data to a random length shorter

than 8 bits, For instance, if the sum of the numbers corlﬁgming the matrix with 8 rows and
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Pelfgy

process as that described about the ‘encryption apparatus 27 so as to -

include the dummy data in the plain text cut data as required. Next, the

plain text cut data is transmitted to the encrypting and decrypting portion

273B. The encrypting and decrypting portion 273B encrypts it to rendered

as the encrypted 5 cut data (S 1303). Here, the algorithm and key to be

used for the encryption are generated &s in the case of the encryption

t T luti are als negated before this as in the case

B R T S S AR ROt O e head
ofsbhsibistdafaegbaepationn dfibesalgoaibby arsidkey wildedesadbrd , the head
Of??géeu der., 10 When the interface portion 271B receives the subject data

HHRED R128! T POBHHbRIBRFEr B AU B8 it 2 7Hsbrorsampinden st 2. the head of
thi¥asRatinn komiheintaliase PArienxs 1B nithe sPiHiol.Qenermal Athe head of

portion 274B should generate the solutions in appropriate timing. If the
the SRR deehak i g R ARy 4 be tishe A baim éit theqeiie settieut data thus

' ' ion of the, subject from the interf ti _
B T e L TR b i
texjemeration! ofttich soibiand bie i heamtas thosendesaibskabtstheln this

encryption apparatus 27. The generated solutions are transmitted to the
caaﬁg%‘ﬁgﬁﬁeagﬁ%r%ﬁa"a&%ﬁ FPEE A Y R s PRutiaaFurher theread or

m@mr&@&ae@@mﬁ%ﬁé%gféﬁ@ﬁ%@%@%%ﬁ%&ff%@&ma

generate the 20 algorithm and key by performing the same process as

that Mﬁﬁ%ﬁa by PhRirclefsoAaig s acingapestio i@ F6ided toeie encrypting and
deBEDAK t&ﬂtﬁg{ on %72165%&91& n(ftg%ﬁf{lgét neggggéatus 27. The generated

algorithm and key are transmitte g encryﬁf’mg and decrypting portion

273 froati¢hwidighei fumegeioareiing paiiien 2ADR 0, e KRy OeResknatng

ortig&ﬁgGB. The encrypting and decrypting portion 273B receives the :
oA P8 g iR SR SFSERY B B P TSI At #key from

- the @Qﬂé&ﬁﬂ@ﬁi'ﬂﬂs%ﬂ@ﬂlﬁ&ﬁ?ﬂl@eﬁ%&%ﬁlé‘cx?e@?ﬁﬁ%%%@%f%ﬁ@s the

the_té)lain text cut data received from the preprocessing portion 2
algerithyhad aalithe selietiensryption are the same as those described about

the i 27. 41, The generated encrypted cuyt data is
SR R S R s e RS e

algoortiona? 7Byeennects the encrypted cut data as one to render it as the

encrypted data (S1304). The encrypted data is transmitted to the specific
infoﬁﬁ%ﬁgw‘% i Rsigr s actinsd Shapitheirast Whtrisapaintrrgout
daRORIRIRZ 4B BUe8sIe APV e IS MG HSPRANIGnd § columns, it is acquired by

multiplying by Y the matrix X with 8 rows and 8 columns as the solutions raised to the a~th
power and turned clockwise by nn x 90°."

Here, there are the cases where a is a predetermined constant.  According to this

‘embodiment, however, a is a number changing based on the solutions. To be more specific,

the algorithm of this embodiment changes based on the solutions, For instance, 2 can be
defined as the remainder in the case of dividing by 5 the number acquired by adding up all
the numbers as elements of the matrix included in the solutions which are the mairix with 8
rows and 8 columns (provided that it is a = 1 in the case where the ';;'emajnder is 0).

The above-mentioned n is a predetermined number defined by the key. If the key is

a constant number, n is fixed. As described below, however, the key changes based on the
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information to the header, for instanc‘é,”'df'"tﬁ'é'”r"éCeiVéd"’éﬁ'C"ryptéd data™ e

(S1305). The encrypted data having the specific information added thereto
is transmitted to the bus 29 via the interface portion 271 B to be recorded
on the HDD 23 in the second data 10 processing apparatus 12. Next,
when the first data processing apparatus 11 sends the second data
processing apparatus 12 an instructioh4o send back the encrypted data
solfgfec R HORRAHD 16 reALoDAARIeBIRGSSSIND ARRRIAUSIZR: 1o s
the first data processing apparatus 11 forfinstance, the Sécond data
enghrodiesgihg apparatus 12 performs the following process. 15 First, the
encryption apparatus 27B reads the encrypted data from the HDD 23 and
decrgtg%sapﬁoegéjﬁ% yﬁtté’gkffé'i[g ) Sﬂ‘éﬁﬁ"éai]tgﬁﬁgﬁo the subject data, thereby
perfqmmmgaoa@@\&maﬁﬁ%@mewﬁfﬁéﬁé%%%&f IS BROCRSSthe
will be described by referring to FIG. 13. To be more precise, the
AgRikihmcR potienioree e the wierppssieaphasslutarsstatios portieadid, and
ﬁg@@g@@@gﬁ@gﬁﬁiﬂﬁ{ e glgc{‘%:ﬁlf't crypted data from the HDD 23
01? r ac,g E&—S@n

via the bus 29 (5 The intértace portion 2/1B transmits the

encriyppechlieitwith the gerepacorsditg phiticex (2 Batd heelteprenassingportion
27%ortion 72 %%uts thg received encrypted, data by a predetermined
n Its

dnber o {5 JEHTR B HPERE VR T AH f€%402). 25 In the case
of gameradingeHiesansRash orkGalR LRI T hgeR el RISt Hrighdhe

preprocessing portion 272B performs the same process as the

aboveTRERRS o thisreebedinarsohn kevarinmine protes g goaansaiokey as the
foﬁg‘;};&\g_encryption apparatus 27A on performing the decryption. To be

more specific, the encrypted data is cut by 8 bits from the head to be

dividde: kup ohdifiptenbidéesfistbeeneniptedqited Ata ad@npexhithige numbers as

encrypted cut data js frapsmjtied to the encrypting and decrypting portion
ﬂ‘%%@{g?ﬁseﬂenc%&{rﬁa %@%@%&W&%@Wﬂ Rd@retand 8
coRBIAE PlEdartgxter e Gaiahan D astN 0 e YOLRR:S DAL, 83 dBfbodiment

same process as the above-mentioned process 5. performed by the
enchyFtiglsarrsdieimirrids onisreties ka3t the encryption apparatus 27A
oN PEHRHRING SRR HRYIY! SHiRHN 1S, S8EQ
data processing apparatus 1% r%%ggﬁgsétgﬁ%%%grﬁﬁﬁggr?g ?(gfln efﬁ%sqge key each
tinzd goriteivearibekejutina giroer tte dohsifollgwnerafing tteldacy pontiDRRA¢HB:GE to the
IS embogiment canread t pecific information 10 added to the

th
o RS 8RR YT IRE BS54 formation is the information for identifying
the "Blgesithip@ioakestopine 8rane v PHatLhe SReYRIE fatac ®ita received

having the specific information added thereto.
from the preprocessing portion 272 based on the algorithm received from the algorithm

generating portion 275 and the key received from the key generating portion 276 ($1103).

As described above, the algorithm is defined as "in the case where the plain text cut
data as 8-bit data is considered as a matrix Y with 1 row and 8 columns, it is acquired by
multiplying by Y the matrix X with 8 rows and 8 columns as the solutions raised to the a-th
power and turned clockwise by n x 90°," and n as the key is the above-mentioned number.

If a is 3 and n is 6 for instance, the encryption is performed by multiplying by the
plain text cut data the matrix with § rows and 8 columns acquired by furning the matrix with
8 rows and 8 columns acquired by cubing X clockwise by 6 x 90° = 540°,

The data thus generated is the encrypted cut data.
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For instance, in the case'where the specific-information-isthe-algorithimy— - e

and key themselves used when encrypting the encrypted data, the
interface portion 271B reads the 15 algorithm and key from the encrypted
data and transmits them to the encrypting and decrypting portion 273B via
the preprocessing portion 272B for instance. The encrypting and
decrypting portion 273B decrypts the encrypted cut data based on the

algorithm and .. In the case where the specific.information, is the .
s.olutr#}re]s‘3 %%[gag%%yaue%r?grgt% ?ﬁ%s%%effﬁo r%%eﬁ%%omr%né crypfifgonecting
pothiee ATTyRimtclathe Hivdniedace Reitieiowe] AR aMsO RSO HOIS1 104),

the encrypted data so as to transmit them to the algorithm generating
S ORE T SR ERIRENIRS FYkFRlAdR D BRI STBEPRRIHIE Baibe serting order of the
Or@gggigmggﬁ%t&% portion 275B and the key generating portion 276B
generate the algorithm and key based on the received solutions
respéiscie TeeHydithwhicnth&8ysmitelpwittstine afperitinn! ardclgys the
when encrypting the encrypted data having the solutions added
S“#%S%%r%?%. Rgﬁé%ﬁ?%ﬁ%mﬁgqﬁér%%é%%ﬁ%ﬁ%# B8 and the key generating

portibheZ#6E pead dnaittihe sgpnataies tlaanthen &NddenRinR AR YPIDgs 28 in
and decrypting portion 273B. The encrypting and decrypting portion 273B
e AL PO E AR ABRPRATE Tt BdBe §rethe TRyormenypidalaeys racgieed by the

neAaeWBREeRe SRakKicRiRAmAtian isibeafesmationindicating what

number generated solutions are the Solutions used on generating the

- aviigsHinredridespuretngphsivd 382ncliptimgtbmicsttny dte ghataating portion 282

interface portion 27 eads, the infarmation from the engcrypted data so
o e e e S e s s Rt sneryred

dapanehatiognpanionidd 4Briiey Iy received the information generates the
solutions up to the indicated order. The solutions match with those used

wheRRSRIATITY oL RRIONES Haer sislreRseyarse itaeriho seqend data
pr&@ﬁ@@%ﬁﬁ%@gzt@%rﬂgném gaseqi L %E%@é@d pt@(l%% g %lé%gby

be held without being erased so that the solutions generated’in the same
regpa@edre always the same. The solution generating portion 274B

trangmits the erated saolutions to th orithm generating portion
2750 e R P BTGNS e FRE OO R ERA gt e
step@1@INcT Hebranih fibekalgpRAraita RDEI AR GBSO &Y e Sk data is

algorithm and key based on the received solutions respectively. The
PELBBFthm and key match with the algorithm and key used when

enceyplingdbe ﬁﬁ%@%&%@i&lﬂ%ﬁ@ﬁméﬁ@s&@éﬁiﬁﬁée%%q%ﬂﬁée‘ﬂ%%}g to FIG. 11.

respectively. The algorithm generating portion 275B and't
gendhetingpyptad Aapressmittsthio the spenadatend ploomting apparkeys 12 faeeceived

ncrypting and. decrypti ortion 273B. The, encrypting and decryptin
o B S S SR i i HE AR g
proaaskkeyapbasRdry@eheyt data is changed back to the plain text cut data
as described above. Next, the encrypting and decrypting portion 273B

rem&YE ST HIICAHO RO A8 3 HeansTRiF o cheryaine duseriagbir eathentication
po&ﬂﬁ@%. The authentication portion 284 determines which first data processing

apparatus 11 the encrypted data comes from based on the authentication data added to the
encrypted data (81202).

After such a determination is made by the anthentication portion 284, the encrypted
data is transmitted to the interface portion 281.  The interface portion 281 transmits the

encrypted data to the encryption apparatuses 27A associated with the first data processing . -
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Here, if the dummy data included in the plain-text cut data'is included-at - ==

an 20 appropriate position based on the solutions, the encrypting and
decrypting portion 273B requires the solutions used on encrypting the
plain text cut data last time when removing the dummy data. In the case
where the specific information is the solutions used when the plain text
cut data was encrypted last time, the interface portion 271B transmits the
| . ti nd decrypting portion 273B. In the case
e o e e Tl ey e
aughemrtivextige mertibed284lutions are the solutions used when the plain text
cut data was ench)é%%d last time, the solution generating portion 274B

transmtSTHECGENERRaT e iftth &t rrderermmrRp HR R et isark g hton
endipbod hen SNC P HRE-ARE peRERY BYNg Pportion 273B removes the dummy

data included at the appropriate position based on the solutions by using
 the SEIEHBPRIOLFsIRg Her dor 8 TBRiulisdhgehel chdremasypimthdinte loyle grisitemined

plain fexh&u n ropriate.position on the solutions, it is
mnot desira%1é%§%%%%§ﬁ%%€§%%qg srg%%@ﬁzﬁs,g%he algorithm and key
usedmthenasnof ypiities the encyppieddatad bisRREaUSE HIOPLAIaT 8%, the
the encrypting.and decrypting portion 273B cannot obtain the 5 solutions
HErthimg

i RAF AR HRFPERAOURIE PR PraRioess eatfempadionibe
coiftiginhsorbin Iy AR ORRIFRMAYRY BIARSNTE 18 dDGiore spegific, the

connecting portion 277B. The plain text cut data is connected as on
R s ihentior Riolom teetheashieriyeliidekituctiver iphjgutaiataf (e
eng&g@d I&}edgggin text cut data is transmitted to the bus 29 via the interface
portion 271B, and 10 is then transmitted to the encryption apparatus 27A
assoatethevitiviyydirstcita proasssiogd apprraius dny hishiseayasieortion
27%%ns:€isslon g%the encrypted data as a source of the plain text cut data.
G e RGP Ah haRrlein At sardR R E09)-

abovernebiioned iPreasRsl RLEANLENAYVRIPG B p%%&ﬁ%@%ﬁ%d by the

render it as the encrypted data. 15 The encryption apparatus 2/A

eneTERRA AthAepmat ey arigned 3 witlonBratsitie proessing dpsoritred in SHAhat
a@gﬁf%{é‘? the encryption apparatus,27 of the first data processing .

e apparatu%%dogr:? Fe%ge%}?r%l%ha su%ﬁ%sgf%lé%%uggsﬂ%ee 4 @fg% 7 f%ﬂéme‘i on

peziornyptctiecdaia geinaraiabediriheareolicnogparaiusi2 /A is transmitted

to the communication apparatus 28 of the second data processing '

A RS A R G ST B SRR A R ol o rion

apmmg@wgatiw@%rﬁgg&g%m thefustdlata processing apparatus 11

which requested transmission of the encrypted data via the network 13.

ThisTomEspsiies thattbeabsviaanperionely ploctts ehGimTipparatus 27A
rec %Q/H{ggnq?g%éﬁ ggt%%p#g&igon th tg;}lcr)gglt{lo% aggarartus 271n theéfirst

data proceséing apparatiis 1. This IS The AbovEAEHIRAYILEé&8of The
sol@i@0gdreeating pyption 274A having received this information takes this opportunity to

generate the solutions each time it receives this information,

‘The generation of the solutions performed by the solution genérating portion 274A in
the encryption apparatus 27A of the second data processing apparatus 12 is i)erformed
through the same step as the step performed by the solution generating portion 274 of the first
data processing apparatus 11, As described above, the solution generating portion 274A has
the same mmal matrix and solution generating algorithim as those of the solution genezating

portion 274 of the first data processing apparatus 11 associated with the encryption apparatus
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25 apparatus 27 performs this process asthe same process-asthe -
process described in 51.30 performed by the encryption apparatus 27A of
the second data processing apparatus 12 on decrypting the encrypted
data as the subject data. In short, the encryption apparatus 27 built into
each of the first data processing apparatuses I | of this embodiment and
the encryption apparatus 27A in the segond data 45 processing

J ociated with that fir ta processing apparatus 11 .
e 28 i SR HE Sty ehred n
theteryftin apbjestid At deeipiedaNeLGEREEALER PRpHISRRCYRHOMe same as the

aratus 27 in the first data processing apparatus 11 is the same as the

SOUEHSRARERTAIES BrihECHESEPDATS ERETHRSIOS ARRATpRS IS g hadit slnis 11
prbefaiedheaiacass of §d i WesPeformed: J@ageaﬁt%gg%% %;%%mp.%corded

on the HDD 23 in the first data processing app ance. The

first dBt2oproBEdsPlytinnp aratuan it GeenitiassaropgateatnSeeand 274A to
iment>> There.s only one data processing apparatus according to
o R B O o G et aeraons

poptios@5eiag apparatus of the second embodiment is the same as that of
the first data processing apparatus | | of the first embodiment. However,

the d2ta 3TN BEPSIFRERORIOR fHe Ackantrienibedlavsitiu desedonrbereceived
sol@HeRMIRK Riea!R rangl SO HABRRBAL hafﬁé&%‘%%%&ﬂ U90,3RR8 rgaetrlxjc%a%.%g
0 pe

provided to the first data processing apparatus 11. 15 more
POsiRE IS A B seprod dotimpappinatry ohthelSepmrchienthedigeeithm is the same

e G U.21 .an ROM 22, an HDD. 23 AM 24, an input
a® ar%p%%gﬁﬁls%z%% |s%fg$)§1 app%ﬁ%@%‘ﬁ%%ﬁﬂ?&agﬂﬁ FrEMEa

apparst@91 T genfirnet dnsaliersahbagisalyrvated withihe fnstionsof then the
CPU 21, ROM 22, HDD 23, RAM 24, input apparatus 25, display
algQrithm, gqueTsang ROFIR G b FalbR (AT YPSRE BRI Hting HrEiamiadA.

Processing %%W%&%?@ﬁg&@%ﬁ%@ B g?fs]%e;? B¢ %Qgggeived solutions

apparatus 27 of the data processing apparatus of secon
cagihitgeriibiestivs eihsostutiensaniha sithdrcwhiahutationy géthednepyplian276A of
t 7 built. into the first data processing apparatus 11 of the first
B e S R e S i e tep o whic e
keypenyptitiy appianal?s 87 e the: tksk erobadimapbllMetiNe Al9AENM key. The
enerating, portion 275 is replaced by a first algorithm generating portion
ECLEFR %“éfs%&ﬁ@%?&bﬁ%h%éﬁ@raﬁﬁg PEH2T5 V0 HecaseyREys and

deGOPRIBLRGHRANIPEHA276 is replaced by a first key generating portion 276X
"~ and a second key generating portion 276Y (FIG. 14). The data

procdesEin ghigsrarangsassites gseundesnsobuiions ntpemierms] thethedoesdas
%C%Ig]?tt%g%gorded on the HDD 23 with_the encryption
g

Pr"%&%gﬁ%g?f‘q SGﬁuﬁ%c e enaly PR AR GLTmeaten By st gptcrisme

appar recordin
apmatne HDMPSevwd eolyioingub @ dboenerated on the second data processing apparatus

12 each time the solutions generated on the first data processing apparatus 11 are decrypted
on the second data processing apparatus 12.  As described above, the solutions generated by
the encryption apparatus 27A of the second data processing apparatus 12 are the same as the
solutions generated by the corresponding encryption apparatus 27 in the first data processing
apparatus 11 if the data in the same order of generation is compated. Therefore, all the
solutions generated when encrypting certain subject data on the first data processing

apparatus 11 and the algorithms and keys generated based on those solutions constantly
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. def

encrypted data récorded ori'the HDD 23 with the encryption -apparatus 27w o

and recording the subject data generated by the decryption on the HDD

23 as will be described later. According to the second embodiment

multiple pieces of the encrypted data are decrypted, and the order of

decrypting the encrypted data matches with the order in which the

encrypted 5 data was encrypted from ike subject data. There arise the
mAHIPEERCES JGRRL DGR s Boint between the encryption

apparatus 27 of the gata pro&aw%qs%lngé‘r)1 % anf% l?g %%r & %Z%o#(?heerﬁ%%o&?ndéaﬁ%
pregrising amerpptiol? apbheatigodhioydhihketh gcikst @aBapi0 68 I6RE solutions

ratus.11. of the first embodiment. The encryption apparatus 27 of the

“’%"Z‘fé%ﬁ%%%e“s% itr% %‘b"ﬁ%ﬁ*&fﬁ?%? HRETEEDNE B0 EHSGH RraRt TS fRparatas 11 by

ustanfiguigbamhsRond By Kendrdas 138SE HR oLk 3BRY RN NeTRREIMMIQthstances are

apparatus 27 in the data processing apparatus of the second

the RS RHSRAthsahe PReREeR i SRk om theasrond delagroorisnatdasas 12

mﬁ%&%%@&?i s%?fé(ﬁﬂ&g Relelil kﬁzd%%?goéggg%l %ener%ig%portion 274

and a connecting portion 277, whic asmﬁlypﬁ%asame'functions as

thosédnitkaibet npptiertimpparapis. @ dndfdbefinsh d pogketa PTOBESSIRGMS the
a%[]%tul%% | o the.firsék% odiment. The interface portion 271 .
exchanges” the dafise ’Prﬁ%]“b%%eéﬁfi’méhe AR gipprating portion

278pAparpius: 2ord Be-PRePIRCARSIAGIRO RN IrRHS (hRiSHRIRGL JRIR0hs the

encrypted data received from the bus 29 via the interface portion 2/1 by
decryntioR ERGHIRY ReRSER g th slgstitme Far@atformininthe ecrirdimmrmothe
d ' the encrypting and 20 de in
B R R iy W o
anfh8helupiain thextlein watavidmadnarypting mnhelepryiineg NOBHOAER matrix of
th g%ggyxei%%)éain text ggt data or engrypted cut data from the

Draprocesaing Porior2 # 2R St e Prtnn ssised iibeathreewriandaned

ciotRaptsy e e0eTypias eHttiAdbiaaaIMad;v IR SRAGRNDE-ARG: %Sﬁé}l’ztx‘?%’;g

25 portion 273 has tb_e standard number of bits as the processin
PO th (igfinediardadhnratandendhypion tead e daptioR-ikatiati8doitsidered
acearding dohis Smnbdi ion generating portion. 274 . . . .
= sequentially gerslferates thrg&s%-lgéhﬁie%%gﬁt |n8ut%d%%fslge£r)cn%%'r |me¥1§1%%p}‘ymg by
Y thelonitnis Breifed erateshé dcholimesthethreplotassingdortienaf dokeseive sumed
i syl ject dgb@h Th%/s%lgions are pseudo-random numbers. 47 The
CoRhaCtng PortioH3 7 Wﬁfﬁﬂa&%@ﬁ%&%tﬁfg%ﬁﬂﬁ%&ﬁ?@a
defeinioncieddayAas LN arhe, RCEBIGH B Aa R hen e BORING R Gecrypts the

decrypting portion 273 in original order to render it as a set of the subje

CEXPALTHE LA RENAY] 56 @i SFeaTATamchh ateardgetsiog nok Gon AF28anthter
anSHE VP IRACHLAAR rﬁtletgxl%lﬁra%){pting the plain text cut 5 data in the
i 2

encrypting and decrypting portion to render it as a set of the

enchgrtethdataryPhiesfinsd digoyitting penemtiTtppeItion:2 ot gRne) atRs e the

algorithm based on th
plain AL ch?a as reqmre%i (51205).  As described above, the solutions generated by the

solution generating portion 274A are transmitted to the preprocessmg portion 272A. These
solutions were used when determining how the dummy data was embedded in the plain text
cut data in the preprocessing portion 272 of the first data processing apparatus 11. Tobe
more specific, the solutions held by the preprocessing portion 272A of the encryption
apparatus 27A at that point in time indicaie how the durnmy data was embedded i the

encrypted cut data (to be more precise, the plain text cut data before the encrypted cut data
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solutions received from the solution generating portion 274. The algorithm-
is used when performing the encryption. The second algorithm generating
portion 275Y generates the algorithm based on the solutions received
from the solution generating portion 274. The 10 algorithm is used when
performing the decryption. The first algorithm generating portion 275X
and the second algorithm generating pertion 275Y generate the same

i in the, case of generati he algorithm by using the same
w?o%ﬁtﬁ%s.@ﬁg‘ﬁ%ﬁ&c@&r%é)r“aﬁﬁr%%ﬁo% 6%88% TSk &) Y5 Reatprooed)
bycthetbacsgititipnnd deeiveid frocrihe2yol botesparati ngPHdRsEE pb s 12.

key js used when performing the 15 encryption. The second key
gen %i?ﬁ&%B?ﬁ%%ﬁnﬁmﬁgé%é%@%V Baserromine guldesripting portion

27RC ARk SR Ol IRR H SRS H] 1PBae i e
performing the decryption. The 1%?%%%?1@%%%& r?ﬁ)eéﬁ%ﬁ}ggﬁ éﬁ’g Eﬁg and
dessgwing Resiogeidrniirmdvorivni2mey egdrddate the same key in the case

f ing the k ing th lutions. 20 di hi
oAb kA PR e EHPNTA BRI JEREIe P P dye i

texgenedatinsy pelipthe #FAraganesate the algorithm and key each time the
prepﬁ%%;essinrgﬁggrtion 272 receives the subject data. And the second
algofitfir B ISTRIHGIHB MY SeRStedie TRBSTHREH P IBY GEREFHNE g PEAIGH 7A.

THd BaNeRnRY pRdhe AaRribim-andiex.each img te, &fﬁ%&%%%%!@ gRomIon . 5

272 receives the encrypted data. 25 Operations of the data processing

baglptsaiirsaleisch it indbo nd Smbedintsiowitiche: cresypiod dibthe Singdaté.
! e subj is read (S1501). The subject data is read from
pr%ﬁgﬁgép%agg%?rgﬁﬁ%)fhis embodiment. The subject data is

tranShnitiateiotsh ESTChYRlSichanp s6atHS dita BolERNE PRI 3R R8s the
bus 29. To be more precise, the Slmﬁ“gct data is transmitted to the

e é@?s?ﬁ& o B pachidothe wwdiesidepsrdanished. The subject data
is Cl@t@%@n@fﬁ@@%@&%ﬁ‘i?@ﬁ&ﬁﬁt@w%Ee%gﬁr%?gngfgg%ﬂ 3y A8l he

~cut data in the preprocessing portion 272 (S 150 processing
intprgage ROEHONS Tdiu sed it aumnmnitted intheeminintiex ipptrdate?ds via the bus
9_required. The method of generating the plain text cut data from the subject
data is the same as that described in S1102 of the first embodiment. On
recéildngteenoiopuaiiapartaCEIBiga RHNSIRUPIESSHAREUBIREmentioned step
Sl%ﬁerface portion 271, the solution generating portion 274 takes the

BOFEITE B8 s rsTiried BBtk e torisadsaliiwe ke PRy Yried datated
eachjingdhemiest-dals iBould ,pgsm@@ss%iyeeé' Pl thIS

case, the generation of the subject data in‘the preprocessing portion 272

appEogyRierals ihecdmdtfiovay et rdibnfubtdesptotonin NaresolstionFIG. 12).
gen%%tgﬂgjgcqr&%l t%aﬁ‘émmed to the encryption apparatus 27B is received by the

“interface portion 271B (51301).

The interface portion 271B transmits it to the preprocessing portion 272B.

The preprocessing portion 272B cuts the received subject data by a predetermined
number of bits, and generates the plain text cut data (S1302). The method of cutting the
subject data in this case does not have to be the same as that of the encryption apparatus 27
and encryption apparatus 27A.  According to this embodiment, however, the same process
as that described about the encryption apparatus 27 and encryption apparatus 27A is

performed to cut the subject data, The preprocessing portion 272B performs the same
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key goncIag AoTEo

The method of generating the solutions of this ‘embodimentis the sameas =

the method 15 performed by the solution generating portion 274 when the

first data processing apparatus 11 of the first embodiment performed the

encryption. The generated solutions are transmitted to the first algorithm

generating portion 275X, second algorithm generating portion 275Y, first

key generating portion 276X and secoad key generating portion 276Y. 20

fi .E%} g ' ortion 275X and first key generati

p%ﬁiso%%%gh avmgg Eﬁ%%gﬁ’%ﬁ%%éﬁ ngfaemt%S algS ] rﬁ%tﬁg lgﬁ%‘%‘e%% dummy data
infbspdaitivety chhiatmetheglirédienerating the algorithm and key of this

em eirtn nt i%%je sameﬂas the method performed by the algorithm .

generat ng‘% AeSYBUA ek &\ FGRABIUEN & S5 B N g eh Siegtion
2BECETEHEhARpanatisd i g Joleli

and key. 25 The first a&ﬁ?ﬁgﬁ?gﬁ%@portiongggg(ﬁ);%%%%ak%@&wmmymd
‘C“@@‘l‘fél‘%iﬁa’jﬁ)ortion 276X transmit the generated algorithm and key to the

encrypti ' iQn 273. . The encrypting and decryptin

portion ?%%’r%%ﬁ%%%p %?h%t%)%tugﬁ gért%??eecnel 8??%?’561%%1513 a1 the case
of fire provgssingppertizn 272 Misediotidieadgtyitam deeaiveeolomnidhg firsle case of
img;\(llgorithm enerating portion 275X and the key received from the firstkey

GehaTRIRG PEAIRH 76X 28° HOTEEe Mg MG o therfohignsds rgeneration

of AR EHENeSH RN IR HSULQ3i6sRERERg the first embodiment. The
encrgﬁted cut data thus generated is transmitted to the connecting portion

277 EPRSBINE HAR meeimerehdevbibeisittefamurgptous dftahe
80 N D Dogg‘le? aa‘?g ﬁﬁmeggj %&QI%Q %’%tlefigo%%%)ov%dg}r Cc{é%lﬁe %‘ rPt(};]r%{}n 271RB.

3 in the data processing apparatus via e BUE 28
Thersolyfitwpepectizgspsienfd7AR dhauldipher0f o esEndhisempasimedtiming. I

The data processing apparatus decrypts the encrypted data recorded on
th%ﬁ%?ﬁqﬁ'bgg%?fﬁﬁiaﬁeﬁﬁﬁagﬁ%%s?éﬁh&%W@%mﬁﬁswwaﬁ@wg@emaaam An
recdptivh Y URFQIH18: @afal @ond thd ﬁu@ﬂ&@ESfﬁ@ﬁ' 9n;if Siarad @ﬁ% 09 o

encrypted data recorded on the HDD 23 read by the encryption apparatus

gegerais thesalytionpe Jreisilicelsdingeporatim 27 hinsthetiens arp tionsapparciuse
: ' e f the HDD 23 via the interface portion
deSABEE GRS esa%g%&%%?ﬁéﬁ@ggm

271, the preprocessing cuts the 15 received encrypted data
by alpeeptetesmirreditionshber oihiisitegenhaliRdeheNEaEiath s Hol@ia 2758 and

S1602). In the %ﬁ%% f generating the encrypted cut data by cutting the
p%r‘epro.cessing portion 272 performs a process

reverse ARtk B6RS AR Wmﬂ&@?@y %éﬂgﬁ'ﬁﬂ G RACHYRH L erate the
process. To be more specific, the encrypted data is cuf by 8 bits fro

algorithm and key by performing the same process as that performed by the algorithm

generating portion 275 and key generating portion 276 of the encryption apparatus 27. The

generated algorithm and key are transmitted to the encrypting and decrypting portion 273B

from the algorithm generating portion 275B or the key generating portion 276B.

The encrypting and decrypting portion 273B receives the algorithm from the _
algorithm generating portion 275B and the key from the key generating portion 276B
respectively, and sequentially encrypts the plain text cut data received from the preprocessing
portion 272R (S1303).

Details of the encryption are the same as those described abont the encryption

épparams 27,
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20 the head to be divided into multiple pieces of the encrypted cut data.

This process is the same process as that of S 1203 of the first

embodiment. Next, the encrypted cut data is transmitted to the encrypting

and decrypting portion 273, where it is decrypted and rendered as the

plain text cut data (S1603). The decryption is performed as a process

reverse to the above-mentioned encrypfion 25 process performed by the

encrypingmid-desiming Berian &/3qFakiiA! f5ASAMNE GREHRANBS, portion

and decrypting portion 273 requires the algorithm and key used on
27|c7§"forming the encryption. Here, the second algorithm generating portion

275 ri nd the second key. generating portion |

e I B LB A oo e

276Y generates y using t & Solution a

- engranied daim (180K theTaeenypigiedakas ssdeprypies Ratehge Mt BRriltion

o[‘ggr in which %ﬁncrypted data was encrypted from the subject data,
e gflg%ﬂ?ﬁ?ﬁna ey generated by the second algorithm generating
- POrtiTReZpBY R e S060 BEHKRNHISRRIRHNG P8 Hinn &E%%@n%%%%ﬁ%%mﬁc

. based on the solutions used when encrypting the encrypted data abou

infrrpRliqy Rdhe headendonintanes 0§ Simeneiredemtnpiol dat $BE30K).5
algosihua, g i jon. Y apnd.the key.generated by the second
key generagjr%gé %%gr%o%g\ré%%l}% r%g) ¢ l%if#ﬁ%%é%rﬁ&r%&a ﬁ%ﬁ&@ﬁ%ﬁ%‘ﬁm the
bugReryjstithg itherfaoenyptish AAES abtidahRdespEBINERLNAYIRIdhE data
rgoéggjons enerated by the solution generating portion 274, the second
P a?gor‘ﬂﬁr%?%%rﬁgllsa g portion 275\_( and the secpnd key g_enerating portion
276'NeraywHdn M@@aﬁ@%@&@ﬂ%ﬁ@dﬁ?ﬂ nsaii E&EE'%&%“S&% cessing

encrypting and decrypting portion requires the algorithm an y for

SPRREHELE OF JeTIRtMg teserd baokicks Teeyaigd dtteragenishoadeyHH® 23 in the

l ' ' jon.275Y.and the k ted_by. th
L e G SR At e e

sechedrjiptingqeestion S¥drfhe lenenfpiing the coilearptingcaaytion 273 uses
the gor%m and 15 ke#/Pto seqauential(lj% decrypt the encrypted cut data
and TERAEHIFAE YREORI ARPARIE af BARRTS PRisSFE PRBIeH AR feand

deS8iRe PEAGREFHAR MRRIPARSSIRTHIPS 4R &ﬂf%@édﬂ%%é}@g ?erfanmin%ﬁhec

embodiment. Next, the encrypting and decrypfing portion 273 removes
abeyRR) iened pEeetn el SHIA. te Retuil el dhisorocasy odll SelBBd)bathiy referring to
Firqgess is performed as the same process as the 20 process in S1205 of

the first embodiment.. The plain text cut data thus generated is transmitted

- to thEvdwrmestimgopes tibe AR R e EBG RS i6: $F TS GRPRGISINEB of the

received plain text cut data as one and generates the subject data
so< R PS8 SRV e 1S PP e o IeEORiaghe bus

29per4om 277 to the 25 interface portion 271, and is then recorded on the

HDD 23 via the bus 29.
The mterface portion 271B transmits the encrypted data to the preprocessing portion

272B. The preprocessing portion 2728 cuts the received encrypted data by a predetermined
number of bits to gcmraté the encrypted cut data ($1402).

Iz the case of generating the encrypted cut data by cutting the encrypted data, the
preprocessing portion 272B performs the same process as the above-mentioned process
performed by the preprocessing portion 2724 of the encryption apparatus 27A on performing
the decryption. To be more specific, the encrypted data is cut by 8 bits from the head to be

divided into multiple pieces of the encrypted cut data,




10

15

20

25

<<Deformed Example>> The data processing apparatus of the second
embodiment may be deformed as follows. 51 The data processing
apparatus of this deformed example has a configuration of the encryption
apparatus 27 slightly different from the data processing apparatus of the
second embodiment. Otherwise, it is the same as the above-mentioned
data processing apparatus of the secdidd embodiment. 5 The encryption

appavakisiz abifiaanion e S amRIReY eORONEGY 5 S RN GIfFe phition

This encryption apparatus 27 is different from the encryption apparatus 27

2 ToB SRS SRRy appinE R ém A3 He dorramsibidiendereti avitg plaly text cut
44208 pafdtion generating portion 274 in that it has two solution generating
portions of a first solution generating portion 274X and a second solution

g e néfml derpatiioni? ﬁ&fbrﬂrfacBm ththevfieshieoitian ¢ e absetng:pasHeN pddss

?edcg %Lsolutlon enerai pQrtlon 274Y %énerate the solutions as
W(ﬁﬁ 30 ?IOI?‘ICIag %?%?%7 QhriRe eRFDBPRERPAHS 27A
oﬂ@&@ﬁttﬂ&ﬁ‘!ﬁdﬁ&wﬂﬁﬂﬁn froppthevintetiare-pRRtiaM 2h BalheRtEIiacin,

portion 271 received the subject data, the first solution generating portion

a@?&%%&@%@éﬁ%ﬂm%@nerme the solutions. The first solution
. genq@é@% DA% e%eﬁ@%t&f?sefgﬂg fhe solutions each time the

subject data is cut in the preprocessing portion 272. The solutions

gené?mel@miaﬁa@mmséu}ﬂbafgmwmhﬂs@mﬁrﬂm AR pians mildeddeon
orlth ener rtion 275X and first ke generating portion
adéé/gé& a,&s Nt t"”Of tﬁ% %é)%#fﬁ BEBHeRH e S FRERaTesfes ﬁﬁientlf}’mg the

mg:en&&a&mgmgn&m oAb fibslkay %w&@&%&&%ﬁ@

_ received the solutions generate the algorithm and key respectively, a nd
infprRaiion addat tBss®encrypting and decrypting portion 273. The

e T T A ANk

using the algorithm and the ey rec ved

theyesedvatings pwiined A5 Kingdhiirsh kgytod nera tingiperties g&@zsn ON B reads the

receivin form tion from nterface portlon 271 that the interface
gpor%’é“ "‘%‘éﬂf S ene g%?é’& HaRg e S dhe shsRIng and
mtmfmﬁéﬁlgﬁf@i@&‘ésmgpeﬁHH%éﬂ'fQiﬂiﬁE’t%ﬁcwe §REQAG vpting

solutlon generat %é)ortlon 274Y may also generate the solutions each

FRETSIRR By B Pd B decatyihp ensrapirscatislag powibenalie alEhrthm and key.
s SrverRistivbasesantalingensialna porion 274v.ore

transmitted to the seco gorlt m generatlng portion
alglozifhoe At Ay @ orideXE B piisgnithencage-02a0f, the 8ee0n@ portion 271B reads

mlbgd m nt e seco |thm enerating_ portion 275Y and second
&h g’%‘a?ﬁ%ﬁ 588%89‘11?81%@1?&%%9&8%@%6%%“8

eoy genera in
poRtig@UIPB antke¥ey generating portmn 276B. In this case, the algorithm generating

portion 275B and the key generating portion 276B generate the algorithm and key based on
the received solutions respectively. The algorithm and key match with the at gorithm and
key used when encrypting the encrypted data having the solutions added thereto. " The
algorithm generating portion 275B and the key generating portion 276B transmit the
generated algorithm and key to the encrypting and decrypting portidn 273B. The encrypting
and decrypting portion 2738 decrypts the encrypted cut data based on the algorithm and key.
In the case where the specific information is the information indicating what number

generated solutions are the solutions used on generating the algorithm and key used when
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respectively, and transmit them to the encrypting and decrypting portion

273. The encrypting and decrypting portion 273 performs the decryption

process by using the 5 algorithm and key received from the second

algorithm generating portion 275Y and second key generating portion

276Y. The solutions generated by the second solution generating portion

274Y are the same solutions as those4generated by the first solution
er@efRhading peEH [ '%g j rder are

mutually comp??gg.a %ﬁ%&% is the %ﬂ@%ﬁ%ﬁ%ﬁf@ %%%a T xS the
erERABtHiffEh bR FrBIS Ittt sandontpeyepaitiop@Tdni THE. e EhgptiRMion

A i, 4ntQ the first data progcessing apparatus 11 and the

B B R R e s Sohosie o e
infitgtedesirondigetalpionessiny wnpalotdsesdwiRanaraethe tsaMBrypted data
ha%%liutit%ns if the solytions generated in the same order are mutually o

COMp ?@8?@6%@1%’35%% oprslded Bisertnlude thisgseratinigapbitiomitial
maf¥aneihedr s qlian BangRing 1o IR AL IR ARIPINE e

example have the same solution generating algorithm ang also have the
ordefiAEe iMivarhiberirhe thaagitice ssmgatippaation O Baatarnatle generated

I Same processe the data processing apparatus
e e 3 L S S
Theoligivitbragehgenmaping dh e Z88and e E%Tg&ﬁﬁﬁﬁg%?ﬁbﬁm@%éﬂ%@me

e

the secon %rl‘irg)odiment and the deformed example thereof may

AR D b3k SR DS TospaReitons Tepeetively e nhscisertigand key

maREMMS e AEHARAERSINGAPRREAYRIDSIGRG g%%@ﬁ@& %é%%%@?'ﬁg)m e

encrypting subject data in plain text by using a pre Ined algor

solptigns prdethermincerresyivelyenddiinkeorition gypetitatartienardiBgnd the key
RReARS (K j e pted data, and decrypting means for

gedecrypt%ﬂ%%%ﬂ%%%ﬁa%% e&??%‘?n%%ﬁ%&%%%@éﬂ% PAPLTERE G

deatgmsiitpmretiveh RIPBUS Tho Ry BHGE NG e BRE HEHAS SotBIacreRdIekIL

as the subject data, comprising:; solution generating means for
& u r_l%élﬁ?'ﬁ@ﬁé?gf_?ﬁd‘ﬁé’\ﬁ%mi‘fFESfedetermined timing by
assuRnGRIsienuliont IoAREAGRIINGR SElRRIGNEIANGAI00H Tove,

capable 10 of generating a new solution by assigning at least one
past &3t RpeiErEng, g derrrptipemortiong fiBanmioestpuantiaydata from the

Piagg&%%t&@ga@g\éﬂ%ﬁ%gg%&%ﬁredetermined timing by using the

generated solutions; pecific information recording means for
recdigimgiSiecifiminfaianeatinfied identifyingiRe loomhmusestnhen
encl[}g)tinrg the subject data in predetermined recording 15 means by

AP Al RS R DA B e hiatoas hemanxpite And jgrportion 2738

reqR@Remdl @Qﬁﬂ@ﬁ%@@%&x‘%@ﬁﬁ Bfaiﬁ%ggat}ts&ligiﬁmﬁ%dw lgﬁ) reegos\%rsag the
the past solutions when it is'no longer necessary to assign them anew.
dummy data. In the case where the specific information is the solutions used when the plain
text cut data was encrypted last time, the interface portion 271B transmits the solutions to the
encrypting and decrypting portion 273B. In the case where the specific information is the
information indicating what number generated solutions are the solutions used when the plain
text cut data was eﬁcrypted last time, the solution generating portion 274B transmits the
generated solutions to the encrypting and decrypting portion 273B. The encrypting and
decrypting portion 273B removes the dummy data included at the appmpriéte position based

on the solutions by using the solutions.
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2. A data processing apparatus including encrypting means for encrypting
subject data in 20 plain text by using a predetermined algorithm and a
predetermined key to render it as encrypted data, recording means for
recording the encrypted data, and decrypting means for decrypting the
encrypted data read from the recording means by using the algorithm and
key used when encrypting the encrypté#l data to render it as the subject

datajcameasing sahdionacaemipameansden S ansAtAIN.980L53HNY an

new solutions in predetermined 25 timing by assigning past solutions to a
ATOHEAS PASHIPR SRIGS Ay bs cpluinpa ifdrinnhdeaivaltlietoatydmebatiperdinew
nBIMUREPY assigRipeat lea f the past solutions thereto, ke _

generating mean%for seque%tr?gg%%ggg?a?ﬁ?ﬁg%gé%ﬁwﬁﬁg&mir%ﬁ

bemqeﬁ% ifypudsireg ﬂ?e@eng@mgwﬁgmﬁpﬁ@g%ra?@qg@ l&%ﬂ@ﬁtg&ﬁlﬂ the
ecordin ns. for recording specific information for identifying the key
SDE%%O %vcgetrflggr%é?fb’ﬁﬁ%% %%ﬁﬁ]ﬂ%%%’t?}?ﬁ%determ?ned recording means

by agseqatingeiwilitemierypiaddatining WSt dhe SEMHAN wansmitied to

generating means holds at least one of the past solutions and also erases
the GPRRRCHEBHER gmﬁen e Ei@iﬂdﬂ@"efmﬁéé@sﬁmmm Rgrotiedn thmevnnecting
po%ﬁm. g%@;@gﬁ&&g&gﬁggg%ﬁ%ﬁgg é@agﬂg]q & | or 2, wherein: it
comprises cutting means capable of cutting thé subject data by a
predBherpidirettxhomh bar of s iniedyol tipldpicsesiofiel giRiRxt puHiala71B, md
is %réglﬁlsos C tingot e encrypted data 10 into multiple pieces of encrypted
cut data by the Same 88? BRRSTRS A fri Ao Rraa kAR hhe @ﬁ?éﬁ?@&?ﬁessmg
appiteneICHpieccfe encipins MRt RARISH 8RGTYPL the B! %??Eezglgm text

subject data by encrypting each piece of the plain text cut data cut
cugﬁﬁfbct data by the cutting means to render it as the encrypted cut data,

and cIAA 01| e crypk by decrypting each piece 1

s L S e
pregamprsSESR ofinecingrp dansifjroc danactisgdaruttinpieespeitas..

encriegted cutndata encry é %byt e encrypting means into a series of the

encrypied data and Bis8 ‘Ig ?Zn é’&fﬁ’é‘?ﬁﬁﬁ’rﬁ@‘b‘i@%‘e@ aans aie asdbeprocess
desteibedesyplegdbiinadsrrinineg aans piR.tSerissal s subis dala,

20 4. The data processing apparatus according to claim 1 or 3, wherein:

ap}?ﬁ}@%&iﬂﬂﬁ?@@%‘?&%sﬁﬁé%ﬁéﬁj%@m@m@%@mm each time the

e O S A
comigonitaosagipaintes Pqfitin sexhdulad piedssener ypiathuses 12 via the bus 29, and
is transmitted from there to the communication apparatus 28 of the first data processing
apparatus 11 which requested transmission of the encrypted data via the network 13. This
corresponds to the above-mentioned prdcess of §170.

The encrypted data is decrypted on the encryption apparatus 27 in the first data
processing apparatus 11. This is the above-mentioned process of S180. The encryption
apparatus 27 performs this process as the same process as the process described in 8130
performed by the encryption apparatus 274 of the second data processing apparatus 12 on
decrypting the encrypted data as the subject data.

- In short, the encryption apparams 27 built into each of the first data processing

apparatuses 11 of this embodiment and the encryption apparatus 27A in the second data
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6. The data processing apparatus according to claim 1 or 2, wherein: 55
the solution generating means acquires the solutions by assigning multiple
past solutions to the solution generating algorithm. 7. The data
processing apparatus according to claim 1 or 2, wherein: 5 the solution
generating means holds an initial solution to be assigned to the solution
generating algorithm first on initially gefterating the solutions. 8. The data

proEeRESS NP ARRRLANS RAEGILHNY IR %mr?{aé’ #{%&%&gggﬁég%s 11 are capable

generating means generates the key each time the su ata Is
of apippdte decnyptng fie chanprdotssimyappal djuthacterding to claim 8,
whergin: the k epnerating means generates the key each time the plain
ot T SRR ek oA e e 2 I e e
datecprardissinoapigdratls henatnsasheas BRCHiGAVRIBA bISHREBBO N e first

11. The data processin aggaratus accordin%ﬂto claim 1, wherein: the

dagg PrOFRSSIRG ARRRTAM S RS REGEEOBY tHE R aiPReRsh o rBm gubject data is

refBRRNSA AR AN 1S Q!QQEI‘Q%S&%% lé%aé%ﬁ%g %rf?&e]gggl&e’ The first data

apparatus according to claim 1, wherein: the ormation 1S
ProgRsFRaRERassaIe At mpwkstimsmpmogdaterated solutions are the solutions

<<f$%‘39r@yﬁég&% ogriité;@ generating means on generating the algorithm. 25
13. The data processing apparatus according to claim 2, wherein: the

spedhernfoonigtion Exthprieksid. ahperdatareeassiBRRBMAUSnbodiment.
accqrding to claim 2, wherein: 56 the specific information is the solutions

used By IS (j@ﬁ%%&fﬁ%“fﬁé%% PfoRetsnagRperaty of e proddita
enfHRBARSIG ARRAFAIYE AGFOFRG;IA GAIM.2 1A %g@g%&% PPEFIE cirt

information is information indicating what numb nerate lons are

emprdipaionHeseteh yith ddwyroenenginpmaan sidhagenaid trgstdarey does not

rogessing apparatus including encrypting means for i
t /
“%‘ﬁé’f&ﬁgﬁ%‘%ﬁ%ﬁt&@ﬁg e L0 P S R GB ARFABS B RERCeS
thepficdtalpregtetensiineshi@utia tender it as 10 encrypted data, recording
means for recordin%gse encrypted data, and decrypting means for

decripbRGIE RERBr i dathrosesHBEAIRETRILAiMG Ferearsmpalimentiactudes

a CHOSEIR RESAKEY, HSABIYIENEICANYIY NSEOCLRIeH.da8 fogender it
as the subject data, which encrypts BUPRBIFELAS, RutgEF bloarau
26, an encryption apparatus 27 and abus 29. 'The functions thereof basically match with the

functions of the CPU 21, ROM 22, HDD 23, RAM 24, input apparatus 25, dispiay apparatits

26, encryption apparatus 27 and bus 29 of the first data processing apparatus 11.

The configuration of the encryption apparatus 27 of the data processing apparatus of
the second embodiment is almost the same as the configuration of the encryption apparatus
27 built into the first data processing apparatus 11 of the first embodiment {shown in FIG. 4).
However, it is different from the encryption apparatus 27 of the first embodiment in that the
algorithm generating portion 275 is replaced by a first algorithm generating portion 275X and
a second algorithm generating portion 275Y, and the key generating portion 276 is replaced
by a first key generating portion 276X and a second key generating portion 276Y (FIG. 14).

The data processing apparatus of the second embodiment performs the processes of
encrypting the subject data recorded on the HDD 23 with the encryption apparatus 27,
recording the encrypted data generated by the encryption on the HDD 23, decrypting the
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multiple pieces of the subject data to render them as the encrypted data
and decrypts multiple pieces of the encrypted data in the same order as
the order of encryption thereof, the 15 apparatus comprising: solution
generating means for sequentially generating new solutions each time the
subject data is encrypted by assigning past solutions to a predetermined
solution generating algorithm capablef generating a new solution by
enaBAgd @@E‘L@@ﬁeﬁ% ﬁfet%l?%ﬁ %Q{HQRQ&&%&SB ﬁggapﬁ]ﬁltsafg ”%'rmcordjnv the
enerating means for sequentially generating'new algorithms eac fime
sufiersdn senparies bba frecyision sin the B RS ated b biudionshed taad

i ' 1S f tiall ting th
o e oL 0L i PSR e

anddbhdiviee tfidcenyptims ek datayisdbannies-hysusinaibe-as8ngraigh the encrypted
dagiolutions, and wherein: 25 the solution generating means holds at least

ShasEaYBEE Somdan S hisstdad-erases the past solutions when it is no

longersecensany rassigisRemR0eW:ol 4vith SRt RIQCEsSIN aratus..

including encrypting means for er%ryptﬁ%g%ubjec?%% %@% a{%\%ﬁegx%cf/mmn
APPREFY L PR edniTEacalgoatppantseop fecistermdpatiddisintrantite imsyption

G ing_means for recording the encrypted data,
B B R A BT P AR B

recoFdngnomgetivn bypisings teddigerihmpend ke Mseewhen sOcLKRLNg
e,encrypted data {o render it as the subject data, which encrypts

emm%qﬁtﬁf’él {53% £ SPISCaRRIthpYs o FLA okt tndmscaibedabaverypted data
andTiﬁ%ﬁ&tﬁi%ﬂt@ﬁaéﬂ@?&%%%%Qégﬁggégﬂtﬂ}%f&@ge%goL as

the order of encryption thereof, the apparatus comprising: first so

embefiErshiiphisdRisTice equioni2ly gerermiingsnewstinRI% epalctypanfend

' 5@1@(' crypted by assigning past solytions to a predetermined
dec;tg%tﬁi{(% gene%ﬁbgg?ﬁﬁ%%e%%%%gw&%r fiMs aacﬂ’é'%g%%%ﬂiﬁ? 271,
whidsigninasictibsthenend thecpast solRNE BO RSV TIEShAREINDF the first
da%erlggcratén means for, sequentjally generating new algorithms each tim_e

B ARRATAS - hibe iy rehg diveerbiuidisdnieiampatiop 87d firshanges

thesgitdipmaRnaraling 29 eal gisssansaeidiangenstating means for

sequentially generating the same new solutions 15 as those generated by
the FiPStRIGRIAEPF Y palion 2T avts tmahhijave dite enarytackddhta isceived from

I iegni st tions to, a predetermined solution
R B e Sl FUB o o e e
plaigdetione dftthe festeojptidnitidereiadsesnnd-laon e RS ARG and

dec;negp}%for seq#sgtiall generating the same new algorithms as those
IR thie’ fir st M GETRIGF e PRI R A ER P e Bishdpribeiammy data in the

plain text cut data.

The encrypting and decrypting portion 273 receives the plain text cut data or
encrypted cut data from the preprocessing portion 272, encrypts the plain text cut data if
received and decrypts the encrypted cut data if received. The encrypting and decrypting
portion 273 has the standard number of bits as the processing unit for performing the
processing of the encryption and decryption fixed at 8 hits accoréiing to this embodiment.

The solution generating portion 274 sequentially generates the solutions. According
to this embodiment, the solutions are generated each time the preprocessing portion 272

receives the subject data. The solutions are pseudo-random numbers.
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2C) encrypted data is decrypted by using the solutions generated by the
second solution generating means, and wherein: the first solution
generating means and the second solution generating means hold at
least one of the past solutions and also erases the past solutions when it
is no’longer necessary to assign them anew. 25 18. A data processing
apparatus including encrypting means¥ér encrypting subject data in plain

text Apesingeataepaiesmingdalaquifmaet A medelermipeshkey: Qi data

render it as encrypted data, recording means for recording the encrypted
EGERACARY REEyHRs PencEnsd sk daipin Seraeniptpseediservetng fporron 273
in SR RUMIAAIMEANS PULUS| it nd 58 used when
mencrypti’ng the encrypted dg%’;%g&?gr%%jré %}'gg??he E%%jcé}&n %%;g\%%ﬂn 277 also
hag pdppstiomeli kiplecptnesboéibry sl joot diat @tacrerddry thenypenh the plain text cut
rypted data and decrypts multiple pieces of the encrypted data in the
e IR . e PURERBHOR ThA/BET e <55k s B RGPS ot
5 solthiofirgengiating faernmiopaereially AenS ARG NONER! SIS the

ach time the subject data is encrypted by assigning past solutions to a
S”ﬁ?&fém Bt SERETAHRPPRIIANCA(RbId ot Paneitbmiriy tsetewhen

- peSRIR0 DY asSigNing atieastong gfg&mgea%%g@% ég%%gg%ﬁ@m the

generating means for sequentially generating new
alggridjue baseddutshis sehtigpi eerbiy b oot e gehutiat genspitigR®rseeond  The
eywgenerating, means for.sequentially generating the same new keys as
algpradi a“e‘ﬁ%?{;\%é’é‘bk}eiﬁ%“ﬁ%%?%?%éﬁé‘g?ﬂwg ﬁéea%‘?t@&%?f’ﬁ}ﬁ%%m Ing portion
278Honypthel WasadgenepleenRya NG Hie: 2958 8lad-SRIMIONS Ahlorithm in the

wherein: the solution generating means holds at least one of the past

e M sSRTAUME theslerathy bsusingshe sawr BAERRen it is no longer -

NeCRAKIRANALITL BT 2R 1 AAUBRIILERILADPAI A Sopu s
including encrypting means for encrypting subject AN fﬁam ex%lby
TeqesyRg Hoprdbictelwhivregentgatiith poatieh 2 re dEterkein ach kel whde paesinas: the
ted.data, recording means for recarding the encrypted data, and
e Y b B o ARt Hokr H Bt e
sohetmiciegimdancabihe SIgHRe RIgsRRAh Ky susegnhsn ency Ry

the encrypted data to render it as the subject data, which encrypts
PN Bielessbitte sdbrtridey erremies privnd 16X endihpredadibey

gerskEle i nIR L BisceR Ol the anclyRled.da F%? the sa rder as .
the order of encryptlé%n thereo?, the apparatus co%r? ?gfﬁé?%”{ﬁ?s % (e)‘ir’tvlt‘llosﬁng the
sarge pRitdAg means for sequentially generating. new solutions each time the

o Rk VRIS e M ot i Eenenating foriion 275X and the
first key generating portion 276X generate the algorithm and key each time the preprocessing
portion 272 receives the subject data.  And the second algorithm generating portion 275Y
and the second key generating portion 276Y generate the algorithm and key each time the
preprocessing portion 272 receives the encrypted data.

Operations of the data processing apparatuses of the second embodiment will be

described by using FIG. 15.
First, the subject data is read (S1501). The subject data is read from the HDD 23

- according 1o this embodiment. The subject data is fransmitted to the encryption apparatus
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algorithm capable of generating a new solution by assigning at least one
of the past solutions thereto; 59 first key generating means for
sequentially generating new keys each time the subject data is encrypted
by using the solutions generated by the first solution generating means;
second solution generating means for sequentially generating the same
new solutions as those generated by i first solution generating means

2enoh tipeihe eneymeheEts. is PARCRINER DY RSHIIRGL PSS QUIRNSIR4 1o

a predetermined solution generating algorithm capable of generating a

th, BEFREGRFESRRFPHINGH A §iathe dateoinecatomtienpagt solutions thereto;
secopgLkey: ' far sequentially generating.the same new
P T e e R
g frdritiepisreceyptarbbytiorsing (Be Balutionsgeneetsciyhi€on 272

inSE onglsalution enera#‘r:] means, and. wherein; 10 the first solution
genera ?ngu%léigr%‘tgﬁﬁ e%?éﬁ'&%t S B g means hold at
leastaB enefhitrop gsh&atutions a&%@é&@mﬁ%ﬁﬁﬁéﬁﬁw B \M}ﬁg dhme as

IS no longer necessary to assign them anew. 20. The data processing

m%é?ﬁﬁ@&c@b%@%ﬁ sfisioHabetisneris 16 to 19, wherein: 15 it

comgyi ﬁq%r{g mﬁggg of cutting the subject data by a .

predg%jrgrg?ne number o?%&%;a%%cﬁﬁﬁﬁ%l%?é?gégs% t[ﬁ%%%%%{ %ﬁt‘ﬁ%ﬁw
pogiieh 2L uttvigtioe gnergfitechdaten Mo Akeliple psemalepcaRied e
Suﬁll%tgng)y same numbe%of bits by which the encrypted data is cut when

Sncrypted: THe BRery Ry et tRbdstieridatey
prepoeypiing waskuiece oh BRs1HAdaN daxd et Bl e LB (8. CHIRg.

means to render it as the encrypted cut data, and the decrypting means
PrEOREEPHPIEY B this SYRasriged atiftbiheizerostiog ebitie pibwos théhe soltion
geggﬁm%tggrﬁyﬁ gaja to render it as the plain text cut data, and it also

comprises connecting means for connecting multiple pieces of the

enciiptenetbod dbgarenaivptie byhitiene e pNGHNEAREIN S SEHES didhsthod
multiple pieces of the plain text cut

0%:[9/ tgd tgataland aalrso 25.connectin _

PeHSEE dectypted By hEREHpERG SRR Ssctiet GramscsanTes apRaats 11

of & firsatFpinaesshRersYstanhe emPyRing: Multiple first data processing
apparatuses; and 60 second data processing apparatuses and third data

procE¥sAsgeEpphFaludeasre e mited tartbe fizes dhgofiftbtigerepribgepsitign 275X,
cHRRABHIRES, RAlY ith t iple first data. processi
° apparatuses %gg%%ggrﬁgﬁda ?égwyn%ﬁ%%%%%nﬁlé%ﬁ% i %nfr?é?}éé'féd second key
gepretegsingiappadAius is performed in encrypted 5 data having encrypted

subjﬁ(l:t ataa{n Pill%gf]l text, and communication between the second data
e first algo gencrating portion 275X and first key generating portion 276X

having received this generate the algorithm and key respectively. The method of generating
the algorithm and key of this embodiment is the same as the method performed by the
algorithm generating portion 275 and key generating portion 276 when the first data
processing apparatus 11 of the first embodiment generated the algorithm and key.

The first algorithm generating portion 275X and first key generating portion 276X
transmit the generated algorithm and key to the encrypting and decryi;ting portion 273,

The encrypting and decrypting portion 273 encrypts the plain text cot data received
from the preprocessing portion 272 based on the algorithm received from the first algorithm

generating portion 275X and the key received from the first key generating portion 276X
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processing apparatus and the third data processing apparatus is

performed in the subject data, and wherein: both the first data processing

apparatus and second data processing apparatus comprise: 10 cutting

means for cutting the subject data by a predetermined number of bits into

multiple pieces of plain text cut data and also cutting the encrypted data

into multiple pieces of encrypted cut daga by the same number of bits by
(306, N GRYRC Al WD SRCIYBIEL: SOUMIOR IPNEralng, oy 4

means for sequentially generating soFutlo S common between The fiidp the
ﬁ%?é?&“ﬁ?@é@é@ing apparatus and the second data processing apparatus as

a pai ifferent from the other first data processing apparatuses and

secolglﬁ@c%tca %‘gglsnsér%éa %‘665%5’5@ TR FER B R AR a comnssHy SRestios 277 and
cduneetrchypting tiveetoba iendaul datasuib-iheLlEerimEegmmon between

the figst data processing apparatus and the second data 20 processing

appardf R geRishiat saeatehantbesnisserrsdeahasdicoiDRE S dhutiorata
pro€RehalinghaMRaNGisEandesit as the encrypted cut data and decrypting

the encrypted cut data with the algorithm used when encrypting the

encryBidi erefamiion reomdes it asrfherethinmiexbeustiata;sGomIe et diment,

mea,@_ﬁf L& necting the decrypted plajn text cut data to render it as the

subject. (? ata%%%cg Sﬁxgg'r?r%arrnlﬂfn‘ge%ﬁﬁ BRI PR sroemissandhe R 23.

recelieneptidercheryipiast daidecyial Shexinint dala-QCRSHRGI ANBFAMRIS FiG,

he data processing apparatus according to any one of claims 1 to 207 for

encrypting the subject data generated by the second data processing

ApPARLURRYRBEWRL NG SRGHPIE rypted by the first

processing apparatus, 61 recordir’?g t éﬁ %ﬁpﬁ&éﬁ%ﬂdraﬁ%} %{ﬁ%fgnrg’ce(%%%}gﬂ read
by msTanieniappatites e (Shedpted data read from the recording means

and fFansmitting it to the sec data processing apparatus. 22. A data

processf:S ézri%ré}t eggnﬁeg%rr%%%n/%lﬁ RIS iRy AP YAt decrives the encrypted

dapeifomilegIBEDPsiotheRreypiogsubiest 1R MIIRISHPMHIRIP cuts the
redetermined algorithm and a predetermined key to render it as
1o ‘&%ﬁ%&%ﬁ?&a@f&iﬁ&‘éﬁ@%ﬁﬁé@m@ ipifsrieckermmatintid eocomiiviout data
(Staeans; and decrypting the encrypted data read from the recording means

by using the algorithm 10 and key used when encrypting the encrypted

datdnéhesrse ol geveraing e codataedvhardin bihendaig IRECSRSSING] data, the

I rms.the steps of: sequentially generating new solutions in

pr " %ﬁ%ﬁ%ﬁ%}%&%&éﬁ% garﬁﬁogc?gag?verse i the process performed as the above-
mentioned encryption process. To be more specific, the encrypted data is cut by 8 bits from

the head to be divided into multiple pieces of the encrypted cut data. This process is the
same process as that of $1203 of the first embodiment.

Next, the encrypted cut data is transmitted to the encrypting and decrypting portion
273, where it is decrypted and rendered as the plain text cut data ($1603).

The decryption is performed as a process reverse to the above-mentioned encryption
process performed by the encrypting and decrypting portion 273.  For that reason, the
encrypting and decrypting portion 273 reqguires the algorithm and key used on performing the
encryption. Here, the second algorithm generating portion 275Y generates the algorithm

and the second key generating portion 276Y generates the key by using the solutions

generated in advance.  As the order in which the encrypted data is decrypted matches with




10

15

20

25

solutions to a predetermined solution generating algorithm capable of
generating a new solution by assigning at least one of the past solutions
thereto; 15 sequentially generating new algorithms in predetermined
timing by using the generated solutions; and recording specific
information for identifying the algorithm used when encrypting the subject
data in predetermined recording mean&®dy associating it with the

ﬂi@@%ﬁ%@zﬂ@fﬁt@%&?ﬁ%ﬁ@ Ing, ARRAIAL e,@%ggcﬁéz!%?ﬁ%eoﬁﬁo%hm and

the past solutions and also erases 20 the past solutions when'itis n

kap ggrirped dyshpsesomssaigotiibm genemwtie8 partiat 2 FFYceskibg setuicty
i rocessi aratus for performing steps of:
B B T e irn e st e
erarplad 25tpabdeteorhindi@yetn. MRNseh ﬁ&t&ﬁ@@l@&%ﬁ@é@h&?&&!@ﬁ%ﬁ Econd
encrypted data in predetermined recording means; and decrypting the

SN BER AR FEREB M the Tt alry srasTes\PrdMgerRndliyorisnnoraing

porEYRIERTY WheE, SRERU R IRanshRies datase.render ikas she.sublect .
data, wherein: the datarﬁp%ocessing g%?);tratus p%%fé}}(%rg%pt[ﬁ?egéflg%%#peée} data
2bguhiodiiraRFgietkrating new solutions in predetermined timing by

assigni [uti to.a predetermined solution generating algorithm
P R B B e e ceametor e
sesmidtidgsither gtopseygentdty ma&n&a@%ﬁ@%ﬂ&{&qﬁ}@?&m 276Y may.

timin sing the generated 5 solutions; and recording specific
ge’fk%??%‘ﬁ%&iﬁ? ARITYIRY thenRciPine asinTe the reaypmiigtped demjaingarortion

2ropiselnainestipeOING MeRRs Riasacalnal i he pagypted

data, and the data processing apparatus gast one € past

solutiBh3lapilm sarizied Welisasconilalgnstrhgeritisting fanger 275Y and the key

: geH&%%ﬁS@)qhtg s@g(?ﬂ%rkgg'e @n%%%é’}%%ﬁﬁ&%g&%}?ﬁﬁé@%{@% ggcrypﬁng and

performéed In a data processingappara

deenptingipgubfsct datacisneleinipddlydesigtaPreAes RNl HLOShm and
red ;r&lnined key to render it as encrypted data; 15 recording the
a

d
Ko R AT PR RS AT SEAATA 0 B e thecplmibextou data -

| ThensioRtedsdaldrang H:@iﬁb@ﬁd@ﬁﬂ@&%&?ﬁé‘%@%&‘%@&%eda 9oy .of?Hedﬁrst

key used when encrypting the encrypted data to render it as the Subjec
embatim@ierein: the data processing apparatus performs: a step of

se [ i solutions each, tfjme the subject data is -

enggﬁ%{ézﬁx &%%@ﬁggnr&edgcryp g pogﬁ%nh.zyg] TEmoves t?xj dummy data from the
plain text cut data as required (S1604). This process is performed as the same process as the

process in: $1205 of the first embodiment. .

The plain text cut data thus generated is transmitted to the connecting portion 277.
The connecting portion 277 connects the received plain text cut data as one and generates the
subject data (S1605). |

The generated subject data is transmitted from the connecting portion 277 to the
interface portion 271, and is then recorded on the HDD 23 via the bus 29,
<<Deformed Example>>

The data proéessing apparatus of the second embodiment may be deformed as

follows.
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20 by assigning past solutions to a predetermined solution generating
algorithm capable of generating a new solution by assigning at least one

of the past solutions thereto; a first algorithm generating step of

sequentially generating new algorithms each time the subject data is
encrypted by using the generated solutions; and a second algorithm
generating step of sequentially generatig the same new 25 algorithms as
thoselhederapestassing Aph:alg ot GRASHAL gﬁiﬁdﬁgmt%%a ion of the
encrypted data is decrypted by using the generated solutions, an tﬁe

e YH%B@E@?@%&%%{% ﬁ’éﬁyﬁ@é{tﬁ@&ﬂm@mmm a@ifitle second

alRetases %ﬁ@@g’g@@ ion, it IS0 longer. necessary to assign _
) them anew, encrypts mult?gg%}%@g%%%s% %?‘fﬁéils%%%nﬁ%ed%% OrERERT apparats of

thesord embastisgited data and decrypts multiple pieces of the encrypted
ryption thereof. 25. A data

data- e order as the order of enc
procggéi%%& thod" %@%@%%%Qﬁ%ed%ﬁrﬁf EXEmRijssapdige e as shown in FIG.
Vherlnmengripitappei-ncry R agrerhiesh a1 BBl SV I3 the data
redetermined algorithm and a predetermined key 10 render it as
DRSRRATRR L B lensgnate Havininopie detmrmbiviod sevadingportion
27980t NSRBI AN, fRGE gg'?t read from the recording means
by using the algorithm 1 and&%e%%se v§v t:% gﬁ%?@p%r%‘ ggbgeg?]%r%&gaon 274X
ang A seeond rebtinmecnematubjpottdata74therein: the data processing
app forms: a first solytion generating step of sequentially
Ao moan Srgﬁl or ener"‘l’i”?ﬁrf’é’%ﬂ%“ &( iRt AF80RIREHBRetpRsFating portion

generating new solutions eac

27d3signimy prist sbidianssdemrRiiarminad salion ARRerAins salggrithm
Egba%%%le of generating a new solution by assigning at least one of the past
o] 15" 15 thereto; a first algorithm generating step of sequentially

genesating Algauhm | ubject datga.is encrypted _
using the sgﬁigons genergttlgg %btiggg wgt%S ﬁ%&’ﬁfggﬁgﬁiﬁagﬁ%&t & portion

27ééeaiae§dhﬂﬁ§ngr$tr®taIiﬂg étepsomaﬁq l?fﬂﬂﬁlﬁfig poeiaing/k BB W ortunity
.fhose.generated In the first solution generating step eac
o L T L B R NGB ol Eener

 solptiedisterchines delsiiRgenarating alarrhncanalleBiagnemnting a new: -

soluti M agsigning at least one of the past solutions thereto; a secon
ge%%’éﬁ? Eé% FHYHOR Benrrating oethey Yuac rati mgrimitediie the first algorithm
gerdBRHPosRa these gansiaied | irst algorit enerating step each
time tg]e encrypted 25 data isq(a%é%%% B‘f/%%!l}n%%és i) 5&&%&2@8
secppehrEdiman olleiGrsyeperdingstenriap ddteod a5 BT 96E S50 - UALALHS,

Ids )ﬁﬁ]st one of the past solutions and also erases the past solutions
pm\?v%en?%tls no Ionger ngé%%g?glf@ DEERYF AR e e n asbke viesmprévely, and

transmit them to the encrypting and decrypting portion 273. The encrypting and decrypting
portion 273 performs the encryption process by using the algorithm and the key received
from the first algorithm generating portion 275X and first key generating portion 276X,

On receiving the information from the interface portion 271 that the interface portion
2‘?_1 received the encrypted data, the second solution generating portion 274Y generates the
solutions. However, the second solution generating portion 274Y may also generate the
solutions each time the encrypted data is cut in the preprocessing portion 272, The solutions
generated by the second solution geperating portion 274Y are transmitted to the second

algorithm generating portion 275Y and second key generating portion 276Y. As in the case
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pieces of the subject data to render them as the encrypted data and

decrypts multiple pieces of the encrypted data in the same order as the

order of encryption thereof. 64 26. A data processing method performed

in a data processing apparatus for performing steps of: encrypting subject

data in plain text by using a predetermined algorithm and a 5

predetermined key to render it as encrgpted data; recording the encrypted
ofdakad qined ' . and decrypting th rypted

e e s e Y A emd o

EERPIEANGRATHSINGTHE leavang peedi dait shtosodutitersibawtie dibjgstidatonnd key
eiR:. the data processing apparatus performs: 10 a step of

re!g\g%gé Efr'{l] |éh§}%g%%%sra g Aew %18 I%’E‘Eﬁ’@ Wi e TRiagpRtra s The

energrypge dale AP TeHaR T YHABES B UBHSHRIE PRESOUYRbng the

enerating algorithm capable of generating a new solution by assigning at

al RBOFERassEREd drombihe treradolsonibmk eyngetiogpimg stéF B and second
k@%@fm@%g%gj@g.new keys each time the subject data is encrypted
by using the generated solutions; and 15 a second key generating step of

sequitillytinns eatriahbyshme e seyticasothes satenlinvthes fikstame

erating step each time the encrypted data is decrypted by using
o B Tt Sl Bt PP Aol D aians
genereted ihetpashrobuiionanchalag @ﬁ%&he@ﬁ%@%}m RSB RIS R e firge
[

longer necessary to assign them anew, encrypts multiple 20 pieces of the
e“ﬁ?r%‘é%‘?”&&%ﬁ%%ﬁ&é?ﬁ% Fasien pRFeadRddta thecaiaypiiors apratite 27 built

mplesesalafeeochmled aladn eaame orienasdne orderotensoplion,,

thereof. 27. A data processing method performedTn a g%?ocessmg

0 -

154 ‘(-"," if

- engiypHPataRPIORIYe A3 il inte fisechcRBddnnymbogSupjgsiaatadn 1 akhiext the
- safd¥ %i%gs%?gete{mined algorithm gnd a predetermined key to render it

as encryptad data: Tocar G e dR R RS s R el fRapared.  To be

moecrifiy, rarsoed sHilRlRy pHRG e YoeRuRie e aiad aadkiio %, generating
recording means by using the algorithm and key used when encrypting
P%Mé&%&% deforanes rramnla Sarie talspant shittionigeneintigs algveithateand also

hal¥ @EESSNTRRRPRRAINS performs: a first solution generating step of
sequentially generating new solutions each time the subject data is

enc%&%?%@@ﬂ@gm&@@ﬁtﬁi&ﬁ¢ﬁsmm pedosolbitidsame processes
a %Qﬁ@#@& l12|%)rlthm capa le of generating a new solution by assigning at
.s e data proe ]p% i %%%E%zag%%g I%k%n%e 8 Fé%zgodiment except the processes of
generating the solutions and generating the algorithm.
The encryption apparatuses of the second embodiment and the deformed exa.inple

thereof may be replaced by the encrypiion apparatus 278 of the first embodiment.
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a first key generating step of sequentially generating new-keys each time
the subject data is encrypted by using the solutions generated in the first
solution generating step; and a second solution generating step of
sequentially generating the same new solutions as those generated in the
first solution generating step each time the encrypted data is decrypted 1
0 by assigning past solutions to a predgtermined solution generating
algorithm capable of generating a n@%/pégjgtion by assigning at least one
of the past solutions thereto; a second key generating step of sequentially
generating the same new keys as those generated in the first key

genefating step each time the, encrypted data is decrypted by using the _
l'somﬁ%‘é%r% Bnerated ﬁﬂ%‘é%&%??&%&ﬁﬁﬁ%&ﬁs PR &35 FOGMErRS shéect data in
plaiatexrbeesting pi@skatsm DM AIHeAS PN ?r@ﬁé@%ﬂﬁé& $elfiqasRNd A

also erases the past solutions when it is no longer necessary to assign

engrpted datt, wreriive mraniler %@é@@@%m drita 2wl dasdentithemeans for
¢ in the s§ aﬁrﬁxgr er%aa;aﬁ%}%%?r%?gﬁﬁ E%/%%% rll%%ﬁg %%/&%%%ﬁgﬁrtﬁam key
uspd)eieeacODtingriheChcpald4r) Breddes Yt H6HIGUY;Q TR WMMRAR
CD %gh%ujéﬁ gén%r% -rg%egnlsl'forcé'egue%i;ilﬂi}gQgc-:ryéfagn”g_ new solutions in predetermined

timing by assigning past solutions to a predetermined solution generating algorithm capable
of generating a new solution by assigning at least one of the past solutions thereto;

algorithm generating means for sequentially generating new algorithms in
predetermined timing by using the generated solutions; and

spegific information recording means for recording specific information for
identifying the algorithm used when encrypting the subject data in predetermined recording
means by associating it with the encrypted data, and wherein:

the solution generating means holds at least one of the past solutions and also erases

the past solutions when it is no longer necessary to assign them anew.

2. A data processing apparatus including encrypting means for encrypting subject data in
'plain text by using a predetermined algorithm and a predetermined key to render it as |
encrypted data, recording means for recording the encrypted data, and decrypting means for
decrypting the encrypted data read from the recording means by using the algorithm and key
used when encrypting the encrypted data to render it as the subject data, comprising:

solution generating means for sequentially generating new solutions in predetermined
timing by assigning past solutions to a predetermined solution generafing algorithm capable
of generating a new solution by assigning at least one of the past solutions thereto;

key generating means for sequentially generating new keys in predetermined timing

by using the generated solutions; and
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specific information recording means for recording specific information for
identifying the key used when encrypting the subject data in predetermined recording means
by associgtiag it with the encrypted data, and wherein:

the solution generating means holds at least one of the past solutions and aiso erases

the past solutions when it is no longer necessary to assign them anew,

3. The data processing apparatus according to claim ! or 2, wherein: -

it comprises cutting means capable of cutting the subject data by a predetermined
number of bits into multiple pieces of plain text cut data and also cutting the encrypted data
into multiple pieces of encrypted cut data by the same number of bits by which the encrypted
data is cut when encrypted;

the encrypting means adapted to encrypt the processing subject data by encrypting
each piece of the plain text cut data cut the subject data by the cutting means to render it as
the éncrypted cut data, and the decrypting means adapted to decrypt by decrypting each piece
of the encrypted cut data to render it as the plain text cut data; and

it also comprises connecting means for connecting multiple pieces of the encrypted
cut data encrypted by the encrypting means into a series of the encrypted data and also
connecting multiple pieces of thé plain text cut data decrypted by the decrypting means into a

series of the subject data.

4, The data processing apparatus according to claim 1 or 3, wherein:
the algorithm generating means generates the algorithm each time the subject data is

encrypted.

5. The data processing apparatus according to claim 3, wherein:
the algorithm generating means generates the algorithm each time the plain text cut
data is encrypted.

. 6. The data processing apparatus according to claim 1 or 2, wherein:
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the solution generating means acquires the solutions by assigning multiple past

solutions to the solution generating algorithm.

7. ‘The data processing apparatus according to claim 1 or 2, wherein:
.the solution generating means holds an initial solution to be assigned to the solution

generating algorithm first on initially generating the solutions.

8. The data processing apparatus according to claim 2 or 3, wherein:

the key generating means generates the key each time the subject data is encrypted.

9, The data processing apparatus according to claim 8, wherein:
the key generating means generates the key each time the plain text cut data is

encrypted.

10. - The data processing apparatus according io claim 1, wherein:

the specific information is the algorithm.

11.  The data processing apparatus according to claim 1, wherein:
the specific information is the solutions used by the algorithm generating means on
generating the algorithm.

12, The data processing apparatus according to claim 1, wherein:
the specific information is information indicating what number generated solufions are

the solutions used by the algorithm generating means on generating the algorithm.

13.  The data processing apparatus according to claim 2, wherein:

the specific information is the key.

14.  The data processing apparatus according to claim 2, wherein;
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the specific information is the solutions used by the key generating means on

- generating the key,

15.  The data processing apparatus according to claim 2, wherein:
the specific information is information indicating what number generated solutions are

the solutions used by the key generating means on generating the key,

16. A data processing apparatus including encrypting means for encrypting subject data in
plain text by using a predetermined algorithm and a predetermined key to render it as

encrypted data, recording means for recording the encrypied data, and decrypting means for

. decrypting the encrypted data read from the recording means by nsing the algorithm and key

used when encrypting the encrypted data to render if as the subject data, which encrypts
multiple pieces of the subject data o render them as the encrypted data and decrypts multiple
pieces of the encrypted data in the same order as the order of encryption thereof, the
apparatus comprising:

solution generating means for sequentially generating new solutions each time the
subject data is encrypted by assigning past solutions to a predetermined solution generating
algorithm capable of generating 2 new solution by assigning at least one of the past solutions
thereto;

first algorithm generating means for sequentially generating new algorithms each time
the subject data is encrypted by using the generated solutions;

second algorithm generating means for sequentially generating the same new
algorithms as those generated by the first algorithm generating means each time the
encrypted data is decrypted by using the generated solutions, and wherein:

the solution generating means holds at least one of the past solutions and also erases

the past solutions when it is no longer necessary to assign them anew.

17. A data processing apparatus including encrypting means for encrypting subject data in

- plain text by using a predetermined algorithm and a predetermined key to render it as
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encrypted data, recording means for recording the encrypted data, and decrypting means for

decrypting the encrypted data read from the recording means by using the algorithm and key
used when encrypting the encrypted data to render it as the subject data, which encrypts
multiple pieces of the subject data to render them as the encrypted data and decrypts multiple
pieces of the encrypted data in the same order as the order of encryption thereof, the
apparatus comprising:

first solution generating means for sequentially generating new solutions each time the

subject data is encrypted by assigning past solutions to a predetermined solution generating

algorithm capable of generating a new solution by assigning at least one of the past solutions
thereto;

first algorithm generating means for sequentially generating new algorithms each time

- the subject data is encrypted by using the solutions generated by the first solution generating

means;

second solution generating means for sequentially generating the same new solutions
as those generated by the first solution generating means each time the encrypted data is
decrypted by assigning past solutions to a predetermined solution generating algorithm
capable of generating a new solution by assigning at least one of the past solutions thereto;

second algorithm generating ﬁleans for sequentially generating the same new
algorithms as those generated by the first algorithm generating means each time the
encrypted data is decrypted by using the solutions generated by the second solution
generating means, and wherein:

the first solution generating means and the second solution generatin g means hold at
least one of the past solutions and also erases the past solutions when it is no longer

necessary to assign them anew.

18. A data processing apparatus including encrypting means for encrypting subject data in
plain text by using a predetermined algorithm and a predstermined key to render it as

encrypted data, recording means for recording the encrypted data, and decrypting means for

‘decrypting the encrypted data read from the recording means by using the algorithm and key
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used when encrypting the encrypied data to render it as the subject data, which encrypts
multiple pieces of the subject data to render them as the encrypted data and decrypts multiplé
pieces of the encrypted data in the same order as the order of encryption thereof, the
apparatus comprising:

solution generating means for sequentially generating new solutions each time the

subject data is encrypted by assigning past solutions to a predetermined sohtion generating

-algorithm capable of generating a new solution by assignin g at Jeast one of the past solutions

thereto;

first key generating means for sequentially generating new keys each time the subject
data is encrypted by using the generated solutions;

second key generating means for sequentially generating the same new keys as those
generated by the first key generating means each time the encrypted data is decrypted by
using the generated solutions, and wherein:

the solution generating means holds at least one of the past solutions and also erases

the past solutions when it is no longer necessary to assign them anew.

19. A data processing apparatus including encrypting means for encrypting subject data in
plain téxt by using a predetermined algoﬁtbm and a predetermined key to render it as
encrypted data, recording means for recording the encrypted data, and decrypting means for
decrypting the encrypted data read from the recording means by using the algorithm and key
used when encrypting the encrypted data to render it as the subject data, which encrypts
multipie pieces of the subject data to render them as the encrypted data and decrypts multiple
pieces of the encrypted data in the same order as the order of encryption thereof, the
apparatus comprising:

first solution generating means for sequentially generating new solutions each time the
subject data is encrypted by assigning past solutions to a predetermined solution generating
algorithin capable of generating a new solution by assigning at least one of the past solutions

thereto;
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5120 FIRST'DATA PROCESSING APPARATUS 11 TRANSMITS - rrmm o

ENCRYPTED DATA TO SECOND DATA PROCESSING APPARATUS
12 S130 ENCRYPTION APPARATUS 27A IN SECOND DATA
PROCESSING APPARATUS 12 DECRYPTS ENCRYPTED DATA TO
CHANGE IT BACK TO PROCESSING SUBJECT DATA 5140
ENCRYPTION APPARATUS 27B ENGRYPTS DECRYPTED

PROg ING SUBJECT D£TA AND, RECORDS IT ON HDD 23 5150

ENCRYPTION APBRRATUSS FHIESEERY PRSTRige RYDSDrEsh fimphe subject

dHDIDAG R dBl A Eh T B s eh BREH T IR Nie: BR GInBAHA means;
5160 ENCRYPTION APPARATUS 27A ENCRYPTS THAT

PROYEES RIBIS Eietating MranT for Feaneniaily Bsag iRy REEDew solutions
20 BAdcbE AN OTA EROEERANG AT EORGILE 12 s
TRANgSIéMITS THAT ENCRYPTE DATA% ‘iﬂgﬁ‘% bR R
desppiRRATISHNS P sENDRYP TIDMARRARNDLIG @Y N ARG RATAL
ING APPARATUS 11 DECRYPTS THAT ENCRYPTED DATA '
"%%%FA%%E%?%‘AW *Is% IREPIR SR SRceiERhesto;
ENDsscb@ kBykidtlefata ShAind iovi gl iR FREEAERSING Bld Bl €dvs as those
DATA
generated by the first key generating means each time the encrypted data is decrypted by
using the solutions generated by the second solution generating means, and wherein:
the first solution generating means and the second solution generating means hold at
least one of the past solutions and also erases the past solutions when it is no longer

necessary to assign them anew.

20.  The data processing apparatus according to any one of claims 16 to 19, wherein:
it comprises cutting means capable of cutting the subject data by a predetermined
number of bits into multiple pieces of plain text cut data and also cutting the encrypted data

into multiple pieces of encrypted cut data by the same number of bits by which the encrypted

‘data is cut when encrypted;

the encrypting means adapted to encrypt the subject data by encrypting each piece of
the plain text cut data cut by the cutting means to render i as the encrypted cut data, and the
decrypting means adapted to decrypt the encrypted data by decrypting each piece of the
encrypted cut data to render it as the plain text cut data; and

' it also comprises connecting means for connecting multiple pieces of the encrypted

cut data encrypted by the encrypting means into a series of the encrypted data and also
connecting multiple pieces of the plain text cut data decrypted by the decrypting means into a
series of the subject data.

21. A data processing system comprising:

multiple first data processing apparatuses; and
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S1102 CUT PROCESSING SUBJECT DATATO GENERATE PLAIN
TEXT CUT DATA 51103 ENCRYPT PLAIN TEXT =DDATAA
SEQUENTIALLS1104 CONNECT ENCRYPTED CUT DATAAS ONE TO
RENDER IT AS ENCRYPTED DATA E END FIG. 10 11/17 C START
S1201 RECEIVE ENCRYPTED DATA S1202 DETERMINE FIRST
DATA PROCESSING APPARATUS A& TRANSMISSION SOURCE OF

ENCRY. TA 51203 L CUT E RYPTED DATA TO GENERATE

ENC%$§4§%§@f°E§£¥K@ 5ep BBE PAAERREE YRS AR e i same
mBHQUENT ikl dth pRAG IR B @MEEUMiMYE BATATRROMIRHRA i T Bt

CUT.DATA 51206 CONNECT PLAIN TEXT CUT DATA AS ONE TO

PRI E AP PR AR PR S SINESUBIECT DATA END FIG. 11 12/17
STARIrERRA G RIMR BRAGESR Eﬁl&:&é&%’ &%&Rﬁﬂ%e&fc}rm@d in encrypted

-data having encrypted subject data in plain text , and communication between the second data

processing apparams and the third data processing apparatus is performed  in the subject
data , and wherein:

both the first data processing apparatus and second data processing apparatus
comprise:

cutting means for cufting the subject data by a predetermined number of bits info
multiple pieces of plain text cut data and also cutting the encrypted data into multiple pieces
of encrypted cut data by the same number of bits by which the encrypted data is cot when
encrypted; '

solution generating means for sequentially generating solutions common between thé
first data processing apparatus and the second data processing apparatus as a pair and
different from the other first data processing apparatuses and second data processing
apparatuses;

encrypting and decrypting means for encrypting the plain text cut data with the
algorithm common between the first data processing apparatus and the second data
processing apparatus generated based on the solution received from the solution generating
means to render it as the encrypted cut data and'decryptjng the encrypted cut data with the
algorithm used when encrypting the encrypted cut data to render it as the plain text cut data;

connecting means for connecting the decrypted plain text cut data to render it as the
subject data; and

transmitting and receiving means for fransmitting and receiving the encrypted data,
and |

the third data processing apparatus is the data processing apparatus according to any

one of claims 1 to 20 for encrypting the subject data generated by the second data processing

. apparatus by decrypting the encrypted data encrypted by the first data processing apparatus,
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S1302 CUT PROCESSING SUBJECT DATATO GENERATE PLAIN e

TEXT CUT DATA 51303 ENCRYPT PLAIN TEXT CUT DATA
SEQUENTIALLY 81304 CONNECT ENCRYPTED CUT DATA AS ONE
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22. A data processing method performed in a data processing apparatus for performing

steps of:

encrypting subject data in plain text by using a predetermined algorithm and a

| predetermined key to render it as encrypted data;

recording the encrypted data in predetermined recording means; and

decrypting the encrypted data read from the recording means by using the algorithm
and key used when encrypting the encrypted data to render it as the subject data, whersin:

the data processing apparatus performs the steps of:

sequentially generating new solutions in predetermined timing by assigning past
solutions to a predetermined solution generating algorithm capable of generating a new
solution by assigning at least one of the past solutions thereto;

sequentially generating new algorithms in predetermined timing by using the

generated solutions; and

recording specific information for identifying the algorithm used when encrypting the.

-subject data in predetermined recording means by associating it with the encrypted data, and

the data processing apparatus holds at least one of the past solutions and also erases

the past solutions when it is no longer necessary to assign them anew.

23.  Adata processing method performed in a data processing apparatus for performing
steps of;

encrypting subject data in plain text by using a predetermined algorithm and a
predetermined key to render it as encrypted data;

recording the encrypted data in predetermined recording means: and

decrypting the encrypted data read from the recording means by using the algorithm

-and key used when encrypting the encrypted data to render it as the subject data, wherein:

the data processing apparatus performs the steps of:
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sequentially generating new solutions in predetermined timing by assigning past
solutions to a predetermined solution generating algorithm capable of generating a new
solution by assigning at least one of the past solutions thereto;

sequentially generating new keys in predetermined timing by using the generated
sohwtions; and

recording specific information for identifying the key used when encrypting the
subject data in predetermined recording means by associating it with the encrypted data, and

the data processing apparatus holds at least one of the past solutions and also erases

the past solutions when it is no longer necessary to assign them anew.

24. A data processing method performed in a data processing apparatus for performing

. steps of:

encrypting subject data in plain text by using a predetermined algorithm and a
predetermined key to render it as encrypted data;

recording the encrypted data in predetermined recording means; and

decrypting the encrypted data read from the recording means by using the algerithm
and key nsed when encrypting the encrypted data to render it as the subjéct data, wherein:

the data processing apparatus performs:

a step of séquentiaﬂy generating new solutions each time the subject data is encrypted
by assigning past solutions to a predetermined sohution generating algorithm capable of
generating a2 new solution by assigning at least one of the past solutions thereto;

a first algorithm generating step of sequentially generating new algorithms each time
the subject data is encrypted by using the generated solutions; and

a second algorithm generating step of sequentially generating the same new |
algorithms as those generated in the first algorithm generating step each time the encrypted
data is decrypted by using the generated solutions, and

the data processing apparatus holds at least one of the past solutions and also erases

the past solutions when it is no longer necessary to assign them anew, encrypts maltiple
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25. A data processing method performed in a data processing apparatus for performing

steps of:

encrypting subject data in plain text by using a predetermined algorithm and a
predetermined key to render it as encrypted data:

recording the encrypted data in predetermined recording means; and

decrypting the encrypted data read from the recording means by using the algorithm
and key used when encrypting the encrypted data to render it as the subject data, wherein:

the data processing apparatus performs:

a first solution generating step of sequentially generating new solutions each time the
subject data is encrypted by assigning past solutions fo a predetermined solution generating
algorithm capable of generating a new solution by assigning at least one of the past solutions
thereto;

a first algorithm generating step of sequentially generating new algorithms each time
the subject data is encrypted by using the solutions generated in the first solution generating
step; and |

a second solution generating step of sequentially generating the same new solutions as
those generated in the first solution generating step each time the encrypted data is decrypted

by assigning past solutions to a predetermined solution generating algorithm capable of

- generating a new solution by assigning at least one of the past solutions thereto;

a second algorithm generating step of sequentially generating the same new
algorithms as those generated in the first algorithm generating step each time the encrypied
data is decrypted by using the solutions generated in the second solution generating step, and

the data processing apparatus holds at least one of the past solutions and also erases
the past solutions when it is no longer necessary to assign them anew, encrypts multiple
pieces of the subject data to render them as the encrypted data and decrypts multiple pieces of

the encrypted data in the same order as the order of encryption thereof.
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26. A data processing method performed in a data processing apparatus for performing
steps of:

encrypting subject data in plain text by using a predetermined algorithm and 2
predetermined key to render it as encrypted data;

recording the encrypted data in predetermined recording means; and

decrypting the encrypted data read from the recording means by using the afgorithm

- and key used when encrypting the encrypted data to render it as the subject data, wherein:

the data processing apparatus performs:

a step of sequentially generating new solutions each time the subject data is encrypted
by assigning past solutions to a predetermined solution generating algorithm capable of
generating a new solution by assigning at least one of the past solutions thereto;

a first key generating step of sequentially generating new keys each time the subject
data is encrypted by using the generated solutions; and

a second key generating step of sequentially generating the same new keys as those

‘generated in the first key generating step each time the encrypted data is decrypted by using

the generated solutions, and

the data processing apparatus holds at least one of the past solutions and also erases
the past solutions when it is no longer necessary to assign them anew, encrypts multiple
pieces of the subject data to render them as the encrypted data and decrypts multiple pieces of

the encrypted data in the same order as the order of encryption thereof,

27. A data processing method performed in a data processing apparatus for performing
steps of:

encrypting subject data in plain text by using a predetermined algorithm and a
predetermined key to render it as encrypted data;

recording the encrypted data in predetermined recording means; and

decrypting the encrypted data read from the recording means by using the algorithm

and key used when encrypting the encrypted data to render it as the subject data, wherein:
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the data processing apparatus performs:

a first solution generating step of sequentiafly generating new solutions each time the
subject data is encrypted by assigning past solutions to a predetermined solition generating
algorithm capable of generating a new solution by assigning at least one of the past solutions
thereto;

afirst key generating step of sequentiaily generating new keys each time the subject
data is encrypted by using the solutions generated in the first solution generating step; and

a second solution generating step of sequentially generating the same new solutions as
those generated in the first solution generating step each time the encrypted data is decrypted
by assigning past solutiogs to a predetermined solution generating algorithm capable of
generating a new solution by assigning at least one of the past solutions thereto;

a second key generating step of sequentially generating the same new keys as those

generated in the first key generating step each time the encrypted data is decrypted by using

‘the solutions generated in the second solution generating step, and

~the data processing apparatus holds at least one of the past solutions and also erases
the past solutions when it is no longer necessary to assign them anew, encrypts multiple
pieces of the subject data to render them as the encrypted data and decrypts multipie pieces of

the encrypted data in the same order as the order of encryption thereof.



