
1  DESCRIPTION DATA PROCESSING APPARATUS  5 Technical Field
The present invention relates to a data processing apparatus capable of
encrypting  subject data in plain text to render it as encrypted data and
then recording it on a  predetermined recording medium and also
decrypting the encrypted data read from the  recording means, and
applications thereof. 10 Background of the Invention Nowadays, security
relating to information is becoming increasingly important, and  there is
significantly growing demand for the above-mentioned data processing
apparatus  capable of encrypting the data of which contents should not
desirably be known to a third 15 party (referred to as "subject data" in this
specification) and recording it on a recording  medium. While various
encryption techniques are proposed and put into practical use for  the
sake of keeping the subject data secret, it is difficult to prevent code
breaking completely. In general, the subject data is encrypted and
recorded on the recording medium by  cutting the subject data by a
predetermined number of bits and recording encrypted data  20 having
pieces of the cut data encrypted respectively bound therein on a
predetermined  recording medium. In the case of encrypting each piece of
the cut data of the subject data, predetermined  algorithm and key are
generally used. This algorithm is rendered very complicated to  prevent
the code breaking, and the key is also strictly managed so as not to be
known to the 25 outside. No matter how complicated the algorithm is
rendered or even if the key is changed,  however, it is relatively easy,
once the algorithm and key are known, to break the encrypted  data by
using the algorithm and key. 2  The inventors hereof studied encryption
technology for many years and previously invented a data processing
apparatus for successively generating at least one of the algorithm  and
key for performing the encryption and decryption. This technique
successively generates at least one of the algorithm and key for 5
performing the encryption and decryption. Even in the case where the
algorithm or the key  is known once, the algorithm or the key or both of
them change thereafter. Therefore,  strength thereof is much higher than
conventional encryption technology. As for this technique, however, there
is a weakness that, if some of the past algorithms  or keys are known, it
may be predictable how the algorithm or the key or both of them 



10 change from now on. Thus, a possibility of being broken by a third
party is not absolutely  zero. An object of the present invention is to
improve the data processing apparatus for  encrypting the subject data in
plain text to render it as encrypted data and recording it on a
predetermined recording medium so as to reduce the possibility of having
communication  15 broken by a third party. Disclosure of the Invention To
achieve the object, the inventors hereof propose a first invention, a
second  invention and a third invention described below. 20 The first
invention of the present invention is as follows. The first invention is a data
processing apparatus including encrypting means for  encrypting subject
data in plain text by using a predetermined algorithm and a predetermined
key to render it as encrypted data, recording means for recording the
encrypted data, and  decrypting means for decrypting the encrypted data
read from the recording means by using 25 the algorithm and key used
when encrypting the encrypted data to render it as the subject data,
comprising: solution generating means for sequentially generating new
solutions in  predetermined timing by assigning past solutions to a
predetermined solution generating  algorithm capable of generating a new
solution by assigning at least one of the past solutions  thereto; algorithm
generating means for sequentially generating new algorithms in 3
predetermined timing by using the generated solutions; and specific
information recording  means for recording specific information for
identifying the algorithm used when encrypting  the subject data in
predetermined recording means by associating it with the encrypted data,
and wherein: the solution generating means holds at least one of the past
solutions and also 5 erases the past solutions when it is no longer
necessary to assign them anew. The algorithm generating means of the
data processing apparatus generates the  algorithms in predetermined
timing, such as each time the subject data is encrypted or the  encrypted
data is decrypted. And the solution generating means of the data
processing  apparatus uses a predetermined solution obtained by
assigning at least one of the past 10 solutions to the solution generating
algorithm in the case of generating the solution and also  erases the past
solutions when it is no longer necessary to assign them anew. In other
word, the data processing apparatus successively generates the
algorithms  used for encryption and decryption by the algorithm generating
means. The algorithm  generating means uses the "solutions" in the case
of generating the algorithms. As 15 described above, the solutions are
generated by using the past solutions. Furthermore, these  solutions are
erased once they become unnecessary to generate new solutions. 



Therefore, the data processing apparatus has the past solutions erased
one after  another. For this reason, even if the solutions at this point in
time can be known by a third  party, a third party cannot know the route
which the solution has traced thereof. 20 For the above reason, there is
only a little possibility that encrypted communication by  this data
processing apparatus may be broken by the third party. The
above-mentioned solutions may be pseudo-random numbers as a result.
The data processing apparatus of the above-mentioned first invention
changes the  algorithms. However, it may also change the keys. The
same effects as in the above- 25 mentioned case can thereby be
obtained. For instance, this is exemplified by a data processing apparatus
including encrypting  means for encrypting subject data in plain text by
using a predetermined algorithm and a  predetermined key to render it as
encrypted data, recording means for recording the  encrypted data, and
decrypting means for decrypting the encrypted,data read from the 4
recording means by using the algorithm and key used when encrypting
the encrypted data to  render it as the subject data, comprising: solution
generating means for sequentially  generating new solutions in
predetermined timing by assigning past solutions to a  predetermined
solution generating algorithm capable of generating a new solution by 5
assigning at least one of the past solutions thereto; key generating means
for sequentially  generating new keys in predetermined timing by using the
generated solutions; and specific  information recording means for
recording specific information for identifying the key used  when
encrypting the subject data in predetermined recording means by
associating it with the  encrypted data, and wherein: the solution
generating means holds at least one of the past 10 solutions and also
erases the past solutions when it is no longer necessary to assign them
anew. The data processing apparatus of the first invention may also be
the one wherein: it  comprises cutting means capable of cutting the
subject data by a predetermined number of  bits into multiple pieces of
plain text cut data and also cutting the encrypted data into 15 multiple
pieces of encrypted cut data by the same number of bits by which the
encrypted data  is cut when encrypted; the encrypting means adapted to
encrypt the processing subject data  by encrypting each piece of the plain
text cut data cut the subject data by the cutting means to  render it as the
encrypted cut data, and the decrypting means adapted to decrypt by
decrypting each piece of the encrypted cut data to render it as the plain
text cut data; and it  20 also comprises connecting means for connecting
multiple pieces of the encrypted cut data  encrypted by the encrypting
means into a series of the encrypted data and also connecting  multiple
pieces of the plain text cut data decrypted by the decrypting means into a
series of  



the subject data. In the data processing apparatus of the first invention
comprising the algorithm  25 generating means, the algorithm may be
generated in any timing whatsoever. For instance, the algorithm
generating means may generate the algorithms each time  the subject
data is encrypted. Thus, different algorithms are generated each time the
processing subject data is encrypted, and so it is difficult for the third party
to know the  algorithms by analogy. 5  The algorithm generating means
may generate the algorithms each time the plain text cut data is
encrypted. Thus, the algorithms are generated more frequently, and so it
is more  difficult for the third party to know the algorithms by analogy. In
the data processing apparatus of the first invention comprising the key
generating  5 means, the key may be generated in any timing whatsoever.
For instance, the key generating means may generate the keys each time
the subject  data is encrypted. Thus, different keys are generated each
time the processing subject data  is encrypted, and so it is difficult for the
third party to know the keys by analogy. The key generating means may
generate the keys each time the plain text cut data is  10 encrypted. Thus,
the keys are generated more frequently, and so it is more difficult for the
third party to know the keys by analogy. The solution generating means
generates the new solutions from the past solutions.  It may acquire the
solutions by assigning multiple past solutions to the solution generating
algorithm. To be more specific, either one past solution or multiple past
solutions may be 15 assigned to the solution generating algorithm in order
to generate the new solutions.  The solution generating means may hold
an initial solution to be assigned to the  solution generating algorithm first
on initially generating the solutions. The specific information used on the
data processing apparatus of the first invention  comprising the algorithm
generating means may be any information as long as it can identify  20
the algorithm used when encrypting the subject data. For instance, the
specific information may be the algorithm itself, the solutions used  by the
algorithm generating means on generating the algorithm or information
indicating  what number generated solutions are the solutions used by the
algorithm generating means on  generating the algorithm. 25 The specific
information used on the data processing apparatus of the first invention
comprising the key generating means may be any information as long as it
can identify the  key used when encrypting the subject data. 6  



For instance, the specific information may be the key itself, the solutions
used by the key generating means on generating the key or information
indicating what number generated  solutions are the solutions used by the
key generating means on generating the key. The same effects as the
data processing apparatus of the first invention comprising the  5
algorithm generating means may be obtained by the following method for
instance. This method is the one performed in a data processing
apparatus for performing steps  of. encrypting subject data in plain text by
using a predetermined algorithm and a  predetermined key to render it as
encrypted data; recording the encrypted data in  predetermined recording
means; and decrypting the encrypted data read from the recording 10
means by using the algorithm and key used when encrypting the
encrypted data to render it as  the subject data. And the data processing
apparatus performs the steps of: sequentially generating new  solutions in
predetermined timing by assigning past solutions to a predetermined
solution  generating algorithm capable of generating a new solution by
assigning at least one of the 15 past solutions thereto; sequentially
generating new algorithms in predetermined timing by  using the
generated solutions; and recording specific information for identifying the
algorithm used when encrypting the subject data in predetermined
recording means by  associating it with the encrypted data, and the data
processing apparatus holds at least one of  the past solutions and also
erases the past solutions when it is no longer necessary to assign  20
them anew. The same effects as the data processing apparatus of the first
invention comprising the  key generating means may be obtained by the
following method for instance. This method is the one performed in a data
processing apparatus for performing steps  of: encrypting subject data in
plain text by using a predetermined algorithm and a 25 predetermined key
to render it as encrypted data; recording the encrypted data in
predetermined recording means; and decrypting the encrypted data read
from the recording  means by using the algorithm and key used when
encrypting the encrypted data to render it as  the subject data. 7  And the
data processing apparatus performs the steps of: sequentially generating
new solutions in predetermined timing by assigning past solutions to a
predetermined solution  generating algorithm capable of generating a new
solution by assigning at least one of the  past solutions thereto;
sequentially generating new keys in predetermined timing by using the 5
generated solutions; and recording specific information for identifying the
key used when  encrypting the subject data in predetermined recording
means by associating it with the  encrypted data, and the data processing
apparatus holds at least one of the past solutions and  



also erases the past solutions when it is no longer necessary to assign
them anew. The second invention of this application is as follows. 10 The
second invention of this application is a data processing apparatus
including  encrypting means for encrypting subject data in plain text by
using a predetermined  algorithm and a predetermined key to render it as
encrypted data, recording means for  recording the encrypted data, and
decrypting means for decrypting the encrypted data read  from the
recording means by using the algorithm and key used when encrypting
the 15 encrypted data to render it as the subject data, which encrypts
multiple pieces of the subject  data to render them as the encrypted data
and decrypts multiple pieces of the encrypted data  in the same order as
the order of encryption thereof, the apparatus comprising: solution
generating means for sequentially generating new solutions each time the
subject data is  encrypted by assigning past solutions to a predetermined
solution generating algorithm 20 capable of generating a new solution by
assigning at least one of the past solutions thereto;  first algorithm
generating means for sequentially generating new algorithms each time
the  subject data is encrypted by using the generated solutions; second
algorithm generating  means for sequentially generating the same new
algorithms as those generated by the first  algorithm generating means
each time the encrypted data is decrypted by using the generated 25
solutions, and wherein: the solution generating means holds at least one
of the past solutions  and also erases the past solutions when it is no
longer necessary to assign them anew.. The above-mentioned second
invention changes the algorithms. However, there are  also the cases
where it changes the keys as with the first invention. a  The second
invention in this case is a data processing apparatus including encrypting
means for encrypting subject data in plain text by using a predetermined
algorithm and a  predetermined key to render it as encrypted data,
recording means for recording the  encrypted data, and decrypting means
for decrypting the encrypted data read from the 5 recording means by
using the algorithm and key used when encrypting the encrypted data to
render it as the subject data, which encrypts multiple pieces of the subject
data to render them  as the encrypted data and decrypts multiple pieces of
the encrypted data in the same order as  the order of encryption thereof,
the apparatus comprising: solution generating means for  sequentially
generating new solutions each time the subject data is encrypted by
assigning 10 past solutions to a predetermined solution generating
algorithm capable of generating a new  solution by assigning at least one
of the past solutions thereto; first key generating means for  sequentially
generating new keys each time the subject data is encrypted by using the
generated solutions; second key generating means for sequentially
generating the same new  keys as those generated by the first key
generating means each time the encrypted data is 



15 decrypted by using the generated solutions, and wherein: the solution
generating means holds  at least one of the past solutions and also erases
the past solutions when it is no longer  necessary to assign them anew.
The data processing apparatus of the second invention is similar to that of
the first  invention. However, it does not use the specific information for
identifying the algorithm or  20 the key used when encrypting the subject
data. This is related to it that the data processing apparatus of the second
invention encrypts multiple pieces of the subject data to render it as
encrypted data and decrypts multiple pieces of the encrypted data in the
same order as the  order of encryption thereof. The algorithm generating
means and the key generating means of the data processing  25
apparatus of the second invention generate the algorithms and keys each
time the subject data  is encrypted respectively. When performing the
decryption, the data processing apparatus  of the second invention
generates the same algorithms and keys as those used when performing
the encryption. 9  Therefore, the data processing apparatus of the second
invention sequentially generates the same algorithms or keys as those
generated in the past. For that reason, it is  not necessary to use the
above-mentioned specific information if only the multiple pieces of  the
encrypted data are decrypted in the same order as the order of encryption
thereof. 5 The two data processing apparatuses of the second invention
have one solution  generating means common between the first algorithm
generating means and second  algorithm generating means or the first
key generating means and second key generating  means provided
thereto. It is also possible, however, to provide two solution generating
means corresponding to the first algorithm generating means and second
algorithm 10 generating means respectively or the first key generating
means and second key generating  means respectively. As an example of
the former, there is a data processing apparatus including encrypting
means for encrypting subject data in plain text by using a predetermined
algorithm and a  predetermined key to render it as encrypted data,
recording means for recording the 15 encrypted data, and decrypting
means for decrypting the encrypted data read from the  recording means
by using the algorithm and key used when encrypting the encrypted data
to  render it as the subject data, which encrypts multiple pieces of the
subject data to render them  as the encrypted data and decrypts multiple
pieces of the encrypted data in the same order as  the order of encryption
thereof, the apparatus comprising: first solution generating means for 20
sequentially generating new solutions each time the subject data is
encrypted by assigning  past solutions to a predetermined solution
generating algorithm capable of generating a new  



solution by assigning at least one of the past solutions thereto; first
algorithm generating  means for sequentially generating new algorithms
each time the subject data is encrypted by  using the solutions generated
by the first solution generating means; second solution 25 generating
means for sequentially generating the same new solutions as those
generated by  the first solution generating means each time the encrypted
data is decrypted by assigning  past solutions to a predetermined solution
generating algorithm capable of generating a new  solution by assigning at
least one of the past solutions thereto; second algorithm generating
means for sequentially generating the same new algorithms as those
generated by the first i0  algorithm generating means each time the
encrypted data is decrypted by using the solutions  generated by the
second solution generating means, and wherein: the first solution
generating  means and the second solution generating mean s hold at
least one of the past solutions and  also erases the past solutions when it
is no longer necessary to assign them anew. 5 As an example of the
latter, there is a data processing apparatus including encrypting  means
for encrypting subject data in plain text by using a predetermined
algorithm and a  predetermined key to render it as encrypted data,
recording means for recording the  encrypted data, and decrypting means
for decrypting the encrypted data read from the  recording means by using
the algorithm and key used when encrypting the encrypted data to 10
render it as the subject data, which encrypts multiple pieces of the subject
data to render them  as the encrypted data and decrypts multiple pieces of
the encrypted data in the same order as  the order of encryption thereof,
the apparatus comprising: first solution generating means for  sequentially
generating new solutions each time the subject data is encrypted by
assigning  past solutions to a predetermined solution generating algorithm
capable of generating a new 15 solution by assigning at least one of the
past solutions thereto; first key generating means for  sequentially
generating new keys each time the subject data is encrypted by using the
solutions generated by the first solution generating means; second
solution generating means  for sequentially generating the same new
solutions as those generated by the first solution  generating means each
time the encrypted data is decrypted by assigning past solutions to a 20
predetermined solution generating algorithm capable of generating a new
solution by  assigning at least one of the past solutions thereto; second
key generating means for  sequentially generating the same new keys as
those generated by the first key generating  means each time the
encrypted data is decrypted by using the solutions generated by the
second solution generating means, and wherein: the first solution
generating means and the 25 second solution generating means hold at
least one of the past solutions and also erases the  past solutions when it
is no longer necessary to assign them anew. The data processing
apparatus of the second invention may be the one wherein: it  



comprises cutting means capable of cutting the subject data by a
predetermined number of  bits into multiple pieces of plain text cut data
and also cutting the encrypted data into 11  multiple pieces of encrypted
cut data by the same number of bits by which the encrypted data  is cut
when encrypted; the encrypting means adapted to encrypt the processing
subject data  by encrypting each piece of the plain text cut data cut the
subject data by the cutting means to  render it as the encrypted cut data,
and the decrypting means adapted to decrypt by 5 decrypting each piece
of the encrypted cut data to render it as the plain text cut data; and it  also
comprises connecting means for connecting multiple pieces of the
encrypted cut data  encrypted by the encrypting means into a series of the
encrypted data and also connecting  multiple pieces of the plain text cut
data decrypted by the decrypting means into a series of  the subject data.
10 The second invention may also be implemented by the following
method. A first example of the second invention is a method performed in
a data processing  apparatus for performing steps of: encrypting subject
data in plain text by using a  predetermined algorithm and a
predetermined key to render it as encrypted data; recording  the encrypted
data in predetermined recording means; and decrypting the encrypted
data read 15 from the recording means by using the algorithm and key
used when encrypting the  encrypted data to render it as the subject data.
According to this method, the data  processing apparatus performs: a step
of sequentially generating new solutions each time the  subject data is
encrypted by assigning past solutions to a predetermined solution
generating  algorithm capable of generating a new solution by assigning at
least one of the past solutions 20 thereto; a first algorithm generating step
of sequentially generating new algorithms each time  the subject data is
encrypted by using the generated solutions; and a second algorithm
generating step of sequentially generating the same new algorithms as
those generated in the  first algorithm generating step each time the
encrypted data is decrypted by using the  generated solutions, and the
data processing apparatus holds at least one of the past solutions 25 and
also erases the past solutions when it is no longer necessary to assign
them anew,  encrypts multiple pieces of the subject data to render them
as the encrypted data and decrypts  multiple pieces of the encrypted data
in the same order as the order of encryption thereof. A second example is
a method performed in a data processing apparatus for  performing steps
of. encrypting subject data in plain text by using a predetermined
algorithm 12  and a predetermined key to render it as encrypted data;
recording the encrypted data in  predetermined recording means; and
decrypting the encrypted data read from the recording  means by using
the algorithm and key used when encrypting the encrypted data to render
it as  



the subject data. According to this method, he data processing apparatus
performs: a step of 5 sequentially generating new solutions each time the
subject data is encrypted by assigning  past solutions to a predetermined
solution generating algorithm capable of generating a new  solution by
assigning at least one of the past solutions thereto; a first key generating
step of  sequentially generating new keys each time the subject data is
encrypted by using the  generated solutions; and a second key generating
step of sequentially generating the same 10 new keys as those generated
in the first key generating step each time the encrypted data is  decrypted
by using the generated solutions, and the data processing apparatus
holds at least  one of the past solutions and also erases the past solutions
when it is no longer necessary to  assign them anew, encrypts multiple
pieces of the subject data to render them as the  encrypted data and
decrypts multiple pieces of the encrypted data in the same order as the
15 order of encryption thereof. A third example is a method performed in a
data processing apparatus for performing  steps of: encrypting subject
data in plain text by using a predetermined algorithm and a
predetermined key to render it as encrypted data; recording the encrypted
data in  predetermined recording means; and decrypting the encrypted
data read from the recording 20 means by using the algorithm and key
used when encrypting the encrypted data to render it as  the subject data.
According to this method, the data processing apparatus performs: a first
solution generating step of sequentially generating new solutions each
time the subject data is  encrypted by assigning past solutions to a
predetermined solution generating algorithm  capable of generating a new
solution by assigning at least one of the past solutions thereto; a 25 first
algorithm generating step of sequentially generating new algorithms each
time the  subject data is encrypted by using the solutions generated in the
first solution generating step;  and a second solution generating step of
sequentially generating the same new solutions as  those generated in the
first solution generating step each time the encrypted data is decrypted
by assigning past solutions to a predetermined solution generating
algorithm capable of 13  generating a new solution by assigning at least
one of the past solutions thereto; a second  algorithm generating step of
sequentially generating the same new algorithms as those  generated in
the first algorithm generating step each time the encrypted data is
decrypted by  using the solutions generated in the second solution
generating step, and the data processing 5 apparatus holds at least one of
the past solutions and also erases the past solutions when it is  no longer
necessary to assign them anew, encrypts multiple pieces of the subject
data to  render them as the encrypted data and decrypts multiple pieces of
the encrypted data in the  same order as the order of encryption thereof. A
fourth example is a method performed in a data processing apparatus for 



10 performing steps of: encrypting subject data in plain text by using a
predetermined algorithm  and a predetermined key to render it as
encrypted data; recording the encrypted data in  predetermined recording
means; and decrypting the encrypted data read from the recording  means
by using the algorithm and key used when encrypting the encrypted data
to render it as  the subject data, wherein: the data processing apparatus
performs: a first solution generating 15 step of sequentially generating
new solutions each time the subject data is encrypted by  assigning past
solutions to a predetermined solution generating algorithm capable of
generating a new solution by assigning at least one of the past solutions
thereto; a first key  generating step of sequentially generating new keys
each time the subject data is encrypted  by using the solutions generated
in the first solution generating step; and a second solution 20 generating
step of sequentially generating the same new solutions as those
generated in the  first solution generating step each time the encrypted
data is decrypted by assigning past  solutions to a predetermined solution
generating algorithm capable of generating a new  solution by assigning at
least one of the past solutions thereto; a second key generating step  of
sequentially generating the same new keys as those generated in the first
key generating 25 step each time the encrypted data is decrypted by
using the solutions generated in the second  solution generating step, and
the data processing apparatus holds at least one of the past  solutions
and also erases the past solutions when it is no longer necessary to
assign them  anew, encrypts multiple pieces of the subject data to render
them as the encrypted data and .................................. .  14 decrypts
multiple pieces of the encrypted data in the same order as the order of
encryption  thereof. The inventors hereof also propose the following third
invention. The third invention is a data processing system comprising:
multiple first data 5 processing apparatuses; and second data processing
apparatuses and third data processing  apparatuses of the same number
as the first data processing apparatuses, pairing up with the  multiple first
data processing apparatuses respectively, and communication between
the first  data processing apparatus is performed in encrypted data having
encrypted subject data in  plain text, and communication between the
second data processing apparatus and the third  10 data processing
apparatus is performed in the subject data. It is a data processing system
wherein both the first data processing apparatus and  second data
processing apparatus comprise: cutting means for cutting the subject data
by a  predetermined number of bits into multiple pieces of plain text cut
data and also cutting the  encrypted data into multiple pieces of encrypted
cut data by the same number of bits by 15 which the encrypted data is cut
when encrypted; solution generating means for sequentially  



generating solutions common between the first data processing
apparatuses and the second  data processing apparatuses as pairs and
different from the other first data processing  apparatuses and second
data processing apparatuses; encrypting and decrypting means for
encrypting the plain text cut data with the algorithm comm on between the
first data 20 processing apparatus and the second data processing
apparatus generated based on the  solution received from the solution
generating means to render it as the encrypted cut data  and decrypting
the encrypted cut data with the algorithm used when encrypting the
encrypted  out data to render it as the plain text cut data; connecting
means for connecting the decrypted  plain text cut data to render it as the
subject data; and transmitting and receiving means for 2 5 transmitting
and receiving the encrypted data, and the third data processing apparatus
is one  of the data processing apparatuses described in the first invention
and the second invention  for encrypting the subject data generated by the
second data processing apparatus by  decrypting the encrypted data
encrypted by the first data processing apparatus, recording the 15
encrypted data in the recording means, and decoding the encrypted data
read from the  recording means and transmitting it to the second data
processing apparatus. Brief Description of the Drawings 5 FIG. 1 is a
diagram showing an overall configuration of a data processing system
according to a first embodiment; FIG. 2 is a diagram showing a hardware
configuration of a first data processing  apparatus included in the data
processing system shown in FIG. 1; FIG. 3 is a block diagram showing a
configuration of a communication apparatus  10 included in the first data
processing apparatus shown in FIG. 2; FIG. 4 is a block diagram showing
the configuration of an encryption apparatus  included in the first data
processing apparatus shown in FIG. 2; FIG. 5 is a diagram showing the
hardware configuration of a second data processing  apparatus included
in the data processing system shown in FIG. 1; 15 FIG. 6 is a block
diagram showing the configuration of the encryption apparatus  included
in the second data processing apparatus shown in FIG. 5; FIG. 7 is a
block diagram showing the configuration of another encryption apparatus
included in the second data processing apparatus shown in FIG. 5; FIG. 8
is a block diagram showing the configuration of the communication
apparatus  20 included in the second data processing apparatus shown in
FIG. 5; FIG. 9 is a flowchart showing a flow of a process executed in the
data processing  system shown in FIG. 1; FIG. 10 is a flowchart showing
the flow of a process executed in 5110 shown in FIG.  



9; 25 FIG. 11 is a flowchart showing the flow of a process executed in
5130 shown in FIG.  9; FIG. 12 is a flowchart showing the flow of a
process executed in 5140 shown in FIG.  9; 16  FIG. 13 is a flowchart
showing the flow of a process executed in S150 shown in FIG.  9; FIG. 14
is a diagram showing the hardware configuration of the encryption
apparatus  included in the data processing apparatus of a second
embodiment; 5 FIG. 15 is a flowchart showing the flow of an encryption
process executed in the data  processing apparatus of the second
embodiment; FIG. 16 is a flowchart showing the flow of a decryption
process executed in the data  processing apparatus of the second
embodiment; and FIG. 17 is a diagram showing the hardware
configuration of the encryption apparatus  10 included in a deformed
example of the data processing apparatus of the second embodiment.
Detailed Description of the Preferred Embodiments Hereunder, a first
preferred embodiment and a second preferred embodiment of the  present
invention will be described in detail by referring to the drawings. The
descriptions  15 of the first embodiment and second embodiment will use
common symbols as to common  portions and omit overlapping
descriptions. <<First Embodiment>> A data processing system of this
embodiment will be configured in outline as shown  in FIG. 1. 20 The data
processing system includes multiple first data processing apparatuses 11
and  one second data processing apparatus 12 mutually connected via a
network 13. The  network 13 is an LAN (Local Area Network) according to
this embodiment. The multiple first data processing apparatuses 11 and
the second data processing  apparatus 12 mutually perform encrypted
communication. 25 The network 13 may have another configuration if
capable of data exchange between  the first data processing apparatuses
11 and the second data processing apparatus 12. The configurations of
the first data processing apparatus 11 and the second data  processing
apparatus 12 will be described. First, the configuration of the first data
processing apparatus 11 will be described. 17  FIG. 2 shows a hardware
configuration of the first data processing apparatus 11.  



The first data processing apparatus 1I has configurations including a CPU
(central processing unit) 21, an ROM (read only memory) 22, an HDD
(hard disk drive) 23, an RAM  (random access memory) 24, an input
apparatus 25, a display apparatus 26, an encryption 5 apparatus 27, a
communication apparatus 28 and a bus 29. The CPU 21, ROM 22, HDD
23,  RAM 24, input apparatus 25, display apparatus 26, encryption
apparatus 27 and  communication apparatus 28 can exchange data via
the bus 29. The ROM 22 or the HDD 23 has a predetermined program
and predetermined data  (the predetermined data may include subject
data as in the case of this embodiment, and 10 includes the data
necessary to execute the program) recorded therein. The CPU 21 controls
the entire first data processing apparatuses 11, and performs the process
described later based  on the program and data stored in the ROM 22 or
the HDD 23. The RAM 24 is used as a  storage area for work for
performing the process on the CPU 21. The input apparatus 25 is
configured by a keyboard, a mouse and so on, and is used to  15 input a
command and data. The display apparatus 26 is configured by an LCD
(liquid  crystal display), a CRT (cathode ray tube) and so on, and is used
to display the command,  inputted data, a processing status described
later and so on. The encryption apparatus 27 encrypts the subject data
and decrypts encrypted data as  will be described later. 20 The
communication apparatus 28 performs communication with the second
data  processing apparatuses 12 via the network 13. The communication
apparatus 28 of the  second data processing apparatuses 12 performs
communication with the first data processing  apparatuses 11 via the
network 13. Next, the configuration of the communication apparatus 28
will be described. FIG. 3  25 shows a block diagram of the communication
apparatus 28. The communication apparatus 28 is configured by an
interface portion 281, an  authentication data generating portion 282 and a
communication portion 283. The interface portion 281 exchanges the data
between the bus 29 and the  communication apparatus 28. The interface
portion 281 transmits the encrypted data 18  received from the bus 29 to
the authentication data generating portion 282, and also transmits  the
encrypted data received from the communication portion 283 to the bus
29. The authentication data generating portion 282 adds authentication
data to a header of  the transmitted encrypted data, for instance, in the
case the encrypted data is transmitted to 5 the second data processing
apparatuses 12 as will be described later. The authentication  data
identifies the first data processing apparatus 11 sending the encrypted
data. The  authentication data is assigned to each of the first data
processing apparatuses 11 by an  



administrator of the second data processing apparatus 12, and is
recorded on the ROM 22 or  the HDD 23 for instance. The authentication
data generating portion 282 adds the 10 authentication data read from the
ROM 22 or the HDD 23 to the encrypted data. The  second data
processing apparatus 12 can grasp which first data processing apparatus
11 the  received encrypted data is transmitted from by the authentication
data added to the encrypted  data as will be described later. The
authentication data generating portion 282 transmits the  encrypted data
having the authentication data added thereto to the communication portion
15 283. The communication portion 283 transmits the received encrypted
data to the second  data processing apparatus 12. Next, the configuration
of the encryption apparatus 27 will be described. FIG. 4  shows a block
diagram of the encryption apparatus 27. The encryption apparatus 27 is
configured by an. interface portion 271, a 20 preprocessing portion 272,
an encrypting and decrypting portion 273, a solution generating  portion
274, an algorithm generating portion 275, a key generating portion 276
and a  connecting portion 277. The interface portion 271 exchanges data
between the bus 29 and the communication  apparatus 28. 25 The
interface portion 271 receives the subject data from the HDD 23 via the
bus 29  and the encrypted data from the communication apparatus 28 via
the bus 29 so as to transmit  the received subject data or encrypted data
to the preprocessing portion 272. When the  interface portion 271 receives
the subject data or the encrypted data, it transmits the data  indicating
reception thereof to the solution generating portion 274. 19  The interface
portion 271 receives the subject data or the encrypted data from the
connecting portion 277, and transmits the received subject data or
encrypted data to the bus  29 as will be described later. The
preprocessing portion 272 has a function of cutting the subject data or
encrypted  5 data received from the bus 29 via the interface portion 271
by a predetermined number of bits  to generate plain text cut data or
encrypted cut data and transmitting it to the encrypting and  decrypting
portion 273. It will be described later as to how the subject data or the
encrypted  data is cut. According to this embodiment, the preprocessing
portion 272 has a function of  including dummy data irrelevant to the
subject data in the subject data by a method described  10 later. The
encrypting and decrypting portion 273 has a function of receiving the plain
text  cut data or encrypted cut data from the preprocessing portion 272,
encrypting the plain text  cut data if received and decrypting the encrypted
cut data if received. The encrypting and  



decrypting portion 273 of this embodiment has a fixed standard number of
bits as a 15 processing unit for performing the processing of the
encryption and decryption. The  standard number of bits of this
embodiment is 8 bits although it is not limited thereto.  Details of the
encryption and decryption processing will be described later. The solution
generating portion 274 sequentially generates solutions. The solution
generating portion 274 of the first data processing apparatus 11 and the
solution generating  20 portion 274A of the second data processing
apparatuses 12 described later generate the solutions so that the
solutions generated in the same order become the same. The solutions  of
this embodiment are pseudo-random numbers. The generated solutions
are transmitted to  the preprocessing portion 272, algorithm generating
portion 275 and key generating portion  276. 25 The algorithm generating
portion 275 generates the algorithms based on the solutions  received
from the solution generating portion 274. The algorithms are used when
performing the encryption process and decryption process in the
encrypting and decrypting  portion 273. 20  The key generating portion
276 generates the keys based on the solutions received from the solution
generating portion 274. The keys are used when performing the
encryption process and decryption process in the encrypting and
decrypting portion 273.  The connecting portion 277 has a function of
connecting the plain text cut data 5 generated by decrypting the encrypted
cut data in the encrypting and decrypting portion 273  in original order to
render it as a set of the subject data. The subject data is transmitted to
the interface portion 271, and is transmitted as necessary to the IIDD 23
or the CPU 21 via  the bus 29. The connecting portion 277 also has a
function of connecting the encrypted cut  data generated by encrypting the
plain text cut data in the encrypting and decrypting portion 10 273 to
render it as a set of the encrypted data. The encrypted data is transmitted
to the  interface portion 271, and is transmitted from there to the
communication portion 283 of the  communication apparatus 28 via the
bus 29, and is further transmitted from the  communication portion 283 to
the second data processing apparatuses 12. The connecting  portion 277
does not need to have a function of connecting the encrypted cut data
generated 15 by encrypting the plain text cut data in the encrypting and
decrypting portion 273. In this  case, the encrypted cut data is sequentially
transmitted to the communication apparatus at the  other end in order in
which it is encrypted. In the case where the connecting portion 277 is  as
described above, the encrypted cut data can be directly transmitted to the
communication  portion 283 without going through the connecting portion
277. 20 Next, the configuration of the second data processing apparatus
12 will be described.  



FIG. 5 shows the hardware configuration of the second data processing
apparatus 12.  The hardware configuration of the second data processing
apparatus 12 is basically the same as that of the first data processing
apparatus 11. It is different from the first data  processing apparatuses 11,
however, in that it has two kinds of the encryption apparatus 27  25 while
the first data processing apparatus 11 has only one and there are an
encryption apparatus 27A and an encryption apparatus 27B provided
instead of the encryption apparatus  27. ..................................  21 The
CPU 21, ROM 22, HDD 23, RAM 24, input apparatus 25, display
apparatus 26,  and bus 29 of the second data processing apparatus 12
are the same as those of the first data  processing apparatus 11. The
encryption apparatus 27A and encryption apparatus 27B have the
functions of  5 encrypting the subject data and decrypting the encrypted
data as with the encryption  apparatus 27 of the first data processing
apparatus 11. Hereunder, the configurations of  both of them will be
described. There are multiple encryption apparatuses 27A, that is, as
many as the first data  processing apparatuses 11. Each of the encryption
apparatuses 27A is associated with one  1 G of the first data processing
apparatuses 11. To be more specific, each of the encryption apparatus
27A and the first data processing apparatus 11 mutually associated can
decrypt the  encrypted data generated by the other by encrypting the
subject data. Inversely, each of the  encryption apparatus 27A and the first
data processing apparatus 11 not mutually associated  cannot decrypt the
encrypted data generated by the other by encrypting the subject data. 15
The encryption apparatus 27A is configured as shown in FIG. 6. The
encryption apparatus 27A is configured by an interface portion 271A, a
preprocessing portion 272A, an encrypting and decrypting portion 273A, a
solution  generating portion 274A, an algorithm generatng portion 275A, a
key generating portion  276A and a connecting portion 277A. 20 The
interface portion 27IA receives the subject data from the encryption
apparatus  27B via the bus 29 and the encrypted data from the
communication apparatus 28 via the bus  29 so as to transmit the
received subject data or encrypted data to the preprocessing portion
272A. When the interface portion 271A receives the subject data or the
encrypted data, it  transmits the data indicating reception thereof to the
solution generating portion 274A. 25 The interface portion 27 1A receives
the subject data or the encrypted data from the  connecting portion 277A,
and transmits the received subject data or encrypted data to the bus  29
as will be described later. 



The preprocessing portion 272A has a function of cutting the subject data
or encrypted  data received from the bus 29 via the interface portion 271A
by a predetermined number of 22  bits to generate the plain text cut data
or the encrypted cut data and transmitting it to the  encrypting and
decrypting portion 273A. According to this embodiment, the preprocessing
portion 272A has a function of including the dummy data irrelevant to the
subject data in the  subject data by a method described later. 5 The
encrypting and decrypting portion 273A has a function of receiving the
plain text  cut data or encrypted cut data from the preprocessing portion
272A, encrypting the plain text  cut data if received and decrypting the
encrypted cut data if received. The encrypting and  decrypting portion
273A of this embodiment has a fixed standard number of bits as the
processing unit for performing the processing of the encryption and
decryption. The 1 G standard number of bits of this embodiment is 8 bits
although it is not limited thereto.  Details of the encryption and decryption
processing will be described later. The solution generating portion 274A
sequentially generates the solutions. The  solutions generated by the
solution generating portion 274A become the same as the  solutions
generated by the solution generating portion 274 of the first data
processing 15 apparatus i l in the same order. The generated solutions
are transmitted to the  preprocessing portion 272A, algorithm generating
portion 275A and key generating portion  276A. The algorithm generating
portion 275A generates the algorithms based on the  solutions received
from the solution generating portion 274A. The algorithms are used  20
when performing the encryption process and decryption process in the
encrypting and decrypting portion 273A. The algorithms generated by the
algorithm generating portion  275A of the second data processing
apparatus 12 become the same as the algorithms  generated by the
algorithm generating portion 275 of the first data processing apparatus 11
in  the same order. 25 The key generating portion 276A generates the
keys based on the solutions received  from the solution generating portion
274A. The keys are used when performing the  encryption process and
decryption process in the encrypting and decrypting portion 273A.  The
keys generated by the key generating portion 276A of the second data
processing 23  apparatus 12 become the same as the keys generated by
the key generating portion 276 of the  first data processing apparatus 11
in the same order. The connecting portion 277A of the second data
processing apparatus 12 has the same  function as that of the first data
processing apparatus 11. The connecting portion 277A 



5 connects the plain text out data generated in the encrypting and
decrypting portion 273A by  decrypting the encrypted cut data as a set so
as to generate the subject data. The subject  data is transmitted to the
encryption apparatus 27B via the bus 29. The connecting portion  277A
connects the encrypted cut data generated in the encrypting and
decrypting portion  273A by encrypting the plain text cut data as a set so
as to generate the encrypted data. The 10 encrypted data is transmitted to
the first data processing apparatus 11 via the communication  apparatus
28. There is only one encryption apparatus 27B. The encryption apparatus
27B has a function of re-encrypting the subject data which  the encryption
apparatus 27A generated by decrypting encrypted data which is
generated by  15 encrypting- U first data processing apparatus) l the
subject data. The encryption apparatus 27B records the generated
encrypted data on the HDD 23 in the second data processing  apparatus
12. The encryption apparatus 27B also has a function of decrypting the
encrypted  data read from the HDD 23. The encryption apparatus 27B is
configured as shown in FIG. 7. 2 0 The encryption apparatus 27B is
configured by an interface portion 271B, a  preprocessing portion 272B,
an encrypting and decrypting portion 273B, a solution  generating portion
274B, an algorithm generating portion 275B, a key generating portion
276B, a connecting portion 277B and a specific information generating
portion 278B. The interface portion 271B of the encryption apparatus 27B
receives the subject data  25 from the encryption apparatus 27A via the
bus 29 and the encrypted data from the HDD 23 in  the second data
processing apparatus 12 via the bus 29 so as to transmit the received
subject  data or encrypted data to the preprocessing portion 272B. When
the interface portion 271B  receives the subject data or the encrypted
data, it transmits the data indicating reception  thereof to the solution
generating portion 274B. 24  The interface portion 271B receives the
subject data from the connecting portion 277B in the encryption apparatus
27B and the encrypted data from the specific information  generating
portion 278B, and transmits the received subject data or encrypted data to
the bus  29 as will be described later. 5 The preprocessing portion 272B
has a function of cutting the subject data or encrypted  data received from
the bus 29 via the interface portion 271 B by a predetermined number of
bits to generate the plain text cut data or the encrypted cut data and
transmitting it to the  encrypting and decrypting portion 273B. According to
this embodiment, the preprocessing  portion 272B has a function of
including the dummy data irrelevant to the subject data in the  10 subject
data by a method described later. 



The encrypting and decrypting portion 273B has a function of receiving
the plain text  cut data or encrypted cut data from the preprocessing
portion 272B, encrypting the plain text  cut data if received and decrypting
the encrypted cut data if received. The encrypting and  decrypting portion
273B of this embodiment has a fixed standard number of bits as a 15
processing unit for performing the encryption and decryption processing.
The standard  number of bits of this embodiment is 8 bits although it is not
limited thereto. Details of the  encryption and decryption processing will be
described later. When performing the  decryption, the encrypting and
decrypting portion 273B performs the decryption by using the  algorithms
and keys identified based on the specific information described later. 20
The solution generating portion 274B sequentially generates solutions.
The solutions  generated by the solution generating portion 274B are the
pseudo-random numbers. The  generated solutions are transmitted to the
algorithm generating portion 275B and key  generating portion 276B and
to the preprocessing portion 272B in addition according to this
embodiment. 25 The algorithm generating portion 275B generates the
algorithms based on the  solutions received from the solution generating
portion 274B. The algorithms are used  when performing the encryption
process and decryption process in the encrypting and  decrypting portion
273B. 25  The key generating portion 276B generates the keys based on
the solutions received from the solution generating portion 274B. The keys
are used when performing the  encryption process and decryption process
in the encrypting and decrypting portion 273B.  The keys generated by the
key generating portion 276B of the second data processing 5 apparatus
12 become the same as the keys generated by the key generating portion
276 of the  first data processing apparatus 11 in the same order. The
connecting portion 277B of the second data processing apparatus 12 has
the  function of connecting the plain text cut data generated in the
encrypting and decrypting  portion 273B by decrypting the encrypted cut
data so as to generate the subject data. The 10 subject data is transmitted
to the encryption apparatus 27A. The connecting portion 277B  connects
the encrypted cut data generated in the encrypting and decrypting portion
273B by  encrypting the plain text cut data as a set so as to generate the
encrypted data. The  encrypted data is recorded on the HDD 23 in the
second data processing apparatus 12. The encryption apparatus 27B
includes the specific information generating portion  15 278B. The specific
information generating portion 278B adds the specific information to the
encrypted data generated by the connecting portion 277B. The specific
information is the  



information for identifying the algorithm and key used when encrypting the
encrypted data to  which the specific information is added. To be more
precise, it is the information indicating 2 0 the algorithm itself used when
encrypting the encrypted data, the key itself used when  encrypting the
encrypted data, the solution itself used on generating the algorithm or the
key  used when encrypting the encrypted data or the information
indicating what number  generated solution is the solution. According to
this embodiment, both the algorithm and  the key change, and so the
specific information must specify both the algorithm and key or 25 the
solution used to generate the algorithm and the key or the order in which
the solution was  generated. When only one of the algorithm and the key
changes, however, the specific  information needs to specify only the
algorithm or the key that changes. According to this embodiment, the
specific information generating portion 278B adds  the specific information
to the encrypted data. However, the specific information may also 20'  be
stored at a different location from the encrypted data while being
associated with the  encrypted data. The configuration of the
communication apparatus 28 of the second data processing  apparatus 12
is approximately the same as the configuration of the communication
apparatus  5 28 of the first data processing apparatus 11. The functions of
the interface portion 281 and the communication portion 283 are not
different from those of the communication apparatus  28 of the first data
processing apparatus 11. The communication apparatus 28 of the second
data processing apparatus 12 is different from the communication
apparatus 28 of the first  data processing apparatus 11 in that it has an
authentication portion 284 instead of the 10 authentication data generating
portion 282 of the first data processing apparatus 11.  The authentication
portion 284 reads authentication data of the encrypted data  received from
the first data processing apparatus 11 included in the header according to
this  embodiment, and determines which first data processing apparatus
11 the encrypted data  comes from. The encrypted data is transmitted to
the encryption apparatus 27A associated 15 with the first data processing
apparatus 11 as its transmission source via the interface portion  281.
Next, a description will be given as to a flow of the processing performed
in this data  processing system. The flow of the processing performed in
this data processing system is as follows if  20 described roughly by using
FIG. 9. First, the encryption apparatus 27 of one first data processing
apparatus 11 out of the  multiple first data processing apparatuses I i
encrypts the subject data so as to generate the  encrypted data (5110). 



Next, the first data processing apparatus I1 transmits the encrypted data
to the second  25 data processing apparatus 12 (5120). Next, of the
multiple encryption apparatuses 27A in the second data processing
apparatus 12 having received the encrypted data, the one associated with
the first data  processing apparatus 11 having transmitted the encrypted
data decrypts the encrypted data  and changes it back to the subject data
(5130). 27  Next, the encryption apparatus 27B encrypts the decrypted
subject data and records it on the HDD 23 in the second data processing
apparatus 12 (S140). Next, the encryption apparatus 27B decrypts the
encrypted data in the HDD 23 and  changes it back to the subject data
according to a request from the first data processing 5 apparatus 11 for
instance (S150). Next, the encryption apparatus 27A encrypts the subject
data and renders it as the  encrypted data (S 160). Next, the second data
processing apparatus 1.2 transmits the encrypted data to the first  data
processing apparatus 11 (S170). 10 Next, the encryption apparatus 27 in
the first data processing apparatus 11 decrypts  the encrypted data and
changes it back to the original subject data (S180). First, a detailed
description will be given by referring to FIG. 10 as to the above-
mentioned step S110 in which the encryption apparatus 27 of one first
data processing  apparatus i 1 out of the multiple first data processing
apparatuses 11 encrypts the subject data  15 so as to generate the
encrypted data. First, the subject data is read (S1101). The subject data
maybe any data whatsoever  as long as it is the data necessary to be
transmitted from the first data processing apparatus 1I  to the second data
processing apparatus 12. According to this embodiment, the subject data
is stored on the HDD 23. The subject data may also be the data read from
another recording 20 medium such as an external recording medium to
the first data processing apparatus 11.  For instance, if a command
ordering to transmit the subject data from the input  apparatus 25 to the
second data processing apparatus 12 is input, the CPU 21 reads the
subject data from the HDD 23 and stores it temporarily in the RAM 24.
The subject data is  transmitted from the HDD 23 to the encryption
apparatus 27 via the bus 29. To be more 25 precise, the subject data is
transmitted to the preprocessing portion 272 via the interface  portion 271.
The subject data is cut by a predetermined number of bits into the plain
text cut data in  the preprocessing portion 272 (S1102). The
preprocessing portion 272 includes the dummy  data in the plain text cut
data as required. 



28  There may be just one method of generating the plain text cut data
from the subject data. According to this embodiment, however, the plain
text cut data is generated from the  subject data by one of the following
three methods. A) The case of cutting the subject data into the plain text
cut data by a predetermined  5 number of bits shorter than the standard
number of bits, and including the dummy data at  respective fixed
positions of pieces of the plain text cut data all of which have the number
of  bits shorter than the standard number of bits. B) The case of cutting
the subject data into the plain text cut data by a predetermined  number of
bits shorter than the standard number of bits, and including the dummy
data at  10 different positions of pieces of the plain text cut data all of
which have the number of bits  shorter than the standard number of bits.
C) The case of cutting the subject data into the plain text cut data by the
number of  bits the same as or shorter than the standard number of bits,
and including the dummy data in  respective pieces of the plain text cut
data having the number of bits shorter than the standard  15 number of
bits. It is decided by the solutions generated by the solution generating
portion 274 as to  which of the above-mentioned three methods should be
used to generate the plain text cut  data from the subject data. A
description will be given first as to how the solution generating portion 274
20 generates the solutions. When the interface portion 271 receives the
subject data from the bus 29, the solution  generating portion 274 receives
that information from the interface portion 271. The solution generating
portion 274 takes this opportunity to start generating the  solutions.
According to this embodiment, the solution generating portion 274
generates the  25 solutions each time the subject data is received by the
interface portion 271. The solution of this embodiment is a matrix (X) with
8 rows and 8 columns although it is not limited thereto.  According to this
embodiment, the solution generating portion 274 generates the  solutions
successively as if in nonlinear transition though it does not always have to
be the  case. The solutions consequently become the pseudo-random
numbers. 29  To generate the solutions successively as if in nonlinear
transition, there are thinkable techniques, such as (1) including
exponential calculation of the past solutions in the process  of generating
the solutions, (2) including multiplication of two or more past solutions in
the  process of generating the solutions, or a combination of (1) and (2). 5
According to this embodiment, the solution generating portion 274 has a
01St solution  



(X61) and a 02d solution (X92) predetermined as initial matrixes (for
instance, the 01" solution  and 02"d solution are recorded in a
predetermined memory such as the HDD 23 or the ROM  22). The initial
matrixes each first data processing apparatuses 11 has are different from
one another, and so the solutions generated by the first data processing
apparatuses 11 are 10 different from one another. Each of the multiple
encryption apparatuses 27A of the second data processing  apparatus 12
has the same initial matrix as that of the first data processing apparatus
11  associated with each of the multiple encryption apparatuses 27A. The
solution generating portion 274 assigns the initial matrixes to the solution
15 generating algorithm and generates a l' solution (X) as follows. Isr
solution (X,) = X02X01 + a (a = matrix with 8 rows and 8 columns)  This is
the solution generated first. Next, when the interface portion 271 receives
the subject data from the bus 29, the  solution generating portion 274
generates a 2"d solution (X,) as follows. 20 2"d solution (X2) = XIXO2 + a
Similarly, each time the interface portion 271 receives the subject data
from the bus  29, the solution generating portion 274 generates 3rd, 4d', ...
N" solutions as follows. 3rd solution (X3) = X2X1 + a  40' solution (X4) =
X3X2 + a  25 N' solution (XN) = Xn -1XN-2 + a The solutions thus
generated are transmitted to the preprocessing portion 272, the  algorithm
generating portion 275, the key generating portion 276 and are also held
in the  solution generating portion 274. To. generate the N' solution (XN),
this embodiment uses an 30  (N -1)' solution (XN and an (N - 2)`h solution
(XN -2), that is, the two solutions generated  immediately before then.
Therefore, to generate the new solution, the solution generating  portion
274 must hold the two nearest preceding solutions generated in the past
(or else, the  two solutions must be held by some other portion than the
solution generating portion 274). 5 Inversely, the solutions older than the
two nearest preceding solutions generated in the past  are not to be used
to generate the new solution from now on. Thus, this embodiment always
holds the two past solutions in the solution generating portion 274.
However, this  embodiment erases the solution which is now the third
nearest preceding solution due to the  generation of the new solution but
was the second nearest preceding solution till then from 10 the
predetermined memory or the like in which it was recorded. The solutions
thus generated are chaotic in nonlinear transition, and are also the  



pseudo-random numbers. To cause the nonlinear transition, it is thinkable,
when acquiring the N`h solution, to  use the following formulas other than
the above-mentioned formula: Nth solution (XN) = XN  15 ,XN_2+a. For
instance: (a) Nth solution (XN) = ((XN_,)P (/y{ e  (b) 11th solution (XN) =
(XN-1)P (XN-2) (XN-3)R (XN-p!S  (C) Nt1i Solution (XN) = (XN-)P +
(XN_2)4 20 P, Q, R and S are predetermined constants respectively. The
solution generating  portion 274 has two initial matrixes in the case of
using the formula (a) or (c), and has four  initial matrixes in the case of
using the formula (b). The above-mentioned a is a constant. However, it
may also be specific changing  environmental information. The
environmental information is the information naturally 25 generated in
sequence as time elapses and commonly obtainable at distant places,
such as the  information determined based on weather of a specific
region, information determined based  on the contents of a TV broadcast
of a TV station broadcasted at a specific time and  information determined
based on a result of a specific sport. 31  It is possible to further improve
confidentiality of the communication by creating the above-mentioned a in
series and generating common information. It is also possible, as a matter
of course, to add a (may be generated from the  environmental
information) to right sides of the formulas (a) to (c). 5 As described above,
the preprocessing portion 272 having received the solutions (that  is, the
above-mentioned solutions) decides which of the above-mentioned
methods of A), B)  and C) should be used to generate the plain text cut
data. According to this embodiment,  the plain text cut data is generated
by the method A) in the case where, in dividing the sum of  adding up the
numbers configuring the matrix with 8 rows and 8 columns as the
solutions by 10 3, a remainder thereof is 0, by the method B) in the case
where the remainder is 1, and by the  method C) in the case where the
remainder is 2, though it does not always have to be the  case. In the case
of generating the plain text cut data by the method A), the preprocessing
portion 272 cuts the subject data received from the interface portion 271
by the 15 predetermined number of bits (7 bits in this embodiment) shorter
than the standard number of  bits in order from the head to generate the
plain text cut data The preprocessing portion  272 embeds the dummy
data at a fixed position of the plain text cut data. The positions of  the plain
text cut data for embedding the dummy data may be either variable or
fixed. In the  



latter case, the position at which the dummy data is embedded may be the
head or the end of 20 the plain text cut data or a predetermined
intermediate position such as a second bit or a third  bit. The dummy data
may be any data as long as it is irrelevant data to the subject data. For
instance, there are thinkable processes, such as constantly embedding
the data of 0 or the  data of 1, or alternately embedding the data of 1 and
0. As a further example, it is possible  to decide what dummy data is to be
embedded based on the above-mentioned solutions. For 25 instance, if
the sum of the numbers configuring the matrix with 8 rows and 8 columns
as the  solutions added up is divided by 9 and the remainder thereof is 0,
it is possible to continue 0,  such as 0, 0, 0, 0 ... If the remainder is 1, it is
possible to put in 1 alternately, such as 0, 1, 0,  1 ... If the remainder is 2,
it is possible to put in 1 at every third place, such as 0, 0, 1, 0, 0,
..................................  32 1 ... Likewise, it is possible to put in 1 at every
fourth place if the remainder is 3, put in 1 at  every fifth place if the
remainder is 4, and put in 1 at every tenth place if the remainder is 9.  In
the case of generating the plain text cut data by the method B), the
preprocessing portion 272 cuts the subject data by the predetermined
number of bits (7 bits for instance) 5 shorter than the standard number of
bits to render it as the plain text cut data, and includes the  dummy data at
different positions of respective pieces of the plain text cut data all of
which  have the number of bits shorter than the standard number of bits.
In this case, the positions  at which the dummy data is embedded may be
fixed or regularly changing, such as moving in  order of the first bit,
second bit, third bit... eighth bit, first bit, second bit, ... eighth bit, or 10
randomly changing as to each piece of the plain text cut data. If the
positions at which the  dummy data is embedded randomly change, the
positions may be decided based on the  solutions for instance. As for the
method of deciding the positions at which the dummy data is embedded
by  means of the solutions, it is possible to perform the following process
for instance. If the  15 sum of the numbers configuring the matrix with 8
rows and 8 columns as the solutions added up is divided by 8 and the
remainder thereof is 0, the dummy data is embedded alternately at  the
head and the end of the pieces of the plain text cut data. If the remainder
is 1, the plain  text cut data having the dummy data embedded at the head
and the plain text cut data having  the dummy data embedded at the end
are arranged to be at every third place. If the 20 remainder is 2, the plain
text cut data having the dummy data embedded at the head and the  plain
text cut data having the dummy data embedded at the end are arranged
to be at every  fourth place. If the remainder is 7, the plain text cut data
having the dummy data embedded  at the head and the plain text cut data
having the dummy data embedded at the end are  arranged to beat every
ninth place. It is also possible to further move the positions at which 



25 the dummy data is embedded rather than fixing the positions such as
the head and end. In the case of generating the plain text cut data by the
method C), the subject data is  cut to be the standard number of bits or
the number of bits shorter than the standard number  of bits. This cutting
can be performed by cutting the subject data to a random length shorter
than 8 bits. For instance, if the sum of the numbers configuring the matrix
with 8 rows and 33  8 columns as the solutions added up is divided by 8
and the remainder thereof is 0, the head  of the subject data at that point
in time can be cut by 8 bits. If the remainder is 1, the head  of the subject
data at that point in time can be cut by 1 bit. If the remainder is 2, the head
of  the subject data at that point in time can be cut by 2 bits. If the
remainder is 7, the head of 5 the subject data at that point in time can be
cut by 7 bits. Of the plain text cut data thus  generated, the preprocessing
portion 272 embeds the dummy data in each piece of the plain  text cut
data of which number of bits is shorter than the standard number of bits.
In this  case, an embedding position of the dummy data may be a same
position such as the head or  the end or a predetermined changing
position specified by the solutions for instance. 10 In any case, the plain
text cut data thus generated is transmitted to the encrypting and
decrypting portion 273 as a stream in order of generation. In parallel with
the generation of the plain text cut data, the algorithm generating  portion
275 generates the algorithm used on encrypting the plain text cut data.
According to this embodiment, the algorithm generating portion 275
generates the  15 algorithm based on the solutions. According to this
embodiment, the algorithm generating portion 275 generates the
algorithm as follows. The algorithm of this embodiment is defined as "in
the case where the plain text cut  data as 8-bit data is considered as a
matrix Y with 1 row and 8 columns, it is acquired by  20 multiplying by Y
the matrix X with 8 rows and 8 columns as the solutions raised to the a-th
power and turned clockwise by n x 90." Here, there are the cases where a
is a predetermined constant. According to this  embodiment, however, a is
a number changing based on the solutions. To be more specific,  the
algorithm of this embodiment changes based on the solutions. For
instance, a can be 25 defined as the remainder in the case of dividing by 5
the number acquired by adding up all  the numbers as elements of the
matrix included in the solutions which are the matrix with 8  rows and 8
columns (provided that it is a = 1 in the case where the remainder is 0).
The above-mentioned n is a predetermined number defined by the key. If
the key is  a constant number, n is fixed. As described below, however,
the key changes based on the 34  



solutions. To be more specific, this n also changes based on the solutions
according to this  embodiment. It is also possible to decide on another
algorithm. According to this embodiment, the algorithm generating portion
275 generates the  5 algorithm each time it receives the solutions from the
solution generating portion 274, and  transmits it to the encrypting and
decrypting portion 273. In parallel with the generation of the plain text cut
data, the key generating portion  276 generates the key used on
encrypting the plain text cut data. The key generating portion 276
generates the key based on the solutions. 10 According to this
embodiment, the key generating portion 276 generates the key as the
following. The key of this embodiment is the number acquired by adding
up all the numbers as  the elements of the matrix included in the solutions
which are the matrix with 8 rows and 8  columns. Therefore, the key
changes based on the solutions according to this embodiment.  15 It is
also possible to decide on another key. According to this embodiment, the
key generating portion 276 generates the key each  time it receives the
solutions from the solution generating portion 274, and transmits it to the
encrypting and decrypting portion 273. The encrypting and decrypting
portion 273 encrypts the plain text cut data received  20 from the
preprocessing portion 272 based on the algorithm received from the
algorithm  generating portion 275 and the key received from the key
generating portion 276 (51103). As described above, the algorithm is
defined as "in the case where the plain text cut  data as 8-bit data is
considered as a matrix Y with 1 row and 8 columns, it is acquired by
multiplying by Y the matrix X with 8 rows and 8 columns as the solutions
raised to the a-th 25 power and turned clockwise by n x 90," and n as the
key is the above-mentioned number.  If a is 3 and n is 6 for instance, the
encryption is performed by multiplying by the  plain text cut data the matrix
with 8 rows ands columns acquired by turning the matrix with  8 rows and
8 columns acquired by cubing X clockwise by 6 x 901 = 5401. The data
thus generated is the encrypted cut data. 35  The encrypted cut data is
transmitted to the connecting portion 277. The connecting portion 277
connects the encrypted cut data as one, and generates the encrypted
data (SI 104).  Sorting order of the encrypted cut data in this case is
corresponding to the sorting order of the  original plain text cut data. 5
Thus, the step S 110 in which the first data processing apparatus 11
encrypts the  subject data to generate the encrypted data is finished first. 



The encrypted data thus generated is transmitted to the communication
apparatus 28 in  the first data processing apparatus 11 via the bus 29.
The encrypted data is received by the  interface portion 281 in the
communication apparatus 28 to be transmitted to the 10 authentication
data generating portion 282. The authentication data generating portion
282  adds the authentication data to the header of the encrypted data, and
transmits the encrypted  data to the communication portion 283. The
communication portion 283 transmits the encrypted data to the second
data  processing apparatus 12 via the network 13. The above-mentioned
step SI20 is thereby  15 performed. In the second data processing
apparatus 12 having received the encrypted data, the  step S130 of
decrypting the encrypted data and changing it back to the subject data is
performed. Hereunder, this decryption step will be described in detail by
referring to FIG. 11. 20 The encrypted data transmitted to the second data
processing apparatus 12 is received  by the communication portion 283 of
the communication apparatus 28 of the second data  processing
apparatus 12 (S1201). The communication portion 283 transmits the
encrypted data to the authentication  portion 284. The authentication
portion 284 determines which first data processing 25 apparatus 11 the
encrypted data comes from based on the authentication data added to the
encrypted data (S1202). After such a determination is made by the
authentication portion 284, the encrypted  data is transmitted to the
interface portion 281.. The interface portion 281 transmits the  encrypted
data to the encryption apparatuses 27A associated with the first data
processing 36  apparatus 11 determined to be the transmission source of
the encrypted data by the  authentication portion 284. The preprocessing
portion 272A in the encryption apparatus 27A receives the  encrypted data
via the interface portion 271A. 5 The preprocessing portion 272A cuts the
received encrypted data by a predetermined  number of bits, and
generates the encrypted cut data (S1203). In the case of cutting the
encrypted data and generating the encrypted cut data, the  preprocessing
portion 272A performs a process reverse to the process performed by the
connecting portion 277 of the first data processing apparatus 11. To be
more specific, the 10 encrypted data is cut by 8 bits from the head to be
divided into multiple pieces of the  encrypted cut data. Next, the encrypted
cut data is transmitted to the encrypting and decrypting portion  



273A, where it is decrypted and rendered as the plain text cut data
(S1204). The decryption is performed as a process reverse to the process
performed by the  15 encrypting and decrypting portion 273 of the first
data processing apparatus 11. For that  reason, the second data
processing apparatus 12 requires the algorithm and key required on
performing the encryption on the first data processing apparatus 11. The
algorithm and key used for the decryption are generated inside the
encryption  apparatus 27A. Working thereof will be described. 20 The
information that the interface portion 271A of the encryption apparatus
27A  received the encrypted data is transmitted to the solution generating
portion 274A. The  solution generating portion 274A having received this
information takes this opportunity to  generate the solutions each time it
receives this information. The generation of the solutions performed by the
solution generating portion 274A in  25 the encryption apparatus 27A of
the second data processing apparatus 12 is performed  through the same
step as the step performed by the solution generating portion 274 of the
first  data processing apparatus 11. As described above, the solution
generating portion 274A has  the same initial matrix and solution
generating algorithm as those of the solution generating  portion 274 of
the first data processing apparatus 11 associated with the encryption
apparatus 37  27A including the solution generating portion 274A.
Therefore, the solutions generated in  the encryption apparatus 27A of the
second data processing apparatus 12 are the same as the  solutions
generated in the corresponding encryption apparatus 27A of the first data
processing apparatus 1I if the data in the same order of generation is
compared. 5 The generated solutions are transmitted from the solution
generating portion 274A to  the preprocessing portion 272A, algorithm
generating portion 275A and key generating  portion 276A. The algorithm
generating portion 275A generates the algorithm based on the received
solution each time it receives the solutions. The step in which the
algorithm generating 10 portion 275A of the second data processing
apparatus 12 generates the algorithm is the same  as the step in which
the algorithm generating portion 275 of the first data processing
apparatus 11 generates the algorithm. The generated algorithm is
transmitted from the  algorithm generating portion 275A to the encrypting
and decrypting portion 273A. The key generating portion 276A generates
the key based on the received solutions  15 each time it receives the
solutions. The step in which the key generating portion 276A of  the
second data processing apparatus 12 generates the key is the same as
the step in which the  key generating portion 276 of the first data
processing apparatus 11 generates the key. The  generated key is
transmitted from the key generating portion 276A to the encrypting and  



decrypting portion 273A. 20 As for this data processing system, new
solutions are generated on the first data  processing apparatus i 1 each
time the encryption is performed on the first data processing  apparatus
11, and new solutions are also generated on the second data processing
apparatus  12 each time the solutions generated on the first data
processing apparatus I 1 are decrypted  on the second data processing
apparatus 12. As described above, the solutions generated by 25 the
encryption apparatus 27A of the second data processing apparatus 12 are
the same as the  solutions generated by the corresponding encryption
apparatus 27 in the first data processing  apparatus 11 if the data in the
same order of generation is compared. Therefore, all the  solutions
generated when encrypting certain subject data on the first data
processing  apparatus 11 and the algorithms and keys generated based
on those solutions constantly 38  match with the solutions generated by
the encryption apparatus 27A of the second data  processing apparatus
12 and the algorithms and keys generated based on those solutions
when decrypting the encrypted data generated on the first data processing
apparatus 11 by  using the algorithms and keys generated based on the
solutions. These circumstances are 5 the same even when the encryption
is performed on the second data processing apparatus 12  and the
decryption is performed on the first data processing apparatus 11. As
described above, the encrypting and decrypting portion 273A performs the
decryption process by using the algorithm received from the algorithm
generating portion  275A. To be more precise, the encrypting and
decrypting portion 273A performs the 10 decryption process by generating
the algorithm for performing the decryption process  (defined as "in the
case where the encrypted cut data is considered as a matrix Z with 1 row
and 8 columns, the plain text cut data is acquired by multiplying by Y an
inverse matrix of  the matrix X with 8 rows and 8 columns as the solution
raised to the a-th power and tamed  clockwise by n x 90") based on the
algorithm received from the algorithm generating 15 portion 275A (defined
as "in the case where the plain text cut data as 8-bit data is considered  as
a matrix Y with 1 row and 8 columns, the encrypted cut data is acquired
by multiplying by  Y the matrix X with 8 rows and 8 columns as the
solution raised to the a-th power and tamed  clockwise by n x 90") and
performing calculation according to the above-mentioned  definition by
using the key. Thus, the encrypting and decrypting portion 273A decrypts
the 20 encrypted cut data provided as a stream from the preprocessing
portion 272A one after  another so as to generate the plain text cut data.
Next, the encrypting and decrypting portion 273A removes the dummy
data from the  plain text cut data as required (S 1205). As described
above, the solutions generated by the  solution generating portion 274A
are transmitted to the preprocessing portion 272A. These 



25 solutions were used when determining how the dummy data was
embedded in the plain text  cut data in the preprocessing portion 272 of
the first data processing apparatus 11. To be  more specific, the solutions
held by the preprocessing portion 272A of the encryption  apparatus 27A
at that point in time indicate how the dummy data was embedded in the
encrypted cut data (to be more precise, the plain text cut data before the
encrypted cut data 39  was encrypted) of which decryption is finished (or
being performed or just to be performed)  by the encrypting and
decrypting portion 273A of the second data processing apparatus 12. The
preprocessing portion 272A transmits to the encrypting and decrypting
portion  273A the information on where in the plain text cut data decrypted
by the encrypting and  5 decrypting portion 273A the dummy data is
embedded. The encrypting and decrypting portion 273A removes the
dummy data from the plain  text cut data by using the information. The
plain text cut data thus generated is transmitted to the connecting portion
277A4  The connecting portion 277A connects the received plain text cut
data as one and changes it  10 back to the subject data in the original
state before being encrypted on the first data processing apparatus 11 (S
1206). Thus, the step S 130 in which the second data processing
apparatus 12 decrypts the  encrypted data and changes it back to the
subject data is finished. The generated subject data is transmitted from
the connecting portion 277A to the  15 interface portion 271A, and is then
transmitted to the encryption apparatus 27B via the bus  29. Here, the
encryption apparatus 27B performs the process of the above-mentioned
step  S140 of re-encrypting the decrypted subject data to render it as the
encrypted data. The encryption process of the encryption apparatus 27B
is performed in 2o approximately the same flow as that of the first data
processing apparatus 11 (FIG. 12).  The subject data transmitted to the
encryption apparatus 27B is received by the  interface portion 271B
(S1301). The interface portion 271B transmits it to the preprocessing
portion 272B. The preprocessing portion 272B cuts the received subject
data by a predetermined  25 number of bits, and generates the plain text
cut data (S 1302). The method of cutting the  subject data in this case
does not have to be the same as that of the encryption apparatus 27  and
encryption apparatus 27A. According to this embodiment, however, the
same process  as that described about the encryption apparatus 27 and
encryption apparatus 27A is  performed to cut the subject data. The
preprocessing portion 272B performs the same 40  



process as that described about the encryption apparatus 27 so as to
include the dummy data  in the plain text cut data as required. Next, the
plain text cut data is transmitted to the encrypting and decrypting portion
273B. The encrypting and decrypting portion 273B encrypts it to rendered
as the encrypted  5 cut data (S 1303). Here, the algorithm and key to be
used for the encryption are generated as in the case  of the encryption
apparatus 27. The solutions are also generated before this as in the case
of  the encryption apparatus 27. The flow from the generation of the
solutions to the generation  of the algorithm and key will be described
hereunder. 10 When the interface portion 271B receives the subject data
from the bus 29, the  solution generating portion 274B receives that
information from the interface portion 271B.  The solution generating
portion 274B should generate the solutions in appropriate timing. If  the
solution generating portion 274B of this embodiment receives the
information on  reception of the subject data from the interface portion
271B, it takes that opportunity to 15 generate the solutions. Details of the
generation of the solutions are the same as those  described about the
encryption apparatus 27. The generated solutions are transmitted to the
algorithm generating portion 275B and  key generating portion 276B. The
algorithm generating portion 275B and key generating portion 276B
generate the  2o algorithm and key by performing the same process as
that performed by the algorithm  generating portion 275 and key
generating portion 276 of the encryption apparatus 27. The  generated
algorithm and key are transmitted to the encrypting and decrypting portion
273B  from the algorithm generating portion 275B or the key generating
portion 276B. The encrypting and decrypting portion 273B receives the
algorithm from the  25 algorithm generating portion 275B and the key from
the key generating portion 276B  respectively, and sequentially encrypts
the plain text cut data received from the preprocessing  portion 272B
(S1303). Details of the encryption are the same as those described about
the encryption  apparatus 27. 41  The generated encrypted cut data is
sequentially transmitted to the connecting portion  277B. The connecting
portion 277B connects the encrypted cut data as one to render it as the
encrypted data (S1304). The encrypted data is transmitted to the specific
information 5 generating portion 278B. The specific information generating
portion 278B adds the above-mentioned specific  



information to the header, for instance, of the received encrypted data
(S1305). The encrypted data having the specific information added thereto
is transmitted to the  bus 29 via the interface portion 271 B to be recorded
on the HDD 23 in the second data 10 processing apparatus 12. Next,
when the first data processing apparatus 11 sends the second data
processing  apparatus 12 an instruction to send back the encrypted data
recorded on the HDD 23 in the  second data processing apparatus 12 to
the first data processing apparatus 11 for instance, the  second data
processing apparatus 12 performs the following process. 15 First, the
encryption apparatus 27B reads the encrypted data from the HDD 23 and
decrypts the encrypted data to change it back to the subject data, thereby
performing the  above-mentioned process of S150. Details of this process
will be described by referring to  FIG. 13. To be more precise, the
interface portion 271B of the encryption apparatus 27B of the  20 second
data processing apparatus 12 reads the encrypted data from the HDD 23
via the bus  29 (51401). The interface portion 271B transmits the
encrypted data to the preprocessing portion  272B. The preprocessing
portion 272B cuts the received encrypted data by a predetermined
number of bits to generate the encrypted cut data (S1402). 25 In the case
of generating the encrypted cut data by cutting the encrypted data, the
preprocessing portion 272B performs the same process as the
above-mentioned process  performed by the preprocessing portion 272A
of the encryption apparatus 27A on performing  the decryption. To be
more specific, the encrypted data is cut by 8 bits from the head to be
divided into multiple pieces of the encrypted cut data. 42  Next, the
encrypted cut data is transmitted to the encrypting and decrypting portion
273B.The encrypting and decrypting portion 273B decrypts it to rendered
as the plain text cut  data (51403). The decryption is performed as the
same process as the above-mentioned process 5. performed by the
encrypting and decrypting portion 273A of the encryption apparatus 27A
on performing the decryption. To perform such decryption, the second
data processing  apparatus 12 requires the algorithm and key. The
algorithm and key are generated as follows. The interface portion 271B of
this embodiment can read the specific information 10 added to the
encrypted data. The specific information is the information for identifying
the  algorithm and key used when encrypting the encrypted data for
having the specific  information added thereto. 



For instance, in the case where the specific information is the algorithm
and key  themselves used when encrypting the encrypted data, the
interface portion 271B reads the  15 algorithm and key from the encrypted
data and transmits them to the encrypting and decrypting portion 273B via
the preprocessing portion 272B for instance. The encrypting  and
decrypting portion 273B decrypts the encrypted cut data based on the
algorithm and key.  In the case where the specific information is the
solutions used to generate the algorithm and key used when encrypting
the encrypted data, the interface portion 271B reads  20 the solutions from
the encrypted data so as to transmit them to the algorithm generating
portion 275B and the key generating portion 276B. In this case, the
algorithm generating  portion 275B and the key generating portion 276B
generate the algorithm and key based on  the received solutions
respectively. The algorithm and key match with the algorithm and  key
used when encrypting the encrypted data having the solutions added
thereto. The 25 algorithm generating portion 275B and the key generating
portion 276B transmit the  generated algorithm and key to the encrypting
and decrypting portion 273B. The encrypting  and decrypting portion 273B
decrypts the encrypted cut data based on the algorithm and key. In the
case where the specific information is the information indicating what
number  generated solutions are the solutions used on generating the
algorithm and key used when 43  encrypting the encrypted data, the
interface portion 271B reads the information from the  encrypted data so
as to transmit it to the solution generating portion 274B. The solution
generating portion 274B having received the information generates the
solutions up to the  indicated order. The solutions match with those used
when encrypting the encrypted data 5 having the above-mentioned
information added thereto. In this case, at least the initial  matrixes should
be held without being erased so that the solutions generated in the same
order are always the same. The solution generating portion 274B
transmits the generated  solutions to the algorithm generating portion
275B and the key generating portion 276B.  The algorithm generating
portion 275B and the key generating portion 276B generate the 10
algorithm and key based on the received solutions respectively. The
algorithm and key  match with the algorithm and key used when
encrypting the encrypted data having the  solutions added thereto
respectively. The algorithm generating portion 275B and the key
generating portion 276B transmit the generated algorithm and key to the
encrypting and  decrypting portion 273B. The encrypting and decrypting
portion 273B decrypts the 15 encrypted cut data based on the algorithm
and key. The encrypted cut data is changed back to the plain text cut data
as described above.  Next, the encrypting and decrypting portion 273B
removes the dummy data from the  plain text cut data as required (S
1404). 



Here, if the dummy data included in the plain text cut data is included at
an 20 appropriate position based on the solutions, the encrypting and
decrypting portion 273B  requires the solutions used on encrypting the
plain text cut data last time when removing the  dummy data. In the case
where the specific information is the solutions used when the plain  text
cut data was encrypted last time, the interface portion 271B transmits the
solutions to the  encrypting and decrypting portion 273B. In the case
where the specific information is the 25 information indicating what
number generated solutions are the solutions used when the plain  text
cut data was encrypted last time, the solution generating portion 274B
transmits the  generated solutions to the encrypting and decrypting portion
273B. The encrypting and  decrypting portion 273B removes the dummy
data included at the appropriate position based  on the solutions by using
the solutions. 44  In the case of including the dummy data included in the
plain text cut data at an appropriate position based on the solutions, it is
not desirable to render the specific  information as the algorithm and key
used when encrypting the encrypted data. It is  because, if rendered so,
the encrypting and decrypting portion 273B cannot obtain the  5 solutions
so that the dummy data cannot be removed. The plain text cut data from
which the dummy data has been removed is transmitted to  the
connecting portion 277B. The plain text cut data is connected as one by
the connecting  portion 277B to be changed back to the subject data (S
1405). The plain text cut data is transmitted to the bus 29 via the interface
portion 271B, and  l0 is then transmitted to the encryption apparatus 27A
associated with the first data processing  apparatus 11 which requested
transmission of the encrypted data as a source of the plain text  cut data.
On receiving this, the encryption apparatus 27A performs the
above-mentioned  process of 5160 of encrypting the subject data to
render it as the encrypted data. 15 The encryption apparatus 27A
performs this process as the same one as the process  described in 5110
performed by the encryption apparatus 27 of the first data processing
apparatus 11 on rendering the subject data as the encrypted data. The
encrypted data generated on the encryption apparatus 27A is transmitted
to the  communication apparatus 28 of the second data processing
apparatuses 12 via the bus 29, and  20 is transmitted from there to the
communication apparatus 28 of the first data processing apparatus 11
which requested transmission of the encrypted data via the network 13.
This  corresponds to the above-mentioned process of S170. The
encrypted data is decrypted on the encryption apparatus 27 in the first
data  processing apparatus 11. This is the above-mentioned process of
S180. The encryption  



25 apparatus 27 performs this process as the same process as the
process described in 51.30 performed by the encryption apparatus 27A of
the second data processing apparatus 12 on  decrypting the encrypted
data as the subject data. In short, the encryption apparatus 27 built into
each of the first data processing  apparatuses I I of this embodiment and
the encryption apparatus 27A in the second data 45  processing
apparatuses 12 associated with that first data processing apparatus 11
are capable  of mutually decrypting the encrypted data encrypted by the
other. The subject data decrypted and generated on the encryption
apparatus 27 in the first  data processing apparatus 11 is the same as the
data which was on the HDD 23 in the first 5 data processing apparatus 11
before the process of S1 10 was performed. The subject data is  recorded
on the HDD 23 in the first data processing apparatus 11 for instance. The
first data  processing apparatus 1I can use it as appropriate. <<Second
Embodiment>> There is only one data processing apparatus according to
the second embodiment.  10 The hardware configuration of the data
processing apparatus of the second  embodiment is the same as that of
the first data processing apparatus l I of the first  embodiment. However,
the data processing apparatus of the second embodiment does not need
to communicate, and so it does not have the communication apparatus 28
provided to  the first data processing apparatus 11. 15 To be more
specific, the data processing apparatus of the second embodiment
includes  a CPU 21, an ROM 22, an HDD 23, an RAM 24, an input
apparatus 25, a display apparatus  26, an encryption apparatus 27 and a
bus 29. The functions thereof basically match with the  functions of the
CPU 21, ROM 22, HDD 23, RAM 24, input apparatus 25, display
apparatus  26, encryption apparatus 27 and bus 29 of the first data
processing apparatus 11. 20 The configuration of the encryption
apparatus 27 of the data processing apparatus of  the second
embodiment is almost the same as the configuration of the encryption
apparatus  27 built into the first data processing apparatus 11 of the first
embodiment (shown in FIG. 4).  However, it is different from the
encryption apparatus 27 of the first embodiment in thatthe  algorithm
generating portion 275 is replaced by a first algorithm generating portion
275X and 25 a second algorithm generating portion 275Y, and the key
generating portion 276 is replaced  by a first key generating portion 276X
and a second key generating portion 276Y (FIG. 14).  The data
processing apparatus of the second embodiment performs the processes
of encrypting the subject data recorded on the HDD 23 with the encryption
apparatus 27,  recording the encrypted data generated by the encryption
on the HDD 23, decrypting the 46  



encrypted data recorded on the HDD 23 with the encryption apparatus 27
and recording the  subject data generated by the decryption on the HDD
23 as will be described later.  According to the second embodiment
multiple pieces of the encrypted data are decrypted,  and the order of
decrypting the encrypted data matches with the order in which the
encrypted  5 data was encrypted from the subject data. There arise the
differences, in conjunction with this point, between the encryption
apparatus 27 of the data processing apparatus of the second embodiment
and the encryption  apparatus 27 built into the first data processing
apparatus I1. of the first embodiment. The encryption apparatus 27 of the
data processing apparatus of the second  10 embodiment has the
configuration shown in FIG. 14 as described above. The encryption
apparatus 27 in the data processing apparatus of the second
embodiment has an interface portion 271, a preprocessing portion 272, an
encrypting and  decrypting portion 273, a solution generating portion 274
and a connecting portion 277,  which have basically the same functions as
those in the encryption apparatus 27 of the first 15 data processing
apparatus 1 l of the first embodiment. The interface portion 271
exchanges  the data between the bus 29 and the communication
apparatus 28. The preprocessing portion 272 cuts the subject data or
encrypted data received from  the bus 29 via the interface portion 271 by
a predetermined number of bits to generate the  plain text cut data or the
encrypted cut data and transmits them to the encrypting and 20 decrypting
portion 273. The preprocessing portion 272 may include the dummy data
in the  plain text cut data. The encrypting and decrypting portion 273
receives the plain text out data or  encrypted cut data from the
preprocessing portion 272, encrypts the plain text cut data if  received and
decrypts the encrypted cut data if received. The encrypting and decrypting
25 portion 273 has the standard number of bits as the processing unit for
performing the  processing of the encryption and decryption fixed at 8 bits
according to this embodiment.  The solution generating portion 274
sequentially generates the solutions. According to this embodiment, the
solutions are generated each time the preprocessing portion 272  receives
the subject data. The solutions are pseudo-random numbers. 47  The
connecting portion 277 has a function of connecting the plain text cut data
generated by decrypting the encrypted cut data in the encrypting and
decrypting portion 273  in original order to render it as a set of the subject
data. The connecting portion 277 also  has a function of connecting the
encrypted cut data generated by encrypting the plain text cut 5 data in the
encrypting and decrypting portion 273 to render it as a set of the
encrypted data.  The first algorithm generating portion 275X generates the
algorithm based on the  



solutions received from the solution generating portion 274. The algorithm
is used when  performing the encryption. The second algorithm generating
portion 275Y generates the  algorithm based on the solutions received
from the solution generating portion 274. The 10 algorithm is used when
performing the decryption. The first algorithm generating portion  275X
and the second algorithm generating portion 275Y generate the same
algorithm in the  case of generating the algorithm by using the same
solutions. The first key generating portion 276X generates the key based
on the solutions  received from the solution generating portion 274. The
key is used when performing the  15 encryption. The second key
generating portion 276Y generates the key based on the solutions
received from the solution generating portion 274. The key is used when
performing the decryption. The first key generating portion 276X and the
second key  generating portion 276Y generate the same key in the case
of generating the key by using the  same solutions. 20 According to this
embodiment, the first algorithm generating portion 275X and the  first key
generating portion 276X generate the algorithm and key each time the
preprocessing  portion 272 receives the subject data. And the second
algorithm generating portion 275Y  and the second key generating portion
276Y generate the algorithm and key each time the  preprocessing portion
272 receives the encrypted data. 25 Operations of the data processing
apparatuses of the second embodiment will be  described by using FIG.
15. First, the subject data is read (S1501). The subject data is read from
the HDD 23  according to this embodiment. The subject data is
transmitted to the encryption apparatus 48  27 from the HDD 23 via the
bus 29. To be more precise, the subject data is transmitted to  the
preprocessing portion 272 via the interface portion 271. The subject data
is cut by a predetermined number of bits to be rendered as the plain  text
cut data in the preprocessing portion 272 (S 1502). The preprocessing
portion 272 5 includes the dummy data in the plain text cut data as
required. The method of generating the plain text cut data from the subject
data is the same as  that described in S1102 of the first embodiment. On
receiving the information on reception of the subject data from the
interface  portion 271, the solution generating portion 274 takes the
opportunity to generate the  10 solutions. The solutions may be generated
each time the subject data is cut in the preprocessing portion 272. In this
case, the generation of the subject data in the  preprocessing portion 272
is synchronized with the generation of the solutions in the solution
generating portion 274. 



The method of generating the solutions of this embodiment is the same as
the method  15 performed by the solution generating portion 274 when the
first data processing apparatus 11  of the first embodiment performed the
encryption. The generated solutions are transmitted to the first algorithm
generating portion 275X,  second algorithm generating portion 275Y, first
key generating portion 276X and second key  generating portion 276Y. 20
The first algorithm generating portion 275X and first key generating
portion 276X  having received this generate the algorithm and key
respectively. The method of generating  the algorithm and key of this
embodiment is the same as the method performed by the  algorithm
generating portion 275 and key generating portion 276 when the first data
processing apparatus 11 of the first embodiment generated the algorithm
and key. 25 The first algorithm generating portion 275X and first key
generating portion 276X  transmit the generated algorithm and key to the
encrypting and decrypting portion 273.  The encrypting and decrypting
portion 273 encrypts the plain text cut data received from the
preprocessing portion 272 based on the algorithm received from the first
algorithm  generating portion 275X and the key received from the first key
generating portion 276X 49  (S1503). This process is performed as the
same process as that of Si 103 described in the  first embodiment. The
encrypted cut data thus generated is transmitted to the connecting portion
277 and  connected as one there to be rendered as the encrypted data
(51504). 5 The encrypted data generated as above is recorded on the
HDD 23 in the data  processing apparatus via the bus 29. Such an
encryption process is performed a number of times in this embodiment.
The data processing apparatus decrypts the encrypted data recorded on
the HDD 23.  Hereunder, the step of the decryption will be described in
detail by referring to FIG.  10 16. The decryption is started by having the
encrypted data recorded on the HDD 23 read  by the encryption apparatus
27 (S 1601). If the preprocessing portion 272 in the encryption apparatus
27 receives the encrypted  data from the HDD 23 via the interface portion
271, the preprocessing portion 272 cuts the  15 received encrypted data
by a predetermined number of bits to generate the encrypted cut data
(S1602). In the case of generating the encrypted cut data by cutting the
encrypted data, the  preprocessing portion 272 performs a process
reverse to the process performed as the above- mentioned encryption
process. To be more specific, the encrypted data is cut by 8 bits from 



20 the head to be divided into multiple pieces of the encrypted cut data.
This process is the  same process as that of S 1203 of the first
embodiment. Next, the encrypted cut data is transmitted to the encrypting
and decrypting portion  273, where it is decrypted and rendered as the
plain text cut data (S1603). The decryption is performed as a process
reverse to the above-mentioned encryption  25 process performed by the
encrypting and decrypting portion 273. For that reason, the  encrypting
and decrypting portion 273 requires the algorithm and key used on
performing the  encryption. Here, the second algorithm generating portion
275Y generates the algorithm  and the second key generating portion
276Y generates the key by using the solutions  generated in advance. As
the order in which the encrypted data is decrypted matches with 50  the
order in which the encrypted data was encrypted from the subject data,
the algorithm and  key generated by the second algorithm generating
portion 275Y and the second key  generating portion 276Y are generated
based on the solutions used when encrypting the  encrypted data about to
be decrypted. It means that the algorithm generated by the second 5
algorithm generating portion 275Y and the key generated by the second
key generating  portion 276Y match with the algorithm and key used when
encrypting the encrypted data  about to be decrypted. After having the
solutions generated by the solution generating portion 274, the  second
algorithm generating portion 275Y and the second key generating portion
276Y may  10 generate the algorithm and key in any timing before the
encrypting and decrypting portion 273 requires the algorithm and key for
the sake of performing the decryption. The algorithm generated by the
second algorithm generating portion 275Y and the key  generated by the
second key generating portion 276Y are transmitted to the encrypting and
decrypting portion 273. The encrypting and decrypting portion 273 uses
the algorithm and 15 key to sequentially decrypt the encrypted cut data
and render it as the plain text cut data. - This process is performed as the
same process as the process described in S 1204 of the first
embodiment. Next, the encrypting and decrypting portion 273 removes the
dummy data from the  plain text cut data as required (S 1604). This
process is performed as the same process as the  20 process in S1205 of
the first embodiment.. The plain text cut data thus generated is transmitted
to the connecting portion 277.  The connecting portion 277 connects the
received plain text cut data as one and generates the  subject data
(S1605). The generated subject data is transmitted from the connecting
portion 277 to the  25 interface portion 271, and is then recorded on the
HDD 23 via the bus 29. 



<<Deformed Example>> The data processing apparatus of the second
embodiment may be deformed as  follows. 51  The data processing
apparatus of this deformed example has a configuration of the encryption
apparatus 27 slightly different from the data processing apparatus of the
second  embodiment. Otherwise, it is the same as the above-mentioned
data processing apparatus of  the second embodiment. 5 The encryption
apparatus 27 of the deformed example is configured as shown in FIG.  17.
This encryption apparatus 27 is different from the encryption apparatus 27
of the data  processing apparatus of the second embodiment having only
one solution generating portion  274 in that it has two solution generating
portions of a first solution generating portion 274X  and a second solution
generating portion 274Y. 10 Both the first solution generating portion 274X
and second solution generating portion  274Y generate the solutions as
with the solution generating portion 274 of the second  embodiment. On
receiving the information from the interface portion 271 that the interface
portion  271 received the subject data, the first solution generating portion
274X takes the opportunity  15 to generate the solutions. The first solution
generating portion 274X may also generate the solutions each time the
subject data is cut in the preprocessing portion 272. The solutions
generated by the first solution generating portion 274X are transmitted to
the first algorithm  generating portion 275X and first key generating portion
276X. As in the case of the  second embodiment, the first algorithm
generating portion 275X and first key generating 20 portion 276X having
received the solutions generate the algorithm and key respectively, and
transmit them to the encrypting and decrypting portion 273. The
encrypting and decrypting  portion 273 performs the encryption process by
using the algorithm and the key received  from the first algorithm
generating portion 275X and first key generating portion 276X. On
receiving the information from the interface portion 271 that the interface
portion  25 271 received the encrypted data, the second solution
generating portion 274Y generates the  solutions. However, the second
solution generating portion 274Y may also generate the  solutions each
time the encrypted data is cut in the preprocessing portion 272. The
solutions  generated by the second solution generating portion 274Y are
transmitted to the second  algorithm generating portion 275Y and second
key generating portion 276Y. As in the case 52  of the second
embodiment, the second algorithm generating portion 275Y and second
key  generating portion 276Y having received the solutions generate the
algorithm and key  



respectively, and transmit them to the encrypting and decrypting portion
273. The  encrypting and decrypting portion 273 performs the decryption
process by using the 5 algorithm and key received from the second
algorithm generating portion 275Y and second  key generating portion
276Y. The solutions generated by the second solution generating portion
274Y are the same  solutions as those generated by the first solution
generating portion 274X if the solutions  generated in the same order are
mutually compared. On this point, it is the same as the first 10
embodiment wherein the solution generating portion 274 in the encryption
apparatus 27 built  into the first data processing apparatus 11 and the
solution generating portion 274A in the  encryption apparatus 27A built
into the second data processing apparatuses 12 generate the  same
solutions if the solutions generated in the same order are mutually
compared. To be  more specific, the second solution generating portion
274Y and the first solution generating 15 portion 274X of the deformed
example have the same solution generating algorithm and also  have the
same initial matrix. The data processing apparatus of this deformed
example performs the same processes  as the data processing apparatus
of the second embodiment except the processes of  generating the
solutions and generating the algorithm. 20 The encryption apparatuses of
the second embodiment and the deformed example  thereof may be
replaced by the encryption apparatus 27B of the first embodiment. 53
CLAIMS 1. A data processing apparatus including encrypting means for
encrypting subject data in  plain text by using a predetermined algorithm
and a predetermined key to render it as 5 encrypted data, recording
means for recording the encrypted data, and decrypting means for
decrypting the encrypted data read from the recording means by using the
algorithm and key  used when encrypting the encrypted data to render it
as the subject data, comprising: solution generating means for
sequentially generating new solutions in predetermined  timing by
assigning past solutions to a predetermined solution generating algorithm
capable  10 of generating a new solution by assigning at least one of the
past solutions thereto; algorithm generating means for sequentially
generating new algorithms in  predetermined timing by using the
generated solutions; and specific information recording means for
recording specific information for  identifying the algorithm used when
encrypting the subject data in predetermined recording  15 means by
associating it with the encrypted data, and wherein: the solution
generating means holds at least one of the past solutions and also erases
the past solutions when it is no longer necessary to assign them anew. 



2. A data processing apparatus including encrypting means for encrypting
subject data in  20 plain text by using a predetermined algorithm and a
predetermined key to render it as  encrypted data, recording means for
recording the encrypted data, and decrypting means for  decrypting the
encrypted data read from the recording means by using the algorithm and
key  used when encrypting the encrypted data to render it as the subject
data, comprising: solution generating means for sequentially generating
new solutions in predetermined  25 timing by assigning past solutions to a
predetermined solution generating algorithm capable  of generating a new
solution by assigning at least one of the past solutions thereto; key
generating means for sequentially generating new keys in predetermined
timing  by using the generated solutions; and 54  specific information
recording means for recording specific information for identifying the key
used when encrypting the subject data in predetermined recording means
by associating it with the encrypted data, and wherein: the solution
generating means holds at least one of the past solutions and also erases
5 the past solutions when it is no longer necessary to assign them anew.
3. The data processing apparatus according to claim I or 2, wherein: it
comprises cutting means capable of cutting the subject data by a
predetermined  number of bits into multiple pieces of plain text cut data
and also cutting the encrypted data  10 into multiple pieces of encrypted
cut data by the same number of bits by which the encrypted  data is cut
when encrypted; the encrypting means adapted to encrypt the processing
subject data by encrypting  each piece of the plain text cut data cut the
subject data by the cutting means to render it as  the encrypted cut data,
and the decrypting means adapted to decrypt by decrypting each piece 15
of the encrypted cut data to render it as the plain text cut data; and it also
comprises connecting means for connecting multiple pieces of the
encrypted  cut data encrypted by the encrypting means into a series of the
encrypted data and also  connecting multiple pieces of the plain text cut
data decrypted by the decrypting means into a  series of the subject data.
20 4. The data processing apparatus according to claim 1 or 3, wherein:
the algorithm generating means generates the algorithm each time the
subject data is  encrypted. 25 5. The data processing apparatus according
to claim 3, wherein: the algorithm generating means generates the
algorithm each time the plain text cut  data is encrypted. 



6. The data processing apparatus according to claim 1 or 2, wherein: 55
the solution generating means acquires the solutions by assigning multiple
past  solutions to the solution generating algorithm. 7. The data
processing apparatus according to claim 1 or 2, wherein: 5 the solution
generating means holds an initial solution to be assigned to the solution
generating algorithm first on initially generating the solutions. 8. The data
processing apparatus according to claim 2 or 3, wherein: the key
generating means generates the key each time the subject data is
encrypted.  10 9. The data processing apparatus according to claim 8,
wherein: the key generating means generates the key each time the plain
text cut data is  encrypted. 15 10. The data processing apparatus
according to claim 1, wherein:  the specific information is the algorithm.
11. The data processing apparatus according to claim 1, wherein: the
specific information is the solutions used by the algorithm generating
means on  20 generating the algorithm. 12. The data processing
apparatus according to claim 1, wherein: the specific information is
information indicating what number generated solutions are  the solutions
used by the algorithm generating means on generating the algorithm. 25
13. The data processing apparatus according to claim 2, wherein:  the
specific information is the key. 14. The data processing apparatus
according to claim 2, wherein: 56  the specific information is the solutions
used by the key generating means on  generating the key. 15. The data
processing apparatus according to claim 2, wherein: 5 the specific
information is information indicating what number generated solutions are
the solutions used by the key generating means on generating the key.
16. A data processing apparatus including encrypting means for
encrypting subject data in  plain text by using a predetermined algorithm
and a predetermined key to render it as 10 encrypted data, recording
means for recording the encrypted data, and decrypting means for
decrypting the encrypted data read from the recording means by using the
algorithm and key  used when encrypting the encrypted data to render it
as the subject data, which encrypts  



multiple pieces of the subject data to render them as the encrypted data
and decrypts multiple  pieces of the encrypted data in the same order as
the order of encryption thereof, the 15 apparatus comprising: solution
generating means for sequentially generating new solutions each time the
subject data is encrypted by assigning past solutions to a predetermined
solution generating  algorithm capable of generating a new solution by
assigning at least one of the past solutions  thereto; 20 first algorithm
generating means for sequentially generating new algorithms each time
the subject data is encrypted by using the generated solutions; second
algorithm generating means for sequentially generating the same new
algorithms as those generated by the first algorithm generating means
each time the  encrypted data is decrypted by using the generated
solutions, and wherein: 25 the solution generating means holds at least
one of the past solutions and also erases  the past solutions when it is no
longer necessary to assign them anew. 17. A data processing apparatus
including encrypting means for encrypting subject data in  plain text by
using a predetermined algorithm and a predetermined key to render it as
57  encrypted data, recording means for recording the encrypted data,
and decrypting means for  decrypting the encrypted data read from the
recording means by using the algorithm and key  used when encrypting
the encrypted data to render it as the subject data, which encrypts
multiple pieces of the subject data to render them as the encrypted data
and decrypts multiple 5 pieces of the encrypted data in the same order as
the order of encryption thereof, the  apparatus comprising: first solution
generating means for sequentially generating new solutions each time the
subject data is encrypted by assigning past solutions to a predetermined
solution generating  algorithm capable of generating a new solution by
assigning at least one of the past solutions  10 thereto; first algorithm
generating means for sequentially generating new algorithms each time
the subject data is encrypted by using the solutions generated by the first
solution generating  means; second solution generating means for
sequentially generating the same new solutions  15 as those generated by
the first solution generating means each time the encrypted data is
decrypted by assigning past solutions to a predetermined solution
generating algorithm  capable of generating a new solution by assigning at
least one of the past solutions thereto; second algorithm generating
means for sequentially generating the same new  algorithms as those
generated by the first algorithm generating means each time the  



2C) encrypted data is decrypted by using the solutions generated by the
second solution  generating means, and wherein: the first solution
generating means and the second solution generating means hold at
least one of the past solutions and also erases the past solutions when it
is no longer  necessary to assign them anew. 25 18. A data processing
apparatus including encrypting means for encrypting subject data in  plain
text by using a predetermined algorithm and a predetermined key to
render it as  encrypted data, recording means for recording the encrypted
data, and decrypting means for  decrypting the encrypted data read from
the recording means by using the algorithm and key 58  used when
encrypting the encrypted data to render it as the subject data, which
encrypts  multiple pieces of the subject data to render them as the
encrypted data and decrypts multiple  pieces of the encrypted data in the
same order as the order of encryption thereof, the  apparatus comprising:
5 solution generating means for sequentially generating new solutions
each time the  subject data is encrypted by assigning past solutions to a
predetermined solution generating  algorithm capable of generating a new
solution by assigning at least one of the past solutions  thereto; first key
generating means for sequentially generating new keys each time the
subject  10 data is encrypted by using the generated solutions; second
key generating means for sequentially generating the same new keys as
those  generated by the first key generating means each time the
encrypted data is decrypted by  using the generated solutions, and
wherein: the solution generating means holds at least one of the past
solutions and also erases  15 the past solutions when it is no longer
necessary to assign them anew. 19. A data processing apparatus
including encrypting means for encrypting subject data in  plain text by
using a predetermined algorithm and a predetermined key to render it as
encrypted data, recording means for recording the encrypted data, and
decrypting means for 2c decrypting the encrypted data read from the
recording means by using the algorithm and key  used when encrypting
the encrypted data to render it as the subject data, which encrypts
multiple pieces of the subject data to render them as the encrypted data
and decrypts multiple  pieces of the encrypted data in the same order as
the order of encryption thereof, the  apparatus comprising: 25 first solution
generating means for sequentially generating new solutions each time the
subject data is encrypted by assigning past solutions to a predetermined
solution generating  



algorithm capable of generating a new solution by assigning at least one
of the past solutions  thereto; 59  first key generating means for
sequentially generating new keys each time the subject data is encrypted
by using the solutions generated by the first solution generating means;
second solution generating means for sequentially generating the same
new solutions  as those generated by the first solution generating means
each time the encrypted data is 5 decrypted by assigning past solutions to
a predetermined solution generating algorithm  capable of generating a
new solution by assigning at least one of the past solutions thereto;
second key generating means for sequentially generating the same new
keys as those generated by the first key generating means each time the
encrypted data is decrypted by  using the solutions generated by the
second solution generating means, and. wherein: 10 the first solution
generating means and the second solution generating means hold at
least one of the past solutions and also erases the past solutions when it
is no longer  necessary to assign them anew. 20. The data processing
apparatus according to any one of claims 16 to 19, wherein:  15 it
comprises cutting means capable of cutting the subject data by a
predetermined  number of bits into multiple pieces of plain text cut data
and also cutting the encrypted data  into multiple pieces of encrypted cut
data by the same number of bits by which the encrypted  data is cut when
encrypted; the encrypting means adapted to encrypt the subject data by
encrypting each piece of  20 the plain text cut data cut by the cutting
means to render it as the encrypted cut data, and the  decrypting means
adapted to decrypt the encrypted data by decrypting each piece of the
encrypted cut data to render it as the plain text cut data, and it also
comprises connecting means for connecting multiple pieces of the
encrypted  cut data encrypted by the encrypting means into a series of the
encrypted data and also 25 connecting multiple pieces of the plain text cut
data decrypted by the decrypting means into a  series of the subject data.
21. A data processing system comprising:  multiple first data processing
apparatuses; and 60  second data processing apparatuses and third data
processing apparatuses of the same number as the first data processing
apparatuses, pairing up with the multiple first data  processing
apparatuses respectively, and communication between the first data
processing apparatus is performed in encrypted  5 data having encrypted
subject data in plain text, and communication between the second data  



processing apparatus and the third data processing apparatus is
performed in the subject  data, and wherein: both the first data processing
apparatus and second data processing apparatus  comprise: 10 cutting
means for cutting the subject data by a predetermined number of bits into
multiple pieces of plain text cut data and also cutting the encrypted data
into multiple pieces  of encrypted cut data by the same number of bits by
which the encrypted data is cut when  encrypted; solution generating
means for sequentially generating solutions common between the  15 first
data processing apparatus and the second data processing apparatus as
a pair and  different from the other first data processing apparatuses and
second data processing  apparatuses; encrypting and decrypting means
for encrypting the plain text cut data with the  algorithm common between
the first data processing apparatus and the second data 20 processing
apparatus generated based on the solution received from the solution
generating  means to render it as the encrypted cut data and decrypting
the encrypted cut data with the  algorithm used when encrypting the
encrypted cut data to render it as the plain text cut data; connecting
means for connecting the decrypted plain text cut data to render it as the
subject data; and 25 transmitting and receiving means for transmitting and
receiving the encrypted data,  and the third data processing apparatus is
the data processing apparatus according to any  one of claims 1 to 20 for
encrypting the subject data generated by the second data processing
apparatus by decrypting the encrypted data encrypted by the first data
processing apparatus, 61  recording the encrypted data in the recording
means, and decoding the encrypted data read  from the recording means
and transmitting it to the second data processing apparatus. 22. A data
processing method performed in a data processing apparatus for
performing  5 steps of: encrypting subject data in plain text by using a
predetermined algorithm and a  predetermined key to render it as
encrypted data; recording the encrypted data in predetermined recording
means; and decrypting the encrypted data read from the recording means
by using the algorithm  10 and key used when encrypting the encrypted
data to render it as the subject data, wherein:  the data processing
apparatus performs the steps of: sequentially generating new solutions in
predetermined timing by assigning past  



solutions to a predetermined solution generating algorithm capable of
generating a new  solution by assigning at least one of the past solutions
thereto; 15 sequentially generating new algorithms in predetermined
timing by using the  generated solutions; and recording specific
information for identifying the algorithm used when encrypting the  subject
data in predetermined recording means by associating it with the
encrypted data, and  the data processing apparatus holds at least one of
the past solutions and also erases  20 the past solutions when it is no
longer necessary to assign them anew. 23. A data processing method
performed in a data processing apparatus for performing  steps of:
encrypting subject data in plain text by using a predetermined algorithm
and a  25 predetermined key to. render it as encrypted data; recording the
encrypted data in predetermined recording means; and decrypting the
encrypted data read from the recording means by using the algorithm  and
key used when encrypting the encrypted data to render it as the subject
data, wherein:  the data processing apparatus performs the steps of: 62
sequentially generating new solutions in predetermined timing by
assigning past solutions to a predetermined solution generating algorithm
capable of generating a new  solution by assigning at least one of the past
solutions thereto; sequentially generating new keys in predetermined
timing by using the generated  5 solutions; and recording specific
information for identifying the key used when encrypting the  subject data
in predetermined recording means by associating it with the encrypted
data, and  the data processing apparatus holds at least one of the past
solutions and also erases the past solutions when it is no longer
necessary to assign them anew.  10 24. A data processing method
performed in a data processing apparatus for performing  steps of:
encrypting subject data in plain text by using a predetermined algorithm
and a  predetermined key to render it as encrypted data; 15 recording the
encrypted data in predetermined recording means; and decrypting the
encrypted data read from the recording means by using the algorithm  and
key used when encrypting the encrypted data to render it as the subject
data, wherein:  the data processing apparatus performs: a step of
sequentially generating new solutions each time the subject data is
encrypted  



20 by assigning past solutions to a predetermined solution generating
algorithm capable of  generating a new solution by assigning at least one
of the past solutions thereto; a first algorithm generating step of
sequentially generating new algorithms each time  the subject data is
encrypted by using the generated solutions; and a second algorithm
generating step of sequentially generating the same new 25 algorithms as
those generated in the first algorithm generating step each time the
encrypted  data is decrypted by using the generated solutions, and the
data processing apparatus holds at least one of the past solutions and
also erases  the past solutions when it is no longer necessary to assign
them anew, encrypts multiple 63  pieces of the subject data to render
them as the encrypted data and decrypts multiple pieces of  the encrypted
data in the same order as the order of encryption thereof. 25. A data
processing method performed in a data processing apparatus for
performing  5 steps of. encrypting subject data in plain text by using a
predetermined algorithm and a  predetermined key to render it as
encrypted data; recording the encrypted data in predetermined recording
means; and decrypting the encrypted data read from the recording means
by using the algorithm  10 and key used when encrypting the encrypted
data to render it as the subject data, wherein:  the data processing
apparatus performs: a first solution generating step of sequentially
generating new solutions each time the  subject data is encrypted by
assigning past solutions to a predetermined solution generating  algorithm
capable of generating a new solution by assigning at least one of the past
solutions  15 thereto; a first algorithm generating step of sequentially
generating new algorithms each time  the subject data is encrypted by
using the solutions generated in the first solution generating  step; and a
second solution generating step of sequentially generating the same new
solutions as  20 those generated in the first solution generating step each
time the encrypted data is decrypted  by assigning past solutions to a
predetermined solution generating algorithm capable of  generating a new
solution by assigning at least one of the past solutions thereto; a second
algorithm generating step of sequentially generating the same new
algorithms as those generated in the first algorithm generating step each
time the encrypted  25 data is decrypted by using the solutions generated
in the second solution generating step, and the data processing apparatus
holds at least one of the past solutions and also erases  the past solutions
when it is no longer necessary to assign them anew, encrypts multiple  



pieces of the subject data to render them as the encrypted data and
decrypts multiple pieces of  the encrypted data in the same order as the
order of encryption thereof. 64  26. A data processing method performed
in a data processing apparatus for performing  steps of: encrypting subject
data in plain text by using a predetermined algorithm and a  5
predetermined key to render it as encrypted data; recording the encrypted
data in predetermined recording means; and decrypting the encrypted
data read from the recording means by using the algorithm  and key used
when encrypting the encrypted data to render it as the subject data,
wherein:  the data processing apparatus performs: 10 a step of
sequentially generating new solutions each time the subject data is
encrypted  by assigning past solutions to a predetermined solution
generating algorithm capable of  generating a new solution by assigning at
least one of the past solutions thereto; a first key generating step of
sequentially generating new keys each time the subject  data is encrypted
by using the generated solutions; and 15 a second key generating step of
sequentially generating the same new keys as those  generated in the first
key generating step each time the encrypted data is decrypted by using
the generated solutions, and the data processing apparatus holds at least
one of the past solutions and also erases  the past solutions when it is no
longer necessary to assign them anew, encrypts multiple 20 pieces of the
subject data to render them as the encrypted data and decrypts multiple
pieces of  the encrypted data in the same order as the order of encryption
thereof. 27. A data processing method performed in a data processing
apparatus for performing  steps of: 25 encrypting subject data in plain text
by using a predetermined algorithm and a  predetermined key to render it
as encrypted data; recording the encrypted data in predetermined
recording means; and decrypting the encrypted data read from the
recording means by using the algorithm  and key used when encrypting
the encrypted data to render it as the subject data, wherein: 65  the data
processing apparatus performs: a first solution generating step of
sequentially generating new solutions each time the  subject data is
encrypted by assigning past solutions to a predetermined solution
generating  algorithm capable of generating a new solution by assigning at
least one of the past solutions  5 thereto; 



a first key generating step of sequentially generating new keys each time
the subject  data is encrypted by using the solutions generated in the first
solution generating step; and a second solution generating step of
sequentially generating the same new solutions as  those generated in the
first solution generating step each time the encrypted data is decrypted  1
o by assigning past solutions to a predetermined solution generating
algorithm capable of generating a new solution by assigning at least one
of the past solutions thereto; a second key generating step of sequentially
generating the same new keys as those  generated in the first key
generating step each time the encrypted data is decrypted by using  the
solutions generated in the second solution generating step, and 15 -the
data processing apparatus holds at least one of the past solutions and
also erases  the past solutions when it is no longer necessary to assign
them anew, encrypts multiple  pieces of the subject data to render them
as the encrypted data and decrypts multiple pieces of  the encrypted data
in the same order as the order of encryption thereof. 1/17 1(r) Cn l C/) cm
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5120  FIRST DATA PROCESSING APPARATUS 11 TRANSMITS
ENCRYPTED DATA TO SECOND DATA PROCESSING APPARATUS
12 S130  ENCRYPTION APPARATUS 27A IN SECOND DATA
PROCESSING APPARATUS 12 DECRYPTS  ENCRYPTED DATA TO
CHANGE IT BACK TO PROCESSING SUBJECT DATA 5140
ENCRYPTION APPARATUS 27B ENCRYPTS DECRYPTED
PROCESSING SUBJECT DATA AND  RECORDS IT ON HDD 23 5150
ENCRYPTION APPARATUS 27B DECRYPTS ENCRYPTED DATA IN
HDD 23 TO  CHANGE IT BACK TO PROCESSING SUBJECT DATA
5160  ENCRYPTION APPARATUS 27A ENCRYPTS THAT
PROCESSING SUBJECT DATA TO  RENDER IT AS ENCRYPTED
DATA 5170  SECOND DATA PROCESSING APPARATUS 12
TRANSMITS THAT ENCRYPTED DATA TO FIRST DATA PROCESSING
APPARATUS 11 S180  ENCRYPTION APPARATUS 27 IN FIRST DATA
PROCESSING APPARATUS 11 DECRYPTS  THAT ENCRYPTED DATA
TO CHANGE IT BACK TO ORIGINAL PROCESSING SUBJECT DATA  C
END s FIG. 9 10/17  C START Siioi  READ PROCESSING SUBJECT
DATA 



S1102  CUT PROCESSING SUBJECT DATA TO GENERATE PLAIN
TEXT CUT DATA 51103  ENCRYPT PLAIN TEXT =DDATAA
SEQUENTIALLS1104  CONNECT ENCRYPTED CUT DATA AS ONE TO
RENDER IT AS ENCRYPTED DATA  E END FIG. 10 11/17  C START
S1201  RECEIVE ENCRYPTED DATA S1202  DETERMINE FIRST
DATA PROCESSING APPARATUS AS  TRANSMISSION SOURCE OF
ENCRYPTED DATA 51203  L CUT ENCRYPTED DATA TO GENERATE
ENCRYPTED CUT DATA S1204  L DECRYPT ENCRYPTED CUT DATA
SEQUENTIALLY 51206  F REMOVE DUMMY DATA FROM PLAIN TEXT
CUT DATA 51206  CONNECT PLAIN TEXT CUT DATA AS ONE TO
RENDER IT AS PROCESSING SUBJECT DATA  END  FIG. 11 12/17
START S1301  RECEIVE PROCESSING SUBJECT DATA 



S1302  CUT PROCESSING SUBJECT DATA TO GENERATE PLAIN
TEXT CUT DATA 51303  ENCRYPT PLAIN TEXT CUT DATA
SEQUENTIALLY 81304  CONNECT ENCRYPTED CUT DATA AS ONE
TO RENDER IT AS ENCRYPTED DATA 51305  ADD SPECIFIC
INFORMATION TO ENCRYPTED DATA  END FIG 12  -----. 13/17
START 51401  READ ENCRYPTED DATA S1402  CUT ENCRYPTED
DATA TO GENERATE ENCRYPTED CUT DATA 51403  DECRYPT
ENCRYPTED CUT DATA SEQUENTIALLY 31404  REMOVE DUMMY
DATA FROM PLAIN TEXT EXT CUT DATA S1405  CONNECT PLAIN
TEXT CUT DATA AS ONE TO RENDER IT AS PROCESSING SUBJECT
DATA  END FIG. 13 14/17  r CD  
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PROCESSING SUBJECT DATA 



S1502  CUT PROCESSING SUBJECT DATA TO GENERATE PLAIN
TEXT CUT DATA S1503  ENCRYPT PLAIN TEXT CUT DATA
SEQUENTIALLY 51504  CONNECT ENCRYPTED CUT DATA AS ONE
TO RENDER IT AS ENCRYPTED DATA  END  FIG. 15 16/17  START
S1601  I READ ENCRYPTED DATA S1602  CUT ENCRYPTED DATA
TO GENERATE ENCRYPTED CUT DATA S1603  DECRYPT
ENCRYPTED CUT SEQUENTIALLY 51604  REMOVE DUMMY DATA
FROM PLAIN TEXT CUT DATA S1605  =RENDECRTIT IN TEXT CUT
DATA AS ONE TO PROCESSING SUBJECT DATA  END FIG. 16 17/17
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