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BIOMETRIC FEATURE ATTACK OBJECTS AND 

BIOMETRIC FEATURE ATTACK TEST SYSTEMS 

TECHNICAL FIELD 

[0001] The present specification relates to the field of computer technologies, and in 

particular, to biometric feature attack objects and biometric feature attack test 5 

systems. 

BACKGROUND 

[0002] Currently, with rapid development of mobile communications technologies, 

there are increasingly more types of devices capable of performing biometric 

recognition, for example, smartphones. To ensure the security of a biometric 10 

recognition process, the security of the biometric recognition device needs to be 

detected. 

[0003] However, in an automatic biometric feature detection process, many attack 

materials such as paper and a transparent film are not electrically conductive. A 

human hand is electrically conductive, and can trigger a touchscreen to perform 15 

biometric recognition. Therefore, the performance and the security of the biometric 

recognition device are usually manually detected when using the attack material. 

However, in the process of manually performing biometric recognition, there is high 

consumption of human resources, a long test period, and a large operation error. 

Therefore, a technical solution with lower consumption of human resources, a 20 

shortened test period, and a decreased test error needs to be provided. 

SUMMARY 

[0004] Embodiments of the present specification are intended to provide biometric 

feature attack objects and biometric feature attack test systems, to provide a technical 

solution with lower labor costs, a shortened test period, and a decreased test error. 25 

[0005] To solve the previous technical problem, the embodiments of the present 

specification are implemented as follows: 
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[0006] According to a first aspect, embodiments of the present specification provide 

a biometric feature attack object, including a substrate, a biometric feature attachment 

part, and a conductive part. The substrate includes a biometric feature carrying area 

and a pressing area, and the biometric feature carrying area and the pressing area are 

respectively disposed on two opposite sides of the substrate. The biometric feature 5 

attachment part is disposed in the biometric feature carrying area. The conductive part 

is disposed in the pressing area or the biometric feature carrying area. 

[0007] According to a second aspect, embodiments of the present specification 

provide a biometric feature attack object, including a biometric feature attachment 

part and a conductive part. The conductive part includes a biometric feature carrying 10 

area and a pressing area, and the biometric feature carrying area and the pressing area 

are respectively disposed on two opposite sides of the conductive part. The biometric 

feature attachment part is disposed in the biometric feature carrying area. 

[0008] According to a third aspect, embodiments of the present specification provide 

a biometric feature attack test system, including a controller, a mechanical arm, a 15 

camera component, and a biometric feature attack object. The camera component is 

configured to obtain the biometric feature attack object needed for performing a 

biometric recognition attack, and send information about a current position of the 

biometric feature attack object to the controller. The controller is configured to control, 

based on the information about the current position of the biometric feature attack 20 

object, the mechanical arm to select the biometric feature attack object, and place the 

biometric feature attack object in a target detection area. The camera component is 

configured to detect whether the biometric feature attack object is in the target 

detection area, and send information about a placement position of the biometric 

feature attack object in the target detection area to the controller when detecting that 25 

the biometric feature attack object is not in the target detection area. The controller is 

configured to control, based on the information about the placement position, the 

mechanical arm to adjust the placement position of the biometric feature attack object 

in the target detection area, so that the biometric feature attack object is placed at a 

target position for biometric recognition in the target detection area, and control the 30 

mechanical arm to perform a pressing operation on a pressing area of the biometric 

feature attack object by simulating a pressing action of a finger, to perform a 

biometric recognition attack test. 
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BRIEF DESCRIPTION OF DRAWINGS 

[0009] To describe the technical solutions in the embodiments of the present 

specification or in the existing technology more clearly, the following briefly 

describes the accompanying drawings needed for describing the embodiments or the 

existing technology. Clearly, the accompanying drawings in the following description 5 

are merely some of the embodiments described in the present specification. A person 

of ordinary skill in the art can further derive other drawings from these accompanying 

drawings without creative efforts. 

[0010] FIG. 1 is a schematic structural diagram of a first biometric feature attack 

object, according to embodiments of the present specification; 10 

[0011] FIG. 2 is a schematic structural diagram of a substrate, according to 

embodiments of the present specification; 

[0012] FIG. 3 is a schematic structural diagram of a second biometric feature attack 

object, according to embodiments of the present specification; 

[0013] FIG. 4 is a schematic structural diagram of a third biometric feature attack 15 

object, according to embodiments of the present specification; 

[0014] FIG. 5 is a schematic structural diagram of a fourth biometric feature attack 

object, according to embodiments of the present specification; 

[0015] FIG. 6 is a schematic structural diagram of a fifth biometric feature attack 

object, according to embodiments of the present specification; 20 

[0016] FIG. 7 is a schematic structural diagram of a sixth biometric feature attack 

object, according to embodiments of the present specification; 

[0017] FIG. 8 is a schematic structural diagram of a seventh biometric feature attack 

object, according to embodiments of the present specification; and 

[0018] FIG. 9 is a schematic structural diagram of a biometric feature attack test 25 

system, according to embodiments of the present specification. 

[0019] Reference numerals: 

[0020] 100: Biometric feature attack object, 101: Substrate, 102: Biometric feature 

attachment part, 103: Conductive part, 104: Identity identifier, 105: Bounding frame, 

1011: Biometric feature carrying area, 1012: Pressing area, 1013: First side, 1014: 30 

Second side, 10111: First carrying area, 10112: Second carrying area, 201: Biometric 

feature attachment part, 202: Conductive part, 2021: Biometric feature carrying area, 

2022: Pressing area, 301: Controller, 302: Mechanical arm, 303: Camera component. 
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DESCRIPTION OF EMBODIMENTS 

[0021] To achieve the objective of the present specification, the embodiments of the 

present specification provide a biometric feature attack object and a biometric feature 

attack test system. The biometric feature attack object includes a substrate, a 

biometric feature attachment part, and a conductive part. The substrate includes a 5 

biometric feature carrying area and a pressing area, and the biometric feature carrying 

area and the pressing area are respectively disposed on two opposite sides of the 

substrate. The biometric feature attachment part is disposed in the biometric feature 

carrying area, and the conductive part is disposed in the pressing area or the biometric 

feature carrying area. As such, by disposing the conductive part in the biometric 10 

feature attack object, some biometric feature attack objects that are not electrically 

conductive and can be only manually tested can be electrically conductive, and the 

biometric feature attack objects can be automatically detected, thereby effectively 

reducing labor costs, shortening a test period, and reducing a test error. 

[0022] To make a person skilled in the art better understand the technical solutions 15 

in the present specification, the following clearly and comprehensively describes the 

technical solutions in the embodiments of the present specification with reference to 

the accompanying drawings in the embodiments of the present specification. Clearly, 

the described embodiments are merely some but not all of the embodiments of the 

present specification. All other embodiments obtained by a person of ordinary skill in 20 

the art based on the embodiments of the present specification without creative efforts 

shall fall within the protection scope of the present specification. 

[0023] The embodiments of the present specification provide a biometric feature 

attack object. FIG. 1 is a schematic structural diagram of a first biometric feature 

attack object 100, according to embodiments of the present specification. The 25 

biometric feature attack object 100 includes a substrate 101, a biometric feature 

attachment part 102, and a conductive part 103. 

[0024] The substrate 101 can be a part for carrying the biometric feature attachment 

part 102 and the conductive part 103. The substrate 101 can be made of a soft material 

or a hard material. For example, the substrate 101 can be paper or a film material 30 

made of a soft material. Alternatively, the substrate 101 can be paper or a film 

material made of a hard material, etc. In a process that a mechanical arm is used to 

simulate a human in pressing the biometric feature attack object to detect the 
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biometric feature attack object, because the soft material is too soft (for example, 

hardness of the soft material is less than a first predetermined threshold), the substrate 

101 may be deformed after the mechanical arm performs a plurality of operations on 

the substrate 101. When the hard material of which the substrate 101 is made is 

excessively hard (for example, hardness of the hard material is greater than a second 5 

predetermined threshold), in a process of testing the biometric feature attack object by 

using the mechanical arm, a large position offset may be generated, when the 

mechanical arm presses the biometric feature attack object, and consequently 

accuracy of detecting the biometric feature attack object is affected. Based on this, the 

selected soft material or hard material of which the substrate 101 is made in the 10 

embodiments of the present specification is a material whose hardness meets a certain 

hardness threshold. A specific threshold of the hardness of the material of which the 

substrate 101 is made is not specifically limited in the embodiments of the present 

specification. 

[0025] The substrate 101 can be a planar structure, and a shape of the planar 15 

structure can be a regular pattern or an irregular pattern. For example, the regular 

pattern can be a rectangle, a circle, a triangle, or an ellipse. Alternatively, the substrate 

101 can be a three-dimensional structure. A specific structure of the substrate 101 is 

not specifically limited in the embodiments of the present application. 

[0026] The substrate 101 can include a biometric feature carrying area and a 20 

pressing area. The biometric feature carrying area and the pressing area can be 

respectively disposed on two opposite sides of the substrate. Alternatively, the 

biometric feature carrying area and the pressing area can be disposed on the same side 

of the substrate. 

[0027] A biometric feature can be a fingerprint feature, a palmprint feature, etc. The 25 

biometric feature attachment part 102 can be a part to which the biometric feature can 

be attached. In implementation, sample data of the biometric feature collected in 

advance can be attached to the biometric feature attachment part 102. When the 

biometric feature needs to be tested, the biometric feature attachment part 102 to 

which the biometric feature is attached can be tested. 30 

[0028] The conductive part 103 can be made of a conductive material, for example, 

conductive ink or conductive silica that can be used for performing a biometric feature 

test. The conductive part is used to play a conductive role. By disposing the 

conductive part in the biometric feature attack object, some biometric feature attack 
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objects that are not electrically conductive and can be only manually tested can be 

electrically conductive, thereby effectively avoiding a problem that in a manual 

detection process, there is high labor costs, a long test period, and a large test error. A 

biometric recognition processing process varies with biometric features, and therefore 

the biometric feature carrying area 1011 and the pressing area 1012 can be disposed at 5 

different positions on the substrate 101. For example, when the biometric feature is a 

fingerprint, to test the part to which the fingerprint feature is attached, the pressing 

area needs to be disposed in the biometric feature attack object in consideration of that 

a pressing action of a human finger needs to be simulated in the test process, so that in 

the automatic test process, after the test device (for example, such as devices that 10 

includes the mechanical arm or a camera component) identifies the biometric feature 

attack material, the mechanical arm can be controlled for the pressing area in the 

identified biometric feature attack material to press the pressing area in the biometric 

feature attack material, to perform a biometric recognition attack test on a biometric 

recognition device. The pressing area and the biometric feature carrying area can be 15 

respectively disposed on the two opposite sides of the substrate. 

[0029] To better describe the processing process, the following provides detailed 

description by using an example in which the biometric feature is a fingerprint feature. 

FIG. 2 is a schematic structural diagram of a substrate, according to embodiments of 

the present specification. The substrate 101 can include a first side 1013 and a second 20 

side 1014. The first side 1013 and the second side 1014 can be disposed as a front side 

and a back side of the substrate 101. The first side 1013 can be disposed as the front 

side of the substrate 101, and the second side 1014 can be disposed as the back side of 

the substrate 101. Alternatively, the first side 1013 can be disposed as the back side of 

the substrate 101, and the second side 1014 can be disposed as the front side of the 25 

substrate 101. Alternatively, the first side 1013 and the second side 1014 are two 

different sides. The substrate 101 is formed by oppositely gluing one side of the first 

side 1013 and one side of the second side 1014. 

[0030] In implementation, the substrate can include a biometric feature carrying area 

and a pressing area. The biometric feature carrying area can be disposed on the first 30 

side of the substrate, and the pressing area can be disposed on the second side of the 

substrate. A biometric feature attachment part can be disposed in the biometric feature 

carrying area. A conductive part can be disposed in the pressing area or the biometric 

feature carrying area. 
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[0031] Specifically, when the conductive part is disposed in the pressing area, FIG. 3 

is a schematic structural diagram of another biometric feature attack object, according 

to embodiments of the present specification. As shown in FIG. 3, the biometric 

feature attack object includes a substrate 101, a biometric feature attachment part 102, 

and a conductive part 103. The substrate 101 can include a first side 1013 and a 5 

second side 1014. The substrate 101 can include a biometric feature carrying area 

1011 and a pressing area 1012. The biometric feature carrying area 1011 can be 

disposed on the first side 1013 of the substrate 101, and the pressing area 1012 can be 

disposed on the second side 1014 of the substrate 101. The biometric feature 

attachment part 102 can be disposed in the biometric feature carrying area 1011. The 10 

conductive part 103 can be disposed in the pressing area 1012. 

[0032] When the conductive part is disposed in the biometric feature carrying area, 

FIG. 4 is a schematic structural diagram of another biometric feature attack object, 

according to embodiments of the present specification. As shown in FIG. 4, the 

biometric feature attack object includes a substrate 101, a biometric feature 15 

attachment part 102, and a conductive part 103. The substrate 101 can include a first 

side 1013 and a second side 1014. The substrate can include a biometric feature 

carrying area 1011 and a pressing area 1012. The biometric feature carrying area 1011 

can be disposed on the first side 1013 of the substrate, and the pressing area 1012 can 

be disposed on the second side 1014 of the substrate. The biometric feature carrying 20 

area 1011 can include a first carrying area 10111 and a second carrying area 10112. 

The conductive part 103 can be disposed in the first carrying area 10111 of the 

biometric feature carrying area 1011, and the biometric feature attachment part 102 

can be disposed in the second carrying area 10112 of the biometric feature carrying 

area 1011. Alternatively, the conductive part 103 can be disposed in the second 25 

carrying area 10112 of the biometric feature carrying area 1011, and the biometric 

feature attachment part 102 can be disposed in the first carrying area 10111 of the 

biometric feature carrying area 1011. Implementations are not specifically limited in 

the embodiments of the present specification. 

[0033] Alternatively, when the conductive part is disposed in the biometric feature 30 

carrying area, and the conductive part is in a sheet structure, FIG. 5 is a schematic 

structural diagram of another biometric feature attack object, according to 

embodiments of the present specification. As shown in FIG. 5, the biometric feature 
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attack object includes a substrate 101, a biometric feature attachment part 102, and a 

conductive part 103. The substrate 101 can include a first side 1013 and a second side 

1014. The substrate 101 can include a biometric feature carrying area 1011 and a 

pressing area 1012. The biometric feature carrying area 1011 can be disposed on the 

first side 1013 of the substrate, and the pressing area 1012 can be disposed on the 5 

second side 1014 of the substrate. The conductive part 103 includes a first area and a 

second area. The first area and the second area are respectively disposed on two 

opposite sides of the conductive part. The biometric feature attachment part 102 is 

disposed in the first area, and the second area is disposed in the biometric feature 

carrying area. 10 

[0034] It is worthwhile to note that a structure of the conductive part is the same as 

the structure of the substrate shown in FIG. 2 in the previous embodiment of the 

present specification. For details, references can be made to the structure of the 

substrate in FIG. 2. Details are omitted here for simplicity. 

[0035] In implementation, the biometric feature attachment part 102 can be disposed 15 

in the biometric feature carrying area 1011 through gluing. There is no biometric 

feature in an area in which the biometric feature attachment part 102 and the 

biometric feature carrying area 1011 are glued. After the biometric feature attachment 

part 102 is disposed in the biometric feature carrying area 1011 through gluing, during 

subsequent automatic biometric feature testing, a biometric feature area attached to 20 

the biometric feature attachment part 102 in the biometric feature attack object can 

approach a detection area, to perform biometric recognition. 

[0036] The embodiments of the present specification provide the biometric feature 

attack object. The biometric feature attack object includes the substrate, the biometric 

feature attachment part, and the conductive part. The substrate includes the biometric 25 

feature carrying area and the pressing area, and the biometric feature carrying area 

and the pressing area are respectively disposed on two opposite sides of the substrate. 

The biometric feature attachment part is disposed in the biometric feature carrying 

area, and the conductive part is disposed in the pressing area or the biometric feature 

carrying area. As such, by disposing the conductive part in the biometric feature 30 

attack object, some biometric feature attack objects that are not electrically conductive 

and can be only manually tested can be electrically conductive, and the biometric 

feature attack objects can be automatically detected, thereby effectively avoiding a 
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problem that in a manual detection process, there is high labor costs, a long test period, 

and a large test error. 

[0037] Further, a biometric feature in the embodiments of the present specification 

can include at least a fingerprint and a palmprint. The fingerprint feature or the 

palmprint feature obtained in advance can be attached to the biometric feature 5 

attachment part. Alternatively, the fingerprint feature obtained in advance and the 

palmprint feature corresponding to the fingerprint feature can be attached to the 

biometric feature attachment part. Implementations are not limited in the 

embodiments of the present specification. 

[0038] Further, the conductive part can be conductive silica gel or a conductive film. 10 

The substrate can be made of a non-conductive material. Specifically, the 

non-conductive material can include a paper material or other non-conductive 

materials that can be used for the biometric feature attack object. 

[0039] Further, to test the biometric feature attack object, the biometric feature 

attack object to be tested needs to be placed at a designated placement position in a 15 

target detection area. Therefore, pose estimation needs to be performed for the 

placement position at which the biometric feature attack object is placed in the target 

detection area. In addition, considering that there are a large quantity of biometric 

feature attack objects to be tested, each biometric feature attack object to be tested 

needs to be identified to facilitate unified management. Based on this, the biometric 20 

feature attack object can further include an identity identifier. The identity identifier 

can be disposed on a side of the substrate on which the pressing area is located, and 

the identity identifier is located in an area different from the pressing area. The 

identity identifier and the pressing area are used to determine the placement position 

of the biometric feature attack object. 25 

[0040] The identity identifier can be a graphic code, etc. The graphic code can be 

further used to identify the biometric feature attack object. The graphic code can be a 

two-dimensional code, a barcode, etc. with an identity, and can be used with the 

pressing area to determine the placement position of the biometric feature attack 

object. 30 

[0041] Specifically, FIG. 6 is another schematic structural diagram of a biometric 

feature attack object, according to embodiments of the present specification. As 

shown in FIG. 6, the biometric feature attack object includes a substrate 101, a 

biometric feature attachment part 102, a conductive part 103, and an identity identifier 
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104. The substrate 101 can include a first side 1013 and a second side 1014. The 

substrate can include a biometric feature carrying area 1011 and a pressing area 1012. 

The biometric feature carrying area 1011 can be disposed on the first side 1013 of the 

substrate 101, and the pressing area 1012 can be disposed on the second side 1014 of 

the substrate 101. The biometric feature attachment part 102 can be disposed in the 5 

biometric feature carrying area 1011. The conductive part 103 can be disposed in the 

pressing area 1012. The identity identifier 104 can be provided on the second side 

1014 of the substrate 101, and the identity identifier 104 is located in an area different 

from the pressing area 1012. 

[0042] Further, to help a device for testing the biometric feature attack object 10 

quickly and accurately determine whether the biometric feature attack object is at a 

target placement position in a target detection area based on information about a 

placement position of the biometric feature attack object in the target detection area, 

the pressing area provided in the embodiments of the present specification can further 

include a first central point, and the above-mentioned identity identifier can include a 15 

second central point. The placement position of the biometric feature attack object can 

be determined based on a position and pose information of a line connecting the first 

central point and the second central point. 

[0043] The biometric feature attack object can further include a bounding frame 105. 

The conductive part can be a transparent conductive film, and the transparent 20 

conductive film includes a first area and a second area. The first area and the second 

area are respectively disposed on two opposite sides of the transparent conductive 

film. As such, when the conductive part is disposed in the biometric feature carrying 

area, the biometric feature attachment part can be disposed in the biometric feature 

carrying area through the transparent conductive film. The bounding frame is located 25 

on a side of the substrate on which the pressing area is located, and is used to identify 

the pressing area. The transparent conductive film can be an ITO transparent 

conductive film. 

[0044] Specifically, FIG. 7 is a schematic structural diagram of a sixth biometric 

feature attack object, according to embodiments of the present specification. As 30 

shown in FIG. 7, the biometric feature attack object includes a substrate 101, a 

biometric feature attachment part 102, a conductive part 103, an identity identifier 104, 

and a bounding frame 105. The substrate 101 can include a first side 1013 and a 

second side 1014. The substrate 101 can include a biometric feature carrying area 
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1011 and a pressing area 1012. The biometric feature carrying area 1011 can be 

disposed on the first side 1013 of the substrate, and the pressing area 1012 can be 

disposed on the second side 1014 of the substrate. The conductive part 103 includes a 

first area and a second area. The first area and the second area are respectively 

disposed on two opposite sides of the conductive part. The biometric feature 5 

attachment part 102 is disposed in the first area, and the second area is disposed in the 

biometric feature carrying area. The identity identifier 104 can be provided on the 

second side 1014 of the substrate 101, and the identity identifier 104 is located in an 

area different from the pressing area 1012. 

[0045] Further, a color of the side of the substrate on which the biometric feature 10 

carrying area is located can be determined based on a color of a body part in which a 

biometric feature is located. 

[0046] The embodiments of the present specification provide the biometric feature 

attack object. The biometric feature attack object includes the substrate, the biometric 

feature attachment part, and the conductive part. The substrate includes the biometric 15 

feature carrying area and the pressing area, and the biometric feature carrying area 

and the pressing area are respectively disposed on two opposite sides of the substrate. 

The biometric feature attachment part is disposed in the biometric feature carrying 

area, and the conductive part is disposed in the pressing area or the biometric feature 

carrying area. As such, by disposing the conductive part in the biometric feature 20 

attack object, the biometric feature attack object can be automatically detected, 

thereby effectively avoiding a problem that in a manual detection process, there is 

high labor costs, a long test period, and a large test error. 

[0047] In addition, embodiments of the present specification further provide a 

biometric feature attack object. As shown in FIG. 8, the biometric feature attack 25 

object can include a biometric feature attachment part 201 and a conductive part 202. 

The conductive part 202 includes a biometric feature carrying area 2021 and a 

pressing area 2022. The biometric feature carrying area 2021 and the pressing area 

2022 are respectively disposed on two opposite sides of the conductive part 202. The 

biometric feature attachment part 201 is disposed in the biometric feature carrying 30 

area 2021. It is worthwhile to note that a structure of the conductive part is the same 

as the structure of the substrate shown in FIG. 2 in the previous embodiment. For 

details, references can be made to the structure of the substrate shown in FIG. 2. 
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[0048] Further, a biometric feature attached to the biometric feature attachment area 

includes at least a fingerprint and a palmprint. 

[0049] Further, the conductive part can be conductive silica gel or a conductive film. 

[0050] Further, the biometric feature attack object can further include an identity 

identifier. The identity identifier can be located on a side, of the conductive part, on 5 

which the pressing area is located, and the identity identifier is located in an area 

different from the pressing area. The identity identifier and the pressing area are used 

to determine a placement position of the biometric feature attack object. 

[0051] Further, the identity identifier is a graphic code. 

[0052] Further, the pressing area includes a first central point, the identity identifier 10 

includes a second central point, and the placement position of the biometric feature 

attack object is determined based on a position and pose information of a line 

connecting the first central point and the second central point. 

[0053] Further, the conductive part can be a conductive film. 

[0054] Further, the conductive film can be a transparent conductive film. The 15 

transparent conductive film can be an indium tin oxide (ITO) transparent conductive 

film. 

[0055] Further, a color of the conductive part can be determined based on a color of 

a body part in which the biometric feature is located. 

[0056] The embodiments of the present specification provide the biometric feature 20 

attack object. The biometric feature attack object includes the biometric feature 

attachment part and the conductive part. The conductive part includes the biometric 

feature carrying area and the pressing area, and the biometric feature carrying area 

and the pressing area are respectively disposed on the two opposite sides of the 

conductive. The biometric feature attachment part is disposed in the biometric feature 25 

carrying area. As such, by disposing the conductive part in the biometric feature 

attack object, the biometric feature attack object can be automatically detected, 

thereby effectively avoiding a problem that in a manual detection process, there is 

high labor costs, a long test period, and a large test error. 

[0057] In addition, embodiments of the present specification further provide a 30 

biometric feature attack test system. FIG. 9 is a schematic structural diagram of a 

biometric feature attack test system, according to embodiments of the present 

specification. The system can include a controller 301, a mechanical arm 302, a 
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camera component 303, and a biometric feature attack object 100. The camera 

component 303 is configured to obtain the biometric feature attack object 100 needed 

for performing a biometric recognition attack, and send information about a current 

position of the biometric feature attack object 100 to the controller 301. The controller 

301 is configured to control, based on the information about the current position of the 5 

biometric feature attack object 100, the mechanical arm 302 to select the biometric 

feature attack object 100, and place the biometric feature attack object 100 in a target 

detection area. The camera component 303 is configured to detect whether the 

biometric feature attack object 100 is in the target detection area, and send 

information about a placement position of the biometric feature attack object 100 in 10 

the target detection area to the controller 301 when detecting that the biometric feature 

attack object 100 is not in the target detection area. The controller 301 is configured to 

control, based on the information about the placement position, the mechanical arm 

302 to adjust the placement position of the biometric feature attack object 100 in the 

target detection area, so that the biometric feature attack object 100 is placed at a 15 

target position for biometric recognition in the target detection area, and control the 

mechanical arm 302 to perform a pressing operation on a pressing area of the 

biometric feature attack object 100 by simulating a pressing action of a finger, to 

perform a biometric recognition attack test. 

[0058] Further, the biometric feature attack object can include an identity identifier 20 

and the pressing area. The identity identifier and the pressing area are located on the 

same side, and the identity identifier is located in an area different from the pressing 

area. The camera component is configured to obtain images of the pressing area and 

the identity identifier. The controller is configured to determine, based on the images 

of the pressing area and the identity identifier, whether the biometric feature attack 25 

object is in the target detection area. 

[0059] Further, the pressing area includes a first central point, and the identity 

identifier includes a second central point. The controller is configured to determine a 

tilt angle of the biometric feature attack object in the target detection area based on a 

position and pose information of a line connecting the first central point and the 30 

second central point, and determine the placement position of the biometric feature 

attack object in the target detection area based on the tilt angle. 

[0060] The embodiments of the present specification provide the biometric feature 

attack test system. The system includes the controller, the mechanical arm, the camera 
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component, and the biometric feature attack object. The camera component can obtain 

the biometric feature attack object needed for performing a biometric recognition 

attack, and send the information about the current position of the biometric feature 

attack object to the controller. The controller can control, based on the information 

about the current position of the biometric feature attack object, the mechanical arm to 5 

select the biometric feature attack object, and place the biometric feature attack object 

in the target detection area. The camera component can detect whether the biometric 

feature attack object is in the target detection area, and send the information about the 

placement position of the biometric feature attack object in the target detection area to 

the controller when detecting that the biometric feature attack object is not in the 10 

target detection area. The controller can control, based on the information about the 

placement position, the mechanical arm to adjust the placement position of the 

biometric feature attack object in the target detection area, so that the biometric 

feature attack object is placed at the target position for biometric recognition in the 

target detection area, and control the mechanical arm to perform the pressing 15 

operation on the pressing area of the biometric feature attack object by simulating the 

pressing action of the finger, to perform the biometric recognition attack test. As such, 

by disposing the conductive part in the biometric feature attack object, the biometric 

feature attack object can be automatically detected, thereby effectively avoiding a 

problem that in a manual detection process, there is high labor costs, a long test period, 20 

and a large test error. 

[0061] Specific embodiments of the present specification are described above. Other 

embodiments fall within the scope of the appended claims. In some cases, the actions 

or steps described in the claims can be performed in a sequence different from that in 

the embodiments, and the desired results can still be achieved. In addition, the process 25 

described in the accompanying drawings does not necessarily require a particular 

sequence or sequential sequence shown to achieve the desired results. In some 

implementations, multi-tasking and parallel processing can be advantageous. 

[0062] A person skilled in the art should understand that the embodiments of the 

present specification can be provided as methods, components, systems, or computer 30 

program products. Therefore, the present specification can use a form of hardware 

only embodiments, software only embodiments, or embodiments with a combination 

of software and hardware. In addition, the present specification can use a form of a 

computer program product that is implemented on one or more computer-usable 
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storage media (including but not limited to a disk memory, a CD-ROM, an optical 

memory, etc.) that include computer-usable program code. 

[0063] The present specification is described with reference to the flowcharts and/or 

block diagrams of the method, the device (system), and the computer program product 

based on the embodiments of the present specification. It should be understood that 5 

computer program instructions can be used to implement each process and/or each 

block in the flowcharts and/or the block diagrams and a combination of processes 

and/or blocks in the flowcharts and/or the block diagrams. These computer program 

instructions can be provided for a general-purpose computer, a dedicated computer, an 

embedded processor, or a processor of another programmable data processing device 10 

to generate a machine, so that the instructions executed by the computer or the 

processor of the another programmable data processing device generate an apparatus 

for implementing a specific function in one or more processes in the flowcharts and/or 

in one or more blocks in the block diagrams. 

[0064] These computer program instructions can be stored in a computer readable 15 

memory that can instruct a computer or another programmable data processing device 

to work in a specific way, so that the instructions stored in the computer readable 

memory generate an artifact that includes an instruction apparatus. The instruction 

apparatus implements a specific function in one or more processes in the flowcharts 

and/or in one or more blocks in the block diagrams. 20 

[0065] These computer program instructions can be loaded onto a computer or 

another programmable data processing device, so that a series of operations and steps 

are performed on the computer or the another programmable device, thereby 

generating computer-implemented processing. Therefore, the instructions executed on 

the computer or the another programmable device provide steps for implementing a 25 

specific function in one or more processes in the flowcharts and/or in one or more 

blocks in the block diagrams. 

[0066] In a typical configuration, a computing device includes one or more 

processors (CPUs), input/output interfaces, network interfaces, and memories. 

[0067] The memory can include a non-persistent memory, a random access memory 30 

(RAM), a nonvolatile memory, and/or another form that are in a computer readable 

medium, for example, a read-only memory (ROM) or a flash memory (flash RAM). 

The memory is an example of the computer readable medium. 
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[0068] The computer-readable medium includes persistent, non-persistent, 

removable, and irremovable media that can store information by using any method or 

technology. The information can be a computer readable instruction, a data structure, 

a program module, or other data. Examples of a computer storage medium include but 

are not limited to a parameter random access memory (PRAM), a static random 5 

access memory (SRAM), a dynamic random access memory (DRAM), another type 

of random access memory (RAM), a read-only memory (ROM), an electrically 

erasable programmable read-only memory (EEPROM), a flash memory or another 

memory technology, a compact disc read-only memory (CD-ROM), a digital versatile 

disc (DVD) or other optical storage, a cassette magnetic tape, magnetic tape/magnetic 10 

disk storage or another magnetic storage device, or any other non-transmission 

medium. The computer storage medium can be used to store information accessible 

by a computing device. Based on the definition in the present specification, the 

computer readable medium does not include transitory computer readable media 

(transitory media) such as a modulated data signal and carrier. 15 

[0069] It can be understood that the embodiments described in the embodiments of 

the present specification can be implemented by hardware, software, firmware, 

middleware, microcode, or a combination thereof. In hardware implementation, a 

processing unit can be implemented in one or more applications-specific integrated 

circuits (ASIC), digital signal processors (DSP), digital signal processing devices 20 

(DSPD), programmable logic devices (PLD), field programmable gate arrays(FPGA), 

general-purpose processors, controllers, microcontrollers, microprocessors, other 

electronic units for performing the functions described in the present specification, or 

combinations thereof. 

[0070] In software implementation, the technologies described in the embodiments 25 

of this specification can be implemented by modules that perform the functions (for 

example, processes or functions) described in the embodiments of the present 

specification. Software code can be stored in a memory and executed by a processor. 

The memory can be implemented in or outside the processor. 

[0071] It is worthwhile to further note that in the present specification, the terms 30 

"include", "comprise", and their any other variants are intended to cover a 

nonexclusive inclusion, so that a process, a method, a product, or a device that 

includes a series of elements not only includes these elements, but also includes other 

elements which are not expressly listed, or further includes elements inherent to such 
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process, method, product, or device. An element described by "includes a ..." further 

includes, without more constraints, another same or identical element in the process, 

method, product, or device that includes the element. 

[0072] In the previous description of the implementations, a person skilled in the art 

can clearly understand that the embodiments can be implemented by software in 5 

addition to a necessary universal hardware platform or certainly can be implemented 

by hardware. However, in most cases, the former is the preferred implementation. 

Based on such an understanding, the technical solutions of the present specification, 

essentially or the part contributing to the existing technology, can be embodied in a 

form of a software product. The software program product can be stored in a storage 10 

medium (for example, a ROM/RAM, a hard disk, or a compact disc), and includes 

several instructions for instructing a terminal (which can be a mobile phone, a 

computer, a server, an air conditioner, or a network device) to perform the methods 

described in the embodiments of the present specification. 

[0073] The embodiments of the present specification are described above with 15 

reference to the accompanying drawings. However, the present specification is not 

limited to the previous specific implementations. The previous specific 

implementations are merely illustrative but not limiting. Based on the present 

specification, a person of ordinary skill in the art can make various modifications and 

changes to the present specification without departing from the spirit and the scope of 20 

the claims of the present specification. Any modifications, equivalent replacements, 

and improvements made within the spirit and the principle of the present specification 

shall fall within the scope of the claims in the present specification. 
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CLAIMS 

What is claimed is: 

1. A biometric feature attack object, comprising a substrate, a biometric feature 

attachment part, and a conductive part, wherein 

the substrate comprises a biometric feature carrying area and a pressing area, and 5 

the biometric feature carrying area and the pressing area are respectively disposed on 

two opposite sides of the substrate; 

the biometric feature attachment part is disposed in the biometric feature carrying 

area; and 

the conductive part is disposed in the pressing area or the biometric feature 10 

carrying area. 

2. The biometric feature attack object according to claim 1, wherein a biometric 

feature comprises at least a fingerprint and a palmprint. 

3. The biometric feature attack object according to claim 1, wherein the 

conductive part is conductive silica gel or a conductive film. 15 

4. The biometric feature attack object according to claim 1, wherein the substrate 

is made of a non-conductive material. 

5. The biometric feature attack object according to claim 4, wherein the substrate 

is made of a paper material. 

6. The biometric feature attack object according to claim 1, wherein the 20 

biometric feature attack object further comprises an identity identifier; and 

the identity identifier is located on a side of the substrate on which the pressing 

area is located, the identity identifier is located in an area different from the pressing 

area, and the identity identifier and the pressing area are used to determine a 

placement position of the biometric feature attack object. 25 

7. The biometric feature attack object according to claim 6, wherein the identity 

identifier is a graphic code. 

8. The biometric feature attack object according to claim 6, wherein the pressing 

area comprises a first central point, the identity identifier comprises a second central 

point, and the placement position of the biometric feature attack object is determined 30 

based on a position and pose information of a line connecting the first central point 

and the second central point. 

9. The biometric feature attack object according to claim 3, wherein the 
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biometric feature attack object further comprises a bounding frame, and the 

conductive film is a transparent conductive film; 

when the conductive part is disposed in the biometric feature carrying area, the 

biometric feature attachment part is disposed in the biometric feature carrying area 

through the transparent conductive film; and 5 

the bounding frame is located on a side of the substrate on which the pressing 

area is located, and is used to identify the pressing area. 

10. The biometric feature attack object according to claim 9, wherein the 

transparent conductive film comprises a first area and a second area, and the first area 

and the second area are respectively disposed on two opposite sides of the transparent 10 

conductive film; and 

the biometric feature attachment part is disposed in the first area, and the second 

area is disposed in the biometric feature carrying area. 

11. The biometric feature attack object according to claim 9, wherein a color of a 

side of the substrate on which the biometric feature carrying area is located is 15 

determined based on a color of a body part in which a biometric feature is located. 

12. The biometric feature attack object according to claim 9, wherein the 

transparent conductive film is an ITO transparent conductive film. 

13. A biometric feature attack object, comprising a biometric feature attachment 

part and a conductive part, wherein 20 

the conductive part comprises a biometric feature carrying area and a pressing 

area, and the biometric feature carrying area and the pressing area are respectively 

disposed on two opposite sides of the conductive part; and 

the biometric feature attachment part is disposed in the biometric feature carrying 

area. 25 

14. A biometric feature attack test system, comprising a controller, a mechanical 

arm, a camera component, and a biometric feature attack object, wherein 

the camera component is configured to obtain the biometric feature attack object 

needed for performing a biometric recognition attack, and send information about a 

current position of the biometric feature attack object to the controller; 30 

the controller is configured to control, based on the information about the current 

position of the biometric feature attack object, the mechanical arm to select the 

biometric feature attack object, and place the biometric feature attack object in a target 

detection area; 
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the camera component is configured to detect whether the biometric feature 

attack object is in the target detection area, and send information about a placement 

position of the biometric feature attack object in the target detection area to the 

controller when detecting that the biometric feature attack object is not in the target 

detection area; and 5 

the controller is configured to control, based on the information about the 

placement position, the mechanical arm to adjust the placement position of the 

biometric feature attack object in the target detection area, so that the biometric 

feature attack object is placed at a target position for biometric recognition in the 

target detection area, and control the mechanical arm to perform a pressing operation 10 

on a pressing area of the biometric feature attack object by simulating a pressing 

action of a finger, to perform a biometric recognition attack test. 

15. The biometric feature attack test system according to claim 14, wherein the 

biometric feature attack object comprises an identity identifier and the pressing area, 

the identity identifier and the pressing area are located on the same side, and the 15 

identity identifier is located in an area different from the pressing area; 

the camera component is configured to obtain images of the pressing area and the 

identity identifier; and 

the controller is configured to determine, based on the images of the pressing 

area and the identity identifier, whether the biometric feature attack object is in the 20 

target detection area. 

16. The biometric feature attack test system according to claim 15, wherein the 

pressing area comprises a first central point, and the identity identifier comprises a 

second central point; and 

the controller is configured to determine a tilt angle of the biometric feature 25 

attack object in the target detection area based on a position and pose information of a 

line connecting the first central point and the second central point, and determine a 

placement position of the biometric feature attack object in the target detection area 

based on the tilt angle. 

  30 


