PCT/US2017/055710

WO 2018/089142

1/7

I "Old

TYNINYEL
30HaNNOO3

~ B
\10«

(INVHOMENW)
WILSAS
INTD

801
\n

(¥3nssh)
WALSAS
IN3D

Shi

HIAHIS ONISSIOOHd
JOVSSHN NOLLOVSNVY.L

HIAYES
dsvavivd

oL~

Sl

oL~ 4 201 -

asvav.iva

9oL



PCT/US2017/055710
2/7

WO 2018/089142

¢ 9ld

AHOWIW
I01A3a TR 1Nd1NG >
3LOWIY 0T~ _VIGaW
WO¥d/0L * ~-ST¢
- o VA e vossao0ud [ | Lnanr |- - "
, N ¥asn 10T
52z S0z~ oz

z0¢ \\



PCT/US2017/055710

WO 2018/089142

3/7

IDIAA
A10W3
WOYd/0L

AYOWIW
T Nore
L 4
Aorsa TOVAUEINT | FOVRIAINT
35WI0LS [T Sowols ~| Y0ss300ud |« WWOD |«
o
\-oze \-g0g STE
sze

\_10¢



PCT/US2017/055710

WO 2018/089142

4/7

Q3 LVOILNIHLINY
41 IAQHddY

IYNYALNINNY

HINY
TUNYILING
SSYdAg

[ ———_——— - — . o, ;oo —_g—-—_ — .. 3o . oo .

i
I
I
i
I
!
clg "
I
!
I
I
I
I

vey "\ .
 p— v 'Ol
1s3noay
NOILYOILNIHLNY
: 7
d0i¥ 0&\&
%\ 9ov pOY
% B \
% "
2 Bl v .
21 | IINACK IVNINYAL
HLNY A0HIANNODI
| gotp 7 GIVOINIHLNY z0v 7
_ xarvyzaow | (LNVHOMIW) oLl
| WZLSAS
8085 “ 2L ANIIMO
! i A\ 5 V0L
. _ INIWIT3 @%&,&
azawa any ) - YLYd S 00
3aq paag/ ™ Noisioaa ||©

_
| vOLY



PCT/US2017/055710

WO 2018/089142

5/7

mwf, 0bS
\ \
HINY 3000
G "OId TYNYIINI | | NOSVI “
SSVdAg 13HAHTINI 00S
‘\l.l
ggol ~| (43NSSH WALSAS INIITO
80 905 ¥05 | 208 3%/ 207~ @S/
/ \ / N \
ﬂ N
H3da xtg VIVAYLIIW |
4009 3aa JOVSSAN | S INGHLNY T
NOSVIY |ed | 550 | |e—| LSINOIY o HOIH - vlvd
aagn3 . HINY 191 SNVHL
A1YHINTD SIS
HLNY
HIAHAS ONISSIDOH .
IOVSSIN NOILLOVSNYY.L (INVHOH3W) WILSAS LNIITO

20}

V80l -




WO 2018/089142 PCT/US2017/055710
6/7

600
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RECEIVING AN AUTHORIZATION REQUEST MESSAGE FROM A SENDER
COMPUTING: DEVICE, THE AUTHORIZATION REQUEST MESSAGE
ASSOCIATED WITH A TRANSACTION

v /»—— 604

DETECTING A DECISION DATA ELEMENT IN AN AUTHENTICATION
QUTCOME DATA FIELD OF THE AUTHORIZATION REQUEST MESSAGE

I 606

INTERPRETING THE DECISION DATA ELEMENT AS AN INDICATOR THAT
THE TRANSACTION IS A HIGHLY AUTHENTICATED TRANSACTION

¥ //'w 608

RETRIEVING A REASON CODE THAT IDENTIFIES THE TRANSACTION AS A
HIGHLY AUTHENTICATED TRANSACTION AS DETERMINED BY A
MERCHANT INVOLVED IN THE TRANSACTION

v //— 610

EMBEDDING THE REASON CODE INTO THE AUTHORIZATION REQUEST
MESSAGE TO FORM AN ENHANCED AUTHORIZATION REQUEST MESSAGE

Y /812

TRANSMITTING THE ENHANCED AUTHORIZATION REQUEST MESSAGE
INCLUDING THE REASON CODE TO AN ISSUER COMPUTING DEVICE

FIG. 6



WO 2018/089142 PCT/US2017/055710
717

700
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f— 702
GATHERING METADATA ASSOCIATED WITH A BROWSING SESSION
INITIATED BY A CONSUMER
¥ /704

EVALUATING THE GATHERED METADATA TO DETERMINE AN
AUTHENTICATION LEVEL OF A TRANSACTION INITIATED BY THE
CONSUMER DURING THE BROWSING SESSION

A //‘ 706

WHEN THE AUTHENTICATION LEVEL INCLUDES HIGHLY AUTHENTICATED,
GENERATING AN AUTHORIZATION REQUEST MESSAGE ASSOCIATED WITH
THE TRANSACTION

v IS 708

EMBEDDING A DECISION DATA ELEMENT WITHIN AN AUTHORIZATION
OUTCOME DATA FIELD OF THE AUTHORIZATION REQUEST MESSAGE,
THE DECISION DATA ELEMENT INDICATING THAT THE TRANSACTION IS
A HIGHLY AUTHENTICATED TRANSACTION

v 7
TRANSMITTING THE AUTHORIZATION REQUEST MESSAGE INCLUDING
THE DECISION DATA ELEMENT TO A TRANSACTION MESSAGE
PROCESSING SERVER

FIG. 7



