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Fig. 2 
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Fig. 3 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

aggregating the randomized information of the group of 
users, thereby producing aggregated private information 

for the group of users 

each user aggregating its private portion and exchange 
portions received from other users of the group of users, 

thereby producing randomized information 

303 

307 

305 

301 
each user dividing its private information into a private 

portion and a predetermined number of exchange portions 

each user transmitting each of its exchange portions to a 
respective user of the predetermined number of users 

selected from a group of users 
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Fig. 4 
 
 
 
 
 
 
 
 
 

the receivers consolidating all of their received shares, and 
aggregating their private share with the received shares to 

produce their randomized values 

each user encrypting each of the k − 1 shares, and 
transmitting one of the k − 1 encrypted shares to a 

respective one of the k − 1 receivers 

403 

407 

405 

401 
each user selecting k − 1 other users from a group of users 

as its personalized receiver group 

each user splitting its private data into k random shares,  
such that the sum of the k shares is the original value of its 

private data 

each user transmits its randomized value outside to derive 
an aggregated value 

409 
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