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-1 DESCRI PTI ON .COMMUNI CATI ON SYSTEM AND COVMUNI CATI ON
METHOD 5 Technical Field The present invention

. relates to a comuni cati on system including two
conmuni cat i on appar at uses capabl e of encrypting
transm ssion subject data in plain text to render it

as encrypted data and t . tting it to the
comuni cat i on apparatusqgﬁsthggﬁgh%er_end and al so
decrypting received encrypted data and rendering it as
the transm ssion 10 subject data. Background of the

| nvegDMMUNEC R TPOR- SESTERNRNTS WMMIQHICRTI@NSWTH@D
used in a situation where it I's necessary to keep
transm ssion subject data transmtted between two
comuni cation 15 apparatuses confidential to a third

- TechmicelFieldl t hough vari ous encryption techni ques are

proposed and used in order to keeg the transm ssion .
6';%@&1@5&5% igventionirelates fup commupicatipy Fystam inclugling two

SRR Bl et s s e S Qg foxt o

ren&éfkﬂ £%ncHRt data arﬂqﬁélpﬁ'ﬁﬁﬂngﬂlgqﬂo ae Qoraﬁaﬁﬁfégﬁgneap%farams at the

ting tthe transm ssion su
othéﬂ eﬁﬂ Qb kb Meerypifks RUERE] elﬁfrylhbd dat@ @n@rénﬂ@ﬁﬁg"it b tHRGraARMission
recei ving apparatus on a transmtter side, ‘encrypting
subgacdatpi ece of the cut data and transmitting it to the
‘communi cati on apparatus at the other end and
decrypting received data on the transmtting and
. receiVyi apparatus on a receiver side. In the case
m%%“ﬁ@ﬁP%ﬂWﬂgﬁmgﬁ@h encryptlon an algorlthn1and a key
e r m ned . are era used.
a1 o BT RERp Bl i SndFreda pid 5 Svadarpbers i
necééﬁsrﬁs g%&g&mi&%r i Qort $Bide0fta 1Afindie pEfech Bud bofimumication

et erm timng In many cases.

appbﬂﬁls@é &ﬁiﬂd‘éﬁﬁﬂld@ o thiRY aﬁlfye ke gh RGN crybtioh ﬁechmques are
relatively easy to break the encrypted data by usi ng

propdsed ahd)osddtinwrdemdo keep the transniisitwe sutdjgro dath loomfidential, it is difficult to
rendered conplicated or the key is changed. 2 The
completelytpseenp deapptiontaf@icede-encr ypt i on t echnol ogy for

ears and revlous ented a hni que
pert 8F E“{h%ﬁlﬁ%é{@wm&smn%@ﬁ%ﬁu‘ﬂﬁ@ data is

performed by using a procedu:e of cutting the transmission subject data by a predetermined

number of bits on a transmiiting and receiving apparatus on a fransmitter side, encrypting

- each piece of the cut data and transmitting it to the communication apparatus at the other end

25 -

and decrypting received data on the transmitting and receiving apparatus on a receiver side.

In the case of performing such encryption, an algorithm and a key which are

predetermined are génerally used. This algorithm is rendered very complicated to prevent

the decryption of the code, and the key is also changed in predetermined timing in many

cases. Once the algorithm and key are known, however, it is relatively easy to break the

- encrypted data by using the algorithm and key even if the algorithm is rendered compli_cated

or the key is changed.
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communi cati on apparatuses on the transmtting side and
the receiving side is provided wwth comon neans for
successively generating at | east one of the al gorithm
and key for 5 performng the encryption and decryption
" so as to performthe encryptezl communi cation while
at | east agne of the algorithm

Gy R En! o YRR BRIP 2y ARt TGHS anfpreviously

invdyE P BNl B B Gh HEVRR Ry bica SR PR Sionigh e
contRES g B GARELNET B 6 p e 8 hoviged witn

conit@binRhnd f0£ FceERNBE ddneffinb taeTeast DAC LE HR Eyorfihih @RE kBy for
t hereof is nmuch higher than conventional encryption

perfoemimethe gycryptionfand debiyptioe edas guerfohn wevancr yptdieccenmumsication
the cases where, if sone of the past algorithns or

- whilespecessivelyrbapging at least pne af Srealgosites andkepyseder the encryption and

al %%rithm or the key or both of them change from now

decpyplioRy ;s a4 possibility of being broken by a third

| Parfye {e?hrﬁ@ e %ﬂ%ce%g%&grt%ﬁleﬁéteé % fc)ea%t%lﬁe 8P .{h%%liﬁogﬂ'tnh Iglgd key for

present inventron ISt I nprove the comur catl on

rfo¥ h%ihé@ﬁd idhGndldeBrypABEY NE ¢ ih QR BRP #hefeY8ESgorithm or the k

pe capabl e of r%i?ﬁ:rypti ng y?r ansm ssi on subject dat ag’i:)rr% morthe key
is kpbwi Bnéeg e alg@itheritelie kdy @Sodnef MbieHatiattherdafter! h&Rerefore,

transmtting it to the comunicati on apparatus at the
strengthaherewits anah higher then cypiantignaleneiypoh eolmojpgyed dat a

and rendering it as the transm ssion 20 subject data

fesfor thiy eehndgue, hewpuasihere are thegrsaserhege. b wreaofihe gast

SO
sl g B s K SR eEr-LeHIF G5 Yt B ek o8 the ey or both of
ey DG An A0 B, > 5380 p: AL LPRHERSR R ANk ot

i on of e presen prication i

absbBtdiP¥se. The first invention is a comunication system

including a first conmuni cati on apparatus and a _
s edanebjea it (§aden i vaiiar i ta FmRové e commitimidatiah s@dlem including
appar at uses capable of encrypting transm ssion

- twogbjrewticatmnapparaises aapatgy of encryptinggransmisaionenbjegipdatalin plain text

data and then 3 transmtting it to the comrunjcation

o repylen itap gacrypted Hatagnd dhendrmnsmpéing itde thecomypiniergion apparatus at the

oth?rrféﬁﬁ I&ﬁﬁ? glﬁf’ g‘ﬁg X gljtlé%figg%f? gl?crll%g%i Ha%ﬁ rg}u? ?qnig%rir?gsit tap ﬁle transmission

paratus o

subfeGra b6 8 toaBnRORRY S UBiRt) r bOfs BRAGR By GOHTY PheP! ' ON

" Disclosure of the Invention

To achieve the object, the inventors hereof propose a first invention and a second

invention described below.

- The first invention of the present application is as follows.
The first invention is a communication system including a first communication
apparatus and a second communication apparatus as two communication apparatuses capable

of encrypting transmission subject data in plain text to render it as encrypted data and then
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t he .conmuni cati on system conprise: cutting nmeans for
-cutting the transm ssion subject data 5 by a
predet ermi ned nunber of bits into nultiple pieces of.
. transm ssi on subject cut data, and also cutting the
encrypted data by the sane nuirber of bits by which the

cofFOMAELF Ay B R R o B
encgg;@ém?fodnaftgg%}d r%ﬁ&’éfﬁm%tei{ ?4 ,_lPé Fglggﬁig%ﬁ alggrithns rendered

ween onmmuni cation apparatus and

t B RRTHICRMBHMNIEAonAPpARRALAY Ui seSEHRI oRtrhifcAlo apparatus of
decrypting neans for 10 encrypting the transm ssion

‘the sodajraicator sydainfcorhpriset bettiag g@and foichtting Gidemsinissim subject data’

the encrypted data and decrypting the encrypted cut
by aipredetentined inmbérepd bits inte nuddplvipeceerfdrapsmissyntshibject cut data, and
encrypted cut data to render it as_the transm ssion

alsosepstingthe enerypige datadtyithe sameaumberof bits by whighyibe enerypled data is cut

RS ARG SRS bt 8 oo o B B g moans or

_ . < Ytil ' _
R e S
apphfusGATRE Yebaid QmmiSiABrlfparalseendiRing Ma detyPting Ahns for
time the transm ssion subject data is encrypted or the
encaipting heathndmiicnsubijecr gup deel, widnlke alppeithn ipreadeatieanthaedcrypted
- sol ution obtained by assigning at | east one of the

- datpaqek destyipting Sresencryped e dataivoth Gentgonittim gseal when eterypiting the

the case of generating the algorithmand also erases

: al g .
encypledras data s fenderdih as g drnpmission subjpe sy bdatpsopaeciing mesns for
assi t hem anew. 20 The co ication te . .
confoug SRR RmeaR ot Ttk P h 85 BL o Bl ramsmisson subfec
AacE R YR ing i RSP Yt BT AR
" S Ot tal fiFhm igBndrAen £ S fh s tREARhRAIhiBS I s lefafd¥Rhe algorithm
As descri bed above, the solutions are generated by -
each tilregh¢ trengpsisdiors oibjdat data is neryhat omthe endrippsé damlisidé¢onyysted, and
are erased once they becone unnecessary to generate
useh2 predefermingd solution d by agugning atlsasy pae of the pdstsalitions to a
after angther in the conmunication system For_  this '
solytion gsperaiRgpi 2oty inythe gass eyn%atﬂl&tﬁawgpﬁ@% and,glsp frases the past
SO]I%%&H(%hihE qis i inn Hl e, .1 h hsSanpat kenow the route _
nreh the 07 (EEh RSy 3E8YeY O thYener at i on |
 pooRpprieicaO s RO Sl ESS ATy RURFAE S bty i foPencryption
and(‘démyﬁﬂb&‘ a? (RIS EhRABABMAE nidhfk € ITHRYl ddihih Yehékaidg iidans uses
4 The solutions. may be pseudo-random nunbers as a
the F'sxduticns” ihhthe casert genabiinggths yigoeithip d A edesttibedadbgoe, thésolutions
in such-timng as to performthe
are generated by using the past solutions. Furthermore, these solutions are erased once they

become unnecessary to generate new solutions.
The past solutions are erased one after another in the communication system. For

this reason, even if a third party can know the solutions at this point in time, they cannot

- know the route which the solution has traced to the generation thereof.

For the above reason, there is only a little possibility that encrypted communication by

this communication system may be broken by the third party.
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- Howeughdhinay plsg obfain therspliitiop

encryption and decryption by using the sane al gorithm
“for the first communi cation apparatus and the second
comuni cation apparatus. The al gorithm generati ng
nmeans may generate 5 the algorithmeach tine the
transm ssi on subject data is £ncrypted or the
enmeépt d data is ({Iﬁcr ed. Furthernore, it may
geneF &P UPH%‘”&VESPF? Mt PYTHREEE A2 I98ts i ssi on
suly,ec C Ut [ ..t h I} ;
G nEbmaificatBh ey BPRA Bkl o SRECHERER Eifegtorm he
encig?ti@ﬁ Eh @ BOER b N B dhirtl b SARO h1BHAN fdr MR fiff cGAMnRhRICapparatus
the transm ssi'on subject cut data and so there is a
and/ (R SecPRS sdinuhicutiéaipatdies. € Mhe iioridin Feieratith Beans may generate
decrypted. The al gorithm generating neans generates
the nlgerithemeabltirgé thesrahsoissivh eulgesttdatidh endrgpted or tewaomypted data is
it may al so obtain the solutions by assigning nmultiple .
decpypéad. s dluprherappse tibmay gengsntg thel sorifbmeragh fifte the Gansmipyien subject

B R P Bl D S iy
! RGO A, A NS UG Bcch i

of thekrhRehissIdl subjiRt BRUataSarldsB BB i £-sd pbskiBfity that the encryption may
comruni cation” system i ncluding the first

be dzorypesii. cat i on apparatus and the second conmuni cation
apparatus as two conmuni cation apparatuses capable of _
endihy pl gonighm lgeneratims miesrssi generateb jtlectevdsilations fryinathe pasteolutions.
to render it as. the encrypted data and then _ | .
hgﬂﬁssmngomuléwaéf gpdutinsitp the solution
ot her end_.20 d, al so decrypting the regceived . ; '
gengiating AlE0RMR AT e OB REF T Hog S 9B b L {HEIS it salpigns may be
Subi 3 l..S: ' : for one
w8 e 1 el S0 B LR, BT
- COMReFirSdhvition RRAS AidSe iplerstittd PP theT8IISwRABTRBS. ON
subj ect data by a predeterm ned nunber of bits into
mulThigpnethpd écasplanherntediistie ssmatunidtipe e stedn incliakigg the first
generating algorithnms 25 sequentially; encrypting the
commemsationsipparagisiapng the ssoondieonamugic4tionrappatiatjsras tHencemmunication
render it _as the encrypted data; and transmtti n([;'thg .
appaREiseHeapable of snerypiinppthsirapmisyian spbigqidata 1ppain text fo render it as
co ni. cat i on .appar at a he second comuni catign
the SRETAE 85 B8 RS Sitfn o o BRE R 8 FE AR L R other end
end!sh e DITY riBhu 00 ARPANG! i B ohaSRER 3 e waneission subject
datencrypted data into multiple pieces of encrypted cut
data by the same 5 nunber of bits by which the

endhipmettod adciudes: the tstepk éor onp of shetfask cosanmecdtionl dpparatus and the

generating ) ) i
second communication apparatus of: cutting the transmission subject data by a predetermined

D,

number of bits into multiple pieces of fransmission subject cut data; generating algorithms
sequentially; encrypting the transmission subject cut data with the algorithm to render it as
the encrypted data; and transmitting the encrypted data to the other one of the first
communication apparatus and the second communication apparatus, and the steps for the
other one of the first communication apparatus and the second communication apparatus of: :.

cutting the received encrypted data into multiple pieces of encrypted cut data by the same
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the sane algorithns as those generated by the one of

the first comuni cati on apparatus and the second

conmmuni cati on apparatus; decrypting the encrypted cut

data with the algorithm used when encrypting the

encrypted cut data to render $t as the transm ssion
and_ connecting the decrypted,

nm%l?%ﬁf ?ﬁfg §¥ afﬁgélﬁg? eRqryRiEd defadscutovice ﬁﬂ%fﬂl’ﬁi %?gu@w@lly generaung
eSO B B R B B S BB s ana

| the 300 LbHPnundAtioh & :ﬁ“ﬁﬁ?%c HH%E&%%H@%%P&MW& the algorithm

generate the algo m‘eac ransm ssi on
used e @hcrptie ihe c8BGPIALAHdAA td REJGNELYRE BdnGaikdon Subject cut data;
- decrypted, and use a predeterm ned solution 10
andodwhaeaiing th)g/dmyptghtrargma*ssubnem&com dafa tpaatdes tlay thearmsmission
to a solution generating algorithmin the case of

'SUb@@héatatl ng the aI gorithmand al so erase the past

Sol ?fg% Oﬁﬁgg Bﬁi dH 9?%;"2‘51%? ﬁoglglé a%g {cgm?lfﬂ%éc%{}on apparatus

BB SRR ARoL PR sl S BRAN Y SN B i fomsission

conmuni ca I on SysS cornmuni cat’i on

subjeet ARP X Scl t&ﬂgr tBe SR gd 8&%&&;@%@% RE2 prelSte@rined solution

wo conmuni‘Cation appafa tuses capabl encrypt i ng

obthihadByTh AUEdseoie 6ast doutidnditd)a b@lition GerfefE@Mldokithm in the
as encrypted data and then transmtting It to the

© case ofigeneiatmigithmalgpithneandsals eradecthe pie solationsawhiensit fsmo longer
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‘decrypting received encrypted data and rendering it
necgssapHie apvgmewIsdledh subj ect data, wherein: both the

conset T BRerapp At Lt A Ficaicn B Sins 20 1 or
C ut-f erbgcérﬁem{éénﬁf&?%géeg g&lﬁﬂ]ouﬁtégﬁgn %ysge% ﬁ} HQGI,@ a first commupication

predet erm ne pleces o
appaf ARSIHISSIcBoh SdthBGhicstidn HPidusdBwa 'célﬂnﬁﬁkrah&g aﬁﬂé?atuses capable
encrypted data by the sanme™ nunber of bits by whic

of dnlofypeing typimidsidabebjes datatin ph@ntea B epded: asr&leryfﬂﬂdtdaﬁi #d then
pi eces of encrypted cut data; key generating neans

trarfsgiitting dterthe edthmugieatimedpipagiiusey theragherend dnd alsmulncryptmg received
bet ween the first conmmunicati on apparatus and th

encaypieshdpte anhisarering ibas tepanamission sebjestclaiap whatsing ﬂpgth the first
Jecr. é %tf i rb%’(paﬁﬁins f %?eh ﬂ@/‘?t i nggﬁgt?ogt %}%@%@{%ﬁﬁm’é& cuttmg means

- for glécr é'ﬂ'g ﬁ%gsﬁ{ﬁgsﬁlé e'c{(% bi Q?re?gfe%ﬂ ?%uﬁ%%?&ﬁﬂgs into Cfnultlple

pietdd u@ﬂﬁfﬁ%ﬁbﬁ BEhibd @uedhEs, iRl Sfo %H&m%%@eﬂﬁ‘fbt&&‘ 8ata 8Y%he same
algorithmas thé algorithmto rendér it as the

nurhisea 0 bits By evhichthy esdrysted dakatiacutadhien eatiyp@gdis@nsultipleipieces of
connecting the decrypted transni ssion subject cut data
encryptedeaid dataj keyngenetating magsssifar seqren6ally generating keys rendered common

between the first communication apparatus and the second communication apparatus;
encrypting and decrypting means for encrypting the transmission subject cut déta with the
key and a predetermined algorithm to render it as the encrypted data and decrypting the
encrypted cut data with the key used when encrypting the encrypted cut data and the same
algorithm as the algorithm to render it as the transmission subject cut data; connecting means

for connecting the decrypted transmission subject cut data to render it as the transmission
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subj ect data; and transmtting and receiving neans for
transmtting and receiving the encrypted data. The

- key generating means of this communi cation system .
generates the key each tine the transm ssion subject
data is encrypted or the encrgpted data is decrypted,

d 5 det 1 ned | uti bt ai.ned ..
T R T e

| encgﬁ)g&{ﬁ?a%_ng al gorithmin the case of generating the key

al'sO erases the past solutions when it is no

lo nﬁﬁ:rke? £S38LY mbshsBTTHIY BohBRANGRENsysIdIR generates the key each time
conmuni ¢ati on system according to the second i nvention

the @f srAisSioNsuljedt@latatd bhdrypted bihthe RAcybledtdataiy dedrimsd, and uses a
Instead of successively generating the algorithnms as

predeterniiged salgtionlébtainedby assigningas leastronandiqmsi sotutions tosmsolution
accordi ng to_the second i nvention successive

! |
gengeatiag algesithip dn fheyease ofigenpraling e keyand ehseﬁéﬁsw%(l@ pegtplutions when

...are generated by the ke enerating neans. In the
1tI%Qgg?rnﬁgﬁéggttgﬁﬁl%ée@?wth'e past solutions are

us ' he. f, r.atd . [ in o :
et 3 s NG R LA D Tl it
withRREidsPRYentf®ne Mestd@HFcdesSebly ?&%fﬁ‘l@ e afcBBMens a8 in the first
only a little possibility that” Che conmuni cati on nmay
invaritidne tHercokmmriiyatioh e yétéh adcdadiniz o @se decoridi@ivention successively
comuni cation system according to the second _ -
generapesthe beys. THae koyofithtrsecond irnviestiomare gengratat by thedkey generating
‘pseudo-random nunbers as a result. The key generating
megfsandn #re caproisgengiating thedeys.dhe RSy sefEHeRsATg ugod@s frp thejcgse of
any. timng. .. For. i.nstance, the k enerat.i ng_nmeans
sengiing oA PR By RNt R e BF RRHOE BF caed when they
i i r: . t N
oo B OERE o AER S AR B 100 DR A odimication may
be bloReSBY tic! tBid PirtRaSlodhé BSnindRicRASH sysRinhdcBREing & théSecond
sol ution generating algorithm The nunber of the
inveistiant i ons assigned to the solution generating
al gorithm may be either one or nultiple. The second
~ i nvE Sobrtiomayn thisersomay aisodemsewdd-tapdomaunbersanangsult.
nmet hod. 25 The second jnvention is_.a nethod

| ok eB T ng mEant Rf: e sacPRt PR teTmAY EPRFaRtA e key in any timing.

B I —

subz%t? @ﬁta&a?aslﬁ %n%@?@ﬁ lof ¢ en%@&gééiwt Rekatié 35S Pi On subj ect

a Inplarntext to r it as encrypted data and
t hemhd Keyetibrlatih§ thelifs dHaih$ theGOTIRGRA b {iOMin A B8 d6%utiins to the

the 7
solution generating algorithm. The number of the solutions assigned to the solution
generating algorithm may be either one or multiple.
The second invention may also be implemented by the following method.

The second invention is a method implemented in a communication system including

‘a first communication apparatus and a second communication apparatus as two

communication apparatuses capable of encrypting transmission subject data in plain text to

render it as encrypted data and then transmitting it to the communication apparatus at the



10

" 15

20

25

 COmBIRIFMAPH RIS

ot her end and al so decrypting received encrypted data
and rendering it as the transm ssion subject data.
The second invention includes: the steps for one of
the first communi cation apparatus and the second
communi cation apparatus of: cutting the transm ssion

subj.ec ata by .a 5 predeterm ned nupber, of bitg into , .
O‘h‘?ﬁﬂnfliaﬁé éﬂﬂidéﬁfé%“‘%ﬁ f%?%?@ﬁ?@&ﬁ’%‘ilﬁ%‘a BpdEanderng ijas the transmission
rating keys sequentially; encrypting the
Suhgggﬁgﬁiss!on subj ect cut data with the key and a
P eRlEEHNRenfbe M idam tﬁ@ s(eﬁ?ﬂﬁ%nb f ﬁlg i@ oRMAN Pk apparatus
data; and transmtting the encrypte ata to the

andQh& §dcofd Corinuhitetidr dppar LOIGRI Bittia tHeraaRRREdhH Yabjeardatd 1y a
- second communi cati on apparatus, and the steps for the

- predetérerinatwmober ol bitf intes mubtipleprresatfitensmispian athjsctantid4atire

second 10 conmuni cation apparatus of: cutting the
generating keys seAvenpisllsengephng theotransmissismesupieetws dafp with the key and a

oo AR ot ARG 50 il M ey
ad BHE YLD oBRORLS Lo IS 6SR IR Y Bk 19354 communicarion

ener at éd by oné o I on appar

| app@iathst BRI BESRPY ok WEHALCEH FIARRBERhMEnicARS Wphialss dnliShe second

encrypted cut data wth the key used when encrypting
coniigniCativhypp ot Wf: iy BB dedelied 2AfHpRH datiihbrm@splkDieces of
the algorithmto render it as the transm ssion subject
encrypteddait datadnydhe sammamimbey of bds te ehyght thelendrypted datg 3§ o when
subject cut data to render it as the transm ssion

enceypigds sequentially goneraging thesamerkeys ag these gsmerated iy ougtof the first
conmuni cati on agg rathéathhe second conmuni cati o

_ B 20 the g0l PrERRCRRAPp BNy st encrypted
cut ggtlajvﬁg{ t(telg %Egﬁ%fﬁ v?l%ﬁréﬁ@{g@ggg thel Jﬁ%lé}go@eg% u%lgtq aﬂ&bh?e dathe dﬂgorithm as

ecrypt ed, use a p ermn Ion obtal ne
the m%oﬁ&ﬁil Wiehberdt ad B8 &hn@RRsiBA sRASH cella#0aH b]@ﬁﬁ:cﬁﬁ’g the decrypted

sol ution generating algorithmin the case o
trang i ioat subfect hie dk@yo ashdenit 20 iR A@mEmidsion sphjstt daed, utTherme and the
when it is no |longer necessary to assign them anew.
oth@rafdiie fixss compuhioatiaf apphastiy andi they sechhdrommusicatiofi appagatis generate
ow ng. an overal] configuration of a_communication

sh .
the kow pachy timesthg dyagrgispign subiget dafajs gnerspied or-the enpryptedglata is

cecfyefil AP Bt < cesprnad Bl o b B atTesn ot st
<ol TRAREA Y kot b IR0 ARRRE Dk Mo erase

the pAATbBHBAL RS Ris B BASEAHLERYAH asRRhaUReR

Brief Descripﬁon of the Drawings
~ FIG. 1 is a diagram showing an overall configufation of a communication system
according to an embodiment;
FIG. 2 is a diagram showing a hardware configuration of a first communication
apparatus and a second communication apparatus included in the communication system

shown in FIG. 1;
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the first communi cati on apparatus and second

comruni cati on apparatus included in the conmunication
systemshown in FIG 1; FIG 4 is a flowhart show ng
a flow of a process executed in the conmunication 5
systemshown in FIG 1; FIG & is a flowhart show ng

a fl aw of rocess Qf encryption executed in.the
fi nﬁéi% 38&1@8& 'asq‘aahﬁwﬁ% at 1%‘Fat{%é’%é‘c9ﬁ’ﬁ’&?}?nd%ﬂt’i°8ﬁppamms of
in Fl 1., and Fl is.a fl har .
the B CFRLORR B it P bonthbic pe R oot g e
Con&mmiog%&gtgﬁ HoRaLaFSs of the communi cation system
shown in FIG 1. 10 Detai’l ed Description of the

Pr ¢fiel 4 &ch fRpeidirigdohendieflewdiaprocsPietetd @flthe communication

enbodi nent of the present invention will be described
sysiem shewaiih FlGyl;referring to the drawi ngs. A

communi cation systemaccording to this enbodiment is

r okl § icoieveharehowing sflewofia preresy of engryptips executed in the first

conmunj cati on system.includes a first cor cation

 comppiFalion Pparan 9] 1k COTUBRRICERMMHPERPER DRaraeed 12

il b AR08, SyBELRE TG kbn e scon

| conﬁﬁmwﬂoﬁ%@)bﬁﬁuﬁ BP fcAotindmcdtioh Wgbib sREFA &f FiG.ancr ypt ed

communi catt on. The network 13 cdnnecting the first
comuni cation apparatus 11 with the second 20
conmuni cation apparatus 12 is the Internet for

Dethitesk Resceiptiomef tha frefetred Embbdimeptsssi bl e to configure
the_network 13 with another neans, such as an_intranet . )
or Hergimden aprefped embodiment ¢fi the Rrefgnt invsatign ywalhbe degcgibed in detail

conf.igurati.on.of the first communication apparatus 11
byrgﬁey?gg’@gmn%sommni'cati on apparatus 12. As the

T 1185 Lo TR S s ?@ﬂi&@ E)Sthils]etnhﬁ%'agnéﬁ ) @%gﬁlgf%Pg{ig%rﬁd as

conmmuni catl on appara ave € sane con

.Shoﬁrﬁ‘iﬁ’ FEGND. tThel ddinfin@fic RS ERNhclu@Y A/fidsh& mmunication af aratus 11
configuration of the first conmuni cati on apparatus

andwi sebortiecontiasuitathachpparatusriepnmasiiyf ainneeted ¥aG@ nedwsikol®s  The first

har dware configuration of the first conmunication

- congpydeaitonsipparatus Ad eod dthensgeond commusindlison appatatust 12embfually perform

- communi cation, apparatus 11 conprises a CPU (central
enciPHILOMPEPICAion) 21 an ROM (read only menmory) 22, an

HD%(E%%WOIE'I% %qul{éc}/ilel% tl%a first communication apparatus 11 with the second
communication apparatus 12 is the Internet for instance. Instead, it is also possible to
configure the network 13 with another means, such as an intranet or a private line.

A description will be given as to configuration of the first cominunication apparatus

" 11 and the second communication apparatus 12. “Asthe first'communicétion apparatus 11

and the second communication apparatus 12 have the same configuration according to this
embodiment, only the configuration of the first communication apparatus 11 will be
described as a representative.

FIG. 2 shows hardware configuration of the first communication apparatus 11.

According to this embodiment, the first communication apparatus 11 comprises a

CPU (central processing unit) 21, an ROM (read only memory) 22, an HDD (hard disk drive)
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- 23, an RAM (random access nenory) 24, an input
apparatus 25, a display apparatus 26, a conmunication
apparatus 27 and a bus 28. The CPU 2|, ROM 22, HDD 23,
RAM 24, input apparatus 25, display apparatus 26 and
comuni cation apparatus 27 ca;m exchange data via the
bu 5 The ROM 22 or e HDD 23 has pr term ned
23, B8 RN A LS AL a&eavutepmrgwﬁg} 3 Gepltghagss 26,
d e
con g R A i Yl 28, ThE CRTAL R HER S5 R0M 24,
inpMCpPERAIY25L QisPraf P}Sﬁaﬁlb 86 Bﬁ@%ﬁﬁﬂmicﬁﬁ&{ A5frd e B exchange data
Thé " CPU 21 conttols the entire first comruni cation
via@pdarsagus 11, and perforns a process described |ater
based on the program and data stored in the ROM 22 or
t helheRDRB22 Fithe HDIRARh2sla pedoedingd peogram land predeigonined data
area .on performng the process on the CPU 21. The

(thip Hwtmcéb%ﬁlai@ tsbeptbansaissingy sufiecbdaty gs i thisypmbgdimens, and the

preftind o Pty Bl 38558 ca e oL bony od frrein
. é‘@ﬁj(ﬂl' (Q)Hﬁ'gls thd ﬁé‘klréé 'c?;%%rﬁ%ﬁcaﬂ&f%@a?&h@?f g@érﬁ%ﬁflgeg process

and i s use I nput’t

des&‘ilﬂidllﬁteﬁf)asfeﬁ @n ﬁﬁ@ﬁr@ﬁf&nﬂjﬁﬁﬁ‘d&t@ﬁgﬁd% e ROM 2Po0fe HBD 23. The

he communi cati on apparatus 27 perf orms conmuni cati on

| 'RAM 2hisised aee ootk stopEUracaletforapgahaprigessdnthaCPUe1.

network 13. The conmuni cation apparatus 27 of the
seckhwdnpmpparata 26 oswccaqiggaredtbysa keybogds 4 trowse and so on, and is used to
. communi cation with the first comruni cation appara
inpyticogprpands and dtor the élspmﬁf’?afama &8 &payte; contigpned bas@n LCD (liquid

e SR L7 RO S PSSR R, 0

ast&ﬁgﬂﬂﬂe&ﬁl&écgpd&gﬂ C?ig,{gagg Jhe comruni cation

appar at I's con gureds%y an interface portion 31,

a [THRAEESSEADnRGPirbRs 23 PerfofnEaMhnihicihrRih the second
decrypting portion 33, a common data generating

conpouticativn3hpammsal2gds iHemetwgekdsat The cpmiivnivatidd appardtey27 of the
- generating portion 36, a conmunication portion 37 and
Secwd:@munmwgompﬁa@rs BperfpEmy hemmynination withdhe futshcmmumcatlon
exc ges the da bet ween the bus 28 and the
aPP@WE‘FSyﬁtYlﬁ © ek ypting portion 33. The interface
of -t rans

Gy %Fﬁé‘%"%lu‘%h i o 88 oL e Bpffpication
appRld 20 28 ggcsg\pseaigﬁt:ﬁ dfaPE bPfe GRMREGABH afAthOP7.

38 to the bus
The communication apparatus 27 is configured by an interface portion 31, a

preprocessing portion 32, an encrypting and decrypting portion 33, a common data
generating portion 34, an algorithm generating portion 35, a key generating portion 36, a
communication portion 37 and a connecting portion 38.

The interface portion 31 exchanges the data between the bus 28 and the encrypting
and decrypting portion 33. The interface portion 31 also has a function of transmitting the
data from the bus 28 to the common data generating portion 34 and the data from the

connecting portion 38 to the bus 28.
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: POI'B%IP 67 bits shimcerp
| S“b{‘i‘f‘gdf’é%é‘b raRRIAsion 3

The preprocessing portion 32 has a function of cutting
the transm ssion subject data or the encrypted data
received fromthe bus 28 via the interface portion 31
by a predeterm ned nunber of bits and generating
transrri ssion subject cut datacor encrypted cut data to

2 e s e S I o A PRl St ate o
the %ﬁ&gﬁl@h %gtgq@ée e\ﬁf é{(#\lm tﬂ% lﬂ%sl%rwg ﬁl% %}tgce /iXP 819 %gb}(] q g?edetermmed

enbo reproceSS|ng

rﬁlﬁé%?bﬁ@m&f ArREdME ST <5k cﬁ?ﬂdtﬁ‘g é}férfp% £ QBta t £t
w h the trgansm Sgl onS subj ggﬁ data In r Pt to send it to
the bnaWM§ﬁidﬂbcﬁ5qhhg portidat3s. bay teddiaek @@S@Iési@ﬁ@ubﬁbt&iata and the

The encrypting and decrypting portion 33 has a
enctYpiest dagmwall be deseribehlpterhe Acecrdsgits shis embedibiest thequeprocessing

data or the encrypted cut data fromthe preprocessing

f// eludipgiduoppy datg hapiag agseatign with o fragmission -

tran Ssion .su lgﬁact cut, data or dec g&iﬁng it in

JE6T A0 ot B dBRCrpd T
enc-fh% ﬁ%&ﬂg%gﬁ&%ﬁ 6611; %i*h fgﬁek afe n‘gée n ofr é%e;u{mg the transmlssmn

subRicPGRIRING thdlérdcripled bR dﬁ&sf?orﬁfthé_?%%ﬁ%%@s g poRfonPI06 tmg it in

of encryption and decryption e referénce nunber _
the bade fireceiing thendaasiniveioh sibje& dut tista opliédrgptily it in the cmtof receiving
limted thereto. Details of the encryption and
the grerypted cuidas. | | Theeendeypting bed dedr $ptingt wortionTdeofktbisrrmmbodiment has a
data generating portion 34 sequentially generates

flxe@dﬁ%fwca BUEDGHPIIHLSiAS 2 PFOResHAg HNiE Brike ﬁaas»a \mévéﬁrmng the process of

T R A
althgﬁgﬁ itqynéﬁuﬂlfte&f &reld. " %e%&%f%é%t%g a?g B@(%r?{)tg&s&'%be described

he second commini cation app
lategbodi ment sequentially generates the common data so
that the common data in the sane order becones the
sarihe chrenandat gertadtmgqiortid 34 soujnetialigpendratet bémmon data which is
pseudo-random nunbers though it does not always have
the dafajsemmpnn bedween thp firsj epmmamention appanatdsi handthe second

transmtted to the %beprocessn ng portion 32, q%orlthm _
COH&BWEP%H‘%WP%W Ign  dbe sommen fatzgenerating Rertion 3o th

confphih a8 Bheabil T AR BlE O B arki ARG atl?s%l Fhe

‘ﬁ‘g‘g&g ﬁﬁ&mﬁﬁyg%%%%%%h%&w&ﬂ crsoTl?l ng portl on i’l{l%e same

: ord&ﬂa"ef:@ﬁa@@ theR@meNCTHP EdrBMoR HAGRRST$hid eﬁlbbaﬁgleﬂsfsrtu@fageaao-random

process. 11
numbers though it does not always have to be the case. The generated common data is

- transmitted to the preprocessing portion 32, algorithm generating portion 35 and key

generating portion 36.
The algorithm generating portion 35 generates the algorithms based on the common
data received from the common data generating portion 34. The algorithms are used when

the encryptjng and decrypting portion 33 performs the encryption process and the decryption

process.
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- The key generating portion 36 generates the keys based
on the common data received fromthe commobn data
generating portion 34. The keys are used when the
encrypting and decrypting portion 33 perforns the
encryption process and decrypti on process. The
co i cation portion 37 exchanges the data with the

net yEgnerg Borélﬂ’é .39 ;s@%aa@a ﬂledatyab@sea en &hee@nayon data received

B AT T e o
dectfift LR 'tlﬁarklﬁ%[pﬂ%ﬁg)r&% stz{lﬁr}f%gf‘yi)lhglq P):]&egshe

connu |cat|on apparatus & Rer en

C ONMThsdog@hislBatidRrpoltadh $77exchhfzes SN TRNWRR (RO tROK 130N The

37 receives the encrypted data fromthé comuni cation
encayped aitulgtaggenetated bytdnerypeing thelthmsmisfopsubjectait dath$n the encrypting

transmitted fromthe comunication portion 37 to the
andidpchnting pering; 33gs pemmerisd bythe qnmectingmestiom3s, pod i wansgadtted to the
has a functlon of C ecti.n he transm ssion subject
R pICn %ﬁﬂ&@é rvgap FEPBIcaHen positien 3¢yt The

conglﬂ{lﬁcaﬁh t%b?td Efvgsgth%%gfgfggedéﬁga el?&g oetr (%)Iét%qumcghon apparatus at.

render

co

'the'i)ﬂﬁﬁ M. Smﬁwe%cdatzgﬁttﬁmsﬁ%d cﬁﬁ‘ﬁ{@c%ﬁxﬁﬂllca%il%mp%ﬁgm 37 to the

data is transmtted to the interface portion

- preprocédshYorticresp. as necessary to the 15 HDD 23 or the

CPU 21 via the bus 28. The connecting portion 38 al so
hasThe dounextting posion 38dms edunctipnidfeommectiyp thedransmissish aubject cut
generated by encrypting the transm ssion subject cut

dat%l a%@rat?fh Y ﬁ%crmwge PRYRIAY cutedaia/iptthnenopyptingsnd gigcrypting portion

o .render i.t as a set of. the pt ed

3 rspibined e i ab et of theranniso Sbiee et 1h6 Bansenission
subie% onmun| Sgtg‘{ﬂl %Ett‘%g?ﬂleo n t%%’c? ggﬁlﬁn%& b‘llrﬁ“fdﬁﬂ |§l{:n i gt%d & Régessgfy to the

'HDEPPR62hE €T 21 8t B 2820 BRGondDeing gﬂﬂﬁﬁt3‘8rb@soq9arsta'fﬁﬁhuon of

38 does not need to have a function 0f connecting t

conaegingtheendyted adtalagonaert@itbtdnhceypliny d aghsidi®ion subject cut data
transm ssion subject cut data in the encrypting and

o in tbl%@mymungganp clecriypingortibn 38 i eriginglrdérie ranler itps edetooftthe

data is seqguentially transmtted to the communication )
enchyited daty s Hhe qng a @ﬁ@nﬁrﬁﬂ@ﬁlc}@ thej comyidgation pogtion 37, and is

oSS By 055 505 L SBREL BB o e
endP® ’[‘ﬂb I Slﬁjj.?ﬁn \A%?%%lé? 1R go%]é ﬁcﬁﬁtregcllj {(ﬂ%tv‘é %rﬂﬂf(moﬁ%# cgﬂnectmg the

porti on e connecti ng

encfyiﬁéd R da@endiaih ,by%n $ fih} Be t@ﬁsﬂslsion Qﬁb}gétvc%@ da% it} fhe@®nerypting
fl'ow of the procesSing performed in the “communication
andsiestypting partion 33.  In this case, the encrypted cut data is sequentially transmitted to
the communication apparatus at the other end in order in which it is encrypted. In the case .
where the connecting portion 38 is.as described above, the encrypted cut data can be directly
transmitted to the communication portion 37 without going through the connecting portion
38.
Next, a description will be given as to a flow of the processing performed in the

communication system.
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To describe an outline by using FIG 4, the flow of
the processing perforned in the comunication system
is as follows. First, the first comruni cation
“apparatus 11 encrypts the transm ssion subject data to
generate the encrypted data (18 10). Next, the first

o RSB b o B Bt bl

: e o} ni cati on apparatus 12 having :
conrlhlgzc{:ligf::\l}éogl slygtgﬁl 15] gs focf{ggyg

€ encryp “data decrypts the encrypted

datprst, iR GREEIEMuhicRRAGKadpArdnlle] 1t ERATN BE bfi §hibj
dat a S(S 130) . Thusl,C theaﬁ ncrypte ta | ﬁ??@%@?ﬂﬁﬁm gctdatato

genbrapamht RAcrybted daqBIL) C Nekf theResdhmManidtidoapphiius 11 transmits
second communi cation apparatus 12 in the foll ow ng

. the dagyplepdatario thassecendotpmmusicatidneppariatrs 12GSh20)di Nezt, ¢éhreceecond

in the contents of the processing even if it is
comipyRiFaonapprgRIsd s ingaredi viddhic eagntoshdate deerapts the encrypted data

, data is t [t f th d
to Eafnibbited B misstiobisf e (91801 st communi cat i on
S b AL B P 1 0
the B&ohd eh@thuhic@Roragtirdtls YD iCie v ih ﬁ&s_cﬁﬁﬂ&‘r!n' A&} og)g%ogs, there is

apparatus 11 encrypts the 15 transnTssioh subject
no diffegaoeinahe coiitente bt thePrecksdag avenhiF itS¢ reveiRe to the above-mentioned
transm ssion subject data is read. The transm ssion
casg whirgdhe etmryptedigise issrgnsmdtitdafroradhs seeond cormunication apparatus 12 to
- transmitted fromthe first comruni cati on apparatus 11
the figst cpmuBicgHen apRssiihl bat i on apparat us 12. Accor di ng

ek RERRE e R 3T b 2RE b3 2eBRnedPE TG, 2 5Titg above-
meétgfgea S@PBTHG Il AichRe fFRES Té.gﬁigg@%,?%ﬁ@sﬁ% %q%@@gs e

sec conmmuni catl on ap

- trankshi@ssioRRbjeBPdM B déheratethb ChoryPRlARGE, the CPU 21 reads

out the transm ssion subject "data fromthe HDD 23 and
- haFirst, the eapndsibn sabjeot ddth igread) tTiR t(RbdnZsdion BaBject data may be any
transm ssion subject data is transmtted from the RAM

datprpquiged teegraspmatedSeim ghepipnst ¢commBizication dpperalussl 128 thesbcond

the interface portion 31.int conmuni cati on

| comypRFAIoRgPPFaS] 201 focardingio this cpbeimsab a FEEEFioTobicet data

20

25

ST RO ——

sub AT Rl B el B, bl o i ot o
25 fob énstindE) T CPUD Bh Rf theltrtinsAldsndaibjeBEEARS idfthe HDD 23 and has

it recorded temporarily in the RAM 24. The transmission subject data is transmitted from
the RAM 24 to the preprocessing portion 32 via the bus 28 and the interface portion 31 in the
communication apparatus 27 (S1101).

In the preprocessing portion 32, the transmission subject data is cut by a

_' predetermined number of bits to be rendered as the transmission subject cut data (S1102).

'The preprocessing portion 32 includes the dummy data in the transmission subject cut data as

necessary.
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There may be just one nethod of generating the

transm ssion subject cut data fromthe transm ssion

subj ect data. According to this enbodi nent, however,

the transm ssion subject cut data is generated from

the transm ssion subject data3y one of the foll ow ng
net hods. e _.case utting the

t hrge S AT of X
¢ r aFERs 8y BRI BP%E’)Fﬂ’&Ht"é EFpre/mehe f iQQ syfject cut data from the
| 2ct a o] ] nunber o its . . .
SRS s 8k AR BRSS! SR HIRE g Qe Bk ission s
cutldB@liy géfigated ﬁsnpﬂdgwnﬁﬁ%ﬁoﬂulg&i &Gy e lof ifFollowing three
positions of pieces of the transm ssion subject culfg
methatia all of which have the nunber of bits shorter
than the reference nunber of bits B) The case of
A) cutFherngse dlecuttingthriressoission bitgedt ddtatintoi the transneission subject cut data
transm ssi on subject cut data 10 by a predeterm ned. _
by # predeterined ppmberefrhits sherier thamibe refeieneaieumbnnebbits, ¢nd including

NN -
oSOyl Ll

B) CUtTHeR@sd ﬁu&ﬁ%ﬁ_ﬁ%ﬁérﬁ@siw Bitg&d: ddalifol A RaddMssion subject cut data
transm ssi on subject cut data” by the nunber of bits

by 4 beedstameined nombsihfThi® shéfka nhdn e FeféRhe Wanik G0 Bits, @hd including

~bits, and including 15 the dumy data in respective
the gnmawysdass atidiBencnbpositions iob piesesjfabe transmiskasrasuligert oug dataeall of
mber . of bits shorter than the reference nunber of

Whig_ﬁ f1avq the pumberpichits shorteniban Berelarease avgberafRited by the
©) GoaTB ARt AR bR hab Bt et asedgaRe Bt Ton subect cut daa
by ?@ REABEEOAR thi %291%859 %}P@e@ﬁgﬂkﬁgtref%%c?ﬁlﬁrﬁbérrq?@tggﬁd including

ransm ssi on subj ect escriptron w

st

- the @@ty ddtd Bitredfecti®e pio¥sstdTehCRMERAssHH RibReN&t@hiaHaving the number

- portion 34 generates the comon data.” In the case

of bis shertdrhikan tht ecfbaee panbérefibdd recei ves the

‘transm ssion subject data from the bus 28, the comon
datbisgesidedby thy qeommnémdata genesated by thetdoaimomdas generating portion 34

~_frogmthe interface portion 31. 25 The comon data
as i bttty b

abayernetionad fhirewethqrds shoylhbe wierd tg gensrale they

oGRS RHEDEE, 7 o,

9eNC ARG Rilf 8] Eﬁ'ﬁﬁw ' st i
subj ect data |1 s g@g? \f}g%%%y t emeiq;% er a{l:zretgg%ﬁf@lgq%ﬁm 34
gendfakesCRNFIMMER HA20f this enmbodiment is a matrix. (X)

with 8 rows and 8 colums although it is not limted

t hdm éteccase where the interface portion 31 receives the transmission subject data from
the bus 28, the common data generating portion 34 receives that information from the
interface portion 31.

The common data generating portion 34 takes this opportunity to start generating the

common data. According to this embodiment, the common data generating portion 34

generates the common data each time the transmission subject data is received by the

~ interface portion 31. The common data of this embodiment is a matrix (X) with 8 rows and

8 columns although it is not limited thereto.
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14 According to this enbodi nent, the conmon data
generating portion 34 generates the conmopn data
successively as if in nonlinear transition though it
does not always have to be the case. To generate the
common data successively as iif4 i n nonli near

trapsiti.on here are 5 thinkable techniques, such as
(1) SREing F%@P ?l?taﬁw camEmnnAaingensratigg Pprtioy Afgignerates the

' . f generating the.c n data,
cori3hA bl sul ety P RE T in ot RBE Bl Ry R Bt Bys e o be
thelch® past conmmon data in the process of generating the
conmon data, or a conbination of (1) and (2).
AcCIy ghinkghté thetcbinBn®@dedburessively® if BIABNinea tinsition, there are
generating portion 34 has a 0Olst 10 solution (X01)
thirdatllededd@iies,cuch 2o(1) (éydinpepdatwiatcaedation ofipdst @mmon data in
matri xes (for instance, the O01lst solution and a 02nd

the pEcgss Qfrgeapatipg Ssrcgmmomdasa, §2 Hineluding meltipheation pf twarpemore
. CO n dat a gener,ati.n ortion. 34 assigns the initial
piefeof Mt Coriinan G i Fhsiprocsss ah deneiing RuporamioR Giig or a

: t solution (X1) as follows. 1st solution
COW@O%WQ?G (a =mtrix with 8 rows and 8
ol AuBEding fothi bntbddBmbiems emﬁ%ﬂ%@g&@faﬁhgggﬂigﬁfl F4as a O1st

Next, in the case where the Interface port

-solutbog(Xy 9 and B@2hd sslatds X Jrpreddiratihediatiitial matiixieh GoPiStance, the

28, the common data generating portion 34 generates a
01spspdutéen and adndeplmion afoicconsd lPmpredeterrhined nmeXRyyx
X1X02 + a 20 Simlarly, each tine the interface .
porihiesammmon date penesatingporiomidhassions fhednitiabmatrirgs o the solution
fram the co enerating portion 34

. 28, d
genblafilk SROANR 40 perelties & TRaREGH KD h Eoiones P o ovs . avd

soluf i fﬁ?aé 1.+ 8 _ Sol.utd on (XI), =, X3X2 + a
25 1#& %109@6 u |%n}{§§§ﬂ+;a% f}ﬁa&ﬁ?fﬂgl_gf%g’ S%Hg)gccé)}hl%s dat a
t hughi ORRE 8diBkloh UhRAlgehrateli iSOl Uti ONs) are |
transmtted to the Tpreprocessing portion 32 and the

_ aIh exit tih nheo@ne kdibfentfle oefice podfon Andedve the Fansweikdon Subject data
t he '

from the bus 28, the common data generating portion 34 gcneratésa 2nd solution (X,) as

- follows.

2nd solution (X,) = I‘IGZ]XO2 to

Similarly, each time the interface portion 31 receives the transmission subject data

- from the bus 28, the common data generating portion 34 generates 3rd, 4th, ... Nth solutions

as follows.
3rd solution (X,) = X, X, + 0.
4th solution (X,) =X, X, + o

Nith solution (X)) =X, Xy, T O

The common data thus generated (that is, the solutions) are transmitted to the

. preprocessing portion 32 and the algorithm generating portion 35, and are also held in the

common data generating portion 34. . To generate the Nth solution (X), this embodiment



*solGHRE 4% ierroRPn: SRt st

common data generating portion 34. To generate the Nth
solution (XN), this enbodinent 15 uses an N - 1st
solution (XN-1) and an N - 2nd solution (XN-2), that
i's, the two solutions generated i mediately before
then. Therefore, to generate itshe new sol ution, the

o BATE 3 o0 P b i Bt SR slgions

nver |onS
datd) géﬁe?ﬁfngﬂfo?ﬁ(ﬁij?yépﬂm%ﬁ’ﬁaé fﬂelﬁtehl% r%at% ofultiohd! Eef%?a%d in the
are not to be used to gener at "The Hew s ut oA from

past@w/elss, the s solutioss RGN G Ry @nvslyig BREYS Thwesedly)@he solutions
past solutions in the comon data generating portion

'gengfmecffnﬁﬁedial.jg elfc\f\&e?%nm AR rdpeS ‘6§% rlera ?ﬁé(“ﬁ g(fclmf%(grp itﬁcgcol:nmon

- oldg/tham-thgengarest prideglingrtipociohwions geresaied inhthe pssslargt nodmo be used to

which is now the third near estg&;ecedl ng sol ution due
gengrpts the I@@rﬁ@il&wéwr@ﬂowwe ndws. dhis gmbediniant aljyays helds the two past

second near est ecedli}&gr%%%ﬂw t ?‘ﬁe‘%ﬁﬂf fr E)ng\}tglge%terasesthe

K SOI&tg%]%ﬂigg }s r%r v R ICHPH& h@ﬁést gﬁl&gdlﬁg @81519{)% guéa{oethg g&%ﬂtfo oq’ the new
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I on, pseutio- rang

soliHERIRI Svas Tige &é‘é&ﬁ?ﬂéaﬁ%t ﬁ‘é@édnﬁ? Sud P tHeh $om tHe ﬂré:letermmed

t hi nkabl e to use the followng fornul as ot her t an
mefnbey @tthy Hkernivhioh édwdsaesotiel. Nth sol ution (XN) XN-I

XN-2 + a. 15 For instance: (a) Nth solution (XI\I) = (XN

- 1 The sphitions thus genarated age)ikipotic (l])ﬂ\lnlma@rm(amitlon and are also the

%mgXN-S)R(XN 4)S (c) Nth solution (XN (XN- 1)P +
Psek‘ ®HETR and S are predet er ni ned const ants :

nacrcie oo FRTRTR, % R sg B Bhindids oher

tat ol e Gy B s solfuch X b Biovetiens | one

a iFornstdest ant. However, it may al so be specific

changi ng environnmental information. The environnent al
(a)i nfithrsaltion (Kg) + (€, i,)ff or mati on naturally . generated in
) &Ience as tine el apses and commonly obtai nabl e at

di

thsplusion (Xs) = e h) 6% X2 Ch{.o mat i on det er ni ned

h f i t '

<c>de§~§$ﬁp “ﬁa Lt Ko (1 ?Elafﬁléniigb?”a 'TU o ont of
\V b t t

Ao Sl afeeipi?f?ﬁ R DhatR Wbt e oftman a2

gensRBhk portion 34 has two initial matrixes in the case of using the formula (a) or (c), and -
has four initial matrixes in the case of using the formula (b).

The above-mentioned o is a constant. However, it may also be specific changing

_ environmental information. The environmental information is the information naturally

generated in sequence as time elapses and commonly obtainable at distant places, such as the
information determined based on weather of a specific region, information determined based
on the contents of a TV broadcast of a TV station broadcasted at a specific time and
information determined based on a result of a specific sport.

It is possible to furthér improve confidentiality of the communication by creaﬁng the

above-mentioned ¢ in series and generating the common data.
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It is possible to further inprove confidentiality of

the communication by creating the above-nentioned a

in series and generating the conmon data. 16 It is

al so possible, as a matter of course, to add a (may be

generated fromthe environnenual information) to right

siggs f the, Lfrnulas (QB (c).. As described above,
i?rl&ﬂf@? AP B]@F?ﬁ rfsosaseh*a\ﬂdﬁ@t (mezyhe\asgerateg from the

‘“’“"E‘%Hﬂ‘gﬁ'é‘g%?&%ag"ﬁf‘{" by SOEofBR T GEBGue o 5 a),
B) Q0gesSibstubele tﬁ@%&gﬁ%ek‘ﬁl ﬁgfhéﬁﬁ%ferc@ﬂ@msdo%on data

" subj ect cut data. [ ng | s e I ment
(thdt i nisatdyeAentichdEolutidnk) &&E@S'%l&ﬁéﬁh@hﬁﬁeﬂﬁeﬂtﬁﬁed methods of
method A) in the case where, in dividing the sum of
A), #®dind§")shotld de mserbiorgsneratyf the transmgisgitwe sutgéot cut daitd. h According to
roms and 8 colums by 3, a renminder thereof is 0, by
eﬁ@bq%mmfdths)transmtswen @val@;ectmtea@a isgeneratedi hydhe meghod1A) in the case

by .th thod, C t wh th d
B A S SRR v

8 c&l #%b F&aag@@?g?efr%ﬁqpﬁ rlﬁLﬂhg %ﬁo%%{ﬁ% 8"3‘8& i éemamder is

1, aﬁ@ ‘bS{'tﬁ@[n%ﬁloﬁ ¢})Sn ﬁﬁ%aﬁé @ﬁ&@tﬁéfe‘&oy h Eiﬁ tthcglgl'l"i't dde§ ﬁblv £ ays have

fromthe interface portion 31 e predeterm ned
to beubbetse( 7 bits in this enbodinent) of bits shorter
than the reference nunber of bits in order fromthe
~ hedd thecage pbganemting ¢he rassiiisiai mbjestibjtelata tyuhe dettind A the
The preprocessi n% ortion 32 enbeds the du dat a_at
PIeRfOFSSR g NOBHGN 3¢hththeiraasmission ﬁulygq:t&ata rwn}/gl:%omahe interface

pori 3t by AR R R B B SE s Mrterthan the

'refc\fél{deqll?lhﬁ) {3 ﬁf lgﬁsgﬁ %rdelr gra%ﬁlﬁle h%ﬁ(}lTEo e%%%%% ntél)% I@:p%n?rﬁ%'s&% gl?l%sgect cut data.

at wh ea

TheDpreprdBeRFE 1 itléﬂ"'?l SHPIR ThS SRty J4bi :ﬁ%tfm%ﬂgoﬁﬁBﬁonheQransmlssmn
predetern1ned i nt ernedi ate p03|t|on such a second

subjzict cubrdatn. t e gokitibns offthe ctusiyisdat aubjétt bRydakefon Binbe@liag the
as long as it is irrelevant data to the transm ssion -

dumgmp deeimaabecithepvariabl enfixed. dinthedattar @asehihelmisitions at which the-

pr ocesses, ch as constantly enbeddi ng the data of O
durigpy e inginhedsied maydie %hﬁ@dmth@eltdq@f tha iransgnission gbject cut data or a

ddi n

profibiha! SlopelaRietRn o0 5 GePre uARE ity iy dsa
mag B B @T?SQQE? a0 RIC PRl Eau RO IR OhIOBE i ER WA For instance,

dat a. I nstance € sumo e nu
thereQiné ﬂMabIéQ)rI)&H@,sdiﬂidch X5 Wb SParfil rﬂﬁd&ﬁg%@dfﬁa Gf’d) Hfrﬂé & of 1, or
the conmon data added up is dIVIC 9 and t

embregltivigribie daih lo€ 1 pafaltemately bmbedcﬁng;)ﬂﬁzslatd of tamdaqon tAsﬂﬂﬁ)tlﬁar example,
such as 0, 0, O, O ... If the remainder is 1, it is

S
ot =

it ismessiblsi te deeidpwhag dunimy data is to be embedded based on the above-mentioned

common data. For instance, if the sum of the numbers confiQuring the matrix-with 8 rows
and 8 columns as the common data added up is divided by 9 and the remainder thereof is 0, it
is possible to continue 0, such as 0,0, 0, 0 ...  If the remainder is 1, it is possible to put in 1
alternately, such as 0, 1,0, 1 ... If the remainder is 2, it is possible to put in 1 at every third

place, such as 0,0,1,0,0,1 ... Likewise, it is possible to put in 1 at every fourth place if
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alternately, such as 0, 1, 0, 1 ... If the renminder
~is 2, it is possible to put in 1 at every third

pl ace, such as 0, 0, 1, 0, O, 1 ... Likewise, it is

possible to put in 1 at every fourth place if 17 the

remainder is 3, put in 1 at every fifth place if the

the FETBRPASRAY Auiby 1 L SGEveP ifth ldca St ot 4t il 1t every
ten&:;ﬂzﬁb%'ﬁﬁm%ir&ﬂajﬁﬁgji?@t cut data by the nethod B), the
Y I

eprocessing portion 32 cuts the transm ssion subject

datrg dhycdsb 6f Qéxﬁ%gftm ﬁ}ﬁ%n? i %%&F mf”i dAtalty the tnethod B), the

i nstance) of "bits Shorter ef erence nunber

- prepriot&ssing poeides?2 duts B tidAemiskdASIbBE damh ISUE pEddeterined number (7

data, and includes the dummy data at different

bityJosinstanes) of bitp slertes thoi the teferen@nmamites bHbitstobEeder itastthe

data_ all of which have the nunber of bits shorter than
transpyssignaupjeshets datandnd ingludps the dummyt dataatdifferent ppsitions of pieces of

* RGP A 5 e sinBE S o
_ refegl&%c% tf]?nfbls{ élibll)i?l U §8§ cgzﬁ 1 I?E i)(.)s.i&gﬂeslrag i ch%lh% durgirrnyeéa%qsrémbedded

Irs , Secon

may BOARSH ¥ (2BARAY Brdtnd Qu@PLImAREf @lier Jfife first bit, second bit, third
transm ssion subject cut data. In the case where the :

bit posiighthiis fiadt bihicebnd b, .dUsiphth®ad 8r rahGorfIFEElGAg as to each piece of
random y change, the positions may be deci ded %ased on

the rapsmaissiom subjert sufdata. | Inghacnse wheee the positiensra withich the dummy data
deciding the reference nunber of bits for enbeddi ng

is embeddegigdomly chansgs, By nesitiegs maw be dasided brsedion the gognmon data for

inst%ﬁSSi ble to performthe follow ng processes for
"€t ance. If the sumof the numbers configuring the

oy MeiBediod G fecRite fhoClotE oot 8 Ryl e dummy
datPby hilRg tHersorma datd, St RPBEINE % R&k&lﬁf Raf@lowik ptesREAH instance.

and the end of the pieCes of the transm ssion subject
If tieudunwlatt the nhifabél @onfiguritigntie natr$x With 8ews aad 8 RbRSArGRs the common

subj ect cut data having the dunmy data enbedded at the
datpglded ag individed dyi&randghe samaindes digrenttis @,uthe demeyhdard isgmbedded

t he dummy dafa enbedded at the end are arranged to_be
alterpately at the hgad apdihe end of the pigces efnihe Farymission subjeps cut data.  If the

romg RS e RS o it iR e PR i R Rl a he
head2h@ M&%C#n?%isgfoh%ugjlé%t d %afiﬁ@ gl?eg@gl.]ﬁ% fia{ﬂﬁegﬂ:[%ﬁd@d &t the end are |

arrange e at “every Tour

arrah @8Rt ebéry fhird PRcS." AT BHiaRde S, ﬁféttrd%'ﬁ]isgﬂﬁlgsultaﬁgt cut data

havi ng the dummy data enbedded at the 25 head an

havingahe dinssiyodatsethbeiced atithe taidarkiphie ngn doiesich Bibjed @ibdata having
enbedded at the end are arranged to beat every ninth

the gpeyay, dags embedged ot tho s8d Brecarrangéditottiest enpry dourtteplace.  If the
posit] at which

- remainder 1so7r,1 %he transmission subject cut data having the dummy data embedded at the

- head and the transmission subject cut data having the dummy data embedded at the end are

arranged to be at every ninth place. It is also possible to further move the positions at which
the dummy data is embedded such as the head and end rather than fixing the positions.
In the case of generating the transmission subject cut data by the method C), the

transmission subject data is cut to be the reference number of bits or the number of bits
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the dummy data is enbedded such as the head and end
rather than fixing the positions. In the case of
generating the transm ssion subject cut data by the
method C), ‘the transm ssion subject data is cut to be
the reference nunber of bitsig the nunber of bits 18

B LR R T AR E—

m%ﬂﬁésﬁ)(ﬁt st Ekﬁde{tz? %aﬁﬁgxg%ﬁcgﬁﬁ‘ &%ﬁte? B]%tSeﬁltst h%n %sgmée if the sum of

I nsta € nunbers confrguring
the WhRbERICOhH gumﬂgfth§n{ 130 6 COIR
dat a adde i's gﬁwggg%béwgggﬁg%ﬁwgﬁrsgﬁg}n der b data added up
is dividedelnf 8 wsd ﬂhc résinb&atieredf is g tHehnd of s in@fsiBildEibe slibject data at
data at 5 that point in time can be cut by 8 bits. If
that ppdntrin miernda beicgt Uy 8 bite  h ghit remainder isrlatierticad bdthe transmission
subject data_ at that point in tinme _can be cut b

* subjgict datp gt %@Wﬁ% timseqanibg cpt by hbith e Hfhe rempairder is the head of the
. transms ubj dat.a .at that nt.int can . be .
- wrarsf R ol & poliRR i o B Bty biel o 1 e fhiger i 7, he

S NI R R B

: tralﬁﬁﬁs%uﬁlmdﬁjeﬁﬁ‘&@ data¥Blus eB@raR{de%%@p?&éﬁﬁn@?&tﬂﬁg@Z%beds the

enbeds the 10 dummy data in each 'piece 0
dunimgp dstaiis sadhpisceljfald transiniskidrosublechbitcatarofiftach mimbertof bits is
i's shorter than the reference nunber of bits. In this
ShOﬁalsféan the refetradel nngbposfi tiison Inothist dage, doempeddiag gosition bethe dummy
cific_ position such as the head or the end or a

| datapinéﬂ £ 8 SRFGHRTIPRSAETHFUCE 25 fisdicad gnthesad pF o pepdsiprmied changing

case, the

posﬁ‘?&r@?ﬁ'ﬁ%‘i g’r’w[}ﬁfﬁ’fxﬁ?‘l @ﬁ? fodﬁsﬁ{] us generated is
tr %?R%E%s%dthte Gahdifiission s l?[ﬂ&ft)é fc‘lsﬂggﬁg ge&?&:& Rt ljré?)?mitted to the -

port as a stream er o nera
encHptial bl dvrihidhoraa0ss aé i sieaal mtd}&eﬂdf%@ﬁéfhﬁéi on
subj ect cut data, the algorithm generating portion 35
- geiriepatael with thegeneration ubthe tansmeissioy pibjeg ctit@ata, the algonthm
transm ssi on subject cut data. The algorithm
gengratiBg ReTtiog 3§ @enerates 36 alponigm uesd anhenceyptiog mmmltsasmbmwbject cut
the common 20 data. According to this enbodi nent, the
da talal gorithm generating portion 35 generates the

PR N orblE a5 B W Ykl BERGR E mmon

datsSubj ect cut data as 8-bit data is a matrix Y wth 1
row and 8 colums, it is acquired by 25 nultiplying by
Y tAreortiMg fothi emHohuﬁeﬂt%@ aRofthBn géﬂekﬁfﬁ% RBidSS5 SQIEPRES the
data raised to the _

algorithm as follows.

The algorithm of this embodiment is defined as "in the case where the transmission
subject cut data as 8-bit data is a matrix Y with 1 row and 8 columns, it is acquired by
multiplying by Y the matrix X with 8 rows and 8 columns as the common data raised to the
a-th power and turned clockwise by n x 90°."

Here, there are the cases where a is a predetermined constant. According to this
embodiment, however, it is a number changing based on the common data. To be more

specific, the algorithm of this embodiment changes based on the common data. For instance,
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~conygondita S'habe mas

a-th power and turned clockwi se by n x 90." Here,
there-are the cases where a is a predeterm ned
constant. According to this enbodi ment, however, it
i's a nunber changi ng based on the common data. To be
nore specific, the algorithmgof this enbodi nent

o R Bl A S SR HoR by g
L , i ddi 1, . .

o B HE T LB b e

witk 8FRE asted oNkting gplbﬁdteh SnaT RS hX 1 ?{ﬁtﬁ@ce?seﬂﬁi@?e ﬁi@\?\ﬂg?héder is 0).

colums (provided that it Is a = I n the case

t heTheabavardentibredQ) is a Prededdraeed RiMbep defndd BySthdkey. If the key is
predet erm ned nunber defined by the key. If the key is

- acansintonsbam isfineder Asrlebaritfeibbelbw, Aewehesrcthic they chaigesbased on the

however, the key changes based on the comopn data. To
© spegitic, fhign sl changge bassd sadhororomen data

coamon ta, according to this enbodinment. It is also
acc%rglgggtBltgi%F@baa@% on another al gorithm According to

t hiys: [ t i 1 h rating portion 35

geggfggggg?ﬂgﬁt38£§§%§+?¥ﬁ%%g'ch I'me it receives the

- COBRBrdidd @ thisRMbodfn &R P AlgdAlRn aRedH! r%ﬁt(lj(ggﬁl erates the

.34, and transmts it to the encrypting a ting

algquithini eavh Bfhe it recgiaesetht ebmwiontiatdfeorg eiRecaiinen dah gefi@ating portion

transm ssi on subject cut data, the key generating
34, padt trausmitdt ethe eoareptingandidegrypting portion 33t ypt i ng t he

tr&‘[:sm' ssion subject cut data. The key generatin

po

PeRlielovife erggneration af the jrapsmission suhip cub%ngﬁmyageneraﬁng
5 di to thi nbodi 1 t he ke ti
porth 3 Etesut ok Brk eed R Comp R S GlancuiPieg: copg.
k f LS..ehndi ' i
Sk B RS B0 bind 06 BUERE o BSUH e oy
| ndeoRthd 1 thil@nMRATHRht A8E Rey\Bérebating pobfor 38 Fdntrapisidle Bey as the
rows and 8 colums. Therefore, the Key changes based

followirtghe common data according to this 20 enbodiment. It
i's al so possible to decide on anot her key. -Accordi ng

't o Theikey ehthotierbodimentis theayunghen ecquiied dypddingarp @6the numbers as
enerates the key each tine it receives the conmon
elefg%ﬂt%ﬁ’?% Mae inchideg n tharcamgamedast Whighge heitearis avithehgpws and 8
coll.@;él?sr.1 S 'i‘htefsefofe,t thé %e%z gﬁan%@s? Ea}ls%a on %eac%gnrggr? a4t ta}:rpo‘clldigcg) rtcg _ 35"

‘embodiment.

It is also possible to decide on another key.

According to this embodiment, the key generating portion 36 generates the key each

time it receives the common data from the common data generating portion 34, and transmits

it to the encrypting and decrypting portion. 33,
The encrypting and decrypting portion 33 encrypts the transmission subject cut data

received from the preprocessing portion 32 based on the algorithm received from the

- algorithm generating portion 35 and the key received from the key generating portion 36

(S1103).
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25 The encrypting and decrypting portion 33 encrypts
the transm ssion subject cut data received fromthe
preprocessing portion 32 based on the al gorithm
received fromthe algorithmgenerating portion 35 and
the key received fromthe key@enerating portion 36

Gor AR dtrosiBen stiove /B aleon Zs?%ﬁh%%%“'?ig%é%?aéé%wﬂ%“reéﬁ%g@gmion
3 ~hit . i , i Y. Wi 1 I
sl it 65 BB b YOt Ko B 20 o

muﬁﬂilﬁh% b?Y"\ﬁ‘fehnzﬁriﬁ X\GiRBGos ﬁg& 8 g@ﬁln‘gﬁ él% g &Mﬂdﬂ@f@sed to the

raise o the a-th power and turne ockw se by n
a-{1PPoweraind tirnad clodRwice bymnSx lre" afIaY &5 e Rk ANREaRoveLi&fioned

In the case where a is 3 and nis 6, the encryption is
nupberf ormed by nultiplying by the transm ssion subject -

cut. data the matrix with 8 rows and 8 col unmms acquired _

by Iniksrarg whsee 2 ik ada i3i6; thegneniion cpesfosmed iy gltiplying by the

a0 RpL it aPle gt ot Rapy e caloomanasting byyming the

Rl 0 A LG ORGS0 s,

encrieia@Ohay bestdhdd AShOBRryRBIcasRel ates the encrypted
data (S1104). Sorting order of the encrypted cut data

I n Thel ehcogsel dus darlis eapaided® thocéliRcig girtian 38.0r Thd@nnecting
order of the encrypted cut data. Thus, the step of

~ porien 88 cpnneisdhe erayiited sut dabramemic cad generapms dhadnesyptdd data (S1104).

encrypts _the 15 transm ssion subject data to generate
Sorfing ofce P thesacypicd qui data iy tiseease rOTISpRANG e heriginal sorting

ortpt GIBR G Tl 1008 cocond communi bat | on appar atus 12
. i . . i 1 - t H
1o ThiEnBSpRs: idin LTSI ER ARl AR @bl te

trafibBficalsidjeef daeed %’éife'irdwt}kféﬁc@ﬁ&ﬁ)ﬂﬂaqg fifhag.and

changing 1t back to the transm ssion 20 subj ect data.
He rEagrederyptddndasa Stteypsmftted @6 thepommuniédtonporits3 dindaben
in detail. The encrypted data transmitted to the = -

transgdigeriodbersasand cempmnispiien anpastdl ] watkewitwedk 130y t he

€0 ni catj on portion 37 of the second_ comrunication’ _
appatesetndicomsynieation apparatys déhavingieesivasshe prpmynied data performs

the ts_{e% %ﬁ% 153 décr}%tlenngcthg gltlc%jiptgg tda at 8d tcﬂa% g%{ge{t) %g&etgsthé] ansmission
subject data. B

Hereunder, this step of decryption will be described in detail.

The encrypted data transmitted to the second communication apparatus 12 is received
by the communication portion 37 of the second communication apparatus 12 (S1201)..

The communication portion 37 transmits the encrypted data to the preprocessing
portion 32,

The preprocessing portion 32 cuts the received encrypted data by a predetermined
number of bits_, and generates the encrypted cut data (§1202).

In the case of cutting the encrypted data and generating the encrypted cut data, the

preprocessing portion 32 performs a process reverse to the process performed by the
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25 portion 32. The preprocessing portion 32 cuts the
recei ved encrypted data by a predeterm ned nunber of
bits, and generates the encrypted cut data (S 1202).
In the case of cutting the encrypted data and
generating the encrypted cut ghata, the preprocessing
process

ortion 32 g E r rocess, reverse to the
CO%SF%%HO%g p @l !tstfe tthg aﬁBtIﬁT“gﬁlssT%PefIH’ée specific, the
1.. T
encred R NP L KR BRBRRA S 0 v i TRIFRRRESH ¢fine

t8d Mitdgd, i nto mul tiple pieces of the encrypted cut
ata. Next, the encrypted cut data is transmtted to
~ t heNentcthy phérypted Rt GHRL IsytRinbMetadab thedhcBpting and\B&Tptine portion 33,
is decrypted and rendered as the transm ssion subject
wheretit id deeryp®@d208 yendéted ad dloer tyntsimissidnssubiect art dee (85208).
process reverse to the process perfornmed by the
“encHgslechiptignds pretaryisd ah g PESess tekersstoghe prasessipesformed by the

S SRR ki o ST o

=N

conmuni C

perfai‘ﬁmﬁgl ®elhéNPlieeh hﬁfukﬁ%ﬁnﬁﬁﬁc&d&ﬁ a?E%bﬁgtlll on are

generated inside the second communfcation appar at us
12. Thatd gorithnt dharkegiussi fok tHeeledBHtioh BRMendhtd iRdias MRtsb&hd
that the comrunication portion 37 of the second
Commmcuaﬁpp@ratusaﬁp arvdonkmgliiencef will/beld¢shebeahcr ypt ed
' data is_transm tted fromthe comruni cation portion 37
formation thak the cgmmamigating ppesion; 3Frpf 1l sepprd egpmgpication

i PG B A o e

LR, 2 L IS patio
o TR P B B T B S R
rec&lPEEIA infend@ibh its Bfs SpotiiRity ﬁt&m&&ﬁtda%ach time it
apparatus 12 is perfor rred throug the sane step as

recaivepthisgafdroiatiesl by t he common data generating porti on
34 of the first communication apparatus 20 11. The
corhsrzederation eftheapimmepnbits by the3omufort duta geneoatig portion 34 of the

(g&fnum cation apparatus 12 has the sanme initial
sec mmypigation IRPREISYHS Pefermpdthepseh thasams stapasdhedion

rea&Jng ﬁ{epst Pdoﬂrﬁta%bgm mm{t{%ﬂ"ﬁ{pﬁ&rﬂtu%rlz B rﬂl;pa %gcg?tgmd key rel%ured on

* pec i BT IR S aRBietn ik s loh ARl e GOREP R GRon ggparatas

1.t hﬂlesc%‘&ﬂﬂ&l &i’n:g‘ ﬁéﬁ'ﬁ?@{)ﬁﬁmgﬁ&)ﬁd | SfliRBR affaratus 12 has

t he common

 the same initial matnx and solut;ton generating algorithm as the common data generating

- portion 34 of the first communication apparatus 11. Therefore, the common data generated -

- by the second communication apparatus 12 is the same as the common data generated by the

25

- first communication apparatus 11 if the data in the same order of generation is compared.

The generated common data is transmitted from the common data generating portion
34 to the preprocessing portion 32, algt)rithm generating portion 35 and key generating
portion 36.

The algorithm generating portion 35 generates the algorithm based on the received

common data each time it receives the common data. The step in which the algorithm
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first conmuni cation apparatus 11 if the data in the
sane order of generation is conpared. 25 The generated
common data is transmtted fromthe conmon data
generating portion 34 to the preprocessing portion
32, algorithmgenerating portigzon 35 and key generating

SR TR A—
o8 8 T SRS T 5 i
applaltuS EC &M RO Mg6AMRON BRPGBLHS a}r%)r%ﬁg% ﬁ'%nﬁsznj&&? from the

algorithmis the sanme as the step |

 algadiher gdnbratigg peftivhi 3300 fey éricoypiidg Al debi9pling Sdrtion 33.

conmuni cation apparatus 11 generates the algorithm _
Thelhpeieyrgsnerdting partion Bingeserates tierkey heskdfandhe tdreived common data

. | gorithm generatin ortion 35 to the encrypting and
eacg gor | 19 g P X yp g

dasabrscpiyepthercosnaglaty Thee stenyingelhvieh teikey spraratingpgton 36 of

'thegenerat es the .keéPbasedﬂgn t he r&gz(lteved comon dat a

SORAED R HOR EpRERSS AL Bt T ek = 46 ATt Ephpiep in which the
e BRERhB o B SR AL ol 53860 . e

tion “appar gener a

genSANE ey it kan&hiaBd Fomvhk T{E‘_\( bR radt@YpodeREIGh HY RN Pt and

36 of the first communi cation apparatus 11 generates
dectypeing@wrtiohf83. generated key is transmtted fromthe

key generating portion 36 to the encrypting and 10

decksor thig coromunisati@Bsystkm, inew dolmmsorcdataisrgeneaiedron the first

" ni%st,e'm new conmpn data is generated on the first
~ con

15

25

ARG @PPEtdd faeh tigethe enreyptiondeperfarmedonyhe fisth i s
TR 53¢ B O R 8 SRREHR! R bond
e g A R072eB e i Ok PR AR SR, (20

confifusiesion HparaglRare, AhR:GHIARBoHAHR QRNRsAIAS g@ﬁ/er%tﬁg by the

second communi cation apparatus 12 is the sane"as

CO1 E

= ={0))

- secambommmoait aticpeappaatusd 2[y tHehwandei as She codOibhdatg @enadixed by the first

apparatus 11 if -the data in the same order of
conyawieaftangappiratusdiphithe data ity ssimer @deraif] gendratiomisroompared.

d%ta gﬁ erated when encrypting certain transm ssion )
ThezeiBre ommey, datp genarated wWhshsRFYRERS et pmeatssomspbject data

L R A -
- conﬂﬁ('()}?flﬂﬁl ﬁg?%t atcly e Eﬁﬂﬁﬂﬂ'dﬁﬁtgeg& éﬁ%grtfi‘é R &tf
nd the a s ed- Pase R

a gor i't and keys genera on t

conﬁﬁﬁﬁmﬁionch@g&amqa 248 Sy N EbriMtindshRd RBEY gﬁg&?ﬁbﬂfh‘s@d on that common
< _

generated by using that common data an

data when decrypting the encrypted data generated by using that common data and the

- algorithms and keys generated based on the common data. These circumstances are the

same even when the encryptioﬁ is performed on the second communication apparatus 12 and
the decryption is performed on the first communication apparatus 11.

As described above, the encrypting and decrypting portion 33 performs the decryption
process by using the algorithm received from the algorithm generating portion 35. To put it
in more detail, the encrypting and decrypting portion 33 performs the decryption process by

generating the algorithm for performing the decryption process (defined as "in the case where
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al gorithnms and keys generated based on the comon
data. These circunstances are the sane even when the
encryption is perfornmed on the second contmuni cati on
apparatus 12 and 25 the decryption is performed on the
first conmuni cati on apparatu3ll. As descri bed above,

o SR AR e B R AR B Bt
. 014 i i 5..T Lt

BT PATTES N W

colBBnPL the EFRndoN UGS ¥ Pt @R aRh S)S%Fal{?:lytlmﬁﬁ 'Eﬁfcﬂsvgégg)ytrpf 90°")

algorithmfor performng the decryption proce

bas¢dled theedidithiirsceived fe@a ehak1gs@thaBzentREng PoitvAB3EAd&lited as "in the
data is a matrix Zwith 1 row and 8 col umms, the

cas¢ wharerthe gansmissidy) sibject oot datbeasel-bi datadaia mattxby with 1 row and 8
mul ti plying by Y an inverse matrix of the matrix X

colyfpns, the snspdtedant datadpcawired by mHEplyinghynY dhematrizi% with 8 rows

t he a-t dt d_clockw se b 0) .
anci el e PR Gom IS 61 D et el it clackfise byn x
ata

e transi S on su

: _90°t %ﬁrﬁﬁoﬂ%mg%chfﬁﬁoﬁjggéﬂqggg?g caa%ogés-ﬂjg}mgﬁ?qe% d%f]%ﬁio\é\'ﬁagfru%hg the
keylMetThu tie éﬂcﬁbtﬂag AW d én% pLBABS deér?ﬁts MNP Gl liata

data is acquired by multiplying by Y the matri’x X wth
proGidedusa staeath flomahe! prepraassdiniCp@ ioNBD ofk@hfferiabthefsd 4 tblpenerate the

a-th power and turned cl ockw se by n x 901") and .
transexfsipnrAuhigcloait dataat i on according to the

abqve-nentioned definition by using the key. Thus,

t héVhdhs PR YRfingfad deevpHing AYFLioB A reROG3 : Wﬂstarf@m'the
. C} 10 ' ,
wer SRR B B e a8 A o aFTRE @ fhe Fomon dara
omSS08 e L AUSTRESAP 3R BB o Qg

poriéi 30.F 'Ok Edtmoh dBASMSEES Wheh Bb@AhnGI hd¥r iR dfhmy data was
‘required (S1204). As described above, the conmon data
emigpdded ot thel traysmibsdor subjen coedata gathe prpidrgssay pdrién 32 of the first
transnmitted to the preprocessing 15 portion 32. This
congpyeAtion ApparaRls 1lis eg'O\hhemrd epamifing, thegpnimoon dite heldrhpthe
edded in the transm ssion subject cut

- data was enb N
PreRfQEesSing PPFE th cend gopmupicatiomappgra 2 tjthajipoint in time

‘I 840 B e  BRb p Bve v
o RSOGO AR BOREGL e Ly Mty Kpcety

I ndi c

decBREIANPE Béing HEcrimbdof jult REbTRERPRIIT B BR> endB/pkill8 and decrypting

transm ssion subj ect cut data before having the
portorc33/of thel seuohd damavaitatipp bpshrataphpl et el y  decrypt ed

(or _being decrypted or just to be decrypted) by the

endhgPrepagreariog percion 32itragsmits to the encrypting and decrypting portion 33
the information on where in the transmission subject cut data decrypted by the encrypting and
decrypting portion 33 the dummy data is embedded.

The encrypting and decrypting portion 33 removes the dummy data from the

transmission subject cut data by using the information.

The transmission subject cut data thus generated is transmitted to the connecting

portion 38.  The connecting portion 38 connects the received transmission subject cut data
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1o thepterfacg portion He e dhen E@RINGiRthoHDAbFhfartingsanss via the bus 28

portion 33 of the second comuni cati on apparatus 12.
The preprocessing portion 32 transmts to the '
encrypting and decrypting portion 33 the infornmation
~on where in the transm ssion subject cut data
decrypted by the encrypting aw 25 decrypting portion

a5 QAP SRR (0P BrbS s5R980 seHES g WRATEN Ofte bore beng

endrfRIEG 2100 SHBhE Lyl pfAbASY RIRg the

I it or mat'1 on. ansni sSi on subj €ct’cut data thus
genpd! @€ step 180 9/Michl tBE sdcBnd BEmERANGGSA ﬂg)areﬁ?d' 13 @rypts the
38. The connecting portion 38 connects t receive
enctypaeddats sndchanghy € backcwtthdlaimmmdiorpsbpredand falarges
it back to the transm ssion subject data in the
or i Hiergeheratedtteaniei ssion spbjeniglateisdrappmised dront the cbimesting portion 38
ommuni cati on apparatus 11 (S 1205). Thus, the ste

decr s the encrypted data and changes it. back to
to qeﬁgorfg‘?g}?%ef’r?'ssi on subject data is finished. 5 The

<<BEREH Dsm ssion subject data is transmtted
?ron1?£§g%%@%ecting portion 38 to the interface

POITh itk cotdmuiiBatidnSsys RATddsERRIEbbYE Ghd Qorhi6n FEE o2Rerh@ig portion

i nstance via the bus 28 to be stored therein..

34 perfenterettle Eovamph elata dach tile the A St ibjeay 84t 8 received by the
descri bed above, the conmmon data generating portion

 interfacgporgion 3l ar eacht time dermmorypékat datziactreiveshbytthe communication portion

transm ssi on subj ect data is received b

. . t he .
37.; dpdhip sese. ghheipgsres of e tepsmissiopsubipet cihdaty pensgatpd frgm one piece

' L ved [ j [ .37 | hi
o hE e PEEhSH s I R EImIE b O RRe BRG] cot cut

datigst tRisCfle fcf)ﬂlﬂo(ﬁrk?atip%&%gaﬁtng%oftﬁ% §4rrﬁ§g g%r{%ﬁdr%g the common data

subject data are encrypte sane al _
each fistetBel t@hisnhibdion subject Qﬂl"ﬂ@@is‘i@ée@veﬂ%@&ﬂ&ﬁgtﬁ@ AnldMRerdPiing
e

may generate the common data 15 each tine
portioraB3 ot exh simesthb jeratyped tcutiddtaisi recdiwaiiyvie el yptivez and decrypting

encrs;pti ng and decrypting portion 33 or each tine the

- portigre 33-pt ladhis wased theeeniceyptien éf pestornpd by diffmentyfgaritigm and key for each

_ . dec ting, portion 33. In this case, the encryption, .
| Ple?esOfrﬁﬁg F@}S?fg&de subjact evteiata gangeatadIEom QA% Piees of tie tapsmpission

20

25

~“mﬁk?&§a°f the transm ssion subject cut data generated

romone piece of the transm ssion subject data. 20

1 n Rusdh fadshal T it '
- andiich £ad ge#ﬁ%{@%{éas Smhb a5 IRk R k%&gpéé&@ﬁ‘ted as
follows in the case of performing the encryption. ' . -
First, the case of performing the encryption will be described.
“If the interface portion 31 receives the transmission subject data, the information to

that effect is transmitted from the interface portion 31 to the common data generating portion

34.  On receiving it, the common data generating portion 34 generates the common data as

in the case of the above-mentioned embodiment. The common data is transmitted to the
preprocessing portion 32, algorithm generating portion 35 and key gencrating portion 36.

On receiving the common data, the preprocessing portion 32 starts generating the -

transmission subject cut data by cutting the transmission subject data as in the case of the
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follows in the case of perform ng the encryption.
First, the case of performng the encryption will be
described. If the interface portion 31 receives the
transm ssion subject data, the information to that
effect is transmtted fromthes interface portion 31 to

h d ti ti .25 34. On
o SRR B S B S o B

i he c: f th .
s GLRAER o U SN 33 85 675 B o oo o e

ve-menti one
enc il et i r | 9 RAhE HOR :
L o AR LS BRRE pBion 36 fenerates the ey
baspdoh itereSbved inmee ity 4@ tAAemd fidRnélated kel i®the encrypting and
preprocessing portion 32 starts generating the
decrypiidgmpostingd3. subj ect cut data by cutting the
transm ssign subject data as in the case of the 25 _
abéﬂ@-%ﬁ@ﬂe& apd degsyrtingortionrhbengrypss herpseieaddramsinisgion subject

R —

dat%' gorithmto the encrypting and decrypting porti _on"

3. The key generating portion 36 generates the key
bagskt Afie tOBmoR Gata R eaANP O HA BE cefdbtel IR SMrhSh 8415 before a
generated key to the encrypting and 5 decrypting

secqral piecanofBe tralseniesion ybjédd gutedyth id @ehhitied GropOhe ipPdprdckssing
anrgpts the received transm ssion subject cut data

portipn B2 tthihe epgaplinglal desryptingpartibnkdysotas to)traesmit © ta the algorithm
first piece of the encrypted cut data. Next, the

BENEIFHAR ROHION S 7B dCK EPRTatg RaTHen 3G Ja@n &yoaivarg tiribe algarithin

a 10.seco i on

eenf e B5r R sThenarore SR ARe R AT et i i SR Loty the frst

. i e i . i rti .
POkl B MBI 0 BRI s Fion 33
Thelayt defbraih poxdiok 3% sﬂﬁﬂzﬁ{ﬁ%én@ﬂité%%rﬁdy%ff&@m £Om B REsY b and

it, the algorithm generating portion 35 generates an

tranguinggs it tbtime elict fpeingrind deayptifep@tieon 83.e dThoegeRtingtdideerypting
first piece of the encrypted cut data, and transmts -

portign 3Husesshaalgerjipm ang keydo genarstp thensgepst pipcrof3Be cddGyptadcut data
ke enerating portion 36 sim|arly generates a key

by v Bp arrong Piste O éheflr%méw&suhﬁ@rcufgaﬁsm ts it to the

B e SR ST Ul o

datd O generate the second piece of the encrypted cut data

by using the second piece of the transm ssion subject

' CUlln @4t @eforihiédedatpl € iR éREnd Picleodvrlof el @nBhén data are only
encryption to each piece of the encrypted cut :

- transmitted to the algorithm generating portion 35 and key generating portion 36.  However, .

the second piece onward of the common data may also be transmitted to the preprocessing

portion 32. In this case, it is possible to change the method of generating the transmission

- subject cut data as to each piece of the transmission subject cut data.

Next, the cases where the decryption is performed will be described.
If the communication portion 37 receives the encrypted data, the information to that
effect is transmitted from the communication portion 37 to the common data generating

portion 34.  On receiving it, the common data generating portion 34 generates the common
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20 data. In this defornmed exanple, the second piece
~onward of the conmon data are only transmtted to the

al gorithm generating portion 35 and key generating

portion 36. However, the second piece onward of the

common data may also be trangrgtted to the
In this case, it is

d reE_lIr cessi rt] ortion 32. . ) )
acB 8BSy 1pf Ease @ yeymrationsd frabaskimentn e The cpgmongata is transmitted to
i.sslon. .2 uhject cut data as.t a i ece of .

the ph RSOk ROop 2o Dl b Hine g a5y itke et portion 36.

OnfRefing 08 cOREAAPAE T BePRERSRFTOnt 12 OReRERGRL Mfhmation on

howl @lieatranki@ssionf sabj¥et du® Qath QvdsidheraRll e & the Tale FBEABIvEGnentioned
fromthe communi cation portion 37 to the common data .

embehmesit andgranpmits itdo tencpting ard déangptirlg, portien 33 M algorithm
data generating portion 34 generates the conmmon 26

gengeating fertion Igeneeates the algprthabnsed o thei rorri vedeorpodonmdata, and

The common da is transmtted to _the preprocessing
transgpsth,gonsr at%ﬂf %S?Wmﬁo SICEYRting 286 derryRtnGporhan Ray The key

b S L —

| el bt 68 ek gy e Rt e
10

generated as In t

equahtoahié algotithamahd kBBl Wheh bndrPptildah@NEAnsRMidsitA sABRct cut data
decrypting portion 33. The algorithm generating :

respeotivélpn Bhe grepmceaisam pdréomB?2) transntity the sedypind tinalata generated by
recei ved common data, and transmts the generated

cuttipg,the enerpicd datado decangpinting and dectgptingpartion pdes inghe e8¢ of the
The k ti ti 36 t the k b d
oy e Eopest bR on data, and transmts the
33 e PN ph TR R PR PR AR e Bt e
witR Hﬁcﬁlgdrﬁlﬁn@ﬁfjd&%ﬁd&%n%%ﬁtbg%%%é f&eﬁ@?%lgoqiﬁxem s as to generate

transm ssi on subject cut da spective

the firs picoe ef dietgnp@issionuBjéctduedanl t Thd bk g)@ﬂ@l@cﬁ‘yﬁﬁng portion
data generated by cutting the encrypted data to the

- 33 wmovepthi dymamyidate foypthe geneyated iramsnBi8siars subjedtloet daxsaccofding to

the, above-nentioned enbodi ment. The encrypting and
the gregivod abows-entigned inforraationy g hove the trassmission subjeetygut defa was
enSY data 15 with the algorithmfor decryption
ge g@?grat ed by using the received algorithmso as to

ir St Dl . t j [ .subj.ect
ct ot ol dh eoRbife Rorebi 34 SEBRREL BHRIIRH AT common
datd TSN AR §d¥8ndl BIBEY o £k rah GAMBA %m%@&%ﬁﬁ&ﬁ&'i AR the
- subject cut data according to the recelve
preaboassingpottion BXkoi thé aicdiPitingin@ Aesi9ptinhPortibA 33 ¥b 96 tePMansmit it to

subj ect cut data was
the algorithm generating portion 35. . On receiving it, the algorithm generating portion 35

generates an algorithm different from the one used to generate the first piece of the

~ transmission subject cut data, and transmits it to the encrypting and decrypting portion 33.

This algorithm is the same as the algorithm used to encrypt that transmission subject cut data.

On receiving the common data, the key generating portion 36 generates a key different from

the key used to generate the first piece of the transmission subject cut data, and transmits it to
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generated. 20 Next, the commopn data generating portion
34 generates a next piece of the common data before -
the second piece of the transm ssion subject cut data
is transmtted fromthe preprocessing portion 32 to
the encrypting and decryptingportion 33 so as to
transmt if.to the algorithm generating portion 35,

- the gpcrypling nddperypting pertion . i ¢ e the Sapmg as dha keyrsedsto encrypt
- thaPERS S%%%Bje?t&&rdia{a‘hm different fromthe one used to
: ate e’ Tl

gener rst piece of the 25 transm ssion

< Ub ) ) . , DL
na e B aAS decF e FRGGH YT dbcryni® e oo YR A eperypred
cut datatbyers@lggBedet IBrithRtind Ref BE patidbatd Htseédnpide D r@Rsmission
subj ect cut data. On receiving the common data, the
subjesycuigalatar atlf dlgo pordventhelhmyendatate i the kaye afitlid shoeatmentioned
- from the key used to generate the first piece of the

-embqadimenf ssi on subj ect cut data, and transmits it to 27

t heencrypti nd decryptin ortion 33. This key is
¢ el fetirateckie ReyPURach prese B Hiasprrypiadt deta ittt fidgprent
LD 11Ut ' . de i N
ol PR G sq @1 eentiii HR3Hah Bhls p AReESH KBS Shm amptoer
CUlln 8 QhsDWhiER), BiipdrtRbing B Shd:ybHfy AL IEifod B BERAAAL the
the second piece of transm ssidh 5 subject cu at a.
tranisinisiohicsubjrioDois Slata e ckitgey ad@tcack piccd of the taAGHissibn bitfect cut data
above-nentioned enbodinent. This is repeated to
by dexrypmigiagthpsesord piece hiewadof Y @dnoon datatatheiprdprodessing
different algorithmand key so as to generate the
portion, 4%, e sqcand Biess apvard af thpsgommsee dath Aty alsmsarsaritted tprihe

NI L i L L —

32 %%ﬁtésﬁ:hg E’? aaﬁloﬁ%g;h%gfﬁg laraﬂérﬁl%gm{f %Hﬂ%‘]g& tch{ Kty Wag gfi:n%?ated asto

j ect c a So transm e secon

eacRpRe€ oﬂﬂié@:’hgrygfedtd‘&?dﬁ&mﬁb fak gedRarkd ?bdifeelﬂ&ﬁ{bﬁéé Hgg?%ation on

portion 32, the second piece onward of the commpn

. hovathe tahsmissioarsshjett @ dita va genqaeQ iORaBEiifagl BAkd éPypibg and

when performng the decryption. Thus, the
decpypéipe perioi Iieaoh timeshe eiB2ypfedeutatatssis dheryptef by it éneryping and
how t he ‘transm_ssi on subject cut data was generated as

dectygting PEHIOR 35+ e dReSACYRBOE MG Jasramting portip 33 usph this emation to
Sec‘?‘?@ﬁféﬁ'}ogg fl’g’%&v i ?@gfte'egﬂﬁggég{l ]fgo ; ﬁllgg%@ftg? ggl?s},rvglts sggn subject cut data

-by%gﬁﬁﬁﬁ%hkﬂﬂxﬁo the encrypting and decrypting portion

each tinme the encrypted cut data is decrypted by .
the encrypting and decrypting portion 33. The -
encrypting and decrypting portion 33 uses this
information to . _ '
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securely renove the dummy data enbedded in each piece
of the transmi ssion subject cut data 20 by a
di fferent nethod. 28 CLAIMS 1. A conmunication system
including a first conmunication apparatus and a second
communi cati on apparatus as tw® communi cation
appar at uses capabl e of enc&% 5 transm ssi on
subj ect data in plain text der it as encrypted
data and then transmtting it to the conmunication
apparatus at the other end and al so decrypting
1. I ecRicyRenRRGE i & | i
transm ssi onms‘ﬁgjﬁg%? ﬁ%g%dg?g %%S?EIQI%H g:taﬁ&% ﬂ%’a%#lr?ss?nd a second
conunmivtianeApparatisR awa cosninitatibe apReansks CapInbCakivphiing
apparatus  conprise: 10 cutting neans for cutting the
transpagséon sbjeshdata bj plein texitta réndenitps enteypedilate dnd theb eraneditting it to
bits into nultiple pieces of transm ssion subject cut
the gommunigagion pRparatys af theyothgeendynd alsccdecenptiag rengived enerypisd data
mupuq$er Q aqh%% b .mhichl}hg encrg ted data is cut when - .
R e ) Yips bjest dalaswheremn rypt ed cut data;

) 80 TS o S SRR

con§i2{¥8UNI cati on apparatus and the second conmunication.
apparatus; encrypting and decrypting neans for
eneugtjrg mepnis ffier dutthipstte Sahonission pegéct duta byal redddrhitdiEnumber of
algorithmand a predetermned key to render it as the

bitsdptormpltipls pieces of frandssigpsibjest tifalate aod ylso eutting thecmteypted data

ting the encrypted

tgi th th§m§I gor.i.thm used when -enq%;ly ) )

by tap samgg pumBRcOits bysehieh thepngrypicdlalecy chlovhanrastyriad igtp multiple
. th ranspi ssion subject cut data; 20 connecting

- pieqel R A IR

ing the decrypted transm ssion

subi _ . ' Py
S EEn fentiaki bRl 30 Gauelta B hchRuh) BISTHARlereg common
betw Ech BB ikdticBen@Rikaties 8ppHrads tPhERECNABAIR Gtion apfhratus;
the al gorithm generating nmeans generates the al gorithm

- eachctypting tundddorgptiniginsaine for eAbryptibg drttrahamissiod subject cut data with
encrypted or the encrypted data is decrypted, and uses
the algprithae ar¢ Apredatermined kepte rehdetiinedhoynagpted diatngnd tecrypting the
| east one of F;Pt?;%t solutions to a solution generating

enciyBirek o At YiFl iR 81205 UEn rcc bt SCTYRGE Nee SCged i aicnd the
a3 aF HRIGY b PEhaBAR s R bR i M et ool Sad” | ONOET |
connecting means for cohnecting the decrypted transmission subject cut data to render
it as the transmission subjecf data; and | _
trans:hitting and receiving means for transmitting and receiving the encrypted data, |
and. '

the algorithm generating means generates the algorithm each time the transmission

subject data is encrypted or the encrypted data is decrypted, and uses a predetermined

_solution obtained by assigning at least one of past solutions to a solution generating algorithm

in the case of generating the algorithm and also erases the past solutions when it is no longer

necessary to assign them anew.
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necessary to assign themanew. 29 2. The

comruni cati on system according to claim1l, wherein:

the al gorithm generating means generates the al gorithm
each tinme the transm ssion subject cut data is
encrypted or the encrypted c@wo data is decrypted. 5 3.
Then,communi cati on system according to. claim1l,

2 whe |W@?‘H&C%O&&P’f%ﬂrﬁ@%ﬁ%&?ici?S‘%r}BQ’hgre%t ains the

SOl it | . l.gai (I S ol ut i,ons t.0 the . .
St 30t BRI Bl s B orifthin e B diimision
subjeet badlata T LRADHEE O thR AcSPIEIL 8AL E@&bcgs}ﬁécﬁ m i ncl udi ng
a first 10 comuni cation apparatus and a second
communi cati on apparatus as two conmmuni cation _
appar at uses capabl e of encrypting transm ssion subj ect
3. dathecenpingiieationsysten aceordimg to clais 1, ehereimpt ed dat a and
thep trangmtting it to the conmunication apparatus at
th %?lﬁe?lﬁiéfhaen& ganesps gbiaing she suticackyi assignig anylpledpast

ta.apd rendering it as the transm ssion subject
SO]'%%(“%_;O Hﬂeﬁgﬁﬂ%f’ﬁ&p&i@l&ﬂ%&é‘“@ps for one of the first
comuni cati on apparatus and the second comruni cation
apparatus of: cutting the transn ssion subject data by
4. a meﬁﬁhﬁhmaﬂ&dm@ﬂﬁh%?ﬁheﬁtédﬁn'a%ﬁnﬁﬁﬂiédﬁ% Qystéth Bt @&ding a first

of transm ssion subjec [

_ cut data; generating
conmhygmicatidnrappsiampsand aabdond cadthnauideatiph iapparhii€ as two communication
‘transm ssi on subject cut data with the algorithmto

 apppisfises capeblgot eheryp@ngirasrbssiataswhjechdata ir plasrtexttto mepdehis as

ot her one of the first :

(

' encrypt ed ta to the o :
enc Eﬁ%‘?ﬂ%aﬂd fgﬁn SRREngdt tofhe commupicationapraraatdba pther end and

appar nd the st for the other, one of. the _.
s AR e s n R SR anlren BB s subioct
incll ni cati on apparatus of: cutting the received _

encrypted data into nmultiple pieces of encrypted cut

dattie fi¥ps 0L onS & Re RENTBGIMnhnidAtbS apparié &4 ®hB8econd communication
encrypted data is cut when encrypted; sequentially

. appgmnssradt i ng the sane al gorithns as those generated by

the one of the first communication apparatus and the
s e €8 b spioroswbigspdata by ¢ predetermined number of bits into multiple

pieces of transmission subject cut data;

generating algorithms sequentially;

encrypting the transmission subject cut data with the algorithm to render it as the

encrypted data; and

transmitting the encrypted data to the other one of the first communication apparatus
and the second communication appératus, and |

the steps fdr the other one of the first communication apparatus and the second
communication apparatus of:

cutting the received encrypted data into multiple pieces of encrypted cut data by the

same number of bits by which the encrypted data is cut when encrypted;

sequentially generating the same algorithms as those generated by the one of the first

communication apparatus and the second communication apparatus;
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: encgﬁg@d éﬁt%afaqg r&ldgloft ia]é EHQ t?a%%&%&sloﬁ%gﬁ@gt ctuli: a%ncé;ggn sion

30 decrypting the encrypted cut data with the

al gorithm used when encrypting the encrypted cut data
‘to render it as the transm ssion subject cut data; and
connecting the decrypted transm ssion subject cut data
to render it as the transm ssioon subject data, and 5

t he, ane .and the other qf th i rst conmunication
appraPhas e et e WU Al %HS%maqnﬁwmg the
ject data is encryp r nctypt ata is
decioniéctrlg 1R dbctiRePrAisREQI G Hoiefod Ahtalth PhaePi 3t Mdransmission
by assigning at" | east one of past solutions to a _
subgeet dita,amdgener ati ng al gorithmin the case of
generating the algorithmand al so erase the past

solthe pemand,ihe athier of e figsticomgamication spparygtus and the sesmidgn
them apew. 5. A comunjcation systemincluding a first

COTUPHRIGRIWADPET? Ut g5 RsTAlefhe algarithna gach time e Wgnvmission gebject data is

encBURE] iR oy R TGl o AP R Rl flugh Shgned by
oo TR [ S o BRSO R oMbl R TR Bt b of

- gendtatiflg ARCAYFHthMONH LRI ¥ A (ROELsY Bi16GorHalen A7 ‘iilorlgxg%éﬁ ﬁ%zér%sary to

it as the transm ssion subject data, wherein:

assightlsdm ammewruni cat i on apparatus and t he second
‘communi cati on apparatus conprise: cutting neans for
cutting the transm ssion subject data by a- o
predeterm ned nunber of 20 hits into nultiple pieces

5. of 4 FEREMNCationsysivn) Bcluding a Hef gommygicatiuanparaisadiasecond
| crvnted data by th mber of bit which,
ot o S BT e

traRifGRon RbjefN &y ﬁéﬁ%%t tﬁ Arer #£8Y erﬂ:?gﬁ&iiﬁitg %@&%@gﬁﬁhﬁng it to

sequenti al 'y generating keys rendered conm

the toRmubicatibn SEIAMN £ahd ShePRBIA D RBFPIRE r&8RRA encrypted data

conmuni cat i-on apparatus; 25 encrypting and decrypting

- andrremdesing o asdhe trypmissiort fubjder dataywhaemn subj ect cut data

with the key and_a predeterm ned algorithmto render

i t bath thp dirg cermppmicstign eppaniys ded thy se¢and comenunication pppatatus -

cut data with the key used when encrypting the
COMMBFypt ed cut data and the same algorithmas the

glatq:gﬁ{n%?ﬁgahg er%ﬂﬂﬁrg thé tr%?séigsgoﬁ gu ?escq:ndgt% Ib?(rzll ]_:)Snlejcpét.éer%}ince(ffJ I%umber of

bits into multiple pieces of transmission subject cut data, and also cutting the encrypted data

by the same number of bits by which the encrypted data is cut when encrypted into multiple
pieces of encrypted cut data; | '

key generating means for sequentially generating keys rendered common betwéen the
first communication apparatus and the second communication apparatus;

encrypting and decrypting means for encrypting the transmission subject cut daté with

the key and a predetermined algorithm to render it as the encrypted data and decrypting the

-encrypted cut data with the key used when encrypting the encrypted cut data and the same

algorithm as the algorithm to render it as the transmission subject cut data;
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connecting neans for connecting the decrypted
transm ssion. subject cut data to render it as the
transm ssion subject data; and transmtting and
receiving neans for transmtting and receiving the
encrypted data, and 5 the key generating neans
generates the ggé each tinme the transm ssion subject

dat QNPT HIU FoBRecting theafserpiadirapamission syBlery it dea to render
it a@m@_&ﬁgﬁsgioﬁrsﬁglgéﬁag%ne sol uti on obtai ned by

assigning a 80%¢ past solutions to a solution

ge : . . .

oy e ORIl 16, €S ifhhy aRFRELR e LiEypted dua
and onger necessary to assign them-anew. 10 6. The

communi cati on system according to claim5, wherein:

t heh&ksy gmemtiaginngnspentsatgethe kay eachtthre heraasaission kebject data is
- the transm ssion subject cut data is encrypted or the
encypied oy thel erarypigd dataiis detsyntog tand nsepm predefdrmined solution obtained by

conmmuni cati on ste ccording.to claimb5, wherein:

S a . \ _
SRS Ah P2 %%Péﬂ)%ﬂ&ﬁgaﬂ%w&oﬁeé tipn geperatipg algpyfnpin the case of
ih O ti g t i .th | ut | _
gengeneg a elnl% apé%% e? %S%gﬁ’g.p%%! S? E)l{rﬁ%ﬁg iwélgli’ ftdﬁg% % %’é‘{“%gssafy to assign

them@kwded in the conmuni cation system according to
~claim 20 1 or .5. 9. A conmunication nethod
i mpl emented in a conmunication systemincluding a
first comrunication apparatus and a second
6. confherromninicatiap pastem ascardinigvio cimbuwhemain: on
appar at uses capabl e of encrypting transmn ssion subject
- datthe ks¥ grngrafing means geneeaiercthe key srrhaBnethe tppsmaissignisabject cut
and thep transmtting it tqQ the copmuni cation
dataaﬁﬁ&?%?%& Oﬁhet TGt dalg 1%1%16"“@?‘%0 decrypting
‘received encrypted data and rendering it as the
transm ssion subject data, including: the steps for
7. oneRicohhifudidaiivh sFREMAREG Ik cARRS! RhMsiand the
second communi cation apparatus of: 32 <cutting the
t r amskeysgenertiap eant olsiaing teysotutivhaselssikhing eshlfplipast sofutions to
bits into nmultiple pieces of transm ssion subject cut '
the gelution generating algorithm. :

. 8. A communication apparatus included in the communication system according to claim
1ors. |
9. . A communication method implemented in a communication system including a first

- communjcation apparatus and a second communication apparatus as two communication

apparatuses capable of encrypting transmission subject data in plain text to render it as

encrypted data and then tfansmitting it to the communication apparatus at the other end and
also decrypting received encrypted data and rendering it as the transmission subject data,
including:

the steps for one of the first communication apparatus and the second communication

apparatus of:
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| conjIuRcation apparatu

. 'generating keys sequentially; encrypting the
transm ssi on subject cut data with the key and a
predetermned 5 algorithmto render it as the
encrypted data; and transmitting the encrypted data to
the other one of the first cgmunicati on apparatus
and the second .communi cati on apparat us, - and the steps

orCHtHRE (B raRSIRjSRiom, fubosd ohie, by e Rssh usebes o Bitwinfrmultiple
pie?eﬁ%f@&[&ig&%pg%bg%@ﬁ%@t%at| on apparatus of: 10 cutting

€ recerve ata into multiple pieces of

eNnGleyBhash & g%_{éﬁ- the sane nunber of bits by
V\,hicg::h tﬁlgge crsy tegg%}é’ta is cut when encrypted;

sequefptiag the teapRissicnREbjebecus M witltie RSy AtPS fredetermined
generated by one of the Tirst comunication apparatus.
algenitimt thererglec tad thecamerypitabddtgrandppar at us; decrypting the
encrypted cut data with the key used when encrypting _
t hdri@pmiting the cacyptedslagitoshepibien ons of shefizst grminuhisation apparatus
d&Be alﬁgrithn1to.render it@ﬁi.the transm ssi on subj ect
and df¢ SERPG comumpICAUI AR LS #fd decr ypt ed transmi ssi on

S UBEGhpCl 1l R PGl doriS 0% ch " BRSHLR 3h8 he second.

subj ec ata, and one an

conRfiRbRionabbAdnlRpar at us and the second comuni cation
20 apparatus generate the key each tinme the .
~tr zoaingIhd RocivedEReiped@Haaiifo Ny bRPeO6f doldfypted cut data by the
encrypted data is decrypted, and use a predeterm ned
samegiugmbepof bitsttyi whidh lthe emsyped dada itcut whet enapstedf past
~solutions_ to a solution generating algorithmin the
c asequsntiglbnesnsrating thee yansthose ganeeated by ongofthe first

sol utions when it _i.s no |onger necessary to assign
s and the secondO cog.nmumcatlon appzratus; an

decrypting the encrypted cut data with the key used when encrypting the encrypted cut
data and the same algorithm as the algorithm to render it as the transmission subject cut data;

and

~ connecting the decrypted transmission subject cut data to render it as the transmission

ksubject data, and

one and the other of the first communication apparatus and the second communication

~ apparatus generate the key each time the transmission subject data is eﬁcr’yp_ted or the -

encrypted data is decrypted, and use a predetermined solution obtained by assigning at least

one of past solutions to a solution generating algorithm in the case of generating the key and

- also erase the past solutions when it is no longer necessary to assign them anew.



