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calculate first intermediate bit stream by inputting
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input bit stream of one-way function to augmented matrix

Y

calculate second intermediate bit stream by dividing first intermediate
bit stream into predetermined number of bit streams and inputting  }—512
each of predetermined number of divided bit streams to S-box
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output output bit stream of one-way function by | 513
inputting second intermediate bit stream to a reduced matrix
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FIG. 2
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FIG. 4
31—x € {0,1}"
33.—_state; = Lin;, - x € {0,1}™

(- tmze) € 0,13 @, u; €0, 1}

331 —_Sstate,
35 —_state, = (v1' ---'vm/p) € {0, 1}™, v; = S(uy) € {0,1}¢

37 —y = Ling, * state, € {0,1}"
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FIG. 5
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Y

configure first row or first column of | 5111
augmented matrix as random value

Y

configure remaining rows or remaining columns of augmented | 3112
matrix through circular shift for first row or first column
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FIG. 6
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configure first row or first column of reduced
matrix as random value
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configure remaining rows or remaining columns of reduced
matrix through circular shift for first row or first column
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FIG.7
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Y

set input bit stream and output bit stream as secret
key and public key of digital signature, respectively
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A 4

generate signature data for digital signature by inputting secret
key and public key to proof function for zero-knowledge proof
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FIG. 8
81 —L = {(y,x):x < {0,1}",y = FX)}
82 f\»KeyGen(l)‘) - (pk,sk), pk=y=F(x), sk=x
83 —Sign(sk,m) - o, o = m < ZK. Prove(pk, sk); m)

84 ~—Verify(pk,o) - O or 1, 0 or 1 « ZK. Verify(pk, m)
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FIG. 9
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