ABSTRACT OF DISCLOSURE
FILE SHARING SYSTEM AND METHOD

In a file sharing system, a key manager unit realizes a correspondence
between the first user identifier and the first public key in response to a
registration request of the first user, generates a first key material for encrypting
the first file into a first encrypted file, and generates a first credential according
to the first user identifier, the first file identifier, the first public key and the first
key material after receiving an access-right claim request to the first file from the
first user. A file storage unit stores the first encrypted file and the first credential.
The first user uses the first user identifier, the first file identifier and the first
private key to retrieve the first key material out of the first credential, and uses

the first key material to decrypt the first encrypted file into the first file.
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